Obtain an acquisition trigger signal

/

Control, based on the acquisition trigger signal , a first camera

assembly disposed on a vehicle to acquire a first face image of a user

/

Perform feature matching between the first face image and a pre -

stored second face image

/

Perform living body detection on the first face image

/

Send a vehicle door unlocking instruction to at least one vehicle door
lock of the vehicle in response to successful feature matching and

successful living body detection

FIG. 1
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~ s102
~— S103
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Control a fingerprint acquisition apparatus to be turned on — 8201
y
Obtain user's fingerprint data acquired by the fingerprint acquisition 5202
apparatus
y
Control, if the user's fingerprint data matches pre-stored fingerprint |~ 5203
data, the first camera assembly to acquire the first face image of the
user
FIG. 3
Control a first camera to be turned on — S301
Y
Control the first camera to acquire a gesture image of the user — 8302
" Determine whether the gestLI;é'\'\"\"'\"\"»\,,\,\% 8303
information acquired by the first camera e

——___ matches pre-stored gesture information __——

1 Yes

Control, if the gesture information acquired by the first camera matches
the pre-stored gesture information, the first camera assembly to acquire |~ S304
the first face image of the user

FIG. 4

Receive a control instruction sent by a terminal device —— S401
communicationally connected to the vehicle, the acquisition trigger
signal comprising the control instruction

Control, according to the control instruction, the first camera assembly | — S402
to acquire the first face image of the user

FIG. 5
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Receive a monitoring instruction sent by a monitoring apparatus
disposed on the vehicle, the monitoring instruction being sent by the |—— S501
monitoring apparatus when monitoring that the duration during which a
human body stays in front of the vehicle door is greater than a preset
value

Y

Control, according to the monitoring instruction, the first camera L — 8502
assembly to perform photographing, to obtain a monitoring image

Y

Save the monitoring image _— S503
FIG. 6
Control a second camera to acquire a third face image of a _— S601

driver, the second camera being disposed inside the vehicle

Y

Perform feature matching between the third face imageanda | — $602
pre-stored driver image

Y

Send, if the facial features of the third face image do not match
the facial features of the driver image, an instruction for | — S603
stopping vehicle start to a vehicle starting apparatus

FIG. 7
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FIG. 8

FIG. 9
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FIG. 10
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Vehicle door unlocking
control apparatus

Obtaining 210
module
Control module |~ 220
Face matching |— 230
module
Living body | — 240
detection module
Unlocking 250
module
FIG. 15
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Vehicle door unlocking control apparatus
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FIG. 16

Vehicle door unlocking control apparatus

260 Obtaining 210
S module
Receiving
module
270 Control module |~ 220
Saving module s
Face matching |— 230
520 module
s Y
, Living body | — 240
Saving module detection module
Unlocking — 250
module
FIG. 17
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Vehicle door unlocking control apparatus

[ — 1820
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FIG. 18
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200

First camera assembly

Vehicle door unlocking
control apparatus

/41

Vehicle door lock

2001

2013

FIG. 19

2002

2000

‘ CPU ﬁAccelerating

unit

o

‘ S—2012
[Co_mmumcat]/‘ RAM
10n part

A
/

A
A

A

A

1/0 interface

A >/r2004
A

A A

A

A
A A

FZOOS
A

Input

section J [

Output

section ] [

Storage
section

] [Communica‘[

ion section ]

2010
[ Drive F

12006

12007

12008

FIG. 20

9/9

2009

A

Removable
medium

2003



