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Method for operating a memory buffer system implemented at a 

sender station for the fast data transport over a communica-

tion network, correspondingly adapted apparatus to perform the 

method, computer program product, and computer program 

5 

The invention relates to a method for operating a memory buff-

er system for the fast data transport over a communication 

network with a reliable transport protocol working in a point-

to-multipoint data transfer mode in a multi-thread environ- 

10 ment. Reliably here means that the data packets are positively 

acknowledged by the receiving station and optionally negative-

ly acknowledged. The invention also relates to a correspond-

ingly adapted apparatus for performing the method and a corre-

spondingly adapted computer program product. 

15 

Background of the invention 

In high-performance network attached computer systems the im-

plementation of data transport protocols is usually organized 

20 in a multi-threaded fashion. Hereby, the tasks of handling the 

sending of user data, and signaling data, the handling of re-

ceiving data and control information and the communication 

with a user application are assigned to different program 

threads or processes within the system. 

25 

Hereby, when an application starts data communication over a 

network system, it needs at least one thread for sending data 

(send handler), one thread for receiving of signaling data 

(receive handler) and an application thread (API-thread) that 

30 transports data between the user application and a communica-

tion protocol stack. The send handler is used to send data 

packets and control information to the network system. As soon 

as packet loss is detected, the send handler retransmits lost 
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packets. A send buffer temporarily stores unacknowledged data, 

till an acknowledgment is delivered to the sender thread. 

The task of the receive handler is receiving data from the 

5 network system and storing them into a receive buffer. In case 

of a packet loss detection, the receive handler informs the 

send handler, so it will send a control packet with loss data 

information to the sender thread of the communication pair. 

Since different tasks access shared data structures, those ac- 

10 cesses must be synchronized. Conventionally, such synchroniza-

tion is implemented by mutexes or semaphores. 

While the send handler and the receive handler are function 

components, the send buffer and the receive buffer may be re-

15 ferred to as data components. 

When the API-thread has to write data into the send buffer, it 

applies a mutex or a semaphore to block the simultaneously 

reading access from the send handler. If the send handler 

20 tries to read data from the send buffer for sending, it also 

applies a mutex or semaphore to prevent a simultaneous access 

attempt from the API-thread. The access from receive handler 

to receive buffer is similar to that of the send handler. Fur-

ther details on the interplay of send handler-thread; receive 

25 handler-thread and API-thread are presented in 

WO 2009/043712 Al where it is referred to the explanation of 

the background of the invention and Fig. 1 in particular. 

Since a semaphore is basically the same thing as a mutex, it 

30 is referred to mutex only in the following knowing that in re-

placement of a mutex a semaphore may be used as an alterna-

tive. What a mutex does is e.g. explained on a corresponding 

Wikipedia entry. There, it is found the following definition: 

In short, it is the requirement of mutual exclusion. In com- 
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puter science, mutual exclusion refers to the requirement of 

ensuring that no two concurrent processes are in their criti-

cal section at the same time; it is a basic requirement in 

concurrency control, to prevent race conditions. Here, a crit- 

5 ical section refers to a period when the process accesses a 

shared resource, such as shared memory. 

The intensive use of mutexes for thread synchronization de-

creases the communication software stack performance rapidly, 

10 since simultaneous access to the data, leads to wait states 

for process threads. Moreover, it leads to a rapid increase of 

the number of necessary Kernel system calls for thread syn-

chronization. 

15 The problem of "meta storage" organization is a non-trivial 

problem for data transport system designers. With "meta stor-

age" a structured computer memory is meant, which stores im-

portant entity-related information. Under "entity", here it is 

understood a sent IP packet (Internet Protocol). The structure 

20 of such a meta storage which is used in this invention is de-

signed to be used in reliable multi-Gigabit data transport 

protocols, working preferably in a point to multipoint fash-

ion. One prominent example of a reliable data transport proto-

col which is used in the high speed data communication field, 

25 in particular over Internet is the UDT protocol, which is ca-

pable to provide a 10 Gigabit point-to-point data transmission 

over Internet links and features a congestion/flow control 

technique. UDT stands for UDP-based data transfer protocol and 

is primarily made for the implementation in the transport pro- 

30 tocols which are suitable for the use in high-speed networks 

with data rates in the range of 10 Gbit/s. It was a pioneering 

technique in the the industry of the high-speed data 

transport. The invention may however also be used in connec-

tion with the Transmission Control Protocol (TCP), but only in 
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case of a significant protocol core adaptation due to the na-

ture of the TCP protocol. Currently, it is not known how to 

implement a multi-Gigabit data transport protocol without em-

ploying a multithreaded approach. However, an essential prob- 

5 lem of inter-thread communication is the shared access to cer-

tain areas of a computer memory. There are plenty of options 

existing to arrange a thread-safe access to a shared memory; 

however, almost all of them rely on locking of the regions of 

memory which are accessed concurrently from different threads. 

phores as above mentioned. For 

the same as a traffic light at 

in use, others must wait. This 

and/or sema-

computer programs, a lock means 

a crossroad. While one lane is 

offers a great safety in con- 

10 Such locks typically are implemented with mutexes 

junction with the probability of traffic jams which are avoid- 

15 ed. It is the same for the computer system. It is not possible 

that a single thread makes a full time use of a buffer and 

prevents other threads from making use of the buffer. While it 

is good for a fair buffer management, locks are poison for the 

computer performance, since some of the arbitrating threads 

20 have to wait until the actually accessing thread unlocks the 

critical memory region. 

In particular for the performance of a data transport protocol 

it may be critical since there are at least two concurring 

25 threads with which the meta-storage is accessed, one of which 

is a sending thread (sending user data onto to the network) 

and the other thread (receiving thread) is responsible for the 

reception of control information like ACKs be it in its gen-

eral form or in the selective form SACK, and NACKs from one 

30 receiving station in case of point-to-point communication or 

from more than one receiving station in case of a point-to-

multipoint communication and for processing of them. 
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over the Internet Protocol, which does not provide for a guar-

anteed delivery of packets. 

In turn, in a point-to-multipoint data transmission mode, data 

5 can be removed from the application memory only in case if 

each of the plurality of receivers has confirmed the success-

ful reception of the sent data packets. That means that nor-

mally a vector of state information is recorded per sent data 

packet with state information for each multipoint receiver. To 

10 make it worse, the number of receivers could become smaller 

during the course of data transmission. The order of accessing 

the buffer however is fixed in order that race conditions are 

avoided. That means that wait states may occur, which subjec-

tively reduce the network communication stack performance. 

15 

It is one idea of the invention to dedicate the ACK ARQ man-

agement to be a duty of the meta-storage process. This will 

make the meta-storage process logically more complex, but will 

bring at the same time two main benefits: 

20 	1. It will subjectively reduce the load on the receiving 

thread in particular for ARQ processing. A performance 

gain can be achieved by providing for an asynchronous ac-

cess of the ARQ receiver to the meta-storage (e.g. 

through one of the queuing techniques). Practically, it 

25 	means that the receiving thread will remain to be respon-

sible for the packet reception and copying the received 

packets to the buffer, but no longer for the processing 

of the received packets in the buffer. 

2. It will enable an easy integration of a lock-free multi- 

30 	threaded communication software protocol stack into an 

existing data transport protocol, because it is only 

needed to change a meta-storage model, but not a whole 

ARQs receiver logic. 

The problem is solved by the invention by means of a method 

35 for operating a memory buffer system implemented at a sender 
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station for the fast data transport over a communication net-

work with a reliable transport protocol according to the 

claim 1 and a corresponding adapted apparatus according to 

claim 12 and a computer program product according to claim 13. 

5 According to the disclosed solution a novel meta-storage in-

memory organization is provided, which enables that concurrent 

memory accesses could be guaranteed without using locks, such 

as mutexes or semaphores. 

10 More in detail, in case of a point-to-multipoint data trans-

mission, the following two problems exist: 

1. The ability to serve more than one unique ACK ARQ message 

per packet. This is especially important to correctly 

pass a condition of packet removal. 

15 	2. An ACK ARQ message could be lost due to bad network con-

ditions and the meta-storage process should offer a meth-

od to detect it since the classical timeout-based ap-

proach will not work due to the multiple receivers exist-

ence. 

20 It is a further object of the invention to solve the handling 

of the metadata for meta-storage in a form such that a re-

quirement of implementing meta-storage access lock means is 

avoided. 

25 By the introduction of a receiver servicing thread which is 

responsible for the adding of meta-data into the meta-storage 

and removing of meta-data from the meta-storage this task is 

decoupled from the pure receive handler thread which now works 

independent so that it does not need to enter a wait state if 

30 the send handler thread is accessing the meta-storage. 

The particular kind of meta-storage organization with an Ac-

tiveCellsBeginDescr-descriptor pointing to the beginning of 

the cell range in the meta-storage buffer containing the meta- 
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data for data packets which are on their journey through the 

network but for which not all the acknowledge messages have 

been received back and with an ActiveCellsEndDescr-descriptor 

pointing at the end of the cell range for travelling data 

5 packets helps to make sure that no locking techniques are re-

quired. These pointers will be consulted each time the two 

threads want to add or remove cells to or from the meta-

storage buffer, such that race conditions are avoided. 

10 It is another idea of the invention to add a field with mask 

information into the cell with meta-data for a travelling 

packet reflecting for each of the multipoint receiving sta-

tions in the data transfer session, the state whether or not 

an acknowledgment message has been received back from the re- 

15 spective multipoint receiving station. This has the great ad-

vantage that a quick access to this mask information is possi-

ble either when the thread is handling a newly received 

acknowledge message or when the thread is checking if a cell 

can be removed from the buffer. It is advantageous if the mask 

20 information is implemented in the form of a binary mask. 

First, it is sufficient to register the ACK state for each re-

ceiver in a binary information item and second it can be eval-

uated very quickly. 

25 To further enhance the network protocol stack performance, it 

is advantageous to provide in the receiver servicing thread a 

step of checking whether an acknowledgment message from the 

multipoint receivers is missing for the corresponding data 

packet, thereby checking if the receiver from which an 

30 acknowledgement message is missing is in an inactive state, 

wherein in case the missing acknowledgment message is not from 

an inactive receiver, declaring the data packet to be a candi-

date for retransmission over the communication network to the 

multipoint receivers. With the next retransmission request the 
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sending thread will perform the retransmission to the receiver 

from which the ACK message is missing in unicast form such 

that the data packet finally will also be acknowledged by that 

receiver and the packet and its meta-data can be removed from 

5 the buffers. 

It is further advantageous if for the checking if the receiver 

from which an acknowledge message is missing is in an inactive 

state the mask information of the corresponding cell in the 

10 meta storage buffer is compared with a protocol object list in 

which it is recorded if any one of the multipoint receivers is 

inactive in the current data transfer session. This way it can 

be avoided to wait too long for an acknowledgment from an in-

active receiver which will never come. This measure therefore 

15 makes it possible to flexibly handle acknowledgment messages 

even if one of the multipoint receivers leaves the network 

which could happen in any case. 

Another idea of the invention concerns the implementation of 

20 an enhanced ACK ARQ loss report process. This comprises that 

the checking whether an acknowledgment message is missing com-

prises comparing the amount of occupied cells in the meta-

storage buffer (50) with a threshold value (LRST) and taking 

further action in the step of checking only if the amount of 

25 occupied cells in the meta-storage buffer (50) exceeds the 

threshold value (LRST). The use of this threshold value makes 

the checking operation very efficient since it suppresses un-

needed operation for the case that the amount of cells in the 

meta-storage buffer are not existing long enough that such 

30 that the corresponding ACK packets are already expected to 

have been received back in a normal operation of the network 

communication protocol. 
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It is a further advantage if the threshold value is estimated 

at the beginning of a data transfer session such that its val-

ue is adapted to the real network characteristics of the data 

transfer session. An accurate algorithm for estimating the 

5 threshold value is proposed in the claims 10 to 11. This algo-

rithm measures the actual round trip times RTT for the data 

transmissions from the sender to the multipoint receivers at 

the beginning and therefore relies on the real network charac-

teristics. 

10 

Description of preferred embodiments of the invention 

Following preferred embodiments of the invention are described 

15 in detail by referring to Figures. In the Figures show: 

	

Fig. 1 	a principle structure of a network in which one send- 

ing station and one receiving station in the form of 

standard PC's or workstations or computers in general 

are connected to a wide area network and are exchang- 

20 	 ing messages in the form of data packets in general; 

	

Fig. 2 	a schematic representation of a point-to-point versus 

a point-to-multipoint data transport system; 

	

Fig. 3 	a schematic representation of the conception of meta- 

storage for a data transport system; 

	

25 Fig. 4 	the format of a cell in the meta-storage buffer; 

	

Fig. 5 	a schematic representation of a meta-storage organiza- 

tion, and 

	

Fig. 6 	the interworking of a plurality of threads which are 

active in the sending device for the transport of data 

30 	 to a plurality of receiving devices; 

	

Fig. 7 	a flow chart of an multipleIncrement()-method which 

is called in the event processing thread working in 

the sending station which is responsible for the pro- 
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cessing of acknowledge messages from the multipoint 

receiving stations. 

In Fig. 1 network node 10 and network node 20 are connected to 

5 a wide area network WAN 30 and communicate via data packets, 

for example in an Internet environment with the reliable 

TCP/IP protocol. TCP here stands for the connection oriented 

Transmission Control Protocol and IP is the Internet Protocol. 

With a reliable transport protocol such as TCP/IP the two 

10 basic communication modes are possible, point-to-point and 

point-to-multipoint. Fig. 2 illustrates the two modes schemat-

ically where on the left side the point-to-point communication 

is depicted and on the right side the point-to-multipoint com-

munication. Since multiple receiving stations are involved in 

15 the point-to-multipoint communication mode, it is required 

that a positive acknowledge message needs to be received back 

from each of the multipoint receiving stations before a data 

packet can be removed from the sending buffer. It may be that 

a packet is lost on the transfer path and thus after a timeout 

20 set in the TCP protocol such missing packet needs to be re-

transmitted to the receiving station. That's why the TCP pro-

tocol is considered to be a reliable transport protocol. It is 

obvious that the handling of ACK/NACK messages is subjectively 

complicated in the point-to-multipoint mode. 

25 As shown in Fig. 3, the packet sending thread is a thread 

which gets data from a data pool implemented as a send buffer 

40 in the form of a circular buffer, also called Token buffer, 

assembles it into a data packet, creates an entry about this 

data packet at the meta-storage buffer 50 and sends it. The 

30 receiver servicing thread 90 in turn waits for a packet con-

firmation and removes the entry from meta-storage buffer 50 as 

well as the data from the "data for sending" memory area of 
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the sending buffer 40. In order to solve above mentioned prob-

lems, the meta-storage buffer 50 will be organized in form of 

a circular buffer with enhanced functionality on the matter of 

each update operation management. A "descriptor" will be used 

5 for that purpose, which represents the position of a certain 

cell at the meta-storage buffer 50. Meta-storage buffer 50 is 

to be organized in form of a circular (ring) buffer, which 

consists of a sufficient amount of cells plus some safety mar-

gin such that overflow is avoided. The format of a meta- 

10 storage buffer cell is depicted in Fig. 4. A cell comprises 

fields for the following information items: 

1. A flag F, that indicates a current cell status: free or 

busy 

2. A sequence number SN of the data packet, for which this 

15 	cell stores meta information 

3. All the Meta-data of the packet - is considered to store 

the protocol-dependent parameters of each packet, but at 

the most common case: 

1. A position information POS of a packet payload at 

20 	 the send buffer 40 

2. An information LGTH about the Size of the packet 

payload 

4. A binary mask MASK, which represents for each multipoint 

receiver 21, 22, 23 the following data: for mask 101 - it 

25 	means the receivers 21 and 23 have positively confirmed 

the packet reception. The length of the mask is to be de-

fined within the initialization of the protocol stack. 

For three receivers only a 3 bit mask is needed but in 

practice it is reasonable to make the binary mask wider 

30 	in order to extend protocol flexibility for the certain 

use case, which of course has the price of a small soft-

ware stack overhead. 

5. Information about the time AT, when this cell was ac-

cessed for any kind of interaction at last time (is need- 

35 	ed for a proper ACK ARQ loss management, i.e. the re- 
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transmission timer will make access to this piece of in-

formation). 

The amount of such meta-storage cells (and consequently the 

physical size of the meta-storage buffer 50) is to be calcu-

5 fated using the following formula: 

Ack no. S 71: rage& z e = 	 

 

+ CorrectionCoef 
.iced5-2ze 

 

where, SendBufferSize is the size of the data pool in bytes 

which are to be sent in one session; 

MaxPayloadSize is a maximum allowed size of the packet payload 

10 in bytes within the session; this value is normally derived 

from the maximum transmission unit value MTU by deducting all 

the packet headers which are encapsulated in the Ethernet 

packet; 

CorrectionCoef is a safety gap to avoid a storage overflow - 

15 this value could vary, depending on the use case. Such an 

overflow may theoretically appear if the sending station 10 

will start to generate an enormous amount of packets with a 

size less than the MaxPayloadSize. 

Therefore, we have a meta-storage structure which consists of 

20 so many cells as calculated in the MetaStorageSize parameter. 

The cells are of the pre-defined type and for managing the me-

ta-storage three independent descriptors are used, which are 

at the places depicted in Fig. 5. 

1. An ActiveCellsBeginDescr - descriptor, which represents 

25 	the beginning of the cells range, in which the cells are 

at a "busy" status meaning that the packets corresponding 

to these cells have been sent but are not finally removed 

from the send buffer 40 because they are not yet posi-

tively acknowledged or they are negatively acknowledged 

30 	and await retransmission 
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2. An ActiveCellsEndDescr - descriptor, which represents the 

end of the cells range, which are at "busy" state 

3. A NextRetramsissionDescr - descriptor, pointing to the 

most expected cell position to which its corresponding 

5 	packet is expected to be retransmitted at the next re-

transmission request. It makes sense to maintain this de-

scriptor because of the bursty nature of the data commu-

nication over a wide area network WAN. 

In the easiest case these descriptors can be implemented in 

10 the form of pointers which point to the respective cell in the 

buffer. This basically means, that the only range which is in-

teresting for the invention in terms of control information 

reception is in the cell range between ActiveCellsBeginDescr-

descriptor and ActiveCellsEndDescr-descriptor because it 

15 clearly represents the packets, which are in-flow and are 

awaiting some action. At the moment of a new packet creation, 

a new cell is to be filled with certain meta-data, and the 

working area, in such case, begins at the ActiveCellsEndDescr-

descriptor and ends at the ActiveCellsBeginDescr-descriptor. 

20 It is noted that the direction in which the cell number in-

creases is also indicated in Fig. 5. The ActiveCellsEndDescr-

descriptor will be shifted when a new cell is filled. For the 

case a packet has been positively acknowledged, the corre-

sponding cell in the meta-storage buffer will be removed which 

25 simply will be done by shifting the ActiveCellBeginDescr-

descriptor. This is the basic principle of how meta-storage is 

protected in case of two concurrent update calls because are-

as, which are subject for concurrent update calls are strictly 

isolated from each other and a race condition will never ap- 

30 pear when the Begin-descriptor is always checked before a new 

cell is filled. Note, that each cell filling implies that the 

new cell will be filled outside of the interval [Active-

CellBeginDescr; ActiveCellEndDescr] - the interval, where the 

multipleIncrement0-method is allowed to work. This method 

35 will be explained below. Moreover, in the process of cell 
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filling first the cell will be filled and only when it is 

filled, the ActiveCellEndDescr-descriptor will be moved to the 

next position. Here, the shifting of the ActiveCellsEndDescr-

descriptor will be performed by the sending thread 70 and the 

5 shifting of the ActiveCellBeginDescr-descriptor as well as the 

NextRetramsissionDescr-descriptor will be performed by the re-

ceiver servicing thread 90. The difference to the point-to-

point approach is in the particular logics, which moves the 

ActiveCellsBeginDescr-descriptor (removes data). This will be 

10 evident from the detailed description of the multiplelncre-

ment()-method which follows. 

Before explaining in detail the process for removing a packet 

from the sending buffer 40, the program structure of the whole 

packet to memory framework present in the sending station 10 

15 will be explained with the help of Fig. 6. The sending buffer 

40 has the same reference number as in Fig. 3. The meta-

storage 50 from Fig. 3 is implemented in the form of a circu-

lar Token buffer which likewise has the same reference number 

50. Different threads working in the frame-work are depicted 

20 with different colors. There is a Send()fromAPI-thread which 

fills the sending buffer 40 with data to be sent. The data 

sections which flow into the sending buffer 40 come from an 

streaming application, e.g. a video streaming application. 

There are plenty of video player software solutions on the 

25 market, e.g. the VLC player. 

With the sending buffer 40 is also working the sending thread 

70. This thread is responsible for the sending of packets to 

the multipoint receiver group. It basically takes the data 

from the send buffer 40 assembles it into a data packet, cre- 

30 ates an entry about this data packet at the Token buffer 50 by 

adding a Token to the buffer and sends the packet over the 

network. Thus it can do two sorts of actions with the Token 
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buffer 50: 

o Creation of a new Token in case if a new packet is to 

be created 

o Looking up for an existing Token in case of a re- 

5 
	

quested retransmission. 

A receiving thread 80 is also active in the sending station 

10. It will deal with the ACK/NACK messages coming back from 

the receiving stations 21, 22, 23. This thread 80 is pushing 

the received packets into a CCDataQueue 81. The queue is need- 

10 ed for buffering the ACK and NACK packets before being handled 

with the event processing thread 90. It is a lock-free FIFO 

queue. The term "lock-free" means, that the element can be 

pushed and popped without needing mutexes or semaphores. 

There, the received packets await handling by the event pro- 

15 cessing thread 90. Note, that the event processing thread 90 

corresponds to the receiver servicing thread which is depicted 

in Fig. 3. 

The event processing thread 90 is responsible for processing 

of ACK/NACK messages queued in the CCDataQueue 81. In particu-

20 lar, in case of an ACK message, it will have to increment an 

existing "Token counter" for the 

a send buffer cleaning operation 

path if needed. This counter may 

ware stack and counts the amount 

25 for the certain packet. The term 

ing here, since in the disclosed  

confirmed packet and initiate 

via the Move read pointer 

be hold in the protocol soft-

of unique acknowledgements 

counter may be a bit mislead-

embodiment the binary mask 

fulfills the job of the token counter pretty well. So incre-

menting the counter here is equivalent to updating the mask 

information in the meta storage cell. As soon as the counter 

30 equals the amount of receivers in the multicast group, the 

packet can be deleted from the send buffer 40 and the token in 
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the token buffer 50 may be freed, too. It is needed when all 

of the multipoint receivers 21, 22, 23 have acknowledged the 

packet and the meta-data for this packet is in the cell to 

which the ActiveCellBeginDescr-descriptor points. 

5 In the event processing thread 90 the following methods will 

be called: 

1 A method, which will process ARQ message receptions which 

may acknowledge a single packet with sequence number SN 

or a plurality of data packets with sequence numbers in a 

10 	range [SN1, SN2]. This method is responsible for incre-

menting the ACK counter of the certain packet or range of 

packets. In case the last ACK for the packet has been re-

ceived, this method will declare the corresponding packet 

to be a candidate for a packet removal. This method is 

15 	named multipleIncrement()-method and its execution will 

cause a move of the ActiveCellsBeginDescr-descriptor. 

This way the packet will be declared to be a removal can-

didate. The characteristic to be a removal candidate is a 

property of the whole Meta storage. There is one and only 

20 	one removal candidate in this meta-storage process. 

2 A method, which will take care of the proper detection of 

ACK ARQ losses - getAckLosses()-method. 

The logics of the multipleIncrement()-method is illustrated in 

the flow chart shown in Fig. 7. The program starts in step 

25 100. Three parameters are handed over upon call-up of this 

thread 90. SN1 - the first sequence number at the acknowledged 

range, SN2 - the last sequence number at the acknowledge 

range, and receiverld - an internal identifier number of the 

recipient from which the ACK message is coming which is to be 

30 handled by the thread 90. 

The following explains how a packet removal from the send 

buffer 40 is to be performed according to the invention. As 

soon as an ARQ message has been received, it has to be pro-

cessed for meta-storage. Each ARQ message contains a sequence 
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number or a range of it, it reports as received or lost. It is 

considered here an ACK ARQ message - a positive acknowledge-

ment of the received packet, because this is the only condi-

tion to make a decision about a packet removal. The proposed 

5 algorithm, relies on the fact that each receiver at the ses-

sion has its own internal protocol-wide ID number, which is 

not an IP address but an internal unique identifier (constant 

in time) of each receiver inside the data transmission session 

(just an unsigned integer). In one embodiment a 32 bit un- 

10 signed integer number is used and considered to be sufficient 

for that purpose. This is one example, other examples are pos-

sible. If e.g. in another embodiment a globally unique ID num-

ber is used, then a 64 bit unsigned integer number can be used 

for that purpose. The multipleIncrement()-method gets the fol- 

15 lowing data in step 100 to start working: 

1. Sequence number SN (or sequence number range [SN1, SN2]) 

to work with 

2. ID number of the receiver station 21, 22, 23, which sent 

the respective ACK message. 

20 As soon as this data SN1, SN2 and receiverlD is passed to the 

algorithm, the algorithm will have to find a cell in the Token 

buffer 50, in which the corresponding packet information has 

been stored. Since the distance between the descriptors Ac-

tiveCellsBeginDescr and ActiveCellsEndDescr can be pretty big 

25 in case of a multi Gigabit data transfer (it could be hundreds 

thousands of cells), in a preferred embodiment of the inven-

tion a binary search for searching a proper cell to start with 

is performed. It is safe to use this search algorithm, since 

the data at the meta-storage 50 is guaranteed to be sorted in 

30 the order of increasing sequence numbers. This search is per-

formed in step 101 of the flow chart in Fig. 7. In step 102 it 

is checked if the end of the sequence number range SN2 has 

been reached. If yes, the handling of the ACK ARQ message is 



WO 2016/192744 	 PCT/EP2015/025029 
-19- 

completed and the method ends with a return to the event pro-

cessing thread 90 in step 103. 

Whether the search has found the cell with the binary search 

5 is checked in step 104. If not, the sequence number SN is in-

cremented in step 105 and the program returns to step 101. If 

a cell for the respective sequence number and receiverlD has 

been found in checking step 104 (it could be that it will not 

be found in the whole search range or just for part of it, in 

10 case of the occurrence of the duplication of an ACK message ), 

the present ACK event has to be added to the mentioned binary 

mask MASK of that cell in step 109. Such an ACK duplication 

may occur in two cases: 

1) An ARQ loss was wrongly detected at the sender site - it 

15 will initiate a retransmission for the certain packet and in 

case of wrong loss detection, this may lead to the situation 

when two similar ACKs will come after some time. 

2) The receiver side also has a mechanism, which will request 

a retransmission if some of per NACK message negatively 

20 acknowledged data packets are not delivered after a certain 

timeout period. This also may lead to the ACK duplication in 

specific cases. 

It means that the corresponding bit of the mask has to be 

25 filled with the entry "1" for acknowledgement received. In 

step 110 it will be checked if that was the last ACK which 

needs to be entered for this receiver or if more ACKs are 

awaited. The check will be performed by reading the mask of 

the cell and the mask has to be compared with one, which is 

30 stored at the global protocol objects-list of the receivers, 

which are active now. This object is preferably stored in a 

heap of the protocol stack runtime as well as other compo-

nents. In that mask a receiver is signaled to be active in the 

session if any ACK/NACK message from that receiver has been 
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received in the session. Therefore, if only some of the ACK 

messages are missing from that receiver the state in the glob-

al protocol object list will not be set to "0". Thus the re-

ceiver in the protocol objects-list will still be indicated as 

5 an active receiver. The protocol objects-list is an independ-

ent object maintained and controlled by the Send Handler 

thread. In practice, it means that the Send Handler may initi-

ate a receiver disconnection. And in the method for the re-

ceiver disconnection, there is one step which is cleaning-up 

10 the protocol objects-list. If both masks are found to be equal 

in step 110, it was the last ACK for the packet and the packet 

may be considered as a candidate for a packet removal. The 

checking of the masks equality is done in step 110 using the 

XOR (exclusive OR) operator. The result of that operation is 

15 entered in the following table for an example: 

Cell's binary mask Current active receivers mask Result (boolean) Action 

10110 10111 1 keep active 

10111 10111 0 remove 

The decision to perform a packet removal from send buffer 40 

in this embodiment will be made based on the fact, whether the 

20 ACK message was expected for the SN number or not. This is 

checked in step 112. This is done by comparing the first se-

quence number SN1 of the acknowledged range with the expected 

one, which is tracked in the token buffer 50. The detailed 

process how to determine if a packet is expected or not will 

25 be explained hereinafter in detail when the ARQ loss report 

algorithm will be described. If the acknowledged packet was 

not expected, the cell will be marked as free in step 113, but 

the ActiveCellsBeginDescr-descriptor will not be moved yet. 

Those cells marked as free will be handled at step 115, when 

30 the method finally gets an expected sequence number. As soon 

an ACK of an expected sequence number is processed, the algo- 
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rithm will skip all the previously confirmed cells and set a 

new remove candidate to the position of the expected sequence 

number. And as soon, as a whole SN range is traversed, the Ac-

tive-CellsBeginDescr will be moved a corresponding plurality 

5 of positions forward in the step 107. And this is one of the 

key features - independent on the token buffer state and the 

SN number range, the ActiveCellsBeginDescr-descriptor will be 

moved only ones per multipleInrement()-method call. 

10 If yes, it will be confirmed to be ready for a packet removal 

in step 114 and a corresponding entry is made in a list of 

candidates for packet removals in step 115. In step 111 then 

the SN number will be incremented and it will be checked in 

step 106 if the incremented SN number is equal to SN2+1. If 

15 not, the cell for that incremented sequence number will be 

searched in step 106. For this search there is no need to per-

form a binary search since that cell should be pretty close to 

the first found cell due to the data transmission nature. The 

entry of the ACK event for the receiver into the mask of the 

20 found cell will likewise be entered as before. When all the 

ACKs for this receiver have been entered into the cell masks 

in this way after the loop has run through multiple times, the 

check in step 106 finally branches to step 107 in which the 

packet removal for all confirmed cells is performed. Here the 

25 ActiveCellsBeginDescr is moved several times for the confirmed 

removals registered in the list of confirmed removals and in 

addition these cells in the Token buffer 50 will be set to the 

"Free" state in the flag field F. After that the multipleln-

crement()-method returns to the event processing thread 90 in 

30 	step 108. 

What is important to note is that the remove call to the send 

buffer 40 will be initiated either one or zero times during 

processing of an ACK event. So, the ActiveCellsBeginDescr- 
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descriptor can only be moved by the event processing thread 

90, while the ActiveCellsEndDescr-descriptor can only be moved 

by the sending thread 70, which creates and send packets. 

5 Real computer networks always have impairments, such that 

packet losses may occur. It cannot be guaranteed that all the 

data will be delivered continuously. Since any reliable proto-

col has its own scheme of user data retransmissions using NACK 

ARQ messages or others, the challenging decision is how to en- 

10 sure that ACK ARQ messages are delivered reliably. The deci-

sion should be made as fast as possible, since at high data 

rates in the range of GBits/s buffer growth can rapidly cause 

its overflow in a very short time, since a lost ACK message 

means that the corresponding packet will not be removed from 

15 the sending buffer and therefore all the place beginning from 

this packet payload will become unavailable for further work. 

The invention addresses this issue for a multicast data 

transport system by introducing a new metric called "Loss Re- 

20 port Silence Threshold" (LRST). In fact, LRST is the amount of 

packets in the flow, from which ACK messages should be there 

within normal protocol operation, in other words which are ex-

pected. Fig. 5 illustrates an example LRST value and which 

range it covers in the meta-storage buffer 50 beginning from 

25 the ActiveCellsEndDescr-descriptor. This meta-storage parame-

ter is to be obtained at the very beginning of the data trans-

fer session through the following procedure: 

1. The sender initiates connections with all receivers in-

volved in the session 

30 	2. As soon as the handshake procedure is finished, the send-

er initiates a RTT (round trip time) measurement session 

between it and each of the receivers in a unicast fashion 

- therefore N RTT values measured in milliseconds are to 

be obtained. 
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3. The sender chooses the highest measured RTT value of the 

session 

4. The sender calculates the LRST value for the session. In 

another embodiment the LRST value can be adjustable for 

5 

	

	multi-path networks during the session. In the preferred 

embodiment the LRST value will be calculated at the be-

ginning of the session in the following way: 

+B 

, where 

o DataRate - is the maximum sending data rate 	[Mbit/s] 

10 o PacketSize - is the maximum packet size 	[bytes] 

o RTT - is the highest measured RTT value chosen at 

step 3 	in 	[ms] 

o B - is a correction coefficient which is only needed 

because of additional delays are inserted depending 

15 on the software/hardware design, 	the protocol imple- 

mentation is running in. For example due to system 

timer inaccuracies, 	delays in system calls execution 

and finally the protocol implementation itself such 

delays may be caused. 	In worst case, 	all these fac- 

20 tors may cause a slower packet processing and there- 

fore are a reason for an additional buffer growth. 

In the preferred embodiment of the invention the 

base value B is to be calculated using the following 

formula: 

Poci<ez- C:.7re- 
B=i  40.5 

1E3 

RTT 

So, in general, an LRST value of 50 	of the packets in fly is 

a sort of balance point for both high and low data rates. How-

ever, this LRST parameter is a subject for a deep algorithm 

tuning for each particular case and may significantly move 

30 protocol performance forward by a faster stack operation. The 

25 
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LRST value will be used in step 112 of Fig. 6 for checking if 

the data packet was expected or not. 

As soon as the LRST value is calculated it will be controlled 

5 whether it makes any sense to check the meta-storage in the 

form of the Token buffer 50 for ACK losses. As long as if (Ac-

tiveCellsEndDescr - ActiveCellsBeginDescr) < LRST - there is 

definitely no sense to check for ACK losses, and in the oppo-

site case - it is required to check for ACK losses using a so- 

10 called getAckLosses()-method, which is simply doing following: 

It iterates through all the interval between the cells from 

ActiveCellsBeginDescr-descriptor and ActiveCellsEndDescr-

descriptor in order to find whether any packet was last time 

acknowledged at a time, which was longer than set in the pa- 

15 rameter ACK LOSS THRESHOLD [nsec] ago from the current time. 

Now, if such packets are existing, the getACKLosses()-method 

gets the information about the missed receivers by checking 

the binary mask of those cells. An example: 

1. The cell for a packet was last time updated at SOME TIME 

20 	which is too far in the past. The last update time is 

recorded in the AT field of the cell. 

2. The cell's binary mask is 10111. 

3. We know the current status for all receivers at the ses-

sion from the global active receivers mask and can easily 

25 	retrieve it. Say it is - 11111. 

4. Taking into account this known fact it is obvious that 

the receiver with ID 2 should send the ACK message for 

the packet from the current cell one more time. In conse-

quence the sender will invoke a unicast retransmission of 

30 	the packet, the current cell refers to. And this action 

will force the receiver to acknowledge the received pack-

et. This way, the sender 10 will finally get the acknowl-

edgment message it is waiting for. 

There are two scenarios when retransmissions are invoked: 
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-Upon NACK reception: A retransmission task will be created at 

the event processing thread 90 for the packet with the certain 

sequence number and passed to the send handler. The Send han-

dler will make a TokenBuffer lookup for the certain se- 

5 quenceNumber and if it is found, a retransmission will be 

done, since the send handler already knows the information 

about the packet position in memory from the pointer. 

-Within getACKLosses()method: This will be called from the 

event processing thread 90. If the ACK losses detected, event 

10 processor will create a retransmission task. 

An important point is that the getACKLosses()-method must be 

performed in between the processing of two consecutive ARQ 

messages by the thread. This way the data consistency at the 

15 meta-storage 50 can be guaranteed. 

As explained already above, the logics of the sending thread 

70 is much easier. On the token creation, it just tries to up-

date the nearest cell in a "FREE" status. If it is available, 

20 everything is ok. If not, an update method will return an er-

ror code. 

Upon getting a retransmission request from the event pro-

cessing thread 90, it will look the existing token up and re- 

25 trieve the needed information about the packet to be retrans-

mitted (position in buffer and payload size). If the token is 

found, it will return "0", if not, an error code will be re-

turned. 

30 The features of the invention as disclosed in the above de-

scription, in the claims and in the drawings may be of im-

portance for the implementation of the various embodiments of 

the invention both individually and in any desired combina-

tion. 

35 
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DataRate* 1E6 

LRST = PackerSize* 
1E3 ) +B 

RTT 

Data& te* 1E6 

B= 
PockerSize 	1E3)* 0.5 

RTT 
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