Met hod and Apparatus for Accessing a Conputer-Based File System

Cr-oss- Reference to Related Application Related subject matter is disclosed
ik my other application filed concurrently herewith and assigned to the
sanme assi gnee hereof U S. patent applicatjon Serial No.07/735,394 entitled
"Met hod and Apparatus for Qperating a Conputer-Based File Systent.

Technical Field The present invention relates to a conputer system and,
more particul arl yMethod hndﬂpmatusdoni&ca&nﬂga €ynipaster-BasedoFile Systéyr ound of

t he Inventiongtﬁ VIRE @ Iit ;68 networ ks (LANs), now enable

personal co ed to as clients) to share

resources, such as di aclmmgectmrepusdw@ospdmm@tamgpnh@m@@eat a host
or server. ThgsRuk¥ h&%wﬂﬁ'aﬁﬁakﬁ? Qﬁ‘é‘fa&ﬁéds!tgh@éﬁér&@ﬂ .05, 3tent

client/server netva § rks co n_dat abases

required by t#RPUCAlIEH %nﬂrrll\[;&/zgg%P qﬁ;ﬁ?‘hﬁ"iﬂ‘ APP#atug on APETRRg:?  on.

To enabl e cl |gaﬁ1@ute@m§@pﬂespgema,rl ous common dat abases usually requires
t he use of on r’rqu‘e t abase managenent systens (DBMS) at t he server

| ocati on. Mor - able a client access to one of the conmbn
dat abases al so requi r éhetpresentinventidr reldtesteaconipatdpByScmandsmomof t war e.

Unfortunately arh@lﬁaﬂ tb%@a&@%ffﬁﬁ sg%fn ééofeqw red at a client

| ocation utilfyes S|g' , 15°costly, and nust
peri odi callOy Elﬂ[ﬂﬂﬂﬁé&ﬂﬂﬂ!ﬂﬂdat ed ‘Moreover, when nmore than one type

Cti | zed or because of o ohis fich afidtal %339‘2?&%%%”“%2&”%‘%’?2 e

nore severe. SpRute M@Fé) t@‘?‘ﬁ’oﬁ?ﬁrﬁatﬂg‘sﬁ %‘E‘%{tﬂ sﬁ?ﬁ F’I sé‘ﬁﬁn ﬁ&sgbase

?ccess arr ?ngamgband priatepy, aypicallyl locared at £hdse of sereerttThese typ&siofwetyorks t he
nvention n C y t{o e *

above- descri b@% %p%ﬁﬂﬁﬁifyg%@goo q%dgﬂ%yﬁbv%?g trf ch§llgﬁt¥s%5vse?g§§‘g°f$es of

the serverl5 Temmmogidatabases requinedibly the cliershareialsg typically stowed at @hersatby

avail abl e 10 gRgfoft! T tﬁ@ﬁab@éc Jh?si%% s‘iheﬁﬁ?&hs%in‘ﬁiﬁn g&%rﬂ%h d;)/rca]ﬁon Co

t he dat abases  using

exi stin access SyStEﬁ]C
cli ent/ ser ver thease.of R“"aﬂp‘lﬂpmg%ﬁe mapagement sysiems AMBMY) jab the serysr location.
general |y, toMRInEdVes, t3 ehatslé alclieMUECEEss 16 oi®GPE omaRsiedhtdbakes Aqtdreghinés USi ng

(111 access SNal il hrinde T BEMS abbef e af el TRV ok 058t L <
stored dat2f) o#geess ftwsirerpqiiired abx client looation ntilizds!significanh meswory spacefis
criteria ot hegodamhPmbl eridaidany Y flhidiflered or updated. Moreover, when more
than one type of DBMS is required at a server location, because of the types of
database utilized or because of client needs or preferences, the problem becomes
more severe. Thus, there is a continuing need to improve client database access
25 arrangements in a practical, cost-effective manner. '
- Summary of the Invention .
In accordance with one aspect of my invention, I have solved the
* above-described problems by treating the common databases like files and
directories of the server. Then using the network file sharing facilities, already
30 available to each client of the network, each client can remotely access the databases
using the existing file access system calls. In addition to client/server network
applications, my invention is utilized, more generally, to enable a user to access a
computer-based file appratus using file-access system calls.
According to my invention, a cqmputér-based file apparatus permits a
35 real-time user-selectable search request of previously stored data objects using file
access system calls which use search criteria other than a file-name-substring
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+-2- matching. The file access systemcall includes a purported file name
contai ning one or nore non-file-nanme-substring-based search criteria. Using
"y non-file-name- substring-based search technique, a user can do

" | ook-up-by-key, relational |ook-up, phonety¢ |ook-up, and find-operator

.l ook-up to | ocate one or nore stored data objects of any database or file

system of the apparatus. A user may be a perso ram or ar at us
desiring to amatchingtThefleaseess systemicsll “Ki!'é‘lﬁs&lm’ﬁqug’ddﬂ% np@apgytgmuggp

associ ated w bhnﬁ?&ﬁbd ﬁfeaﬁai’ﬂe giﬁis&x based sédich aﬁﬂdﬁﬂewsin@ thy Ronkfik- naxifdﬁe

Anot hor f eat uPebsEREPeed seanh freBigle o data &l & ok ipe - kR rARIERAE
directory to Pﬁ@ndﬂctleéleup,lm&ilﬂempemtat bohmpeoﬂmmmmrbyorehmrutém objectsf

o T ont | ser vor OF B SROR O e by G AU apPhrithey aluskiimay B Aprbh bR °

i n¥ert i ondmayoben appdrataedesifinglo &cedsciareddata gbjeats. Avgontingiocene Q%tklm:ﬂurﬁ of
he precont i Kbk SpsYtcB badh 15adee bl o ‘é?‘?‘%?‘*e*ﬁ‘a“"??‘%?v‘egﬁi‘f %ée%%‘?.ﬁﬁfrnb o
vari ous oper affitegiafraa @Pé%f)’@nglw tarabicch or myltiple-data ‘%“ ieatuge

il lustrative ghieChaltpld-@4tal %rfa%loﬁghn&ealxﬂﬁlvatmu&eémfpmlfadnml teria;
il lustrative . rt for inmplenenting a nmulti-object

FIG 7 sho

| ook- up crf&eﬂr‘]@e‘l‘é‘ﬂﬁdﬁa@ bjegt F“F‘Fﬁ%‘gifg\‘é@“a | ogi cal structure of a
directory. Hi mndfd)esbnﬁﬁenbfﬂlebmmgt he follow ng description, each item
or bl ock of each figur tﬂgamf ference designation associated therew th,
the first nunber of whic to the figure in which that itemis first
located (e.g., 110 is Flﬁ;alueahlachzhsgram@fraopl@ndmglemorkeerdv@aglaﬁews 4) .

Shown in FIG &ﬂ‘?ﬁﬁ?“p{gﬁ%‘ﬂé pREs&PitNenfibn mdyRhtdized:e client/server systém

'ncl udes. alkerver comptichr? ShowsaJAERL g B3 al%%?éz’r%'éa@kae?aeﬂe%m’

wor kst ati ons or conput EFIG: 3ldefined Oariousaerms useful imdesaribing\the pre¢dntiyventidn;
Server computer 100, i klishiahidilatrandk Qb Uhin diferfid SPichQ BPekafing 102, 103

shared access to data
features of the present invention;

FIG. 6 shows an illustrative flow chart for implementing a single-object
20 look-up criteria; '
FIG. 7 shows an illustrative flow chart for implementing a multi-object
look-up criteria; and '
FIG. 8 illustrates a logical structure of a directory.
High Level Description
25 . In the following description, each item or block of each figure has a
reference designation associated therewith, the first number of which refers to the
figure in which that item is first located (e.g., 110 is located in FIG. 1 and step 439 is
located in FIG. 4).
Shown in FIG. 1 is a block diagram of an illustrative client/server
30 system or network in which the present invention may be utilized. The network
includes a server computer 100 connected to a plurality of client workstations or
computers 102, 103 via a local area network (LAN) 104. Server computer 100,
illustratively, provides the client computers 102, 103 shared access to data stored on
hard disk 180.
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hard di sk 180. 3 1In one illustrative arrangenent, each of the one or
mpre client conputers 102, 103 may be a personal conputer (PC) which
.operates using the well-known [err] operating systemor [err] operating
system (MS-DOS is a registered traderrarkéof the M crosoft Corporation.
0S/'2 is aregistered trademark of IBM. The LAN 104 may, illustratively, be
t he AT&T STARLAN system The server conputer 100 rmay, illustratively, be an
AT&T 6386 Wor kGroup S)Inmmlh(supuw.earmngcmengeachtpfethepnspsmm cliert| ease 4.0

Caborat or o, Sfputpt 03,163 el BEls3p8) CopRTec AiVeectleediB e, |-

use the AT&T weuﬂqnowslvl&ﬁ%@tm@nms@nmr $/2@ gperatingsysicnt.  (MS-DQY i FSOWS

M5- DOS and ttraﬁ&ﬁaxtkqf 9@,5&@ o'i'hﬁf tAdbmivk The
server corrput er LSl’C%I‘é?unnl n fttﬁélgrﬁver program fiﬁ%ﬁ%ﬁﬁﬁﬁeﬁ% UN_I_E(}k
operating Syseth %%WYdHBSWVﬁB'P the. ﬁl‘ REsysteny. The o)

tsh?: can be tnwieeh xﬂebml tu@éil 100tRays hllu%&htﬁ}ﬁ& beaa A’l!&'rlmh ”?QVoﬂdmOhﬁ\NyﬂtQﬂa 123
oftware on the client ¢ in e server am

on the server® ‘f’@g})“tlﬁﬁg(éo% i@%ﬁegéﬂm% memﬁggbsg’ram
110. Speci fi czdglmm&mdmarkaifmﬁéSmmabgraubrmk Ih8). The chentiP(Ccl02, 10D
request messa tgmt]?eﬁl

pr ogram 123 b #‘yﬁéctnﬁ] BE& gﬁ%“e‘éﬁg %r'll:)%m In_t ﬁ?erggﬁt;] |g£hl§and
prot ocol wasmsqfaﬁm aapwal\ﬁgm and ©3/2 clicat BEs ta-wanspamgntlin 123
processes thesﬁaeggﬁatﬁl@r&mﬂs a response to the client conputer 103. A

nore detail ed descriptjon of the Oéaeiﬁiif@g tBeCtS of the ﬂé ent/server
interaction is descri SPHYCT AemBRier : & FTVEAROSIaMY, rofthe or
UNI X Conput er YNIKyoperatihg siystemel20 danBuppdireone or nids large hlarddisicsy(e. gV01|050r|ha4

Compat er - bas cthir e Eads E{aiBOR Ry P 10338 aDE chhe LRNIGET, 0200 10y

system 1085 shown usi fgftvan gmtheslient comprterciil3iinterdces with theosgreen The | ayer

di agram i ncl V, yare |evel
140. The user” | ével ﬁébn:ﬂgﬁﬁh%c%%sn tﬁtgﬁb@f‘daﬂd’vy eceis?%daflé;%h@ge ‘?j 102, 103
via LAN 104 cProgramdl E%%f?qa!}yiw&t% B‘ 8'60 The

user |evel 12Rquést medsipes b9 thevedieros] Mal:d(mﬂnmi thhe seevetq:rogram 123 by
the network software 113 (known in the art as netbios and protocol software) over
- 20 the local area network 104. The server program 123 processes the request and sends
a response to the client computer 103.

A more detailed description of the operatmg aspects of the client/server
interaction is described in the article entitled "DOS Server Program for UNIX
Computers” by L J. Heizer, published in AT&T Technologz, Volume 4, Number

25 One, 1989.

Server computer 100, hereinafter referred to as the computer-based file
system, operates under control of a UNIX operating system 105, shown using a
high-level architecture layer diagram. The layer diagram includes a user level 120, a
kernel level 130, and a hardware level 140. The user level 120 interfaces to clients

30 {(hereinafter users) 102, 103 via LAN 104 enabling access to the desired file stored in
disk 180.

The user level 120 includes user programs 121 (such as the server
program) and libraries 122. The hardware level 140 provides the operating
system 110 with basic services needed by computer 100. The kernel level 130
35 interacts directly with the hardware level 140 providing common services to user
level 120 pfograms and insulating them from hardware idiosyncrasies. Viewing the
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program and libraries 122. The hardware | evel 140 provides the operating
system 110 with basic services needed by conputer 100. The kernel |evel 130
ihteracts directly with the hardware | evel 140 providing common services to
user |evel 120 progranms and insul ating thgm from hardware idi osyncrasi es.

Vi ewi ng the -4- systemas a set of |ayér the operating systemis
commonly called the system kernel 130, or JUSt the kernel, enphasizing its

'ﬁg'ﬁ}”ﬂ fL Qﬁgﬂéﬁﬁis apééi@fﬁﬂiéts E@Q@Hﬁhug&%tzrﬁ{igmmﬂymﬂeddhmm&m: ?,L tn he
under | yi r unni
on di f?‘/ergnt "’]ﬁ,ﬂv@ép WW%E?%F%F‘”&B%%W% thsr?? rng%lpié%%ﬁmﬁsoperat i gn
Mhe Dost gn o b N B g Bt ar otermsesing e T o bt e
call interfad8 \1%@!%%3%}??@%28‘? Eﬁ%%&‘\/\gg%@glﬁ%ve Sg&f"’ﬁer
pr Iolgr_ arrts 1f5 1 descriptianofthe Weﬂflmomp:mi)on&ﬁ%f IlfNE( RPeTAENE ;ﬁ:@m isidpgi " gm%m
call interfa UNIX

ﬁ%@éﬁ?ﬁ? ‘*ééky P TR 1 VN O Sty

Systemcal | s unctioncalls in C programs and |brar|es
map these f unMepdee bBacB. t o the prinitives needed to enter the operating

systemin a wel | - knowThgR{&tem. call imefade 151 reprbans telbosderbetwatausehose t hat
Interact wt e file system 132 a t.ho t h the
process cont hﬁvgs‘@%y%fwﬁ%gf&@éqﬂrﬁ%‘i i}]g Z?ﬂ/@a ‘Eégé'ﬁ‘%ﬁ%g%lg il es,

al | ocati ngof i System@ak intexfaver 131/ convertscuses program caltssptqaldméystemaﬂg data for
users. P 00eSerh Y %h%%?chhé}?(f{‘ﬁétﬁn%\iﬁé > rdgtfins b 1riieh Bl ©

set of syste suc 0 open a readi ng It ng)

close, read, functen callsde theoprimifives, aeaged o 9!}%%13 operating Fgeméﬁ B\WF 1

t]be rfecl()ff' Ofl_xﬁn%]&ro‘l"ﬂé sézftﬁ's&stkﬁ)caﬂmmmdsslftiuwﬁeﬂabﬂvﬁnuﬁsﬁlepymmssu ons
of a file e

stem driver 132 accesses fil ta usi er*
136 t hat regﬂ%ﬁ!éﬁ&?%@%%é‘i%@hﬂ%g‘mf °%m5°qs‘8§l tg'i}'%jg
devi ces. Tie fsfenediivg I3Rahangssfilesitatioeating ﬁlespacbl a:mitrolling abeossao files, and s
137t0|n|t|at a \, rs 134
are the kerne‘ieﬁ'h"bv&'ﬁﬁ%ats‘a aqsgéb%&tsﬁ%tgé&{%l on o ?)@rildgﬁg a?zggvalsces
Bl ock 1/ 0 devspceﬂicmuofasyetemadlbmuahaﬁgnem reading qrayrigag epse,
t hei r devi ce %‘3'7%1@@’?%& h&ﬂhﬁ@p@p‘ﬁfe cgswﬁqam, W&dsdf(wmge

cornel o tr 2&%%3% o) st %EM@%‘%M»&%&S& By The BefpRler e "°
system al 29 i Mﬁrd@ﬂ%céﬁs&&cﬁlé dataivking s buffer 086 dinaregulares datflow\betweenrthe er s
o R« POl bREHE B B S i,
/O device drivers 137 to initiate-data transfer to and from the kernel. Device
drivers 134 are the kernel modules that control the operation of peripheral devices.
Block I/O devices 141 are random access storage devices; alternatively, their device
25 drivers 137 make them appear to be random access storage devices to the rest of the
system. For example, a tape driver may allow the kernel to treat a tape unit as a
random access storage device. The file system also interacts directly with "raw" or
character I/O device drivers 138 without the intervention of a buffering mechanism.
Raw devicés, sometimes called character I/O devices 142, include all devices that are
30 not block devices. '
The process control subsystem 133 is responsible for process
synchronization, intefprocess communication, memory management, and process
scheduling. The file system driver 132 and the process control subsystem 133
interact when loading a file into memory for execution. The process control
35 subsystem 133 reads executable files into memory before executing them.
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not bl ock devices. The process control subsystem 133 is responsible for
process synchronization, interprocess comunication, nmenory managenent, and
process scheduling. The file systemdriver 132 and the process control
subsystem 133 interact when |loading a fil e5 into nenory for execution. The
process control subsystem 133 reads executable files into nmenory before
‘executing them -5 - Sonme of the systemcalls for controlling processes

i ncl ude the foll owi ng:Sonte &f the sysiém calls\fowcpntoalling processes irfaluderthey t he i mage

f
e R ]
si gnal (cont r Bﬁeﬁm m@%&gﬂﬁ§p§elﬁ§wﬁﬂiﬂ'ﬁ6&e¥s eBﬂ@(&:?ﬂtrol%{, Bizb BF Nt

reference to scri'be an overview 0O e system

Every fileS smqamaaﬂec 0@ Pragss). pod signalifpentral process FEPONSA e, as shown
in 310, incl ugasaordin@rysvers).( €. g hone) separated by delimters (/). F|Ie

names may be any of t ovvn | 30, .The i nternal re resentation o
a file is given by anr\ﬁfhé‘gml’f haﬁ‘o]ntzeﬁ“ﬁé‘ﬁe AR CYEVEW Ph2 ai sk
| ayout of theﬁfeléyeteﬂatEveayiﬁleashmnedbymaatmnrepathlnames,taie prahmameras
access perms t HFF& h ﬂﬂﬁﬁf " a 'on of
the termi nde@oﬁ‘g}gren %%m%gﬁggﬁlﬁod Jegd?mﬁfé E% era ur%ﬁelﬁm ?gl system
Every fi | dOhanargessmpy beany gﬁ@eutxpemyo\mveﬁbv'ﬂmmtqm rremmsatmqu adile i ch

map into the pRefdy aﬁmﬁm Wi cdritaifidth d84triptibh B the\ i lafolt/dT RS Hler ef er s
t he path nane.ope file nane

t file b th |

Comaonent o stk fnd ofheh intienaion Sagh, B 198 Sl Qe Ccast PRGNS ShCASRRR ¢ he
directori Ies i d?kheThatekmmmdt 1snenhuadtion ofehe teuneindd:dm;derandés éommbhly dsedl e.

F e, .
ot 1t evon ¢ heln iiSrRirp 85 RIZNybm. ey AR ohe T, bt may REVCENER .
for a ful |15papathmamss,sﬂlaqftvshmh mapantoltbshmdo.aEthhpame)s ealled adink. fWhen t hat

the path nane, E@@Wﬁéﬂe%@?aﬂ%ﬁe the kérhél gakdes iR/ ?&cﬁﬂh&:&%ﬁ filohdnM N9
the branches t lead to Suqil;c Stixve corrponent narres o] nane

"/ hone/j qp/ rre?RWP%“enH%‘é e # the pracesshaspenpissign to f‘?ﬁ?br@ﬁ@i‘rle%“o"ﬁ%es
not. A path ninthe@ maxmnévehmaﬂytrmW&rme irodeforohie ﬁthaeaxahpldjefsa p‘taaé

i el ] gorakes i ol open (o alny the ReEl R E hBRICRE “Repaliab A9 "¢
"/ hone", t20e siwmn lnna&tﬁ d Hile'systernitrpet farsa fullepath hame\starts whthlal slnhtdlamatee S
"/ horre/ Bi N". (") and specifies that the path name is relative to the "root” of the file system tree.
Following the branches that lead to successive component names of the path name
"/home/jqp/memoirs” designates a full path name while "/jgp/memoirs” does not. A
path name does not have to start from root but can be designated relative to the
25 "current directory” of an executing process by omitting the initial slash in the path
name. Thus, starting from current directory "/home”, the path name "Bin"
designates the file whose full path name is "/home/Bin".
When a process creates a new file, the file system driver 132 assigns it
an unused inode. Inodes are stored in a section 223 of the physical file system 220,
30 as will be described shortly, but the file system driver 132 reads them into an in-
core-memory inode table when manipulating files. The UNIX system typically
keeps regular files and directories on block devices such as disks. An installation
may have several physical disk units each containing one or more file systems. A
file system 220 is organized as a sequence of logical blocks, each
35 containing 512, 1024, 2048, or any convenient multiple of 512 bytes, depending on
~ the system implementation. Multiples of 512 are used by convention and there is no
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When a process creates a new file, the file systemdriver 132 assigns it an
unused inode. Inodes are stored in a section 223 of the physical file
system 220, as will be described shortly, but the file systemdriver 132
reads theminto an in- core-nmenory inode tgbl e when mani pul ating files. The
UNI X systemtypically keeps regular files™dnd directories on bl ock devices
'such as disks. An installation may have several physical disk units each
cont ai ni ng onqnﬁrnsmeasohltbese;smBy’tablo%k'él | e system 220 i s organi zed as a

omventent mi i pre of AcysirEE sSRBanEY REveRE piRE] swiiR imRkri vy 220,

convenient nultiple of
Mul tipl es of wfFIG:2. ﬂ‘heboduyblodn?/zan(cmbnomme filersystemshoccupiesghe béginning of c

Structure i s a?*%ﬁb%%%bmf%@1@5%%&@%&%@%%%5?@90#@%%0""'
file systend) ipraadinoshe mackiagtoheotgoninitiplize the epgmating) systems. cAlthaughiealy i r st
di sk sector, %@b%vmaaamisﬂeew@%&ﬂm ySRAL evélpiild Sy si&&ﬁm Hafe b€

nmachi ne to boot riniti ze t he er at tem, Al tho nl one boot
ook 521° o ety ephn) oo g!ﬁ@mpeébﬁ%%?ﬂe cggkgfmafﬁﬂwﬁ § _
]gplosm bly errptsystebpmbl whlarpe _lius'lliuwmmgrﬁléd iocan star, dhere tolfind fidess acteadrem_ef OIa

ile system - e it is. 1 . Where t |
free s%aoe anﬁ%%y s?%‘ﬁ'ea“&}’ét’%&{‘&?ﬁag‘g‘?méi"ﬁ@%ﬁ‘%ﬁa@gﬁit’%@f Wﬁ@?et_ﬁ?r’l @FI"X% S
a list of l@odkssupenblocklin thedfile systernp ddniinistratorsspehify the sizesgfthe inode

Adm ni strator i q.gfg{.é

file Isystem %#E?ﬂnggkgﬁie@?ﬁ |a\c/Hel$E qﬂgrﬁ(kaéns?gs moﬁé}eﬂgy méﬂgﬁln%% t he
i node 1ist 22y indexint l?%”%o@“?ﬁ&ﬁﬂ'élbfhetrﬁ@“ﬂp%ﬁs g filgystem:j ¥ i§ he

i node by whi chihé hﬁdé@s»twmﬂmetreém wﬁau&foftdisaﬁlfels @neﬁmsh&assxmeafter

bl e aft i d t 2 4~
Srarc ar the EXEEGPRaIchs hofh yPen it TRty HoSiAnesuE et Bpdof fiin
al | ocat ed #&t disbhmtholdalng comtents offileciatan| Anlaliarated dntdblbekamﬂamamdm:tMg to

d onl\ t
vt on w1 PR ABE LRI U Rl Rty P
i mpl enented on a UNI X $heopsratien apmspmavemonmamcbmnlsémug inax ens
use a Virtual ﬁihhsceamleesyseeﬁapsaq rh&i&iﬂ@NE@s tedm {itih@ a ¥ Fle

operat Fors. AL NS <t e SOR G BE il T G g
i nventi on. 20/FQll ﬁi; aysmn@pgﬂhphil eAHyaighrthé/pﬁlsém ifentiomdbes notirequiifésy VS t he
U 5 TS T8l V)l BER ey S Eph oS BB At
: . VFS is a merge of the System V File System Switch (FSS) and the SUN OS VFS
mechanism. It is important to note that user programs will be unaffected by the
SVR4.0 VFS architecture.

25 VFS provides a file system type independent interface to programs and
users while allowing each particular file system to process file system operations in
their own manner. File system type dependent kernel routines do the work specific
to the type.

A key strength of VFS is that it allows new file system types to be

30 defined and implemented by third-party software houses. The set of kernel
interfaces that constitute VFS are available in a VFS file system type writers’ guide
available from USL.

General Description
The present invention permits a programmatic or human user of the file

35 system (hereinafter collectively referred to as a user) to access files by purported file

names that are completely unrelated to the actual name of the file stored in the

()
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VFS provides a file systemtype independent interface to prograns and users
whil e allow ng each particular file systemto process file system
operations in their own manner. File systemtype dependent kernel routines
do the work specific to the type. A key stryength of VFSis that it allows
new file systemtypes to be defined and i'ffpl enented by third-party software
houses. The set of kernel interfaces that constitute VFS are available in a
VFS file systﬁmmfsmcuurer'ﬂhe purportechfitei nawiel ie fifst testedSor acexant matgheagainspt i on

Th
yst om  her oi WA e sifrg ey, 39aR BBl i s HOFRSo> oo BFS ity © o5 by
purported fi Ipnrsmtisspummtedatamedtsm @1‘18!0}1 sy Glesqribed %tﬁ@ 5@&'&

the fite storgfl dahe Qffrectly Hafdiih B¢/ of i 6EiEAIRyndines q&unmmchd‘orkﬁxmne s

first tested or _an exact rrat aga| nst t mas .of e ti.ng files.
| f an exac® n&?@ﬁﬁss"ems?@?ﬁﬂ‘eﬁﬁ tdé‘niﬁ&c eriteria spectfied Vig MSor t ed
name using a hRYLdGHr sitax,of réReRE hbtﬁdl dtﬁc&fr)' conthinifgthe filgsahawadatch ke nane

correctly matches. one” of t he | ogi cal syntaxes (called back-door syntax),
t hen EFS ret (JOSCaLFRKHA- the file that matches the logical criteria
specified via the bacIAd:onhng;mmherd‘eammtofrthcspmsmtnn\u:atlomlth@'ellmwbe

CONLaT 11 19 | 1Gah 5 F BkodlAR6. b Al ACbreb ol O i Gy et 1

feature of th I'nven xotlc | ook-up

n es
criteria. Ws Wﬂcﬁlsnmunwmwmth@kym alc@fgilﬁé‘typ ﬁ‘ﬁmstqubé( nane
mat ching eit h@iseblﬁse’ﬁ n‘fdﬁﬂﬁﬁ’%t&'b '8 Torfl of Subistriry Makhing (0)2.,50?", "P"")

or

case- | nsenS| tive nmat c form of .ubst ri tchi,ng (e. g
"fo?", "fx"). HPE‘FRf@F’@)r‘F?Fe SXAUG FEJ@ ng;are 'ﬁgﬁ%ﬁs &h ar e
refer red to aéond%ﬁﬂonﬂbﬁleatmaﬂaichm‘gt I'l&:us,arfmddhbnho ngnve‘ﬁhusal matclada,l thison to

conventi onal mat chi n this V. + *
criteria (i. ﬁB?f‘?‘?‘feésﬂ% ‘%"?I@é#'?#%‘g"q‘ @iéréxgﬂﬂ arcr% Criteri a% glrn%t?mi ch
t he pur por ISedbiseﬂeethnte&ahﬁ)rthuch ﬂh‘f mwparteddfile nawme dy neithgr an exACEARATRGIGE

nor substring, tNge:ﬁE%ﬁﬁt INGtRtorivetiontd Isoki-der | a
fall into two %sfgﬁrggﬁﬂs&ghﬁn S ngl ob ecL criteri that erBE.tCh 0
“’Pr@:?‘e

or 1 objects; clzyenmfalhnte @ broad,categorigs: o6t CHepa
obj ects. A sip@rq- Wu)ﬁmﬁ%e%temenbma@.caharawhtmmetmmmeae Aesired

data ob ect | Sicl 38 e et el e R 17
si ngl e- obj 2¢t uniqut édentifierorkeyaottheddsired dataxibject (p.g mdeecmhzmumbpﬁr ticul ar
file name is ¢l duGioai fle hathethhEhing'i¥ a singled¥fecdtRrib¥ia because the file system
guarantees that a particular file name is unique within a directory. A look-up by
inode number (also referred to as ino) is a single-object criteria because inodes are
defined to be unique. A look-up to identify all objects on a file system owned by a
25 particular user or to identify all files held in a particular directory is a multi-object
criteria because several objects could simultaneously meet these criteria.

The single object criteria (e.g., key) can directly reference the file object,
much like the well-known "hard" or "symbolic” link mechanism (using path names)
currently supported in UNIX file systems. In essence, a single object criteria may be

30 just another link to a file if 1 file matches the criteria, or just another file name that is
not found if O files match the criteria. In addition to conventional file name
matching, this invention permits prescribed syntaxes, such as syntax 1 in 332, to be
used.

This aspect of the present invention permits a *back-door’ access to files
35 to emulate the Macintosh file identifier (fileid) and directory identifier (dirid)
mechanisms. Fileid’s and dirid’s are fixed-size numeric values that reference a
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I node nunber (also referred to as ino) is a single-object criteria because
I nodes -are defined to be unique. A look-up to identify all objects on a
fi'le systemowned by a particular user or .to identify all files held in a
particular directory is a nulti-object crigeria because several objects
‘coul d simultaneously neet these criteria, he single object criteria (e.g.,
'key) can dlrectly reference the file o’ject much |i ke the well-known

"hard" or smetintoShﬁhrdrdnembam'ﬁhn%uésn@lpmmwanwh&ﬂbwayymrted
in UNLX file ﬂﬁéc% st
anot her |ink ? lﬁﬁhf ﬁéﬁﬁfﬁ'y‘ﬁ{:&ﬁ f&ﬁgéyclrﬁlsigfl a, c#rég tr}zltgpg%g‘tlyher file
name that is mwnn@mn@mlts yfilejor dyewencw i (and h%PCCIQPe%R!’diQQkG@uP(FtC
conventional b lRaBagR g@elmne %&dﬂpﬁﬁ&ae%u@smet stﬂﬁﬂfﬁim&@&that
synt axes, ch as nt 332 Thi s..as of the esent
“hvent i on per AR secia din b8 Spe a?qu'se‘!“&@ﬁﬁ haade sysemgat b os h
1;: l : e 11 dent i Ij i gfuqﬁél!y| 1d¢xtﬁﬁeam;~ 1(;& membef cthe mdex inft? @ ffild shistendljable) ahd s SNs.
‘Fileid s an il X8 va ence

Vact ntoah 111 £t Bk (Al R HEtetiehrek Kk ilpe B g stor °
arbitrary-| enin thepmdelm.rﬂ% ishaallmaedgeAaraigdryhmsleunitDthesﬁ ovaemusbdrs taabe or
directories med
(and hence ope%gg%?%ﬁétoé Hgy&%%@cﬁ@l€?%b§r ?;)hg ré{eﬁ# ﬁl%nﬂn@ ased
upon t he vH) ua fils torbe accessed gmuyag afile apme of the follawingfopmat ed with a
particul ar fi ifd=degiafl thﬁﬁ\béﬁ[ gexﬁaiebuﬁal _gbn@fhn%nf mudrfibetY Thiy s emelpema OF eeel Y

dentified by it i dit
Gener at i on A0y tpl-coBurneobal sihglf abieef teft i odiBr plelpaip AR Ln”
i nunber sl ot prescﬂnbdsymhx list, 223, is reallocated). An algorithmpermts

these two numers to %‘aﬁﬁﬂ Sy e Tor PR LB 4 £ ol P e

The pr.esent invention accesse name of

the foll ovxlimgrersuhsmfmu ablsctmritemmmksxps agsapmmdmﬁlgsewethm@mmb

This is nerel MoMﬁuBﬁaltﬁi@sﬂ‘?é?ﬂs (he IncthBRre bf 4 gaﬁ‘&hﬂ :ﬁ!ﬂi&%ﬂféﬁl&@“ a that

could be inplenented via d_prescri bed synt ax. Ti syst em nodel
for a set of :m@a@yaubﬂw@e@dm t GHactons SF10, 8 sstﬁsi &'ﬁﬂ?f'ﬂ-’ «fa

criteria | ookdirectony. Elpimensiih ednestoi-y he&demﬂibdmyandnmﬁsérdnynmpau In
FTos | o aPAgifrcSihRPer HEndiE DR rcf ap B i ek Sd/aiklctonicl fupRllif o

| ogi cal st2Qucsubosdipateo dhe pasticulgr difictory thereiane entries fortbothy”.5and I'.de®he f"ed by
an inunber - f i E@Pﬁi&nﬂﬁéi the h’ihxﬁ%&i"offﬁps particBIAR B Ecthily, WRREEhe e il Senfifibs OF

the files and ectori es,ime
the inumber of this directory’s 1mmed1ate superior.

In the present invention, the results of a multi-object criteria look-i:p are
returned via the get directory entry (getdents()) system call. Each object is returned
25 with a file name and a unique access key as the inode of the entry. Given the unique
access key (e.g., inumber) of each target entry, a user can then use a single object
criteria, such as "inoédecimal_inumber," to access the target entry. These directories
are "virtual" in the sense that they are created on demand when a user asks to see the
contents of the directory, and they are automatically removed when the user is done
30 withit. For example, consider using this invention to implement an electronic phone
book. An application issues a phonetic look-up by interrogating the directory
"/phonebooklphonenc-kacurm " Successive calls to the get directory entry system
call might return: "caccuro,annemarie” with inumber 745; and * "caccuro,john” with
inumber 1124. The user would select "caccuro, john" and the application would
35 access that entry by opening "/phonebook/ino=1124." Note that because virtual
directories are being created and manipulated, an implementation could return
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subordinate to the particular directory, there are entries for both "." and

".." The "." entry identifies the inunber of this particular directory,

while the ".." entry identifies the inunber of this directory's i mediate

superior. In the present invention, the rgsults of a nulti-object criteria

| ook-up are returned via the get dlrectory “entry (getdents()) system cal

" Each object is returned with a file nane and a uni que access key as the

i node of the sewéralentfieywithtidentical fijo sames butdiffeseny inumbers, sughins, smith.jehikh

target entry, a user Sq% dirdttity 3 abﬁke&%eﬁhﬁﬁhrﬁ&éf&ehbéu vlauvtrsq&okup
access

"i no=deci nal i nunber, he tar et entry e ect ﬁs are
"virtual" in mﬂ@emstsunuMG km&SIEﬂﬁs@}aé A%ho mgﬂ’éﬁg"ﬂﬁ“‘iﬁﬁe YRIca @r Gsks to
see the cont 19 g[nfaﬁethﬂ'tfxésﬁﬁét\‘is n9MéhgeR fafer@hedivh ﬂ{wVFsaxhheu\reemmd vvhen

the user is daone I, r,, exa r uS| this J.

i mpl enent &n @P‘éél‘?tébﬁ "lﬁ%‘né‘“ﬁ?feg) /AﬁleesﬁB?S‘Vd‘m Bﬁ s1S v‘%ﬁ%ﬂét“? élt
Isook up. by i rklmlar ﬁ?&@%}tzﬁgf 61|ti531(1jsi¢d the direytotiepimunediateky mimhnate tt:(%nhmcboo "
uccessive calls to e ir

"caccur o, annenari e" V\nr‘lt %&ﬁﬁf&?° rj:ésymgﬂg{o\ﬁc;éﬁfﬁﬁﬁ%klﬂﬁﬂ I number 1124.
The user woulqhesye,ISSQtsyhtaaGCtﬁhzusedﬂo‘Selwtdﬂde:lepampbt thsnphmbqolacﬁ!@ss t hat
entry by ope ie?arttnﬁ t ual
directories a%yg eléér%g‘???eg?wg ﬁrr%ﬁzeuﬁﬂ? an. | jeﬁessﬁfuhg n ul d
return 109- "ogganizasione1yt Heaee, wr@quemenh /BB‘P“ebPP]é/ @ﬁ&

I nunbers, SUCéhui’Eeran'é'ﬂltsEleQPErson&lV' rtual directory is creat ed when |t is :
first referenced via

that it is no |onger I %’ﬁ’é‘éup andﬂﬁ#&siﬁguﬁg‘#&e ‘é e‘lr’l‘%l?

obj ect is no iﬁlmmersifchraenﬁmﬂ wembemda&Maéﬂle\SQStemmuld@mme that

the "virtual b= | r lopi N that®
vm |1 not appe‘;f?i Wmé@r}gg?%g}pgérec llilg(ssli?aﬁnyf%ﬁ alegIB{?&ssu(g%r@grnate to

" phonebooHs5. damuttbms) a8 Mle@ystcmuthatum%hnd the  sesach eritgea (@wnez apd madedn |

dat abase quer yuis iRionRlR piituifs thb Sirite tiPulCojeliefteria e cofpuedmmi-c,  he

' phonebook'’ e systemcou ult to Iso recognize Si t.abase

queries, suc hﬁ@§’ sushd@s o m"ﬂep ng&_pona §eé{f&é'g{ ar pxpres orfs WiRliR
/ phonebook/ Or SRE). ZRrieRANm pnl,e uesttb dlsshome/geepeATE T catiisenueresaio al ffilesAnot her

ITU|'[I-ObjECt syntax type b ..fI ble, may use a file nane
such as "find® %&‘@wagtm%dﬁﬂ%‘@“g‘?ﬁﬁ“? emwould return a reference to
a virtual 20 r Betailed Desoriptionng |inks to all the file objects (files or
directories) on the fIWﬁhwfé}eﬁ &ﬂ%l? amqrﬁgngwlmu@ahmer and

mode). This invention permts _the sin nmul ti-object Criteria to be
conput ed at rdetailed operating description of the present invention.

With joint reference to FIGs. 1 and 4 we describe the detailed operation
of the present invention. The present invention is implemented to perform a file
25 system-specific look-up feature as part of the standard look-up path name feature
which occurs during a conversion of a path name to a vnode.
The initial access to a file is by its path name, as in the open, chdir
(change directory), or link system calls. Because the kernel 130 works internally
with vnodes rather than with path names, it converts the path names to vnodes to
30 access files. An algorithm of the UNIX system kernel parses the path name one
component at a time, converting each component into a vnode based on its name and
the directory being searched, and eventually returns the vnode of the input path
name.

The steps 401-425 and steps 429-439 illustrate the existing steps of the
- 35 path name to vnode conversion which are bri_eﬂy described so that the detailed
operation of the present invention (FIG. 5) can be explained in a typical operating

lll
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time, such as to perform"grep" operations (search for regul ar expressions.
within files). For exanple, a request to "lIs /hone/ grep: AT&T" coul d
ehunerate all files subordinate to "/honme" containing the string "AT&T".
Detail ed Description Wth reference to thﬁqlayer diagramof FIG 1 we now
provide a nore detail ed operating descriptfon of the present invention.
"Wth joint reference to FIGs. 1 and 4 we describe the detail ed operation of
t he present ic¢omexti on. The present invention is inplemented to performa

hame Toature beeh oo dRRpdfd B3 HEFsdt: ﬁespa;ratn@”;,s@afeqae&tqg&up pat h

name feature which occurs*during a conversron of name t% vhode.
The initial aprogsamildl makes epmewcailt(g gpatusemmsranage reAuesy When i r

(change di r ech oo i (OB PLAIE e S8 Efurh imb g Hagftharor ks

internall'y w rat nW|t anes, it co rts the h
names to vﬁod@@@@&%&%@@F erempf;g}' ggﬁa]b HQBSF“‘?‘W@S e qﬁ?&?‘ﬁw‘%&?ﬁﬂ{i
parses the pa{f dp%ﬂalaﬁié?ség?ﬁmadé c?éat@mbdérwppmwhgbinm@whﬁnmmmnm

into a vnode bdseéd

t
eventual ly r equpgntPRQJOVH%&g{%?&?%‘é}‘eF %%Pﬁaﬁé@ R%é ¥t ep E 38?“&?5‘0
steps 429- 439tel restitingvmodel dn ¢he m&mmemmqmwmmm@nw

conversi on which e ﬁ binger st 5& of
i JoB e g SREE Wi
el i e Ay b

[ equest ?gré‘ﬁ‘eﬁg%ﬂ%ﬁsef l’i“é“fwgﬁn ¥ ‘“ﬁ%ﬁ%ﬁi’?ﬁﬁﬂwmﬁ%‘@%ﬁ "

nane, f1 3y ’tsﬁgutgb‘e‘gﬁ td pnly if i€ mode has Fot g5 b

gener a?ggnt he wel I - kndmtmomaﬁlzmsnemd,émgdsénpmmgl cleat e node,
, Crwh I n_st Kk hd

opons a 111 e ByPlhuBe kemil fad QRERER APRE %‘s“’?ﬁé%esuﬁ?’e.fﬁr?aqéhﬁgmc the

command vnlSpeomiriand yar createér) umnerwdmﬂws:onmqmﬂemmeé The gommand ©

addr ess. space v e ifuidiliolthe kime 130 Ri thé floceRIAM wikhdé a5 ErhtexpAse fild,| | ©
node is the open npD create npde contail ns he ermss on ts f the file

is to be crea%@Pmﬂﬁnp@l‘a‘lﬁé‘fﬂrl@W“ﬁWW Fﬂ%‘?“‘? ng gkt . and
crwhy is the Eﬁ%&&l’]nvéhﬁohhl s routine is called, it is defined if and only

|f file mode has the ;%rﬂeaﬁe Bk bitSs hot seP:h%B%Pszé‘BZm alefﬂa‘tl?nm dhickea! Ved

froma user program1l
20 determine if it is not null. In our example, recall the path name is

"/home/jgp/memoirs”. If path name was a null then in step 409 an "entry not found”
error is returned to the system user.
If path name is not a null then in step 411 the trailing delimiters or
slashes in the path name are eliminated. (Note our example has no trailing slashes
25 after "memoirs"). In step 413, if the first character of *name’ is a /" character
(indicating a path name starting at root), then the working directory is set to root,
otherwise the working directory is set to the current directory. In step 415, it is
determined whether the working directory is a directory. If not, then in step 417 a
"not in directory” error is returned to the user. If working directory is a directory,
30 then in step 419 the leading file name component (i.e., "home" in our example) is
stripped off the path name.
In step 421, the stripped off file name component "home" is compared to
"" If equivalent, then in step 423 the system will reference the current working
directory and then control returns to step 415. If file name component is not “." then
35 in step 425 it is compared to "..". If equivalent to “.." then in step 427 the parent of
the current working directory is referenced and control returns to step 415.
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step 403, the kernel 130 checks if the Fcreate bit is set. If so, then in
step 405 a command vncreate( ) is generated in the conventional manner. The
command of vn _create indicates to the kernel 130 that the process cal

wi shes to create a new file, an operationmhich is well-known and not
important to an understanding of the present invention. If the Fcreate bit
Is not set then in step 407 the path nane is checked to determne if it is

not null. |n &therwiseptep 427 cthaifile systenprapecificlookqup featursraf/the presentdnyestion, f
path name was 52 jifitrateldif FIGS %% E&fégﬁ‘edadh theeﬁ{r%te&arfﬁlenaﬂie "RbMme*. | S

returned to the systemuser In step 411

an
the trailing delimterHesge, th%t'sth%gepﬁ"ftaﬁ& Pm"zlr@ 'i‘F%Eq P?ét‘%d‘méeNot e
]g)ur te><aLrnl e naﬁeﬂ?nﬁ foadtéﬂmﬁitﬁﬁhpﬁd@féfﬁbnodm?@tdgﬁ tﬁet ﬁlbﬁbbjb‘cﬁ@fdl&(ﬁle if the
irst chara of , ac i ndi catin
starting at e'b tﬁé‘l‘? WtﬁWP%Wﬁ@EB@%W%FFﬁ?%R’%SPHWW se the
\(/jvor ki ng dlj r \e\;}tswpwals Othérwise, ihstep 483,ale sydtene cherky if the vaoderefeiénceirtfersto a
eterm ne e rYe n
rep a17 s * npdbibe St Mol The" 1t dop it SEB 435 e Lhrubllh of WO
di rectory i s areiplaced asithe frontof theresmaining pathinamel. QibieTvise.iin step 432 thionponent
(i.e., "home" ﬁie R etcAEs vhethe? tidré hitB6re FE nAhe c@ﬁbbnm thé Bat‘ﬁtrﬁﬁle421

the st t h
o e SRt Wore SOCSLERLE eptmipront s

eqU|vaIent
directory and réfemcewmedawaijwnkmaeﬂenaxﬁ%ompbndmd éxistahen comtbivent i s

not "." then St ared 109 "..". If equivalent to ".." then
in step 427 tﬁ%r}“ﬁgﬁgﬂ r"l%ﬁ mlfnﬁt ng directory is referenced and
control returns to steWMﬂIﬁferencettom.vﬁwenowtcb;cn@?thetpmseﬂnm\aenuon,as

systemspeC|f| Qn‘i%elg&x{lﬁﬁfeﬂfrfsﬂil Ef%‘??{ e name E HéQcHﬁé fed* i'n

FIG 5, is rmed X nce ter the
steps of F} msensae f the file arge, lthee fQ |®rﬁamplemmmq /hemalawntem%xﬁep

429 with a VnQﬂ@tebi@Wués&r%&@éﬁebbﬁni&ﬂbﬂuﬂ%%ﬁﬁeﬁmﬁd@ﬁﬂid ¢heckeni’ . | f

no vnode refergence fougtd then an error returned to user in step
431. Ot herwi s&® ?"h“ yayas P ondogs o §“|3F°°§ﬁ8"%‘5’8§‘a$"etse‘?8’ﬁ‘é
refers to a dahemsebjresgep 682.ch is a synbollc link. If so, then in step 435,

the contents of the Ilﬁg,%ﬂgh%&de@% gl{e%tgﬁgogﬁletﬂgﬁé@gah&gg ghath

name. O herwise, in ste nes whe ere are nore

file nane 2 mperressed todeteﬁampafwﬁarﬁie name gxistsdn she wprking,disectonyp dhisdoes t hen
: ][1 step ?3|9 C Qttn, ® stbP 51 B lthe ﬁlé%ahiett?rl]&kw ﬂ%sﬁ?fcﬁh@éiﬁi%nm&téﬁa st m obj ect.
rore tite names1§ ?O ne%Q tuisdlcea)éilorsltis getuerpxe wit raoreference to the found file object.
' Thus, in our example, path name "/home/jqp/memoirs" after the file
name "home" is processed via steps 501, 509, 511, 513 and then by steps 429, 433
25 and 437. Subsequently, in step 415, 419, 421, 425 and 427 the file name "jqp" is
processed. File name "jgp" is processed in the same manner as "home", i.e., by
steps 501, 509, 511, 513 and then by steps 429, 433 and 437. After processing file
names "home" and "jqp" the file name "memoirs” is processed in a similar manner.
Returning to step 509, assume that the user entered a purported path
30 name that included a non-conventional file name and therefore the file name was not

t_’ound via conventional means. Recall that a non-conventional file name includes one

or more non-file-name -substring-based search criteria. In steps 509-541 the program
attempts to locate one or more data objects using the non-ﬁle-name-based search
criteria.
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returned to step 415 for further processing. Wth reference to FIG 5 we
now describe the present invention, as illustratively enbodied, as a file
systemspe0|f|c | ook-up feature. W descri be the processing of the file
name "home" of our exanple path name /honig/_j gp/ menoirs”. In step 501 the
requester’'s execute permssion in the currént directory is checked in the
standard way. If perm ssion does not exist an access error nessage is

returned to the user |msem§2$ﬂn2pmgrammhn¢l§whmhemhspmpmﬁldrmmma®hep
509 the file nage ag?&ja &hﬂ&&ﬁﬁﬂ&e&gl AedriR1533529 dndS535). Q‘hﬁélﬁs@ 323,

exists in the wor then, I n step
name is | ooke@%@%@ﬁi@n@@#ﬂ@h RAMR IS Céwlieérasamatrﬁynm 15(‘%‘@]&9“&‘311 icthe s

o G, A€ 8 Gl GC4RRS e P vt g, 1
processed ﬁaqgﬁ Ei‘s’ﬁf “‘%@gewg% gg'iﬁl msﬁéﬁ’ Lﬁgwﬁ’%s u§?§3‘°and 437.
Subsequent | vy, peﬂ‘oﬁh&hbd&i:toﬁl@ok—ﬂﬂl 425 and 427 the file name "jgp" is

by Steps 501, 500, 511" iBstetuRelENC T v ilydfy3 I ol Bl «RyvicalTBoy b ©

processing fi Ismpnanﬁ‘emiddmé%aMSumqm‘atthealwnequmabneﬁsmﬁle‘usms afilecessed
in a simlar %gh% e ser entered a
pur ported ath naneg tn?%PHl nc1 | ude \5151%#5%%%1:\}%?]“%515 gﬂng‘rjr’e and

therefore ithe Hysteativelyethginodepumbes tio) may be vicyed asamaiipoxpumbez while theat
non- convent i OrggheratibeniabEr (&) iflebe vidve@las tHe! ;ﬁrty ass1gned to that maxlbox

non-fil e-name-su tr sed sea.rch Grit s 5Q9 é rogram
R tempt s to & SuHbREo AN, FarmmubaRs Seasspec e gepsraion Alber 1 inlaet BG: o

search criter ixmﬂboxnunibﬂr(dmn(xleamnﬂieﬁ)mlnet.pr ogram checks whet her the

urported file nane L in steps
223p 529 and 535). Thus Inuﬂ{‘%&tg&?& ?"”?sng%m %@é%tggﬁgfﬁgé@gﬁage S P
checked agh¥ nddentifies WPYOMQ&ROI:'M@& Ipprsiﬁecm)eAm r gingle-ohjectut i | i ze
the syntax | fsphiaRcollade, foresas ngs@ﬁm h8mbkep 529. If a match is

the directory | ook-up. W&%ﬁsp&%‘rﬁ m%e%ﬁé ingde miribariingd wiE ¥ FombRe
detail the tyfilesimé (inb=Xpgen=af)s Immpsom s eﬁﬂﬁarse%ahclgmdritiim (gbm) user .
nsaumsd t o bo AFRALY friyn nd ' el 1p sp &0 e pBisR e b (i 2080 1,2
viewed as 20 mietchhe filea ndentifiod by inadesumber (ino) X. Note inode number value X refers
to a vnode associated therewith. In step 606 the system determines a valid data
object was fetched. If not, then in step 608 a no match or false condition is returned
to step 527 of FIG. 5. '
If an inode having the index value X is found on disk 180, the locate or
25 fetch operation of step!606 is okay. In step 610, the system then checks if the
generation {gen) number of the inode is Y. As previously noted, the generation
number may be any number which can be used to uniquely identify a particular
version of the desired data object. If the generation number of the fetched inode is
not the same as Y, then control is returned to previously described step 608.
30 If a generation number match results from step 610, then in step 612, a
"yes" or "match found" response is returned to step 527 of FIG. 5. Because this was
a single-object search only, one data object on disk 180 satisfies the search criteria
ino=X, gen=Y. As described in a later paragraph a key which uniquely identifies the
identified data object (a physical address or maybe ino=X, gen=Y itself) may be
- 35 returned on the user’s display. :
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generation nunber (gen) may be viewed as the party assigned to that mail box
nunber. Thus, if a mailbox is reassigned the generation nunber is changed
but the mail box nunber (or inode nunber) is not. The syntax "ino=X, gen=Y"

i s a single-object syntax because it idenygfies zero or one data object
(e.qg., file or directory). Another single-object syntax could be, for
exanple a social security nunber. In step 601 the syste parzg Bﬁg I node

nunber (ino) value X fR&tmmsatofHIGe5nErﬁéeP( Hoifya maich-sAound y Yhe
syst em par sescﬁgﬂagg 3,325 el( n{{eg“;lgmg viousl§-deseribed! N step 604
the system accCesse to fetch Jé’e file id |f|bed

i node nunber €$M25(43M437ro§é1qm%3 is fpund in step 3¢5 then 1n s&eR, e base

associ ated thg @Mééheckéa @Qﬁaxétlen@eﬁarmmmmﬁmm siepla29 obj ect
was fetched, not fﬁ?n I n steE @%Cpﬁﬁc false condition is
returned t@ sthep instepJplghegriteria f‘s‘éﬁ"i”dltﬂﬁ e index value X is
found on di sk 180, thewithaeferenoe td EIG.IV wgdembemtmxcdtquneﬂﬁedtsemhy I n
step 610, the_s [ he

i node is Y. % 75&??%"%ﬁ§%ﬁa+ﬁ_yggnera {‘%&“ﬂ{} er rray e angﬁﬁﬂrrber
whi ch can be mzeeamhmnyppdemﬂwssp Licular version of the desired
data obj ect. | the 9opefI(Rng i iRImels pafid tobRhR tio1edesicd diginitdtionsame

as Y, then control is refdrne sI des rlbed ste

ot 1 onl0y e "oRERERS e@uﬂt?%'}&@ﬁ 3o P SOT TS prg pEps g Jo dkerine.
g i o AN L N Lo
Search cr i ter Feruig el 208 (o Hkp S5 AR, 85 159 “Phghlont Hach Tl E*ﬁﬁ"%ﬂ ch
uni quel y i demvalﬁd,eheninetepdm&a yrasis manecawjfecavgrampﬂygmean szs mal stoge a-uraybe
i no=X, gen=Y ﬁe?t%))bjm uﬂ&f@égfo%?&go "S 9 sn%pci'lﬁlﬂi@hode is initlalized

0 1 orssmut maoage 14T o0 o kg 851 7
previ ousl y- desgignb@e" sfiRHa aftdcatdd Sirréteb 4ﬁva dath bnﬁfeﬁﬁtathcated.f Imsteb 716 Eheep
;SfZYa tsCﬁ?a;nZ?‘tﬂg‘g@ﬁgiiﬁgg@%a g{}g‘_&e%%s i CKEd ?@ﬁ e‘lft%’ 2 i s
used 't o check forngat dasiadIGL §). Iistép 718 the datad:ufier Bl linked tmmedescahdwcwry ypi cal
T b S SE SRRRE, bl ) lion SBORAL Vs ESEE B L
20 step 513 of FIG. 5.
Returning to FIG. 5, if no match is found, in steps 531 and 533 carried
out in our FIG. 7 example, then other syntax matching steps continue up to syntax N
in step 535. If a directory match is found in step 533, then in step 511 et al the
success is returned along with the appropriate vnode identifier. If no criteria 2 match
25 is found, then step 535 follows in step 539. Step 535 checks whether the file name
fits syntax N. If so, then steps 537 and 539 are performed in the same manner as
previous steps 531, 533 otherwise step 541 is performed. Step 541 returns a "no
entry" error to the user indicating that the user-provided file name could be found in
the directory.
30 It should be recognized that the above-described sequence of doing the
various conventional file name searching and non-conventional file name searching
can be reversed or changed according to the particular needs of the application.
With reference to FIG. 3, we describe some of the possible non-
conventional file names which are shown in syntax group 332 and phonetic syntax
35 matching 333. For example, one syntax type may use an inode number "ino" to
identify afile (ie., which item from inode list 332 of FIG. 3). Another syntax type
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In step 702 the file name is parsed to extract the requested organi zation
name orgname I n step 704 the data base or stored itens are accessed to
determne if orgname is a valid data object grouping. If not, then "no
match” return is returned in step 706 (to,step 535 of FIG 5). If an
“orgname" data object grouping is valid, tien In step 708 a vnode is
allocated for a virtual directory which will store all the data objects
under the grompy ose mogmanddfuonltoasgenpraﬁ&ﬂnuimbemfged'éwhzchlﬂatsclaﬂlmmbern t he

| th
0 gt B s i, (tnd b, O,
step 716 the mmrmdmmpmy@hmhlﬁhmeﬁﬂ singe jnogdeslars in 2 BYSiGH o dat a

buffer in dir f Atin%e lﬁﬁnportbﬁl A hifl@in i S
l'i nked to theﬁl\%fs 5 lﬁﬂ%g‘égﬁ'@b@eﬂode s eﬁ%geﬁﬁlﬁltﬁt&c}?ﬁﬂt{e?uh?haf t he

mat ch was §uc’@é§%$‘9? Y'sis the samefile tha §f4§p“§!ﬁ35 atsome previgus img; (ERtel
5, if no mat Cﬁhthﬁerflﬁ)u uehée milrfber thatlis diccerhbsliledevery dtheamtinode siovis Fle&d. 7

exanpl e, the ot her n ax t chi S conti t n step
S35, 11 o di r Ot if Bl I At A ey é‘t*ﬁé*t@fat&s?”?%“t the
suctc:slsalz :rgs:aglmlﬂig ?jent;glmomgh mbéeomppmgpatilbmwmumﬁtsmzé g\@g;gng:é& 0

cri rﬁtﬂmﬁ

checks whet her the f|I(N‘em%aneBﬁ'@{.iﬁ gdﬁ é%‘ﬁ@gkaaﬁ e te Sb5379s(§%§
are per f orlfedremotely aisingaay file nsmhéwmu rSXamp qgggmo Sit ep

541 is perf Orﬂﬁdetw%&?ﬂéﬁilaﬁﬁé (NFS) Bechafisfid! More6VdrOthis sehéhe chl’$Bé used
i ndi cating that_ the user- ngded file na coul d be oungd i

directory. It“’k‘ﬁ@ﬂyé“%ﬁl@é ying mechanism which gap access & |“ﬁ’é‘§@%ﬁ%f8ﬁ%e of
doi ng the various convernitherappliédtion ofanesiaglesobjsce flearmning conention s onal

heeds of t he BSHIECaRRdreseyd N e FOrAaApl R RCichd: KOG 3 £
possi bl e ridn- oneowererttying to obitainghe: filec"childhaod” mmmngﬁoewﬁaaaldﬂ@up 332

and phonetic %ggﬁcm&%gw&u Qﬁe Wﬁﬁﬁﬁoﬁﬁﬂm’”se an

i node number "1 ho" to I fromi nﬁplde | i st 332
of FIG 3). AWsingany nyenton.thiscc 1dh°°44mewe§fs ‘I‘F‘%ﬁiﬂP? JHmEJo,

generation nuamm ﬁeéks tlwpmlda!slo%aﬁﬁ{ Ie?d "VinoL29, gehi=8h Dependingoomtheed each
|

time the inode accesse ti onal des a
secondary che 03 %Ftlﬁ‘e‘gts&e@‘t%B%@V&F%dﬁ%‘“gﬁggﬁaﬁeg’x e system
are reusecﬁ(]'tnamem%e‘ﬂhamdkxmzﬁog&m& to be certain that the file currently
in inode siot "Y' i's tyyfs HikpebdenPirivBition M teln BEHbEA Rir i3k ir? @ BRerl/sENePUS

t| me. Ceneration.
network of FIG. 1 it can also be implemented directly on the client computer.

Moreover, the present invention can be utilized on-top-of a conventional physical

file system (e.g., UNIX file system UFS), a data base management system (e.g., such
25 as Informix®), or other data storage mechanism where data can be accessed using

absolute addresses. (Informix is a registered trademark of Informix Software, Inc.) .

What has been described is merely illustrative of the application of the -

principles of the present invention. Other arrangements and methods can be

implemented by those skilled in the art without departing from the spirit and scope
30 of the present invention.
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nunber is a sequence nunber that is increnented every tine an |node sl ot |s
freed. Hence, if both the number and generation nunmbers are _are the

this is the same file object, although the contents or attrlbut

course, have changed. Note that this fil e |T3am ng schene ““I: ng\
streans to be accessed renotely using any Tile sharing ne Wr s
exanple, Renote File Sharing (RFS) or Network File Sharing (N

mechani sns. M&Haimssr, this scheme can be used with any future f| | e sharing

mechani sm whi ch can aicascm AEtdsh B phfaedAEF dccolS B/ oPPPluaa ben of

ny single-object file namng convention'is to provide rapid access to file

obj ects. For @R%WSB’W ebmahgapmsphwn@dhw one were trying to

obtain the file "chil dtmm&foﬂ?dt@ivtﬁgauﬁr@aqlﬁmuaaaingmeﬂurmrteﬂfﬂeﬁm

t echni ques uld require the path.name "/nane ol rs/chll ood". Using
ny inventi C#:D q%ﬂ??m %ﬂﬁwerw émlngjbgg path nane

to directly access themah}ssfoﬁhkahmpaﬁdmmomd}uaobjmwumﬁgsmgemﬂh crifégiaendi ng
on the configuration of a file systen(s) a file name may need to be
included in the path nane, e.g., "/nane/ino=29, gen=8". \Wile the present

i nvention has been de2cThbapparawms ofclaim 1fughérdnclodisgver network of FIG 1

It can al so be inpl ene\g,g% {'&&%’ Qg?‘g thCath

present invention can be utfgf | Ze hxggn@&gﬁ gtbgghve ?)ang 6%@@8&@8&5{ ?ﬂ-}eh
system (e. g., Uph sach key identifying theslocationofan asseciatad, Hﬁ'@é’ﬁ‘%ﬁ system (e.g.,
such as [err] or other data storage rrechanl sm V\/nere data can be accessed
usi ng absol ute addres Inform r ster tr of I.nform x
Sof tuare. hc) nat - Radhperperaus of pisin et sfg ey vl Martuups HE

appl i cati on ofidentifiepri nci pl es of the present invention. O her arrangenents
and methods can be inplemented by those skilled in the art without - -
departing fromthe spirit and scope of the present invention. 15 d ai ns:
1. A conput er- based f#4 dheppparaius of elgim 2whereinsaiddey velueds pMacintpshy of
previ ousl y- stghg&oga{@ngﬁgrects t he apparatus characterized by neans for
receiving a user request including a purported file nanme containing one or
nore non-fil e-nanme-substring-based search criteria and neans for |ocating
one or nore data obj e§! Theappugatasoficlaizn 2avheitih tthy key is an indde induxevadiess of
claim1 further including nmeans for returning a key associated with each

| ocat ed data object to the
15 6. The apparatus of claim 2 wherein the key mcludes an inode index

value and a generation number.

7. The apparatus of claim 1 wherein at least one search criteria is a
phonettc representation of a name.

8. The apparatus of claim 1 wherein at least one search criteria is a
20 relational characteristic which exists between two or more of said data objects.

9, The apparatus of claim 1 wherein at least one search criteriais a
substring which is to be matched against the contents of the previously-stored data
objects.

10. In a computer-based file system, a method of accessing any of a
25 plurality of previously-stored data objects, the method comprising the steps of .
._\
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user, each key identifying the location of an associated data '6—'

The apparatus of claim2 wherein said key value is a Maci {mmml’lnlﬂ““mm“‘
identifier. 4. The apparatus of claim2 wherein said key

Maci ntosh directory identifier. 5. The apqgrat us of claim?Z wier& n"the key
is an inode index value. 6. The apparatu$*8f claim2 wherein the key

i ncl udes an inode. i ndex value and a generation nunber. 7. The apparatus of
claim 1 wherein at | eagteiving aamer request including  purpopted filet name egntainingtaei on

of a name. 8. The a t 0 st one search criteria
is arelati ongf"@ﬁ%gégﬁ%#%ﬁ% Wéﬁ%@?‘gﬁa#@m or nore of said
data objects. 9. The dpgatingtone opfmare dawm objectsusing said seaschseritetia sear ch
criteria is a substring which is to be matched against the contents of the
previ ously-stored data objects. 10. In a conputer-based file system a

met hod of accessing any of a plurality of previously-stored data objects,
the nmethod conprising the steps of 16 receiving a user request including
a purported file nanme containing one or nore non-fil e-nane-substring-based
search criteria and | ocating one or nore data objects using said search
criteria. '
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