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CRYPTOGRAPHIC COMMUNICATION PROCESS AND APPARATUS 

5 Field of the Invention 

The present invention relates to cryptographic systems. In particular, 

the present invention relates to a system for encrypting plaintext messages 

and decrypting ciphertext communications. 

1 o Background of the Invention 

In the modem world, communications are passed between parties in a 

variety of different ways utilizing many different communications media. 

Electronic communication is becoming increasingly popular as an efficient 

manner of transferring information, and electronic mail in particular is 

15 proliferating due to the immediacy of the medium. 

Unfortunately, drawbacks accompany the benefrt:s provided by 

electronic communication, particularly in the area of privacy. Electronic 

communications may be intercepted by unintended recipients. Wireless 

transmissions, such as voice communication by cellular telephone, and 

20 electronic mail are especially susceptible to such interception. 

The problem of electronic communication privacy has been addressed, 

and solutions to the problem have be·en put in place. One form of solution 

uses cryptography to provide privacy for electronic communication. 

Cryptography involves the encrypting or encoding of a transmitted or stored 

25 message, followed by the decryption or decoding of a received or retrieved 

message. The message usually takes the form of a digital signal, or a 

digitized analog signal. If the communication is intercepted during 

transmission or is extracted from storage by an unauthorized entity, the 

message is worthless to the interloper, who does not possess the means to 

30 decrypt the encrypted message. 

In a system utilizing cryptography, the encrypting side of the 

communication incorporates an encoding device or encrypting engine. The 

encoding device accepts the plaintext (unencrypted) message and a 
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cryptographic key, and encrypts the plaintext message with the key according 

to an encrypt relation that is predetermined for the plaintext communication 

and the key. That is, the message is manipulated with the key in a 

predetermined manner set forth by the text/key relation to produce a 

5 ciphertext {encrypted) message. 

Likewise, the decrypting side of the communication incorporates a 

decoding device or decrypting engine. The decoding device accepts the 

ciphertext message and a cryptographic key, and decrypts the ciphertext 

message with the key according to a decrypt relation that is predetermined for 

1 o the ciphertext message and the key. That is, the message is manipulated 

with the key·in a predetermined manner set forth by the text/key relation to 

produce a new plaintext message that corresponds with the original plaintext 

message. 

The manner in which the key and the relation are applied in the 

15 communication process, and the manner in which keys are managed, define a 

cryptographic scheme. There ~many conventional cryptographic schemes 

in use today. For example, probably the most popular of these is a public-key 

cryptographic scheme. According to a scheme of this type, the keys used are 

actually combinations of a public key component that is a.vailable to anyone or 

20 to a large group of entities, and a private key component that is specific to the 

particular communication. 

An important consideration in determining whether a particular 

cryptographic scheme is adequate for the application is the degree of difficulty 

necessary to defeat the cryptography, that is, the amount of effort required for 

25 an unauthorized person to decrypt the encrypted message. There are a 

number of ways an unauthorized person may go about attempting to defeat 

the cryptography of a system. Three of the most popular attacks on 

cryptographic systems· are key exhaustion attacks (trial and error), differential 

cryptanalysis, and algebraic attacks. Choosing more complicated text/key 

ao relations and longer keys are two ways to make a cryptographic scheme less 

vulnerable to attack, but result in a more expensive system that operates at a 

slower speed. Thus. unless a clever cryptographic scheme is devised to 
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avoid successful ~g~i: t~deoffs must be· made w~~rl deciding the level of 
. ~ .. ~ ·}i.,>_.:. r: ~ ~~::· .,,.. . 

privacy to be provided~ ,, o'C '.·. 

Once a scheme for effecting cryptog'raphy is chosen to suit the 

constraints of the particular application, the text/key relation is usually the 

5 determining factor in how successful the cryptography will be in defeating 

attacks. This in tum affects the confidence that the parties to a 

communication will have that their communication will remain· private. 
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Summarv of the Invention 

It is therefore an object of the present invention to provide a process 

and apparatus for safeguarding the privacy of an electronic communication. 

It is a further object of the present invention to provide a process and 

apparatus for encoding and decoding digital data. 

One embodiment of the present invention includes a communication 

15 system, which includes an origination space, a communications channel, and 

a destination space.associated with the origination space via the 

communications channel. The origination space includes an encryption 

engine for generating an output symbol Ot based on an .input symbol It and 

means for receiving an encrypt key, an encrypt text/key relation, and the input 

20 symbol. The destination space includes a decryption engine for generating a 

decrypted symbol l't based on the output symbol received from the origination 

space via the communications channel and means for receiving a decrypt key 

and a decrypt text/key relation. The encrypt text/key relation controls the 

encryption engine such that Ot= «N(t) + 7tN[«N-1(t) + 1EN-t(«N-z(t) + ... + 11:2(a1(t) 

25 + 1t1[1t + ao(t)]] ... ]], mod W, where «N. «N•1, ... , a1. ao are N+1 additive 

transformations defined by the encrypt key, where 7tN, 7tN-1 •... , 7t2, no are N 

permutations defined by the encrypt key, and where W represents the number 

of possibilities for each permutation defined by the encrypt key. The decrypt 

texUkey relation controls the decryption engine such that l't =n1-1[n£1[7t3-1 ... 

30 [7tN-1-1[7tN-1[0ra'N(t)]-a'N-1(t)]- ~ .. - a'3(t)]-a'2(t)]- a'1(t)]-a'o(t), mod W, where n;-1 

is defined by the decrypt key as the inverse of the permutation·ni. where a'N, 

a' N-1t ... , a.' 1r a' o are N+1 additive transformations defined by the decrypt 
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key, and where W represents the number of possibilities for each inverse 

permutation defined by the decrypt key. 

According to one aspect of this embodiment, the encryption engine 

further includes W ·look-up tables for storing each of th~ possible W sets of 

5 permutations. According to a different aspect of this ~rnbodiment, the 

encryption engine further includes M<W look-up tables for storing M available 

sets of the possible Wsets of permutations. Accordirigto a different aspect of 

this embodiment, the encryption engine furthe~ includes N<M<W look-up 

tables for storing N sets of permutations preselected.from M available sets of 

1 o the possible.W sets of permutations. According to anQther aspect of this 

embodiment, a(t) is a step function. According to a furtber aspect of this 

embodiment, ax(t)1 X={O, 1, 2, ... , N-1, N}, incremenb;the sequence ohrxfor 

each value that t equals an integer multiple of R, where R is a prime number. 

According to a different aspect of this embodiment, ax(t), X={O, 1, 2, ... , N-1, 

15 N}, decrements the sequence ofirxfor each value thattequals an integer 

multiple of R, where Ris a prime number. According to a different aspect of 

this embodiment, ax(t)1X={O,1, 2, ... , N-1, N}, increments the sequence of 

irx for each value oft except when t equals an integer multiple of R, where R 

is a prime number. According to a different aspect of this embodiment, a.x(t), 

20 X={O, 1, 2, ... , N-1, N}, decrements the sequence of 1Tx for each value of 

t except when t equals an integer multiple of R, where R is a prime number. 

According to a further aspect of this embodiment, l't corresponds to It. 

Another embodiment of the present invention ·includes a 
communication system, which includes an origination space, a 

25 communications channel, and a destination space associated with the 

origination space via the communications channel.. Tile origination space 

includes a receiver for receiving an input symbol It. an encrypt key, and an 

encrypt text/key relation, and an encryption engine, controllable by the encrypt 

text/key relation for generating an output symbol Di basecl. on the input 

so symbol, such that Ot = <XN(t) + 1tN[<X.N-1(t),+ 7tN-1[<XN-2(t) + ... + 7t2[a1(t) + 7t1[lt + 

ao(t))] ... D. mod W, where <X.N, <1.N-1 •••• , a.1, ao are N+1 additive 

transformations defined by the encrypt key, where 11N, 7tN-1 •••• , 7t2, 7tO are N 

permutations defined by the encrypt key, and where W represents the number 
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of possibilities for eac~ .. permutation defined by the encrypt key. The 

destination space iJSifi~e~ a receiver for receiving i·~ecrypt key and a 

decrypt text/key relation, and a decryption engine, controllable for generating 

a decrypted symbol l't based on the output symbol received from the 

5 origination space via the communications channel, such that l't =7t1 -1(7t£1[7ti1 . 

. . [7tN-1-1[1tN-1(0t"'a'N(t))-a'N-1(t)]- ... - a'3(t)]-a'2(t)]-a'1(t)]-a'o(t), mod W, where 

7ti-
1 is defined by the decrypt key as the inverse of the permutation 1Ci. where 

a'N, a'N-1 •... , a.' 1t a'o are N+1 additive transformations defined by the decrypt 

key, and where W represents the number of possibilities for each inverse 

1 o permutation defined by the decrypt key. 

According to one aspect of this embodiment, the encryption engine 

further includes W .look-up tables for storing each of the possible W sets of 

permutations. According to a different aspect of this embodiment, the 

encryption engine further includes M<W look-up tables for storing M available 

15 sets of the possible W sets of permutations. According to a different aspect of 

this embodiment, the encryption engine further includes N<M<W look-up 

tables for storing N sets of permutations preselected from M available sets·of 

the possible W sets ·of permutations. According to another aspect of this 

embodiment, a.(t) is a step function. According to a furtheraspect of this 

20 embodiment, a.x(t), X={O, 1, 2, ... , N-1, N}, increments the sequence of TTx for 

each value that t equals an integer multiple of R, where R is a prime number. 

According to a different aspect of this embodiment, ax(t), X={O, 1,.2, ... ; N•1, 

N}, decrements the sequence of TTxfor each value that t equals an integer 

multiple of R, where R is a prime number. According to a different aspect of 

25 this embodiment, ax(t),X={O, 1~ 2, ... , N ... 1, N}, increments the sequence of 

TTx for each value oft exeept when t equals an integer multiple of R, where R 

is a prime number. According to a different aspect of this embodiment, ax(t), 

X={O, 1, 2, ... , N-1, N}, decrements the sequence of TTx for each value of 

t except when t equals an integer multiple of R, where R is a prime number. 

30 According to a further aspect of this embodiment, l't corresponds to It. 

Another embodiment of the present invention includes a 

communication system, which includes a first computer, a communications 

channel, and a second computer coupled with the first computer via the 
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communications channel. The first computer includes a symbol input port for 

receiving an input symbol It, an encrypt key input port for receiving an encrypt 

key, a first memory, for storing an encrypt text/key relation, and a first 

microprocessor for generating an output symbol Ot based on the input 

5 symbol. controlled by the encrypt text/key relation such that 0 1 = aN(t) + 7tN[CXN-

1(t) + ~1[aN-2(t) + ... + 7t2[a1(t) + 7t1[l1 + ao(t)]1 ... ]1, mod W, where aN, CXN-1 •.. 

. , a1, a0 are N+1 additive transformations defined by the encrypt key, where 

1tN, 1tN-1 •••• , 11:2. Ko are N permutations defined by the encrypt key, and where 

W represents the number of possibilities for each permutation defined by the 

10 encrypt key. The second computer includes a decrypt key input port for 

receiving a decrypt key, a second ·memory, for storing a decrypt text/key 

relation, and a second microprocessor for generating a decrypted symbol l't 

based on the output symbol received from the origination space via the 

· communications channel, controlled by the decrypt text/key relation such that 

15 l't =7t1"1[7t£1
[n3"

1 
••• [7tN-1"

1(7tN"1 [0t-a'N(t)]-a1N-1(t)]- ... - a'a(t)]- a'2(t)]-a'1(t)]-

a'o(t), mod W, where 11:i1. is defined by the decrypt key as the inverse of the 

permutation 7t1, where a'N. a'N-1 •... , a'1, a'o are N+1 additive transformations 

defined by the decrypt key, and where w represents the number of 

possibilities for each inverse permutation defined by the decrypt key. 

20 According to one aspect of this embodiment, the first computer further 

includes W look-up tables for storing each of the possible W sets of 

permutations. According to another aspect of this embodiment, the first 

computer further includes M<W look-up tables for storing M available sets of 

the possible W sets of permutations. According to another aspect of this 

25 embodiment, the first computer further includes· N<M<W look-up tables for 

storing N sets of permutations preselected from M available sets of the 

possible W sets of permutations. According to a further aspect of this 

embodiment, a(t) is a step function. According to another aspect of this 

embodiment, ax(t), X={O, 1, 2, ... , N-1, N}, increments the sequence ofrrxfor 

ao each value that t equals an· integer multiple of R, where R is a· prime number. 

According to another aspect of this embodiment, a.x(t), X={O, 1, 2, ... , N-1, 

N}, decrements the sequence of 1Txfor each value.that t equals an integer 

6 



·WO 00/02340 PCT/US98/13626 

multiple of R, where R is a prime number. According to another aspect of this 

embodiment, ax(t}, X={O, 1, 2, •.. , N-1, N}, increments the sequence of nx for 

. each value oft except when t equals an integer multiple of R, where R is a 

prime number. According to another aspect of this embodiment, ax(t), X={O, 

5 1, 2, ...• N-1, N}, decrements the sequence ohrx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. According 

to a further aspect of this embodiment, l't corresponds to 1,. 

The present invention also provides a process for communication 

between an origination space and a destination space. The process includes 

;. 1 o receiving an input symbol It atthe origination space and generating an output 

symbol Ot based on the input symbol, such that Ot= aN(t) + 'ltN[<XN-1(t) +. n:N-

1[<XN-2(t}+ ... + 7t2[a1(t) + 7t1(lt + ao(t)]] ... )], mod W, where aN. aN-1, ... , a1. 

ao are N+1 predetermined additive transformations, where 'ltN, 7tN-1 •... , 7t2, 7to 

are N predetermined permutations, and where W represents the number of 

15 possibilities for each permutation. The output symbol is then received at the 

destination space, and a decrypted symbol I', is generated, based on the 

received output symbol, such that l't =n1 •1[n£1(1t3-1 ; .. [1tN-1-1[n,.f1 [Ot-a'N(t)]-a'N-

1(t)]- ... - a's(t)]-a'2(t))-a'1(t}]-a'o(t), mod W, where '1ti-1 is an inverse of the 

predetermined permutation 1ti, where a'N, a'N-1 •... , a'1, a'o are N+1 

20 predetermined additive transformations, and where W represents the number 

of possibilities for each inverse permutation. 

According to a further aspect of the process, the possible W sets of. 

permutations are retrieved from W look-up tables, prior to generating the 

output symbol. According to a further aspect of the process, M available sets 

25 of the possible W sets·of permutations are retrieved from M<W look-up tables, 

prior to generating the output symbol. According to a further aspect of the 

process, N sets of permutations preselected from M available sets of the 

possible W sets of permutations are retrieved from N<M<W look-up tables, 

prior to generating the output symbol. According to a further aspect of the 

30 process, a(t) is a step function. According to a further aspect of the process, 

ax(t), X={O, 1, 2, •.• , N-1, N}, is used to increment the sequence of 1Tx for 

each value that t equals an integer multiple of R, where R is a prime number. 
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According . .to a further a~pect of the process, ax(t), X={Q, 1, 2, ... , N-1, N}, is 

used to decrement the sequence of 1Tx for each value that t equals an integer 

multiple of R, where R is a prime number. According to a further aspect of the 

process, ax(t), X={O, 11 2, ... , N-1, N}, is used to increment the sequence of 

5 1Tx for each value oft except when t equals an integer multiple of R, where R 

is a prime number. According to a further aspect of the process, ax(t), X={O, 

1, 2, •.. , N-1, N}, is used to decrement the sequence ohrxforeach value oft 

except when t equals an integer multiple of R, where R is a prime number. 

-According to a further aspect ofthe process, 1'1 corresponds to 11• 

10 Another embodiment of the present invention includes a magnetic 

storage medium, which inclu~e~ an interface, and a controller for controlling a 

microprocessor, via the interface, to produce an output symbol Ot. such that 

01 = aN(t) + 1tN[<lN-1(t) + 1tN~1[<lN-2(t) + ... + 1t2[a1(t) + 1t1[l1 + ao(t)]] ... n, mod W, 

where It is an input symbol, <iN. aN"1' ••• , «tr ao are N+1 additive 

15 transformations defined by a key, 1tN. 1tN-1 •... , 112, 'Jto are N permutations 

defined by the key, and W. represents the number of possibilities for each 

permutation defined by the key. 

According to,.a further aspect of this embodiment, a.(t) is a step 

function. According to a further aspect of this embodiment, a.x(t), X={O, 1, 2; . 

20 . , , N-1, N}, increments the sequence of 1Txfor each value that t equals an 

integer multiple of R, where R is a prime number. According to another 

aspect of this embodiment, ax(t), X={O, 1, 2, ...• N-1, N}, decrements the 

sequence of nx for each value that t equals an integer multiple of R, where R 

is a prime number. According to another aspect of this embodiment, ax{t), 

25 X={O, 1, 2, •.. , N-1, N}, increments the sequence of1Txforeach value oft 

except when t equals an integer multiple of R, where R is a prime number. 

According to another aspect of this embodiment, a.x(t), X={O, 1, 2, •.. , N-1, 

N}, decrements the sequence of1Txfor each value oft except when t equals 

an integer multiple of R, where R is a prime number. 

30 Another embodiment of the present invention includes a magnetic 

storage medium, which includes an interface, and a controller for controlling a 

microprocessor, via the interface, to produce a generated symbol 1'1, such that 
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l°t =?t1 -1[7ti1(7t3-
1 

••• (7tN~1-1(1tN-1(0t-<XN(t)]-«N-1 (t)]- · · · - <X3(t))-a2(t)]-a.1 (t)]-ao{t), 

mod W, where Otis a received symbol, <XN, aN-1 •... , a1, ao are N+1 additive 

transformations defined by a key, n1 "1. 1t£1
, ns-1 .•. , 7tN-1

1, 1tN-1 are N inverse 

permutation~ defined by the key, and W represents the number of possibilities 

s for each inverse permutation defined by the key. 

According to a further aspect of this embodiment, a(t) is a step 

function. According to a further aspect of this embodiment; ax(t), X={O, 1, 2, . 

. . , N-1, N}, incrementS the sequence of irx for each value that t equals an 

integer multiple of R, where R is a prime number. According to another 

10 aspect of this embodiment, ax(t), X={O, 1, 2, ... , N-1, N}, decrements the 
. . . 

sequence of irx for each value that t equals an integer multiple of R, where R 

is a prime number. According to another aspect of this embodiment, ax(t), 

X={O, 1, 2, ... , N-1, N}, increments the sequence of irxforeach value oft 

except when t equals an integer multiple of R, where R is a prime number. 

15 According to another aspect of this embodiment, ax(t), X={O, 1, 2, ... , N-1, 

N}, decrements the sequence of irx for each value oft except when t equals 

an integer multiple of R, where R is a prime number. 

Brief Description of the Drawings 

20 These and other objects, features, and advantages of the present 

invention will be apparent by way of the following detailed description, which 

includes preferred but non-limiting embodiments. The description is made 

with reference to the accompanying drawings, wherein: 

FIG. 1 shows a block diagram of a communications event featuring 

25 cryptography. 

FIG~ 2 is a block diagram showing the implementation of the text/key 

relation of the present invention. 

Detailed Description of the Invention 

30 Referring to FIG. 1, a communication has an origination space 2 and a 

destination space 4~ The origination space 2 defines the place and time at 

which the communication originates. The destination space 4 defines the 

place and time at which the communication is decoded or intended to be 
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decoded. The origination space 2 and the destination space 4 may be remote 

in location. Alternatively, they may be collocated but displaced in time. The 

space and time correspondence between the origination space 2 and the 

destination space 4 depends on the nE1ture of a partic:ular communication. 

5 The origination space 2 and destination space 4 are associated with a 

common communications channel 6. This communications channel 6 may 

bridge a physical space, such as empty air in the case of a cellular voice 

telephone call. Altematively, the communications chi;mnel 6 may be 

temporary .storage for the communication while time passes between the 

10 origination space 2 and th~ destination space 4, such as a message left in 

memory on a computer by a first user, for a second user to read at a later time 

on the same computer. The communications channel 6 may also be a 

combination of the two, such as telephone cables and storage memory in the 

case of an electronic mail transmission. 

15 At the origination space 2, the original plaintext message 8 is received 

and encrypted according to the encrypt text/key relation 14, using a provided 

encrypt key 10, to creat~ a ciphertext message 16. The ciphertext message 
. . . 

16 is received at the destination space 4 via the commuhications channel 6. 

An authorized entity having a proper decrypt k~y 20 can then provide the 
. . 

20 decrypt key 20 to the destination space 4, where it is. applied to the ciphertext 

message 16 according to a decrypt text/key relation 22 to create a new 

plaintext message 24 which corresponds to the original plaintext message B. 

The origination space 2 and.the destination spaee 4 can be, for 

example, computers, or even the same oomputer. An exemplary computer 
. . . . . 

25 may have a certain amount of storage space in the form of memory for storing 

the text/key relation. A microprocessor or similar controller, along with a 

control structure and random access memory for storing original plaintext and 

keys provided by a user, can be included in each space and can perform the 

functions of the encryption/decryption engine. An input device 26, 28, such as 

30 a keyboard, floppy disk drive, CD-ROM drive, biometrics reader, or device for 

reading the modal functions of a visible light signal source, can also be 

provided for accepting the key and plaintext message from the origination 

user, and the key from the destination user. At the deStination space 4, an 
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output device 30, such as a monitor, disk drive, or audio speaker, may be also 

be provided to present the new plaintext message to the destination user. 

The text/key relation can be stored on a floppy disk or other permanent or 

temporary portable storage, rather than in hard storage in the computer, to 

5 allow different text/key relations to be applied by different users or in different 

situations. 

The text/key relation of the present invention is based upon the 

interlaced relationship of a set of a number N of permutations together with a 

number N+1 of additive transforma~ions. In cases when an input 

1 o communication is encrypted in blocks, the input plaintext message It, 

composed oft blocks, is encrypted according to the relation to produce the 

output ciphertext message Ot. The permutations, initial values of the additive 

transformations, and other parameters of the text/key relation are determined 

by the key. 

15 As shown in Fig. 2, mapping according to the text/key relation of the 

20 

invention creates an output symbol Ot from an input symbol It as follows: 

Dt= Ft(IJ = a.N(t) + 7tN(t'.XN-1(t) + 1tN-1[°'N-2(t) + ... + 7t2[a.1(t) + n1[lt + a.o(t))] 

... D.modW, 

where a.N, a.N-1, ... , a.1, ao are the N+1 additive transformations, 1tN, 7tN-

1 •... , 7t2, 7to are the N permutations and W represents the number of 

possibilities for each permutation. That is, the input symbol It is modulo-W 

added to ao(t), and the result is looked up in the permutation table 7t1. The 

25 output from the 1t1 look-up is modulo-Wadded to a.1(t), and so on. This 

mapping of the input symbol It at step t is used to generate the output symbol 

o,. 
The corresponding decrypt operation, Ft-1• requires that the input 

symbol It at step t be derived from the output symbol Ot. This is 

ao accomplished according to the following: 

It= F"1(0t) = 1t1 "1[1t£1[ns·1 •.. ['ltN-1.1[7tt[1[0r-aN(O)]-°'N-1(0)]- ... - a.s(O))-a.2(0)J­

a.1(0)]-a.o(O), mod W, 

11. 
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where nt1 is the inverse of the permutation 7tj. 

That is, CXN(O} is modulo-W subtracted from the output symbol Ot. and 

5 the result is looked up in the 7tN-
1 permutation table~ The result of the look-up, 

aN-1 (0), is modulo-W subtracted from this result and looked up in 'JtN.1-1, and so 

on. 

The permutations n1, n2, ••• , '1tN-1. 7tN are taken across the space 0-W, 

resulting in W! possibilities for 7t. For practical purpose5, a smaller number M 

1 o of the WI possible table$ for 7t can be made available to a user, and the 

smaller number N can be selected for the particular cryptoperiod, with the 

particular N tables determined based on information in the key. Once the N 

permutations are chosen, the starting points for fit"St applying each 

permutation are provided by information in the key'. 

15 The additive transformations ao. a1, ••. ; «N-1, «N are values which 

determine how the permutations will be stepped before the next permutation 

value Is looked up. The incrementing function provided by the additive 

transformations can be count dependent or value dependent. For example; a 

count dependent additive transformation could provide for incrementing the 

. 20 sequence of the following permutation table by one place every R times. 

through the encryption process, where R is preferably a large prime number. 

Another count dependent additive transformation could provide for 

incrementing the sequence of the following permutation table by one place 

every J times through the encryption process, where J is preferably a different 

25 large prime number. Still another count dependent additive transformation 

could provide for a hesitation, that is, incrementing the sequence of the 

following permutation table by one place every time through the encryption 

· process with the exception of every Ltimes through,. where L is preferably a 

different large prime number. A value dependent additive transformation can 

ao increment the sequence of the following permutation table_ according to the 

value of a previous output, for example, the output from the previous 

permutation table or a previous symbol. This value can be used not only to 
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determine whether the following sequence will be incremented, but also the 

extent to which it is incremented, 

As a non-limiting example, a.particular text/key relation having eight 

permutations and nine additive transformations will be described. The eight 

5 permutations, 11=n1,7t2, n3, 'Jt4, 1t5, 1t6, n1, 7ta, are performed; for example, on 

the symbols 0, 1, 2, 0, 255 of a 256 symbol block of the original plaintext 

message. In this example, the eight permutations are selected from a stored 

set of 25 pennutations and are determined by, for example; the first eight 

symbols in the cryptographic key. The nine additive transformations utilized 

1 o at step t of the relation are _designated A{t) = ao(t), a.1(t), a.2(t), a.a(t), <l4(t), 

as(t), aa(t), a.1(t), a.a(t). The initial value at t = 0, A(O), is determined by, for 

example, nine symbols in the cryptographic key. At the end of each 

application of the text/key relation in this example, the additive 

transformations, A(t), are modified deterministically, but the selected eight 

15 permutations remain· in place until the key is changed. The process for 

changing· A(t) varies for different modes of the text/key relation. 

An exemplary process for changing A(t) is described below as part of a 

block cipher mode. S(t) = S4(t), S3(t), S2(t), S1(t) represents a 4-symbol 

plaintext input at time t1 which is to be encrypted. The initial value of the 

20 plaintext at time i=O, S(O), is the 4 symbol input word 

I (O)= I 4(0), /3 (0), 12 (0), 11(0); i.e., 81(0)=~(0), j=1,0,4. 

25 For i=0,0.,15, (16 rounds of encryption are performed on each block of data in 

this example) S(t+1) may be computed, for example, from state S(t) as 

follows: 

$4(t+1 )=Ft(S1(t)), 

30 $3(t+1)=$4(t+1), 

S2(t+1)=Sa(t+1), 

S1(t+1 )=F1(S1(t))+S2(t) 

13 
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where Ft. is the t-th F function defined by II. A(t) = ao(t), a1(t); a2(t), as(t), 

«t(t), as(t), ae(t), a1(t), aa(t) and is generated as follows: 

Given II; A(O), and X(4), X(3), X(2), X(1), Which are used to generate 

A(t), t=1, 2, 3, ..• , 16, from the key, 36 4-syrnboloutput words of the block 

5 cipher are computed. During this entire process, the setting A(O) from the key 

is used in the text/key relation and does: not change. 

10 

This creates a total of 144 symbols which are then partitioned into 16 

9-symbol sequences A(1), 0, A(16), as follows: 

A(1)=the first nine output symbols 

. A(2)=the second nine output symbols 

0 
A(16)=the last nine output symbols 

15 This computation ofA(1), A(2)0.A(16) is preferably accomplished at 

. . the time the key is loaded~ This. is done to mak£t prpcessing of 

communications much faster and to minimize storage requirements. 

The ciphertext output at time t=16, 5(16), is the output 0(0), the block 

20 cipher transformation ofthe input word 1(0); that,is, 

S(16)=S4(16), ~(16), 82(16), 81(16)=0(0)=04{0), ~(O), Oa(O), 01(0) 

The sequences A(1), A(2), 0 , A(16) are the set of additives used to 

define the sixteen permutations to encrypt in the block cipher mode. To 

decrypt the output, the inverse permutations and the additives are used in 

25 reverse order, that is, A(16), A(15), 0, A(1). 

The security of the block cipher mode is based on the security of the 

text/key relation and the cryptanalytic resistant mixing properties of an 

iterated non-linear feedback function. The text/key relation is a symbol 

permutation consisting of the product of N randomly selected permutations 

30 which are selected from a set of M permutations which in tum are selected 

from the full set of WI permutations on W elements. The N permutations 

change according to a deterministic, but unknown, rule with each application 

of the function. Thus, even if the same symbol were presented to the text/key 

14 
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relation at two different rounds within the processing of a single block, the 

permutation applied to that symbol would be the same only with a probability 

of 1/W. This maximizes the uncertainty across the total number of rounds of 

the block cipher. 

s The use of the text/key relation in this system is particularly difficult to 

attack. The inputs have random components and are limited in length. The 

outputs are limited to a subset of bits from the resulting fixed-length output. 

Thus, one will not have matched input-output words, which are normally 

necessary to analyze a relation as complex as the cipher block of the present 

1 o invention. Further, because the key may be changed periodically, for 

example, every 30 minutes or so, the number of inputs processed by using a 

single key is limited. · Thus, the incomplete nature of the observable functional 

relationship coupled with the relatively small number of functional values 

make cryptanalysis of the block cipher of the present invention very difficult. 

15 The number of rounds (for example, 16) of processing in the block 

cipher mode can be chosen to maximize the non-linear mixing of the contents 

of the register. This ensures that the data in each of the registers·are 

processed according to the text/key relation a large number of times. For 

example, the symbol initially in stage 1 is manipulated according to the 

20 text/key relation in every one of the 16 rounds of processing, while the s.ymbol 

initially in stage 4 of the register and last to be processed according to the 

text/key relation is manipulated 12 times. Thus, the contents ofeach stage of 

the block cipher register is a highly nested, non-linear function relating output 

to input. 

25 The configuration of the feedback results in at least two beneficial 

effects. Firstly, the linear element reduces any non-randomness which might 

be present. Secondly, the location of the feedback quickly introduces 

differences into the non-linear shift register and keeps them there once they 

appear, with a probability equal to what one expects at random. As soon as a 

30 different symbol is presented for processing in stage 1, the text/key relation 

places a difference in stage 4 of the register at the next step with certainty and 

also probabilistically puts a difference in stage 1 of the register. Thus, a 

single difference in stage 1 of the register has the effect of multiplying itself 

15 
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with high probability at the next step of block cipher processing. With 

addition, there. is always the possibility of cancellation, but in the selected 

block cipher configuration, the probability of this happening is no better than 

random. Consider an initial configuration of the register of the form OSSS, 

5 that is, two different times in which the initial states of stage 4 of the register 

contains symbols which are different while ·the other three stages of the 

register contain the same contents. This configuration has the maximum 

delay before the text/key relation is applied. Then, since each step of the 

text/key relation is a permutation, at step 6 of the block cipher processing, the 

10 contents·of the register is·DDDD with probability p=1. At step 10 of the 

process, the contents of the register is SSSS with probat>ility of only (1/2)32
, 

which is what one would expect at random. However, there are still 6 steps to 

go at that point before an c;>utput is produced. Any other initial input 

configuration will introduce differenc;es even earlier in the process. Thus, this 

1 s design is robust .against differential• cryptanalysis techniques. 

ff, for example, there are a total of W=2561 permutations of256 · 

elements from which the M=25 basic permutations of the system are selected,. 

the number of sets of 25 basic permutations is approximately w25/M!, which is 

enormous. However, even if we consider the set of permutations to be 

20 knawn, the number of keys is still very large. If 8 permutations are selected 

from the 25 permutations with replacement, the number of possible sets of 

permutations is approximately 258=1O11
• Now the 16 linear additives 

necessary for the block cipher are generated by the block cipher operating on 

an unknown 32-bit initial state of the register with a fixed unknown additive 

25 defined by a 72-bit sequence. This provides an additional 2104=1031 

possibilities. The total key space for a known set of 25 permutations is on the 

order of 1042• This is a key space that is sufficiently large to preclude 

exhaustive key search W$11 into the next century and also to resist other 

shortcut cryptanalytic attacks should they exist 

30 In addition to the selection of the ba~e set of permutations on 256 

elements from which the key variable is chosen, there are a number of 

variants of the block cipher which provide for uniquene$s for authentication 

purposes. Each of these variants has both a performance impact and a 
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security impact .. For example, the length of the non-linear register can be 

changed to accommodate longer or shorter challenges. The non-linear 

feedback to the register can be changed or the number of rounds of 

incrementing of the register can be changed to obtain variability. The 

s techniques for generating the set of additives during block cipher processing 

can be changed so that they are unrelated to the block cipher mode itself. 

To give an idea of the strength of the block cipher mode of the text/key 

relation of the present invention, three of the most popular attack methods 

found in the worldis cryptanalytic literature will be discussed. These methods 

10 are: key exhaustion or trial and error attack, differential cryptanalysis, and 

algebraic attack. 

A key exhaustion attack is a brute force method in which every 

possible combination of bits is generated as a potential key and is applied to 

the system in an attempt to fortuitously produce the valid key. There are 25 x 

15 24 x 23 x 22 x 21x20x19x18 = 43,609,104,000 = 1010
·
64 possible choices 

for the eight permutations 7t1, 7t2, 7t3, 7t4, 7t5, 'It&. 7t7, 7te, and there are 2569 = 

1021
•
67 possible choices for the nine symbols A(O) for the initial additive 

transformation. Finally, there are 2564 = 109
•
63 possible choices for the initial 

key fill, X(1 ), X(2), X{3), X(4) used to develop the A(t), t=1, 2, 3 •.... , 16; 

20 Thus, the key diversity, or the cardinality of the key space, is 1010
·64 + 

21 
•
67 + 9·

63 = 1041
·
94

• If one were to try all possible keys in some kind of trial­

and-error attack, he or she would expect, on average, to find the correct key 

half-way through the process, or after about 1041
·
64 trials. Such an attack 

would be impractical and, using current technology, could not be completed in 

25 one century. If the key is defined as valid for only a fixed amount oftime, 30 

minutes for example, a key exhaustion attack is very unlikely to succeed. 

Probably the most popular short-cut cryptanalytic attack today is 

differential cryptanalysis. The basic idea behind the attack is to compare the 

encrypted versions of two (or more) input words that have very few 

ao differences under the assumption that the differences in the output may 

depend on some subset of the key or perhaps a related key with smaller 

diversity. 

The following best case scenario can be envisioned for the attacker: 

17 

111 



6 

10 

W000/02340 PCT/US98113626 

1. Select pairs of the 32-bit input words which have only a single 

bit difference. 

2. For each ofthe 16 steps in the block cipher, compare the results 

after each step. 

3. · · Look for relationships between these differences and particular 

choices for the 21 symbols of the key. 

Through the first eight steps, deterministic differences can be observed 

that might be related to key choices. However, after nine of the 16 steps, the 

difference pattern cannot be distinguished from a random selection of the 232 

possible difference patterns. After this ninth step, the algorithm has seven . 

15 more steps before the output is generated so that a cryptanalyst can use the 

results in any testing .. Those seven steps further randomize the difference 

patterns. It is therefore very unlikely ~hat this type of attack would succeed. 

The result would not be any better for an algebraic attack. If the 

permutations are written in the form of permutation matrices, the results are o, 
20 1 matrices with exactly one value in ea<?h r~w and column. In the algebraic 

representation of the text/key relation of the present invention, these matrices 

are multiplied together in various combinations with the additive 

transformations. The result is that the.algebraic expr~ssion for a single 

input/output mapping is an 8-th degree polynomial. For the block cipher 

25 mode, the algebraic expression for the output in terms of the input has a 

higher degree and is much more complex. Even if someone could find a .way 

to solve systems of high degree polynomials, the equations for the block 

cipher mode.would not be solvable in practice. 

One practical application for a cryptographic system of the present 

30 invention is an Identification Friend or Foe (IFF) system. In such a system, a 

target is identified and interrogated with an encrypted interrogation signal. If 

the target is friendly, it will be equipped with a transponder that is able to 

decrypt the interrogation, read information included in the interrogation, and, 
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based on the information, generate an encrypted reply for transmission to the 

interrogator. If the interrogator receives a proper reply during a proper 

response window, the reply is evaluated as valid and the target is identified as 

a friendly target. If a valid reply is not received, the target is treated as an 

5 enemy. 

Because encrypted signals are transmitted between the interrogator 

and the transponder, each must have a valid key, or a valid set of keys if the 

keys are to be changed periodically. In the following example, valid keys are 

replaced every 30 minutes for security reasons. Thus, each interrogator and 

10 transponder must be loaded, or filled, with 48 keys for each daily mission. 

Each of the 48 keys that are entered daily in the IFF equipment is 21 symbols, 

K1. K2. ~.O K21, and these are used in this example as follows: 

15 Ks. K10, K11. K12, K13. K14. K1s. K1s. K11 = ao(t), a.1(t), a.2(t), a3{t), 04(t), a.s(t), 

as{t), a.1(t), a.a(t) 

K1a. K19. ~o. K21 :i::' X(1), X(2), X(3), X(4) 

When each of the keys is loaded into the equipment, 144 additional 

20 symbols A(1), A(2), ... , A(16) are computed to make the processing of IFF 

challenges/replies much faster and these are appended to the 21 key symbols 

for a total of 165 symbols, K1. ~. ~.0 K1es. The storage requirement for the 

48 keys per day is thus 48 x 165 = 7920 symbols, or about SK symbols. · 

As described above, a preferred key for use in conjunction with the 

25 cryptographic system of the invention has three parts: 

1. Eight symbols which are randomly selected from among the 

integers 10.25. 

2. Nine random symbols. 

30 3. Four random symbols. 

Except for the requirement that the first eight symbols are random 

numbers in the range 1 to 25, there are no restrictions placed on the 
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generation of the key. 1:1owever, the key generation process must be call!fully 

checked to ensure that i' has not developed any faults or non-random 

properties. Any good l<nQWn randomizer is adequate :for this purpose. 

Once the keys a,. generated, they may be encrypted for transmission.. 

5 It is preferable that they be grouped, with each group containing a one month 

supply of 31 x 48 = 1488:keys. 

Each monthly groµp of keys may be encrypted by the block cipher as 

described above, using a JKey Encrypting Keyt (KEK) that is manually 

distributed on a periodic basis having a frequency such .that the physical 

1 o security is adequate to support a set cryptoperiod, one year for example, for 

the KEK. 

Other guidelines are appropriate for managing keys in operational IFF 

equipment. For example, only two-days worth of keys, namely, todayis and 

tomorrowis keys, shoulc;f .be stored in this equipment, .assuming that the IFF 

15 equipment returns to a. main base within every two~ay period. If that is not 

the case, this guideline could be relaxed to replace two days with the 

maximum time the equipment is away from base. Similar security 

considerations should be addressed in other applications of the system of the· 

invention. 

20 The invention. has been described using exemplary and preferred ,. 

embodiments. However, the scope of the present invention is not limited to 

these particular disclo~ embodiments. To the con~ry. the present 

invention is contemplated to encompass various modifications and similar 

arrangements The scope of the cla.ims, therefore, should be accorded the 

25 broadest interpretation ~. as to include all such modifications and similar 

arrangements. For example, an exemplary block cipher mode of the present 

invention has been described in detail. However, it is apparent to those of 

ordinary skill in the art that the method and apparatus described herein may 

easily be applied to a plaintext message received and processed as a stream, 

ao rather than in blocks, without departing from the spirit and scope of the 

present invention. 
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What is claimed is: 

1. A communication system, comprising: 

a) an origination space; 

b) a communications channel; and 

5 c} a destination space associated with the origination space via the 

10 

15 

communications channel; 

d) wherein the origination space includes: 

1) an encryption engine for generating an output symbol Ot 

based on an input symbol ~; and 

2) means for receiving an encrypt key, an encrypt text/key 

relation, and the input symbol; 

e) wherein the destination space includes: 

1) a decryption engine for generating a decrypted symbol l't 

based on the output symbol received from the origination 

space via the communications channel; and 

2) means for receiving a decrypt key and a decrypt text/key 

relation; 

f) wherein the encrypt text/key relation. controls. the encryption 

engine such that Ot= CXN(t) + TtN[cttM(t) + 1tN-1[CXN-2(t) + ... + n2[a.1(t) 

20 + n1[lt + cxo(t)]] ... )], mod W, where a.N, aN-1, ... , a.1, ao are N+1 

additive transformations defined by the encrypt key, where 'ltN, TtN-

1, ... , 1t2, 1to are N permutations defined by the encrypt key, and 

where W represents the number of possibilities for each · 

permutation defined by the encrypt key; and 

25 g) wherein the decrypt text/key relation controls the decryption 

30 

engine such that l't =n1 "
1[7t£1

(7t3-
1 

••• [7tN-1-
1

[1tN-
1[0r«'N(t)]-a'N-1(t)]- . 

. . - a.13(t}]- a.'2(t)]-a.'1(t)]-a.'o(t), mod W, where 'Jti-1 is defined by 

the decrypt key as the inverse of the permutation 1ti. where a.' N. 

a.'N-1 •... , a.'1, a.'o are N+1 additive transformations defined by the 

decrypt key, and where W represents the number of possibilities 

for each inverse permutation defined by the decrypt key. 
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2. The communication system of claim 1, wherein tt:ae encryption 

engine further includes W look-up tables for storing each of the possible W 

sets of permutations. 

5 3. The communication system of claim 1, wherein the encryption 

engine further includes M<W look-up tables for storing M available sets of the 

possible W sets of permutations. 

4. The communication system of claim 1, wherein the encryption 

10 engine further includes N<M<W look-up tables for storing N sets of 

permutations preselected from M available sets of the possible W sets of 

permutations. 

5. The communication system of claim 1, wherein a(t) is a step 

15 function. 

20 

6. The communication system of claim 5, wherein ax(t), X={O, 1, 2, . 

. . , N-1, N}, increments the sequence ohrx for each value thatt equals an 

integer multiple of R, where R is a prime number. 

7. The communication system of claim 5, wherein ax(t), X={O, 1, 2, . 

. . , N-1, N}, decrements the sequence of trxfor each value that t equals an 

integer multiple of R, where R is a prime number.· 

25 8. The communication system of claim 5, wherein ax(t), X={O, 1, 2, . 

. . , N-1, N}, increments the sequence of trx for each value oft except when t 

equals an integer multiple of R, where R is a prime number. 

9. The communication system of claim 5, wherein ax(t), X={O, 1, 2, . 

ao .. , N-1, N}, decrements the sequence ofnxforeach value oft except when t 

equals an integer multiple of R, where R is a prime number. 
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10. The communication system of claim 1, wherein l't corresponds to 

11. A communication system, comprising: 

5 a) an origination space; 

b) a communications channel; and 

c) a destination space associated with the origination space via the 

communications channel; 

d) wherein the origination space includes: 

10 1) means for receiving an input symbol It, an encrypt key, and 

an encrypt text/key relation; and 

15 

2) an encryption· engine, controllable by the encrypt text/key 

relation for generating an output symbol Ot based on the 

input symbol, such that Ot = «N{t) + 1tN[«N-1{t) + 1tN-1[aN-2(t) + . 

. . + -n:2[«1(t) + -n:1[1t + ao(t)Il ... ]],mod W, where <XN, <XN-1 •... , 

a.1, ao are N+1 additive transformations defined by the 

encrypt key, where 1tN, 'JtN-1 •••• , -n:2, no are N permutations 

defined by the encrypt key, and where W represents the 

number of possibilities for each permutation defined by the 

20 encrypt key; and 

e) wherein the destination space includes: 

1) means for receiving a decrypt key and a decrypt text/key 

relation; and 

2) a decryption engine, controllable for generating a decrypted 

25 symbol l't based on the output symbol received from the 

origination space via the communications channel, such that 

l't =n1 "1[n£1(-n:3"1 ... [1tN-1"1(1tN-1 [0t-«'N(t)~a'N-1(t)]- ... - a'3(t)]-

30 

a'2(t)]- a'1(t))-a'o(t), mod W, where nt1 is defined by the 

decrypt key as the inverse of the permutation 'Jti, where cx.'N, 

a'N-1 •... , a'1, a'o are N+1 additive transformations defined 

by the decrypt key, and where W represents the number of 

possibilities for each inverse permutation defined by the 

decrypt key. 
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12. The communication system of claim 11, wherein the encryption 

engine further includes W look-up tables for storing each of the possible W 

sets of permutations. 

13. The communication system of claim 11, wherein the encryption 

engine further includes M<W look-up tables for storing M available sets of the 

possible W sets of permutations. 

10 14. The communication system of claim 11, wherein the encryption 

engine further includes N<M<W look-up tables for storing N sets of 

permutations preselected from M available sets of the possible W sets of 

permutations. 

15 15. The communication system of claim 11, wherein a(t) is a step 

function. 

16. The communication system of claim 15, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, increments the sequence of 1Tx for each value that t equals an 

20 integer multiple of R, where R is a prime number .. 

25 

17. The com~unication system of claim 15, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of nx for each value that t equals 

an integer multiple of R, where R is a prime number. 

18. The communication system of claim 15, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, increments the sequence of 1Tx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. 

ao 19. The communication system of claim 15, wherein ax(t), X={O, 1, 

2, ... , N-.1, N},decrements the sequence of 1Tx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. 
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20. The communication system of claim 11, wherein l't corresponds to 

It. 

21. A communication system, comprising: 

5 a) a first computer; 

10 

b) a communications channel; and 

c) a second computer coupled with the first computer via the 

communications channel; 

d) wherein the first computer. includes: 

1) a symbol input port for receiving an input symbol It; 

2) an encrypt key input port for receiving an encrypt key; 

3) a first memory, for storing an encrypt text/key relation; and 

4) a first microprocessor for generating an output symbol Ot 

based on the input symbol, controll~d by the encrypt text/key 

15 relation such that Ot= «N(t) + 7tN[«N-1(t) + 7tN-1[«N-2(t) + ... + 

7t2[«1(t) + 7t1[lt + a.o(t)Il ... ]], mod W, where «N. «N-1 •... , «1, 

ao are N+1 additive transformations defined by the encrypt 

key, where 7tN, 7tN-1r ... , 7t2, 7to are N permutations defined 

by the encrypt key, and where W represents the number of 

20 

25 

30 

possibilities for each permutation defined by the encrypt key; 

and 

e) wherein the second computer includes: 

1) a decrypt key input port for receiving a decrypt key;· 

2) a second memory, for storing a decrypt text/key relation; and 

3) a second microprocessor for generating a decrypted symbol 

l't based on the output symbol received from the origination 

space via the communications channel, controlled by the 

decrypt text/key relation such that l't =n1 "
1[n£1[ni1 

••• [nN-1-

1[7tN-1 [Or-a.'N(t)]-a.'N-1(t)J- ... - a.'3(t)]-a.'2(t)]-a'1(t)]-a.'o(t), mod 

W, where ni1 is defined by the decrypt key as the inverse of 

the permutation 1tj, where a'N, a'N-1 •... , a'1, a.'o are N+1 

additive transformations defined by the decrypt key, and 

25 
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where W represents the number of possibilities for each 

inverse permutation defined by the decrypt key. 

22. The communication system of claim 21, wherein the first computer 

5 further includes W look-up tables for storing each of the possible W sets of 

permutations. 

23. The communication system of claim 21, wherein the first computer 

further includes M<W look-up tables for storing M available sets of the 

10 possible W. sets of permutations. 

15 

24; The communication. system of claim 21, wherein the first computer 

further includes N<M<W look-up tables for storing N sets of permutations 

preselected from M available sets of the possible W sets of permutations. 

25. The communication system of claim 21, wherein a(t) is a step 

function. 

26. The communication system of claim 25, wherein ax(t), X={O, 1, 

20 2, ... , N-1, N}, increments the·sequence of 1Tx for each value that t equals an 

integer multiple of R, where R is a prime number. 

27. The communication system of claim 25, wherein ax(t), X={O, 1, 

2, ... , N.., 1, N}, decrements the sequence of 1Tx for each value that t equals 

25 • an integer multiple of R, where R is a prime number. 

30 

28. The communication system ofclaim 25, wherein a.x(t), X={O, 1, 

2, ... , N-1, N}, increments the sequence of 1Tx for each value Oft except 

when t equals an integer multiple of R, where R is a prime number. 

29. The communication system of claim 25, wherein a.x(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of nx for each value Oft except 

when t equals an integer multiple of R, where R is a prime number. 

26 



W000/02340 

\ \11\11\ \\\I\\ Ill\\ \\1\1 \\ \11\ 
, .. * C L .. M S 

PCT/US!Ml/13626 

30. The communication system of claim 21, wherein l't corresponds to 

5 31. A process for communication between an origination space and a 

10 

destination space, comprising: 

a) receiving an input symbol It at the origination space; 

b) generating an output symbol Ot based on the input symbol, such 

that Ot= a.N(t) + 7tN[~-1(t) + 7tN-1(«N-2(t) + ... + 7t2[a.1(t) + 1t1[lt + 

ao(t)]] ..• }], mod W, where a.N, «N-1 •••• , a.1, ao are N+1 

predetennined additive transformations, where JtN, 1tN-1 •..• , 1t2, ?to 

are N predetermined permutations, and where W represents the 

number of possibilities for each permutation; 

c) receiving the output symbol at the destination space; and 

15 d) generating a decrypted symbol l't based on the received output 

20 

symbol, such that l't =1t1-1[xi1[1t3·1 
..• [1tN-1-1[1tN-1 [Or-a'N(t)]-a'N-1(t)J­

... -a'3(t)]-a.'2(t))-a.'1(t)]-a'o(t), mod W, where 7ti-
1 is an inverse of 

the predetermined permutation 11:1, where a'N, a.'N-1 •... , a.'1, a'o 

are N+1 predetermined additive transformations, and where W 

represents the number of possibilities for each inverse 

permutation. 

32. The process of claim 31, further including retrieving the possible 

W sets of permutations from W look-up tables, prior to generating the output 

25 symbol. 

30 

33. The process of claim 31, further including retrie\ling M available 

sets of the possible W sets of permutations from M<W look-up tables, prior to 

generating the output symbol. 

34. The process of claim 31, further including retrieving N sets of 

permutations preselected from M available sets of the possible W sets of 

27 
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permutations from N<M<W look-up tables, prior to generating the output 

symbol. 

35. The process of claim 31, wherein a(t) is a step function. 

36. The process of claim 35, further including using ax(t), X={O, 1, 2, . 

. . , N-1, N}, to increment the sequence of n-x for each value that t equals an 

integer multiple of R, where R is a prime number. 

10 37. The process of claim 35, further including using ax(t), X={O, 1, 2, . 

. . , N-1, N}, to decrement the sequence of 1Tx for each value that t equals an 

integer multiple of R, where R is a prime number. 

38. · The process of claim 35, further including using a.x(t), X={O, 1, 2, . 

15 .. , N-1, N}, to increment the sequence of nx for each value oft except when t 

equals an integer multiple of R, where R is a prime number. 

39. The pro·cess of claim 35, further including using a.x(t), X={O, 1, 2, . · 

.. , N-1, N}, to decrement the sequence of nx for each value oft except when 

20 t equals an integer multiple of R, where R is a prime number. 

40. The process of claim 31, wherein l't corresponds to It. 

41. A storage medium, comprising: 

25 interface means, and 

30 

means for controlling a microprocessor, via the interface means, to 

produce an output symbol 01, such that Ot = <XN(t) + 1tN[<XN-1(t) + 

1tN-1[a.N-2(t) + ... + 11:2[a.1(t) + 'Jt1[lt + ao(t)]] ... ]], mod W, 

where 11 is an input symbol, a.N, «N-1 •••• , a.1, a.o are N+1 additive. 

transformations defined by a key, 1tN. ?tN-1, .•. , n2, 11:0 are N 

permutations defined by the key, and W represents the number of 

possibilities for each permutation defined by the key. 
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42. The storage medium of claim 41, wherein a(t) is a step function. 

43. The storage medium of claim 42, wherein a.x(t), X={O, 1, 2, ..• , 

N-1, N}, increments the sequence of lTx for each value that t equals an integer 

5 multiple of R, where R is a prime number. 

10 

44. The communication system of claim 42, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of rrx for each value that t equals 

an integer multiple of R, where R is a prime number. 

45. The communication system of claim 42, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, increments the sequence of rrx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. 

15 46. The communication system of claim 42, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of 1Tx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. 

47. A storage medium, comprising: 

20 interface means, and 

25 

means for controlling a microprocessor, via the interface means, to 

produce a generated symbol l't, such that l't =n1-1[n£1[n3·1 ... [nN-1-

1 [nN-1[0r-«N(t)]-aN-1(t)]- ... - a3(t)]-a2(t)]-a1(t)]-ao(t), mod W, 

where Ot is a received symbol, ClN, ClN-1 •••• , a1, ao are N+1 additive 

tra sfi ti defi ed b L.. ·1 -1 ·1 -1 -1 n orma ons m ya r..ey, 7t1 , 7t2 , 7t3 ••• , '1tN-1 , 7tN are 

N inverse permutations defined by the key, and W represents the 

number of possibilities for each inverse permutation defined by 

the key. 

30 48. The storage medium of claim 47, wherein a(t) is a step function. 
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49. The storage medium of claim 48, wherein ax(t), X={O, 1, 2, ... , 

N-1, N}. increments the sequence of 1Tx for each value that t equals an integer 

multiple of R, where R is a prime number. 

5 50. The communication system of claim 48, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of rrx for each value that t equals 

an integer multiple of R, where R is a prime number. 

51. The communication system of claim 48, wherein ax(t), X={O, 1, 

1 o 2, ..• , N-1, N}, increments the sequence of rrx for each value oft except 

when t equals an integer multiple of R, where R is a prime number. 

52. The communication system of claim 48, wherein ax(t), X={O, 1, 

2, ... , N-1, N}, decrements the sequence of lTx for each value oft except 

1 s when t equals an integer multiple of R, where R is a prime number. 
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