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relates to a process of customising intellectual property products with
individual authorised user, and to individual predetermined means of using
15  or recsiving such products or to both the user and the means at the point of
sellrng or distributing such products or installing such products onto said

means.

20 ° BACKGROUND OF THE INVENTION

Intellectual property products for mass market are generally recorded on
portable storage media for distribution to users in the form of computer
software stored in diskette or optical disc or even integrated circuit board,
25 audio and video signal recorded in cassette or optical disk etc. Some of such
products are also distributed through mass distribution channel means to the
users e.g. software distributed through Intemet, audio and video products

broadcasted to receivers etc.



porfable storage nedia for distribution to users in the formof conputer
sof tware stored in diskette or optical disc or even integrated circuit

boagd, 25 audi o and vi deo signal recorded in cassette or optical
di sk etc. Sone of such products ape al so distributed through
mass di stribution channel neans to the users e.g. software

di stributed thr%g@c\)@f) @?g’iesafj dete?npgra\ébdgro uﬁgﬁ%%éd use of such products

broadcasted to

2 Pr ot ecljsdap ERaEP B iHESRlonRince Ghddha ragéntya?éqjé gfhéﬂﬁr%eofegﬁwﬁ&e

product s usual'ly cause users | nconveni enc I Scoura

ot herw se | egi t ipuéitasers. AsPHr fdXfterswnelé andepdecens\Amrmtémdtumo roprty of
intellectual property products either risk piracy by foregoing any

form of copy pr @redudtseitoer nisk pirany bysforégoingany éorbrust cmspmtetatoe\gqr rflyaon
product obsol escence and | egal cost remedi es approach Pri or
art method of pl@WeBtiehgbysiness «dtatrgy, plash drequa ebsriescancemanidr Jegal ogost
unaut hori sed use_i ngl ude software approach or conbi nation of software 10
approach with hé?'a\ﬁglf'é PRQEE/N. The software approach ranges from using
password to adopting proprietary encryption and decryption techniques.
Avai |l abl e are other techniques such as restrictive duplication procedures

e onch BT 5T LN 8 proteting fefiat rocehy oS ore ey o
unauthorised use include software approach or combination of software

10 approach with hardware solution. The software approach ranges from using

password to adopting proprietary encryption and decryption techniques.

Available are other techniques such as restrictive duplication procedures and

public-key encryption.

15 Techniques of combining software approach with hardware solution are well
illustrated by U.S. Patent N0.4,453,074 issued to Weinstein which teaches
the use of an encrypted password referenced to the personal characteristics
of a "smart-card" possessor. The password is encrypted with a non-secret
reference text and stored on the smart-card. When the smart-card possessor

20 presents the smart-card and enters the password on a terminal for accessing
a system, the terminal decrypts the embedded password to match with the
entered password for allowing the card possessor to gain access to the
system while the non-secret reference text is available to the system for
identifying the smant-card possessor. Another prior art disclosed by U.S.

25 Patent No0.5,343,524 uses a hardware security device within a
microprocessor for interacting with a host computer such that protected

software may not be operated unless the security device is in place.
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diskette making it impractical for mass market because the vendors of
products at the time of placing said products on diskettes do not know details

15 of user and his computer.

In general, prior art methods of preventing unauthorised access to computer
software distributed to predetermined users do not address unauthorized
access after such software are recorded on portable media or after such
20 software are installed onto means of using such software. Moreover, others
suggest adding hardware devices to computer system to protect computer
software; this approach is not suitable for mass market as these devices are
dedicated to individual intellectual property product and are vulnerable to
duplication and end users are required to be skilled in the art to some extent.
25 None of the prior art solves the problem of controlliing use of intellectual
property products stored on portable media and distributed in mass market as
owners and producers of such products do not know the users and means of
using such products before and after creating such products on portable

media for distribution in mass market.
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10 data storage means.

The present invention has yet another objective of providing a method and
system universally applicable to minimise unauthorized use or receipt of
intellectual property products transmitted through mass distribution channel

15 means like cable or wireless transmission channel.

SUMMARY OF THE INVENTION

20 The present invention is a method and system universally applicable to
minimise unauthorized use of intellectual property products distributed to
mass market. Identification codes (ID) are assigned to individual intellectual
property product and the means of using such product (User Means). Process
to minimise unauthorized use of such product includes: firstly, means of

25 selling or distributing such product (Dealer Means) to generate check code
from 1D of such product stored in said Dealer Means and user supplied ID of
User Means. Secondly, Dealer Means supplies such check code to such
product placed in said User Means to execute check code authentication by

verifying such check code with the code generated from ID of such product
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data and modalities required to execute such check code generation and
10 check code authentication processes into at least one tamper-proof data

storage device.

BRIEF DESCRIPTION OF THE DRAWING

15
FIGURE 1 illustrates data communication between Dealer Means and User
Means for verification of user identity in executing electronic commerce

through mass distribution channel means.

20 FIGURE 1A illustrates the details of User Means generating transaction code

for executing electronic commerce through mass distribution channet means.

FIGURE 1B illustrates the details of Dealer Means authenticating transaction
code for executing electronic commerce through mass distribution channel

25 means.

FIGURE 2 illustrates the operation of Dealer Means generating LicenCODE
to make individual intellectual property product dedicated to individual User

Means of using such product and such User Means executing LicenCODE



5 ¢ and I D of said User Means before all ow ng use of such product on

sai'd User Means to proceed. Alternatively, such check code is
generated by User Means from | D of said User Means and ID of such
prdduct supplied by i ndi vi dual portabl egtanper-proof data storage

device e.g. plastic card 5 enbedded with magnetic storage strip or

Integrated circuit, such data siar deyi ' ISt R D d
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User Means generating transaction code for executing electronic
commer ce through mass distribution channel neans.

FIGURE 3 illustrates User Means in operation of making the fixed tamper-
proof data storage device UMIDmeans and the portable tamper-proof data
storage device UMIDcard uniquely dedicated to each other as a Match-pair.
10

FIGURE 3A illustrates the operation of confirming Match-pair condition or
unique dedication relationship between fixed tamper-proof data storage
device UMIDmeans and portable tamper-proof data storage device
UMIDcard in order to enable subsequent installation and application

15 operations of intellectual property products.

FIGURE 4 illustrates the operation of preparing intellectual property product
for limited use on User Means after receiving such product through mass
distribution channel means, wherein creation of usage control counter for
20 such product in the portable tamper-proof data storage device UMiDcard

being described.

FIGURE 4A illustrates the process of controlled usage of installed product on
user means where usage control counter having various values in portable
25 tamper-proof data storage device UMIDcard achieves the desired usage

control of intellectual property product on User Means.

FIGURE 5 illustrates subsequent to operation in FIGURE 4 the operation of

preparing intellectual property product for unlimited use by having Product



FIGURE 1 B illustrates the details of Dealer Means authenticating

transaction code for executing electronic comerce through mass

di stribution channel 25 neans. FIGURE 2 illustrates the operation
of Deal er Means generating Li cenCODE t oz make i ndividual intellectual
property product dedicated to individual User Means of using such

product and such User Means, execut i - Li "
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operation of making the fixed tanper- proof data storage device
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installation of such product onto other User Means.

FIGURE 8A illustrates subsequent to operation in FIGURE 6 the operation of

10 installing product onto any User Means.

FIGURE 7 illustrates User Means in operation of creating new fixed tamper-
proof data storage device UMIDmeans by duplicating necessary data from
the existing portable tamper-proof data storage device UMIDcard to form a

15 new Match-pair for the User Means.

FIGURE 7A illustrates User Means in operation of creating new portabie
tamper-proof data storage device UMiDcard by duplicating necessary data
from the existing fixed tamper-proof data storage device UMiDmeans to form

20 a new Match-pair for the User Means.

FIGURE 7B illustrates User Means in operation of using Product tamper-
proof data storage device ProdCard of intellectual property product to enable
use of such product on the User Means after creating new fixed tamper-proof

25 data storage device UMIDmeans for such User Means.

FIGURE 7C illustrates User Means in operation of re-enabling limited use of

intelligent property product by restoring original value at ProdCPd-limited in



devi ce UM Dneans and portabl e tanper-proof data storage device

UM Dcard in order to enable subsequent installation and application 15
operations of intellectual property products. FIGURE 4 illustrates
the operation of preparing intellectual proggrty product for limted
use on User Means after receiving such product through nass

di stribution channel neans, ecei n greatiagon of I r
ﬁo such productS3ge ?%r%ﬁf’?'\é%fiort e‘?’?EP@dP Wf%?%iﬂﬁggéﬁﬁgsggg%ﬁrfégrd
ei ng described,. RE 4A illustrates the process of controlled
usage of instal F%‘ﬂc%r'“’%l!t?étla%n user neans where usage control counter
havi ng various values in portable 25 tanper-proof data storage device

UM Dcard achi eves the desired usage control of intellectual property
product on User FNGRE. 8 illustratesriataREanipulationt oparation ietwepre kiser dleansrand on

in FIGURE 4 the operation of reparing intellectual propert [ oduct
for unlinitdd ubealey Meansmef qxe@utj@gl; pa{/)-per-u%e transaction throu m%ss cﬁst%utqon

7 t anper - proof data storage device ProdCard to create unlinmted use
val ue for clanne! meansdoer Hﬁ%ﬁg%ﬁ‘t prpgf%ﬁrﬁ’&guct in portable
t anper - proof data storage devi ce UM Dcar d.
FIGURE 8A illustrates the operation of creating usage control counter in
portable tamper-proof data storage device UMIDcard to enable limited use of

10 intelligent property product under pay-per-use condition.

FIGURE 9 illustrates the operation of creating usage control counter in
portable tamper-proof data storage device UMIDcard to enable limited use of
intelligent property product under free product evaluation condition.
15

FIGURE 10 illustrates Dealer Means in operation of generating LicenCODE
for intelligent property product e.g. hardware, audio product and video
product etc. in portable tamper-proof data storage device UMiIDcard and User
Means in operation of executing LicenCODE authentication to enable use of

20 such product.

FIGURE 11 illustrates the Dealer Means in operation of generating
LicenCODE for broadcasted intelligent property product in portable tamper-
proof data storage device UMIDcard and User Means in operation of
25 executing LicenCODE authentication to enable receipt of such product

broadcasted through mass distribution channel means.



5 “FIGURE 6 illustrates User Means in operation of disabling use of

I ntell ectual property product on the existing User Means in order to
enabl e subsequent i nstallation of such product onto other User Means.
FI GURE 6A illustrates subsequent to operatiog in FIGURE 6 the operation of
10 installing product onto any User Means. FIGURE 7 illustrates
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UM Dcard by duplicating necessary data fromthe existing fixed
t anper - proof data storage device UM Dnmeans to form20 a new Match-pair for
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FIGURE 12B illustrates Central Means in operation of authenticating

10 transaction code for granting User Means the access right.

DETAILED DESCRIPTION OF THE INVENTION

15 The present invention describes a method and system universally applicable
to minimise unauthorized use of intellectual property products (hereinafter
called "Product) presented as tangible hardware or intangible signals or
intangible signals recorded on any data or signal storage means like
magnetic storage means, optical storage means, integrated circuit storage

20 means or the like (hereinafter collectively called "Medium®) for distribution
through mass distribution channel means to users in mass market. Such
mass distribution channel means comprises a combination of at least the
telecommunication networks, intemet, commercial sales outlets, wireless
broadcasting networks for audio and video signal, transportation means,

25 hand delivery or the like (hereinafter collectively called “Channel”). Usually,
though not necessarily, said signals take the form of electrical, optical,
magnetic or electromagnetic data capable of being stored, transferred,

transformed, duplicated, combined, split, and otherwise manipulated.



8 - usage control counter for such product in portable tanper-proof

data storage devi ce UM Dcar d. FIGURE 8 illustrates data

mani pul ation operation between User Means and 5 Dealer Means of executing
pay- per-use transaction through mass distrilygti on channel neans for
intelligent property product. FIGURE 8A illustrates the operation of
creating usage | portabl e tanper-proof data storage
devi ce UM Dcar dﬁ%g&titﬁisﬁgﬂkfrﬁ%p%@hﬂge of 10 intel Irr}:)gen![o property produgt
under pay-per-use condition. FIGURE 9 illustrates the operation of
creating usage control counter in portabl e tanper-proof data storage
devi ce UM Dcar dThe dewiibé Hesériptidnusithofrespect tontehtroliegt use operRrpdpetodsict
under free product evaluation condition. 15 FIGURE 10 illustrates

Deal er Means i nprgsentad partially gertermas ioh@lgaritemGami symbolic geprasestatiogenpon
property product e.g. hardware, audi o product and, vi deo roquct et.c.
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generating of data processing to convey most effectively the substance of their work to

others skilled in the art.

10  An algorithm is here, and generally, conceived to be a self-consistent
sequence of steps leading to a desired result. These steps are those require
physical manipulation of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical, optical or magnetic signals
capable of being stored, transferred, transformed, combined, split, and

15 otherwise manipulated. In this case, the physical quantities are voltage
signals which correspond to the information being distributed and processed.
it proves convenient at times, principally for reason of common usage, to refer
to these voltage signals as bits, bytes, numbers, values, elements, symbols,
characters, terms, images or the like. It should be bome in mind, however, all

20 of these and similar terms are to be associated with the appropriate physical

quantities and are merely convenient labels applied to these quantities.

Furthermore, the manipulations performed are often referred to in terms of
such as adding or verifying or comparing, which are commonly associated
25  with the mental operations performed by a human operator. No such capacity
of a human operator is necessary, or desirable. in most cases, in any of the
operations described herein which form part of the present invention, the
operations are machine operations. Useful machines for performing the

operations of the present invention include general purpose digital



Li eenCODE for broadcasted intelligent property product in portable tanper-
proof data storage device UM Dcard and User Means in operation of 25
executing LicenCODE authentication to enable receipt of such product
brdadcasted through mass distribution channghf neans.

9 FIGURE 12 illustrates the enbodi nent of applying the present
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5 preventing unauthorized use of distributed information via storing and
manipulation of data within the tamper-proof data storage device, and device
being obvious to the one skilled in the art to include software approach like
encrypting data and storing such data in hardisk in an unusual way to
minimising user access to such data or combination of software approach

10 with hardware solution like -manipulating data and storing data within
specialised microprocessor which is locked with security key only known to

certain known means or people.

The present invention also relates to an apparatus for performing these
15 operations. This apparatus may be specially constructed for the required
purpose or it may comprise a general purpose computer as selectively
activated or reconfigured by a computer program stored in the computer. The
algorithms presented herein are not inherently related to any particular
computer or other apparatus. In particular, various general purpose machines
20 may be used with programs written in accordance with the teachings herein,
or it may prove more convenient to construct specialized apparatus such as
digital signal processor or electronic circuitry to perform the required method
steps. The required structure for a variety of these machines would appear
from the description given below.
25
in order to better describe the present invention, some terms and symbols are

defined as follows:
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10 individua! fixed tamper-proof data storage device "UMIDmeans” is
fixed onto each User Means to store data and modalities as well as to

interface ProdCard, UserCard and UMIDcard with such User Means;

a plurality of users individually identified by unique user identification
15 code “UserlD" and further identified by unique transaction account
code "AccountCODE" and optional one or more subsidiary codes
*"SubCODE"; such codes are stored in Dealer Means, Central Means
and respective UserCard for users to execute electronic commerce
with said Dealer Means or for users to request access right to retrieve

20 data stored in said Central Means;

a plurality of identification codes CNCODE are individually
assigned to represent various considerations, one of which is
CityCODE which individually represents each geographical

25 area and group of users;

a plurality of UMIDmeans and UMiDcard are jointly coupled with

individual User Means to create unique pair of UMIDmeans and



of “data processing to convey nost effectively the substance of their work

to others skilled in the art. 10 An algorithm is here, and
general ly, conceived to be a self-consistent sequence of steps | eading
to"a desired result. These steps are those ggquire physi cal

mani pul ati on of physical quantities. Usually, though not necessarily,
these quantities ta e f.or f.,el ectr.i,cal e ar neiic signals
capabl e of being stmwcqrfjéﬁg]?‘gr'}@& "P?'é?féf 8?%@36'2@%%@%%”9 |ggner 15
ot herw se nmani pul at %d %‘B{féa'taﬁeﬁ?ﬁf%‘&mﬁ%@' &tle .Mﬁnl ties are voltage

signal s which correspon rmat1 on belng { buted and
processed. It proves convenient at tines, principally for reason of
comon usage, to refer to these voltage signals as bits, bytes,

nunbers, val ues, el eargpiumlitysyofbUMIDcard arehindivitiaally identified i by gespectivde
like. It should be borne in mnd, however, all 20 of these and simlar
terms are t® be assddenlification cadeiGarpi?'opri ate physi cal quantities
and are nerely convenient |abels applied to these quantities.

Furthernore, the mani pul ations perforned are often referred to in terns of

wih the mental operbit ety &f APIRAeR0E ~ K ER BN NS B RShaHAR

of a human oper at or ‘génm%ﬁéﬁ%ﬁue :.meaaﬁ?pr.abl e. In nost cases, in any of
e

t he operati ons descri erein ich formpart of the present

I nvention, the operations are machi ne operations. Useful machines for
perform ng the operations of the present invention include general
pur pose di gitx al a plurality of Products are individually identified by unique product type

identification code "ProdTP", such ProdTP is stored in Dealer Means
for executing electronic commerce and is also stored in individual

ProdCard for dissemination to user in mass market;

15 a plurality of unique codes "ProdUMID" are the transformed UMID for
each Product derived by individual UMIDmeans or UMIDcard from a

combination of at least such UMID and ProdTP of individual Product;

a plurality of Product usage counters "ProdCPd" storing quantity of use
20 of individual Product for controlling use of such Product on User
Means are individually applicable to respective Product wherein said
quantity of use usually, though not necessarily, is presented in any
combination of the following forms: frequency of use, time duration,
calendar date, volume of data processed or the like;
25
ProdCPd of a Product having value at "ProdCPd-limited" allows use of

such Product subject to predetermined quantity of use;



conputers or simlar devices such as digital signal processors. In all

cases, it shoul d be borne in mnd that there is a distinction between
t he, met hod operation in operating a conputer or other apparatus and
t he net hod of conputation itself. The prgesent invention relates to

met hod steps for 5 preventing unauthorized use of distributed information
via storing and mani pul ati on o ta.within the ta r- prpof ,data
st or age degi ce, and HéQ}i}élgg o a EEQ%P%W%é’ah? e ﬁdﬂgegﬁiﬁpq(ﬁ%ﬁsi nabﬂﬂsart
to include software aﬂ%ﬂg&g}ly‘tﬁg"{ use O?Qﬁétyppadﬂtgt.data and storing such

way 10 m n

data in hardi sk in an unusu I'msi’ng user access to such
data or conbi nation of software approach 10 wth hardware solution |ike
mani pul ating data and storing data within speci al i sed m croprocessor
whi ch is | ocked w t hPsedCPd bf a Frgdact! havimgpwalueoat "ProdCPdiendedk disablessase or
peopl e. The present invention also relates to an apparatus for
perform ng these 15 obgughalProgist; Thi s apparatus may be specially
constructed for the required purpose or it may conprise a general

pur pose conputer as selectively activated or reconfigured by a

herein are not 1 nner Brtitaine PELEEF RiBs, iyl g doaldiiSfion .
apparat us. 11 part i cubay IR onfifitsah BHIAGRRNTBER RSt Hb iddifcfotsed

with prograns witten In accordanc e teachi ngs

MRy prove nore conveghb@sy drRbédied i Cany Peart abf 286h aRRBF AeansUAMAD and
digital signal processor or electronic circuitry to performthe required

met hod 1Gteps. TONCGDE;red structure for a variety of these machines
woul d appear fromthe description given bel ow. 25 In order to
better describe the present invention, sone terns and synbols are
defined as foll ows:
a plurality of Product check code “"LicenCODE" are individually derived
for individual Product from a combination of at least ProdTP of such
Product and IDCODE of individual predetermined User Means
15 according to predetermined modalities, so that such LicenCODE is
uniquely related to such ProdTP and IDCODE i.e. LicenCODE is a

function of ProdTP and IDCODE;

individual User Means comprises means to use Product, Match-pair,
20 and other means and devices coupled with or fixed onto or connected

to said means to use Product;

The above terms and symbols should be viewed as the means adopted in the
description to conveniently present the details of the present invention to
25 anyone skilled in the art. It should not be viewed as setting limit or scope to

the application and claims of the present invention.

In the following description, numerous specific details are set forth such as

types of codes used in encryption process and data manipulation steps, efc.



12 - I ndi vi dual portable tanper-proof data storage device is

assigned to I ndi vi dual Product as "ProdCard", assigned to

i ndi vi dual user as "User Card" and assigned to individual User
Means as "UM Dcard"; such deviceqgtores essential data and
nodalities for giving user 5 predeterm ned access and control

and 10 i Sol at ¢ ueKer Do & Pigpuoh understandfigbBt reh@egf [lepiig K81 1°

cont rol 1 ng_usey giLRadush GHE Mo, jn, the art AP rkht ARBAKGM Inagcbe

d![sabl [ ng usage I ndi VI t anper - proo
storage device i
ctore data. and ﬁ@éﬁ?@?ﬁr@wgg %&g mg the samfa d@ldllé)rlhckl)tﬁtélgmsggfegl\/wr odCa"S l:r‘é@zvn
User Card and UMsigpargiichi é&tmsehmkdﬂwd Warmcryptlon and decrypaoplojmmtayeafot
users i ndividual ly identified by unique user identification 15

"User| D' and f ushdwen indender fiokdo mabseurey@adt restricidmplemeniadiont of the present
code "Account CODE" and optional one or nore subsidiary codes
" SUbCODE"; suchinyedli@nare stored in Deal er Means, Central Means
and respectlve UserCard for users to execute el ectroni C comrerce

ode

with said Dealer Means or for users to request access right to retrieve 20

data stored in EQBQQWEhgﬁWBe gvioys to,one skiffedlirt R hft!h@tfal! processes

identification

represent vari Ogﬁggcgfé?éﬁiﬁ{saaéﬁ?ﬁzed%%@ffomlﬁﬁ érﬁbodlments can b@ ex@m Whi ch

i ndividually re ts each geographi cal
10 various general purpose machines. However, in order to isolate user from

intervention for achieving the desired objectives, the present invention
preferably requires such processes to be executed by any combination of
UserCard, ProdCard, UMIDmeans and UMIDcard.

15
DETAILED DESCRIPTION OF METHOD

The present invention expressed as a method universally applicable to
minimise unauthorized use of Product requires IDCODE of User Means and
20  ProdTP of Product for executing LicenCODE Generation and LicenCODE
Authentication in customising individual Product with predetermined User
Means, and optionally for predetermined considerations like user identity and
geographical area etc. by including CNCODE in said LicenCODE
Generation and LicenCODE Authentication, as the way to minimise
25 unauthorized use of such Product. Central to this invention are the pairing of
at least two tamper-proof data storage devices to form Match-pair as part of
User Means; and establishing the unique relationship between Product and

User Means by generating a LicenCODE for such Product. Thereafter, User



25 - area and group of users; a plurality of UM Dneans

and UM Dcard are jointly coupled with I ndi vi dual User Means to
create unique pair of UM Dmeans and

13" _ UM Dcard cal l ed "Mat ch-pairyefor such User Means through
genFrat: ng f and storing an unique identification code "UMD";

a plurality o : I ndi vl | Lafd | ;
identification @%Eg@'%&;&%ﬂg%&é{cw@ tl|8| %"?ﬁ?’f*%"?‘%?%%‘?@%ﬁ?%#“e

i ndi vidual |y i dgygkt fd 65k the pReRect i ve i dentification code
"MeansTP"; 10 a plurality of Products are individually identified
by uni que product type I dentification code "ProdTP", such
ProdTP is stored in Deal er Means for executing electronic

comerce and i sLigkBGORBrGenenationdisviezgauted by Dealer Maspgcat dheostage of
2;325”1 B?EQ%TA g&ﬁ%ﬁmg}g&;&gﬁbg&% MggnéSpr,customiginB | suurc%I H&’du%[ wlftrﬁi lich
User Means, or by User Means at Product Installation stage to enable

execution of Product Application on such User Means. LicenCODE

Authentication is executed by User Means at Product Installation stage to

enable execution of Product Application on such User Means for Product

10 distributed by Dealer/Means, or at Product Application stage to enabie

activation of the use of such Product on such User Means.

Product Installation refers to the process of creating in, storing into or
transferring to User Means the data required to execute Product Application

15 and to disable execution of subsequent Product Installation of such Product
on such User Means under certain conditions or on other User Means. Said

data comprises, but not limited to, LicenCODE of Product required by
exscution of LicenCODE Authentication, values stored in ProdCPd of Product
required by execution of Product Application to control use of such Product

20 on User Means, and flag or data stored in ProdCard of such Product to
disable execution of LicenCODE Generation by other User Means. It should

be understood by one skilled in the art that values stored in ProdCPD include
parameters, numbers, symbols or the like being individually assigned to
invoke respective processes to control use of Product, e.g., disabling use of

25 Product, and allowing indefinite use of Product, and allowing use of Product
~ subject to prefixed quantity of use. Such values of ProdCPd are transferable,
changeable, duplicable and restorable under predetermined conditions at

the stages of Product Installation and Product Application. Product having

successfully completed execution of such Product Installation process on



eac¢h Product derived by individual UM Dnreans or UM Dcard from a

conbi nati on of at |east such UMD and Pr odTP of individual Product;

a pRlurality of Product usage counters "ProdCPd" storing quantity of use 20
of "i ndi vi dual Product for controlling use ofzsuch Product on User

Means are individually applicable to respective Product wherein said

Combi nat i on of V1H MBRS ﬁgfﬁ%ﬁfﬁwﬁﬁ%ﬂéﬁﬁ%ﬂ?@@ Rty e Hleans
cal endar date, Hé%ﬁ"oaﬁeffs &%a,, psé d@%ﬁﬁ?oﬂnsﬂg@d rFﬂuc‘r25 ProdCPd

of a Product having val ue at ows ‘use of

such Product subject to predeterm ned quantity of use;

14 ProdCPd of a Product having val ue at "ProdCPd-endl ess”

al | ows Producin Applicationg veferts ty ountmﬂiagouseumfh%dwbnodm User Means
ProdCPd of a Product having val ue at "ProdCPd-ended" disables use 5

of such Productthrough execution of paetﬂﬁtamnedwmblu%@n pethesfollewinghpragesses: y

cor: nat on' st REHGODE"; ABReqtieaion; cverisalEn R TrodRelins 3 Setes o

any part of sugolepl dYEB5uct Yh& BRfrmation of matching CNCODE in Product with

CNCODE in User Means. Controlling use of Product refers to enabling,
monitoring, recording, disabling use of Product on User Means or the like.
10 LicenCODE Authentication refers to matching LicenCODE of such Product to
check code generated by User Means or such Product from IDCODE of user
Means and ProdTP of such Product. Verification of values of ProdCPd refers
to User Means comparing each value of ProdCPd of Product with a prefixed
value for invoking respective processes to control use of such Product on
15 User Means. Modification of values of ProdCPd of Product refers to User
Means changing such values of ProdCPd of Product in conjunction with the

proceeding of use of such Product on User Means.

The present invention controls use of Product on any User Means through
20  verification of proper values of ProdCPd of such Product stored in portable
and detachable tamper-proof data storage device, thus making such Product
dedicated to the user owning such portable data storage device. The present
invention also allows use of Product to be restricted to User Means of
Installed Product through matching of IDCODE stored in such portable
25 tamper-proof data storage device with IDCODE stored in such User Means or

through execution of LicenCODE Authentication on such User Means.



10 - CNCODE; a plurality of Product check code

"Li cenCODE" are individually derived for individual Product
froma conbination of at |east ProdTP of such Product and

| DEODE of individual predeterm ned User Meang 15 according to
predeterm ned nodalities, so that such LicenCODE is uni quel y

2R O o SR S e SRR
to use Product, révm @? Cgicfne %ﬂogr in few pafé b?téﬂ ngﬂg?%ﬁ)naaﬂ éi%éétet?:eclgéﬁie?d

with or fixed o means to use Prod uct ;

The above termswﬂ%ssw&@pNﬁeaﬁbopwudwdvugémr@spfohacmwwm EHannelt he
description to convenlently present the details of the present invention to

25 anyone skilled in the art. It should not be viewed as setting limt or
scope to the application and clains of the present invention,

In the fol | di nf@eaww!ems enecuﬂmekl@@ia,cep&ﬁeneraaeﬂép|g§n§r@e§&eﬂ%€99ﬁ tafch
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Product stored in such Dealer Means and IDCODE supplied by User Means

through mass distribution channel means or manually delivered to such
Dealer Means in a portable data storage device. The generated LicenCODE
10 is subsequently sent by Dealer Means to User Means through mass
distribution channel means or manually delivered to User Means in a
portable data storage device. Prior to executing Product Installation, such
User Means executes a combination of at least the processes of
authenticating Match-pair condition and LicenCODE Authentication which
15 comprises matching said LicenCODE with the check code generated by such
User Means from IDCODE of such user Means and ProdTP of such Product.
The present invention requires said LicenCODE generated by Dealer Means
to be separated from Medium of Product for producing homogeneous Product
to distribute to mass market.
20
User Means executing Product Installation without having Dealer Means to
generate and supply LicenCODE is defined to execute a combination of at
least the processes of authenticating Match-pair condition and generating
LicenCODE of such Product from IDCODE of such User Means and ProdTP
25  of such Product. ProdTP is supplied by ProdCard, or Medium of such Product,
or Dealer Means through mass distribution channel means, or Dealer Means
through a portable data storage device manually delivered to such User

Means. After generating said LicenCODE, such User Means proceeds to



i n-order to provide a thorough understandi ng of the present invention. It

w | | be obvious to one skilled in the art that the present invention
may be practised without adopting the sanme details. In other
I nst ances, wel | - known steps such as thgge involved with encryption and

decryption of data are not 5 shown in order not to obscure and restrict

b’ obvi oue. 10 oRE°SltF) FRSFR' instalptH F2b' Mplained . atos! NWHRGT ondeuing C

be obvious to o processes and operations
described in thgidpldomt MutRERaditigRnt s can be executed in 10 various
general purpose nmachi nes. However, 1n order to isolate user from

I ntervention for achieving the desired objectives, the present invention
preferably requires such processes to be executed by any conbi nation of
User Card, ProdCahe,pressmnpeentiom tequirebodatal and processes [%VM'IIEID doctingtedtoON

oo e (6 Use e aceonl e B Fopa el o e et
er ans 20, ProdTP of .Product. f ' - :
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predet er m ne t i . pe
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i ncl udi ng CNCODGnh(ithofsed LintéitsCldrd  peo 5@3“!%rﬁt tffpemiy LWRRNEBIE data and

Aut hentication, as the way to mninmse unaut hori zed use of such
Product. Centraprésessbss i nvention are the pairing of at least two
t anper - proof data storage devices to form Match-pair as part of User

Means; and ®3tablishing the unique relationship between Product and
User Means b enerating a LicenCODE for such Produci. Th ft . .
Y gThe preser%’t invention customises a tatmper-proott data gtro?aage %reVIcleJS\?vrsth
individual User Means by storing in such device the IDCODE of such User.

Further customisation is realised by adjusting the subset of IDCODE.

15 Most of tamper-proof data storage devices are required to be easily
detachable from User Means and portable for easy distribution to mass
market, whereas the stored data are essential to Product Installation and
Product Application; it is therefore necessary to make provision for
replacement of faulty or lost of such devices. The present invention requires

20 the data and processes uniquely or exclusively related to individual User
Means being stored in at least two such devices, so that replacement of one
such device is executed by duplicating such data from another such device.
However, such data duplication process also aliows others to duplicate many
such devices such that unauthorized use of Product on other User Means is

25 possible. To overcome this problem, the present invention requires to disable
duplication of ProdCPd at value of ProdCPd-endless for unlimited quantity of
use of Product, to change part or whole of IDCODE of such User Means and

such device for such User Means in each execution of such replacement



16- Means requires to generate a check code to authenticate such

Li cenCODE i n order to use the Product. Li cenCODE Ceneration is
executed by Deal er Means at the stage of 5 distributing Product to User
Means for custom sing such Product with suchg User Means, or by User
Means at Product Installation stage to enable execution of Product

by User Nbans. abroppstiti (AR5 oS  Maperait Slec PRfhie ot it aha
Product Appl i ca{)b@%agpoﬁégpa%g#"%gn:s for Product 10 distributed by

Deal er/ Means, o I'catl on stage to enable activation of
t he use of such Product on such User Means. Product Installation
refers to the process of creating in, storing into or transferring to
User Means the Thépresemiimenhtion refers said Matchipair ippsiat deassonesfixeshtanper-
di sabl e execution of subsequent Product Installation of such_Product

on such User5 Mepreof datre starage siemicessalied '$iMIDmeans” peraaneriy fixgd,gato each
data conprises, but _pot limted to,
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be understood by~one s 1 the art that values stored in ProdCPD
i ncl ude PafRIRIIBES - ndBESBARS . fof Yéeeutiom! of Rrotudte Appiiogtiomdofvildstalies

assigned to
10  Products. As such; one may place said UMIDcard onto any UMIDmeans to
use said Installed Products on any User Means if execution of Product
Application of such Products requires no Match-pair condition between said
UMIDcard and said any UMIDmeans. For each Match-pair, an unique
identification code "UMID" is generated and stored together with optional
15 CNCODE assigned for various considerations in both UMIDmeans and
UMIDcard. An unique MatchCODE is derived from said UMID and optional
CNCODE and stored in said UMIDmeans and UMIDcard. The present
invention refers Match-pair condition to as successful execution of two tests,
where the first test is to verify UMID and CNCODE stored in UMIDmeans with
20 UMID and CNCODE stored in UMIDcard; and the second test is to execute
MatchCODE Authentication which requires generation of a check code from
said UMID and CNCODE for authenticating MatchCODE stored in said

Match-pair.
25 DESCRIPTION OF FIRST EMBODIMENT OF THE PRESENT INVENTION

The first embodiment of the present invention describes the process of Dealer

Means controlling use of Product distributed through mass distribution

channel means.



I nvoke respective processes to control use of Product, e.g., disabling use
of 25 Product, and allow ng indefinite use of Product, and allow ng use
of Product subj ect to prefixed quantity of use. Such val ues of ProdCPd
are transferabl e, changeabl e, dupli cablog and restorabl e under
predet erm ned conditions at the stages of Product Installation and
Product Application. Product having successfully conpl eted execution
of such Product Installation process on

17 User  Weans vieRibaioh GR0& 106ty 85t EIBSHrNic ebniineRieCTransadibre uch
User Means hereinafter is called "User Means of Installed Product'
Product Application refers to controlling use of Product on User Means 5
t hrough execution of predeterm ned conbination of the follow ng processes:
Li cenCODE Aut hein |dn1aipomeendf refetringn tanBIGUBES |1cat | Shovesf daiauwomed |n
ProdCPd of Product, and confirmatign of natching I n Prod '
CNCODE i n Usr KeBwaunieatian beiweep Deéleesmefd%Qtanﬂe ST Means b rn‘ger'fymg

oL LQ%&:OBEC%E?%%P&?\&%HW o ER6ts, elpctialic, gOmmatfe VBT st bt Bubintc:

t heck I f
oo Mheans HlEnAascad: Al b%%?ﬁ%?&%’@%?ﬂf%g (oSt A SHownd)Oi3F | SXdeiing
ProdCPd refers electrohi?: b@mfnéve@%nc%ameaaswfa Rahd6mNUNIr QeRéIGLET 24 in

Product with a prefixed val ue for 1 nvoking respective processes to
control use of PealerPMeiinet 20ngdrieratdsen Mralom rdmbér EendomMiMy @3d8s aati
ProdCPd of Product refers to User Means changi ng such val ues of

ProdCPd of 10 odtransmﬁs odajcomumunination imeans ComMns 82cefdPaglentMeans dirougbh
Product on User Mea
mass dlstnbutlon channel 23 to User Means 30 and receives via
communication means ComMns 33. In response, User Means 30 generates
and sends TransactCODE 3204 and order data 3207 to Dealer Means 20 via
ComMns 33 through mass distribution channel 32 to Dealer Means 20 via
15 ComMns 22, where TransactCODE 3204 is generated by a TransactCODE
Generator 34 (to be explained in FIGURE 1A later) and order data 3207 is

the encrypted details of the ordered Product.

FIGURE 1A shows the details of encryption process of a TransactCODE
20 Generator 34 executed by User Means 30. The received RandomNUM 2313
is verified by CHK VALIDITY 341 to confirm validity in accordance to
predetermined rules, CODE ENCRYPT 342 then uses the verified
RandomNUM 2313 to encrypt user's account codes AccountCODE 3002 and
subsidiary codes SubCODE 3003, followed by MERGE ENCRYPT 343 to
25 merge the result with the verified RandomNUM 2313 into TransactCODE
3204. CODE ENCRYPT 342 also uses RandomNUM 2313 to encrypt details
of the ordered Product like ProdTP 3005 and other data 3006 of the ordered
Product to generate order data 3207. Finally both TransactCODE 3204 and



The present invention controls use of Product on any User Means through 20
verification of proper values of ProdCPd of such Product stored in portable
and detachabl e tanper-proof data storage device, thus making such Product
dedicated to the user owning such portable gata storage device. The present
i nvention also allows use of Product to be restricted to User Means of
Installed Pr odu h f CORE t

t anper - proof da Fdeé%?gagieéoggé{ecééﬁ tg D%" CODE % oregaé H“%ﬁ@ﬁeﬁgé ﬁge%%%or

t hrough executiggoyd Li cenCODE Aut hentication on such User Means.

18 ProdTP, |1 DGODE and ProdCPd are respectively supplied in the

conpl ete formby any one of, or in few parts by a conbination of, at

| east the Deal er Means, User Means, ProdCard, UserCard, Product,

Medi um and ChaniﬁIQUHE 1ISshomaieéailsmfadmmemgs&iexemmm@ealeatlweans )
generate Li cenCODE f a Product requires ProdTP_of such Product and

opti onal CNEODEZQ &9 vgﬁfywser identity, dlhe rageiedqTiansagiOPE 3 ?(94 pesses threugh

or manual Ly el SLTEROPE 25 o fiter ol ERBAOHIRERD £474 Wik i tadti deafed Fhge
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User Means through mass ution C neans or nanual

delivered to Ussievide@RStd Usar Meanspmt@bmeacebE 289 EGYpafes iﬁ@ Storéd

executing Product Installation, such User Means executes a conbination
of at |east theAqroutGCOBE 2002 and SubCODE 2003 with the result of CODE DECRYPT

10 253 generated by decryption of the remaining part of TransactCODE 3204

using the verified RandomNUM 2313. Path 256 to approve -electronic
commerce request is activated upon confirmation of user identity through
same AccountCODE and SubCODE being detected by COMPARE CODE
254; otherwise, path 257 to reject such electronic commerce request is

15 activated.

2. Dealer Means Distribute Product and Control Use of Product via Mass

Distribution Channel Means

20 FIGURE 2 explains the data manipulation processes within Dealer Means 20
and User Means 30 together with data transmission between Dealer Means
20 and User Means 30 for minimizing unauthorised use of Product distributed
by Dealer Means 20 through mass distribution channel means 23. In
response to approval notice (not shown) for electronic commerce request
25 received from Dealer Means 20, User Means 30 transmits stored
identification codes IDCODE 3008 from ComMns 33 through mass
distribution channel 32 via ComMns 22 to Dealer Means 20 as IDCODE
3208. IDCODE 3008 or IDCODE 3208 are the identification codes of the

User Means predetermined to use the ordered Product (in this embodiment



authenticati ng Match-pair condition and Li cenCODE Aut hentication which 15
conprises matching said LicenCODE with the check code generated by such
User Means from | DCODE of such user Means and ProdTP of such Product.
The  present invention requires said Li cenCOg generated by Deal er Means
to be separated from Medi um of Product for produci ng honogeneous Product

{0 oty bute < RoPSRARE ) 1 Rsoumad 57l BT G4EF b £ WEknooDE
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processes of authenticatrng -palr con on and generati ng

Li cenCODE of suepobraishedtinfDedet MeahE 20 t6 YehetdieranVlaiicaideRCODER 221 5, of
such Product. ProdTP is supplied by ProdCard, or Medium of such Product,

or Deal er Means Dealarudbann26 sinisrliibenCODE BahS eindnBmodd P 230D ek ther ofdesad
through a portabl e data storage device nmanually delivered to such User

Means. Afterd geREpdiatntpasther Withe tuooprdesed hPasisict Moptiangly otele $howp) e.g.
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conbi nation of fjcchSOIE ARhERT®on RS compafiEicen8DE 23150 fth the 'FREAIt
t anper - proof data storage device. It is to prevent any unaut hori sed
nmeans and peopl geherted byeaciyptingiDOCDE 3008 badaddTP 2305 in order to execute

10 Product Installation to store or create data in User Means 30, where such

data is necessary for subsequent use of the ordered Product.

User usually receives the ordered Product distributed through mass
distribution channel means earlier than settlement of payment. In order to

15 enable certain fixed quantity of use of such Product prior to settlement of
payment, Dealer Means 20 sends value at ProdCPd-limited to store into
ProdCPd of ordered Product in User Means 30. Such quantity of use is
reduced progressively towards the value of ProdCPd-ended while use of
ordered Product is in progress. Such value at ProdCPd-ended will disable

20 use of ordered Product on User Means 30. Thereafter should payment be
settled, Dealer Means 20 sends value at ProdCPd-endless to store into
ProdCPd of ordered Product in User Means 30 for unlimited quantity of use of
ordered Product on User Means 30. As such, it makes provision to disable
use of ordered Product should there be default payment.

25
The process to change User Means for the Installed Product, i.e., the ordered
Product having completed execution of Product Installation on such User
Means, is explained in FIGURE 2A. Step 931 initiates the request to change

User Means 30 to User Means 38, followed by step 932 to execute



precesses. 10 The present invention custom ses a tanper-proof data

storage device with I ndi vi dual User Means by storing in such device
the | DCODE of such User. Further customi sation is realised by
adjrusting the subset of | DCODE. 15 Most efy tanper-proof data storage
devices are required to be easily det achabl e from User Means and

bl y_distrihution .
e essent i al ¢ bioenGRE Ataiontor B Sopfim proPeEBhertBRaf Tl RRAIEfoflZ' °
therefore ”ecesﬁ?rrs\ﬁch‘Pfﬁgbg o Q¥br8and 86. Step 9dERbIBREIREnCO DR dntvdllie

| ost of such devices. resent 1nventron fequires 20 the data and

processes uni qugt PredCRY-ehdfdssedtirddeinaPrstiCRY ioh duch cRraduétsier User Medrans0
being stored in at |east two such devices, so that replacenent of one

such device is ardsiép934ysends! DCODEY3RAR lof disen Means S0dnbkidinguBrodiER iafe.

However, such data duplication process also allows others to duplicate many
such devi cesb sustch Ryoduetate ReslereMaans 30. Ster 41 dn Bealer Means \ghdbens

2 oS Dl T G, 0Bl S Pl o S o e, 6581er°
Do e 9 i o, ol oG PR A2 Btk Mores
S e BRrERRUBE loweg by, sep 9431, send suc BandomhUM o Yo
Install ation anflieans 3@MAt 681088, BsaduarisiéissuchaRandomNUM from User Means
10 30 to User Means 38, whereby in step 945 sends such RandomNUM and
IDCODE 3808 of User Means 38 to Dealer Means 20 to request in step 944
to generate new LicenCODE for such Product based on IDCODE 3808 and
such ProdTP. Thereafter, Dealer Means 20 replaces IDCODE 3008 by
IDCODE 3808 in the record to prepare next request of changing User Means
15 38 to other User Means, and sends such new LicenCODE to User Means 38
to execute Product Installation of ordered Product on User Means 38 by
matching such new LicenCODE to the result generated by encrypting
IDCODE 3808 and ProdTP of ordered Product in order to store or create in
User Means 38 the data necessary for the use of ordered Product on User

20 Means 38.

Process in FIGURE 2A has the first disadvantage in that upon User Means 30
failing to send IDCODE 3008 to Dealer Means 20 to request RandomNUM
e.g. due to faulty User Means, re-installation of such Product on other User
25 Means is not feasible. The second disadvantage is the process vulnerability
to unauthorized duplication of LicenCODE and ProdCPd-endless
(hereinafter “derived codes”) for execution of Product Application in more
than one User Means. [t is possible to duplicate such derived codes

elsewhere, then execute process in Fig 2A, such that the deleted drived



The present invention refers said Match-pair to as at |east one fixed
tanper- 5 proof data storage device called "UM Dneans" permanently fixed

onto each User Means e.g. a smart-card driver, and at |east one
port abl e tanper - proof data storage devpge called "UM Dcard" to be
(L:Jﬁﬂuglceddwith sai d UM Dneans e.g. a smart-card. Both UM Dneans and

ard store L oL ' f
Product Applica o?%ﬁqtg?.%eg@fe aqqse%o %%k%gﬁto?geﬁm%cﬁ% gﬁgﬁﬁpa?rg(?hacgeonsai d
UM Dcard onto anyelfiibiR®ags to use said Installed Products on any User
Means if execution of Product Application of such Products requires no
Mat ch-pair condition between said UM Dcard and said any UM Dneans. For
each Mat ch-pair, an unique identification code "UM D" is generated and

stored together with optional 15 CNCODE assigned for various

consideratigns in BTES&%%%B EMBQM‘?%'@{%%EN ait ghCCDE IS

{
derived frof sapﬁs 1
UM Dneans and UNVEENTION The pr esent i nvention refers Match-pair
condition to as successful execution of two tests, where the first
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Mat ch-pair.qg ZfstribdEochanhéiinelns,! RST EMBCDI MENT OF THE PRESENT | NVENTI ON
The first enbodinent of the present invention describes the process of
Deal er Means controlling use of Product distributed through nmass
di stribution channel neans.
1. Install Match-pair

The present invention describes another embodiment to overcome the
15 disadvantages of the first embodiment by requiring creation of individual
UMIDmeans and UMIDcard Match-pair for individual User Means and using
individual ProdCard for each Product. All the essential data like IDCODE,
ProdTP, LicenCODE, ProdCPd etc. necessary for execution of LicenCODE
Authentication, Product Application and other essential processes are stored
20 in UMIDmeans, UMIDcard and ProdCard which are tamper-proof data
storage devices and mostly detachable from User Means, it is practically not
possible to duplicate said data stored in such devices and failure of User
Means will not affect proper execution of such devices on other User Means.
Furthermore, there are other advantages that will be explained subsequently

25 in FIGURE 3 to 7C.

IDCODE 3008 of User Means 30 (similar to IDCODE 3808 of User Means 38
or IDCODE of other User Means) mentioned in FIGURE 2A above are
generated and stored in UMIDmeans 40 and UMiDcard 50 as shown in

30 FIGURE 3, wherein IDCODE 3008 comprises mainly, but not limited to UMID



1. = Verification of User ldentity for Electronic Commerce Transaction

In detail now and referring to FIGURE 1 it shows data involved in 5
communi cati on between Deal er Means 20 and User Means 30 for verifying

user identity in order to execute el ectroni @gonmmerce over nass

di stribution channel s 23 and 32. Upon receiving request (not shown) of

cxeculing . ShEChRIDEC HIBELS ) EIADRE Y585l b SRRESTIE Y i,
2313 and 10 trEQﬁ?WQ&r&WRWBHé&%%ﬁ iﬁﬂ%ﬂs@?%ﬁé&r@?%lﬁb%&% .
mass Istribution c e to er

t hr ough ann ans and recelves via

conmmuni cati on nﬂﬁﬁporﬁﬂilé@émﬁ@r—pid@f HaePstorsje Hb\ﬁéewmcaﬁplggfuﬂ@m&(s. with
and sends Transact CODE 3204 and order data 3207 to Deal er Means 20 via

Conmvhs 33 t hr outMiPawansi $iMIiDmeansnis ahiamper-pBaoft datdetirage Hevice gEmanenily
Comvhs 22, where Transact CODE 3204 is generated by a Transact CODE
Generator 34 (t 6oupled i@ Userndeans. Fl GURE 1A | ater) and order data 3207 is
the encrypted details of the ordered Product. FI GURE 1A shows the
details of encryption process of a Transact CODE 20 Gener at or 34 executed

ey S, SProckis AGEHE A TFARERM ldper yMDBERLA LA g,
CEEE DIPTSR a0 S deseo SO IR 53lss AP i
3003, followed biorédERCOMIDEIRENS asiBUMIDcard. Thereafter, step 801 copies CityCODE
10 5018 in UMIDcard 50 into UMIDmeans 40 as CityCODE 4018 for making
both UMIDmeans 40 and UMIDcard 50 storing the same CityCODE which
forms part of IDCODE to relate said User Means to the geographical area
and user group specified by CityCODE 5018. Subsequently, step 802
generates a random number UMID for said User Means, and step 803
15 derives MatchCODE from such UMID, CardTP 5019 of UMIDcard 50,
CityCODE 4018 and MeansTP 4020 of UMIDmeans 40 to make such
MatchCODE uniquely related to such UMID, CardTP, CityCODE and
MeansTP. Finally, step 804 stores such MatchCODE into UMIDmeans 40 as
MatchCODE 4014 and UMIDcard 50 as MatchCODE 5014, and step 805
20 stores such UMID into UMIDmeans 40 as UMID 4009 and UMIDmeans 50 as
UMID 5009. UMIDmeans 40 and UMIDcard 50 are thereby created as a

Match-pair for such User Means.

In execution of some processes like installing Product onto User Means (to
25 be explained later), it is necessary to confirm whether UMIDmeans and
UMiDcard have the same IDCODE and uniquely linked to each other as a
Match-pair. Such confirmation is executed in a 2-step test as shown by
process 81 in FIGURE 3A. Step 811 executes the first test to confirm whether
CityCODE 5018 and UMID 5009 in UMIDcard 50 are the same as CityCODE



25~ nerge the result with the verified RandonNUM 2313 into Transact CODE
3204. CODE ENCRYPT 342 al so uses RandonmNUM 2313 to encrypt details of
the ordered Product |ike ProdTP 3005 and other data 3006 of the ordered
Product to generate order data 3207. Finallysoth Transact CODE 3204 and

22 order data 3207 are sent to Deal er Means 20 as nentioned in Fl GURE

i d
by Deal or Means 4018 8BUCURHD H008°H GWliShetiod" a6 HEESELA. SRS T 20 1SN,
3204 passes thr @Ng&xtes the §B&Mt@ dérive® cblé tfﬁfr? eard TR AN GardN5 6 h

is then verified CHK VALID TY 252 to confirmwhether it Iis the sa

random nunber sand CityCODEexﬂ)w,S UMIDo408@ rard MeansTP F0RPAREUMIDmMednd 40
conpares the stored Account CODE 2002 and SubCODE 2003 with the result
of CODE DECRYPTfallpwezbby gonfinming dhafysusbogadst isotheosarné aasr MaichGOBEP40t4 dh
Tr ansact 32 &z&@ usi he verlfled RandgnNUM 2313. Path 256 to
approve el Dmeans; lPen; syerassiyls captiimaliosy ofpdhe caheye ndt itests of
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Product and Contro Di stri buti on Channel
Means

2. Installation for Limited Use of Product Received through Mass

10 Distribution Channel Means Prior to Settlement of Payment

FIGURE 4 explains the Product Installation process 82 of involving Match-
pair to enable limited quantity of use of Product prior to settlement of
payment. Step 821 begins process 82 by initiating step 822 to execute Match-
15  pair Authentication, failure of step 822 evades process 82 whereas success
of step 822 activates step 823 and step 824 to confirm that no LicenCODE of
such Product is stored in UMIDmeans 40 and UMIDcard 50 as the way to
ensure no prior execution of Product Installation of such Product to avoid
duplicated installation of such Product. Process 82 is evaded if such
20 LicenCODE is found in either UMIDmeans 40 or UMIDcard 50, otherwise
step 825 LicenCODE Authentication is executed by matching LicenCODE
2315 received from Dealer Means 20 (see FIGURE 2) to check code derived
from IDCODE (not shown) stored in UMIDmeans 40 and ProdTP 2305
supplied by Dealer Means 20 as the way to confirm LicenCODE 2315 is
25 properly generated for the Match-pair of UMIDmeans 40 and UMIDcard 50.
Failure in step 825 evades process 82; otherwise, step 826 stores
LicenCODE 2315 in UMIDcard 50 and stores value at ProdCPd-limited
supplied by such Product in ProdCPd of such Product in UMiDcard 50 to
enable limited quantity of use of such Product (to be explained in FIGURE 4A



20- FIGURE 2 explains the data mani pul ati on processes within Deal er Means

20 and User Means 30 together with data transm ssion between Deal er
Means 20 and User Means 30 for m nim zing unaut horised use of Product
di stri buted by Deal er Means 20 through2gass distribution channel neans
23. In response to approval notice (not shown) for electronic conmerce

request 25 re @Qg ) t ed
i dentificati onqco {1%@@% tsr om ?b%tc %ﬁoug W@Eﬁ@éﬁé 0 i

di stribution C@Bf&' vahde ¥t PrddCPended sappicd Iy sidétaPeodR@t irsPiddCPRFof such
3208. | DCODE 3008 or | DCODE 3208 are the |dent|f|cat|on codes of the

User Means predefoeiuoi irediMiDmeans 0 csdéhe defordd of texecutiorhi of emtod?neduct
23 User Means 30 is assumed to be such User Means). A Lic

Generation 26 ilnswlatien precess in®rdercio,disable future instaliativrogf %’Rﬂ‘ BF%JHB for

2005 stored_in aI er. Mean ener a i ce C&DE 315.

Deal er Mean® 2 uﬂ‘%ﬁ@éﬁ’?ﬂ@‘*‘iﬂhk&gggyQgﬁ)@'thfemﬁ% 'W&ér ed 5
Pr oduct toget her W|th the ordered Product (optional, not shown) e.g.
conput er software vi a Comvhs 22 through mass distribution channel 23 to

User Means 30 vp eght ethdRs EEoHtFY f
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data i s necessaProdORd sfilsaelyRroductsis anfuplad: withddMiDnfeand u(oiot shown) of any
10  User Means to execute process 83 to use such Product on such User Means.
Upon initiation of request to use such Product (not shown), for the case that
use of such Product is permitted only on the User Means of Installed Product,
step 831 executes Match-pair and LicenCODE Authentication to confirm
UMIDcard 50 and UMIDmeans (not shown) being a Match-pair and such
15 Product being the Instalied Product of said Match-pair. Subsequently, step
832 is invoked to check whether value of ProdCPd-endiess is stored in
ProdCPd of such Product in UMIDcard 50. Upon confirmation of finding such
ProdCPd-endless, step 833 is called to proceed with use of such Product;
otherwise, step 834 is invoked to check whether value at ProdCPd-ended is
20 stored in ProdCPd of such Product in UMIDcard 50. Upon confirmation of
finding such ProdCPd-ended, step 835 is called to evade use of such
Product. If not, the use of such Product proceeds in steps 837. While use of
such Product is in progress, step 836 constantly modifies value of ProdCPd of
such Product in UMIDcard 50 towards the value at ProdCPd-ended. Use of
25 such Product is disabled upon value of ProdCPd in UMIDcard 50 reaching
ProdCPd-ended. Thus, execution of Product Instaliation of such Product
allows predetermined quantity of use of such Product specified by the value

at ProdCPd-limited stored in ProdCPd of such Product in UMIDcard 50.



User usual ly receives the ordered Product distributed through mass
di stribution channel neans earlier than settlenent of paynent. In order to
15 enable certain fixed quantity of use of such Product prior to

settl ement of paynent, Deal er Means 20 nds value at ProdCPd-limted
to store into ProdCPd of ordered Product™in User Means 30. Such
quantity of use is reduced progressively towards the val ue, of

Pr odCPd- ended witt isehyiasisdp the one skilled inyataaf iyt ignaring, stepditletosalloyy, Ffodugt, e
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As such, it nmakefaky Qydesidinstiéh dPRMACE dedicatede tof El@d@?érﬁﬁnéﬂ oghdet Myau%d
t here be default paynment. 25 The process to change User Means for the

| nstal | ed Pr5duassociated withhsuch Meteidpair of URMIBdhaznstend UYiiDoaml £0.ed
execution of Product Installation on such User Means, is explained in
FIGURE 2A. Step 931 initiates the request to change User Means 30 to
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Product in User Means 30 and step 934 sends | DCODE 3008 of User Means
30 including ProdTP of 5 such Product to Dealer Means 20. Step 941 in

Deal er Meangg20 Nd‘@tplamed INERIGURE WRCHBEr AfYSusthstalRdd Proulitt inddfinitelyeon
record stored in Dealer

any User Means if value at ProdCPd-endless is stored in ProdCPd of such

Product in UMIDcard, while Maich-pair and LicenCODE Authentication is

ignored. Process 84 in FIGURE 5 explains the creation of such ProdCPd-

endless in ProdCPd of such Product in UMIDcard. After settlement of

15  payment, ProdCard 60 of such Product is dispatched to such User Means to

be coupled with UMIDmeans 40. Step 841 of process 84 requests step 842 to

verify proper codes being stored in ProdCard 60 for executing process 84

and CityCODE (not shown) stored in ProdCard 60 being the same as

CityCODE (not shown) stored in UMIDmeans 40 to confirm such ProdCard

20 conforming to same geographical area and user group of Match-pair.

Thereafter, step 843 LicenCODE Authentication is executed to match

LicenCODE stored in UMIDmeans 40 with check code derived from IDCODE

stored in UMIDmeans 40 and ProdTP {not shown) supplied by ProdCard 60

as the way to ensure such Product having been installed properly by process

25 82. Failure in step 843 evades process 84, otherwise, step 844 is activated to

store ProdUMID into ProdCard 60 for customising ProdCard 60 with such

Match-pair of UMIDmeans 40 and UMIDcard 50. Step 845 stores into

ProdCPd 5021 in UMIDcard 50 the value at ProdCPd-limited for

predetermined quantity of use of such Product and stores into ProdCPd 4021



Means 20. Upon confirm ng the matching, step 942 generates and stores

RandomNUM fol | owed by step 943 to send such RandomNUM to User Means
30. At step 935, user transfers such RandomNUM from User Means 10 30 to
Uset Means 38, whereby in step 945 sends sucfpRandomNUM and | DCODE
3808 of User Means 38 to Dealer Means 20 to request in step 944 to

B odTe:  Thor eal (BUMEImPaRs icihe Velup oo BREER Blmed Sop4onping Sugrlmigd
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ot hor User woandonify SURRE R Mol s he RpSPRRTh FICKRE: 7U3% gl *©
execute Product ddisBabltainshits BroBCHAHIESOBuok, Atnblecls, WO PradCam 60 to

mat chi ng such new Li cenCODE to the result generat ed by encrypting

| DCODE 3808 and dveowiite alcler Beyd@P@imitedt in rProdGed tfmzslt @f esuch cPriuet i im
User Means 38 the data necessary for the use of ordered Product on User 20
Means 38. 5 UMIQQ%6§O| arndZth@Umases ReedGRd-entless 6@243@?&&@&@@ o0 Vabne

upon User Means 30Q ing to send | DCODE, 3008 t o, Deal I\/Eands
request Randorﬂ\I@MPrOdCPQ Qj‘dl%ﬁﬁesf’b?(# EhPE%ﬂQ%%PthEmMI i SMIDcar éﬁ\@

such Product on er Use not he second

di sadvantage is ’Pﬁ‘geﬁ'&@e‘s‘g GPWHPE}HW Wﬁ?z use °f SF@T Eﬁ%q}{ ori zed dupI I cation
of LicenCODE and ProdCPd- éendl ess (hereinafter "derived codes") for
execution of Product Application in nore t han one User Means. It is

possi bl e to duplg, cat gHangs MaichyRir SOASRlled Progldie€wher e, then execute
process in Fig 2A, such that the deleted drived
25 10
Match-pair for individual Installed Product is changeable through process 85
in FIGURE 6. ProdCard 60 of such Product is coupled with UMIDmeans 40 to
commence process 85 by having step 851 to request step 852 to verify
whether ProdUMID (not shown) stored in ProdCard 60 is the same as the
15 ProdUMID (not shown) stored in UMIDmeans 40, and step 853 LicenCODE
Authentication further ensures such Product is the Installed Product of the
Match-pair consisting of UMIDmeans 40 and UMIDcard 50. Thereafter, step
854 clears ProdUMID in ProdCard 60 and step 855 transfers ProdCPD-
endless in ProdCPd 5021 of such Product in UMIDcard 50 back to ProdCard
20 60 as ProdCPd-endiess 6024, thus ProdCard 60 is available to execute
Product Installation of such Product on any Match-pair associated with any
User Means. Finally step 856 erases LicenCODE 4015, LicenCODE 5015,
ProdCPd 4021 and ProdCPd 5021 of said Product stored respectively in
UMtIDmeans 40 and UMIDcard 50 to disable use of such Product on such

25 Match-pair of UMiDmeans 40 and UMIDcard 50.

Product Installation of such Product on any other Match-pair consisting of
UMIDmeans 48 and UMIDcard 58 is executed by process 86 in FIGURE 6A,

using ProdCard 60 without involving Dealer Means 20 to re-generate



codes in User Means 30 is restorable for continuous use of such Product on

User Means 30. 5 DESCRI PTI ON OF SECOND EMBODI MENT OF THE PRESENT
| NVENTI ON The second enbodi nent of the present invention describes
t he” processes of adopting Match-pair toggontrol use of Product

di stributed through mass 10 dlstrlbutlon channel neans.
Install Match-p
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necessary for execution of Licen Aut henti cat i on, Product

Appl i cation and Rrod€ard:66 @ntiithat the aats CityGODE (nsteshodh) of suchINDtehyir is
UM Dcard and ProdCard which are tanper-proof data storage devi ces and
nmost |y det acﬁablﬁomdommdeamm enesurescqmmithlltmum weagraphica épi@%siﬂdl @sero

duplicate said data st red es_and failure of Us
will not affect %P%er.? 9"so %b d&eneationn lﬂh(s,?epUsgfs3 thg{ge_rates

25 ' in F GURE 31 r?iﬁv%”l asﬂ“s%%&é‘?@ao??%#ﬂw%sgﬁﬁs?w@@ﬂ2‘?@?té%’f‘f v
| DOODE 3808 of yseioffaly $fiDmeans 48, respectively. Step 864 then stores into
ProdCard 60 the ProdUMID supplied by UMiDmeans 48 to customise
10  ProdCard 60 with such Match-pair of UMIDmeans 48 and UMIDcard 58, and
step 865 stores such LicenCODE as LicenCODE 4815 and LicenCODE
5815 and stores the value at ProdCPd-limited in ProdCPd 4821 and
ProdCPd 5821 for predetermined quantity of use of such Product. Finally,
step 866 transfers ProdCPd-endless 6024, if there is, from ProdCard 60 to
15 overwrite such ProdCPd-limited in ProdCPd 5821 in UMIDcard 58, followed
by erasing ProdCPd-endless 6024 in ProdCard 60.

5. Replacing Faulty or Missing UMIDmeans or UMIDcard of a Match-pair

20 Data relevant or dedicated to User Means and essential for executing
Product Installation and Product Application are stored in both UMIDmeans
and UMIDcard of each match-pair. It is necessary to duplicate such data in
new device for creating replacement of faulty or lost device. The present
invention refers such device to as UMIDmeans and UMIDcard and such new

25 device to as such device yet to be used to form a Match-pair. Meanwhile
provision must also be in place to make the abandoned device (i.e. the faulty
or lost UMIDmeans or UMIDcard) irrelevant to the new Match-pair which

consists of an existing device and a new device.



or *| DCODE of other User Means) nmentioned in FI GURE 2A above are

generated and stored in UM Dneans 40 and UM Dcard 50 as shown in 30

FI GURE 3, wherein | DCODE 3008 conprises mainly, but not limted to UMD
26 " and CityCODE. Process 80 in FI GUREq) describes the creation of a
Mat ch- pair of UM Dcard and UM Dneans for individual User Mans.

UM Dcard is t he portabl e.tanper-proof data storage devic ich

coupl es and wor KBefEReNt |nveWrbE%% G T oﬁgtgﬁ‘?ﬂ%- r%\g'lm%apae
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stored in UM Dneans and UM Dcard. Thereafter, step 801 copies City 10
5018 i n UM Dcar thvehtiomt requive$rteause FoodCard of GidialletD P3odwst toagemerate newpot h

UM Dneans 40 and UM Dcard 50 storing the same CityCODE which formns
part of | DCGDE LigepeQiE of auch Braduchiresuch new Matelepgir dpmsuch nawddMID, andind

user group specjfied by CtyCODE 5Q18. Suhsegueptl|y, st 802 | .
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stores such I\/atg nfﬁig%ﬁw/f}%ﬁms 4 %glgother Ma@f@ﬁ@ggﬁgﬁwé’aﬂgé ard
50 as Mat chCODEtg> @idate aftséords of 841D IRdlalleds tFHaSCES HC heviM Batcht sail/Nb Dprsvent 40
as UM D 4009 and UM Dneans 50 as

10 duplicated execution of Product Installation of such Product on new Match-

pair for free use (to be explained in FIGURE 9 later).

FIGURE 7 shows process 87 in details to create new Match-pair consisting of
new UMIDmeans 44 and existing UMIDcard 50. After replacing existing
15 UMIDmeans 40 by new UMIDmeans 44 and coupling existing UMIDcard 50
with UMIDmeans 44, step 871 copies CityCODE 5018 in UMIDcard 50 into
UMIDmeans 44 as CityCODE 4418 to make both UMIDmeans 44 and
UMIDcard 50 applicable to same geographical area and user group specified
by CityCODE 5018. Next, step 872 generates new UMID followed by step
20 873 to derive new MaichCODE from such new UMID, together with CardTP
5019 in UMIDcard 50 and CityCODE 4418 and MeansTP 4420 in
UMIDmeans 44 respectively. Thereafter, step 874 stores such new
MatchCODE in UM!IDmeans 44 as MaichCODE 4414 and replaces existing
MatchCODE in UMIDcard 50 as MatchCODE 5014. Subsequently, step 875
25 erases LicenCODE 5015 of all Installed Products, and step 876 retains
ProdCPd-endiess 5024 of all Installed Products in UMIDcard 50 followed by
creating ProdCPd-ended in ProdCPD 5021 for all Installed Products and
coping such ProdCPd-ended from ProdCPd 5021 to UMIDmeans 44 as
ProdCPd 4421. Finally, step 877 copies existing Old UMID 5010 in UMiDcard



UMD 5009. UM Dneans 40 and UM Dcard 50 are thereby created as a

Mat ch-pair for such User Mans. I n execution of sone processes |like
installing Product onto User Means (to 25 be explained later), it is
necessary to confirm whet her UM Dneans and 33 W Dcard have the sane

| DCODE and uni quel y Iinked to each other as a Mat ch-pair. Such
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UM Drreans 40. Upon successful confirmation of the above 2 tests
(her ei naf t er5 calcbpsistingtof mepa iV Bm daarst 44 aancbe)tn}stlngJMMtDnadd 5D sndompleted

UM Dneans 40 are confirmed as a Match-p Installation for
Linited Use of PREMMID Ré@é?h/@@i”tMﬁt@"u@ﬁ'fN&%CflOeW UMID Di stribution
Channel Means Prior to Settlenent of Paynent FI GURE 4 expl ains the

Product Installation process 82 of involving Match-
FIGURE 7A shows a process 88 in details to create new Match-pair

consisting of existing UMIDmeans 40 and new UMIDcard 55. After coupling
10  new UMIDcard 55 with existing UMiDmeans 40, step 881 ensures CityCODE
5518 in UMIDcard 55 is the same as CityCODE 4018 in UMIDmeans 40.
Next, step 882 generates hew UMID followed by step 883 to derive new
MatchCODE from such new UMID together with CardTP 5512 in UMiDcard
55, and CityCODE 4018 and MeansTP 4020 in UMIDmeans 40. Next, step
15 884 stores such new MatchCODE in MatchCODE 5514 and replaces existing
MatchCODE in MatchCODE 4014 by such new MatchCODE. Subsequently,
step 885 erases LicenCODE 4015 of all Installed Products, while step 886
creates values at ProdCPd-ended in ProdCPD 4021 for all Installed Products
and copies such ProdCPd-ended from ProdCPd 4021 to ProdCPd 5521 in
20 UMIDcard 55. Finally, step 887 copies existing Old UMID 4010 in
UMIDmeans 40 to UMIDcard 55 as Old UMID 5510, and step 888 stores such
new UMID in UMIDmeans 40 as New UMID 4011 and in UMIDcard 55 as
New UMID 5511. At this stage, execution of proceés 88 to create new Match-
pair consisting of new UMIDcard 55 and existing UMIDmeans 40 is
25 completed and UMID of such new Match-pair is such new UMID. it is clear to
the one skilled in the art that only the abandoned UMiDcard 50 (not shown)
stores ProdCPd at values of ProdCPd-endiess for all Installed Products. [t
also follows that ProdCPd-endless is not retained in process 88 and prevents

new UMIDcard 55 to store any ProdCPd-endless for the Installed Product. As



parr to enable limted quantity of use of Product prior to settlenent of
paynent. Step 821 begins process 82 by initiating step 822 to execute

Mat ch- 15 pair Authentication, failure of step 822 evades process 82

whér eas success of step 822 activates ep 823 and step 824 to confirm
that no Li cenCODE of such Product is stored in UM Dmeans 40 and

UM Dcard 50 as the way to ensyr ri o execution of Product ..
Tmstail atton of SUGh il WekSRIs creafion Al RrodcPa-eriliessiiat MstalletRiodust Brmukiniech

Product. Pr ocesayﬁﬁﬁéa evaded i f such 20 Li cenCODE is found in either
a

UM Dneans 40 or % 50, otherw se step 825 Li cenCODE

Aut hentication is executed by matchi ng Li cenCODE 2315 received from
Deal er Means 20 (see FIGURE 2) to check code derived from | DCODE ( not

shown) stored i Rrddds®remits HQUREI7Br explaing 3 details Sofp@! procedsy tdealemabiéans
20 as the way to confirm Li cenCODE 2315 is 25 properly generated for the

Mat ch-pair & URrdivehApplcationdoiunstdiad Predlucts afterFaplaging iUMEnegarg? 40chydes
process 82; otherw se. step 826 _stores Li cenCODE 2315 in UM Dcard 50
and stores val useWtUMIDmenas dnExeeution of prigsgss 88 ipyequired foroeaeh Installed

ProdCPd of such,Prpduct in UM Dcar.d t enaple limte ntjty of
use of such Pr o'é’[ft‘ﬁ'ckj?’é! lb%"%{ﬁ?poﬁq%ﬁsl%‘?déla&ﬁﬂ ggaie new [lceREBE"Sr S
28 | at er i, nal ' '
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of such Productamdr exibtind r eMiPeaiduB0 afith trewre URNDinfdamsd 44n donclfrently obr

fourth enbodi nent).

separately, step 891 initiates step 892 to verify that ProdCard 60 is dedicated
to old UMID by testing the existence of old ProdUMID in ProdCard 60. If the
testing fails, process 89 is evaded; otherwise, step 893 derives LicenCODE
for such Product from new ProdUMID and other subset of IDCODE stored in

15 UMIDmeans 44. Subsequently, step 894 replaces old ProdUMID (not shown)
in ProdCard 60 by new ProdUMID to customise ProdCard 60 with new
Match-pair, and step 895 stores such LicenCODE of such Product in
LicenCODE 5015 and LicenCODE 4415 followed by replacing existing value
of ProdCPd 5021 and ProdCPd 4421 of such Product by ProdCPd-limited.

20 Finally, step 896 transfers the retained ProdCPd-endless 5024 of such
Product to replace existing ProdCPd-limited which is created by step 895 in
ProdCPd 5021.

Process 89 is also applicable to replacement of UMIDcard 50 by new
25 UMIDcard 55 except that step 896 is not required due to non existence of
ProdCPd-endless in ProdCPd in new UMIDcard 55.

As explained in FIGURE 4A, UMIDcard having value at ProdCPd-endless

stored in ProdCPd of Installed Product allows unlimited quantity of use of

%@;wﬂ" .



Proctess 83 in FI GURE 4A expl ains the execution of controlled use of
Installed Product on User Means. UM Dcard 50 having value stored in
ProdCPd of such Product is coupled with UM Dneans (not shown) of any 10
Usef Means to execute process 83 to use suc roduct on such User Means.
Upon initiation of request to use such Product (not shown), for the case

e e N B S Pl ot B8 A e o
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of ProdCPd-endless Is store 0dCPd of such Product in” UM Dcard
50. Upon confi r gath dProdiict iasdsperified by such APdCPd-limitdd:s #t, issbegauki sush
called to proceed with use of such Product; ot herw se, step 834 is

i nvoked to checlProgiePddimited will be nrdificdrtowsards ProdCPd-endedrwhile wseradsopl of
such Product in UM Dcard 50. Upon_confir i on of finding such
ProdCPd- ended, $Tegueids in progip %cﬁlffg' ém&@gfh%’f@ﬂ nQ,¥glue atd#@%&ﬁfi'?."dleﬁs
not, the use of .,such Produc rocee i,y St eps 837. i le us such
h ot i & n’ pib e St RSTH LS B8 skpeinei A 458 7B ahousy of
such Product in UM Dcard 50 towards the val ue at ProdCPd-ended. Use of 25
such Product is disabled upon value of ProdCPd in UM Dcard 50 reaching

ProdCPd- ended. Pausplaitied Uh MIGUHE 7 aRd A, | NI ok &t MaltcHpaif 4§ lthBhEad Cdfter
all ows predeterm ned quantity of use of such Product specified by the val ue

at ProdCPd-10 m replac¢rment of 'UMIDoeRMs obr $IMIDcRrchd8ath i chadlyeDirar dMID. firstly
29 It is obvious to the one skilled in art that by ignoring step 831
to al | ow Producdisables ygel ofcinstalled Producisecutany biseaeanwif obanvses tba
Product 1s rest %Bgﬁggned UMiDcard to execute Product Application requiring a Match-pair.
Secondly, such change in UMID also limits use of Installed Products on any
User Means to the quantity of use of such Product specified by ProdCPd-
15 limited of such Product in the abandoned UMIDcard, if one uses such
abandoned UMIDcard to execute Product Application not requiring a Match-
pair. After value of ProdCPd having reached ProdCPd-ended, such
abandoned UMiDcard for such Product is useless because restoration of
such ProdCPd-limited in such abandoned UMIDcard can only be executed

20 by the Match-pair on which Product Installation of such Product is executed.

The present invention allows restoration of ProdCPd-limited in ProdCPd of
Installed Product in UMIDcard of a Match-pair for achieving practically
unlimited quantity of use of such Product on any User Means, if one uses
25 such UMIDcard to execute Product Application not requiring a Match-pair.
Process 90 in FIGURE 7C explains such restoration process in details. By
coupling UMIDcard 55 with UMIDmeans 40, step 901 initiates step 902 to test
whether UMIDmeans 40 and UMIDcard 55 are the Match-pair. Failure to step

902 calls step 903 to evade process 90; otherwise, success of step 902



only to the user using UM Dcard 50; otherw se, execution of step 831 wll
make use of such Product dedicated to predeterm ned User Means 5
associated with such Match-pair of UM Dmeans and UM Dcard 50. 3.
Installation for Unlimted Use of Product $I ved through Mass

Di stribution Channel Means After Settlerrent Payment 10 As expl ai ned

I n FIl GURE 4A, user may use Installed Product indefinitel
Means if val ue £auUPPSEtgRs- Witired P0Sstostest adefherpraircmd Pde§E€h4021 °f Iﬂ%‘@uct

Tock i B %&acﬁsné‘r%%r%'t RGO BORD e 1 suon PIGARG
Lpodégrd GOOofS:ﬁ{%EIg y%ﬂ' pdﬁeggét;ﬁ'ngﬁghéd\g k/bans LM&EBE

coupl ed with U'\/'maﬁﬂbaﬁgn oS%Q@n Pﬂédu& ;fﬂd?@@%étl\?a‘hnb%t?g@? 16 tflack ¢alug of

verify proper codes being stored in ProdCard 60 fof executing process 84

and G t yCODES( ndrodGBdrg52it ofr sathi Rroduotibptite G@lubeatrRyotd0P dslimitedhénot shown)
G tyCODE (not shown) stored in UM Dneans 40 to confirm such ProdCard 20
conforming to satereddnfireghiPd 40240t suein & rodust, ltgvdup b ProdCed-4021r is greater
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25 82. Failur p es process 84; otherwi se, step 844 is
Such |ﬁ§t59#0§[ﬁ6§4 Ll

activated to store into ProdCard 60 for custom sing ProdCard
60 with suchp Mat ch-pair of UM Dmeans 40 and UM Dcard 50. Step 845
stores into ProdCPd 5021 in UM Dcard 50 the value at ProdCPd-limted
for predeterm ned quantity of use of such Product and stores into

ProdCPd 4021
DESCRIPTION OF THIRD EMBODIMENT OF THE PRESENT INVENTION

The third embodiment of the present invention requires no involvement of
15 Dealer Means, but requires a Match-pair of UMIDmeans and UMIiDcard.
Referring to FIGURE 6A again, the present invention requires individual
ProdCard 60 for each Product being distributed together with such Product
e.g. packaged box software, to users in mass market. Product Installation of
such Product on any User Means associated with a Match-pair is handled by

20 process 86 as explained in FIGURE 6A above.

Execution of controlled use of such Installed Product on User Means is

handled by process 83 as explained in FIGURE 4A above.

25 Process 85 in FIGURE 6 as explained above prepares ProdCard 60 for
allowing such Installed Product to change User Means associated with

another Match-pair.



30 - in UM Dneans 40 the value at ProdCPd-limted for restoring such

limted quantity of use of such Product (to be explained in FIGURE 7C
later). Finally, step 846 transfers ProdCPd-endl ess 6024, if there is,
from ProdCard 60 to overwite such ProggPd-linmted in ProdCPd 5021 of

such Product in 5 UMDcard 50 and then erases ProdCPd-endl ess 6024 in
ProdCard 60. V.

Product in UM W&S%@QM Ire‘e"agfdﬁog'éc%cgaﬁzﬁg@égg n‘l’ 6Pr Oﬂ%gﬂﬁj \ﬁ? rpﬁuafsés of
h Product. | P 1
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85 i n Fl Ciiedisaly 8666 €halge of YAID E’é@éié&?bx répfaRify eMIIntdardvhbr@mans
40 to comence process 85 by having ste to request step 852 to
verify whendve (UNRDM&AMDL4 mtemb)cingllMllDwaﬂﬂSO iyRvewd OMIDcafd 65, t he sane

as the 15 ProdUM D (not shown) stored in UM Dmeans 40, and step 853
Li cenCODE 5 Aut hentication further ensures such Product is the Installed
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Mat ch- pai r assocl ate step erase

Li cenCODE 4015 v&u@eﬂﬁ@Ed@@Bﬁimlted |an Oﬂﬁﬂd W@&@PGH%PVM%%O ﬂacﬁi:a
Product stored respectively in Dmeans 40 and UM Dcard 50 to di sabl e

use of sucHOPr ashlimiteshquantity 8buse bbsmmductwn ey DheeMedits. dOae Whésaraofl
50.
causing such ProdCPd without value of ProdCPd-endless is replacement of

UMIDcard.

15 DESCRIPTION OF FOURTH EMBODIMENT OF THE PRESENT
INVENTION

The fourth embodiment of the present invention describes the processes of
controlling limited quantity of use of Products sold for occasional use like pay
20  per use, contracted period of use etc. Such Products are mainly distributed
through mass distribution channel means or dispatched in Medium. For this
embodiment, verification of User Identity for executing electronic commerce is

already described in Figure 1, 1A and 1B.

25 Referring to FIGURE 8, data manipulation and data communication between
Dealer Means 20 and User Means 30 is similar to FIGURE 2, except that
FIGURE 8 requires UMIDcard 50 to generate and store at least one random
number RandomNUM 5013. This random number is required by Dealer
Means 20 to generate unique and different LicenCODE for each occasional

30 use request of same Product by the same User Means. UMIDmeans 40 and



Product Installation of such Product on any other Match-pair consisting of
UM Dmeans 48 and UM Dcard 58 is executed by process 86 in Fl GURE 6A,

usi ng ProdCard 60 without involving Dealer Means 20 to re-generate

31° Li cenCODE. Upon coupling ProdCard ?3% wi th UM Dreans 48, step 861
initiates step 862 to verify whether ProdCard 60 is suitable to execute
process 86 on such Match-pair by confirmng that no ProdUMD is stored in
ProdCard 60 andUMiBcarhEO asemotnegessery erMatchbminior sellingcusavat s¥ctpRiredyad 5
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such Match-pair of UM ans 48 and UM Dcard 58, an step 865 stores

such Li cenCEE @andoatNUINIDE3ZHHELSandd IDCODEOBE08 respéttivelynd Ast biceaCOBE
value at ProdCPd-limted in ProdCPd 4821 and ProdCPd 5821 for

predet er ni ned qGemerationo?6 insBealer Mesnsr2® than derivesal icgnCODE of Pepd@gdrom
overuri te such IGOBRISE0H: MewlomNEMbaeHa a5Y Zrof AP BH0Bca) BicBEP ot stesad
D 12517, OO el A0 oRobeROTE Pl D oans S5PIG b
LicenCODE as LicenCODE 2315 via communication means ComMns 22
10 through mass distribution channel 23 and via ComMns 33 to User Means 30.
It should be obvious to the one skilled in the art that such random number can
also be generated by Dealer Means 20 instead of by UMIDcard 50 for
achieving the same purpose of deriving unique and different LicenCODE for
each occasional use request.
15
Subsequently, a process 91 in FIGURE 8A executes Product Installation of
such Product when one couples UMiIDcard 50 with UMIDmeans 40 to
activate step 911 to initiate step 912 to match LicenCODE 2315 with check
code derived from ProdTP supplied by such Product (not shown), IDCODE
20 5008 and RandomNUM 5013 stored in UMIDcard 50 for confirming such
Product being dedicated to UMIDcard 50. if not, step 912 evades process 91;
otherwise, step 912 proceeds to step 913 to erase RandomNUM 5013 as the
way to disable subsequent execution of Product Installation of such Product.
Next, step 914 stores the vaiue at ProdCPd-limited supplied by such Product
25 or Dealer Means 20 into ProdCPd 5021 of such Product to enable
subsequent execution of Product Application of such Product through
UMIDcard 50, whereby such ProdCPd-limited restricts use of such Product by
predetermined quantity of use. Finally, the optional step 915 creates value at
ProdCPd-ended in ProdCPd 4021 of such Product in UMIDmeans 40 to



20- Data relevant or dedicated to User Means and essential for executing
Product Installation and Product Application are stored in both UM Dneans
and UM Dcard of each match-pair. It is necessary to duplicate such data in
new device for creating replacement of fauldgy or |ost device. The present
i nvention refers such device to as UM Dreans and UM Dcard and such new 25

P?X:Vfii on ﬁisf‘élfa > GeSeuian ot BratfichBRBidation Ao Eipiet Rircired S ANAGR
au or . ' | - pai
whi chy conwﬂ@iwm%;é@ﬁ‘ﬁ%m%%g)@ﬁyg ﬁ\é\?vnfjet/ioctehe new Netch-pair

32 The present invention requires replacenent of one device at a
time. The abandoned device is nmade irrelevant to the new Match-pair

t hrough t he process of generating new UMD for the new Match-pair. The
pr esent I nvention requires to use ProdCard of Installed Product to
generate new PESCRIRAONDORFIFtEMBQRIMENTOE JHE RPRESENT INVENTION such
new UM D, and further requires to custom se ProdCard with the new

Mat ch-pair by storing new ProdUM D derived fromsuch new UMD in such

Pr odCar d . ' . i
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(to be expl ai n%édﬁoﬁ'égg@]s?gmb@é B2 in FIGURER ®/Raid pehsoss, pvtete steB92iin

details to create new air consisting of

10 initiates step 922 to confirm whether UMIDmeans 40 and UMIDcard 50 are

unique Match-pair. If not, step 922 evades process 92; otherwise, steps 923
and 924 ensure no prior free use of such Product on such Match-pair by
confirming non existence of ProdCPd 5021 of such Product in UMIDcard 50
and ProdCPd 4021 of such Product in UMIDmeans 40. Finaily, step 925
15 stores value at ProdCPd-limited supplied by such Product or Dealer Means
20 in ProdCPd 5021 of such Product, and step 926 creates record of free use
in UMIDmeans 40 by storing value at ProdCPd-ended in ProdCPd 4021 of

such Product.

20

DESCRIPTION OF SIXTH EMBODIMENT OF THE PRESENT INVENTION

25 The sixth embodiment of the present invention describes the method of
controlling use of Product stored in Medium and distributed to user at the
point of sales e.g. audio and video Products distributed in cassette or optical
disk. Referring to FIGURE 10, user supplies UMiDcard 50 to Dealer Means
20 where a LicenCODE Generation 26 derives LicenCODE of Product 71



new UM Dneans 44 and existing UM Dcard 50. After replacing existing 15
UM Dmeans 40 by new UM Dneans 44 and coupling existing UM Dcard 50

with UM Dneans 44, step 871 copies CityCODE 5018 in UM Dcard 50 into

UM Dneans 44 as CityCODE 4418 to nmake both A¢Vl Dreans 44 and UM Dcard
50 applicable to sane geographical area and user group specified

o torive new it IRERIE 2e. B ISRENRRNRE0 bl chinairePBis & S5 ondu@SIS
0 o Do S0 Bt T, ANBAEREFCIIRE 2t of gl BERANE e

UM Drreans 44 a$DWDE@®§|§§‘Me&WUWIBb%GSD%PFddW 2005 id\GofdtirPBelaler
UM Dcard 50 as Mat chCODE 5014. Subsequently, step 875 25 erases Li cenCODE

5015 of all | ndMedrise@0Pr Dickregfier, asuths Ligen@@DEeisaistored in  PMIDIERD- &0dlags s

5024 of all Installed Products in UM Dcard 50 fol |l owed by creating
Pr odCPd- end®d iLicemGARRBIHGUR1 for all Installed Products and copi ng
such ProdCPd-ended from ProdCPd 5021 to UM Dneans 44 as ProdCPd 4421.

Finally, step 877 copies existing Od UMD 5010 in UM Dcard

33 50 to 0] LN
exi sting Hélélr gﬁﬁ@%%ﬁﬁd@@ ﬁx%"é:mé ei’oi‘ﬁ %ﬁé?s%é%%ﬁd&% %[ﬁ@;g l%For es
such new
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Match-pair 5 LikpCOBE! 5815 ktoredV il MMIDRARE 56 Wi the8hédK BedeNMdivat il | S
conpl et ed and UM D of such new Match-pair is such new UM D.
10 IDCODE 3008 stored in User Means 30 and ProdTP 7105 supplied by
Product 71 according to decryption modality DecryCODE 7126 stored in
Product 71. Proper match of LicenCODE 5015 with such check code enables
one to use Product 71 on User Means 30. It is understood by the one skilled
in the art that using IDCODE 5008 stored in UMIDcard 50 for generating said

15 check code aliows one to use such Product on any User Means.

DESCRIPTION OF SEVENTH EMBODIMENT OF THE PRESENT
INVENTION
20

The seventh embodiment of the present invention describes a method of
controlling receipt of Product disseminated as broadcasted signal via mass
distribution channel means. User supplies UMIDcard 50 to Deater Means 20.
where a LicenCODE Generation 26 derives LicenCODE from IDCODE 5008

25 stored in UMIDcard 50 and ProdTP 2005 stored in Dealer Means 20. Such
LicenCODE is stored in UMIDcard 50 as LicenCODE 5015. Optionally, a
CHANGE DecryCODE 27 replaces decryption modality DecryCODE 5026
stored in UMiDcard 50.



FI GURE 7A shows a process 88 in details to create new Match-pair

consi sting of existing UM Dmeans 40 and new UM Dcard 55. After coupling 10
new UM Dcard 55 with existing UM Dreans 40, step 881 ensures CityCODE
5518 in UM Dcard 55 is the sane as CityCODR4018 in UM Dneans 40.

Next, step 882 generates new UMD foll owed by step 883 to derive new

Mat chCODE fro uch ne to er. W {h TP Q Jj.n. U 55,
and G tyCC]r?E 4 rzﬁ%'pxgéa cﬁ%ﬁ% i%twsﬁﬁﬁ% 546.85*#&{“,&95%%&@%% sggﬂ
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885 erases Li ceidddOBRLS0 swrdd ImEMiDcasH Bo aeticttc chiédl eodd eleriB86 from
creates val ues at ProdCPd-ended in ProdCPD 4021 for all Installed Products
and copi es suchDEODREF3BGs diaretr inmUzeoddBdng (301 and PrrodTPd 1381 10fi RProduct

UM Dcard 55. Finally, step 887_cq&iles existing dd UMD, 4010 in )
UM Dneans 49 t secsivet fiom Bmsadistribution chawel means aceqrdies ta thg decyplipn

UMD 5511, “AEMW%?@? Ry GOLEN 506 storad oo LanBisatd, B oA, Bropdd, matety, &
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the one skill eqyirgcdibe dich PRALCON ¥ dritforaldBRdsy B UNbLBANEH P thea'Gin Hgwn)
va r odCPd- en P or’ al

stores ProdCPd at ues of s) ess Install ed Products. It

al so follows t fwnqum@ﬁt- 5008 &fsred $n UMIDRId506dr generating ssaid@heckl code
prevents new UM Dcard 55 to store any ProdCPd-endl ess for the

Instal | ed PoodalibwsAme to use any User Means to receive such Product. 34
such, it prevents creation of ProdCPd-endless for Installed Product in
mul tiple UM Dcar ds.

DESCRIPTION OF EIGHTH EMBODIMENT OF THE PRESENT
INVENTION

15
The eighth embodiment of the present invention describes a method of
controlling access to data stored in a Central Means. Referring to FIGURE
12, user couples UserCard 70 with UMIDmeans 40 to request access right,
such request (not shown) is sent to a Central Means 10 via ComMns 33

20 through transmission channel 31 and via ComMns 11 to Central Means 10.
Upon receipt of such request, a RandomNUM Generator 14 of the Central
Means 10 generates an unique RandomNUM 1313 for such request and
sends RandomNUM 1313 via ComMns 11 through transmission channel 13
and via ComMns 33 to User Means 30. Thereafter, a TransactCODE

25 Generator 34 of User Means 30 derives unique TransactCODE 3104 from
RandomNUM 1313, UseriD 7001 and SubCODE 7003 retrieved from the
UserCard 70 and sends TransactCODE 3104 via ComMns 33 through
transmission channel 31 and via ComMns 11 to Central Means 10. Upon

receipt of TransactCODE 3104, TransactCODE Authentication 15 of Central



Process 89 in FIGURE 7B explains the details of a process to re-enable 5
Product Application of Installed Products after replacing UM Dneans 40 by
new UM Dneans 44. Execution of process 89 is required for each Installed
Product by using respective ProdCard to cregte new Li cenCODE of such
Product fromnew UMD, thereafter custom sing such ProdCard with new

andoxtati ng. UGS A0SHpRcaIeR, TRialng 2ok Beriniie uspPs et 10

separately, StBchﬁgbrérBﬁdD@%éﬁhétaE& 9,?% fto verify that ProdCard 60 is

dedi cat ed to ol testing the existence of old ProdUMD in
ProdCard 60. If the testing fails, process 89 is evaded; otherw se,
step 893 derives Li cenCODE for such Product from new ProdUM D and

ot her subset oFl(BDBEDEAteo&plaihs' the JBocadd dinEransact@ODE Cengratot B¢, in dedails394

repl aces old ProdUM D (not shown) in ProdCard 60 by new ProdUMD to
cust oni se F? odGandoatNM: 18 1dkgceived from Senyral Means d Osisdjssthoverifiest by, Cdiln

Fol | owed by roSAIY 261 Adtntsing 1o predetongineg Gidid SeOPEFRGAYAE003421
et ained ProdcletL ot e R TahSeOnE 10k 'W@%ﬁ% YRHTgd AR 3313,

ProdCPd-limtegd Fmsb tEHdBYIbEU‘UE 903l ProdCPd 5021.
Process 89 is a[w@bappl ﬁc e to replacenent of UM Dcard 50 by new 25
UM Dcard 55 except that step 896 is not required due to non exi stence of

ProdCPd- endl ess in ProdCPd in new UM Dcard 55. As explained in
FI GURE 4A, 1UM BlGUREhA2Brexplains d¢hatprocessCotl TeansastGODE Authenticdtiom % dnlCPd

of Installed Pagtdalljlgt U%lolnor\ggellstn |0'If 'In'}atnesgct%ngtilé‘y 040;rorl:1sﬁser Means 30, a CODE
DECRYPT 151 of Central Means 10 uses the stored RandomNUM 1313 to

decrypt TransactCODE 3104 into user identity codes and passes such user

identity codes to a COMPARE CODE 152 to compare with the stored UseriD

15 1001 and SubCODE 1003. Step 153 acts upon the resuit of such comparison

to activate path 154 on the result of proper match by granting such user the

access right or to activate path 155 on the result of mismatch by rejecting

access request of such user.

20 While the present invention has been described particularly with reference to
FIGURE 1 to 12B with emphasis on a method and system for protecting
intellectual property products distributed in mass market, it should be
understood that the figures are for illustration only and should not be taken as
a limitation on the invention. In addition, it is clear that the method and system

25 of the present invention have utility in many applications where secure
electronic transmission and verification of information are required. It is
contemplated that many changes and modifications may be made by one of
ordinary skill in the art without departing from the spirit and the scope of the

invention as desctibed.



35 - such Product on the Match-pair of such Product or on any

Mat ch-pair if use of such Product does not require a Match-pair. Val ue

at ProdCPd-limted stored in ProdCPd of such Product—onty attows

predeterm ned quantity of use of such groduct as specifdred 4y

ProdCPd-linited. It is because such 5 Prddced-1inmited wjl[umgu@mmﬂ!@ﬂﬂ
L

t owar ds ProdCPd- ended whil e use of such Product is i

ProdCPd storing | ue at ProdCPd- endl ess i s caused by repl acenent
of UM Dcard as ‘é%!'ﬁ ned in 7A and 7B above. As expl ained in FI GURE
7 and 7A, UMD of a Match-pair is changed after 10 replacenent of

UM Dmeans or UM Dcard. Such change in UMD firstly di sabl es use of

Instal l ed Produgts 0&@1 ucdt‘FZ%E) :Yﬁgigﬁiéiﬁgoﬁ‘i‘e %fi@%??ﬁrj@@ﬁgd%ﬂecwal

UM Dcard to execute on“requiring-a

Secondl y, suych ' Ikl n ny
Uoor Nehs o t ool b DSt Bvel Beranfol et Bhn e Radhg 4 SR R Reler

limted of guchMBandésmmunitatigahamde ket bk Dbk Medns, Said meMvdoeiprising
abandoned UM Dcard to execute Product Application not requiring a Mtch-
pair. After 4valihe stépssfodCPd havi ng reached ProdCPd-ended, such

abandoned UM Dcard for such Product is usel ess because restoration of

such ProdCP& |limted in such abandoned UM Dcard can only be executed 20 by
the Match-pair on which Product Installation of such Product is executed.
The present & nvent i cassigningsidentificatiani codast RrodtiCHor | dacht edidi pradustsCRnd

Installed Product in UM Dcard of a Match-pair for achieving practically
unlinited gdantity JPGEIREder eagihsaid MsariMeansaieppestvelyeans, if one uses

8

9 requiring said Dealer Means to generate a LicenCODE from a first
10 combination of at least said ProdTP and said IDCODE, said User
11 Means further generating a Checkcode from a second combination of
12 at least said ProdTP and said IDCODE; and
13
14 controlling the use of said products on any said User Means by
15 executing a third combination of processes for authenticating said
16 LicenCODE with said Checkcode,
17
18 whereby embedding at least said ProdTP in a tamper-proof data
19 storage device fo be used with any User Means minimises the
20 unauthorised use of said products over said channel.
21

1 2 The method for maximising the security of distributing intellectual

property products as in claim 1 wherein said LicenCODE is the same as the

2
3 said Checkcode, said LicenCODE being generated by said Dealer Means.
4



25 “such UM Dcard to execute Product Application not requiring a
Mat ch- pai r. Process 90 in FIGURE 7C expl ai ns such rjﬁmmu mu
in details. By coupling UM Dcard 55 with UM Dneans H'!”Hm

initiates step 902 to test whet her Uwglprmeans 40 and UM bBcaf d %55 sar e
the Match-pair. Failure to step 902 calls step 903 to evade process
90; otherw se, success of step 902

36 causesqste a 4 of
each I lr’l‘st al'l edpgpeggﬁ ﬁﬂlesﬂ)gfrgrg&g?@@haﬁtﬁgegg ugpgsqﬂ? ocﬁ‘ggﬁi‘%&g%%o
such Productz  propefigrodécts ld MBRIMY1 aHdrdint s418 iGenCODECRAgeRbRReI My t O
execute Licen Aut henti cati on of such Product, prior to activating
step 907 to 3 epsdidDeadétMeans dnd §4id Chktkobdd |9fgeﬂérdted>r s@id Uyert Means| ue
at ProdCPd-limted (not shown) stored in ProdCPd 4021 of such Product,
i f val ue of 4Pr osHiRChetRiodes fuytheaireaorporating lafeasha porliereobéailichi3OBE21.
Step 908 will conplete process 90 for all Installed Products in

UM Dcard 558after executing step 904 to 907 for each of such Installed
Products. 10 DESCRI PTI ON OF THI RD EMBODI MENT OF THE PRESENT

INVENTION 1 4. TheThehimethegbiodi meximising: e seedrityt of distiutpg iriglieettial no
I nvol venment of 15 Deal er Means, but requires aetj\/atch ai r. of UM Dneans and
UM Dcard. 2 Peopery preducts as Az A wherein saiddi inaion dhthe BameAs r es

i ndi vi dual ProdCard 6Q .for each Product being distributed together
with such Podube second com matEon 9 g

4

1 5. The method for maximising the security of distributing intellectual

2 property products as in claim 1 wherein the use of said products on any said
3 User Means comprises the installation of said products on any said User
4 Means.

5

1 6. The method for maximising the security of distributing intellectual
2 property products as in claim 1 wherein the use of said products on any said
3 User Means comprises the application of said products on any said User
4 Means.

5

1 7. The method for maximising the security of distributing intellectual
2 property products as in claim 1 wherein the use of said products on any said
3 User Means comprises the activation of the use of said products on any said
4 User Means.

5

1 8. The method for maximising the security of distributing intellectual
2 property products as in claim 1 whersin said products further comprises at

3 least one product usage counter ProdCPd, the value of ProdCPd permitting



e. o= packaged box software, to users in mass narket. Producf—i—ﬁs{-aJ—Lart_Lon‘
of such Product on any User Means associated with a |va
handl ed by 20 process 86 as explained in Fl GURE 6A above @'M"" m””"’

Exetution of controlled use of such Install Product on Us
handl ed by process 83 as explained in FI GURE 4A above. 25 Process"85 i
FI GURE 6 as expl ai ned above prepares ProdCard 60 for al |l owi ng such

| nstall ed Prpdugl, (8 BRNPUsESS sMPRoRREShE ! Sid ‘Bédler Meﬁr@]%‘lgﬁﬁﬂ dhe.o

Mat ch- pai r.

89 to re-enabl e, ee%)dé,?'%"lﬁ"%dﬂgi db‘ﬁ@dﬁ H‘éﬁ? |fﬁ{ lhgﬂ'ﬂtgess l\%l%ans.

al ready explain ove ecu
necessary duyg to change of UMD caused by replacing UM Dneans 40 by
new UM Dneans 44 or replacing UM Dcard 50 by new UM Dcard 55, 5 If a

Product has no_gal ueThé ﬁbﬂﬁ%ﬁﬁfﬂxﬁﬁ%ﬁgﬁﬁh?rs&@m of Qfétﬂb!ﬂ'hg lntelféMlﬁlard

to allowunlimted quantity of use of such Product 'on any User Means,

as expl ai neq i npfdpediptpréGuetbasein diinct whedéinisaid chaminedi compriess arretwork.
val ue of Pr odCPd limted into such ProdCPd for achieving pr actically 10

unlimted guantity of use of such Product on any User Means. One reason of

causi ng such ProdCPd w t hout val ue of ProdCPd-endl ess is replacenent of

UM Dcard. 1 10. A method for maximising the security of distributing intellectual
property products as in claim 1 wherein said tamper-proof data storage

2
3 device comprises a smart card.
4

1 11. A method for maximising the security of distributing intellectual
property products as in claim 1 wherein the execution of the authentication of
said LicenCODE and Checkcode comprises the step of encoding and

decoding with a random number RandomNUM.

o A W N

.

12. A method for maximising the security of distributing intellectual
property products as in claim 1 wherein the authentication of said
LicenCODE and Checkcode comprises the step of encoding and decoding

with a predetermined code.

g AW N

-ty

13. A method for maximising the security of distributing intellectual
property products as in claim 1 wherein the execution of said third
combination of processes comprises the processes of authenticating said
LicenCODE with said Checkcode and confirming that said product usage

counter ProdCPd has the proper value.

- O O, W N

14. A method for maximising the security of distributing intellectual

N

property products over a channel, said channel having at least one Dealer



15 ° DESCRI PTI ON OF FOURTH EMBODI MENT OF THE PRESENT "‘TNVEW
The fourth enbodi nent of the present invention descri bes

controlling limted quantity of use of Products sold for mnmm“ r
| i ke pay 20 per use, contracted period of 46e etc. Such Praduct share  *
mai nly distributed t hrough mass distribution channel means or

di spatched in Medium For this enbodi nent, verification of User

| dentity for 3exadesnsgorhegidaaingavitoaneastons User Meahs esaly niksthéd icbatprisin
Figure 1, 1A and 1B. 25 Referring to Fl GURE 8, data nani pul ati on an

data communi dat ithe stepisvafen Deal er Means 20 and User Means 30 is
simlar to FIGURE 2, except that FIGURE 8 requires UM Dcard 50 to
generate andSstore at | east one random nunber RandonNUM 5013. Thi s
random nunber is required by Dealer Means 20 to generate uni que and
di fferent Li BenCODE fassigaingh iderdiichtiernicogles BrodTPetpreeachyisaithrogu@gu@ncby
t he sanme User Means. UM Dneans 40 and
38 UM Pecard 50 UMID fes e rratebed fajr of Wimegas andyMilaeard, gaidsmatghesch
Pr oduct on any User, Neans. UM Dcar d 5 sends 13 t ogef her
wh o | DBODE BO0Ba g esrRe iy, Mith: SacTh Heh st MEans Sih i
9 providing backup for said matched pair;

10

11 requiring said Dealer Means to generate a LicenCODE from a

12 combination of at least said ProdTP and said UMID respectively;

13

14 generating by each said User Means a Checkcode from a combination

15 of said ProdTP and UMID respectively; and

16

17 controlling the use of said products on any said User Means by

18 requiring the authentication of said LicenCODE with said Checkcode,

19

20 wheréby embedding at least said ProdTP, LicenCODE or UMID in said

21 matched pair to be used with predetermined User Means minimises

22 the unauthorised use of said products over said channel.

23

1 156, The method for maximising the security of distributing intellectual
property products as in claim 14 wherein the use of said products on any said
User Means comprises the installation of said products on any said User

Means.

16. The method for maximising the security of distributing intellectual

N = O A O N

propetty products as in claim 14 wherein the use of said products on any said



33 4 hrough mass distribution channel (not shown) to Deale~—Means 20 as 5
RandomNUM 3213 and | DCODE 3208 respectively. A LicenCODE

CGeneration 26 in Deal er Means 20 then derives Li cenCODE Hw Ml] [
| DCODE 3208, RandomNUM 3213 and ProdTP 200§7of such Prod I ! 'mm"n
s *

C

Deal er Means 20 respectively. Finally, Dealer Means 20 sends such”
Li cenCODE as LicenCODE 2315 via comruni cati on neans Conivhs 22 10 through

mass distrihutiqQn. c I .and yi a 33 ¢ C asi

shoul d be o%’vi ougelt @%{Aﬂg %‘ﬁpfiﬁ%ﬁ ﬁ\f\gdaﬁgﬂ{éyﬂén aq}tsﬁ?qﬁﬁgélﬁ%aé}iﬁﬁgn?ﬂﬂnggy can
al so be gengr atlﬁgam/ Deal er Means 20 instead of by UM Dcard 50 for

achi eving the same purpose of deriving unique and different LicenCODE for
each occasi gnal use request. 15 Subsequently, a process 91 in FI GURE
8A executes Product Installation of such Product when one coupl es

UM Dcard 50w FfV.UM'ﬂi’éaaﬁéthéﬂ_ fop maximiﬁﬁgi et Seblirity &wis‘tlﬁbdtﬁigt iifteestuap
912 to nmatch Li cenCODE 2315 with check code derived from ProdTP

suppl i ed by 2sugiropeny pesducte ks fhotaim 141videBin tA8 useT @AichddRetsdsrmihivsail 3
stored in UM Dcard 50 for confirm ng such Product being dedicated to
UM Dcard 503 | fUsertMeahspodipAses thicactivatiore ok th@luse of saidtpreductseon ahysatil?
proceeds to step 913 to erase RandomNUM 5013 as the way to disable
subsequent @xeddsgroMeans.Product I nstallation of such Product. Next ,
step 914 stores the value at ProdCPd-limted supplied by such Product 25
or Deal er Mans 20 into ProdCPd 5021 of such Product to enable

subsequent execution_of Prodyc plication of such Product thrqu
UM Dcard 50,1 vvh@-ebnyﬁué“etbPQdéb%F?“m@‘Bg thes spewity ofs distributingn "ﬂ%ﬂﬁ@é‘?‘ by

predeterm ned quantity of use. .Finall the opti, tep,915 creat val ue
bt P odcrToRaRY Arodusts Gedn ko T4 vSTeR B VA, i chengaghies wiol
3 requiring said Dealer Means to regenerate a LicenCODE, said changed
UMID being associated uniquely with a different matched pair for allowing the

4
5 regeneration of said LicenCODE and Checkcode in altering the identity of
6 said User Means.

7

b

19. The method for maximising the security of distributing intellectual
property products as in claim 14 wherein UMID is changeable to disable
abandoned matched pair or abandoned UMID Means or UMIDcard to

prevent unauthorised duplication thereof.

- O bW N

20. The method for maximizing the security of distributing intellectual
property products as in claim 14 wherein said channel comprises a wireless

boardcasting network for audio and video signals.

oW ON

—

21. A method for maximizing the security of distributing intellectual
property products as in claim 14 wherein said UMIDcard is a tamper-proof

data storage device.

H W N



39 - di sabl e execution of Product Application of such-Product for free

eval uati on which will be explained in FIGURE 9 | ater.
DESCRI PTI ON OF FI FTH EMBODI MENT OF THE PRESENT | NVENTI ON
practice of allowing free predeternined quggity of use of
evaluation is common. The fifth enbodi ment of the present

expl ains process 92 in FIGURE 9 for said purpose, where step 921 10

initiat t 2t ' ; i) '
unt que. Vet oh pates | fisithod MDA, WHE SSecdtly 39K dRHEBRIE Aty
roHG&@8 2438 cRiimS 14 WHRr&H Usdid YMIBHRSanPisCa

and 924 ensuy e PRy

[

© i Avehtion «

ctualy )

tﬂﬁbér-Biéb(?f

confirm ng non exi sti!nlce of ProdCPd 5021 of such Product 1n UM Dcard
step 925 15

and ProdCPd 31024agf sts &swbesict in UM Dreans 40. Finally,

stores value at ProdCPd-limted supplied by such Product or Deal er
20 in ProdCRH 5021 of such Product, and step 926 creates record of free use
i n UM Dmeans 40 by storing value at ProdCPd-ended in ProdCPd 4021 of

such Productl 230 A method DBBQRIaRIMIZINGORhS| sE@ddriBVBEDIdEENBULDG TiRtelleRRBHENT

Means

| NVENTHON property products as in claim 14 wherein the authentication of said
3 LicenCODE and Checkcode comprises the step of encoding and decoding
4  with a random number RandomNUM.
5
1 24. A method for maximizing the security of distributing inteliectual
2 property products as in claim 14 wherein the authentication of said
3 LicenCODE and Checkcode comprises the step of encoding and decoding
4 with a predetermined code.
5
6 25. A method for maximising the security of distributing intellectual
7 property products in a mass market having at least one User Means and at
8 least one product card ProdCard associated with each said products, said
9 method combrising the steps of:
10
11 assigning identification codes ProdTP for each said products and
12 UMID for a matched pair of UMIDmeans and UMiDcard, said matched
13 pair being associated uniquely with each said User Means and for
14 providing backup for said matched pair;
15
16 generating by said matched pair a LicenCODE from a combination of
17 ProdTP and UMID respectively, said ProdTP original only from said
18 ProdCard,;
19

-,
;%w o



25 - The sixth enmbodi nent of the present invention describes the nethod of
controlling use of Product stored in Medium and distribute
point of sales e.g. audio and video Products distributed i lﬂllmmlmum ml

optf cal di sk. Referring to FI GURE 10, er supplies UM*Dcardt50m
Deal er Means 20 where a LicenCODE Generation 26 der| ves Li cenCCDE of
Pr oduct 71 from

IDCCDESOO f User Pr 2005 o C cordi ng
to encr ypt nodal i %ﬁ%%gag(%%' d%(ag egﬁ%ﬁ ép%@%&dg &ﬁ@ 5 °°"‘?'B%5t 008
is stored i4y UM Dcar R O‘,QE‘ is stored in Dealer Means 20.
Thereafter,ﬂsuch Li c%an P@?ﬂ!@ﬁi n"UM Dcard 50 as 5 Li cenCODE 5015.
User coupl g Product 71 and UM Dcard 50 with User neans 30 to initiate use
of Product 71 on User Means 30. A LicenCODE Aut hentication 35 comnpares

Li cenCODE L5 st or egontrollifd Heerlise 2P siidt prothsts chie GlayCloser ﬂ%ﬁhﬁ%ﬂ/ fé(ﬁﬂhﬂ&
| DCODE 3008 stored in User ans 30 and ProdTP 7105 supplied by

Product 71 @gcor di ngthecautkentivation of saitblLicéyCOPE xhDekid/CRécIGiodesd i n
Product 71. Proper match of LicenCODE 5015 with such check code enabl es

one to use & oduct 71 on User Means 30. It is understood by the one skilled
in the art that using | DCODE 5008 stored in UM Dcard 50 for generating said
15 check d&fide al | owwherebyt embeddingc MIDo Fued TR or drigeniE@DBEVirusaid matched

27 pair and in said ProdCard respectively minimises unauthorised use of
28 said products distributed in a mass market.
29

30 26. A method for maximising the security of distributing intellectual
31 property products in a mass market as in claim 25 wherein said UMID is
32 embedded in said ProdCard for associating said ProdCard with said matched
33 pair.

34




DESCRI™PTI ON.OF SEVEMI’H EMBODI MENT OF THE PRESENT | NVENTI ON 20 The
sevent h &bodi nent ..gf the present invention describes a nethod of
controlling receipt _of Product dissem nated as broadcasted signal via nass
di stri but,i on channel means. User supplies ggl Dcard 50 to Deal er Means 20.
where a Li cenmﬁhml?@mikmc% deri ves LitvenCODE froml.DCODE..5008--25
stored in UM DcHH AHUTHFOATP 2005 stored in Deal eff WBRRSERDHASHERN
Li cenCODE i s st iw{ '_Mrd 50 as Li cenCODE 5015. |Opt i dHE-AGED a .
CHANGE Decr “replaces decryptio | i Decr yCODE 5026 stored
'n UM Doar d 50. i YPH O EBTRACY g 41 User
couples UM Dcard 50 with User Means 30 to initiate receipt of such

Product by User Means 30. A Li cenCODE Aut hentication 35 conpares

Li cenCODE 5015 storg

| DCODE 3008 stored |¥£Hggm%%ﬁef Iﬂ B%‘;_E lﬂﬁn %ﬁhl@ET recei ved
frommass distribution channel neans according to t rypt I on

nodal ity DecryCODE 5026 stored in UM Dcard 50. A proper mat ch of

Li cenCODE 5015 with such check code activates RECElI VER CONTROL 37 to

receive such Product. It is understood by the one skilled in the art that

usi ng | DCODE 5008 stTeepresentivvention i@ rhethodearel system sriversaliy cdpplicdblel 0

all ows one to use any User Means to receive such Product.
to minimise unauthorized use of intellectual property products distributed to
mass market. Identification codes (ID) are assigned to individual intellectual
property product and the means of using such product (User Means). Process
to minimise unauthorized use of such product includes: firstly, means of
selling or distributing such product (Dealer Means) to generate check code
from 1D of such product stored in said Dealer Means and user supplied ID of
User Means. Secondly, Dealer Means supplies such check code to such
product placed in said User Means to execute check code authentication by
verifying such check code with the code generated from ID of such product
and ID of said User Means before allowing use of such product on said User
Means to proceed. Alternatively, such check code is generated by User
Meéns from _ID of said User Means and ID of such product supplied by
indiidual portable tamper-proof data storage device e.g. plastic card
embedded with magnetic storage strip or integrated circuit, such data storage
device being distributed together with such product to said User Means.
Obijectives of the present invention are achieved by embedding essential
data and modalities required to execute such check code generation and
check code authentication processes into at least one tamper-proof data

storage device.

S e
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DESCRI PTI ON OF ElI GHTH EMBODI MENT OF THE PRESENT | NVENTI ON 15 The
ei ght h enbodi nent of the present invention describes a nethod of
controlling access to data stored in a Central Means. Referring to Fl GURE
12, user couples UserCard 70 with UM Dneans 40 to request access right,
such request (not shown) is sent to a Cent§f4i2 Means 10 via Comivhs 33 20

t hrough transm ssion channel 31 and via Comvwhs 11 to Central Means 10.

Upon recei pt of such request, a nd UM CGenerator 14 of the Central

Means 10 generates an uni que Rargo 1313 for such request and sends
RandomNUM 1313 via Comvhs 11 thrQugh<transm ssion channel 13 and via
Comvhs 33 to User Means 30. Ther a Transact CODE 25 Gener at or 34 of
User Means 30 der s unique Tr 3104 from Random\UM 1313,
User| D 7001 and Ssty€CDE 7003 r ﬁ%? UserCard 70 and sends
Transact CODE 3104gxita Comvhs 3 transm ssj on. channel , 31 and
via Comvhs 11 to C¥Btral Means {18 recei pt qf I&ansactObDE 3104,
Transact CODE Aut hEnDi cati on 15 o
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FI GURE 12A expl ains the process of Transact CODE Generator 34 in details. 5
RandomNUM 1313 received from Central Means 10 is firstly verified by CHK
VALIDITY 701 according to predeterm ned rules. A CODE ENCRYPT 702 t hen
generates Transact CODE 3104 by using verified RandonNUM 1313 to

encrypt Userl D 7001 and SubCODE 7003. 19f12FI GURE 12B expl ains the

process of Transact CODE Aut hentication 15 in details. Upon receipt of
Transact CODE 3104 from User pMgans 30, a CODE DECRYPT 151 of Central
Means 10 uses the stored Ran€fdmNUM 1313 to decrypt Transact CODE 3104

into user identity cod

h user identity codes to a
COVWPARE CODE 152 to co

bred User| D 15 1001 and SubCODE

ar@&w th the st

1003. Step 153 acts upo he red8l t —of fuch conpari son to activate
path 154 on the result pf propedﬁﬁ&tgﬁ Dy granting such user the

access right or to actipaledmi4—1t5phithe result OF-HFSH&%Gh-py rejecting
access request of such use@%E 20 > the present!ifnvdn fhas been
descri bed particularly ﬁ%@gﬂeren,p D FIQQRE']i_‘ ng w t henphasi s
on a nethod and system fof .9(® i |rneﬂlg¥&¢ul rpge @soduct s
distributed in mass markef, it p undErs q ng® [t he Mi gures
are for illustration on{y*amt—shoul{ be taken aaho h-Fitnj tation on
the invention. In additIom TT 75 crekr\that the net —sysiem 25 of

t he present invention have utility in
el ectronic transm ssion apd,perificati
contenpl at ed t hat ma@,.c@a@ PS_ane Trodi f]

ppl i cations mhere secure
information are required. It is
ons nmay be nmade by one of

ordinary skill in th&art gg'hout departT™g [from t he spiggt and the scope
of the invention as HeEsEribed. & < )
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43 . CLAI M5 1 1.
distributing intellectual

A method for maximsing the security of
2 property products over a channel, said channel

having at | east one Dealer 3 Means comrunicating with at |east one User
Means, said nethod conprising 4 the steps of: 5 6 assi gni ng
I dentification codes ProdTP for each said products and 7 | DCCDE f or

each said User Means respectively;

requiring said Deal er
Means to generate a Li cenCODE fron1a fi

conbi nati on of at

%132 10

| east said ProdTPiamd—ggi o T DCCDE,—Ssard &ser 11 < Veags faft her
generating a Checkoodegrom a second comE hation @ 12 & afl | east
said ProdTP and s&qid | . and 13 14% cop trolling the gse of said
products on any s&id PSef Means by 15 third qonbi nation
of processes égr uthelfj cating said 1p wifth sdid
Checkcode, 1 1 S| whereby enbedpiidlg at %% dTP{in a
t anper - proof data| 19| & storage dey[ e to b ny UYser Means
m ni m ses the 20 ©blnaut hori sed usg [ over sgid
channel . 21 1 2. Tk thod for naxikrsing the \-curlt di gtri buting
intellectual 2 propertyfproducts—as T Cciar LI CenCOobE i s
the same as the 3[sal d [Checkcode, said LijcenCODE Jei ng gendr at ed tby said
Deal er Means. 4 .
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44. 1 3. The nethod for maxim sing the security of distributing
intellectual 2 property products as in claim1l wherein said LicenCODE is
generated by 3 sai d Deal er Means and said Checkcode is generated by said
User Means, 4 sai d Checkoode further incorporating at |east a portion of
said LicenCODE. 5 1 4. The met hod for fHqi2dri sing the security of
distributing intellectual 2 property products as in claim1l wherein said
first conbination is the sane 3 the second conbi@ation. 4 5. The
met hod for maxim sing the securitly of distributing i n%l | ect ual

property products as in claimiddherein the use of sattprod, n any
said 3 User Means conpri ses e installation of dai & pfodu any said
User 4 Means. 5 1 6. The - hod for maxini si g Bel|sec 'Ey of
distributing intellectual 2 Cfdoperty products ay i Ecllai m i
use of said products.gn any saifq_3 User Means conpri3es th plji cation

of said products on @%/ said User 4 Means. ~1 ?JL
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5% 7. The met hod for maxi msing the security of distributing
intellectual 2 property products as in claim1l wherein the use of said
products on any said 3 User Means conprises the activation of the use of
said products on any said 4 User Means. 5 1 8. The nethod for

maxi m sing the security of distributing imgqldectual 2 property products
as in claim1 wherein said products further conprises at 3 |east one
product usage counter ProdCRg, the value of ProdCPdepernitting

45 4 the controlled e said products and sai 8 Deaf@r Means al | owi ng
the 5 regeneration of »aid<icenCODE in altering tH® identity of User
Means. 6 1 9. The jret.ho r| maxi m sing the sqCgfrRly 0O stributing
intellectual 2 propeftyg ok [s as inclaim1l channel
conprises a network. B2 A nmet hod for naxi pcurity of
distributing intellecfual P2 pperty products a wherein said
t anper - proof data st of &e deli ce corgrises a qm 11 11. A
met hod for maxin sing Segurity of egstributi ual
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2 .property products as in claim1l wherein the execution of the

aut hentication of 3 said LicenCODE and Checkcode conprises the step of
encodi ng and 4 decoding with a random nunber RandonNUM 5 1 12. A nethod
for maximsing the security of distributing intellectual 2 property
products as in claim 1 wherein the authe@f@ation of said 3 LicenCODE
and Checkcode conprises the step of encoding and decoding 4 with a
predeterm ned code. 5 1 1,3. A met hod fogg maxpgi si B® the security of
distributing intellecgal & property promlcts'-‘as iBclaim 1 wherein the
execution of said thipd 3 sconbination rises the processes
of authenticating sgi&4 gnCODE wi t le fland confirm ng that
sai d product usage : S oyiréy {ProdCPd yaljue. 6 1 14. A

met hod for maxim singgdh f’% grity of el ectual 2 property

products over a chafjnéf, chanesl 0 Deal er
46 3 Means communijcafirfg with é? | eas Means, said net hod
conpri sing 4 € stleps qr: 5 ¢t - - ---}------ 1
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1 .15. The nethod for maxi msing the security of distributing intellectual
2 property products as in claim1l4 wherein the use of said products on any
said 3 User Means conprises the installation of said products on any said
User 4 Means. 5 1 16. The nmethod for maxim sing the security of
distributing intellectual 2 property products as in claim14 wherein the
use of. said products on any said
47 3 User Means conprises the appléfféi on of said products on any said
User 4 Means. 51 17. The nethod maxi m sing the security of
di stributing intell ectuaf—2—propgrtyqproducts as in claim14 wherein the
use of said products on pngsaid |&| |User Means conprises the activation
of the use of said produ:tgomgm/&ai 4 User Means. 51 18. The
met hod for maxim sing the gctglt/;-_cf di ¢6}i buting intellegual
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2 . property products as in claim214 wherein said UMD is changeabl e
requiring said Deal er

w t hout 3
changed 4
for= allowing the 5

Means to regenerate a Li cenCODE,

altering the identity of 6 said User
maxi msing the security of distributing inte
in claim14 wherein UMD is clgngeabl e g8 disabl g 3

pair or abandoned UM D Means @& UR Dcar®to 4
t hnz for

duplication thereof® 1 20
distributing intel |©8ual 2

channel conprises ayarel ess
signals. 4 1 21. pKnethod
intellectual 2 propgeyty prof
t anper - proof 3 dat t or age
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2 property products as in claim14 wherein said UM Dreans is a tanper-proof
3 data storage device. 4 1 23. A nethod for maxim zing the security of
distributing intellectual 2 property products as in claim14 wherein the
autshenti cation of said 3 LicenCODE and Checkcode conprises the step of
encodi ng and decoding 4 with a random nuy@ff2RandorNUM 5 1 24. A

nmet hod for maxi m zing the
property products as in cljpim 14 wherein the au eat
Li cenCODE and Checkcode copprises the step eb enpddtl r%:
a predetermined code. 5 b 25 A hod fR™Ta-&TI
distributing intellectual ‘ ducts]i 3
| east one User Means and af

—=pn of said B

np dgcoding 4§ with

OIThe security of

s| mar ket havi pg at
rd gssociated

|
with each said products, shid t% dSc
assigning identification cpde f§r
UMD for a matched pair of . gng UM Dcar d,

pai r bei ng associ at edlad glel
provi di ng backup for sard jrat ched phi
mat ched pair a LicenCopg ffom a conbi
respectively, said Prgg¥P priginal only fromsaid 187
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49 . 20 generating by said User Means a Checkcode from a

conbi nati on of 21 said ProdTP and UMD, and 22 23
cortrolling the use of said products on any User Means by requiring 24
t hes aut henti cation of said LicenCODE and said Checkcode, 25 26

wher eby enbedding UMD, ProdTP or LicenCqBg42® said matched 27

pair and in said ProdCard respectively mnimses unauthorised use of 28

1

10,
‘ 3
ComMns
3
!
\ -~
70

said products dfsEIBOred ma mass narket. 29 @0 26. A nethod for
maxi m sing the [sepy Hly of [&ST|ibutijng intellectadal 31 property
products in a massgjﬁ(ke,gnag@ claim 25 wherein aid UMD is
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34

enbedded in said ProdCard for associating said ProdCard with said
pair.
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ABSTRACT |

A METHOD AND SYSTEM FOR PROTECTING INTELLECTUAL
PROPERTY PRODUCTS DISTRIBUTED IN MASS MARKET

The present invention is a method and system universally applicable
to minimise unauthorized use of intellectual property products distributed to
mass market. ldentification codes (ID) are assigned to individual intellectual
property product and the means of using such product (User Means). Process
to minimise unauthorized use of such product includes: firstly, means of
selling or distributing such product (Dealer Means) to generate check code
from ID of such product stored in said Dealer Means and user supplied ID of
User Means. Secondly, Dealer Means supplies such check code to such
product placed in said User Means to execute check code authentication by
verifying such check code with the code generated from ID of such product
and ID of said User Means before alloﬁing use of such product on said User
Means to proceed. Alternatively, such check code is generated by User
Means from ID of said User Means and ID of such product supplied by
individual portable tamper-proof data storage device e.g. plastic card
embedded with magnetic storage strip or integrated circuit, such data storage
device being distributed together with such product to said User Means.
Objectives of the present invention are achieved by embedding essential
data and modalities required to execute such check code generation and
check code authentication processes into at least one tamper-proof data

storage device.

Fig. 2




