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't 1 DESCRIPTION MOBILE NETWORK CONTROL APPARATUS

AND MOBI LE NETWORK CONTROL METHOD 5 Technical Field

The present invention relates to a nobil e network

control apparatus and a nobile network control method,

and nore particularly, to a nobjile network control 10
apparatus having a plurality of connection routes to a

gl obal data conmmuni cation network (hereinafter

referred ‘to as "global netwerk'DTesd a nobil e network
control nmethod therefor. 15 Background Art The

I nternet today has evolved into a stage at which many

data conmuni cati on networks (hereinafter referred to

as MOmet Mor KE) Va0 ke depNadyrenl, ano @k 720 8y sheid afoBIx@&d NETWORK
net wor knode. These peri pheral networks are known as

edge 20 networ ks, whil eCONEFROXXedER&EOMOr Kk node system
surrounded by the edge networks is known as a core

network. Wth the enmergence and devel opnent of

w rel ess technol ogi es, these edge networks are
fdecisrieaéd Fisrl @i rel ess  sol utions. For exanple, as
described in "Network 25 Mbility_ Support Term nol ogy"
(Ernst, T¥e P&fFeRehinMent jioR eFRée rafte a mobile network

draft-ernst-neno-term nol ogy-01.txt, GCct 2002, Work
i AOPIIGeRFP ARG IRt WOFKAMIBIIL 1§ appertk control method,

Requi rements” (Ernst, T., and Lach, , I nterne

[fggtpore par%lcuiarly,eko & mobfﬁe networﬁ control
apparatus having a plurality of connection routes to a
global data communication network (hereinafter referred

toas“global network”) and amobilenetwork control method

therefor.

Background Art
TheInternettodayhasevolvedintoaistageétmmich
many data communication networks (hereinafter referred
to as “network”) are deployved around a system of fixed
networknode. Theseperipheral networksareknownasedge
networks, while the fixeclnetworkﬁnode system surrounded
by the edge networks is known as a core network. With
the emergence and development of wireless technologies,
these edge networks are further used for wireless

solutions. For example, as described in “Network

Mobility Support Terminology” (Ernst, T., and Lach, H.,

Internet Draft: draft-ernst-nemo-terminology-01.txt,

Cct 2002, Work in Progress) and “Network Mobility Support

Requirements” (Ernst, T., and Lach, H., Internet Draft:
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2 draft-ernst-neno-requirenents-00.txt, Oct 2002,
Wrk in Progress), a special edge network called a
“mobile network"™, that is, a noving network is being
formed. The nobile network is a network of a node at
which 5 the entire network changes its attachnent
points to the global network such as the Internet and
usual ly requires a nobile router (device bridging the
MR B NELWIHK-+f Omot-he b phah RatNob k), tuit hiktt B802, Work in
nobi | e network between different access routers
(@ctauptd ¥ s)t,hes agpess J0ut @8 HQ e PRelEs] 8BY abemobile
nobi | e) . For exanpl e, the nmobile network includes a
nekwerke Bt aahedt t @ speeplgo tkhaegwh @Bwoa Kersopak naf eBormed .
network, or PAN) and a network of sensors deployed in.
a vehi cfaesuetb Bbe cae fwioirdt M, s shirpe Owoaik plfaRenod®rat® which
mass transport system such as airplane, train or 15
btse entiisrpossiblosr k alproykedeipas sangere smwintth panboaesdto the
Internet access so as to connect a renote host using a
| apodp l personak digiht als bl $ndroend P donseadpghomequires
I ndi vi dual nodes within such a nobile network are
uduBPPby leonpBéLrad tdeal eenbrdldappar &tus athal ei setwork to
nobil e router), 20 and when a network is in notion,
t hBS; 9di P Adal eriddes k) do iridt 1 B hARge Ralel I catiteietipkt between
pg Ets and the nobile router changes the attachnent

LAES 01 b PAECERS it F B Lot iHRIA Avies TR (AAASSS routers

Therefore, the praoblemw.th the petwork in nDtlon 25
Eﬁafﬂrsfee]r%%ﬁ et T Ret B\rg&bll%)rrerﬂrcc?rﬁf%lﬁPngnal he mobile

E%Héﬁ% fwgfgﬁgsgddre %ﬁgrgy y%@dheé tQ ggglglaknown as
é.personal area network, or PAN) and a network of sensors
deployed in a vehicle such as car, train, shipor airplane.
For a mass transport system such as airplane, train or
bus, it is possible to provide passengers with onboard
.Internét access so as to connect a remote host using a
laptop, personal digital assistance (PDA) or carphone.
Individual nodes within such a mobile network are usually
connectedtoacentralapparatus(thatis,mbbilerouter);
and when a network is in motion, the individual nodes
_donotchangetheirattachmentpointsandthemobilerouter

changes the attachment points so that the entire network

- moves instead.

Therefore, the problem with the network in motion

1ls different from the problem with conventional mobility

support addressed by Mobile IPv4d (see “IP Mobility

Support”, Perkins, C. E. et.al., IETF RCF 2002, Oct 1996)

in IPv4 (see “Internet Protocol”, DARPA, IETF RFC 791,
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Support", Perkins, C. E et.al., IETF RCF 2002, Cct
1996) in IPv4 (see "Internet Protocol", DARPA, |ETF
RFC 791, 3 Sep 1981) and Mbile IPv6 ("Mbility
Support in IPv6", Internet Draft:
draft-ietf-nobileip-ipv6-18.txt; Wrk [[[ in Progress,
June 2002) in IPv6 ("Internet Protocol Version 6

(1 Pv6) Specification", Deering, S., and Hi nden, 5 R

| EBp RGs 24680 dDeeH998) 1pvAs NR Mo BRI16GE | Veu 8h oMRbIdl e 1pver,
| Pv4 and Mobile IPv6 is to provide nobility Support to

| meitve civak mestst fatberr t-hpattrhenant i ke pRatyee ki sl &, wWork
nobile I P, each nobil e node has a uni que home donmain.

When Browbelse notlenks 2atdached tpves (hare: #ehwor rotocol
10 a uni que gl obal address known as a honme address is
a¥sirgnienn téo ( I Fer MiDBidlee: NHea tQori he Iddet nhang, , vihed Binden,
nobil e node is away, that is, attached to sone other

f Br-ei gk TrieRWAT K960 a Deempdd @8 y . gl bak iaddbgss: tkivowm AMobile
a care-of-address is assigned to the nobile node. The

i dExdofarmdbilp by el 5 Buppdst tios prowake molpiokstlpl eutcport to
reach the nobile node by referencing the hone donmain

evBA WiHehU & he Dol § eraddeer | Shatt ddhedend igttheretwork.
foreign_networks. This is achieved by introducing an

entity tRoRe™magertd Lk t$RChomelAeiswdtkdeThasnsbiRd que home
node r.eqgi sters care-aof-addresses with 20 the hone

AQoRE 108 ngTACELRa5E BN G St hAFRY dupat es PO etwork,

AP EeLRE TLSPRE OB CAdak BOWTLR St he TR HgS 15 a5 ianed

: [ ible f f di )
R AR LR SER

BLNG, 77 R E 2o LHNeLhRE {89 nb BN L JHOREY tworks,
SI npson, ,

a - temporary global address known as a care-of-address
is ‘assigned to the mobile node. The idea of mobility

support is to make it possible to reach the mobile node

by referencing the home domain even when the mobile node

~ is attached to other foreign networks. This is achieved

'byintroducinganentity(homeagent)tothehomenetwork.
The mobile node registers care-of-addresses with
the home agent‘usingaimessage known as “binding update.”

" The home agent is responsible for intercepting a message

_addressed.to the home address of the mobile node. Alsd,

the home agent is responsible for forwarding the packet
to the care-of-address of the mobile node using IP-in-IP

:tunneling (see “IP-in-IP Tunneling”, Simpson, W., IETF

'RFC1853,Ckﬂ:1995and“GenericPacketTunnelihg:ﬂ1IPv6”,

- Conta, A., and Deering, S., IETF RFC 2473, Dec 1998).

The IP-in-IP tunnelinginvolves encapsulatinganoriginal
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RFC 1853, Cct 1995 and "Generic Packet Tunneling in

| Pv6", Conta, A, and Deering, S., |ETF RFC 2473, Dec

1998). The IP-in-1P tunneling involves encapsul ati ng

an original s 1 r 4 |P packet wth another packet.

The original packet may also bg called "inner packet"

and t he new packet which encapsulates t he i nner

packet may al so be called "outer packet." 5 Wien the
cancepic Bf tMPRIthi b SUPPOT 2 b®le nd'T’l‘lQU@{:lgHQﬂﬁéiécket may
extended to nobility support for a network of

t ke objieet bue 1efd sol ¥heg the-peebl emoftiden aNbblh@ ket which
network is to make it possible to reach nodes wthin

t kecapbulle teed W& UShBg pRICKE: atddyesses e matltiesd “outer
where 10 on the Internet the nobile network is

aptadhed.o. Several attenpts have been nade so far

to provide a network nobility support. Mst of them

use a bWdieretticonah daminel £ modi wekh yasupbiolre: fout éndividual
and a honme agent of the nobile router (see "Mbile

Rbotsdrs Tumnekitieg @t beokvb IKni Vet enppdBt TEpred. n@twork of

Internet Draft: draft-kniveton-nobrtr-03.txt, Wrk in

PROGIeSs Ehew et 1 ve e€uss 1ivi e ditgnion vbdk| @f |tve mobile

Network Mobility with, the MR HA Bidirectional Tunne
(N’R%O'rkl%ﬁe??]é%aﬁﬁaﬂ: possible to reach nodes within the

draft-petre no- nr ha- 00, t xt, Wbrk in Progress, Cct
SBC5ATE BF Bu oves LIRS Bl CHERI = ana v matter where

%Bt %ﬁ%lfﬁlj: t?}rﬁtebh%? %@bg?m:?ikslhetnpgrbﬁrt att %ed to.
dggfvte'rlelwg%rtterﬂ?gg I{E?Wygrbseeerrl%uéég% %ad 1rc§1)§ He anetwork

- mobilitysupport. Mostof themuseabidirectional tunnel

between a mobile router and a home agent of the mobile
router {see "Mobile Router TunnelingProtocol”, Kniveton,
T., et. al., Internet Draft:
draft—kﬁiveton-mobrtr—OB.txt,WorkinProgress)NovZOOZ,
“"Issues in Designing Mobile IPv6 Network Mobility with
the MR-HA Bidirectional Tunnel (MRHA)”, Internet-Draft:
draft-petrescu-nemo-mrha-00.txt, Work in Progress, Oct
2002, “IPv6 Reverse Routing Header and Its Application
to Mobile Networks?”, Thubert, P., and Molteni, M.,
Internet Draft:
draft-thubert-nemo-reverse-routing-header-01.txt,
Work in Progress, Oct 2002, and “Mobile Networks Support
in Mobile IPv6 (Prefix Scope Binding Updates)”, Ernst,

T., Castelluccia, C., Bellier, L., Lach, H., andOlivereau,

. A., Internet Draft:

~draft-ernst-mobileip-vé-network-03.txt, Mar 2002).
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Wrk in Progress, Oct 2002, and "Mbil e Networks

Support 25 in Mbile IPv6 (Prefix Scope Binding

Updates)", Ernst, T., Castelluccia, C., Bellier, L.

Lach, H, and Oivereau, A, Internet Draft:
draft-ernst-nobileip-v6-network:03.txt, Mar 2002). In

a bidirectional tunnel between the nobile router and

hone agent, when in a hone domain, the nobile router

whi ch "comt £ad 5qt he Jtohhh 8 1netnerdk Berfld® dodtidg:i o8 router
packets on the nobile network using several routing 5
peeldese {Pehhe AhRer ihandhoMeridhe: APbthe MM €Ie router
and its network nove to a foreign network, the nobile

r otitisth tegitstcers the eesie: DE- addnesskwpkh idemBor®uting of
agent. Then, an IP-in-1P tunnel is set up between the
npbidiee t subter tlamdmbbrid eageatwokltie uepbnke souten lusesuting
the routing 10 protocol used when it existed in the ‘
howe tdopaila .onCOchéhel Pttt Banmnelhas tied moiThi s router and
means that all packets directed to the nobile network

ail& i pedreepk ddo vy thea hoime lageme tndr kor Whedagitiole router
the nobile router through the IP-in-1P tunnel. Then,

t K8 Jiobh § &3 TR €2 Tor War @sldise § Rev plake kdte home hgsntin Then,
the nobi| e network. Furthernore, @when the node in _the

ndBi L& et wbFk tWindires +8 s&rid WP daekdeent dhqanehbidigggouter
of the network, the bile router intercepts the .
PABKeCK S RAFHE t he' BRcRED L bt FE e 86t e oligitt ing

nd then the, ho

he LP-in-IP I t ds th
EpEaat 155 AR T Resnddn § BPhEehi i pALE Gl CHESEPIA T rPn the

fﬁ%—i@Lfﬁetﬂg%%%gégg%ﬁff.m%%h%h%%gﬁégkhg%wgffrpackets

e above descri € approac

'g%ﬁg%%¥é@nég Ew&*ﬂoﬁﬁﬂ%ﬁnéé%5§&¥Aé%wiﬁ%@¥3ép92d by the

- home agent and forwarded to the mobile router through

the IP-in-IP tunnel. Then, the mobile router forwards
‘thepackettoeahostijlthemobilenetwork; Furthermore,
when the node in the mobile network wishes to send a packet
‘totheoutsideof thenetwork, themobile router intercepts
the packet, forwards the packet to the home agent through
the IP-in-IP tunnel and then the home agent sends the
packet to an intended-recipieﬁt {packet destination set
by the node within the mobile network).

However, the above described simple approach of the
bidirectionaltunnelcannotsatisfyrequirementsofother
powerful features (e.g., multi-homing) of IPv4 and IPvé6

sufficiently. When there is a plurality of egress

-_interfaces which offer independent routes to the global

network, themobile network canbemulti-homed. Whenall

theseinterfacesbelongto the same router, only the router
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powerful features (e.g., multi-hom ng) of IPv4 and

I Pv6 25 sufficiently. When there is a plurality of
egress interfaces which offer independent routes to
the gl obal network, the nobile network can benul ti
-honed. When all these interfaces belong to the sane
router, only the router 6 is nulti-honmed. The nodes
of the nobile network which exist behind the router

- caR oY ¥t S8 .ANE] OreEs hoWLd oANdhar @d¥ile network which

mul ti-homed. On the other hand, when these interfaces
belxang: tweHi hierend roeutens,cdheonoges f dhe sgrld erouter
network see a plurality of egress routers and are

t herdefaore mut tihu hetedodBe . Nobinl @ etori Krt ¥pineBl kdhen these
has wireless connection to the global network. In

r ecdrtr Y2aes, bewored €35 dietfwpkadi esutases padee nodes of the
significant progress, 10 but they could cause problens
ofucitristeabid twyg réf selapnpllsir aandt wod Secgremmaredit®rs and are

‘wired networks. One of the advantages of multi-hom ng

i Shielree bt i typ 10fi ahpategbr Kk node to use an
alternative route to reach and be reached by the

gl obal RBEWSAL Bl enDRHere Bk cémrdi ¢ Lpli e yossrels:ss

down. However, according to the bidirectional tunne
nECRAFMSH 8Bed by R he Idsid & PEHEL K nodEB &&FoRFyyears,
sel.ectt one router.as. a default router, Wen this

rBhEE! 9B3eES RO LOARES oY ¢ omPRE gi bRl TRaamF kprogress,
G ML CERIPL A0 Ak e yinel M D L hoge o
CBIPGHALY, RS IL0NE o [EAPT AYETYET PR ene
advantages of multi-homing is the ability of a network
node to use an alternative route to reach and be reached
by'the global network even when a certain uplink goes
down.

However, according to the bidirectional tunnel
mechanismused by the mobile router, nodes canonly select
one router as a default router. When this router loses
its connection to the global network, the router cannot
maintain the tunnel with the home agent. Moreover, a node
.using this router loses its connectivity to the global
netWork even when another mobile router having an active
link with the global network exists on the same network.
Then, the nodes of the mobile network soon recognize that
thedefaultrouterhaslosttheroutetotheglobalnetwork_
and selectsanalternatemobile router as adefault router.

Such a scheme depends on the nodes 0of the mobile

network discovering routes for themselves, giving
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link with the gl obal network exists on the sane

network. Then, the nodes of the nobile network soon
recogni ze that 25 the default router has |ost the

route to the global network and selects an alternate

nobil e router as a default router. Such a schene

depends on the nodes of the nobile network discovering
routes for thenselves, giving 7 processing |oads to
tRedrades i RVINGa ¥8T X d IR E o U OCREFHRG CRPRG! imited

e.g. enbedded devices. Furthernore, there is a
peseded b ingt hdpacdelay any . bengkedueedidel cthe

nodes to recogni ze that the current 5 default route

has rgdnerdowr., Miepyeis di pbesami Dbl ehatol &ISlay may be
broadcast prefixes of different subnets, and

t berefur edwWienr tthike mabides nodes cevemh Blalel yrisatt €he current
default routers, it is necessary to use different
cded-aofLaddressasa angb sentbanbi ndionge: apdat edi d ftdhreent mobile
home 10 agent, which may further increase the del ay

i hoditstovebirngdcagtepreli sckoswrie @f fEpvrentt onaubndtss, and
an object of the present invention to provide 15 a

nbbielre frer aotike e drite aloipbamadss afte mbbilld nemidrdh default

control method capable of inproving the transm ssion
efPidisarity Wt HoutngreisHq any L pr dees st hg Tisureieh to

nodes of a _nobile netwaork. The nobile network contro
apparatUs” atdsEd TR tan 28R dspddtd brotnedpiesdit the home
nvention. i.s._a nobil e netwprk control apparatus, . ,
WPPER Tl RELATNE Y ORREEE DRCTIRAS § & NS ORAFHIERat Scovering
bgé&%%% a node belonging to a nobile network

Disclosure of Invention

It is an object of the present invention to provide
a mobile network control apparatus and mobile network
control method capable of improving the transmission
efficiency without giving any processing burden to nodes
of a mobile network.

The mobile network control apparatus according to
an aspect of the present invention is a mobile network
control apparatus, which maintains a connection that is
constructed between a node belonging to a mobile network
and a global network andis constructed through a router
apparatusthathasanjmﬁerfacehaﬁing53connectionroute
to the global network and belongs to the mobile network,
and fhe mobile network control apparatus comprises: a
.detectbr section that detects a failure of packet

‘tunneling executed using a first interface of the router
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and a gl obal network and is constructed through a
router apparatus that has an interface having a
connection route 25 to the global network and bel ongs
to the nobile network, and the nobile network contro
apparatus conprises: a detectog section that detects
a failure of packet tunneling executed using a first
interface of the router 8 apparatus; a search section

t hat, Searahes f e arsgeand.tinterface L LBROWS 4 second
apparatus according to the detected failure of the

paekelrtypaeld Mot handRexesUbbh r 6L ArddAliing to the
executes packet tunneling using the searched 5 second

| deard @cedi st ad <o £ it bialSie t R ateng ; TARdMPiIk& cution
network control nethod according to another aspect of

t Be qarieserihd neerd ¢ @esSpackeli tanmeiWokk u €Ak e searched
nmet hod, which maintains a connection that is
copstorutt ed tkeatiwea ansodea bebdndilng farathobhterface.

‘network 10 and a gl obal network and is constructed

t hroughTher auiler l eapgarat us clhatt had aretimlbér hacwrding to
having a connection route to the global network and
behe ¥ g sheec bl thenmrewek D 1anentthico mdlsi & aodst Wemletwork

~control method conprises: a detection step of

depadtitl aetdidd ewbf chadket ntarmes i agcrRexeklpad that is
using a first interface of the router apparatus; a

seaRel Kiepear bedaicah mghrsie »skrbAd Nidhter pakebafl g metwork
router a ratus according to the failure of the

patRet pLIER) Mg et 6ctRd 1A TRBSIStRcEPOntEEER Itafg router

 TRRBEEEINS dor Thitaf act EEA LA P Phe Lo ehhei of route

i@gt@gg gioggﬁ_Héf%orknéﬁﬁfggﬁbngs to the mecbhile network,

and the mobile network control method comprises: a

détection.stepcxfdetectinga.failuretafpacket:tunneling
executed using a first interface of the router apparatus;
a search step of searching for a second interface of the
router apparatus according to the failure of the packet
tunnelingdetectedinthedetectionstep;andanexecution
step of executing packet tunneling using the second

interface searched in the search step instead of the first

interface.
Brief Description of Drawings

FIG.1 is a configuration diagram of a general
communication network system having mobile routers to
which a mobile network control apparatus according to

an embodiment of the present invention is applied;
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Brief Description of Drawings 25 FIG1 is a

configuration diagramof a general comrunication

net work system having nobile routers to which a

nobi | e network control apparatus according to an

enbodi ment of the present invengion is applied; 9

FIG 2 is a block diagram showi ng the internal
configuration of the nobile router; [ FIG3 is a flow
chart ilHLGI2 atsng &l OPRr atil0fr apx &Ny i 8l tthe: nMbtkenal

‘router; 5 FIG4A is a flow chart illustrating another

operraf i gn rexainpt eodf ttHe mobillle rovtier;r;and FIG 4B is

a flowhart illustrating the continuation of the

oper at i 3 GxanpEe ashowwwi phiEIG. 4AL 116G tBest i Moderf ovperation
Carryi ng out the Invention In order to solve the above
désanped priobileasnobtel e presdmtr i nvention all ows a

mobil e router to which a nobile network control

appar at 84 G <22 ppFi éd fovusehat fal i dlvativat ipgutagtother
instead. ' This involves the nobile router 15 detecting

t R PrakeAte CRBRALENET nobE| Bokout @r TP LT he®REY k

segnent _of . an i.ngress interface having an i ndependent ,
rout e tE%E-géﬂ%Ma %Fi{a%éﬁ%%ﬁég@g FrskCentiggiation
mohi l.e router its. di sconnec{ ed, .the npbi l ﬁ[ﬁ)rtfuter

aggui % FPEEATLIR aGdPdEE! £ r SRCANbt her Fridhi 1420

router, sends a binding update to a hone agent and
reconstructs a bidirectional tunnel which passes

t g 0 ' rou . LI kew the nobile

BEQU0hyo 400LRG! %’?ﬁ?é{ﬁmﬁ’ LOE. P38, NG,

router aving a egr ess aces can

~al so swChrder to solve the above described problems, the

present invention allows amobile router to which a mobile
hetworkcontrolapparatusisappliedtouseanalternative
router instead. This involves the mobile router
. detecting the presence of another mobile router in a
network segment of an ingress interface having an
independeht route to a global network. When an egress
1link of the mobile router is disconnected, the mobile
router acquires a care-of-address from another mobile
router, sends a binding update to a home agent and
.reconstruchsabidirectionaltunnelwhichpassesthrough.
another mobile router. Likewise, the mobile router
having a plurality of egress interfaces can also switch
between egress interfaces when maintaining the
bidirectional tunnel. This eliminates the necessity of
‘the nodes of the mobile network to change the default
router. Actually, the nodes of the mobile network need

not recognize the fact that the mobile router has changed
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bet ween egress interfaces when maintaining the 25
bidirectional tunnel. This elimnates the necessity of

the nodes of the nobile network to change the default

router. Actually, the nodes of the nobile network need

not recogni ze the fact that thegjmbile router has

changed 10 the alternative route to the gl oba

network. Thus, all extra processing |oads and | atency
agdoeial edrwatth tder onedes coft Hdey Iba | en Betwwarik, Wirglis, a1l
perfornms default router swtching and updating

care: né-addcesss mgdlngslsaarend Bhiwinnat eds sphiicltc@nvith the
consequently inprove the transm ssion efficiency. The
presdns dhidnmt nol irled ategswo pkavhdbihl perduters ddfghlt router
roans within a global network and is intended to
maivht B¢ hisenmend | v thiet geen re rolieadoimees edinoliangs are
10 ingress interface of the nobile router and its hone
aGentMipAEedgh Wh bE8I Gt | eRals aditeet 1 yTHenpbilee the

router needs to inspect information passively

eht @ TR ERd GThgr 84 Ccligit @Y face and detect whet her

there a ﬁ&ﬁgﬁbOther nobil e .routers which broadcast an
al t er nat i"fe Hotf 800 WHELRFdBR Ul mbbRorte awabdden router

nmobi.l routers are detected, the nppbile router which
R S R R cE L b b bads and o6 MChaea to
bj_di. ' I unnegl _wi.th .t he home agent, through.th
Shdliectignabrinrel p 40P AOP £05Khe LLOBAREE o an

eghesdtardace bl be. UM LBR TR G0 e, TP & €00 e agent

rou Itself may be nu I's case, " Wh

UPE r RIGHTRS ¥ 18Q1ASSt | Bhelf ¢, 041t heTP'edfn[)gCitl'eoQ%!L%t er needs
tunnel “fails, the nobile router is allowed to swtc
betweekpect information passively entering the ingress
interface and detect whether there are any other mobile
routerswhichbreocadcast analternative route to the global
network. When such mobile routers are detected, the
mobile router which has performed the detection
reconstructs a bidirectional tunnel with the home agent
through the above described alternative route every time
the egress interface fails. Furthermore, the mobile
router'itselfJnaykmamulti—homed.. In this case, when the

primary egress interface of the bidirectional tunnel

fails, the mobile router is allowed to switch between

" the egress interfaces.

An apparatus and method for providing a roaming

network (mobile network) with global connectivity will

be disclosed below. To help understand the disclosed

invention, the following definitions are used:

A “packet” is a self-contained unit of data having
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the egress interfaces. An apparatus and nethod for
providing a roaming 25 network (nobile network) with
gl obal connectivity will be disclosed below To help
under stand the disclosed invention, the follow ng
definitions are used: A "packet;j is a self-contained
unit of data having V 11 any possible format that can

be delivered on a data network. The packet normally

cemsy pbs safb 1 &d paid st hee headelb e ail i @ payll ®8d.ddb& network.
payl oad contains data to be transmtted and the
h&dade e xokedi ne rind ok yvat oo itot asst stwd paansd ssiltader and
of the packet. The header contains a source address
apdPaest o adt i ofihadgresiso2d tdemsd fiys tdet sehdebe amdinsmitted
recei ver of the packet. "Packet tunneling" refers to a

sénfd copeahmadia ypeonpackes beifrreatapsulta edsishts:

anot her packet. The 10 operation of packet tunneling

i $TASH E GBS OﬁaEk@tP%ﬁgéﬁs-ul a&hohcadmy drbdies a source
packet that is being encapsulated is called "tunneled
pacdiddies pranfdnfes t e kéor adrassatiet: dgrklify the sender
encapsul ates the %n r packet is called "tunneling
patKet™of 1 V&t & pggﬁeﬁ**ckﬁ§'15 entire inner packet

f “ l.oad ,of the.out, ket. A" | t )
router - BRA TR L e ET 610 th s Fotiparaiped type
gg%%@é%lbgﬁﬁ aﬁhégggdﬁﬁéggoﬁgﬁﬁﬁégg% Q%F%@Q%EQQH The

g aware or o r-connectil r

dest : ; whi oh . he .
SeptiogtLop gie SR LYe 00 WLENT oI BN e
| 8na ety Kiehementp WAL 6R ,GhaPges s packet that is being

encapsulated is called “tunneled packet” or “inner
packet”, and a packet that encapsulates the inner packet
is called “tunneling packet” or “outer packet.” The
entire inner packet forms a payload of the outer packet.

A “default router” of a network element, refers to
a router to which all packets sent by the network element
withbut being aware of other connection routes up to a
destination are delivered and which resides on the same
link as the network element.

A “mobile node” is a network element which changes
éttachment points to the global network. For example,
the “mobile node” refers to an end-user terminal, or an
intermediate network element which serves as a gateway,
router or intelligent network hub which can change its
attachmentpointstotheglobalnetwork._Thenmbilenode
which is an enduser terminal is more specifically called‘

a “mobile host”, while the mobile node which is an
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attachnment points to the gl obal network. For exanple,
the "nobil e node" refers to an end-user term nal, or

-an internedi ate network el enent which serves as a

gateway, 25 router or intelligent network hub which

can change its attachment points to the globa

networ k. The nobile node which is an enduser term na

is nore specifically called a "nobile host”, while

t e tnobih & inade Nt edir kSe BEmenk2i simib eenede ati & e WokKealled
element is nore specifically called a "nobile
rautenoldi Ae" hanet addr’ess” is a primary gl obal address
assigned to the nobile node and is used to enable the
nobi | e Adteomb addbesseathedpregardy gisoof]l whietre= 98 assigned
t he gl obal network the nobile node is attached to.

Arobithee model Wai thdies aatd dchedsad theemhbbal thet warkki le node
at a point at which the home address has topol ogi ca

cERp&E Bigdeedi rhJat dbdress fuvdd i athet e c hpbyp lofnetwork

10 the attachnment point is said to be "at hone. " The
vicgienitgP 16f Mdat Lgchehtcpsidnttanhich is control | ed

by a sin I%h_?dninistrative,authority is called a
“Home. ORI L6MOERGTRLEN &S dcded CAREHHP & hodd G betwork

is attached to the gl pobal network 15 at a _point at .
WRECH (o Ao tadh 668 1S nBOSpct Uar eaF Has topological

conpat.i.bi,li Wit h. addr e used in the vicinity of .
CRERRA aRAC pol HE T &TS A ED She “iRdysn e vicTnity of

ac point i
ULV g 0 LACHIL LS {SoSlUpd 8 AT s oy
addr 888 attachment point which is controlled by a single
administrative authority is called a “home domain” of
the mobile node.

Amobilenodewhich is attached to the global network
at a point at which the home address has no topological
compatibility with an address used in the vicinity of
the attachment point is said to be “away.” The vicinity
of the attachment point is called a “foreign domain.”

A “care-of-address” is a temporary global address
assigned to a mobile node that is away and the
~care-of-address assigned has topological compatibility
with the address used in the vicinity of the attachment
point to the global network.

A “home agent” is a network entity which exists in
the home domain of the mobile node, provides a service

of registering the care-of-address of the mobile node:

when the mobile node is away so0o as to forward a packet

.directed toc the home address of the mobile node to the
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20 assigned to a nobile node that is away and the

care-of -address assi gned has topol ogical conpatibility

with the address used in the vicinity of the

attachnment point to the gl obal network. A "hone

agent" is a network entity whigh exists in 25 the

home domain of the nobile node, provides a service of

regi stering the care-of-address of the nobile node

waerr ¢ he f rahid e siede fi stlagayoda las todiar ward a packet
directed to the hone address of the nobile node to the

I 13 cérebohddddy egsdaf et’hies rmhbid ses agdes e A" bradi e mobiie
update" is a nessage sent fromthe nobile node to the
hasslagentherheneargespordentonogesramudantiiods anfiemotifies
reci pi ent (home agent or correspondent node) of the 5
ciPreerdte hp tedft- dddres sa dentherserdere {pobidesr thodedel no £ the
this way, a "binding" is fornmed between the
cEMEISH Bt €35 081 aHRT ABIS PE REeS andetthémpdniel e node) . In
aggr,ess at the recipient. Wth reference nowto the

a

dChelP ¥r afi nd3i P E6 PEhbobf mEREE YT PREWRIB R
i nvention w.ll be ex Ialilned i.n detajl below In the
f BTG hy BBSEAT | Dhst RSpREPHIE Mnfberand thgefome address
structure and _aqther paraneters are used in
expl anzﬁi%ﬁglp&%?p understand the present invention

L0, NOrUB Yo DUk bl S, BIPATEN 0L Lo SIS D
Weh ROV m SHER §@e@ﬂé(bgggéEESinvention_will be explained
in detailrbeldw.

In the following descriptions, specific numbers,
times, structure and other parameters are used in
explanations to help understand the present invention
thoroughly, buﬁ it is apparent.for those skilled in the

'artthatthepresentinventioncanbejﬂ@lementedwithout
such specific détails.

FIG.1l is a configuration diagram of a typical
communication network system having mobile routers to
which a mobile network control apparatus according to
.an embodiment of the present invention is applied. 1In
the communication network system shown in FiG.1, the
oberations of two multi-homed mobile networks 102, 103
connected to a glcbal network 101 are optimized.

In FIG.1, a mocbile router 121 of the mobile network
102 has two egress interfaces connected to the global

.network 101 through two access points 111, 112 of the

global network 101, and therefore the mobile network 102
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FIG1l is a configuration diagramof a typica

comruni cati on network system having nobile routers to

20 which a nobile network control apparatus according

to an enbodi nent of the present invention is applied.

In the communication network system shown in FIG 1

the operations of two nmulti-honmed nobil e networks

102, 103 connected to a global network 101 are

opts mwledi -Bbnled Fl Girtaarbite, r obeenob2ll ©fndtwork 103 is
nobil e network 102 has two egress interfaces
cenrectetnked i@ dglhobatlobhefwoek Wikt hbdughrtomosh an egress
access points 111, 112 of the global network 101, and

t Hevted ©F 2 cehe imbede tmet Woe kmb@2l ld nieswnt ki 1B8methd also
Furthernore, the nobile network 103 is also linked to

t ke gl obhrdndiawtkel0lam bugktalo elgr 84 Hhtewnfhcen egress
l'i nked to the nobile network 102 and al so connected

t 6 R R 6Bar CRESHERI1D2 2 hrdagh SenPegressl 53 of the global

interface connected to an access point 113 of the _
gPE3AOT Rk Wor kB 1tharg foks dihgy Bathkel adbe Feondt wiskis also

1031i&_3£so mul ti-homed. Both the nobile networks 102
afd o5 aPBefn ti-honmed but there is a difference

her eb Since.a nobile 10 d _
e I T
PR S UNECLL O S PPLE, O R o BT 0L o .

connect1 on ! e glo _ _
OPSu‘%%frauiﬁﬁrSB%%r ’négaﬁrb%?ftavﬁe% ﬁgle arcqytﬁaetié%lel %nobile

| &
seen fromthe nobil e node n-the no

nebwerde 1023 Qp dder ofher J‘aé‘é’nn(e‘éctidc%a%htreouﬁ?%%einafter
tﬁ@f@@ﬂé&txnas“globalconnection”)1x>theglobalnetwork
101, énly one default router, that is, the mobile router
121 is seen from the mobile node 122 within the mobile
network 102, Ontheotherhand,twodefaultrouters,that
.is{ the mobile routers 131, 132 are seen from the mobile
nodes 133, 134 within the mobile network 103.

As shown above, different types of multi-homed
mobile networks are illustrated, and thus the present
invention can be completely disclosed.

The mobile routers 121, 131, 132 shown in FIG.1 have
similar internal configurations. FIG.2 is a block
diagram showing the internal configuration of the mobile
routers 121, 131, 132.

The mobile routers 121, 131, 132 include an upper
layer section 201, a multi-homing detection unit 202,

a bidirectional tunneling unit 203, a tunnel failure

detection unit 204 and a single or a plurality of (e.qg.,
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nodes 133, 134 within the nobile network 103. As shown
above, different types of multi-honmed nobile networks
are illustrated, and thus the present 20 invention
can be conpletely disclosed. The nobile routers 121,
131, 132 shown in FIG 1 have signlar internal
configurations. FIG 2 is a block diagramshow ng the

internal configuration of the nobile routers 121,

13, n82wo2%k Thetewlfid e s ouherns 123 7tE31, rd82rirke] ude as

~an upper layer section 201, a nulti-hom ng detection
UNiitn 282 f a ce HT di 2@6tilgnalo 3-unneki n@ wmi f; 208er@inafter, an

tunnel failure detection unit 204 and a single or a

plutal trgrof otee o f the Nptnetfecles MEFfaces 205-N will be
(hereinafter referred to as "interfaces") 205-1,

2651 ly 2eFNredr dionafs een dmtarbrtrardObne of the
interfaces 205-1 to 205-Nwill be sinply referred to
as an iﬁp@rﬂmgols@yngﬁécﬁﬂp@? d@yersseceionk2eymplizing
a bl ock synbolizing 444 an actual protocol stack that
hafRdPes Uit vidF R LRIt lo &t aC K stk tal appldse a e FPes kapgotocols
all protocols abov tgese network protocaols and
eﬁblé:gjsﬁﬁa]tgg‘éiaﬁ?g&repo‘f 8015 | BE 8 AP PR Ve ity hame twork
‘connections. Likew se tuizwl[e | nterfaces 10 205-1 to '
SHEOGUT S Bl G SYRBEITL HGC phys kb TAEARS K© Telated to

i nterfac r.qi ayi al,l. necessar.y drivers and .
p?%t%bec%@eg@éc asf]négggs?é:rgll?%sdri iellﬁi%%lﬁﬁysitgb? tnterfaces
nghwork 4 nteskage  cands 1(t %tnlce .(e.0..,..dnterfaces

Zgg-l to 20%- 1& ger]?er%? 32/1 S c%u%]zl(%%él%o -hn%ér':'éca network
!ﬂh%@?¥§@e%%@d§%é@[ﬁ§%llnecessarydriversandprotocol
stacks necessary to drive the physical network interface
cards.

Interfaces (e.g., interfaces 205-1 to 205-N)
generally include one or more interfaces used as egress
interfaces and one or more interfaces used as ingress
interfaces. The ingress interface is connected to
network elements (e.dg., mobile nodes 122, 133, 134) on
local networks (e.g., mobile networks 102, 103) and the
egress interface is connected to a global network (e.qg.,
global network 101).

Here, the intermediate functionality inserted
betweenTjuanetworkp:otocol layer and network interface
layer (that is, functionalities of the multi-homing
detection unit 202, bidirectional tunneling unit 203 and
tunnel failure detection unit 204) will be explained in
detail.

The multi-homing detection unit 202 detects whether
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interfaces and one or nore interfaces used as ingress
interfaces. The ingress interface is connected to
network el enents (e.g., nobile nodes 122, 133, 134) on
| ocal networks (e.g., nobile networks 102, 103) and
the 20 egress interface is connggted to a gl oba
network (e.g., global network 101). Here, the
internediate functionality inserted between the
neinwt kepriobocelr tayerbaaddeeinos knabeslaceh il ay§ror a route
(that is, functionalities of the multi-hom ng 25
detcedti®ng Lobk 1202 td dikr ectiizonal ot uthel AN in R03s one of
and tunnel failure detection unit 204) will be
explai hedriers s det nkls.. THe sl tiethont hgndetsecté hiurid by
202 detects whether [ 16 another router that
bidgiras td nohe lalv ap # abeltis yeof eaingutferon othbeigltebaface 205
network exists on the sane |link as one of the ingress
| TRk uThis dfetleetibhovsa bl 226d bYheaspectiagsate handed
packets entering fromthe interface 205 5 through a
padiEét ¥P ohRBatPRIB. L THede ekerd add Hunded sepdrected to
to the upper |ayer section 201 to be subjected to

brbze

nBPrRHa br BESS Ty RAY SligHP AT Back e Fk Bl ekt onath 211.
oo THRRREE nbDRer™ ¢ i -85 S5 FBPE 161 b 2 035an also
RERSlY BR A, 28 L OS9G Y, B9 00 < emscnves
CHLS Bl DR ETLAoRR 285 b 0o PR, MM e
29%éé%ib@%gyésJ&gké%ﬁéeéﬁei@gkgiﬁ%@gﬂhﬁgﬁfﬁces205—1
i ncom ng packets an

to 205-N through a signal flow path 219.

The bidirectional tunneling unit 203 carries out
bidirectional packet tunneling for incoming packets and
outgoing packets. All packets sent from a packet flow
path 212 are encapsulated and forwarded to the home agent.
The upper layer section 201 is expected to only switch
between oqtgoing packets directed to the global network
101 via the packet flow path 212. For a packet that is
destined to one of the_ingress links, the upper laver
section 201 can also directly switch between packets to
an appropriate interface 205 using a packet flow path
213. After encapsulation, the outgoing packet will be
routed to the appropriate interface 205 to be sent out.

The bidirectional tunneling unit 203 decapsulates
anincomingpacket whichhas beenencapsulatedina tunnel.

The decapsulated packet is handed over to the upper layer

section 201 via the packet flow path 212 for normal
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15 outgoi ng packets. All packets sent from a packet
flow path 212 are encapsul ated and forwarded to the
hone agent. The upper l|ayer section 201 is expected
to only switch between outgoing packets directed to
the global network 101 via theg-packet flow path 212.
For a packet that is 20 destined to one of the ingress
links, the upper layer section 201 can also directly
spirtoche betiween packets to an appropriate interface

+.205 using a packet flow path 213. After

encapsullatd apnhbe didgoung pecket tWolnl el tr owteeddébects
the appropriate interface 205 to be sent out. 25 The
bddismethepdli drunnield dgi ukith 208 gteedpiseit atles badirectional
i ncom ng packet which has been encapsulated in a

t tiimele 1 1The gdecnpsthatted packée ifahinded cdveritdrtdwetional
upper layer section 201 via the packet flow path 212

f BRGI hglun7e l pnee 4991 Mgoh Thes tamael fiaWl ppgh 218. Tunnel

detection unit 204 detects disconnection of a link .

t RRGUgH SBi EBTt RE Bidi Yeeh dfg heuanaliedy goes, nphatapacity
is, the failure of bidirectional 5 packet tunneljng

t AP A VE JRAIT YIS RRRKSES - THer tupdt ¢ bifest baRe occurs
occur when the ho agent has no_capacity to receive .
a%?ytBﬁnéPQk&%E?g?bguEHet&ﬁ%ﬁrﬁ%F?u?85o€EuP§'awﬁ?“ﬁéStent

DRSS BY oS AL SR 208 00 b SO S0l e
SRIRLALLY, (o8 0¥ 50,96 W7 BLS3S LOLeTLeey LU0 Lasng
et TSR 70 00 e B s TR o BB G i e 1
status of a physical channel. The tunnel failure
detection unit 204 can detect the disconnection of the

‘link through such a system call.

Furthermore, when an intermediate network node

- cannot forward a packet to the next (intermediate)

destination for some reason, most network protocols
provide means for feedback to notify the sender of this
failure. Again, the tunnel failure detection unit 204

captures such notification, and determines that the

tunnel has failed after consistently receiving such

notification for an extended period of time. When the
failure is detected, this becomes a trigger and the
bidirectional tunnelingunit 203 takes appropriateaction
using the signal flow path 215. |

The applicability of the present invention greatly

depends on the detection/discovery of another router

~having an alternative route to the global network 101
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l'i nk through such a systemcall. 15 Furthernore, when
an i nternedi ate network node cannot forward a packet
to the next (internmediate) destination for sone.
reason, nost network protocols provide neans for
feedback to notify the sender qgfy this failure. Again,
the tunnel failure detection unit 204 .20 captures such

‘notification, and determ nes that the tunnel has

f qilcatk ahhen consh st eolilte f 662t Vhagasuch t dphiftiicad i ®fute to
for an extended period of tinme. Wien the failure is
dethectiédb 4 hing thesokeEs0 & Wil ygey rafdthed to as “alternative
bi directional tunneling unit 203 takes appropriate

acoiwre 25) usi Ay grhef sicgnal t Hé omvupdtin- 2dhi nBhedetection unit
applicability of the present invention greatly

dépéndd agrs eheedat dotiont dhscovéryhefreanotherordateto detect
having an alternative route to the global network 101

18he eref paftero £ he theut er L hgvingy: bnealroertrat sve the

‘route to the global network 101 will be referred to

Bl i hominge debaréion Thétefdre, inApemiisi2hdniimgoning
detection unit 202 plays a very inportant role here..
| R267erS 1 detlBbe B 7 ri‘éaﬁﬂ(@stéwd-élgfuétlﬁé} ) taiRatihie ement
routers, the multi-honm ng detection unit 202 inspects
PP e A5 tp s &M F e 8RES Iacket s i ncl udi ng an

Acor ol hOCT8 HON BeL AT R pPOLGRH & REGEATO LS Bged in a

t.- SW net k, the uter periodically. (for
R b ERE e MR gl P et cRs o Gatny (£or
l?%gﬁ@¥éf"b?8a8@%§§%”§ﬂ 58v®£tf§%ﬁ§n%nﬂgg%§8geincluding
‘information on the router to all nodes on the same link.
From these messages, the recipient node can know whether

the router has a path to the global network or not. For

example, in IPv6 neighbor discovery described in

“Neighbor Discovery for IP Version 6“ (Narten, T.,

Nordmark, E., and Simpson, W., IETF RFC 2461, Dec 1998),
when the router sends an advertisement message to a node
on the ingress link, the router sets a router lifetime

field toanon-zero value and then sends the advertisement

- message. Thus, for the broadcasted lifetime, it is

possible to indicate that the router is available as a
default router (that is, a router having a connection

route to the global network). Therefore, when the

-multi-homing detection unit 202 on the mobile router 121,

131, 132 is implemented in an IPv6é environment, it is
possible to detect the presence of other alternative

routers using this. Once an alternative router is
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From t hese nessages, the recipient node can know

-whether the router has a path to the gl obal network

or not. For 15 exanple, in IPv6 nei ghbor discovery

described in "Neighbor Discovery for IP Version 6"

(Narten, T., Nordmark, E., andgSinpson, W, |ETF RFC

2461, Dec 1998), when the router sends an

adverti senment nessage to a node on the ingress link,

t e trodt en,sethe a Iodtan didetiors2e bagl bd tdded to a 1ist
non-zero val ue and then sends the advertisenent

messagbt e Thus, i For rivhe: or sadcastetl bif etdrenuilt i-homing
possible to indicate that the router is available as a

defechd ¢t iont emi{thadt02i.s, a router having a connection

route to the global network). Therefore, when the 25

mul ti - hemoidheleneats .ot hminto202 eomciithee nobklle rdUdterl32 also
121, 131, 132 is inplenmented in an | Pv6 environnent,

i haissa possiidelid ettebevtine pr edanceloft ooferctive egress
alternative routers using this. Once an alternative

rétitt@r $3ceg s gupddiare otkd Yal tar ahhievevwpat®er acaAsisebility
added to a list of alternative routers stored by the &
ntPEit Hdhf e PddtectPBRedniltt 0bL Far indrtvbromee This is
nabile rqg%;r 121, 131, 132 . also 5 has a pqssibilit%

of CHAA YR & Y GRAP LY tot ARkt PPl @R eSS OF Rt €8s  However,

e ot 65 RBHoA= 7 LB 1 bl ERBTeBI PR JRLEEfaces Ls
d h l't1-hqm det ect. 1t 202.
oY fL TSt phatEe Thals G- 81 f hebagrads sent from

LTRErLBESS LBk o 1) L SAESR L B S5 SET A e 5

tgfs%g%*ﬁbkﬂ%Tﬁé§§e5§ interface through which a
bidirectional tunnel passes.

In this case, other active egress interfaces are
classified as alternative egress interfaces and stored
in a list of alternative egress interfaces stored by the
muilti-homing detection unit 202. Furthermocre, the
multi-homing detection unit 202 monitors the interfaces
205-1 to 205-N continuously, and therefore when an egress

interface which is no more active is detected, it is also

-possibletx>removesuchan1egressinterfacefromiﬂmalist

of alternative egress interfaces.

Next, the operation of the mobile router 121, 131,
132 will be explained. The present invention will be
generalizedbydescribing a case where an egress interface
goes down in a mobile router (e.g., mobile router 132)
.whichisruﬂ:multi—homedjjlthefirstpartcﬁfthefollowing

disclosure and a case where an egress interface goes down
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-t e Gl
packet tunneling. Tn the‘%o??omnng'%%ggﬁp

al so a normal egress interface through which a

bi directional tunnel passes. In this case, other

active egress interfaces are 15 classified as

alternative egress interfaces and stored in a |list of
alternative egress interfaces stpred by the

mul ti-hom ng detection unit 202. Furthernore, the

mul ti-hom ng detection unit 202 nonitors the

I ntreef Aces 1 206mE &t Ro205-N rcont ERUQHS kY, artbihereietrer 121)
when an egress 20 interface which is no nore active is
detrectled, liattdis phse POSBhbl @itoHcT8FOME Such an

egress interface fromthe list of alternative egress

i nt er f alesle Nextrmd hepepes at ban of e tdied it bicltel droal érunneling
121, 131, 132 will be explained. The present

i et 283 vislds bepr2Bagenerald zed hye déscrd lfiongtaansmitting
casewher eanegressi nterface goes down in a nobile

reutenn(ee. @.ackebil eWheut éhel32nnehi thilymotetection unit
mul ti-homed in the first part of the foll ow ng

drdl esirechnd fa ichdsee whele tam gt 289 Witlerh apasgess through
down 20 in a nulti-homed nobile router (e.g., nobile

r Gl ADARTY, P IReSPatdtt PaFRCot, t haeditsdinelr ailure

Uag r normal operation, the bidirectional tunneling

urrt

Q&ﬁﬁa§e§9%ﬁngHﬁr?QQnEQSQQR%ﬁ¥EE§f%ﬁ alternative
EARREALDE 4R 4oL oBREKEL WP LE HEh e corouing
URRG G, ARSES pLIERUSR LB PEATBOE S1S8% 0 o

PnQIstL UGt jan Al Espnative. , conne ﬁ%‘ﬁngi for

g I"amat i ons,
SUpposeFiQ%thnE%&i@%@n%?éiéni§ftPﬁeQHSS§§e router 132 which
is not multi-homed will be explained with reference to
FIG.3.

"After the tunnel failure detection unit 204 detects
the failure of the bidirectional tunneling using the
interface 205-1 (51010), themulti-homing detection unit
202 conducts a check to acquire a router in the list of
alternative routers and thereby decides the
presence/absence of a router for global connection

(S1020) . When the result of this decision shows that the

router having global connection is included in the list

- of alternative routers (S1020: YES), the multi-homing

detection unit 202 sgselects the router in the list and

moves to step S51030. When no router having global

: connection exists, that is, the 1list of alternative

routers is empty (S1020: NO), the mobile router 132 has

to enter a disconnected state (81040). 1In the
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interface used for the failed tunneling. First, the
operation of the nobile router 132 which is not

mul ti-homed will be explained with reference to

FIG 3. 15 After the tunnel failure detection unit 204
detects the failure of the bidirectional tunneling

using the interface 205-1 (51010), the nulti-hom ng
detection unit 202 conducts a check to acquire a
radtefohnetdie:di staek, ather natd VEer eviglcs angd2t hereave to
deci des the 20 presence/ absence of a router for gl oba
correcdrdrel { S1H2RE t.s Yhehet herwexuddd afo thhies gdedi $1 e twork

'shows that the router having gl obal connection is

i Adlluded pasthevélgtwadt Dbrerinatdyeesoul eng SHRGestored,
YES), the nmulti-hom ng detection unit 202 sel ects the
redtertharefe ¢ sthand2ocapeemdoe st ép SHOSH. SWAED no
router having gl obal connection exists, that is, the

1ist of Ial tsdremat P& 3 Gout &r ¢ 8 Seaptyd 5a020heNOth e he

nobil e router 132 has to enter a disconnected state

(SBE40)° L TAAe 99 nafi § Benacetdd ed dirom the Fedideted router

router 132 na¥ have to discard all packets to be
f BFwdrted tBOEFhEXHHDAF  néthvidr k L hFo C BhHeBassid@rgss of the

wait for the egress link.to_he restaored and
¢ ABPETTS 1T PF BEESS® oV 100 ot B 51 4R 6h & Ser aqepd router

51030, it is decided whether .the care-of.-address .
n%é&ggﬁﬂxﬁﬁrgg%ﬁanWQE Seelt&& e FHGCEr 1 eﬁgﬁ?eF&aVlng a

e I n cyrrent add of the ingre
FEO IR VA bRE 16 Fhe T LR ecleebatFBiegrred o o
Xt §ior # D QRS- WOr S + N R LSFLBY e L 8C% DV 9331 0bal
address (e.g., when the current address is a private
address), the care-of-address needs to be acquired

(assigned) from the selected router (5S1030: YES), and

therefore the care-of-address is aéquired from the

selected router (S1050). On the other hand, when the

current address is a valid global address, the
care-of-address need not be acquired from the selected
router (51030: NO}, and therefore the process skips steps
51050, S1060 and moves to step 51070. |

When the multi-homing detection unit 202 discovers

anewalternative router, it may also immediately acquire

- the care-of-address fromthe alternative router. Inthis

case, the discovered care-of-address of the alternative
router is stored in the list of alternative routers

together with the alternative router entry. By so doing,

- it i1s possible to eliminate the necessity for acguiring

the care-cf-address in step S1050 after selecting the
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10 connection route to the selected router (referred
to as "interface 205-A" in this enbodinent) is hot a
valid global address (e.g., when the current address
is a private address), the care-of-address needs to
be acquired (assigned) fromthe sel ected router
(51030: YES), and 15 therefore the care-of-address is
acquired fromthe selected router (S1050). On the

otrhart dandn whesmpt beooqurrent address is a valid

gl obal address, the care-of-address need not be

acqui r edhferom 1 he ssedecs £d 6 or,out er 1cSHRO: dNQ) whdther the
therefore the process skips steps 20 S1050, S1060 and
mavegl i oistiem 5I070e dher-tche- adlitieskoimngt det @tDiS@Nhas been
unit 202 discovers a new alternative router, it my
abscdemedidt @y acui r @hdmetbear exafuaddtessy fo Hntthe
alternative router. In this case, the discovered
car&fohdddese ¢ thes wbcesmdiu Vel DB0FOut BESi)s dttor grocess
inthe list of alternative routers together with the
alP&TRati v & roruter 0 éAr r yheRe ad wos gt hei cug iposisi pheof the
to elimpate the necessity for acquirin t he
caféSTRhaarlede 3n sfepodiosbCameT gl gétli%ot h¥032 the
router in step S1020. Then,_ in step 51060, it is

dREPFEF BPHES 1R 35E6qUisHP8n of the

- of - add [ t 1050. h b f ul
ot ER S RERaEd Rl £ o TG uPEAS O Saltbdio [Ghe home

ful 60. YES), h es to. ste
AR5 T P PRl D ORER R AR S5 80%ho wpate

cag ez b -addy e&?a%Stflggtrg?%ggféélf%t%?l%@ 1 £50% the home

process noves to s
agent that the start address of the bidirectional tunnel

is changed to the address of the interface 205-A. Then,
the systemwaits for receptionof anacknowledgement (ACK)
of transmission of the binding update.

In step 51080, it is decided whether the ACK haé
been received or not. When the ACK has been received
(51080: YES), thismeans that abidirectional tunnel with
the home agent has been newly constructed as a provisional
measure., Theh, the process moves to step 51090. On the
other hand, when a timeout results While the system is
waiting for reception of the ACK or when a negative |
acknowledgement (NACK) is received (S1080: NO), the
process moves to step S1100.

In step 51090, the bidirectional tunneling unit 203
.énables the interface 205-A to be used as an interface
which becomes the starting point (end point) of a

bidirectional tunnel and also enables the global address
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In step 51070, a binding update is sent to the hone

10 agent through the selected router. This binding

update is sent so that the nobile router 132 notifies

the hone agent that the start address of the

bidirectional tunnel is changed to the address of the

interface 205-A. Then, the systemmaits for reception

of an acknow edgenment (ACK) 15 of transm ssion of the

bi(di ng- tipdatdeir ¢ Hs$t £p s8L08D: e fitwi shdegkdednwhebhehe router

the ACK has been received or not. When the ACK has

beel agccetlved o SIN80iYHS rfathki 9 anstichale aused as a new

bi directional tunnel with the hone agent has been

néwnp consyr sotedc asad qreovs si(dealt 20z reasureeddfher,) of the

the process noves to step S1090. On the other hand,

whénlixr¢ ¢ hdou Ir esuhhs whi IBhehe dystiemecsioweli hgnneling

for rece on of the ACK or when a negative

abRAG ég@eh@ﬁter(ﬁ\@@ﬁﬁ@g Peteinadf ¢ 51680 NO)¢ nthecess then

process noves to step S1100. 25 In step 51090, the

bit@vVicectt @nalk efurhel 1 fg unit 203 enabl es the

|nterface 205-A to be used as_an interface which

beconesIEhet Partilftf poihe Fehgcisihtyowkey 1s removed from
g ctional_ tunnel and al so enabl es the gl oba

aJEi FeldsShs (Sclaff%eo? §dAPESOL SR IR BREII Wi FRMATEE ¢ fkom the

th d f f 205-A to
LRih bt EE vER e ats é%?ﬁ&@%ﬂ%i%&al%ﬁ%swm?aﬁ'%enance
gc?grgﬁé) 19f t 'a% bi'?' rg% naI g%:sma&cfg%o reio%fglcs}ently.

I rectiona tunne I nNg USI ng

the se router 1s renpve

'_ g?ée%‘fglloﬁlyigﬂ Qﬁgtﬁ%%g‘éﬁve@é{ﬁ% e ge?ﬂ:%gi ?ﬂié%}%tllgns which

- will be executed later. After executing step $1100, the

process returns to step S510620.

In step S1110, the tunnel failure détection unit
204 monitors the disconnected link, that is, the link
between the interface 205~1 and global network 101. The
tunnel failure detection unit 204 continues the
monitoring until this link is restored and when this link
is restored, the process moves to step $1120. In step
51120, the bidirectional tunnel constructed as the
provisional measure is canceled and bidirectional
tunneling using the interface 205-1 is restarted.

Though not shown in FIG.3, the tunnel failure
detection unit 204 also monitors failures of the

bidirectional tunneling newly constructed as the

provisional measure. When a failure of this

bidirectional tunneling is detected, it is obvious that

an operation similar to that shown in FIG.B is executed.
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the list. Since the selected router is renoved from

the list inthis way, it is possible to carry out

mai nt enance 10 of the list of alternative routers and

nore efficiently perfornsimlaralternative route

search operations which wll Bbg executed later. After

executing step S1100, the process returns to step

S1020. In step 51110, the tunnel failure detection

unit 151204 PRLERS S Wihen dilse Hweet gdehitnkpdhdbe kSthat the

the link between the interface 205-1 and gFoba

nelowol ke 18butke 18annelgfatkurse depeatizan tipi b£204

continues the nonitoring until this link is restored

anc whrenf thidsite sike si $ imest beedoutdeypr adesiss mYed pwssible

step S1120. In step 20 S1120, the bidirectiona

t tionélhi rddrest royett Bdias the pbovissilemalr eadwpeersation. More

cancel ed and bidirectional tunneling using the

i At dfiatecads-vl ey arsttadmed.he Tvdugh-homigimdetiection unit

FIG 3, the tunnel failure detection unit 204 al so

mBAi%t ¢S Faviedres? ohetha 1 DEr ppdilrert Tonale t tmme@l pegiuires a

new y constructed as the provisional neasure. \Wen a

f SPEGE of 26RTe S Bi drractilohal atlirerahd viss Hewbeed, the

it i.s obvious that  an operation simlar to that shown

RURFG 98 Bl BAC LHAD FuR L hertir el PR 2 helhomends a
ent,.approves .that the nobile router,L 132 regjsters a

AP Y BPARE b oF - SaM eR5eT &I R AndG Uy Rt i o

al possi bl to further timze the above described

SRR ECIon: TNAFE T EretfiT BAPTY " Gh &Py 1 RB O Q0L eSS to the

Mhibhie- 8N, def ooty 00 LOLL 202 A, 26PURLER MW to request

ernative router ‘and acquires a
acare—of—addressorsendabindingupdateaftertherouter
is selected. Therefore, it is possible to simplify
processing during a period from the time the construction
of bidirectiohal tunneling becomes necessary as a
provisional measure to the time the bidirectional
tunneling is actually constructed. Also, it is possible
to shorten the required time.

Next, the operationof themulti-homedmobile router
121willbeexplaiﬁedwithreferencetoETG.4AandETG.4B.

After the tunnel failure detection unit 204 detects
a failure of the bidirectional tunneling using the
interface 205-1 (S1010), themulti-homing detectionunit
202 conducts a check to acquire an egress interface in
the list of alternative egress interfaces and thereby
decides the presence/absence of an active egress
interface (8S1011). Whentheresultofthisdecisionshows

that an active egress interface is included in the list
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care-of-address fromthis alternative router, the

mul ti-hom ng detection unit 202 i nmmedi ately sends a
bi ndi ng update for registering the acquired 10
care-of -address as an alternative care-of-address to
the honme agent. In this case, j is not necessary to

“request a care-of-address or sénd a bindi ng update
.after the router is selected. Therefore, it is

PesSidl ectrd s b1 BYyr 48 HCEHSINT JUEENY @1 PEL L OFHIOM the

the tine the construction 15 of bidirectiona

t wanel i Agohdenieg e Reeassan Yuas ta 2 PP O¥icSicial FBRSWEress

to the time the bidirectional tunneling is actually
candtenitbed. (Abse@indfterpossehlred tteo akoriandhace 205-B7)
required tinme. Next, the operation of the nulti-honed

noi teerbuseran@0d@dswid ks thep Xl lad nedinethihno efet eneeegress
to FIG4A and FIG 4B. After the tunnel failure :
dérdeti HBacant k1204 déthedt $ sa thiel Lietobftdheternative egress

‘bidirectional tunneling using the interface205-1

(SrdEMLache mi temadH nid vet éct N6H unthe 2o ceadustaves to
a check to acquire an egress interface in 25. the |ist
of L&t L YA ve BRRESES nfleeRaklks hhattpérebyerasd des egress
the presence/ absence of an active egress interface )
(SREaYLacofien & HePPEYuI ttIve BRPd ecrsidif Bhbdd cofpinues

an active egress interface is included LE thejlist 25

oF *SHr TR 98 Gy ese Titeri HBad 3FSIA 1T NPEGROY Redes cribed
HPEFFACE kel ei TAt L PR er et BA ey a2 i dhete $1120).
active ByroseBEstiig A g BT Rk uPHER € £¥ BerT iy e nome
E%&SE%ﬁh¥%d§H%ﬁ%selectedinterface205uB. Thisbinding
update is sent so that the mobile router 121 connects
the start address of the bidirectional tunnel to the

‘address (care-of-address) of the interface 205-B. Then,

the systemwaits for receptionof an acknowledgement (ACK)

of transmission of the binding update.

Then, in step S1013, it is decided whether an ACK
has been received or not. When the ACK has been received
(81013 YES}} this means that the bidirectional tunnel
with the home agent has been newly constructed as a
provisioﬁal measure. Then, the process moves to step
S1014. On the other hand, when a timeout results while
the system is walting for reception of the ACK or when
a negative acknowledgement (NACK) 1is received (51013:
NO), the process moves to step $1015.

'In step 51015, the selected interface 205-B is

removed from the list. Thus, since the selected egress




interfaces is enpty (51011: NO, the process noves to
step S1020. That is, when the list of alternative
egress interfaces is enpty, the nobile router 121
conti nues executing an operation simlar to the above
described 10 operation of the nppile router 132 (51020
to S1120). In step 51012, a binding update is sent to
‘the honme agent through the selected interface 205-B.

Thins: &t RdicRg i Aipdahevied SeRbnS@HAal ithe nobil e peWLible to
121 connects the start address of the bidirectional

tyenefotn ke rlbenddeess { cahe- afiraldbess)l tdrhh@ive egress
interface 205-B. Then, the systemwaits for reception

ofinare afknew edyémant: o ACKY i coferitt BpS plessi @im ob tsheni lar

bi ndi ng update. Then, in step S1013, it is decided
waéttteern ah iAGKrohdse Isesr ¢leced ¥ ed tdromdth a tWheini 1 hee AGEcuted
has been received 20 (S1013: YES), this nmeans that

t he tsi i r edftemak xteunneingi shehd Hohe, ageatphasessereturns
new y constructed as a provisional neasure. Then, the
pE@cessepovdd Itlo- step S1014. On the ot her hand, when

a timeout results while the systemis waitin for .
recepti B8R Bhet%EhﬁiéKhéFl%éﬁl s P gyt fyethe bidirectional
acknow edgenent Is received (S1013: NO, _the

pFEeesst GééniLE %9% R1P15S thestdr H1base ¢fe B to be used

Tﬁéi"taiid%%g%?%&aé%i Oﬁé?n'e%% (e T HlPekenpd executes

0SS|

R%ffﬁtenancﬁgnnt T RS Uﬂf%ﬁ%%?%&%@?@?ge"%% B. Then,
E%r%ﬁﬁﬁ§ and £SeEf|%; %é 1Rerdorma si-nilar

ter t|ve ro search ionthat will be
exeCUteﬂn step 51016, the tunnel failure detection unit

204 monitors the disconnected link, that is, the link
between theinterface205-1andglobal network1l01l. Then,
the tunnel failure detection unit 204 continues the
moﬁitoring“untilthis link is resteored and when this link
is restored, the process moves to step 51017. 1In step
-_81017, the bidirectional tunnel constructed as a
provisional measure 1s canceled and bidirectional
.tunneling using the interface 205-1 is restarted.
| Though not shown in FIG.4A and FIG.4B, the tunnel
failure detection unit 204 also monitors failures of the
bidirectional tunneling newly constructed as the
provisional measure. When a failure of bidirectional
tunneling is detected, it is obvious that operations
similar to those shown in FIG.4A and FIG.4B are executed.
| Furthermore, when the home agent approves that the

mcbile router 121 registers a plurality of
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5 later. After executing step S1015, the process

returns to step 51011. On the other hand, in step

51014, the bidirectional tunneling unit 203 enabl es

the interface 205-B to be used for a provisiona

bi di rectional tunnel and execut 10 bidirectiona

tunneling using the interface 5-B. Then, the

process noves to step 51016. In step 51016, the tunne

f aid rif €0 debelit @8 sHRI 151 @PAt ABRId S vt he il sewppectRGcribed
l'ink, that is, the [ink between the interface

20pd wadighobalh bet warklld: oiheimik®d he MepBeipecifically,
failure detection unit 204 continues the nonitoring _
uetvidr ¥ Hiisné itrike ins1 ¥ £t ared andavhen ttikirs uhiink 205 discovers
restored, the process noves to step 51017. In step

58012y @ hEehirdh r ekl onak stsunndle chaskruttetinagsdd ately sends
provi sional measure is canceled and bidirectional 20

t enhéhidigr aisimgdatikee fiomt ecfapicet 20511y ithe estneted-address as
Though not shown in FIG 4A and FI G 4B, the tunne

f anl &k begapdct Yo rF ans t 0204 dil 5o Ao tbeshémelagestef Insuch
the bidirectional tunneling newly constructed as the
pfovi§fonalt ASad@rte RoWfehsS Al at Puf e dbfe b df Cect¢oparaddress
25 tunneling is detected, it is obvious that , )
oBEr 866hs® RiAPR&Y (WP ERbE8e 2dHch FREFEGr o4 abtprace is

4B t . Furth ., Wh t. h ent _ .

2BBLEVEE That ﬁﬁﬁgeﬁéﬁ??ﬁ;&%rp%%ﬁeﬂg@;’?’ér Sipplify

oBOG Pt < BT AR L bR gt Mt on

MDEeLSRECHE LAl Y1 BURLY 11 0% LR JWLLT RO DNG. v 45 a
discover's

det ection uni

provisional measure to the time the bidirectional

tunneling is actually constructed. Also, it is possible
to shorten the required time.

The above describedexplanationof themobile router
.121 provided with a plurality of egress interfaces
presupposes that the mobile router 121 includes only a
single bidirectional tunnel and uses only one of the
plurality of egress interfaces as a primary egress
interface. However, by providing the multi-homing
‘detection unit 202, bidirectional tunneling unit 203 énd
tunnel failuredetectionunit 204 to the respective egress
interfaces used astﬂmaprimafy egress interfaces for the
bidirectional tunnel, it is possible to eliminate the

above described presupposition and extend the present

~invention. In this case, the operation shown in FIG.3

and the operations shown in FIG.4A and FIG.4B can be

executed by the respective bidirectional tunnels.
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a new alternative egress interface, it immediately
sends !'! 5 a binding update for registering the

care-of -address as an alternativecare-of-address to

t he honeagent. Insuch a case, it is not necessary to
request a care-of-address or sgnd a binding update

~after the egress interface is selected. Therefore, it

is possible to sinplify 10 processing during a period

f Eapddeallilyg tthe eaiist { 4Bbinth g afe bhdi-nest LoNad 202 related
tunnel i ng beconmes necessary as a provisional neasure

t dct e temeatihe dhdi beetivaak idnmhethagdls aekuald Yorimary
constructed. Also, it is possible to shorten the

reguiaes inter fixdhe Bbove deker bedl iexptanatmizan toinnels as
the nobile router 121 provided with a plurality of
egldssriaterdacess pnesudposes .t h&herhetpobiheeneuttes for the
121 incl udes onhy_a single bidirectional tunnel and

uséd 1Iohry eie kdfdihectglonral i tynofe bjngses meghacesl, it is
as a primary egress 20 interface. However, by

pPevisdithbet ke mi¢i thenmaighedebeciianyuRrictr 292, interfaces.
bi directjonal tunneling unit_ 203 and tunnel failure

det ect i 6fUdi £ A €4PEhEOr ESPeremRo dyreas, it is possible
Lhe bt Febiionar timrais Lhe b S daest bl enbd. ehrmemey with
R T e e O M R Lt IR
Lﬁ&ghg‘osloc?gguts%ed OPﬁgg%{?O”@%%Q%‘% Iég%f%): g‘cdé& aa{qud minimize

can execu Yy e resp

. ﬁ%?’v%?%té %ﬁeéf’gn@éﬁs e%lsbnygg%C%Q:ille’rdé %ffotélecegress_ link.

ti-hom ng detection uni elate értain
ofg: RigditnRetd PPALnttUNNEl e L E€RLS PLABE%ed here, the mobile

router can actively search for an alternative route to
reconstruct a bidirectional tunnel with the home agent,
thefeby eliminate the necessity for each mobile node
attached to the mobile router to carry out processing
of switching default routers (this processing normally
requirestime)andndnimimatheeffectsofcﬁﬁconnection
caused by the failure of the link.

| This application is based onrthe Japanese Patent
Application No., 2002-378457 filed on December 26, 2002,
the entire content of which is expressly incorporated

by reference herein.

Industrial Applicability

The mobile network control apparatus and mobile

'networkcontrolmethodaccordingtothepresentinvention

have the effect of improving transmission efficiency



egress interfaces of the other bidirectional tunnels

as alternate egress interfaces. Then, to conpensate

for the 5 failure of bidirectional tunneling as

required, it is possible to use the other primary

egress interfaces. Thus, accorgdjng to this

enbodi nent, it is possible for the nobile router using

bi directional tunneling with the hone agent to

efufi tch 60t ¥ivse d ey td cBeriingy 1Q 4 86l 09 uS8& EMobile
the network protocol and mnimze adverse effects
causedo by thel faid useiehihe egressd iak.thdlsiByithe network
present invention disclosed here, the nobile router

camract ¢ Vel yp seartals harviang a peomatl viey rdutentnection routes
reconstruct a bidirectional tunnel with the hone

agerith 21§ loler eme tebo mknatd 4 heohhetessétyofrdr ceacthrol method
nobil e node attached to the nobile router to carry
olitregretessing of switching default routers (this
processing normally .requires tinme) and mnimze the

effects of disconnection caused by the failure of the

link. 20 This application is based on the Japanese

Pat ent Application No. 2002-378457 filed on Decenber

26, 2002, the entire content of which is expressly

i ncorporated by reference herein. 25 Industrial
Applicability The nobile network control apparatus and
nobil e network control method according to'the

present invention have the effect of inproving

transm ssion efficiency 29 wthout giving any

processing |l oads to nodes of a nobile network and are:
suitabl e for use as the nobile network
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control apparatus having a plurality of connection
routes wth a global network and a nobil e network
control nmethod 5 therefor. 30 What is clainmed is: 1.
A nobil e network control apparatus, which maintains a

~connection that is constructed et ween a node

belonging 5 to a nobile network and a gl obal network
and is constructed through a router apparatus that has

amhat et faea favéagisx connection route to said gl obal

network and belongs to said nobile network, the
nobi |l e network control apparatus conprising: 10 a

“detection section that detects a failure of packet

t dnné imgo eXecokédvamsk ngoatiioktappbenftace, ofhdahdmaintains

.router apparatus; a search section that searches fora

secondhiemtierdmdeha bfi saiah s butier cappartatesnac oardd e Longing
to the detectedfailure 15 of the packet tunneling;

- ah@ amcdxetatiohvesdt2od a bdtolexkowttes phcked is constructed
- tunneling wusing the searched second interface instead

thtI‘r@él‘Jlilr%tro'ﬁl P& PREE T 20U2. thed dobi |an neewerkace having
contr ol Earatus according to claim_1, wherein said

sBafOMRICE B JIMpEPsE® arehft 8whtad Vehetoinler segr &eplongs
ction that searches for. an ﬁlternatlve rout er
gBarSzﬁ RAPQH. ShaRe L OdHhect hen Tt bot & SR kg corRt T oL
and whi ch belongs to said nobile network, 25

aﬁﬁpﬁéié?%§n8$H§HE}E§P Ss interface having a

ConneCté%tectJ_on section that detects a failure of packet

tunneling executed using a first interface of said router
apparatus;

a search sectionthat searches forasecondinterface
of saidrouter apparatus according to thedetected failure
of the packet tunneling; and

an execution section that executes packet tunneling
using the searched second interface instead of the first

interface.

2. Themobile network control apparatus according toclaim

‘1, wherein said search section comprises an alternative

- router search section that searches for an alternative

router apparatus which has a connecticn route to said
global network and which belongs to said mobile network,
ahd

determineézﬂlingressinterfaCehavingeaconnection
route to the searched alternative router apparatus out

of interfaces provided for said router apparatus as the
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 afl@deéssingpess The

route to the searched alternative router apparatus out
of interfaces provided for said router apparatus as
the 31 second interface. 3. The nobil e network
control apparatus according to claim 2, wherein said
search section conprises a regisstration 5 section
that registers a binding between an address of said

ingress interface and an address of said router

appar @t ds i nawh- sake .al ternative router search section

‘searches for another alternative router apparatus

when said 10 registration section fails to register
said binding. 4. The nobile network control apparatus
aCcofdenpb b lel meé two k vhertaidl saiph regustdatbedling to claim
section acquires a global address fromthe searched
aktewhaty eenrvatier sappartatusctboand omgyf stessaaregistration
bi ndi ng between the acquired gl obal address and the
ad@cdsisonf thaitd reout ef eappar dtiusddhen best waenean address of
address of said ingress interface is not a gl obal

Ao e neRdoE coRdrels appar aedsl router
according to claim 4, wherein said alternative router
sBRPET kdFr o %ear ches for another alternative
router when said registration section fails to
acqui resflllrgl @?Sﬁ’éfln %HV@S%@UES’%?’e?ﬁ&%@iqte‘-%tWRChes for
control apparatus according to claim 2, wherein said
SBAPER Sect o ‘CbHnT F Sed STt EFRAT 60T ML F age 1
search..section tha earches. for. _an alternative, . .
egél gts%tlsrﬁ é%?&ces%\%F‘Séﬁnhagsqa%léoﬁﬁecﬁ‘?%ﬁslt&ﬁ s HiPpding.
32

4. Themobilenetwork control apparatus accordingtoclaim

'3, wherein said registration section acquires a global
address from the searched alternative router apparatus
and registers a binding between the acquired global

address and the address of said router apparatus when
acurrent address of said ingress interface isnot a global

address.

5. Themobile network control apparatus according toclaim
4, wherein said alternative router search section
searches for another alternative router when said

registrationsectionfailstoacquiretheglobaladdress.

6. Themobile networkcontrol apparatus accordingtoclaim
2, wherein said search section comprises an alternative
interface search section that searches for analternative

egress interface which has a connection route to said
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gl obal network out of interfaces provided for said
router apparatus, and determ nes said alternative
egress interface as the second interface when the
alternative egress interface is searched by said
alternative 5 interface search3§ection, and said
alternative router search section searches for the
alternative router apparatus when the alternative

egressa i Merhaee batnot seakehad iy psaiwi AbheFHati ¥eq router
interface search section. 10 7. Theifmobil e network :

Camty0f » BRI Ak aeerth NPeko <Gl Ak My 18.c WLF ehR S fess
search section conprises a registration section that
regitsief sca hisnding betveen it @dgdaesswafen tfiBe alternative
searched alternative egress interface and an address

18 gafe sai finteut s cappar adasycard 8y dsaliteraptev@ative
router search section searches for another

aitdgrarafave egrasshi seertfiace, waend sai d  regi stration

section fails to register said binding. 20 8. A nobile

net wor ks aant 2 oIt ematdbdy ewhd e hemas ataials sa ctcommesta onhes for

" that is constructed between a node belonging to a

nmbbiel & et fibak idfrl Boylteal aprewatiandhes ddrestalteethative
through a router apparatus that has an interface

h&9FRF S al BERAEETF DN Folat t 9eaaicd ¢ obil sckdork tarhative
bel ongs_. 25 to said nobile network, the nobil e network
CbﬂgﬁIf%%?héﬁaﬁﬁ%mﬁﬁﬁqﬁfna detection step of

detecting a failure of packet tunneling executed

using a first interface of said router 33

7. Themobile network control apparatus according toclaim
6, wherein said search section comprises a registration
section that registers a binding between an address of
the searched alternative egress interface and an address
of said router apparatus, and

said alternative router search section searches for
another alternative egress interface when said

registration section falls to register said binding.

8. A mobile network control method, which maintains a

" connection that is constructed between a node belonging

toamobile network and a global network and is constructed
through a router apparatus that has an interface having
a connection route to said global network and belongs

to saidmobile network, the mobile network control method

.comprising:

a detection step of detecting a failure of packet

tunnelingexecutedusingeifirstinterfacecxfsaidrouter




apparatus; a search step of searching for a second
interface of said router apparatus according to the
failure of the packet tunneling detected in said
detection step; and 5 an execution step of executing
packet tunneling wusing the secend interface searched
in said search step instead of the first interface.

appraratus;

a search step of searching for a second interface
of said router apparatus according to the failure of the
packet tunneling detected in said detection step: and
| an execubtion step of executing packet tunneling
using the second interface searched in said search step .

instead of the first interface.:



