3e3e\\|p6T{(/ Dat a Processi ng Apparatus, Data Processing thhod, Ter m nal
Unit, and Transm ssion Method of Data 5 Processing Apparatus Techni cal
Field The present invention relates to a data process for noving and

copying contents data between a 10 server having a large y and
a nenory card, in particular, to a data processing appar atwmmmﬂm‘mmmm

processi ng nethod, a term nal uniBESGEIFETIAN ansmi ssion et hod .gfs¢ data
processi ng apparatus for storing data nove/copy history information to a
non-vol atile nenory 15 and for prohibiting and permtting contents data

frombeing (to be) noved and copied fromthe server to the nenory card
corr espondPab@t BrRFEESEPI APERFRRGYGh. Dﬂﬁ?[ﬁ%ﬁﬁﬁﬁs%%Qe%?FBﬁdalso relates to

dat t dat 20 t | ,
and a t P;nﬁ%ﬁéﬁ‘%ﬁaﬁﬁ?kid‘%@ b B A AT abake or performing a

ncrypt S wo stages in such a manner that when the term na
unlf sendsbgﬁ g%%?ﬁg Agﬁgéﬁts data to the server, the termnal unit

re-encrypts a key for 25 decrypting the encrypted contents data and the
server re-encrypts the re-encrypted key so as to secure the copyright
protectlonrgéhﬁbgagopggqgs dat a. Rel ated Art EEPROM (El ectrically
Erasabl e Programmable ROV that is an electrically rewitable non-volatile

S menory requires a tREJpreRace hecRWIq LAGR Rited St&0aPOsEL Of two
transi stors. Thus, the integration of EEPROMis restricted. To solve this

probl em apfbaébsnﬁamrmowhab addMMbpynhdndoﬁteﬁmsa@aoapbesheénmath one
transistor using all-bit-erase system has been :0 devel oped. The flash
mehry i s dervgrekpeidhgd aad aa geuctess@e or[erwweamd omahemecyr damddi uns such
as magnetic disks and optical discs.
in particular, to a data processing apparatus, a data
processing method, a terminal unit, and a transmission
method of a data processing apparatus for storing data
move/copy history information to a non-volatile memory
15 and for prohibiting and permitting contents data from
being (to be) moved and copied from the server to the
memory card corresponding to history information.
The present invention also relates to a data
~processing apparatus, a data processing method, a
20 terminal unit, and a transmiésion_method of a data
processing apparatus for performing a re-encrypting
process in two stages in such a manner that when the
terminal unit sends encrypted contents data to the
server, the terminal unit re-encrypts a key for
25 decrypting the-encrypted contents data and the server

re-encrypts the re-encrypted key so as to secure the

copyright protection of the contents data.
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A menory card using a flash nmenory is al so knowmn. The nenory card can be
freely attached to an 15 apparatus and detached therefrom A digital audio
recordi ng/ reproduci ng apparatus that uses a nenory card instead of a
conventional CD (Conpact Disc: Trademark) or MD (Mni Disc: Trademark) can
be acconplished. Since an audio recorder using a nenory card 20 as a record
medi um records and reproduces digital data, when the audi o recorder uses a
conpressing nethod that allows data to be reproduced with relatively high
quality, thRelcapd izgid of nusic data and so forth that are recorded and
reproduced should be protected. As an 25 exanple, using encrypting

t echnol ogi es, nmenory BERREM t (Edie ctrel gudt 1 \all teesd b tat Pdogaamhebpeohi bi t ed
frombeing used. In other words, in a conbination of an 2 aut henti cat ed
recorder am@Min tdstthelt i atekotenioryl tar dewehcagpeedodavalbesidecr ypt ed.
Conventional nmenory cards do not have an encrypting function. Thus, to
recérd confisoity dledi%eS a olarFenipdcedprecaune eeebrBét dBoul d encrypt
data and record the encrypted data to a menory card, However, when a
decrypt i ng WBPISEEYr dd'T FERIRIDYSE Bar dT P Efie EBRuLPEGISREdRPadannot be

tected. On the other h decrypting key is st inth
ecorder . EOCHRM it bt I Kot T He GLES y b BSOBLRE? EnChe T ecor der
that h ted.t ta _Thus, th ibility.of th d
cannot be RETKLS HEHRE Fors Sicanit s, A ster eaoriead b Y2 PR Gne user

cannot be ‘-‘E‘?:%Hé‘ltset%xbﬁ]s?ic gﬁﬁ%i@—feﬁé‘é’é &y sUSKR halOpdapsol ve this

probl em a system of a recorder and a nenory card have

réespective RRUENY ULt ONsh %5wyi§u5gfﬁ%’:?315’%?%?%261%;?32 ng been

assuring the security of data and the conpati bi

proposed. 2Qceddrer Wheiorhadiik i eisa Ui Bétetd andé ohmsdeachnker mati on and
mul timedi a systens are becom ng common, a nusic data delivering service of

whi ch nusi madmile iics died ks earedl dptoieal ndisscs dat a del i vering server to a
personal conputer through a network such as Internet or 25 a digital
broadcast is being adcomplarghemird nisivoh & Sbash ceemdeyi ¢er edscont ents data
is stored in a hard disk of the personal conputer. 3
known. The memory card can be freely attached to an
15 apparatus and detached therefrom. A digital audio
recording/reproducing apparatus that uses a memory card
instead of a conventional CD (Compact Disc: Trademark)
or MD (Mini Disc: Trademark) can be accomplished.‘
Since an audio recorder using a memory card
20 as a record medium records and reproduces digital data,
when the audio recorder uses a compressing method that
allows data to be reproduced with relatively high
quality, the copyright of music data and so forth that
are recorded and reproduced should be protected. As an
25 example, using encrypting technologies, memory cards

that are not authenticated can be prohibited from being

used. In other words, in a combination of an



in a systemof which a hard disk is used as an audi o server, audio contents
data is noved fromthe hard disk to a nenory card. Wth the nenory card,

t he noved data can be reproduced by for exanple a portable 5 player. In
contrast, audio data is noved fromthe nenory card to the hard disk of the
personal conputer. In this case, data is noved fromthe hard disk to a
nmenory car ¢uthdratcdhed dad dor8e ROhnbehh blthlethad <l sdemdr I n the
system of which a hard disk is used as an audi o server, when data is noved
froma nmenwardarehd o pted hasea di skdeatdpeeat.ents data of the nenory card
is noved to the hard disk. In this nmethod, since an encrypting process or
the like is not requiCdedsertthieoridl shemct ur eabdesontes neitnlasrearsch t he data can
be noved at high speed. In addition, since the hard di sk cannot decrypt
stored dat g@ndyyartinwikwpot henof Thaescopypr kghko relweem fitdsirg et bakd s t he
nost safety nethod. However, in the case that a contents key 20 stored in
t he Smenor y t@arsd Mefn@rt reggptdd Wie hracergeigehrey oendiwnfemitta caitd, when
the contents key stored in the hard disk is returned to the nmenory card,

ot her t han 4956t i i HN T §a cd? B2 chAndt MEBCEYpCader y iR a. | n ot her

words, even.if contents data js npved 25 fromthe hard di sk, to anot her
menory car&ﬁqﬂu?(éﬁEQ%ﬁEF%%I%?Xaﬁﬁo?tBEePe6Po&u&&$°qx1QﬁﬁﬂwiQﬂﬁ when the

original menory..card is,lost or desiroye dat a,_4 st gr.ed therein
cannot be USEt .“ZW 0 %e%?taofc?rﬁ%opr%geéfgit%\%é%tdi'onans hoe S0 hveer a problem

Withr esloe%tantc?gt gq 3, Iyl 993{;?}‘%!89”1@”%85:%\61 9%, .ach%a;rﬁed%f&eeég ng

apparatus, a processitig ne atermnal "unit, transm ssion

meyipod of @A HUPCESSd NEa RPPRT BE UgeERGhtall BY dtH! adtuKehd 0 be used
for a storing unit such as a hard disk and to bé re-keyed. Another object

of the preseiordueiHan nss tondPyptedi €Readdaba PrOLRSSiHHE apparatus, a
data. processing nethod, a termnal unit, and a transm ssion nethod of a

dat a pr ocessimpgh ARl et wso f ot he ubshanyi abklrysprawventt ng aldirccniresd s dat a of
a hard disk frombeing copied to many nenory cards. 15 Disclosure of the

| nventi on Add retangslpectdaxa t sreopedsent ai meswtriyorcarsl & fdatree pramessi ng
apparatus, conprising a large capacity nenory neans far storing a plurality
of files, &amwr \PrerayRtedrb¥tar ragorges/ edpypnsitdest ywsfiten & parti cul ar
firle is noved/ copied fromthe |arge ca acitﬁgnennry means to a non-vol atile

medory, a rPS&Serfde e IGR: raf aYEReMng ft HE IR s O infiGiRIdOn stored in
t he nennrﬁéﬁggns when t he ﬁirticular fiI%.is nn%gglggpie§%55 fromthe | arge
capacity flﬂﬁﬂﬁf¥(§? _%%%90F3FPFS ﬁgﬁDFF, 3?_%?%: NSt 9Mans for
prohi bi ti ”%&J‘E‘trﬁagi té&ﬂéﬂ#é&@efégﬁhbSngrm}‘é%d/a%%Qiﬁ%J rqEthe 5 large
capacity nmenory ans to e non-volatile menory
security of data and the compatibility of the cards has
been proposed.
20 On the other hand, as digital audio/video
information and multimedia systems are becoming common,
a music data delivering service of which music data is
delivered from a music data delivering server to a
personal computer through a network such as Internet or
25 a digital broadcast is being accomplished. 1In such a

service, delivered contents data is stored in a hard

disk of the personal computer.

3



when the reference nmeans has detected that the history information is
stored in the nenory neans. A second aspect of the present inventionis a 5
termnal unit having an attachabl e/ detachable non volatile record nmedi um
conprising an encrypting neans for encrypting contents data recorded in the
attachabl e/ det achabl e non-vol atile record mediumw th a first key,
encrypting the first rkey whkhet $€Canddieyn hddandiSociypiseag dbe first key
with a third key, a recording neans for recording the first key encrypted
by the encayptuddonesarscr autdragenersntay edattandl s eacoved nfrometbacr ypt ed
contents data to a program area, and an out put neans for outputting the
first key hBredndippt ¢d wi memcny tdandd kdid Edndchaeneoprentsrdat ahencrypt ed
with the first key. A third aspect of the present invention is a data
processi ngappar dets isavi g Fersadunad i tf ol t(9RIMC e t achablaPdet achabl e
non-vol atile record_nedium and 20 a server portion for

rec&i vi ng/ PRANEF-t t iRy CONEEAsted asHie it 2at s Meved t brPRetb®r mi nal unit,
wh inthe t i | it i , ti f ti
cont ent's. dBEHOFICHFAS Hon e Pk CHAt &7 et e HAR EOMBh- GORBEFF&" 1 ecor d

di it 5 first key, ti he first, k i d key, d
gﬁclr;g}t ;Mngliflﬁé%‘flisr I(s:{asél?éy%ttaﬁq%r %r%’lv!reg)glé@o% aéééc%?%néﬁ%rgaﬁgsgg?nr ecg?/di ﬁg
the T1rst KEROFRCLUMEACD cndW (i LNGL YL I Ak PORE 1R enlBRRgEMENt ar ea

and recordi ng encr ypt conten ta to a program area, and an out put
means for guijputting the first key encrypted with the third key and the
contents data 5 encrypted with the first key. and wherein the server

porpi on conprises a macehy RYsFRANS f (hir@rel Wawd hptdk the hsegtakey
encrypted with the third key transmtted fromthe output neans of the
term nal uaint agddot e et entreerd ataet e nicy ypdwed WEtdmt Hemémo sy keyd a nenory
10 neans for storing the third key and a fourth key that is different from
the third keytha decdyptiisky mddnssdrdrerdex rdgta ngt t hiee f nembrikegaedcr ypt ed
with the third key received by the receiving neans with the third key
stored 'inishaovedoty ridendiansh diredsyptimgeiveainsetlopdr esiBcenanypting t he
first key decrypted by the decrypting neans with the fourth key stored in
t he menory SREENSL 1R9d PFosess F rﬁ‘eﬁwglf]’cﬁ k3 rehgreneiesdt ehbs data

gzgggt ieggvgﬁ%glﬁgz?lerfgibre%[omkeeg sairr]rgpfehear]:t; rtﬁ'ge kgg/tzg egggrggt ggvggl gtge
high speed. 1In addition, since the hard disk cannot
decrypt stored data, from a viewpoint of the copyright
owner, this method is the most safety method.
However, in the case that a contents key

20 stored in the memory card is encrypted with a storage
key of the memory card, when the contents key stored in
the hard disk is returned to the memory card, other
than the original memory card cannot decrypt encrypted
data. In other words, even if contents data is moved

25 from the hard disk to another memory card, the contents

data cannot be reproduced. In addition, when the

original memory card is lost or destroyed, all data
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Brief Description of Drawings Fig. 1 is a bl ock diagram show ng the
structure of a digital audio recorder/player using a non-vol atile nmenory
card according to the present 25 invention; Fig. 2 is a block diagram
showi ng the internal structure of a DSP 30 according to the present
invention; Fig. 3 is a block diagramshow ng the 7 internal structure of
a menory cakdr4@ aeeHAdimGdrihdtherpresent invention; Fig. 4 is a schematic
di agram showi ng a file nanagenent structure of a nmenory card as a storage
medi um accordi ng to hheoprjestntofi eNtpRsedt FgveBtisnaischemati c di agram
showi ng the physical structure of data in a flash nenory 42 of the nenory
card 40 acesoidieng taddlenpmesantrespet i 00; a Figtabmbsiagdabaratrivet ure of
the nenory card 40 according to the present invention; Fig. 7 is a
schenat i ¢ dndgpamvideskowaip theode s amghyppéiréhesfi hedstructure in the
menory card 40; Fig. 8 is a schematic diagram showi ng the data structure of
a réproducProgesgnagemenhad, & PRISMabrunhbt #8datsabsmiisedoory stored in
the menory card 40; Fig. 9 is a schematic diagram show ng the data 15
structure MRTHRE @4sé@ CIvd® FH TN RPRAFR ‘éSiEhaFvPélg@Wi Ato bl ocks with
a predetermned unit |ength and(iﬂgt attribute files are added thereto;

Fig. 10A i§t8r§8ﬁeﬁﬁﬁi5chhﬁbﬂ5ﬂ? O iy THer+1PeUBEFugtGleSefore two fil es
are edited,with a comnbinin rocess:. Fig. 10B 20 is a schematic di agram
showi ng t hB3FF 8186 G&¥ #ﬁgégiéﬁefEﬁy??Ies are edited with a combining
process: Fig. I1OCis i, di i h Lle.strugture after
one file is edited mﬁ?ﬁigggrg%%&ﬁ%!gg%gg%ir5¥%%%hﬁlf?£ég€§§he%%t¥8 di agr am

sheyi ng thgrs%aesrar eI & Qs é%ﬁgﬁ%ﬁggn gaaaesgg%cfeifs'sanp LI ST;

Fig. 12Ais a schenmatic di"agram show ng t ata struc re of a header
portion of pbhaoHePROEG ik IMaageTeMd fd | €r8nsmPBEL SR mBkBodldB 1as a
schemati ¢ di agram showi ng the data structure of a main data portion of the
reproduct i aateapagererting lapd2dtls fog. suBStast dastheprbivendiiagr am
showi ng the data structure of an 5 additional information data portion of

t he reprodatii contrenigeetta faf ea PBITETJiFkgfrd8 bsingt abbéethab correl ates
types of additional information data and code values thereof; Fig. 14 is a
t abl e t hat maolr eearsy Opxsks .of additional information data and code val ues
10 _thereof; Fig. 15 is a table that correlates types of additional

i nf®r mati on data and code val ues t her eof Fig. 16A is a schematic diagram
showi ng thg.daﬁa struc%yrﬁkof additjonal information data; Fig. 16B is a
schemati ¢ dFEGraMERoRitnF e S P ucture in the 15 case that

additional informatign ta is artist, n N e PR ' hemati c

di agram showi ng the §af§§§?rﬁb %%gﬁ?ﬁt %F as%§%%gtl%§§?k?8ﬁa?gi%fornation
data is a gapyrbgllecdeiq Rgha JORIL S QoRGhELRALC, diaghamshawing the data
structure in thg ca§é ghé% éggitlopa1 20 ?n?orngt?on ggta ?g g%t Itime

i nformati omémelrg- mdbRd T Mgca?mwmwowfngﬂeg,dat feflorycture in
the case that additional infornmation data is a reproduction log; Fig. 17 is -
a 30hemat i medhagfamn shr@Mingy ansied acded Whsvosyrunenre phraicAIBAC3 data :

file; Fig. 18 is a 25 schematic di agram showi ng the data structure of an
upper port foheofi samoatetd/idnpiieedebiden that langposepaant XTRAGSrgata fil e;
Fig. 19 is a schematic diagram9
means to a non-volatile memory, a reference menas for
referencing the history information stored in the
memory means when the particular file is moved/copied
25 from the large capacity memory means to the non-

volatile memory, and a control means for prohibiting

the particular file from being moved/copied from the

5



showi ng the data structure of a mddle portion of the attribute header that
conposes an ATRAC3 data file; Fig. 20 is a table that correl ates record
nodes, record tinme, and so forth; Fig. 21 is a table showi ng copy 5 contro
states; Fig. 22 is a schematic diagram showi ng the data structure of a

| ower portion of the attribute header that conposes an ATRAC3 data file;
Fig. 23 'Slér%‘éh%ﬁ%ta'c@t@' AP WM dde-wlatBost F&IL Uil Be Ohe@ofgader of a
data bl ock of "an ATRAC3 'data file; Figs. :.0 24A to 24C are flow charts
showi ng a KeeavehiengeTRifed At Nthd ddthectps@semit i tvenhisboknp the case
that an FTA area was destroyed; Fig. 25 is a schenmatic di agram show ng the
file structufermattibe menetoreat drdClee oo g neams second enbodi ment  of
the present 15 invention; Fig. 26 is a schematic di agram show ng the

rel ati on between a t Aaskcionomsgeicdn afardge mersdnt el IMRXLE BT MSF and an
ATRAC3 data file A3Dnnnnn. MSA; Fig. 27 is a schematic di agram show ng the
det &i | ed daeaménedcinrd dlavimg arac iariaes [ ot aahagbeenenfil e 20
TRKLI ST. MSF; Fig. 28 is a schematic di agram showi ng the detail ed data
structure SPRANEE FECORhARHG ™ RRPTF I 220 | 1er v hehet €28 agr am
showi ng the detailed data structure, of NAME2 for panagi ng a name; Fig. 30
is a schenﬁ??ce&Fé@P&ﬁQﬂuﬁﬂqﬁquﬁaqﬁﬁ%ﬂ?%ﬁP%éﬁ%.%Trgg?ure 25 of an ATRAC3

d fil . - Fi g. i ' ' i he detail ed
dat & st r uctuP8COR ECRSR RS o TR Eont s R L0 N it APRht Fon: 10 -

Fig. 32is h [ j i Ng: i a u re of

| NFLI ST. Nspﬁfr%gt ?(E?pﬂr%sn?r@tggqcﬁs %ngﬁ%%ogﬁﬁ%ﬁqd%t 2R E%g’g s a flow
chapt showhpg aneeMaHNGHRtM0d @gely difgh t9 Ehergerepd & embodiment of
the present 1nvention in the case that” an FAT area was destroyed; Fig. 34

i's a schengbice rdiiadgl a@afry @@I@&Mrgg Ve P eseskepcentdiypgetio the
present invention; Fig. 35 is a block diagramfor explaining a re-keying
operation by the rPNERHHeRS Jedriy.t3G imamadéndhockredaagndm show ng t he
structure of a circuit block that noves/copies data between a first hard

di sk and arseoand narthediesicrhetavbaroritents rddthard @i skogndma first nenory
card, and between thé second hard di sk and a second nenory card; and Fig.
37 is a fl ewegharindl Brsieoimy: danawve/ kopyoprpeesing okhaofii KEcpYi ng
contents data froma host side hard disk to~a nennr%%card. Best Moddes for

CafByi ng oGnCEN@ ey éhthitorkexih ikt b rfiterte oforheNpPeS@hf i nvention 20

wll be described. Fig. . 1.s bl ock di agram showi ng the structure of a

di gital auﬁpﬁrﬁ§g6¥gégfﬁ1évg?q5&5$b C¥enory card according to an

enbodi ment of the present. inventiqn. g i.gJ udi der/ pl ayer

records and repr oducg\‘s%gltﬁdgiatsﬁecgd)lfo%%r‘f%llé%és?ﬁg%‘%@?gg{lag agl e menory

card. In realit xzrotéé%sri‘?@r%éﬂ@)@rh&@i@<95§stéﬁm?iilglouﬁ){§t @Acal ong with
[

an anplifying unit, a speaker, a CD player,; an M

an attachable/detachable non-volatile record medium and

20 "a server portion for receiving/transmitting encrypted
contents data from/to the terminal unit, wherein the
terminal unit comprises an encrypting means for
encrypting contents data recorded in the
attachable/detachable non-volatile record medium with a

25 first key, encrypting the first key with a second key,
and encrypting the first key with a third key, a

recording means for recording the first key encrypted

6



recorder, a tuner, and so forth. However, it should be noted that the
present invention can be applied to other audio recorders. In other words,
the present invention can be applied to a portable 5 recording/reproducing
apparatus. In addition, the present invention can be applied to a set top
box that records a digital audio data that is circulated as a satellite

data comMmuBkCahkeOknda yHidi %?méﬁﬁ@d@ésé1maﬁégéﬁéﬁﬁn§EeaNQ5%QV9r1 the
present invention can 'be ..0 applied to a syStemthat records/reproduces

nmovi ng pi crecerdahy amd driddypied ussntatesrabbar tbhanpaudirardata. The
system according to the enbod{nent of the present invention can record and
reproduce addati anal amfortmit aesuchfas putput eingdthextigkheeyhan a 15
digital audio signal. The recordi ng/reproduci ng apparatus has an audio
encoder/ deeodeypt€dl®,itd sdourihiyrd k&P, amd DS (Ebgttak sSdgnal Processor)
30. Each of these devices is conposed of a one-chip IC The 20

recor di ng/ eeprysGechy iddparhe UGl rels kedet antiabhereagnothiecaedv4d. The
one-chip IC of the nenory card 40 has flash menory (nonvolatile nmenory), a
nmenory conPPEFLIBRoSRIPIIESS seAifFeivbldcReanhelgbctipre}vBngckohdls a DES
(Dat a Encr¥Rti n Standard) encr ing circuit. 25 According to the

enbodi ment “NEhé1FELoKGiYn WQﬁ%RﬁgﬁﬁW&fQuﬁﬁﬁafﬁérﬂaﬁeﬁsErénﬁﬂéFéﬁgnputer

i nstead of tg% E§P 30. %%; The aqgiéhencoder/d code& |C 18 has an audio
interface T1°%nd gn RTESTe MRt RT Hocke 1B "Fhe BhE o8B/ §BEoder bl ock 12

encodes a djgi audi t [ tp. ighly efficient encoding
nmet hod andggg&%?%gsa%ﬁ%'g%%%agﬁﬁ%gﬁgﬁgg ?%% ﬁ%ﬁ%rygggfdg48?%P%yéddition,

t hegencode o] I : ades e at a [ e romthe
ne%%ry cargéggs %g&t%ggﬁﬁéﬁf;ggfflC|%%?ﬁ§ﬁd%%€n% E%?%%H,ﬁfke%g? C3 formt
that is a mpdyiir¢atiedt Gfrdnl& HERAG kf\dad)] Ve JeapsheiAyReAnauEic Coding)
format used in Mni-Disc is used. In the ATRAC3 format, ~audi o data sanpl ed
at 44.1 kHaeandpgtagt itzed fiiddt L pidrctgoteqhlyref thei eatky eegoded. In
the ATRAC3 format, the mninmumdata unit of audio data that is processed is
a sound 15reoetive8Upy lthSUnexdlatin@imedn<hwilah atloé th24dsaepl es (1024 x 16
bits x 2 channels) is conpressed to data of several hundred bytes. The
duration oftersd in fheumerzad wseeansn atheemtyypyiedfineaeat fomcoei-ng

met hod, the data anount of audio data is conpressed to data that is 20
ardind 10 ERRE¥PEHRRI Dt i sthdtebfdesipied oyt Bhe adecrypthnghe ATRAC

format used in Mni:Disc, the gqudio ,
means with t%e ouré%(key stored in the memory means,

and a storing means for storing the contents data
encrypted with the first key and the first key re-

encrypted by the encrypting means.

20
Brief Description of Drawings
Fig. 1 is a block diagram showing the
structure of a digital audio recorder/player using a
non-volatile memory card according to the present
25 invention; Fig. 2 is a block diagram showing the

internal structure of a DSP 30 according to the present

invention; Fig. 3 is a block diagram showing the
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signal conpressed and deconpressed corresponding to the ATRAC3 format |ess
deteriorates in the audio quality. A line input selector 13 selectively
supplies 25 the reproduction output signal of an MD, the output signal of a
tuner, or a reproduction output signal of a tape to an A/D converter 14.
The A/D converter 14 13 converts the input line signal to a digital audio

signal (sanplddyg, resoélﬁi'&é/ re4 £la kx'ﬁ'éx]noig Hb% Q%c%‘i%l%‘gz't%g did s = 16).

A digital |nput sel ect or ective upp les a digital "output signal of

an MD, 5 a {l3sét %%Ser(@péﬁllﬂ@ mgngah BeRadaask) di@qgad gi tal input
receiver 1 The digital input signal is transmtted through for exanple an

opti cal cabslrﬁawﬁ«m Ut Pille ShamayeRént hetdhgtiak biipdt mea@eiWw Jarkl ds5
supplied to a sanpling rate converter |5. The sanpling ~0 rate converter 15
converts the digpded meplimsagoakdingota dhgi paksaundi dnsiegrdlon(;sanpl i ng
frequency = 44.1 kHz; the nunber of quantizing bits = 16). The

encdder / dedoider Dliczka 12cldmatbiec addlagremceldewidgcotder ph@sli@aduppl i es
encoded data to a DES 15 encrypting circuit 22 through an interface 21 of
the securitstquT2oce The BES: eher §piinghcesary 22 kés tAeFMROZY. The DES
encrypting circuit 22 is _disposed so as to protect the copyright of
contents. T hetforirerding EPthﬁa§r§sEES éﬁE?FEﬂPﬁg &ilicui& 1sTiHe DES 20

encryptin ircuit 22 of the recording/re d pparatus h

ol ural i ty o2 it eriRayse it shea*ﬁﬁranyuggaﬁ 40e3FErEIE kP e DES
encrypting circuit 22 alsp has andom nunber ner CIrCUIt The DES
encryptlngtﬁ? it %ﬁ?%&ﬁﬁ%%argl%n 513u?h885€8§?%ﬁg%& &% and a sessi on

kéy th t[g@gq;ggy&&@f é@a£8§§ Q%StggefPﬁé EQEBXQE%@Qfﬁfgﬁggta With the

i on, encryptTng ¢l fcurt can re-encrypt

storage keyy Og[£?5§§5@@cry9 | ng EbrSUbEheﬁgﬁléna g ﬂléﬁQhﬂmﬂfta that is

out put fron1 Sencrypting circuit 22 s supplie
the data structure of a reproduction management file

PBLIST.MSF that is a sub directory stored in the memory
card 40; Fig. 9 is a schematic diagram showing the data

15 structure in the case that one ATRAC3 data file is
divided into blocks with a predetermined unit length
and that attribute files are added thereto; Fig. 10A is
a schematic diagrah showing the file structure before
two files are edited with a combining process; Fig. 10B

20 is a schematic diagram showing the file structure after
two files are edited with a combining process; Fig. 10C
is a schematic diagram showing the file structure after
one file is edited with a dividing process; Fig. 11 is
a schematic diagram showing the data structure of a

25 reproduction management file PBLIST; Fig. 12A is a
schematic diagram showing the data structure of a

header portion of the reproduction management file



5 (Digital Signal Processor) 30. The DSP 30 communicates with the nmenory
card 40 through an interface. In this exanple, the nenory card 40 is
attached to an attachi ng/ detachi ng mechani sm (not shown) of the

recordi ng/ reproduci ng apparatus. The DSP 30 wites the 10 encrypted data to
the flash nenory of the nenory card 40. The encrypted data is serially
transm ttecpgetyeernride DoB 89 andchbRaBEDEY agaath 4Qouih@ddidion, an
external SRAM (Static Random Access Menory) 317is connected to the DSP 30.
The SRAM 3Hay=0\d thasct iee 16f r ecaa dhnghtappodtiGiong odppafat us with a :
sufficient storage capacity so as to control the nmenory card 40. A bus

i nterface 32pgrodonnent etdatagéhenDSPiB8. PBAISTI; s Feuppllized ifs am an ext er nal
controller (not shown) to the DSP 30 through a bus 33. The external 20
control | er scireradl isc adilagpanashonsngf thhedatdi stsysttame 'ofTke ext er nal
control ler supplies data such as a record conmand or a reproducti on comand
that is ge teepreapk riesboraa hgonodataseprsigpepdt ithe tiersiRgrcdii @per ati on
portion to the DSP 30 through the bus 25 interface 32. In addition, the

ext ernal cHFRAEN S ubbl ¢ BBhAT { | Bhdt TLAf dPnat teklSudhads i mage |
information and character information to the DSP 3Q 15 t hr ough the bus

interface $PTHRE BEPeE QT bPART ELPNBhar "ESRAGHIOR: 16T p&W  Addi ti ona
information that is re fromthe, nempry.card, 40.i s supplied t.o.the

ext er nal 05h4%MW%§u?§$§hﬁﬁF? & E@%'g?éofstﬁetsg%eiﬁ?@&f&&g?iiagﬁﬁithe bus
33. In realitis the Lxiernala Fophegkher;ls dbeRosd Indor axample an
anplifying unit of the audi o system Tn addition, the external controller
cagges a Uit MOTFION 19 LSl ayoaddthhenah kofarEal igfed e Oper ati on
state of the _O recorder, and so forth. The display portiron is shared by
the audi o systi@mond NCenfetmathah dstgxehangedet HaQWER the ds ;33 is not
copyright protected data, it is not encrypted. The encrypted audio data
that is readd.raszlaid he senenytcardidfrby shewbDhB 3Bel siadecr ypted by the
security 1C 20. The audi o encoder/decoder |1 C 10 decodes the encoded data
cor r espondisrtgutar urtee ATRACRL £ Domal . i pumetdahadetath@igudil®éB is a
encoder/decoder 10 is supplied to a DDA converter 18. The D/ A converter 18
20 convert $aheaaduitpiiameamosheotengubhe datadetrdetuyder in0 tihet 0 an anal og
sifgnal . The anal og audio signal is supplied to a |line output termnal 19.
ThéSanal og Ca%6 &Fsitgrdditicuppl tefoFBahhoRnPRERYiLEg atniat tAFdt showny
through the |ine outp 5 termnal 19, The anal og,audi o signal] .is
reproduceanF5H1égébe;Q@$ b 4 pehgnekic Qﬁ@gﬁipegﬁgwlgﬁht IGteupplies a
mut i ng signal . t e | n e . . . ti.ng.si I

r epr esent sggrr‘?uctocé%n J’s[% Q‘ktkgé,) %{%geéeé?%?naa&ggﬁgjgglll é?%ﬁrro altﬁ’l%tns c%ﬁ% audi o

si gnal fromgbej ng, At frogat hpi i nggput puy terminal 1% Hdm 2 1S a

bl ock diagr§h1sho&ﬁﬁgﬂﬁae 5 ?%ferﬁgf structure o?gbhelDSP¥§ . ﬁéferring to
Fig. 2, thehdWRn X Mid6LeSsereetfrddinathkashseEiat 32udidiceAM 36, a
bus interface 37, a nenory card interface 38, and inter-bus bridges. The
DSR030 has itfe smtel druntd t ®niasdatay cineotrptibematTloe ;c@riey .34 655 isgui val ent
10 to a CPU. The flash menory 35 stores a programthat causes the DSP 30 to
per f or m pr edetcdrariaieid: pibzesasmsshdhen$REANe36asnd stthreicéxitrer nal t3RAM 31 are
used as a RAM of the recording/reproducing apparatus. The DSP 30 controls a

witing pr&ésss that additional information data is a reproduction
log; Fig. 17 is a schematic diagram showing a detailed

data structure of an ATRAC3 data file; Fig. 18 is a

25 schematic diagram showing the data structure of an

upper portion of an attribute header that composes an

ATRAC3 data file; Fig. 19 is a schematic diagram

9



15 witing encrypted audio data and additional information to the nmenory
card 40 corresponding to am operation signal such as a record command
recei ved through the bus interfaces 32 and 37 and a readi ng process for
reading themtherefrom In other words, the DSP 30 is 20 di sposed between
the application software side of the audio systemthat records/reproduces

audi o dat a A affithon@td nfergethed apdat hedaBeDLY réalsh 4F tHee DSP 30 is
operated when the nmenory card 40 is accessed. In addition, the DSP 30 is

oper at ed cergtespanth Ngedde 25t 5ot t venposeshaas A@RRCRe dsytst emlethe DSP 30
manages files stored in the menory card 40 with the FAT systemused in
conventi onatidl7 20 pes sonedbrtenphéer sorkraladdst renotra tbelefs,| eresyeatdem
according to the enbodi nent of the present invention, a nmanagenent file is
used. The reimsgermsrd $¢ | Eonih} Bégdedtriedal sable Fhewimgagepent file is
used to manage 5 data files stored in the menory card 40. The managenent
filéd as thedntel fstatemhaeaen?2i hfopnEhenaitd cusd@argmrehaye gudi o dat a

files. On the other hand, the FAT as the second file nmanagenent information
i s used to GGt IS TesuracPiidf ngouadi BoLs1gat 2 ithes i &genent

fil tored in the flash f d 4Q,. Th t fil
s Stored HPAGRF ath OB aD. 2nRLRAT ) Qar E0aft o Lo oA don rorory
| ith t te direct d h, bef h d 40 i

i pped. TR s & FAGFR i Sod b S BBl et B hccordi ng 1o
the embodi rffe.{;é\taq[e%] 49 PEECEH168K°0E! O ATAARROLGEE ff*i‘ie‘%z% ht of data,

audi o data as been conpressed corresponding to the format is

encrypted. Jap the Pidesrbapdeo, SERGBLEL shdw2fgnal raee’esany ik diRf ect the
copyright of the managenent file, It is not éncrypted. There are two types

of menory GAdhkrdite ©F ecRd BRES¥ALT PAVENBE oANd nd tARN ARG WNAtOR Ype.
However, a nenory card for use with the recorder/player that records

copyri ght Zampradecteds daéatrsydm Fed.t 25t he anecyeimadid Wieagréw ce data
and inmage data that are recorded by users are recorded on non-encryption
type nenorsh8vingartits. £l g. s8rustarbl doktdeageawryhoaingg 4the i nt er nal
structure of the nenory card 40. The nenory
according to a second embodiment of the present
15 invention; Fig. 26 is a schematic diagram showing the
relation between a track information management file
TRKLIST.MSF and an ATRAC3 data file A3Dnnnnn.MSA; Fig.
27 is a schematic diagram showing the detailed data
structure of the track information management file
20 TRKLIST.MSF; Fig. 28 is a schematic diagram showing the
detailed data structure of NAMEl for managing a name;
Fig. 29 is a schematic diagram showing the detailed
data structure of NAME2 for managing a name; Fig. 30 is
a schematic diagram showing the detailed data structure
25 of an ATRAC3 data file A3Dnnnnn.MSA; Fig. 31 is a

schematic diagram showing the detailed data structure

of INFLIST.MSF that represents additional information;
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card 40 conprises a control block 41 and a flash nenory 5 42 that are
structured as a-one-chip IC. A bidirectional serial interface is disposed
bet ween the DSP 30 of the recorder/player and the nenory card 40. The
bidirectional serial interface is conposed of ten lines that are a cl ock
line SCK 10 clock signal that is transmtted status |ine SBS for

transmtti my.g.e@lesents scidmdtibc @idataml shewdaathan dagtrrapt |ine | NT,
two dines, and two reserved lines. for transmitting a along with,data, a a
si gnal t hatdaDlaO sftoruatrars m £ t IMGLGAD. S ReshatwoebNEsEntEhe cl ock |ine SCK
is used for transmtting a clock signal in synchronization with data. The
status |i n@dsBS jionalsdformatesmiatangFagsi glalist katf leepradsenit s the
status of the nmenory card 40, The data |line DIOis used for inputting and
out put t i ng SECMdRTIT] TREAIRE Bng ryptked agarerdang. t‘PhéhentS@QQIv{) line INT is
used for transg ting an interrupt signal that causes the nenory card 40 to

i nterrupt EAY o St (e r%’& ?fé‘f/b?‘é?@FlOV\héﬁ the F&Rs P hadr B0 i s
it er rupt  SPONG Sl eiS GRAGH ngiYo Ehe*nBodtRERE O (e Prbent
t , &t t th h th d ta |
15" tf%;”%npé%ﬁéa%ff%%mﬁ' Pisrslted i bl A3 Hioncn | ng
I1el/ ) : k
paral | el / seg, w%htqggye@%_ g:yang% E§£§§%Gd$ggﬁgm(§or e§/§ fﬁ{ pck) 43 is

an interface di sposed vveen recor er and t he

control bl eekdliely MR rMBRMYY LR7thdUnoJae J.S()Besgl S’Flﬁnd 3d il ock 43
converts seri al data recei ved fromthe DSP 30 of the recorder/player into

paral | el datlecandisuppind ehdwihpaiiad | et rdatartoothe eentig@le Bieek 41. In
addition, the S/P, P/S, and ~0 IF block 43 converts parallel data received

fromthe ctohttomovesticoplidntdatserhatwekan aaanilrsuppkires diilk&k seid al data to
the DSP 30. Wien the S/IP, P/'S, and |IF block 43 recei ves a command and dat a
t hrough t heegang hiaxsi DiQkt HeetSidgn RiI8; AhdstFhblkdckii4X sephraat es t hem 15
into these that are normally accessed to the flash nmenory 42 and those that
are encrypfédst mem@éw&armil Fnqubetvert athe sransai head disdugind he data
line DIOQ after a command is transmtted, data is transmtted. The S/ P,

P/'S, and | B 36CANEc IO etSHY 130 oHe- of / al 8 oRmaRdWasdteddt er m nes

her the,conmand an ta are those fhat are n rmal |y accessed or those
thgt% are entodald éofnroeéa;{a SERNP IV T Rt Y hBd F8§¥F¥‘g RESPS p/s, and

egtseey 44aBROEERLA LHIING I nd 2a AT LRI LY ZOnBRESTPEALD & Commad

regi ster 44 and SC0r &5 I'S norna accesse 0 a page buffer 45
and a wite register 46. In association mnth the wite register

Best Modes for Carrying out the Invention
Next, an embodiment of the present invention
20 will be described. Fig. 1 is a block diagram showing
the structure of a digital audio recorder/player using
a memory card according to an embodiment of the present
invention. The digital audio redbrder/player records
and reproduces a digital audio signal using a
25 detachable memory card. 1In reality, the
recorder/player composes an audio system along with an

amplifying unit, a speaker, a CD player, an MD

11



20 46, the nenory card 40 has an error correction code encoding circuit
47. The error correction code encoding circuit 47 generates a redundant
code that is an error correction code for data tenporarily stored in 5 the
page buffer 45. Qutput data of the command register 44, the page buffer 45,
the wite register 46, and the error correction code encoding circuit 47 is

supplied taadidsh emivet Nt ehdase asdtEequasserefhenei sabued bEO
referred to as nenory |I/F and sequencer) 51. The nenory |IF and sequencer 51

is an interfaosl disposete beteeent t bevensotonl chhobk 4bpanddt he fl ash nenory
42 and control s data exchanged therebetween. Data is witten to the flash
menory thr agled heudienorgcd fdand. 15Iseqtibacewosdls, Aileo pdatsantthat has been
conpressed corresponding to the ATRAC3 format and witten to the flash
menory (herigiveafttiorn ¢dn sbauvappl dadatesarpbetrbdeto as ATRAC3 data) is
encgipted by the security IC 20 20 of the recorder/player and the security
bl odk 52 offadnrderbfseREPdAUAbNgo2pBAEBtPEot eéP BAELIEAPYri §E of t he ATRAC3
data. The security block 52 conprjses a_buffer nenory encrypting
r

53, DE
circuit 54PLEREH M at PP eCHRNBFY2BB1198 FRe2s8ELT PP 8%&05@5 of the
d 40 h J [jt f t i ti k d i t
rov f o Cor eniBd 2 DGl Ead Lud1 o S PENLRSR 18D eXB1 8RS st e, o1 Or 20e
f / ti d t i h | atil 55
e by TP A0, (Bl DEa Kot & 80 RaA N BARALY!,! | TomoTY DO

s stored | ih s OoNVIALLLFe FEMPAY BResnlNEntBANL LY Jahogk 52 al so has a

random nunber generating circuf security block 52 authenticates an

applg cabl e ggeorderd l ayeys dad éﬂé‘fe§eé‘o§@§$&@ﬁr%@ﬁcﬁe@e&1%‘0‘1&1@- I'n addition,
the security block 52 re-encrypts contents with the storage Key LO through

the DSE engiiwfiry ddt£Uhhd 54t iForpexagpkedavherathe rnemany ataid 40 is
attached to the recorder/player, they are nutually authenticated. The
security | @2k of TH®e system according to the embodiment of the
present invention can record and reproduce additional
information such as picture and text other than a
15 digital audio signal.
The recording/reproducing apparatus has an
audio encoder/decoder IC 10, a security IC 20, a DSP
(Digital Signal Processor) 30. Each of these devices
is composed of a one-chip IC. The
20 recording/reproducing apparatus has a detachable memory
card 40. The one-chip IC of the memory card 40 has
flash memory (nonvolatile memory), a memory control
block, and a security block. The security block has a
DES (Data Encryption Standard) encrypting circuit.
25 According to the embodiment, the recording/reproducing

apparatus may use a microcomputer instead of the DSP

30.
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recorder/player and the security block 52 of the nenory 15 card 40 nutually
aut henticate. \Wen the recorder/player has authenticated the attached
menory card 40 as an applicable nenory card and the nmenory card 40 has

aut henti cated the recorder/player as an applicabl e recorder/player, they
are nutually °~ 20 authenticated. After the nutual authenticating process
has been successf ul | \fhperdfwiitedenddder fdecdéer pfayet aad theameitory card 40
generate respective session keys and share themw th each other. \Wenever

t he recor dam/gsizfipre dnd an aenengodar ddd4oodaerhbhbickall@ .25 Téach ot her, they
generate respective session keys. \Wen contents are witten to the nenory
card 40, tKaGastr/faIpieyrlenlr iptenacdent endigkeplniatiliap 22ta sessi on
key and supplies the encrypted data to_the menory card 40. The nmenory card

40" decr ypt $AHE TMERS key? ikt dhthecEBssisnt kecopdngndeios @ms cont ent s
k ith t, key, | i the 5 t ent to th

oudr der / pHydes T Hnsitd Wt s oo Ufie quERREY FoFSedlh mbfory card 40,
Wh th - [ pl i th t ed tents key, t

Fecor der | pragut by AR SREISRTer Reaer cRLBLRT oF *BRECeRer Fhea Eont ent s
key, and wytes t%l%et Q_%Cr%égcfdfx]&ncﬂqéer@&ﬁo%ﬁgc%g Lhe eperypted contents to

the nmenory card I'n the above section, Wrrtirng process for the

Tenory. car g4 WA 4assid e nd dulhls FOLAGH Nne! BERREAUIRIG ROCESS for the

menory card Wi I'1"'be 15 described. Data that is read fromthe flash

nmenory 42 ichatUAR iehdd teadase Sefége APratheasspdikedivthels #inm and the
error correction circuit 49 through the nenory IF and the sequencer 51. The

ernor corr achiusd iei Madingdd9 fofmiect $sad £firminofpibe dat assdered in the 20
page buffer 45. Qutput data of the page buffer 45 that has been :
error-corrected and (e thiet AMRALE of @fmdthe awdib régtst sampledr atsupplied to
the S/P, P/S, and |IF block 43. The output data of the S/IP, P/S and IF

bl ock 43 i $4sdpptizednh qusntbsredowbththe REtsetsr déghplvayer through the

above-descri bed serial interface. Wen data is read fromthe nenory card
40, 23 efficiently encoded. 1In the ATRAC3 format, the minimum

data unit of audio data that is processed is a sound
.15 unit (SU). 1 SU is data of which data of 1024 samples
(1024 x 16 bits x 2 channels) is compressed to data of
several hundred bytes. The duration of 1 SU is arbund
23 msec. In the highly efficient encoding method, the
data amount of audio data is compressed to data that is
20 around 10 times smaller than that of original data. As
with the ATRAC1 format used in Mini-Disc, the audio
signal compressed and decompressed corresponding to the
ATRAC3 format less deteriorates in the audio quality.
A line input selector 13 selectively supplies
25 the reproduction output signal of an MD, the output
signal of a tuner, or a reproduction output signal of a

tape to an A/D converter 14. The A/D converter 14

13



the contents key encrypted with the storage key and the contents encrypted
with the block key are read fromthe flash nmenory 42. The security bl ock 52
decrypts the contents key with the storage key. The security block 5 52
re-encrypts the decrypted content key with the session key and transmts
the re-encrypted contents key to the recorder/player. The recorder/player

decrypts t hensepianthekanpMt i ihe $eeedvedo sgsgigntkeyaandogenerates a
bl ock key with the decrypted contents key. , 0 The recorder/pl ayer

successi veky gaadr YRlasplhe e el etk WFRACB. takiz ; AtheonhugbeRBIESO is a
menory that stores partition information, various types of attribute

i nf or mat i onquaand ziod arittdts 6f tde. nehrodigraatd A0puTheeldctremody card 40 al so
has an erase protection switch 60. When the switch 60 is in the erase

pr ot ect i onspdsicttiionel yevsarpr fies conremit 2 haduthusesighelneforp ¥&rd 40 to
erase data stored in the flash nenory 42 is supplied fromthe

recdrder/ pPafér $Sirdé@ §§1ﬂﬁ?Qﬁ%k#9ec%&%PQ@} BpoefeafbihoEY Bard 40 is

prohi bited fromerasing the data stored in %he,fl sh nepory 42. An OSC
Bont. 61 1 §184 tGac HMPHtorr adR VoEnE at 618 $HOLk20| GRARCL AAEAAY dRe
reference of the.,tim of the process of the nepory.card.40. 25 Fig. 4 is
a schenatigrépg&ﬁ%%%éﬁkﬂ§ﬂf%hl W 727 TR eo?ntﬂggg?%%eggg%eOf %ﬂb file
system of the_cqnputer .sys that u as-a;storage 24

el m _onCRE U By O et b i B o SRPER ¥ eE ke ST I E001 ot o

process | aygbp1 1% aRP!d %%éﬁ%@%gfﬁé LaYGLrE St 05l owpHebY AAhiilg

managenent process |ayer address nmanagenent |[ayer, "a physical 5

aldpess MERAGRMRRInJANy BNLGhid A @E@&Y?§€8§3§n9§ieéighﬁlt he
above-nentioned hierarchical structure, the file nmanagenent process |ayer

i s the FAT jhitle as¥sigEmaPsd tal s BSsesmpl €ngssirggaentg Endidyildual
bl ocks of the flash nmenory. The relation between the 10 bl ocks of the flash
nmenory andkHze phsimalbeatds £sgesnt heireof bibes=nd6)vary. Logi cal addresses
are addresses that are logically handled on the file managenent process
| ayer. The encoder/decoder block 12 of the audio
| encoder/decoder IC 10 supplies encoded data to a DES
15 encrypting circuit 22 through an interface 21 of the
security IC 20. The DES encrypting circuit 22 has a
FIFO 23. The DES encrypting circuit 22 is disposed so
as to protect the copyright of contents. The memory
card 40 also has a DES encrypting circuit. The DES
20 - encrypting circuit 22 of the recording/reproducing
apparatus has a plurality of master keys and an
- apparatus-unique storage key. The DES encrypting
circuit 22 also has a random number generating circuit.
The DES encryptiﬁg circuit 22 can share an
25 authenticating process and a session key with the

memory card 40 that has the DES encrypting circuit. In

addition, the DES encrypting circuit 22 can re-encrypt

14



Fig. 5is a schematic di agram showi ng the 15 physical structure of data
handled in the flash nenory 42 of the nenory card 40. In the nenory 42, a
data unit (referred to as segnent) is divided into a predeterm ned nunber
of blocks (fixed length). One block is divided into a predeterm ned nunber
of pages 20 (fixed length). In the flash nenory, data is erased as each

bl ock at adtiteewibat ahes swdidgn keoy tde thasbEsesneyyp2ieky read therefrom
as a page at a tinme. The size of each block is the same. Likew se, the size
of each pagéricgithe same. One bl ock is conposed of page 0 25 to page m For
exanpl e, one block has a storage capacity of for exanple 8 KB (kil obytes)
or 16 KB. One page hdbeaesicaryajed aputia ydafa 502aB {bybesputWieomone 25

bl ock has a storage capacity of 8 KB, the total storage capacity of the
flash nmenoEyeaPESs eI KHoRE)t of 2 81 vBSyurDR4eB| §6kS) DSBhen one bl ock
has_a storage capacity of 16 KB, the total storage capacity of the 5 flash
mensry 42 ?gl%tﬁg Erene p Fracgss ) n?é)(zo%engéké?, CePER g8 te£096

bl ocks). One, pa i s conposed of ata portiop of 512 bytes and a

r edundant BbFBigﬁeopef§g§&f§§¥PTﬂg'?'?%T htBetBYEES26F -t he Ty &ddidant
portion is rwite .~ rti al_is L{,ten whenever data is
updat ed. TﬁgQnggf“% Fegxnvi s‘%ﬁ%@éégi%%|@t%%%5%§ngg Bf'ock status area, a

page st alus,@bedind)ded IR hlfliiesd! fhor TORLLATLRI RECLS Dytes of the

redundant portion are fix ta t epends on t contents of the data
15 portionredBedidghyedseitigld Hpmrpaesentrhlagsargg (Likuleknea | 0gica

address area (2 bytes), a forndat reserve area (5 bytes), a dispersion

i nfor mati oanECGpaeaadaz abyticehe afichsh ddrio ar efe( AeRWk§SLarkhe
di spersion informati on ECC area contains redundant data 20 for an error

correctiondproctas agairypitddelamnagensantidl by areAsnibecHopetdlecaddr ess
area, and the format reserve area. The data ECC area contai ns redundant
data for ahher PEP S6r rect itdhre prawess cayad g . 512abgtididaba, 2% The
managenment flag area contains a systemflag (l: user block, 0: boot block),
a conversi 8Ktesppé FRAY ((BtativalBandan Aeeses bleskyy)a3dopyg prohibition

connected to the DSP 30. The SRAM 31 provides the

15 recording/reproducing apparatus with a sufficient
storage capacity so as to control the memory card 40.

A bus interface 32 is connected to the DSP

30. Data is supplied from an external controller (not
shown) to the DSP 30 through a bus 33. The external

20 controller controls all operations of the audio system.
The external controller supplies data such as a record
command or a reproduction command that is generated
corresponding to a user's operation through an
operation portion to the DSP 30 through the bus

25 interface 32. 1In addition, the external controller
supplies additional information such as image

information and character information to the DSP 30

15



26 flag (1: OK O0: NG, and an access permssion flag (l: free, 0: read
protect). The first two blocks - blocks 0 and 1 are boot bl ocks. The bl ock
1 is a backup of the block 0. 5 The boot bl ocks are top bl ocks that are
valid in the menory card. Wien the nenory card is attached to the
recorder/player, the boot bl ocks are accessed at first. The renaining

bl ocks arecysehghl @plks bu%aQ%t%rfﬁaéé‘%ﬁoo'fTHH ks contai ng a header area, a
systementry aréa, 10 and a boot and attribute information area. .Pace 1 of

t he boot bheekreeRtiainas adimRM lkidtebblak dataidieiondage 2 of the boot

bl ock contains a CI'S (Card Information Structure)/1D (identify Drive

| nf or mat i oahfakeatidn thethdadereaat efrcnf the roowdr bl oxkd codt Asns a boot

bl ock 1 D and the nunber of effective entries. The systementries are the
start posi supplakdprehithiet ecktddmekdl datent tdiel eattehsdoeeh t leeebBBP the data
type thereof, the data start position of the CIS/ID area, 20 the data size
thebeof, an@.thbeddus typenirgedi2, B Hdw kit 3¢ ri but Beahi bt i on

contains the menory card type (read onIy typ rewitabl e t¥§ or hybrid
type), thetBRoEKtSiEAE! RS HAMIAT oFS KHERGS e he nkRbe?XFPLBt &1 bl ocks,
the securit /non security t the ar d 25fabr| ati ndata te o
fabricatioﬁ%p liky1ag P@FﬁhC%g ?I%%ﬁ]?ﬁmmrﬁn d%ﬁ?%@t gg?lon f or

th nmb t t d t he det t | at
i 1t SHEEBea P ”ﬁ%a‘f%ees St RGNS B ot SOFrhm bei ng

concent [ at edly ;36heac et e NS JMCTL R Sy JRrdd gl el pgLcal addr ees
ress 1s up

stored at par? %I ys cal dd rewitten ated data of a

parb'CU|aerE8?%e&s @H&t§3‘f e Nonpisedl  0ek sSEOESHt DaNshheeari gi nal

bl ock. Thus er ‘data i's updated, the relation between the I ogical

address angyt ke ephyRiicals yaélhiir@ss S&hﬁﬂg%térhil’ﬁatpril@%ﬁchéndj@ﬁerFEd to as
swap process 10 Consequently, the sane block is prevented from bei ng

concentr at etdirpuatceadsedbusiBs,id heotserapwei dhif erdtébeedll dahapedbry can be
prol onged. The | ogical address associates with data witten to the bl ock.
Even if thesbhotk evfcryipered.
The encrypted audio data that is read from
.15 the memory card 40 by the DSP 30 is decrypted by the
security IC 20. The audio encoder/decoder IC 10
decodes the encoded data corresponding to the ATRAC3
format. Output data of the audio enéoder/decoder 10 is
supplied to a D/A converter 18. The D/A converter 18
20 converts the output data of the audio encoder/decoder
10 into an analog signal. The analog audio signal is
supplied to a line output terminal 19.
The analog audio signal is supplied to an
amplifying unit (not shown) through the line output
25 terminal 19. The analog audio signal is reproduced

from a speaker or a head set. The external controller

supplies a muting signal to the D/A converter 18. When
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15 original data is different fromthe block of updated data, the address
on the FAT does not change. Thus, the sanme data can be properly accessed.
However, since the swap process is performed, a conversion table that

correl ates | ogical addresses and physical addresses is 20 required (this
table is referred to as |ogical - physical address conversion table). Wth
reference tqd hediofi Gl gl sisate addEess ropuensi QR tabl g physi cal
address corresponding to a IoglcaT addr ess eS|gnate§ on the FAT is

obt ai ned. ERusrmiblak ©esi &nas £6h b1 Hs 26ha ‘ROYSbLCAl gRddr es$pcan be
accessed. The DSP 30 stores the |ogical-physical addréss conversion table
in the SRAMeiWkerutmitstirager8 1igapagtpytotethenBRAMiios snall, the

| ogi cal - physi cal address conversion table can be stored to the flash
menory. The | ogi cal - fhiysi Calisaddrielsscic omvay samnshabli agcaheel at es | ogi cal
addresses (2 bytes) sorted in the 5 ascending order with physical addresses
(2 bytes). igitegwatlhestmudinum stOridye B2Paddty Befeheihbasl WeEmpry2,is |28 MB
(8192 bl ocks), 8192 addresses can be assigned with two bytes. The

| ogi cal - phir¥iec &S Paddr exanmaoirfiRs st orr¥abBé | 8 FhAahedeoryeddh $egnent .

Thus, 10 the _size of the |ogical-physical address conversion table is

propor t i onaRMD 3he st dd t@pRTe y3 bf 2 HBSRPR¥hCAERDARLCWA@FS he st or age

it the f) i s, MB (t .t d
he gl caPBpneac: AT LR R AT St ot Panbalr aP BachtRs ShTehe Segmont o
Wh th i t abl e . t dint fl ash Y, t i ned
one bi 1 of TLHE RSnGSmEn Tt TG t nEn efoRBant. por ERO P Seich page
reppesent s yhat bk or il Zé&@%ﬁ%éﬁ&%wc&wﬁ gl g% SR N9 the.
S abl e. e a ovg-

| ogi cal - physi cal” addr es conversi escri bed menory

card can besused Wrh gdie FAkd ider sysh ﬁ@ée@epﬁiﬁeaﬁgr%@%%%h system as

with the disc shaped record nedi'um The ash nmenory s an | PL area, a FAT

area, and gheodhaM23didrRCitHy feardd0tsAeWS1i BrEi dsed) asTRERARL area
contains the address of a programto be initially |oaded to the nmenory of

t he recordef/ phayekecdriiziy/ reafitbdu®©ing téagpd Phtasea contai ns various types
of nmenory information. The FAT area contains information with respect to
bl ocks (clusters). TReeFABPhasd defmtred urnsedi blogksronexs Bbeck nunber
def ective bl ocks, and 5 |ast block nunber. The route directory area
cohPai ns drFééisgy casmyirded Hadin cdatd j3rd aeddiblpralannipdaps igat e [ day,
nont h, year%, gile size, and so forth. Next, with reference to Fig. 6, a
managi ng nEPh&ASUTEAR thE AT A MEFROMSI e sEPi BBIOPLEXatdopi g. 6 is a
schemati c di,agram showi_ng a nenory map._ The top.area of th nory map i s a
partition FégﬁgapSPfﬁoﬁélﬁu§ﬁﬁﬁ§$%??ﬁ#?%%lEeﬁ%?Y?gntB§°P8$Ig&@d by a bl ock
area, - a boghSeRtArRdABAGR F Foila PACKURaR§ A BCEAY! £dir ectory area,
reading them therefrom. In other words, the DSP 30 is
20 disposed between the application software side of the
audio system that records/reproduces audio data and
additional information and the memory card 40. The DSP
30 is operated when the memory card 40 is accessed. In
addition, the DSP 30 is operated corresponding to
25 software such as a file system.

The DSP 30 manages files stored in the memory

card 40 with the FAT system used ih conventional
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15 directory area, and a data area. On the nenory map, |ogical addresses
have been converted into physical addresses corresponding to the

| ogi cal - physi cal address conversion table. The boot sector, the FAT area,
t he FAT backup 20 area, the root directory area, the sub directory area,
and the data area are referred to as FAT partition area. The partition

tabl e portifn £LONAI ASmphee s ar t1adgdh@sei aAdrbhenend 1addigss caf, the FAT
partition 25 area. The FAT used for a conventional floppy disk does not

have such adqyddin®nd abhe. ebogeméhe bErshe3fresthacknRsntadny, a
partition table, there is a blank area. The boot sector contains the size

of the FAT rsdraupingre: (2181 1s FAdedr 1Bhéi hahAgemehhe fdllestwerllsikee, and t he
size of each area. The FAT is used to nanage 5 the position of a file
recorded i niadmridat alatrea. Thiee FATnagpyentefile asFAFebactlupasmagme The
route directory area contains file names, start cluster addresses thereof,
and Svar i ousladta ribigesstheedoin the mewesydrasdt Py afdg uses 32 bytes per
file. 10 The sub directory area is _achieved by a directory attribute file
as a di rectnpoqnenthel hdods nehe Shbek fhlei §anggemgdtsub directory area
has four files named PBLI ST. MoF, CAT. MSF, NSF, and _MAN. MFA. The sub
directory drePiRatidy 19 %%%%gEOfm?%aqg AHARS dAGer éddeF podt it on the

FAT. In oth ds, . the sl f the fil . CAT. MBF i s~assi gned add

"10" on ChéWRE il e ofAThest PRe Rene BB BEF e Sl Bod addr oss 10"
the FAT., aft t i d P Lhi

embodi ment o0 A thats FaT Ractands 30E, FEa8s TS R Re AR S (e

ATRAC3 for gty | sfirf&soréiﬁ&-m%zgs%gﬁrenél pi10f therbil enname MANNBA is

aS§igned_a ress "110" on t / According to the embodinent of the
present i nyRdAN. o AUKSO ﬂ&ﬁ@rg thréheofi | enBaRBnEHENNMRR ifS ey ded to 25

cluster 5 to 8. 'Audi o data of 1 as the first half of the file wth the
file name [RGMNGF i tlRsOnEREryyOcard 40. The FAT is written to '
the flash memory along with the route directory and so
forth before the memory card 40 is shipped. The
15 details of the FAT will be described later.

According to the embodiment of the present
invention, to protect the copyright of data, audio data
that has been compréssed corresponding to the ATRAC3
format is encrypted. On the other hand, since it is

1'20 not necessary to protect the copyright of the
management file, it is not encrypted. There are two
types of memory cards that are an encryption type and a
non-encryption type. However, a memory card for use
with the recorder/player that records copyright
25 p:otected data is limited to the encryption type.

Voice data and image data that are recorded

by users are recorded on non-encryption type memory
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clusters 10 to 12. Audio data DOG 2 as the second hal f 31 of the file
with the file name DOG MSF is recorded in clusters 100 and 10l. Audi o data
with the file name MAN. MSF is recorded in clusters 110 and |11. In the
enbodi nent of the present invention, 5 an exanple of which a single file is
divided into two portions and dispersedly recorded is described. In the
enbodi ment cggRsarea "Enpty" in the data area is a recordable area. An area
after cluster 200 is used for managing file nanmes. The file CAT. MSF is

recorded to ~0 C|UStB&g20@ iEhg Bﬂdtﬂ]&i&@}émSsm@ﬁpﬁgedhéo cluster 20
The file MAN. MSF is recorded to cluster 202. Wien the positions of the

files are thanged]l sheuvateaeafdfertid usdmsr?00at+8 4e-ar raagaemoten the

menory card is attached, the beginning and the end of the FAT 15 partition
area are resorddél wotprieksr encerttordheclopk phitatdoa fablsé pertdrgn. After
t he boot sector portion is reproduced, the root directory area and the sub
directory é?eéhatearépﬁﬁdu@éwréﬂuﬁsﬂanomﬁ ¢iep r €Br odbct i on managenent

|nfornat|on PBLI ST. MSF in the 20 sub directory area is detected. Thus, the
addr ess of %ﬁéréﬁalﬁéﬁﬂléﬁﬁﬁa%fkﬂﬁﬁﬁﬁaQﬁ ¥hediFPRSPBLPSTWRBR ithicobt ai ned.

In th nb dd 00" ded at th d of the fil
bBLI o7 VorDSRI Gt B 5B6” e SR BRI = o s CRCRPEY CPASAOr 200 1§
used for aglt the,.re ducti.o q§ f files. I n th _egb%dinent, t he
'iTe cat. VERE R HGSREAEPalr Sl itk optacy | 1€ copPraRt 8% RE econd

I N A t ft
Pl oatar 20nine®, EpdELalElal Tuchd Uiq SRR o Lhnghs REABL 8 2 he’ van. vea
ar £q refere@%@@k éEgﬁhQTﬁgaeng » dgmtéEééléﬁ égOWf£ﬂEEé;bBAQAT MBA i s &

assi gned address ot of The fi i s assigned

address "19¢atdBe1¢Rd ehst %rsltqtargmtaelﬁglae MBA-hstassi gned address
"110". Wien an entry address is searched on the FAT with address "5",

cluster addepsesdfts6i ssaaabaleeduthamJ&ﬁnﬁnﬁrfoaddfgﬁgmuﬁtae@ﬁched on
the FAT with address "6", cluster address "7" is

data, an 1nterrupt line INT, two GND lines, two INT

'lines, and two reserved lines.

‘15 The clock line SCK is used for transmitting a
clock signal in synchronization with data. The status
line SBS is used for transmitting a signal that
represents the status of the memory card 40. The data
line DIO is used for inputting and outputting a command

20 | and encrypted audio data. The interrupt line INT is
used for transmitting an interrupt signal that causes
the memory card 40 to interrupt the DSP 30 of the
recorder/player. When the memory card 40 is attached
to the recorder/player, the memory card 40 generates

25 the interrupt signal. However, according to the

embodiment of the present invention, since the

interrupt signal is transmitted through the data line
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obt ai ned. When an entry address is searched on the FAT with address "8",
code "FFF" that represents the end is obtained. Thus, the file CAT. MSA uses
clusters 5, 6, 15 7, and 8. Wth reference to clusters 5, 6, 7, and 8 in
the data area, an area of ATRAC3 data with the file nane CAT. MSA can be
accessed. Next, a method for searching the file DOG MSF that has been

di sper sedl yprgcatdedi v dtriget deses i betl. 1 20gFbengad. of the slot of the file
DOG MSA i s assigned address "10". When an entry' address on the FAT is
searched wi th addressh "s¥'ialcipstalrl eddresset iitigj spabshlagtdsevhen an entry
address on the FAT is searched with address "11" is referenced, cluster
address "12'orEentsint aamedintefaen lehoey 48dPesB/8n LHE FAPcks sear ched

w th address "12" is referenced, cluster address "101" is obtained. Wen
entry addréss '3 gt jrtegface efbpepeed, bebdeenrFrire PREt 3PepfedBfts the end
i s obtained. Thus, }he file DOG MSF uses clusters 10, 11~ 12, 100, and
1015 When dIQfQEerARiavar and Efzea?‘én%%r]@i%ﬁ, 4{nhets P&t MFAPEYof ATRACS

d f the file 5 VS d. . Wen, the cl 100,and |01

are rof er oA e SOoreY Bar i/ o ATRACS BAVARof 1 G PEFECOORINER can be
d. 1n addjti t i FAT wi th

ddr oes 1 f0¢% it Bredarafoefop¥e FIOLEE2rhE PECRERRY/BL6 Y8R 1) ador oss

1 SR S0 i e S0 O b e

the end is _ that ti e NAN. A uses clusters
110 and 11ll.nAs-gesesi bethapoye, dahaadglesofi seresedpl npl/ke thash menory

can be linked and sequentially 15 reproduced. According to the enbodi nent

of tohe presentpidvienis onddraddbs-on16D Hheaf kkeeipaagerent togst em defi ned
inthe format of the nenory card 40, the nmanagenent file is used for

managi ng tragksrenb pedk sS4 L0infonssttali desa dhd sapaderenthkile is
recorded to a user block of the flash nenory 42 of the nenory card 40.

Thus, as widdribel dista i bedthat 8P 80en WhehhehEAT/8f PWE, memor Y EFcard 40 is
destroyed, a file can be recovered. 25 The nanagenent file is generated by
t he DSP 30.bMwh 4hergomkyedfat hemnandr ded/ grageEhiroughr g 6dtathe DSP 30

det erm nes whether or not the nenory 34
line DIO, the S/P, P/S, and IF block 43 separates them

15 into these that are normally accessed to the flash
memory 42 and those that are encrypted.

In the format of which data is transmitted
through the data line DIO, after a command is
transmitted, data is transmitted. The S/P, P/S, and IF

20 block 43 detects the code of a command and determines
whether the command and data are those that are
normally accessed or those that are encoded.
Corresponding to the determined result, the S/P, P/S,
and IF block 43 stores a command that is normally

25 accessed to a command register 44 and stores data that
is normally accessed to a page buffer 45 and a write

register 46. In association with the write register
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card 40 has been attached to the recorder/player. Wien the nenory card has
been attached, the DSP 30 authenticates the nenory card 40. When the DSP 30
has successfully authenticated the nmenory card 40, the DSP 5 30 reads the
boot bl ock of the flash menory 42. Thus, the DSP 30 reads the
physi cal -1 ogi cal address conversion table and stores the read data to the
SRAM The HEAT am@ thndoutes €l rectivsy saverbeencwiirklcen dro ddwe fl ash nenory
of the menory card 40 before the 10 nenory card 40 is shipped. Wen data is
recor ded t entclhe imgmuriyrcartd 40, thee nenageneakréckeéoins cgererated. I n ot her
words, a record command i ssued by the renote controller of the user or the
li ke i s supplcioed noo dtihee OSSP 80 demershes ext eedahdeont coldeert i tir ough t he
bus and the bus interface 32. The encoder/decoder |1 C 10 conpresses the
recei ved agdli 6rdgtra ot ssipipdn esoddefoesddtantenPRAGT 1dat stiaradheimsecurity
I C 20. The security IC 20 encrypts the ATRAC3 data. The encrypted ATRAC3
data is reédfd@ddo S0 43 ash menory 42 of the nenory card 40.

Updated (i h roali ty. BByt ks A Gcbea. oF Shudide #06n |5
re 25t ouPREEOR i Yite THEMOTY! Car 1°d0° Te® o8PacABE biva i Btwer of t e
finai Iy supgtres rromine 35 o4 ei®ihy 8¢ SPceBBTMeel b A he 1 ach
Compl ot od. SRS ROt Ane R et RO PO TS RRE o momory 42

mayobe rewrkieeredMRN o M fat Ari sn@ditgdentBe) cant enig of the
managenent file are updated. In the data structure according to the

enbodi ment meaddit iT@nalnd Hafuaidon 55 LoONdRI DetekBathe IR nt file. The
additional information is updated ~0 and recorded to the tlash nenory 42.

| n anot her bdatvaest rtinet wromtafolt hel omnagenend théeflashadeimorgnal2 i nf or mat i on
managenent file is generated besides the track managenent file. The

addi ti onal ahdf comgtriodss idatsumgHdleandednthdeegteeanl. coatteolilser to the DSP
30 15 through the bus and the bus interface 32. The additional information
i s recordefTi&tERe tO &dte ity MENQFY t Heraedbr fheargmegy Jifheé@d he
adgktional infornati%@_is not supplied to the security IC 20, it is not

encPypt ed. SAHBATCRE memrory card 40 is detached 20 fromthe recorder/ pl ayer
or the power thereof ,is,.tur t.he information is witten

d off dditi I
fron1the SRANIof theAﬁgﬁOS %%?:ﬁﬁ§§IQﬁﬁ:bﬁ;tiéggé?eﬁFﬁq 71is a schenatic
di-agram shawt 08 LRRING «f iR %mstﬁgnﬁsegsxgc%gitﬁgnpé% e file 25

structure, ere"are astill picture directory, a icture directory,
a voi ce di FegEAr hend r§ONHN e IHA B Of Yen A dadd MYShE thHiEl ) Har@dor Y.

According to

to as ATRAC3 data) is encrypted by the security IC 20

20 of the recorder/player and the security block 52 of the
memory card 40 so as to protect the copyright of the
ATRAC3 data. The security block 52 comprises a buffer
memory 53, a DES encrypting circuit 54, and a
nonvolatile memory 55.

25 The security block 52 of the memory card 40

has a plurality of authentication keys and a unique

storage key for each memory card. The nonvolatile
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36 t he enbodi nent, mnusic prograns are recorded and reproduced. Next, the
music directory will be described. The nusic directory has two types of
files. The first type is a reproduction managenent file 5 BLI ST. M5SF
(hereinafter, referred to as PBLIST). The other type is an ATRAC3 data file
A3Dnnnn. MSA that stores encrypted nusic data. The nusic directory can
stores up t0,400, ARRAGS dat a, tjdes {Aa0Bhyy 00 BHsLGoPLAgr ageh. ATRAC3

data files arqugglstered to the 10 reproducti on nmanagenent file and
generat ed ppd hey egoided / h ayes - ndh@o1 8t i Se ams|bEPBREECcHhagtameshow ng the
structure of the reproduction managenent file. Fig. 9 is a ,schematic

di agr am shamaig 4de. fidecstdieg ute ofie 18mboeiAIRAC3f dat axbinbee, The
reproduction nmanagenent file is a fixed-length file of 16 KB. An
ATRAC3~dat astfddagyd skeponmposeido oéd ain athe | hoheohetibe madoay &Acrypted nusic
data area for each nusic program The attribute data has a fixed | ength of
16 KB. The Tte tarsi tof hhecR05atalsbulbes haadendps simbear to that of the
reproduction nmanagenent file. The reproducti on managenent file shown in
Fig. 8 is asmposddns &l heakler, Bheepdeyrihy dohamk S (for one byte
code), a nmenory card nane NM2-S (for_ 25 two $ tg iode , a prg ram

repr oduct i N EEGUSRA YRR ARRTEE2L ARITFERD %r B aY§4dPRFo AP TEST or mat i on

INF-S. The attribute head hown in_Fig. 9).at the beginning 37 of th
data Tile 1o SATIREIDT REStor o BoBPakthalte KNE CFSI GRE byte code):

e hck koy, TG G o ier T hreribersn BRI T ok iR p 8 MVt ¢ onal o
i‘nf Q nat i oqd%gﬂhzﬁlgﬁgﬁrer@%&ﬁ%i gj_%ﬁ@%i gp_of the number of total

pafts, the a 0 e na Sl ze of the additional information,

and so forth. The attgdbyefida iwhdQl{paedeRyrfTERALS 400i8uUsi ¢ data. The
nmusi ¢ data i s bl ock-segnented every 16 KB. Each block starts with a header.

The header pQAHAINS @) $Hd tiabovabgpiyedpceipli ngeenatyptieg data. Only
nmusi ¢ data of an ATRAC3 data file is encrypted. Thus, other data such as

t he reprodunitsntlicamahgenend seterithelfeadeof ahd so forth are not
encrypted. Next, with reference to Figs, I0A to 10C, the rel ation between
musi ¢ pr ograe aiek ATRAGSr dand theéesecuriaty| bbecesér phetheOmemarack i s
equi val ent to one ~20 nusic program In addition, one nusic programis
corfosed ofcaite 40rmncalbl v 2eekertgcady. THBEATRAE3 data file is audio
data that has been fonpressed corresponding .to the ATRAC3 format. The
ATRACS dat & 9995047/ 7 H06F Hedn asa HERPAELERCER BN A LA fle WEIGYy 25 card

40. On | ust [ f 16 _KB. A pl Lit f fil t

con;aiﬁeg #%“%%éﬂgﬁﬂgi%&Pgﬁéiyﬁgﬂ}ﬁuﬂ?ﬂafg g?gggahﬁygggf“Fﬁ%ﬁpfgghnﬁennry
g2 15 38 Ok DlQokss | DuihencRsg ol Lhe FEEBLUeGRRI 4R, s mysic data, a
bl ock is a synonymof a c Uster. Fn addrtion, one ugter I's equivalent to

one sector., (e misi& PLOGFABYY§1RgskcakhyycamBogad @i 1y one part. However,
when a music programis edited, one nusic program may be conposed of a

plyal ity ofurasdsicdteart Astarubht alitdalaaufakenitd catders gnelesy ecor ded.
Normal |y, one track is conposed of one part. The connection of parts of a
musi ¢ progrieas-ilseemnagedevsflly performed, the recorder/player
and the memory card 40 generate respective session keys
and share them with each other. Whenever the
recorder/player and the memory card 40 authenticate
25 each other, they generate respective session keys.

When contents are written to the memory card

40, the recorder/player encrypts a contents key with a
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10 part information PRTINF in the attribute header of each nusic program
I'n other words, the part size is represented with part size PRTSIZE (4
bytes) of the part information PRTINF. The first two bytes of the part size
PRTSI ZE represents the nunber of total 15 clusters of the current part. The
next two bytes represent the positions of the start sound unit (SU) and the
end sound @Ristsi(CBI)kedf dhe @@@%D%@gta@dehéig geusiRits despretively.
Hereinafter, a sound unit is abbreviated as B. Wth such a part notation,
when 20 nusiemcdat &disd et 1 edlfhé heemdygneakdol Ot bleciysites dadiea can be
suppressed. Wen nusic data is edited for each bl ock, although the novenent
t her eof cacondesuppriessedth heheds¢sanoh kbya lkeekdrsyphschtHear ger than the
edit unit of a SU. 25 SUis the mninumunit of a part. In addition, SU is
t he ni ni nueeddEeatgnikey withe zaseorage kedi oaddt suppldempridssed

correspondi ng to the ATRAC3 39 format. 1 SU is audio data of which data
of $024 safpRéerds 4eY1 Yqitiqopacqerderhpiaysr2 chRaenaltordage d®ipressed to
data that i,s around 10 tinmes smaller than that of orig{nal data. The

duration of-S13SYidU§ diftl PO FHERIMCRBF HafRryd 4Re pdhen $henmposed of

| th d S Wh ] ust i f 42 SU, | ust
2 ows a SSURA O Rl o P TG TE gEhiey SREAVBYRE RERENIS i s composi ng
one track depends | etszplsé}%eeroﬁeﬁggﬁrﬂ%détEg?f’%!at'ti@%%r g?fteolc%gsésdfefro,fihel 0

Si nce the nunbér of parts ai hed by subtract

program na ]ﬁ%cy i , d fort r 0 when there
is no addi??gpgp%i of%%??%h?gﬁﬁgiﬁa ﬁn%ﬁ?nﬁ%%gsgo?%%agggg%gﬁék%arts) can
beigsed. 18okit@ntE0AdyS P iedBdh Er PhegharbaRawk g thhe d hriifpcture in
the case that two nusi'c prograns of a CD or the |like are successively

recorded. thedfidipst program (file 1) is conposed of for exanple five
clusters. Since one cluster cannot contain two files 20 of the first
program and the secodd phegramvd heedtiien? sharwsitiam phedeeg mirng of the
next cluster. Thus, the end of the part 1 corresponding to the file 1 is in
the mi ddl etbe memogivusteerd sl vae deser hbed. ar &a bhet e ldlawsitrer, cont ai ns no
data. Likew se, the second nusic 25 program (file 2) is conposed of one
part. |In tBhBecieaddns mraqqss 1£ox Hehpapremaryecpgds40TE 1§ st ¢l ust er
st éts at 8-th SU. The last cluster ends at 4-th SU,_ 40 There are four

s of eBFECPprBESssefatfatthrte 15 93 del PBcERS, faashnBigme Rt ddess, an
erase process, . .and.a ve process. ,The_divide ocess jis perfornmed to
di vi de one’ r§8ﬁpﬂﬁﬁ§wﬁﬂ)§hﬁtﬁ%ﬁ%. Wﬁ%ﬁrShghegbﬁvfﬁgdpﬁﬁﬁéﬁ¥q% per f or ned
t he nunber4gt

\; -

Eﬁhakhe error correction circuit 49 through the
memory IF and the sequencer 51. The error correcting
circuit 49 corrects an error of the data stored in the

20 page buffer 45. Output data of the page buffer 45 that
has been error-corrected and the output data of the
read register 48 are supplied to the S/P, P/S, and IF
block 43. The output data of the S/P, P/S, and IF
block 43 is supplied to the DSP 30 of the

25 recorder/player through the above-described serial
interface.

When data is read from the memory card 40,
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tracks increases by one. Tn the divide process, one file is divided into
two files on the file system Thus, in this case, the reproduction -
managenent file and the FAT are updated. The conbi ne process is 10
performed to conbine two tracks into one track. When the comnbi ne process is
performed, the nunber of total tracks decreases by one. In the conbine
process, twefides Afis GUPIdIR- it anef idige 09 s PEgE T Loy SYatiefhe Thi s,

when the conbi ne process I's perfoormed, the 15 reproducti on nanagenent file
and the FAEq e n#Rdatfd. e ey fge tHOAEESck SkPer s pe medaforepasena track.
The track nunbers after the track that has been erased decrease one by one.
The nove prracess remd¥sf far nedrie sdanget ¥ helécack seguenses Thys, when the
erase 20 process or the nove process is performed, the reproduction
managenent conterand ke WA artes updaitege Keg. 10Bei seausthgnhipckdi agram
showi ng the conbined result of two prograns (file 1 and file 2) shown in
Fi g5 10A. A® aeresulnypdfs tthe cbadbi yet g oceskeniskeiewtbhbihed file is
conmposed of two parts. Fig. |OCis a schematic diagram show ng the divided
result of \RISISEH BN o@?cgnﬁl(ér’fwf@altl% the greTeRerYRCeAecAnBENESOKe 1  the
cluster 2. By the divide process, the file 1 is ?ongosed of clusters 0, 1,
and the bedonfihgy GRHAGMF /FLaVeUst erl® HHEOFHPE/RPLRECEABEEEATSF the end

portion ofaﬁéuster 2 anﬂ(clustﬁﬁs 3 and 4. 5 As descriEed abgve, according
to the enbdHEMERN TN the D dEEM FH% et TOhY eS| AERStRE p5Yt RSt ation is
defined, as the conbin result (see. Fi . siti,on of the
part 1, th@%&%f%;%ﬁtq %ékt %ypégfhlf@%ﬁ%ggﬁ%pégg %é?%%gggokg he part i 0
2 cah be defin | Tpgg, e wned
re§@lt, it%%g ﬁ%?xiéﬁéﬁzéﬁa osﬁ%ggggﬁgvégziéggg %ggft%%egggfggggbln
addition, aspgae diMmigded result (see Fig. 10C), it is not necessary to nove
data and pack the space at the beginning of the file 2. 15 Fig. 11 is a
schemati c di agram showidyh#ihe, desid@ed slat anshd gt tigt ot bhesr eproduction
managenent file PBLIST. Figs. 12A and 12B show a header portion and the
remai ni ng peiddiai of e rept dshuct voni oesaggpest of i hetPBbLBE. The size of
the reproduction 20 nanagenent file is one cluster (one block = 16 KB): The
si ze of thdnfeadert ishowend $6 gfodA ¢§ BRe byewsryThardedf .of Thire
reproducti on managenent file PBLIST shown in Fig. 12B contains a name NML-S
ar d® (256 BEmey)Y (Fard tHe akrorhaearn)erasaapec iRt Soar 84itsh2695 pytes), a
contents key area, a MAC area, an,S-YMDhns area, a re roductL%n sequence
management ettt eh 80 (B90 BytRe) ST aSFeRbPyeEh ANaBESE S SRR
information 42 , INF-S area (14720 bytes),., and a header . nformation
redundant &'&d: l#u?sﬁ%WTa%%sé??gnga%?e?hggg %?88£Yafsr8e9?n§8 in the
reproductiq n ile. . Th i 2 0D : (0x0010) 5
shown in Ff%?g%gigggg %%%%éﬁo%Jtﬁ%éhgg %g_m?%Bgﬁe@%iﬁg,%%g@%;%g areas are
referred toas, S Sre BSEQEE )V PIalOr FhJae 128, thhenBRRder cak@ Rlogced in the
first and second slots. The header contains the follow ng areas. An area
dengg ed by tiResesweely tsranad0iyngebhipdtadedrooetralliyng ithea dagser ved
aria, a null (0x00) I1s witten. However, even if any data is witten to a
reserved arsmrddeidatiae WeiasknmemorhedReseRuedSCs ciogtior éd. ilsnaa future
version, sonme reserved areas ma y be used. In addition, data is 15

prohi bi t ed ds@inh befoy Whattganevabepeservedkapégnal~that 4% € on area is
not used, it is treated as a reserved

reference of the timing of the process of the memory
card 40.
25 Fig. 4 is a schematic diagram showing the

hierarchy of the processes of the file system of the

computer system that uses a memory card as a storage
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area. - BLKID-TLO (4 bytes) Meaning: BLOCKID FILE ID 20 Function:
Identifies the top of the reproduction managenent file. Val ue: Fixed val ue
= "TL = 0" (for exanple, Ox544C2D30) - MCode (2 bytes) 25 Meani ng: MAKER
CODE Function: ldentifies the maker and nodel of the recorder/player 43
Val ue: Hi gh-order 10 bits (Maker code); low order 6 bits (nodel code). -
REVI SI ON ( heloptes) Meaning: hiewrdeshef feurtbpg higesrehikRBll $Eve1Functi on:

I ncrenment s whenever the reproduction nanagenent file is rewitten. Val ue:
Starts at Gsamch iapprlamentiombypidocesS- Yafphns (2hbyapp)l ic@utiioon) Meani ng:
Year, nonth, day, hour, mnute, and ~0 second recorded by the

recor der/ pbaypeess tieyer els abd Bl @hetkby Fantil enmahdgrtniehite p ridoe dsast
recorded date and tine. Value: bits 25 to 31: Year 0 to 99 (1980 to 15
2079) 20 23apyjers 21 hagixpl mRddrass twanagenens layves, 18: phivisd @8 to 10:
bits 00 to 04: interval) Month O to 12 Day 0. to 31 Hour O to 23 Mnute O to
59 8econd @903eS$ manRdsinent havsy, (ndye ekl agBalPHGr YARCEESSt e of nane

one byte code) of r ard witten in NML-S area. _Function: Represents
Lhe’ char actareEode Lnd Adhetairiget foud 8L brer phieadodsructire,

the file management process layer is the FAT file
system. Physical addresses are assigned to individual
blocks of the flash memory. The relation between the
10 blocks of the flash memory and the physical addresses
thereof does not vary. 'Logical addresses are addresses
that are logically handled on the file management
process layer.
Fig. 5 is a schematic diagram showing the
'15 physical structure of data handled in the flash memory
42 of the memory card 40. In the memory 42, a data
unit (referred to as segment) is divided into a
predetermined number of blocks (fixed length). One
block is divided into a predetermined number of pages
20 (fixed length). In the flash memory, data is erased as
each block at a time. Data is written to the flash
memory 42 or read therefrom as a page at a time. The
size of each block is the same. Likewise, the size of
each page is the same. One block is composed of page 0
25 to page m. For example, one block has a storage
capacity of for example 8 KB (kilobytes) or 16 KB. One

page has a storage capacity of 512 B (bytes). When one
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Val ue: Character code (C): Hi gh-order one 44 byte 5 10 Standards) (for
byte 15 Tech 3258 20 25 00: Non-character code, binary nunber OLl: ASCI
(American Standard Code for Information Interchange) 02: ASCI | +KANA 03:
Modi fied 8859-1 81: MsS-JIS 82: KS C 5601-1989 83: GB (G eat Britain)
2312-80 90: S-JIS (Japanese Industrial Voice) Language code (L): Low- order

one |dent'fb'l%%kt he d rased on EBY stangar denf0t o bl sebrB8e German
09: English. OA Spa%?sh OF: French féﬁ Italian 1D Eu?ch 65: ﬁo?gan 69:

Japanese 7%;aiines e OMRN dadsh ifen®ty r£zoi dled, Mg hi512r Beotks450r all 0. -
SN2C+L (2 bytes) Meaning: Attribute of name of menory card in NM2-S area. 5

Function: Repmes@msl ety actiiers asiee anto¢bhehdanguageragded as one byte
code. Value: Same as SNIC+L - SINFSIZE (2 bytes) Meaning: Total size of

additionalca@ddﬁuyr&ﬂikﬂ1Kﬁ neroriyotcal dstorddeE- SapaeatyFaficthen:

Represents the data size as an increment of 16 bytes. \Wen data is not
recérded, tiisshameandry A3 i3 MalMR: (8)Zé: bD@(@b@n,téZCMBQ@ZQQ@@ 15 - T-TRK
(2 bytes) blocks), or 64 MB (4096 blocks) .

One page is composed of a data portion of 512
bytes and a redundant portion of 16 bytes. The first
three bytes of the redundant portion is an ovérwrité

.0 portion that is rewritten whenever data is updated.
The first three bytes successiveiy contain a block
status area, a page status area, -and an update status
area. The remaining 13 bytes of the redundant portion
are fixed data that depends on the contents of the data

15 portion. The 13 bytes contain a management flag area
(1 byte), a logical address area (2 bytes), a format
reserve area (5 bytes), a dispersion information ECC
area (2 bytes), and a data ECC area (3 bytes). The
dispersion information ECC area contains redundant data

20 for an error correction process against the management
flag area, the logical address area, énd the format
reserve area. The data ECC area contains redundant
data for an error correction process against 512-byte
data.

25. The management flag area contains a system

flag (1: user block, 0: boot block), a conversion table

flag (1: invalid, 0: table block), a copy prohibition
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Meani ng: TOTAL TRACK NUMBER Function: Represents the nunber of total

tracks. Value: | to 0x0190 (Max. 400 tracks) 20 Wen data is recorded, this
area is all 0. - VerNo (2 bytes) Meaning: Format version nunber Function:
Represents the mgj or version 25 nunber (high order one byte) and the m nor
ver si on nunber (|l ow order one byte). Value: 0x0100 (Ver 1.0) 46 0x0203

(Ver 2.3) Isaxly, qrem(sﬁe»!ﬁg A&B) ﬂah@&c@ggclgggﬂlgxlbhefﬁ%@d%\M" be
descri bed. - Nﬂ S Meani ng: Nane of nmenory card (as one byte ™10 15 20 25

code ) Fungtreen: ORepreRsErotdde: pame of the menory card as one byte code
(max. 256). At the end of this area, an end code (0x00) is witten. The
size is calculated frmom tthesndwodelodMen dalecks. 0 nghdr ecarded, nul |
(0x00) is recorded fromthe beginning (0x0020) of this area for at | east
one byte. Wabteblvamkisous Ttarkelct@r Lode a BDRk$o Meénthg: bMaoi Of. nenory
card (as two byte code ) Function: Represents the nane of the menory card
as Pwo byt &heo OGm@%OQM%Dara“tQmekﬂmk@ftmﬁtsaaﬁeaalad éndtbede (0x00) is
witten. The size is calculated fromthe end code. Wen data i s not

recor ded, REMPIFOXEF i s T&ibridl Memrr Y hed Bgli Aindhgacbro120) the this area

for at least two bytes. Value: Various. character code - CONTENTS KEY
Meani ng: Vﬁﬁﬁgrgﬁfvﬁiﬁﬁ?ﬁn AROPr REREEY W e e REERFCEnatsEdred - Sane as

OCNTENTS KgYe E%%%E%g%g ééfg ar§QXﬂQ§qgfogkg fOEage 0 of the
boot block contains a header area, a system entry area,

10 and a boot and attribute information area. -Page 1 of
the boot block contains a prohibited block data area.
Page 2 of the boot block contains a CIS (Card
Information Structure)/IDI (identify Drive Information)
area.

15 The header area of the boot block contains a
boot block ID and the number of effective entries. The
system entries are the start position of prohibited
block data, the data size thereof, the data type
thereof, the data start position of the CIS/IDI area,

20 the data size thereof, and the data type thereof. The
boot and attribute information contains the memory card
type (read only type, rewritable type, or hybrid type),
the block size, the number of blocks, the number of
total blocks, the security/non-security type, the card

25 - fabrication data (date of fabrication), and so forth.

Since the flash memory has a restriction for

the number of rewrite times due to the deterioration of
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cal cul ating MAC of S-YMDhns. Value: 0 to OxFFFFFFFFFFFFFFFF - MAC Meani ng:
Forged copyright information check 5 val ue Function: Represents the val ue
generated with S-YMDhns and CONTENTS KEY. Value: 0 to OxFFFFFFFFFFFFFFFF -
TRK-nnn 10 Meaning: SON (sequence) nunber of ATRAC3 data file reproduced.
Function: Represents FNo of TRKINF. Value: 1 to 400 (0x190) When there is
no track, tdHes afQadtsich | f{bnD. it 1NMMEcHEBAIrNILoAddit/iepraltHenf or mati on of
menory card (for exanple, information with respect to photos, songs,

gui des, et sagmGtarwde anredieps seki sfvami bbliegl epgcknadditieiddyal
information with a header. A plurality of types of additional information
may be usedicdescdedf tTieus ypelsenfdaddi atonapbartfiondati dogiasilan 1D and a
data size. Each additional information area including 25 a header is
conposed ofaddresmsitaedyaesa apdrhimulerpPBysficalppdesesporisdetails, see
the follow ng section. 48 Value: Refer to the section of "Data Structure
of Additi or@WY it hmtiRpated @@9%Cﬁﬁsa{@aﬁ§ﬂ§§}a€C$UQQﬁ3Wkaning Year,

nont h, day, hour, mnute, and gi t he recorder/player Wi th

a reliabl e "HGAIED el i R~ H‘%I% F&s?’hraéc d&&end tine. In
t hi f ot dat ) 31: Y 0

00 (1680 t PAT 7ty o Eaegﬁé?oggﬁaak/%%ﬁda 2o ?fs%1 30024 ey 0 (o
31 bit 11 : j 10Q; bits 00 t

5 L RS B i S50 0 1
reproducti UhdmRiag enﬁfﬁlé ¢§océés %@\r;\ge%%&edﬂee aMCe% Y RRY SI N as

those in the are witten data is being recorded to a

merpyy car dEodéecﬁ@é’n@Pym‘@}tlé‘k@ﬁ'xlné BlloakCii deplrakley tdet aahed viddfe power of
the recorder/player nmay be turned off. Wen such an inproper operation is
perforned, @redeetasdoLy dabeedetact elhuls dascsidied abavge tdfe tRE/ SI ON
flash memory can be prolonged.
The logical address associates with data
written to the block. Even if the block of the
15 original data is different from the block of updated
data, the address on the FAT does not change. Thus,
the same data can be properly accessed. However, since
the swap process 1is performed, a conversion table that
correlates logical addresses and physical addresses is
20 required (this table is referred to as logical-physical
address conversion table). With reference to the
logical~physical address conversion table, a physical
‘address corresponding to a logical address designated
on the FAT is obtained. Thus, a block designated with
25 a physical address can be accessed.

The DSP 30 stores the logical-physical

address conversion table in the SRAM. When the storage
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25 area is placed at the begi nning and end of each bl ock. \Wenever data is
rewwitten, the value of the REVISION area is increnented. |f a defect

term nation takes 49 place in the mddle of a block, the value of the
REVI STON area at the beginning of the block does not match the value of the
REVI SI ON area at the end of the block. Thus, such a defect term nation can

be 5 deteciepadliticat haie e 1yoskEV Sl Oheanegscatibphaneramal term nation
can be detected with a high probability. Wen an abnormal termnation is

det ect ed, anldalersmcuche@si @n eibbe oBssShgesitsrgenevatead. fllamsaddi tion,
since the fixed value BLKID-TLO O is witten at the begi nning of one bl ock
(16 KB), wmemarhe FAhe slapstabyellysibelfadddesal venversdec askd e ef erence
for recovering data. In other words, with reference to the fixed value, the
type of the&ofmned ademd PeoBerak nmddees SeacéZt hptepxegdovalede iBLKINB TLO is 15
redundantly witten at the header and the end portion of each block, the
rel Pabi | it PSCERNE %S HAFT. Width spihas i Gl yaddressgae (Pepy§@sot-i on managenent
file can be,reduEg%Ptl recorded. The data,anpbunt of an ATRAC3 data file is
20 nuch | ard&Cs tW%%lWHmt?&???%%kc?ﬂ?ﬁiﬁﬁtPgntﬁﬁnéééﬁgnPQWQHX I n

S its S R SRS o R R L

ded toQ. d, dundant, both

CONNND andl BEOR SR AT e e TR S L LR ehOBREBRAT < oot r oyed. i

will be d'E%h%%E%ikgxWﬁﬁ?M?riéhféﬁéé§§ E€r0§Q85 gggggntoneT@%S ATRAC3 dat a
e Ity o ocC

file may be conpos of a plura S that "are disperséd. To

ideotify bhkoeksigk tdte&@érqé'i@al%?}im&isaaa@essl Boaddirdsiigm to identify/ -
the order of blocks in the A C3 data file, BLOCK 5 SERI AL is used.

Li kewi se, theleaker i fiMee) ts trsdustanhby eapacded alf e begi nning
and the end of each block so as to identify the maker and the nodel in such
a case thatflash herras bedthémpriopestyrageocdpdcinyl0ft hkestfdtagH hat t he
FAT has not been destroyed. Fig. 12C is a schematic di agram show ng the
structure oemoly dddi® iMhaltionforgreenon) datwe Fheeaddirei asald iasf ormation is
conposed of the follow ng header and variable |ength data., The header has
the 15 fol tHfi A§IdCeds Phy iR Mg RS S FFRLYRFDiranEebeR: IREpEasEnt s t he
beginning of the additional information (fixed valueé.ﬁ 20 Val ue: Ox69 - ID
Me r

Ri ng:  A8di tP6n &S T rSat i ke T ot ESREL PBnE2ReBr dSeftO ek cat egory
of the additi eqal dinlor TRLLQN, 25 Val et o Ont Qe XFFo” pEkZ5VeRY NGt S ze of
management flag area in the redundant portion in each
page represents whether or not the current block is a
block containing the logical-physical address
20 conversion table. .
The above-described memory card can be used
with the FAT file system of a personal computer system
as with the disc shaped record medium. The flash
memory has an IPL area, a FAT area, and a route
25 directory area (not shown in Fig. 5). The IPL area

contains the address of a program to be initially

loaded to the memory of the recorder/player. 1In
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i nformati on Function: Represents the size of each type of additional
information. Although the data size is not limted, it should be at |east -
16 bytes and a 5 nmultiple of 4 bytes. The rest of the data should be filled
with null (0x00). Value: 16 to 14784 (Ox39C0) - MCode Meani ng: MAKER CODE
10 Function: ldentifies the nmaker and nodel of the recorder/player. Val ue:

High'ordera%giQﬁ%%,(@%.eﬁ#ﬂ“&?ea!é&%ﬁé%ﬂs]&éfﬁéés(@2§Q%n8fcﬁgﬁbrXé C+L . 15

Meani ng: Attribute of characters in data area starting from byte

Function: RegesRRlisr.he qharmet efr LOd Rl A hei h pBHAGECROMELAS One byte:
code. Value: Sane as SNC+L 20 - DATA Meaning: Individual additional

i nformat i op-ckwaeltl e HReiesedsueaets t yperiod paltihaonakrinkar mation with
vari able length data. Real data always starts frombyte 12. The length
(size) of tinms2b bdalckdgt aesttow kbdide raimbeastddf éyt ese antloaksul bhpl e of 4
bytes. The rest of the data area should be filled wwth null (0x00). 52

Val Be: | ndilwaisdudlllor kd efumiext corfres porui gl i oechery oareat sonfaéash t ype of
additional information. Fig. 13 is a table that correl ates key code val ues
(0 to 63 ofiagdgitoroha&ntimifes fdidtoram t bk BLERbPebe, KByubdd&eval ues (0
to 31) are assigned to nusic character_ information. Key code values (32 to
63) are as$iEgife dtadrum_%t(kUni)fQﬁlfﬂrRe%b]tﬁc%li%ca%%ﬁi)s?véﬁr?:ﬁforrration). The
nmusi ¢ character informtion and UI%L i nfor tiEQ,n COé'It ain_character

information of the 10eXthuMiGn IELHRNGH (FtE Hhme® tHPERAILAE so forth as
addi tional _inforyati.on. Fig..J14 i ta that correl gtes key code val ues
(64 to 127)‘“65‘310%591%5'1}1&79&%1} rﬁ%g% wabjdft?/%ese?‘ﬁléjr’é%a.‘ Key %:/ode val ues
(64 to 95) are assig t : t S, 44 s.(96 to 127) are
aséiogned to control/ﬁ‘gL 'r%ca}a%.%%@a%qle@ﬁﬁg%%ﬁ%g r%sents TOC-I D as
addi ti onal nie%wgg&épqn- THE A ) rep £8Pt end hRerhbFtmAPSiE Arogram nunber,

the last nusic gram nunber,” the current program nunber, the 20 total

per f or manc g gy atiioN t AIE e €1 Nt THRIShEr PL OgsRNM dUl a8t berteonr espondi ng
to the TOC information of a CD (Conpact Disc). Fig. 15 is a table that
correl at es ikefoRadwatlvies (HZ8ck caddd) afbadtli séonak, i af BAFakiren,and types
25 thereof. Key code values (128 to 159) are assigned to synchronous

repr oduct i @n AT dcraredtuorarday, R grodh, dEMriseandsréar el eobronic nusic
dirstribution. 53 Next, with reference to Figs. 16A to 16E, real exanples
of 1&ddi t i oddireataanh@tasy vind dpedafedcaiord. WhehmeEmgry1mep Fig. 16A
shows the data structure of the additional information. In Fi g 16B, 5 key
code | D = 3Q@EAELRIMHASSRS RI¢ PR converted into physica

addresses corresponding to the logical-physical address
conversion table.
The boot sector, the FAT area, the FAT backup
20 area, the root directory area, the sub directory area,
and the data area are referred to as FAT partition
area.
The partition table portion contains the
start address and the end address of the FAT partition
25 area.
The FAT used for a conventional floppy disk

does not have such a partition table. Since the first
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information). SIZE = OxI C (28 bytes) representing that the data | ength of
additional information including the header is 28 bytes; C+L representing
that character code C = 0x01 (ASCI|) and | anguage code L = 0x09 -, 10
(English). Variable length data after byte, |2 represents one byte data
"SI MON & GRAFUNKEL" as artist nane. Since the data | ength of the additional

i nformati oarsheuhdsbena ynd tdae ofort b es, €hHer&est Lsphbhiked with
(0x00). 15 In Fig. 16C, key code ID = 97 representing that | SRC

(I nternati apah.St andabdoRecdidy datesioOPyrée gbiz60d€) tas agddi tional
information. SIZE = 0x14 (20 bytes) representing that the data | ength of

t he additi ehalhictnfrer Mdi ait 220 dytes. b3 =FORPP ahd tlas28r0Os6Re,
representing that characters and | anguage have not been set. Thus, the data
i s binary abdeth®heivar iodbleadrermgtdn datBhé sFAT ghs - byed tSRGacede
representin% copyright information (nation, copyright owner, recorded year,
and®seri al thanperF)tizn v @ il ekasdedden | thejdabg prepresefihieng
recorded date and tine as additional information. SIZE - 0 x 10 (16 bytes)
represent i h§Tt RAPYt RES@atl® 1Zeddth Barkupfater. adbibei 6AAESi nformation is 16

bytes. C =,0x00 and L = re resentiqggfhat characters and | anguage have not
been set. FhESGEPFEbPR&E I e S 55LS QA eStdlk €39SBRE) representing

th d d ti ont h, _d h ,.m nut e, d. |
F'g. 168 RO9°B5REC! DE T0T /r QLS 2 b BUCEE BCFBGTAs S081 1 onal
i nf ti k.= 6 { I ng. t the data | th of
the_addi t] SR4FT B EE LR e ST o BT 2B 800 a0 o
repgesenting that chapackghs (3nddedngragehave ol Heeq 5gta The variable

|l ength data is a four-byte code représenting a reproduction |log (year,

mont h, dayqihegtori AULeibueeoFd)le Wieh tdierdcOFgler/ phayge has a
reproduction log function, it records data of 16 bytes 15 whenever it

r epr oducesembistitmedatashbivgy. ih7 Figy.a 6chammtd o difges ad shodrag BRadat a
arrangenment of ATRAC3 data file A3Dnnnn in the case that 1 SUis N bytes
(for exanpfeurNfild84nbytkesPBIAIST.. MSF,stAMB. MOE atDOG WS E, header (1 bl ock)
of a data 20 ~ file and a nusic data file (1 block). Fig. 17 shows the
first byt MEBxMBAO t EhexpRRFOPigfecdauty Husra ofs tieed woo bhackge( f6le 2 = 32
kbytes). As shown in Fig. 18, the first 32 bytes of the attribute header
art’ used aRaBERedREr Fe956pPOsd LR USBY e FMusi cIprofpam WPEES25 NML

bytes). THEMReader BF Fhe 4oom Bor Radadttch ARl oRed  oRfsaFRg areas. 55
[o£ia DTS By el AN 1o PLOOL D P 40 g o g Lo the
Xx48442D30)ssigned address "10" on the FAT. An area after
cluster 2 is used as a data area. In this embodiment,
20 audio data that has been compressed corresponding to
the ATRAC3 format is recorded. The top slot of the
file name MAN.MSA is assigned address "110" on the FAT.
According to the embodiment of the present invention,
audio data with the file name CAT.MSF is recorded to
25 cluster 5 to 8. Audio data of DOG-1 as the first half
of the file with the file name DOG.MSF is recorded to

clusters 10 to 12. Audio data DOG-2 as the second half
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- MCode ( 2 bytes ) Meaning: MAKER CODE Function: ldentifies the naker and
nodel of " 10 the recorder/player Value: H gh-order 10 bits (maker code);

| oworder 6 bits (machi ne code) - BLOCK SERI AL (4 bytes) Meaning: Track
serial nunmber 15 Function: Starets fromO and increnments by 1. Even if a
music programis edited, this value does not vary. Value: 0 to OxFFFFFFFF.

- NICHL (25bytgs) f%(ie'\/!%a{ti FhREPrEs 6l tH6G AtEFi byt geebrdagai ANML) of a

track (rmusic programtitle). Function: Represent the character code and

| anguage cpdgsek AML @S ok oyt e cadeio @te: woanetns BNLIE+hars - N2C+L (2
byt es) Meaning: Represents the attribute of data (NM2) of a track (nusic

program ti MhR). MSP6is enedridy Repflesendérs helehanaclet.code and | anguage
code of NM as one byte code. Value: Sanme as SNIC+L - INFSIZE (2 bytes) 5
Meani ng: Total size ah adthei teimdad iniarftoravhttilon pfesemt ehnvenaskn, Functi on:
Represents the data size as a multiple of 16 bytes. Wen data is not
recérded, thi sxamgdeslodulwhingh & Isingl® hleelsostbvddetdolitklCbwPe9I66) -
T-PRT (2 bytes) Meaning: Nunber of total bytes Function: Represents the
number of partsdonsatncbBicRer 19l LuFeePrded abk. ARBFRAPRY; t AB (BPue 15 of
T-PRT is 1. Valye: 1 to 285 (645 dec). - T-SU (4 bytes) Meaning: Nunmber of
total SU FHRECABENtRefeitas THPEHL atP nbiider@bf” 3L€201Fn0one track that

is equivalent to e program performance duration, ue. 0x0 Q
Ox001FFFFFECPRYA eoftfé%- (At i Ty hf’eg%?ﬁg?f‘kégﬁfi g@ pdSi PFS% 5P NDEX 25
et ey WFRoh” ST S EFRLEEDl et s foBoctshoflrerent ot ve
wht%h 57 cluster 200. The file DOG.MSF is recorded to cluster
201. The file MAN.MSF is recorded to cluster 202.
When the positions of the files are changed, the area
after cluster 200 is re-arranged. When the memory card
is attached, the beginning and the end of the FAT
15 partition area are recorded with reference to the top
- partition table portion. After the boot sector portion
is reproduced, the root directory area and the sub
directory area are reproduced. The slot ofvthe
reproduction management information PBLIST.MSF in the
20 sub directory area is detected. Thus, the address of
the end portion of the slot of the file PBLIST.MSF is
obtained. In‘the embodiment, since address "200" is
recorded at the end of the file PBLIST.MSF, cluster 200
is referenced.
25 _ The area after cluster 200 is used for

managing the reproduction order of files. 1In the

embodiment, the file CAT.MSA is the first program. The
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the nunber of SUis divided by 4 as the current position of the program
This value of INXis equivalent to 4 tinmes larger than the nunber of SU
(around 93 nsec). 5 Value: 0 to OxFFFF (nmax, around 6084 sec) - XT (2
bytes) (Option) Meaning: Reproduction duration of |NDEX Function:
Designates the reproduction duration designated -by INX-nnn with a val ue of
whi ch 10 t hei nenbee . mEaSWsi $hdi wedehdy rbgrHie Valnte of1d NREX ii§aequi val ent
to four tines larger than the normal SU (around 93 nsec). Val ue: 0x0000 (no
setting); Oklthe txFEBEpfupram.6084 teec)heOtifa et - sk &Ff Pyigi C
program 15 Next, the nmusic programtitle areas NML and NM2 wi || be

descri bed. isNMifdkansedChalatsep fstthiend idfe smNTC MS20QI0G INSA 2 20d
Function: Represents a nusic programtitle as one byte code (up to 256

char act er s)MANMPAbsee| eagehencEhe tilnl &iar.ed,shde cerivk conhetstowni th an
end code (0x00). The_size should be calculated fromthe end code. Wien data
is not recdfethenfiile(GRBoYSA51ishagisd gped: assirgss F10m t Hhdezidni ng

(0x0020) of the area for at |east one 2é%e.,value; Vari ous character codes
58 - NMV2 Qbamds ehataefefhst fing BPChSAC isr dgsdmnad 1addugrt i on:

Represents ,a husic programtitle 5.as t yte cod up to 512 characters)
EgaggﬁblehlgHth).T#%ei?at?ﬁ %L8?s§ﬁ§ufgoﬁgfﬁ% Fgﬁgéhﬁﬁ¥bgﬁ% gn? code t
X : ; 0 ca ,ate 0 e.end code. en data is no
{ﬁcorlged, ﬁauf é}f( ‘ﬁjlo%%i E gtsjl d?gg r'ecgpgédg] (/gﬁ}ttrﬁ’ea@@gﬁerﬁirfgs (03012%21t of f
e areagd.or S y « < Valziyou r er. codes ao
80 bytes startf%g ?r§ﬁ1t%em?§xegéggs|?|3%350x§20)%%ﬂgﬁé?iﬁ%%é%ﬁ&e header
is weferreddo as dpegknéaf or gRELOANnALAR rTREWNFe sENiiS WA drpdrBi !y 15
used to totally nmanage the security inforfmati on and copy control :
i nformati orchd iRAT L9i Shox8daepar teof ERKkNEr Zh@rakea "HRKINF contains the
fol |l owi ng areas. - CONTENTS KEY (8 bytes) Meaning: Value for each music
program Theot20i nead e Toifie CONTERR SriKEXdHg eprOtiec sed richeiche rs am ity bl ock of
the menory card and then stored. Function: Used as a key for reproducing a
musi ¢ progmarh [addzessetiBY o catleul' BFE"t hbatalrepresedAG. t2f \aldieis 0 to

OXFFFFFFFFFEFFFFFF - MAC (8 bytes) Meani ng: Forged copyright information
check 59 ©obtained. Thus, the file CAT.MSA uses clusters 5, 6,

[

15 7, and 8. With reference to clusters 5, 6, 7, and 8 in
the data area, an area of ATRAC3 data .with the file
name CAT.MSA can be accessed.

Next, a method for searching the file DOG.MSF
that has been dispersedly recorded will be described.

20 The end of the slot of the file DOG.MSA is assigned
address "10". When an entry address on the FAT is
searched with address "10", cluster address "11" is
obtained. When an entry address on the FAT is searched
with address "11" 1is referenced, cluster address "12"

25 is obtained. When an entry address on the FAT is
searched with address "12" is referenced, cluster

address "101" is obtained. When entry address "101" is
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val ue Function: Represents the value generated with a plurality of val ues
of TRKINF including contents cunul ati on nunbers and a secret seqguence
nunber. The secret sequence nunber is a sequence 5 nunber recorded in the
secret area of the nenory card. A non-copyright protection type recorder
cannot read data fromthe secret area of the nenory card. On the other
hand, a copykighhcREQt @Gld0™ HRPe HIRAON AR r&dh Bs CONPUERA tBat operates
with a programthat can read 10 data froma nenory card can access the
secret areabtaifed.l byue,) dvkaniing NG MNImtesof paisteFantodjobl,
Represents the i nformation of such as conpressi on node of a part. 15 Val ue:
The det ai | $2wi LlOOhe adeis drdilhed Whert kel fsid o 1Q, (Ske &ndsl2189rand 20). Next,
the value of the area A will be described. In the follow ng description,
nDnauraI nmdée¢Hn:e@,o¢H© fiig defdared o AL Reti dhtyobAt thedéidp 20 which
bit 7 =1, sub signal = 0, main signal = (L+R)._ A non- coggrlght rotection
typé pIayeDOﬁaMSEgﬁ@mehaﬂaﬂQQﬁSQﬂ}(ﬁW&ﬁQst@ea%huiteEﬁtl ofNfhélarea A
represents information of enphasis on/off state. % of the area A

repr esent sa7§ Fﬁﬁ@ﬁﬁ@ﬁQﬁ1(ﬁhQWﬁﬁQRﬂﬁnﬁ%ﬁl§%pr%$A9 rﬂﬁFarQErBBﬁctlon Bi t

2 of the are presents information, of data e such_as audi o data, FAX
data, 60 fé etPQ -thed’ Bh bg Fc qgﬂf%ﬂe&aib %ﬁgé?Pheﬁh ®By®& conbi nati on

% ol NI TR L

20. e bf ive ypes of nodes 5

that are mpaymal (th %&?ﬂ%ﬁép'fd\{w lzg,oon?yﬁ]\éd D wnEX (N = 5), and HQ

(N=7), record’ ddra menory card data transm ssion rate,

andot he nU@H‘Errﬁ/Ofad?u!e%%r l100K BY &5 d 4 sdechy Jrhetnémia@f pichytearetsl SU

depends on eac The 'nunmber of bytes of 1 10 in the nonaural node

is 136 byteggifhe Jyarberrmafr yHas pdesdht s the éll?drrpgeob@aiaadbyt es. The
nunber of bytes of 1 SUin the SP node is 304 bytes. The nunber of bytes of

1 SU in thene$,mde iiss A%hbwes: the fibdaalfMPyt esesf cluStlers t he HQ
node is 512 15 bytes. Bit 7 of the area A represents ATRAC3 nodes (0: Dual,
1: JG nt ) 110Fandexdrpl e Asardes@mbed cibawe chdat 841 MBesedospecard i s used
in the SP node will be described. A 64-MB nenory card has 3968 bl ocks. In
the SP nodén 2besifdeshl rendry 30 Uy’ ekinke@ andckepusntlasly 1 SU s

equi val ent to (1024/44100) seconds. Thus, one block is (1024/44100) x 53 X
(33488 - 10yepragiTesbconds = 81 nlnutes The transnission rate is

(4f 100/ 1024) x 304 x 8 - 1Q4737 b T y anin

Repr oducti on restri cfi°GPH (Qﬁt éﬁméﬂ% %g t?%t@r%E?Pltion (bits 5

10 0). 8L i Sdhgh, 'oﬁnctﬁggf&@f@gﬁée@é'fh&nmgaaggﬁeﬁerg@@ftewack val ue:
defined in the format of the memory card 40, the
management file is used for managing tracks and parts

L'20 of music files. The management file is recorded to a
user block of the flash memory 42 of the memory card
40. Thus, as will be described later, even if the FAT
of the memory card 40 is destroyed, a file can be
recovered.

25 The management file is generated by the DSP

30. When the power of the recorder/player is turned

on, the DSP 30 determines whether or not the memory
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5 bit 6: 0 = not expired, 1 = expired bits 5 to 0: security partition
(reproduction prohibited other than 0) - FNo ( 2 bytes ) ,10 Meaning : File
nunber . Function: Represents the initially recorded track number that
designates the position of the MAC cal cul ation value recorded in the secret
area of the nmenory card. 15 Value: 1 to 0x190 (400) - MY D) SERI AL-nnn (16
byt es) Meamiangt 4Repreesantean tdiet seliédl taunber retotrbe rgedunjidry. blwmedkn
(security TC 20) of the recorder/player. Function: Unique value for each 20
recor der / pltéagemeym me:card chax FFEEFFFEEREREEFFEREFPEPFBBFFFFFF - CONNUM ( 4
bytes) Meaning: Contents cunul ati on nunber 25 Function: Represents a unique
val ue cunulPté¢ftgcadssh thesirepebyraard The. valWbeni shea®aded byhahe
security block of the recorder/player. The 62 upper limt of the value is

23z that i $UYCEEE B0, 000 thall ¢t edche f PeBOF BcBRrEEd 4P odemDS Bl ue: 0 to
and ot i e UL PRAE T RA oURETTbrT LERF | ELFOR REMEFFOA2 Reghetiont s t he

o The ot STRom B USRI e e b e Lt s e (4 bytes)
ontr ot oF SRuas 1GEPI AR Al B £80 e A0rEa T AR g EBE R heliEr et "

repr oduct | @Rel EaTBied Ly FD o NaL o, SR, eLhey0at i on o~ date and

time of other areas - MI (1 byte) (Option) Meaning: Ximum val ue of

humber of peeniftteth 2RuERF WRIChOMEhIBS EXRGt10NbeREPLESERE S the maxi mum
nunber of reproduction tinmes designated by EMD. Value: 1 to OxFF. Wen not

used, the wekhoeyolkalrdie 4ar eias Mhiodd), 2bhen Jatd b¥t epcoBRido®)o Meani ng:
Nunmber of reproduction tinmes Function: Represents the nunber of
the memory card 40, the management file is generated.
In other words, a record command issued by
the remote controller of the user or the like is
supplied to the DSP 30 from the external controller
A15 through the bus and the bus interface 32. The
encoder/decoder IC 10 compresses the received audio
data and supplies the resultant ATRAC3 data to the
security IC 20. The security IC 20 encrypts the ATRAC3
data. The encrypted ATRAC3 data is recorded to the
20 flash memory 42 of the memory card 40. Thereafter, the
FAT and the management file are updated; Whenever a
file is updated (in reality, whenever the recording
process of audio data is completed), the FAT and the
management file stored in the SRAMs 31 and 36 are
25 rewritten. When the memory card 40 is detached or the

power of the recorder/player is turned off, the FAT and

the management file that are finally supplied from the
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63 reproduction times in the nunber of permtted reproduction tines.
Whenever data is reproduced, the value of the area CT is decrenented.

Val ue: 0x00 to OxFF. When not used, the 5 value of the area CT is 0x00.
When bit 7 of the area LT is 1 and the value of the area CT is 00, data is
prohi bited from bei ng reproduced. - CC (1 byte) Meani ng: COPY CONTRCL 10

Function: CRALLOLS Lh& SOPY, APSIAtd Qg VL Ughe PEL SR AOoZyT gR1eSent copy

control informtion. represent copy contro formati on of a

hi gh speed dicgi-{al ;GAY, ORBIH W {hd Sr-@PdiSg T §P68E88t 0@ S8EMELI Ly bl ock
aut hentication 15 level™. bits 0 and 1 are undefined. Exanple of CC. (bits 7

and 6) 11: gbrlai Mist @R LQPeratd ompesmdt tied fhnagopynpr ghibi ted 20 00:
one time copy operation permtted (bits 3 and 2) 00: anal og/digital input
recordi ng Mpiatlhenti aatd ol d<sveahemsr. 4 heay dbgi takriecend opkeati on using
data from25 a CDis perforned, (bits 7 and 6): 00 and (bits 3 and 2): 00.
- CH (1 bywedipEOupiiten)iHiditdhnitige dumbent of opfethet medagepgnti nes i n hi gh
speed serial copy managenent system Function: Extends the copy perm ssion
wi th the ndiifler aofe cgmlattades, not linmted to one tine copy 5 perm ssion
and copy free permssion. Valid only in first copy generation. The val ue of
the area CN is decref@nttd® Widife\Alrr YHE B RCHEdBRY ofCi §PBer f or med. Val ue”

00: Copy prohibited 10 01 to OXFE:  Number of tines. : Unligbﬁed copy

i res The. ERRORIMARGTmad b sl THI RETFECPBI | BvBanbg 1 Be8a3hy EBepar

ranagerent | ot or Al on Area (RET NEY; 218141 ngn EL0MLPX0R70s e Qe track

1/10 and recorded to the flash memory 42. In another data
structure of the management file, an additional
information management file is generated besides the
track management file. The additional information is
supplied from the external controller to the DSP 30

.15 through the bus and the bus interface 32. The
additional information is recorded to the flash memory
42 of the memory card 40. Since the additional
information is not supplied to the security IC 20, it
is not encrypted. When the memory card 40 is detached

20 from the recorder/player or the power thereof is turned
off, the additional information is written from the
SRAM of the DSP 30 to the flash memory 42.

Fig. 7 is a schematic diagram showing the

file structure of the memory card 40. As the file

25 structure, there are a still picture directory, a

moving picture directory, a voice directory, a control

directory, and a music (HIFI) directory. According to
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15 plurality of parts, the values of areas PRTINF of the individual parts
are successively arranged on the tine axis. Fig. 22 shows a part of the
area PRTINF. Next, areas in the area PRTINF will be described in the order
of the arrangenent. 20 - PRTSIZE (4 bytes) Meaning: Part size Function:
Represents the size of a part. Cluster: 2 bytes (highest position), start
SU. 1 byt e thepparodiemehtSU: mds byt prédoawest apesicetomed2andal ue: cluster: 1
to Ox1F40 (8000) start SU 0 to OxAO (160) end SU 0 to OxAO (16) (Note

t hat SU 65 repsiaguced r oexy, - tIRRTKEYL¢ 8dbyeesprieanildgbePart encrypting
val ue Functjon: Encrypts a part. Initial value =5 0. Note that edit rules
shoul d be &§FiGradedsl dare gny i OGHFEFFEFEFREEFERO- tEORNUND (f4 Une.es)

Meani ng: Igjtiggbéggenerated contents cunul ati on nunber key , 10 Functi on:
Uni quel y dédigy dVRD BT RoFRRAPIUCAPReaBaFsNeatud1d€ t he val ue of

h [ nber initi I key As_sh in Fig. 17, the
at Pl but o FRAGH VGt | F S AT GHEReT TG Contal RELAGHIt1 O nf of mat on
. Th ot | nf or At i h he addi.ti | inf ti
NS (See Tr58. TPant 100/ D1 he T Ebr BhLG: LR HENaERentofi | except
h h t 4 i fi Th e ition (a .20 multiple
gfa}oLreb§%ggffﬁf%¥ﬁg%§ﬁg§%pﬂ%ﬁgﬁgﬁg%éblﬁ?%??%?g%% Sgggngng%InOmed by

data of thetagddist ignalo iqY@ABHAGD 4N r1ldF M%gmg@g:é né}%i b

information with respect 25 to track Function: Repre ts variable |ength
addi ti onal pirdleaii.on WHATR deaderi1ds phrsalbyysebrB86 todichkerent types

of additional information may be
10 reproduction management file and generated by the
recorder/player.
Fig. 8 is a schematic diagram showing the
structure of the reproduction management file. Fig. 9
is a schematic diagram showing the file structure of
'15 one ATRAC3 data file. The reproduction management file
is a fixed-length file of 16 KB. An ATRAC3 data file
is composed of an attribute header and an encrypted
music data area for each music program. The attribute
data has a fixed length of 16 KB. The structure of the
20 attribute header is similar to that of the reproduction
management file.
The reproduction management file shown in
Fig. 8 is composed of a header, a memory card name NM-
15 (for one byte code), a memory card name NM2-S (for
25 two byte code), a program réproduction sequence table

TRKTBL, and memory card additional information INF-S.

The attribute header (shown in Fig. 9) at the beginning
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‘arranged. Each of additional information areas has an ID and a data size.
Each additional infornmation area is conposed of at |east 16 bytes and a
multiple of 4 5 bytes. Value: Sane as additional information |INF S of
reproducti on managenent file The above-described attribute header is

foll owed by data of each block of an ATRAC3 data file. 10 As shown in Fig.

23, head i f ach , ill b
desc?i bgg. 8-% Eﬁﬁ?&ging?Qeg;?%es%H"ﬁﬁésnﬁar\lS&g Ba]_%ﬁa%é){fl Eﬁﬁgﬁﬁlﬁt ;Mon: ©
| denti fi fe AT ) Val ues . Fi 7o Lo(f

| dent) {1 cooahe o8 QUroATBACS i coll Valuioir el patuoupo A2BE (1 or

| denti fi estlRepiRkelcard ,Mmdelc10fi A dhe: Fqcormert pl ayeenh Vak ueirakikgh- or der
10 bits (nmaker code); loworder 6 bits (nodel code) - CONNUMO (4 bytes)
Meani ng: Cueyl ahed raaien )gf gatit iial fornh toreaRTINDNt @nd st Faokt i on:
Designates a unique ID for contents. Even if the contents are edited, the
val e 67 adfiithenared nGoNdMAdrs INE. chétngeteadt ueontSaimesas t he contents
currul ati on nunber initial key - BLOCK SERIAL (4 bytes) 5 Meaning: Seri al
nunber assiigfiedmas ieacleft rtdesk rFmesty orf Stk edrofn OtR@datheibrbats by 1.
Even if the contents are edited, the value of the area BLOCK SERI AL is not
changed. 10fvihgenageyo therrArEFRE -tig agdidErna B byfespakeaning: Key for
encrypting one bl ock Function: The begi nning of the block is a random
nunber gendPst €8 BPLthe security block of the 15 recorder/player. The

:ﬁgdgg;gunber 'S fo'%%ge%tQ%f%dgglﬁ%éé“?é”?%&f%%éﬁ’éy X*ﬁﬂcghe val ue of

L 20 music data. The music data is block-segmented every 16
KB. Each block starts with a header. The header
contains an initial value for decrypting encrypted
data. Only music data of an ATRAC3 data file is
encrypted. Thus, other data such as the reproduction

15 ‘management file, the header, and so forth are not
encrypted.
Next, with reference to Figs. 10A to 10C, the
relation between music programs and ATRAC3 data files

- will be described. One track is equivalent to one

20 music program. In addition, one music program is
composed of one ATRAC3 data (see Fig. 9). The ATRAC3
data file is audio data that has been compressed
corresponding to the ATRAC3 format. The ATRAC3 data
file is recorded as a cluster ét a time to the memory

25 card 40. One cluster has a capacity of 16 KB. A
plurality of files are not contained in one cluster.

The minimum data erase unit of the flash memory 42 is
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BLOCK- SEED i s | ost, since sound is not generated for around one second
equi val ent to one block, the sane data is witten to the header and the end
of the block. 20 Even if the contents are edited, the value of the area
BLOCK- SEED i s not changed. Value: Initially 8-bit random nunber -

I NI TI ALI ZATI ON VECTOR (8 bytes) Meaning: Val ue necessary for 25
encrypt i ng/adeciydptding ATTRACSe dad e FoActhenmeRepyesantds 4dn fior tnwediwval ue
necessary for encrypting and decrypting ATRAC3 data for 68 each bl ock. A
bl ock start@tqom Rlatle hexa dyoeRystafts Flostele | dst asihtirtyipired 8- bit
value at the last SU Wen a block is divided, the |ast eight bytes just
bef ore t he ¥altlS\¥65 IsRAUERRePE EReCBBNEERESTare 5 edited, the val ue
of the area INITIALI%@@!CN VECTOR is not changed, Value: 0 to
OxFFFFFFFFFFFFFFFF - A Ne & O Abat 3 BRS$68AEYURPERPPSSEURE i on:

Repr.esents data cqnpressed from 1024 sanples. The nunber of bytes of output
dat & depen&?%m?%é%? RS on hode? @£§ﬁci9r9ﬂ§a@oﬁFeﬁ¥§' it ed, the

‘e or WAL D A8 oL chagaed FpreBSIBLS  dn Ramde, NS
are witten tp%&nqﬁsblao%jlg@ff(?%%sg Mo, sk gt 251%?%%33?)&3’2&&%@4 ck are

used as a header. In the Tast s (two byte ‘D, MCode,

CONNUMO, am@rﬁla@%,ZQ;r&EFﬂﬂq@rfsr@&gwg@alaf%htet 8yt Thugy M bytes of the
remai ni ng area of one block is (16,384 - 384 x 42 - 16 x 3 = 208) bytes. As

described abovectitth & Oiabyd eoar£anB QKo 865Pas i kedidndald wirtggor ded.
When the FAT area is destroyed, all bl ocks of 25 the flash nenory are

sedflched. bhrits ithefioamma tniech VIR TeF ihethal aetefbube aeealeD Bl W2t the
begi nni ng of each block is TLO HDO, or A3D. As shown in Figs. 69
music program. In.other words, the part size is
represented with part size PRTSIZE (4 bytes) of the
part information PRTINF. The first two bytes of the
part size PRTSIZE represents the number of total
'15 clusters of the current part. The next two bytes
represent the positions of the start sound unit (SU)
and the end sound unit (SU) of the beginning and last
clusters, respectively. Hereinafter, a sound unit is
abbreviated as SU. With such a part notation, when
20 music data is edited, the movement of the music data
can be suppressed. When music data is edited for each
block, although the movement thereof can be suppressed,
the edit unit of a block is much larger than the edit
unit of a SU. |
25 SU is the minimum unit of a part. In

addition, SU is the minimum data unit in the case that

audio data is compressed corresponding to the ATRAC3

39



24A to 24C, at step SP1, it is determ ned whether or not the value of the
area | D BLKID at the beginning of the top block is BLKID TLO Wen the
determned result at step SP1 is No, the flow advances to step SP2. At 5
step SP2, the block nunber is incremented. Thereafter, at step SP3, it is
det erm ned whether or not the |ast block has been searched. Wen the
determ ned resul.t at p. SP3 is he-f| e s_ to p SP1. f 10
When t he dgtog%tﬁed %ngtﬁﬁs at” thoeBE) Ci?g Wgﬁév?ﬁtﬁgjégl 8\% %gégnces to step
SP4. At st R4, it | t i t . sgapche S jihe

. t |4 OFt8Y 4 haty ghe, seagchednblaekshs itk
reproducti %%m l;éa‘tsgearrent ?J?I e %BE?%ZT. Ther ea%ter, t he ?how g(%lvalnces to step

SPS. At St%le@Px%sstéE? fHIRer s of nAot 8L draeks 16 F1ABK LRathe,r eppeduction

managenent file PBLIST is stored as Nto the register. For exanple, when

the nmenory thag YOI Gih ATRAGS datend i 4€sat 1Onnusi ¢ puogsaaspbunt0 has been
stored in T-TRK. Next, with reference to the value of the 20 nunber of

total tracks TsEK, TRCRI1§o dIRK-4H0 of s btoekssadeosuseessiatel y
referenced. In this exanple, since 10 nusic prograns have been recorded,
TRK- 001 t o tTiRK=GI® U bl dittksn aore releseacets Spmpeseadf pife 48uBber FNO has
been recorded in TRK- XXX (where X = 1 to 400) 25 at steg SP7, a table that
correl at es onige alrustie huabrw TRK- 3000 @ nelf t pee f fEeORdnber PENO i s stored to
the nenory. Next, at step SP8, N stored in the register is 70

decr enent e@en&ad§s of Brepsumpsr &P7PaRhy SPBPPSIPEpeRLedr@iti| N becones
0 at step SP9. Wen the determ ned resulé,at stip,SPg is _Yes, the flow
advances t GeRdsissory the $iep gp1phe #ddEtHoRAL et ESTPEEEP 0 the top

bt ock. Th i j d f | ock. .Th f ;
(et | ow adVaREE BB St PAFCS b SPiEinPt P BEBLPACHed Suhet her  or
not the v_alt%e %fea{ %er,:':tetg? L‘%)r%&)i Iggm%pe}:ﬁgé)p??h%lf hS1BLKLD HRQ4 Wen the

10 determ néd resu ow advances t4 step SP12. At

step SP12, 1S1 LRer e eRaS 4 +hilanay det er m ned
p %ﬁﬁ?%ﬂ#ﬁ”%fﬁﬁﬁﬁﬁe ﬁk%gﬁbeﬂﬁgﬁ fheft $5E€ROSBH3 tiilonlad |

whet her or e |l ast bl ock een searched. When the determ ned result

at step SPL3 fckmx M%h, tige fhamimehUnasbed sEepadbil.(elise ps@arsghi ng process
is repeated until the determned. result at step SP1ll becones Yes. Wen the

determ ned geswWd wdedtep SP11l is Yes, the flow advances to step SP14. At
step SP14, it 20 is determined that the block is the attribute header (see
Fi 4.5 8) (0x0000 to O®FA Ghom a ns¢hhematdBy diaghambebwanggtble t he ATRAC3
data file. Next, at step SP15, with reference to the file nunber FNO the
sequence niffider BUOCK SRR M bhie 26ashet Baket BPRABSdSt Rrodrémsadf tthe
contents cunul ati on nunber key CONNUMD contained in the attribute header,
they are st &F tthe hkl kend¥s. svReRsIdVATRAESCAaE8Y71 The FdLStave been

recorded, since there, are 10, bl ocks of whi.ch the_val ye qof, the area | D BLKID
of the top BAVHIET S{%LﬁeFDl;’ll'Lb',3 ?ﬂ‘@pgég?cﬁfngoﬁr 5888¥® ies(‘)f];:la’neti nued until 10

9|0Cks areé%ﬁ?é%??: Since one cluster cannot contain two files
k 20 of the first program and the second program, the file 2
starts from the beginning of the next cluster. Thus,
the end of the part 1 corresponding to the file 1 is in
the middle of one cluster and the remaining area of the
cluster contains no data. Likewise, the second music
25 program (file 2) is composed of one part. 1In the case
of the file 1, the part size is 5. The first cluster

starts at 0-th SU. The last cluster ends at 4-th SU.
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5 When the determned result at step SP13 is Yes, the flow advances to step
SP16. At step SP16, the pointer is reset to the top block. The searching
process is repeated fromthe top block. Thereafter, the fl ow advances to
step SP17. .0 At step SP17, it is determ ned whether or not the val ue of
the area | D BLKID of the top block is BLKID A3D. When the determ ned result
at step SP17 is No, tiedd awaduancesygos séepeSPL8prbtester SRA8, the bl ock
nunber is increnented. Thereafter, at” step '15 SP18', it is determ ned

whet her or amet at ko viakd gdasks hasa beeno sear shedes¥heant Beadet er mi ned resul t
at step SP18' is No, the flowreturns to step SP17. \Wen the determ ned
result at strepeSRL7 arsl YespotdepfdorsadvahbesdividbeprSBe8s Als step SP19,

it 20 is determ ned that the bl ock contains ATRAC3 data. Thereafter, the

f | ow advanpes flogmsdeF SRR etept SRR, inkohtvef ppehdentse t Waeseri al
nunmber BLOCK SERI AL recorded in the ATRAC3 data bl ock and the contents
cumil at i ontREnsEN dey PEOMIND, 13 Hesr Epened or Baet Burher29fmsesey. 1 n the
sane ATRAC3 data file, the common nunber is assigned as the contents

cumul at i ontRERESr TPETeAgRS ERNNIMD. | 1 o her diwbi 88, PRRER SSme OATRAC3 dat a

file i d of,.10 bl pck nb i i dt [l th

Vil es of TRa CarenCiEE i iR Th bee SRR BrE  hRACS 8iva | s composed

5 of 10 bl , i,al. nb to_0 i dto th [, f th

reas BLOCE Bk AT 1 et brse e EiTr S ot o naBahehs TattBes ot tne

ar eas CO\IN%NQ qyﬂg %%I%E@ﬁl&at%& i srggt&g {‘I?Q %\pggggg ti?e current bl ock
nd t 0 on order o

conposes tnhe sane contents e 10 reproductl the current

bl ggk in ther$aMRCEOMLRIGHHNAE Yo ¢ heEONNRELT SR SEAHERCE) yhiihen 10
ATRAC3 data files (nanely, 10 nusic prograns) have been recorded and each

of the ATRARZ damdifnlel @3 ddeLHMPOSEsk 8 riddd pl e8&ShukBeEreoar €034 data 15
bl ocks. Wth reference to the val ues of the areas CONNUMO and BLOCK SERI AL,
the reproduehicas dedefeasfesnist conps Ogramstiod ¢OHb datapbboeks, andot he
connecti on order thereof can be obtai ned.

files are combined into one file on the file system.

X

Thus, when the combine process is performed, the

.15 reproduction management file and the FAT are updated.
The erase process 1is performed to erase a track. The
tréck numbers after the track that has been erased
decrease one by one, The move process is performed to
change the track sequence. Thus, when the erase

20 process or the move process is performed, the
reproduction management file and the FAT are updated.

Fig. 10B is a schematic diagram showing the

combined result of two programs (file 1 and file 2)
shown in Fig. 10A. As a result of the combine process,

25 the combined file is composed of two parts. Fig. 10C
is a schematic diagram showing the divided result of

which one program (file 1) is divided in the middle of
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20 Wen the determned result at step SP19 is Yes, all the bl ocks have been
searched for the reproduction managenent file, the ATRAC3 data file, and
the attribute file. Thus, at step SP21, based on the values of the areas
CONNUMO, BLOCK SERI AL, FNO, and 25 TRK-X in the order of block nunbers of
the bl ocks stored in the menory, the file connection state is obtained. 73
After the epanealinstate ds il anpthe thioddds mynbesgesetated in a free
area of the nenory. xt, a ‘managenent file according to a second

embodi ment QSR Pras ety d tentd om Widhd bendessgi RgdngSpb@ioa5oghows the
file structure according to the second enbodi nent of t%e present invention.
Referring tQuliter 26, arHaisiil &liT ecd afomesosé@i of dhérand potedoati on
managenent file TRKLI ST. MSF (hereinafter, referred to as TRKLIST), a backup
track i nf oofatdlarst@ menageirentudtdes TRKANSTB. MSF (herei nafter, referred to
as TRKLI STB), an additional information file INFLIST. MSF (that contains an
artisst nane, an | SRCAsodescritiark aliargp, aceeidingieputlkedata, and so forth
(this file is referred to as INFIST)), an ATRAC3 data 15 fil e A3Dnnnn. M5F
(her ei naf t embaddimented i -k SFemy . INHRNELPR, TRKRFSTLRENPALSS two ar eas
NAMEL1 and NAME2. The area NAMELl is an area that contains the _nenory card
nane and t ROSHTdGRMA AL I A ‘b%ece%*abn%‘ar%%gﬁdi(ﬁ@et §18scl1/8859-1

character caode). The fO area NAME2 is_an area_ t hat ntains the nenory card
name and tH@Eﬁwodlﬁ%w?ﬁﬁﬁﬁ(R%ﬁl?h%pb eg%%d%aﬁgr?eSﬁgﬁdFH to

VB- JI S/ Hankul /.Chi de). Fig, 26 sh ¥ track
nf or mat | ORI 1T R ST el e 48 RAGELH5oAn TRAREZ ™ and 1 he
ATRAC3 data fj]e A3 il &y TR i ' fidue of 64
coydss (= B 90t 95 S e dafih 530 ki, PSSy EoTpu P EnCIBhES E 2,

managi ng t%%ﬂﬁie-Eﬁhﬂfﬁ%ﬁr%é%hf%?aiQfi§2nBQYh8éeE§aB egdot moventaien the
areas NAMEL and NAMEZ. t hough the areas NAMEl and ME2 for program nanes

may be provigded afg@n dbf feientaft | 2. asThheddiackni nher ghki ddv3deanagement
file, in a systemhaving a snall storage capacity, it is convenient to
total |y managalthe(deaickignf D0OR) i Db tanageneatebsheyand proogr amataanme
files. The track information area TRKINF-nnnn and part information area
PRTI NF- nnnraraf gdwk ttlae ksgfce ndor viae | lbag mnagenefit thiel §1TRKEI-ST are used to
manage the data file A3Dnnnn and the additional information |NFLIST, Only

t hd SATRAC3 data fil e B@Dnnkh is @neehgnatic| dlapyamoghoyhBddib& | ength in
the horizontal direction is 16 bytes hexadeci mal nunber in

thevvertimﬂ??ﬂ#kﬁﬁiQﬁF?e%?%%%ﬁ?getﬂé(gaéaégéﬁoéﬁéQEQSim%qigﬁﬂeq e current
e ocording Agdbe Seead heciteniet et bl besdibanste, eck
o e TR TEa 45 M 5 SRty e used
1 g RSSO, TEOBICEADY o6 BB Loh o ensagagn abit s, ey,
datzgy st r uctp e P&keK € PP1EOiEheneeendterbadneebillowl = e descri bed. For
SInpllCltyuThe size of the header shown in Fig. 12A is 32 bytes.

The rest of the reproductioﬁ management file PBLIST

shown in Fig. 12B contains a name NM1-S area (256

bytes) (for the memory card), a name NM2-S area (512

25 bytes), a contents key aréa, a MAC area, an S$S-YMDhms

area, a reproduction sequence management table TRKTBL

area (800 bytes), a memory card additional information
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75 in the data structure according to the second enbodi nent, the
description of simlar portions to those of the first enbodinent is
omtted. Fig. 27 shows the detailed structure of the 5 track information
managenent file TRKLIST. In the track information managenent file TRKLI ST,
one cluster (block) is conposed of 16 kbytes. The size and data of the file
TRKLI STB arlNR+te s=me 654120skyoés) heahackupehidesr TRD ST ide first 32
bytes of the track.f _O0 information nanagenent file are used as a header.
As with t heatadEnofatdre. r ephedataronpranagemsnto ff ithes RBLd S5 s tdnee header
of the file TRKLIST contains a BLKTD-TLO TL1 (backup file ID) area (4

byt es), andafddied FRK Ylpe byepspdeeE ipRemanapementt tfotld. tracks., a maker 15
code area MCode (2 bytes), an area REVI SI ON §4 byt es) for the nunber of
TRKLI ST rewrito ti mesnearfd Bt al 2P SRONAE (4xBPPE3) topkd:dP1Glor updat e
date and tigg)data. he nf?nin s and fgncti ns _of these data areas are the
sane as t hGd@"8F hd ¥9 v st“2nbbRi NERt. IPR 36°alidccsdn, the ¥ e TRKLI ST
contains t fol l.owi,.ng areas. -_YMh 4 hytes) Represents the |ast update
dat e (year&%%ﬁhtg%ﬂﬁg%ecﬁr?%% ?FFerggﬁEFgg.%?Saﬁ é%?byte) (Opti on)
Represents [ ak. nu o h r ar nuper at,gr side). Wen
one nennry%égﬁfﬁgﬂggaiq%?%d?Pgéé %%%uge%?g?hér%r g%&ﬁlsub£3¥% - N2 (1

byte) (Opti R uenki, al r t y card
s ga;;{@v%ﬁﬁoﬁqa he) seguenthal hauERer ¢ fcri‘l,ta[lﬁeglaﬂ?éva (y card .

(denom nator sid en one nenory card 5 is use

N2 is OxOlfol MR Z2dudes) APPaEeR) aBaBEageRtS "R d R Qi a Jreqpry card.
When a plurality of nenory cards is used, the value of the area MSI D of
eadld nmenor yneRfd nedl tdreeSaAMNEIMBLDy) . in a reserved area, a null

(0x00) is written. However, even if any data is

written to a reserved area, the data written in the

reserved is ignored. In a future version, some

reserved areas may be used. In addition, data is

15 prohibited from being written to a reserved area. When

an option area is not used, it is treated as a reserved

area.
= BLKID-TLO (4 bytes)
Meaning: BLOCKID FILE ID
20 Function: Identifies the top of the

reproduction management file.
Value: Fixed value = "TL = 0" (for example,
0x544C2D30)
= MCode (2 bytes)
25 Meaning: MAKER CODE
Function: Identifies the makef and model of

the recorder/player
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10 (T.B.D. (to be defined) represents that this value may be defined in
future). - S TRK (2 bytes). Represents a special track (T.B.D.). Nornally,
the value of the area S-TRK is 0x0000. 15 - PASS (2 bytes) (Option)
Represents a password (T.B.D.). - APP (2 bytes) (Option) Represents the
definition of a reproduction application (T.B.D.) (normally, the val ue of
the area 20 APP is 0xQQ0Q):. HilfN=c3ded bt asdtd Opid iesn &@%ﬁenéﬁ—the,

addi tional information pointer 'of the entire nenory card. en there is no
addi ti onal cirafe@r RGN (iRiamaldif. the area INF-S is 0x00. 25 The last 16
bytes of the file TRKLIST are used for an area BLKID TLO an area MCode,
and an area REVI S| ON=t ratv IsBTON hgl daymesls t hose of the header. The 77
backup file TRKLI STB contai ns the above-descri bed header. In this case, the
header contains an aMeanBinl:D- Nulmbean cff ezeWCotke, t Hinels apf aPBRIKEVI SI ON. The
header is followed by a track information 5 area TRKINF for information
with respect to eachFunggikcand dnFranaHioryRRIVYEAr 62 PRTI NF for
information with respect to each part_ of tracks, (nusic programs). Fig. 27
shows t he FePISIMEdSTed IRl ebl TRAT STeWThetBwer portion of the area
TRKLI STB shows the detailed .Q structure of these areas., In Fig. 27, a

hat ched area represenffs%r umised Suda. O AR t1RCkETHE oF ndYi bn ar ea

TRKI NF-nnn and the part, i r mat j rea PRIINF-nnn contain areas of an
ATRAC3 data file. In—otsh_gry sds{zlot 3?55% &%L?gn?or mat i on area TRKI NF-nnn

and the part informaty area R F- ac 0 i )dugtjjon
restriction flag ar eye%%l?‘fﬁbytgtg-’!g\’la %%’nt%ib?%&%&ﬁﬁék& (8
bytes), ar r idy i u .areaiMgp): SERI AL
('16%Eyt es) ,S%gg)rngfeljae@ﬁ 2Ol g‘%\?%ktéesg%%g#?%ﬁ 1?%?Br‘ggrggs§nti ng% feature
portion of agJrysi c program an area |INX (2 bytes) (option), an area
YMDhne-S (4 bytes) (option), an area YMDhns-E (4 bytes) (option), an area
MI (1 byte) (option) Furctarea Clidenthiyfieds (tipd i Dagt ascardadC8até byt e)
(option), an area 25 CN (1 byte) (option) (these areas YMDhns-S, YNMDhns-E,
MI, CT, CCarnahdi@GM.are used for reproduction restriction informtion and

copy control information),
Value: bits 25 to 31: Year 0 to 99 (1980 to

15 2079)

bits 21 to 24: Month 0 to 12
bits 16 to 20: Day 0 to 31
bits 11 to 15: Hour 0 to 23
bits 05 to 10: Minute 0 to 59
20 bits 00 to 04: Second 0 to 29 (two bit
interval)

= SY1C+L (2 bytes)
Meaning: Attribute of name (one byte code)
of memory card written in NM1-S area.
25 Function: Represents the character code and
the language code as one byte code.

Value: Character code (C): High-order one
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78 an area A (1 byte) for part attribute, a part size area PRTSIZE (4
bytes), a part key area PRTKEY (8 bytes), and a contents cunul ati on nunber
area CONNUM (4 bytes). The neani ngs, functions, and val ues of these areas
are 5 the sane as those of the first enbodinent. In addition, the track
information area TRKINF-nnn and the part informati on area PRTINF-nnn each
contain theykal lowing areas. - TO (1 byte) 10 Fixed value (TO = 0x74) -

I NF-nnn (Option) (2 bytes) Represents the additional information pointer (O
to 409) of each track. 00:00wsiNom+ &g At Ehedleadgi hia@Ralh unplegr mation. 15
- FNM nnn (4 bytes) Represents the file nunmber (0x0000 to. OxFFFF) of an
ATRK3 data file. The nunberi nnmsc¢in ASebtr)ceh thenARRACBodiat #5d | e nane
(A3Dnnnn) is converted into Oxnnnnn. 20 - APP CTL (4 bytes) (Option)
Represents an applicati on Jpafamsteirof TIBt&-FhéNgeial |y, the val ue of the
area APP CTL is 0x0000). - P-nnn (2 bytes) Represents the nunber of parts
(1 Po 2039) 25 that conmpos®¥:a ABGEIPEAIRam This area corresponds to the
above-described area T-PART. - PR ( 1 byte é 79 Fi xed value (PR = 0 x
50). Next, the areas NAMVEPJ¥ oMeshiefi5d eB8808e) and NAME2 (for two byte
code) for managi ng nanes will be described. Fig. 28 shows the detailed
structure of the 5 area NQWZL(MQRJ%%e byte code area). Each of the areas

NAMEL and NAME2 (that will, be crLi I ) is segnented with eight
bytes. Thus, their one S|(§2% sqggﬁ%dggglbfgiéght bytes. At 0x8000 that is
t he begi nning of each of tstge:se(_’aéepéregt hl??:g@éih? EE?EQQO

10 ' 90: S-JIS (Japanese Industrial
Standards) (for ‘ Voilce)
Language code (L): Low-order one
byte

Identifies the language based on EBU

15 Tech 3258
standard.
00: Not set
08: German
09: English.
20 OA: Spanish
OF: French
15: TItalian
1D: Dutch
65: Korean
25 69: Japanese

75: Chinese

When data is not recorded, this area is
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0 The header is followed by a pointer and a nane. The |ast slot of the
area NAMElI contains the sane areas as the header. - BLKID-NML (4 bytes)
Represents the contents of a block (fixed 15 value) (NML = Ox4E4D2D31). -
PNML- nnn (4 bytes) (Option) Represents the pointer to the area NML (for one
byte code). - PNML-S 20 Represents the pointer to a nanme representing a
menory card npn (= 1 to 408) represents the pointer to a nusic program
title. Thea%&infer represents the start position (2 25 bytes) of the bl ock,
the character code typ its), :agécgthe data size (14 bits). - NM-nnn
(Option) 80 Represenfgg(zf%ﬁz rr(zzrrtl)oy ca%rd nanme and nusic programtitle for
one byte code (vari alfe@nligRdt hat AL RRE X XA méndky téePgaint he end
of the area. Fig. 29 shows the detailed data structure of 5 the area NAME2
(for two byie-godgeka At 0x8000 that is the beginning of the area, a header
is placed. The header is followed by a pointer and a nanme. The |ast sl ot of
t hesarea NAME2 cont aifmsicdtiersanRepmeaerass tthe adsrctdd co®BZKhbENVR (4

byt es) Represents the contents of a block (fixed value) (NM2 = Ox4E4D2D32).
- PNM2- nnnthé BynesiageOutddet) Represdrmse téedgointer to the area NM2 (for
15 two byte code). PNMR2-S represents the pointer to the nane representing
the menory card. nnnVeduest o SE08) a%pielderts the pointer to a nusic program

title.
= SINFSIZE (2 bytes)

Meaning: Total size of additional
© 10 information of memory card in INF-S area.
Function: Represents the data size as an
increment of 16 bytes. When data is not recorded, this
area is all 0.
Value: Size: 0x0001 to 0x39C (924)
A15 = T-TRK (2 bytes)
Meaning: TOTAL TRACK NUMBER

Function: Represents the number of total

tracks.
Value: 1 to 0x0190 (Max. 400 tracks)
20 When data is recorded, this area is all
0.
= VerNo (2 bytes)
Meaning: Format version number
Function: Represents the majof version
25 number (high order one byte) and the minor version

number (low order one byte).

Value: 0x0100 (Ver 1.0)
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The pointer represents the start position (2 20 bytes) of the block, the
character code type (2 bits), and the data size (14 bits). - NWM2-nnn
(Option) Represents the nmenory card nane and nusic programtitle for two
byte code (variable). An end 25 code (0x0000) is witten at the end of the
area. Fig. 30 shows the data arrangenent, (for one bl ock) of the ATRAC3 data
file A3Dnnnn in the case that &kood3 Slyds gogposed of N bytes. In this
file, one slot is conposed of eight bytes. Fig. 30 shows the val ues of the
top portion (0x0000 Nex®3BE8ksof(seacirisd otl3gheciat spréovdeal pys of the
file are used for a header. As 5 with the data bl ock preceded by the
attribute hbadberadkert we ldate fddscqideed Fig. 17) of the first exanple, a
header is placed. The header contains an area BLKIDA3D (4 bytes), a naker
code area MCode (2 byt¥ML-San area BLOCK SEED (8 bytes) necessary for
encrypting _O process, an area CONNUMO (4 bytes) for the initial contents
cun®l ati on nunber, aMsapiag:nuisere SfeaBBOK SERI Alag 4ongtlegyef or each
track, and a rea | NI TI ALI ZATI ON VECTOR (8 bytes) necessary for
encrypting?aaE?yptirig process. The second | ast slot of '15 the bl ock
redundant |y containsFan aﬁea.BL SEED. ng}last sl of contains areas

BLKI D- A3D and MCode. "ABCW PR 't h& SPHESCErib ddi e tde HeRAdBFMPEYS ol | owed

DY L0, O BATLL RLLLeiame g ST v 4D gt giledydphg ot Tyt e

of 20 the a nformati-on nanage &B8nt ai ns

additionalak@éorggggﬂa'cb@g}h%x&ﬁﬁoqg; qghﬁ?ntgg%é %%geb?ginning (0x0000)

of the file INFL , the I'owm ng header 1S pla header is foll owed

byrg he f ol &oyéagapaUNEgEraRtcAeas o - BHILDAIN, (dobybes) Represents the,
contents of the block (fixed value) (INF = Ox494E464F) . - T-DAT (2

bl ocks) Repeeseata, t helnunosnoof itotr@cdiadad af &ate €19 119e4PMing- Mcode (2
bytes) 5 Represents the nmaker code of the recorder/pl ayer - YNEhnB (4
bytes) Rept@setz6)tbé rader drepddiord datlesyd dndioyte] NF-nnnn (4 bytes) 10
Represents the pointer to the area DATA of the additional information
(variabl e I ength, asV2lbgtesVaslioup ahaxadtes) .coklee start position is
represented with the high order 16 bits (0000 to FFFF). - DataSl ot-0000
(0x0800) 15 RepresentsNMBeSof fset value fromthe beginning (as a slot at a

tlf?)' Meaning: Name of memory card (as two byte
code)

Function: Represents the name of the memory
card as two byte code (max. 512). At the end of this
area, an end code (0x00) is written. The size is

20 calcﬁlated from the end code. When data is not
recorded, null (0x00) is recorded from the beginning
(0x0120) of this area for at least two bytes.

Value: Various characfer code

= CONTENTS KEY

25 Meaning: Value for music program. Protected
with MG(M) and stored. Same as CONTENTS KEY.

Function: Used as a key necessary for
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The data size is represented with [ow order 16 bits (0001 to 7FFF). A
disable flag is set at the nost significant bit. MSB = 0 (Enable), MSB =1
20 (Disable) The data size represents the total data amount of the nusic
program (The data starts fromthe begi nning of each slot. (The non-data
area of the slot is filled with 25 00.) The first INF represents a pointer

‘to additiOg%ﬁlﬁﬂ%*g??t@?ﬁ%qgft§gﬁﬁ%“5§? al bum (normal |y, 83 | NF- 409) .

Fig. 32 sh e of "additional information. An 8-byte header is
placed at the beginning of. ong @dditienadripfeFAREFEN data area. The 5
structure of the additional information is the same as that of the first
enbodi ment (see Fig. =12 In other words, the additional information
contains an area IN (2 bytes) as an ID, an area key code ID (1 byte), an
area S| ZE (2 bytes) thainiepr esEitged heosyzeglt eacbrimabiaddcheeral
information area, and a maker code area MCode (2 bytes). In addition, the
addig i onal «aifug mation contains an area SID (1 byte) as a sub ID. According
to the second enbodi nent of the present invention, in addition to the file
system ~15 defi ned aFundtorarat Hephesemb®ryheavadluehgenpaakednf or mati on
managenment file TRKLI~~r nusic data is used. Thus, even if the FAT is
destroyed, witd f318MREms band CONEEFRES KEY. 33 shows a flow of a file
recovering process. To recover the file, a conputer 20 that operates with a
file recovery prograMaiet hal tRrOREEEEEr PREFRERBFS card and a storing
device (hard disk, RAM_or the like) connected to the conputer are used.
The conputer has a fUdhctiom ™yui val ent to the DSP30. Next, a file

e [ ' the, t ' R ill b

Gl Thed A1 b ookl 198K fesdRoReRTc bnRb ol Ka kA Seet royed are

sear ched foy I%f§£fg %%5 hugq84 (BLKID) at the top position of each
T onE S A TP T R BT

block. In a ion, cks are searched for NM1 as the val ue

(BLKID) at the top pasifdofo®! -bhegks Fher eaf tekrnal.! the blocks are
searched for NM2 as the 5 value (BLKID) at the top position of each bl ock.

Al'l the contents of thaetd®ur bleskso(t (agkoonformati on managenent file) are
stored to for exanple a hard disk by the recovery conputer. The nunber of
total tracks is obtai ned fweenlOhdataiaf her tirhekf,outtils laytem dfs talel t r ack
i nformati on managenent file. The 20-th byte of the track information area
TRKINF- 001,060t he val ue of the area CONNUM 001 of the first music program
and the value of the neﬁéFaéea P- 001 are obtained. The nunmber of parts
Meaning: Additional information of memory
card (for example, infbrmation with respect to photos,
songs, guides, etc.)
20 Function: Represents variable length
additional information with a header. A plurality.of
types of ‘additional information may be used. Each of
the types of additional information has an ID and a
data size. Each additional information area including
25 a header is composed of at least 16 bytes and a
multiple of 4 bytes. For details, see the following

section.
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15 is obtained with the value of the area P-001. The val ues of the areas
PRTSI ZE of all parts of the track 1 of the area PRTINF is obtained. The
nunber of total blocks (clusters) n is cal culated and obtai ned. After the
track i nformati on managenent file 20 is obtained, the flow advances to step
102. At step 102, a voice data file (ATRAC3 data file) is searched. All

bl ocks of other thanudieidmnagerentcdidigei seseaprghed pamst he flash nenory.
Bl ocks whose top value (BLKID) is A3D are collected. 25 A block of which

t he val ue ¢ft rduvearee s COANMUMO @ital heniéribthyhe .of A3Dnnnn is the sane as
that of the area CONNUM 00l of the first nmusic program85 of the track

i nformati on managenert S-YMDramsd O hwted) t @pvabng of the area BLOCK SERI AL
that starts from20th byte is 0 is searched. After the first block is
obt ai ned, a bl ock (cMeramy wi t¥eahe memehyaflaeg, ohotile Biavgs,CANNUM val ue
as the first block and of which the value of BLOCK SERIAL is increnented by
1 (P = 0 +serang dequrire Y tlehe t hecardendrbhryer Wd thbtaineddakd el ock with
t he sane val.ue of the area CONNUMO as the second bl ock and of which the

val ue of tRed°% ea BLOCK SERIAL is incremented by 1 (2 = 1 + 1) is searched.
By repeating the procgess, .the AT data file is_searched until n bl ocks
(clusters) of the tr%@@chéFé obt&i'h .l%%eﬁhﬁlfa?ﬁer8F85Q§%(6¥ﬂ§ﬁers) are
obt ai ned, y sucgcessivel o) the.hard 15.di sk. -The sane
process fo%g?igq%%ﬁckﬁ%lﬁgtﬁir %§%€%§?%$Bthgﬁ%$aggeﬁ.anqﬁﬂ%ﬁ Motrds, a

bl ock of which the v af the arga CONNUMO § h a t .of the
area CONNUM 002 of tﬁ%Hgf?st nﬁgféﬁ%rogranioff§%g ?rg§E§§0§ﬁﬁg?r§§tion
managenent 2hi7log and of which the value of the area BLOCK SERIAL that starts
at the 20-th byte is searched. Thereafter, in the sane manner as the track
1, the ATRAC3 data file i pisearzhegbunii| fbgthast £bl aok (cluster) n' is
detected. After all blocks 25 (clusters) are obtained, they are
successively stored to theias diélisk.28y rbpeadi bg Bhe above-descri bed
process for 86 all tracks (the nunmber of tracks: n), all the ATRAC3 data
is stored to the hard di skidont¥bltedlby tHeure@over 23y conputer. At step
| 03, the nenory card whose the FAT 5 has been destroyed is re-initialized

and then the FAT bits 05 to 10: Minute 0 to 59
15 bits 00 to 04: Second 0 to 29 (two
second interval)

As the last slot of the reproduction
management file, the same BLKID-TLO, MCode, and
REVISION as those in the header are written.

20 While data is being recorded to a memory
card, it may be mistakenly or accidentally detached or
the power of the recorder/player may be turned off.
When such an improper operation is performed, a defect
should be detected. As described above, the REVISION

25 area is placed at the beginning and end of each block.
Whenever data is rewritten, the value of the REVISION

area is incremented. If a defect termination takes
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is reconstructed. A predetermned directory is fornmed in the nenory card.
Thereafter, the track information managenent file and the ATRAC3 data file
for mtracks are copied fromthe hard disk to the nenory card. 10 Thus, the
recovery process is finished. , In the managenent file and data file,

i nportant paraneters (in particular, codes in headers) may be recorded
triply ratpescthan daubkyddikeen fdat dlicek,editealye regariged, the same data
may be recorded ~15 at any positions as long as they are apart from each

ot her for RRAVIPAQH areBDEe. thae fdegifmristg anfd tdex dnkb cnbdok sremdts, as an
exanpl e of the player/recorder of the systemaudio set, a nenory card

recor der wastdbsthiebed.lukceodr dibey REYIHON G raesentthiqvend i oh, tledi gi t al
signal reproduced by a CD player is stored to a hard disk. The hard disk is
used as anbaadke s@huer. SHed di gaf@Ectsitarinat RIVeRF r'een the hard disk to
a menory card 40 having the above described format. Thus, with the

abobe- descfpbegted di §inge AL FLE M ot oM ra Rt abtlee

pl ayer/recorder, the user cgn listen to, the reproduced djgital audio data.
Next, corr@5p6KlPhg teEMELRE tHiars cady Pe dfd tszﬁ?)vﬁ‘l lri”n‘%l‘—'i gs. 7 to 23 and

h d I, h in Figs. 25 32. . .
cont ont s dBFABAPOMENe MLk T VAT ey A o 17 SECeqt bed i
detail. > BhOa18tn SuiSGlemRl 16 d.aq W00, &hSEQLLAQ apparatus havi ng

a hard dis e storing apparatus is for exanp a personal conputer. In

the follow ng descriphi QRyikReSt QHIRG WHd fi%ked TR Md K Imdri®@ as host
or host side. In Fig. 34, ~~ :0 reference nuneral 201 is a hard disk

driye.. Theshardtdiesk a8 it 2Ugiirk ORETGE ashainsiesclk hergorey pl weéna CPU 202.
I'n association with the CPU 205{ an external nonvol atile nmenory (external

NVRAM) 203thanrapenat ides tidyiedt) poied ifoike4rans Bs dised ays devi ce 205 are
15 di sposed. In addition, an ATRAC3 audi o encoder/decoder 206 is di sposed.
An anal og refietresicgndlor2GEdsrestipp) idakd 0 ain AMitheomwerdey @08h- The A/D
converter 208 converts the analog signal 207 into a digital audio 20

si gnal . Theededieocenctoddahedddotst OB conprestse toe dhgi faleagdno signa
that is output fromthe A/D converter 208 corresponding to ATRAC3. In
addi ti on, Redigteamingsut Signg the fixed pie BFHORPalED pFayer 209. The
digital i nput. signal. 210 is sup qug to tge 25 audi o encoder [ decoder 206
thtdugh a APGPRERTEIYUMTESEV &t e BRROAR D dePY deRbEEP 206

- conpresses the . diokhaod "RYe SISNAlL AL § Naln 15 T868vEG. Trom the 88
Alternatively, the same reproduction managemént file
can be redundantly recorded. |

The data amount of an ATRAC3 data file is

20 much larger than that of the track information
management file. In addition, as will be described
later, a block number BLOCK SERIAL is added to ATRAC3
data file. However, since a plurality of ATRAC3 files
are recorded to the memory card, to prevent them from

25 become redundant, both CONNUMO and BLOCK SERIAL are
used. Otherwise; when the FAT is destroyed, it will be

difficult to recover the file. In other words, one
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digital input receiver 211 corresponding to ATRAC3. The host side decodes
audi o data stored in the hard disk drive 201. The audi o encoder/decoder 206
decodes the audio data that is read fromthe hard disk drive S 201 into a
digital audio signal. The digital audio signal is supplied to a DA
converter 213. The D/ A converter 2|13 converts the digital audio signal that
i s recei vedhTTRAWB tdwer AUl De engpdies/ denpdeed206 iantq vamlana)l agr audi o si gnal
The D/ A converter 2|13 outputs an 10 anal og audi o signal 214. Alternatively,
conpr essed/marslconpras sede dilpspatsaddi oTdatidemay fiye kdawidsoaded-1Heo t he hard
di sk HDD 201 through Internet and a public tel ephone |ine (not shown). The
conpr essed san & idet a CRNNUMGI iedusedm 15nt hddatdion ,ertcodetgrdeichder 206 to
a security block S-SAM (D) 212 of the host side. The .security block S SAM
(D) 212 endhiptoFrdeie Tonpreckediauehe HERAC3Adalt i ithee RIAE recorder, the
cog%ressed audiq data is encrypted using a contents key. The encrypted
ATRAC3 dat 25590 1t d#¥®FAt o the hard disk drive 201 under the control of

the CPU 202. In the case of the diqgital ing t ?' ngl , i.nformation such as

| SRC (I ndust ry St anddrd st SHntoteciIFaAES & Content) ID ¢ hat
identffg my {y o s égcg&ggglgn ﬁ5d5§ .can te o%t ined.nTﬁg ég secu?ity
bl ock S—Sgkﬁfﬁyﬁgggig%ﬁ%ra es a %pn%e%ts §éy éﬁg 3nCo%{5hng%6HLIapion
number CONWM: @1 RAcTb Lol e sy At e abflLonbile GHATH. Inddle fif 1St 89

enbodi nent). In addition, oSt 1S  assigned a unique sérial nunber.

These val r it LS i t.er nal
val ugs ¥ @ %ageegmagt d1er PaL dn gt sk ghi YRp28 %%E%ggﬁgﬁi 1

non-vol atil e nmenory 20 To all ow an encrypted e stored in

thgohard ditsle drdae A0t Oc e rﬁprwﬁycg@tbweehhaéstt&%ﬁeme unit (host) that -
has encrypted the ATRAC3 data file, the encrypted ATRAC3 data file is noved "

to the nmenory card 4@iglhd awvied dagehdma€itsdnagrhaf shiowihlde th@ hard di sk
unli ke with the copying process. Since the ATRAC3 data has been encrypted
with a consémusthey amltgss additsiodezt yprédroattibe depiced Sihde, it cannot
be reproduced. However, when the contents key as an encrypting key is

stol en, en@f@ptd@nes ddifzowart ben ebsi ¢ympesedpoédthFo fgrldweringsuch a
problem the contents key itself is encrypted. The contents key is not

exposed t o "ERECFULSHIDE 2 FRP alpnreth vheha ATRERS Beedeirs hasvddisf rom t he

haﬁg di sk riﬁe 201 to the menory card 40, the contents key is 20 encrypted
wi th a ses$PInO¥eY'd AfEXhcrypted contents key is sent fromthe hard disk
dive 201 to the nenory d 40. The nenory card 40 decrypts the contents
key with the session kéy. Thereafter, the nenory card 40 encrypts the
contents data with aw§&9pqgg keyrgtergeof. 25 The encrypted contents key is
stored in the nmenory car& :

Function: Represents the beginning of the
additional information (fixed value).
20 Value: 0x69
= ID
Meaning: Additional information key code
Function: Represents the category of the
additional information.
25 Value: 0 to OxFF
= SIZE

Meaning: Size of individual additional
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Li kew se, V\hen data is noved fromthe nenory 90 card 40 to the hard disk

drive 201, the nenory card 40 encrypts a contents key with a session key
and sends the encrypted contents key to the hard disk drive 201. Thus, the
val ue of the contents key stored in the hard 5 disk drive 201 is different
fromthe value of the contents key stored in the nmenory card 40. Thus, a
pair of audingdalsdi@pd contents key shoul d be stored on the noved side.
Next, with reference to Fig. 35, the data 10 nove process will be described
in detail. First of ahnctdadat a REPeqEOCesshd osi MV Ngeslah atfpematted for
t he audi o pl ayer/recorder shown in Fig. 1 and recorded in the nenory card
40 to the ldr dadiisk avdlve ifdrmodt 1dve. hositisodghwihé Betdescéeebéd. In the
initial state of 15 which the power of the host side is turned on, it is
det er mi ned neitetlieri tard ,nditt tdteowkddry aarbedst hhs beeas aghdched. Wien the
menory card 40 has been attached, the host side and the rrermrg card 40 are
aut Bent i camed téadle stthet by t HBye heset beéntBacdasaf ahpypldobe

aut henti cated, the host side and the nenory card side share a session key
Sek. Next, fiHd bt thedusl Hat@9%bm the nemory card 40. According to the

first enmbodi nent of th resent invention,_ t ontents key CKis read from
the 25 reproduction r‘r’ﬁ’ﬁé%eneﬂté f§9 ellgéwsérqx$§c®ontrast, according to the
second enbodi nent of th R esent invention, a contents key CK (DES (Data
Encryption 91 St andalp@:) stm CK)) encrypted with a storage key Kstm

that is unique to ea A I?m{l ismextracted fromthe track

informati on area TRK?/%I‘}% Dég{ s?cn?ﬁ%K) is sent fromthe host to the
mergyy card 40. The S.ppmory, carfhdb decdypise thek&ACENAt RYdeeNbent s key
DES (Kstm CK) with the storage key Kstm The decrypted contents key is

encrypt ed WH AR, wRSS/ O1h . Sek. The contents key DES (Sek, CK)
encrypted with the session key Sek is sent fromthe nenory card 40 to _O

t he host side. The haogilwsd:de Hiegy@tdet hE0 cloht €ntisakey €Kdeh { hlble session
key Sek, re-encrypts the decrypted contents key CK with a storage key Kstd
that.is unioquir Her diic; s afthclt omescotie) r e- encrypt ed storage key to the hard
di sk drive 201. In other words, the key is stored
= C+L
.15 Meaning: Attribute of characters in data
area starting from byte 12.
Function: Represents the character code and
the language code as one byte code.
Value: Same as SNC+L
- 20 = DATA
Meaning: Individual additional information
Function: Represents each type of additional
information with variable length data. Real data
always starts from byte 12. The length (size) of the
25 real data should be at least 4 bytes and a multiple of
4 byteé. The rest of the dafa area should be filled

with null (0x00).
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15 as a new contents key. The storage keys Kstd and Kstmare stored in such
a manner that their values cannot be read fromthe outside. In Fig. 35, a
security block 212a of the host side and a security bl ock of the nenory
card 40 20 authenticate each other and they share a session key Sek. The
security block 212a supplies a storage key Kstd-and a contents key CK to an
encrypting device 212talukhe enedywidngl deviieeirddbcereatpsnanngnebypt ed
contents key DES (Dstd, CK). 25 As denoted by a path 215, encrypted ATRAC3
data i s nowée fawmrhdrts nefroeyclcat dgpdO0ofoatiiethoatlsid€orklae iARRAC3 data i s
stored to the hard disk drive 201. 92 In this case, as described with
reference to Fig. 27Fiche 13 aick anapalgbaenhat nfornal abas TREYNEodecor ded i n
the menory card 40 is sent to the host side along with a data file. In
particul ar Vatie<colft drft o3kl a8dbhignalnbeforuaNion) anché y8eSAM seri al
nunger, and the file nunmber FNM nnnn for each nusic programare directly
copPed to theTE Hck iHfbrerds orfhies TRKERF3AhnAT&nasFédsededas a track

i nformation ar.ea TRKINF of the host, side. Unlikg with the égntents key,
these attrBit€ ATt BRPTEehb?  enck§¥t 899 UKREYESt Hege tonf or mat i on

i d h 1 i i i he hard di sk
1 T2YSS RS OSte R ifeq YTk 24 LB Rk RS HRE b ArhiS T X, e
audi o data gL g_gl &ﬁdﬂ&%@rd Lo i sksis ORYEG-1a.t gﬁfg@{xw gardy the

audi o data cann e reproduced. The contents cunul ati on numnber NUM is a

cunul at i onyRYMIerr SHfmathii sh @&%{ws&ﬁapgeeéen%hﬁomgewﬁdoghgwégh

encrypting devices of security blocks 20 of the nenory car 0 and the host

si de. The egmients tawiuliid - tgperaONNUME hes, aaganBbnabir-en afs 232 '
4,200, 000, 000. The non-vol atile nmenory of each encrypting device stores the"

| ast cont eatslitdmmlad! iio1fgrumexeton Thus, the contents cunul ation nunber is
not 25 redundant in each nmenory card. The S-SAM serial nunber (SERIAL) is a
nunber uni que to eacligncriyptisng deabbloe. tHde SSAM s3eesakepuaobde has a
conbi nati on of 212a.
values (64 to 127) of additional information and types
thereof. Key code values (64 to 95) are assigned to
15 paths/others. Key code values (96 to 127) are assigned
to control/numeric data. For example, ID = 98
represents TOC-ID as additional information. TOC-ID
represents the first music program number, the last
music program number, the current program number, the
20 total performance duration, and the current music
program duration corresponding to the TOC information
of a CD (Compact Disc).
Fig. 15 is a table that correlates key code
values (128 to 159) of additional information and types
25 thereof. Key code values (128 to 159) are assigned to

synchronous reproduction information. 1In Fig. 15, EMD

stands for electronic music distribution.
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‘93 Thus, the S-SAM serial nunber is not redundant. The file nunber

FNM nnnn i s a nunber assigned to each ATRAC3 data file. The file nunber
FNM nnnn i s assigned by hardware. Thus, the file nunmber FNM nnnn may be 5
redundant. Consequently, the contents cunul ati on nunber CONNUM and t he
S-SAM serial nunber (SERIAL) are added as auxiliary nunbers. Thus, with a

total of three typesyghrnughens reedahzef itle rilgsack ex taisige program can
be identified. _0O As described above, to performan. authenticating process

and an encgypli BEapPHREeSHf iRl ixgeualt Vi ddceia 2ilch ofilhebdost side creates
or provides: self unique nunber (S-SAM serial nunber), 15 contents key CK
(created fdaeseaibedant @it svittitt IF)g. stagr,adel keyl dstshowndtisesdava key Sek
According to the first enbodi nent of the 20 present invention, the S SAM
serial nunberpctheecort dhtes ddell tGIGnalhel refomrerit sorcunud At Fod- nbfBer CONNOM
and the file nunber FNM nnn are recorded so that they correlate wth M5 (D)
Ser Bal - nnnkety ARBrRNAP. MBA ((ATRAG tdatane id%)adNIENTSKEY, CONNUM and Bl ock

Serial shown 25 ~in Fig. 17, reﬁgﬁftively. Accordiﬂg to the second
enbodi ment 18forRetEradent STAFer iBHC t (P M FU sKERFFI8"28%90FBhe host 94

id d/ th t I - til ] 203 h K i [
a1 oo TRK NENBARAE ol SRR T | H e EF AL MO haET bRcar ca

IR conk g, ] STl YL & AIELNUAL EoBhgRLakeY, O & SAM

directly r%%%%d%défw%ﬁl (ASCII) and language code L = 0x09

710 (English). Variable length data after byte 12
represents one byte data "SIMON & GRAFUNKEL" as artist
name. Since the data length of the additional
information should be a multiple of 4 bytes, the rest
is filled with (0x00).

.15 In Fig. 16C, key code ID = 97 representing
that ISRC (International Standard Recording Code:
Copyright code) as additional information. SIZE = Ox14
(20 bytes) representing that the data length of the
additional information is 20 bytes. C = 0x00 and L =

20 0x00 representing that characters and language have not
been set. Thus, the data is binary code. The variable
length data is eight-byte ISRC code representing
copyright information (nation, copyright owner,
recorded year, and serial number).

25 In Fig. 16D, key code ID =is 97 representing

recorded date and time as additional information. SIZE

= 0 x 10 (16 bytes) representing that the data length
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f or exanpl e the CD player 209 to the hard disk drive 10 201, the audio

encoder/ decoder

206 conpresses audi o data correspondi ng to ATRACSI.

The

security block 212 of the host side creates a contents key CK for each
contents title (nmusic program and encrypts the contents key with the

storage key Kstd uni que thereto.

15 The encrypting device 212c encrypts
ATRAC3 dat afwithle talukt ienicyngpt eith tontenisn key DESo(Kesd, . €Kk ardost ores the

encrypted audi o data 216 to the hard disk drive 201. At this point, the

security beRock I2Raegfradmnthiosy thale chaadesetbeandnfientgsagemilaats on nunber
and the S-SAM (D) serial nunber for each nusic program According
to the fir&Ptekssdi mait- ofThehevpriedeln lewebhhidatat he €ontrebysecunul ation
nunber CONNUM and the S-SAM (D) serial nunber are stored as the A3Dnnnn. MSA
( ATRAC dat §°FRI P %shvin ineEQfent7ingsthe chearrgedodehe sacodmenbodi nent

CONNUM 20

of ihe present invention, the contents cunul ati on nunber CONNUM and t he
S-S

EPREN AORGdr 3 sty d81RNet r@8KkC0%) - i nformation area

M (D)
TRKTNF to

t he hard diskgdriv 1., However, ihgs ttribute information is
not encrypted with pﬁ@ £ 'age ey Rt P S é"qu f%%rEBﬁPtﬁPg Rey. In
addi tion, Egérgaﬁht&tﬁg‘?fﬂﬁlﬁ:g ﬁ?‘g&&{]&% re %ﬁﬁﬁgﬁo ont gg%;od__at a stored in

4, the user

can record repr c S id i ference to
Bl or et o0 I KR, SHHSR HER Sty O oS Ga L ety B Gl Tt

the hard di

rive e operatTon ONn~ porti

data i s cophedabHemilng 100 el 299 19 the,paed. di gk-dpiye 204 ef the

host si de
aposic p

each CD
card 40:

, the digital receiver 211 can obtain information that i1dentifies
r 6g0R00I eepreéed iy Gh{td hehd ot e®d | O i §aiﬁ§ﬁagéaﬁﬁlv% TOC_I D or

| SRC of each nusic 15 program . Wen digital data receive

pl ayer 209nbs bephnedett.he Thiggivaatiatelbei Meig2ildassi gasaafdurebleey nane for
In contrast, data can be noved fromthe host side to the nenory

| nodhi sepassentiamchestregr it iond 1de fpesdry wantdh40dawt henticate

each other. \Wen they have successfully authenticated each ot her,

share a seBShsn RépuSek. sSpebst MEWIs Hheomentdekéylagsr(kesda CK) from
the hard di sk drive 201 _and decrypts it with a storage ke¥ Kstd. The host
25 encrypt $ePRBAHEEAPPt 4@ % dMEHtiC eyt ti 14F A 2% bR REYL6

15

20

25

bytes

whenever it reproduces music data.

Fig. 17 is a schematic diagram showing a data

arrangement of ATRAC3 data file A3Dnnnn in the case
that 1 SU is N bytes (for example, N = 384 bytes).
Fig. 17 shows an attribute header (1 block) of a data‘
file and a music data file (1 block). Fig. 17 shows
the first byte (0x0000 to O0x7FF0) of each slot of the
two blocks (16 x 2 = 32 kbytes). As shown in Fig. 18,
the first 32 bytes of the attribute header are used as
a header; 256 bytes are used as a music program area
NM1 (256 bytes); and 512 bytes are used as a music
program title area NM2 (512 bytes). The header of thé

attribute header contains the followihg areas.
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Sek and sends the encrypted contents key DES (Sek, CK) to the nenory card
40. 96 The nmenory card 40 decrypts a contents key CK with a session key
Sek. Thereafter, the nmenory card 40 re-encrypts the contents key CK with a
storage key Kstmthat is unique thereto. According to the first 5

enbodi mrent of the present invention, the encrypted contents key DES (Kstm
CK) is stored in the=repkaduetpoon amageyent file PBLI ST and the ATRAC data
file. According to the second enbodi nent of the present invention, the
encrypted contents kepabBitgkO E(SIOKIDCKIHIO stmored in the track information
area TRKINF. Information (for exanple, contents cumnul ati on nunmber CONNUM
and S-SAM () serial mumbgripmt hddentarf itedee Wonttem sokeyn | ATRBE
re-encrypted, but directly recorded. 15 In Fig. 35, input digital audio
data i s suplticeditle.an audi o encoder/decoder 206. The audi o encoder/ decoder
206 converts the input digital audio data into ATRAC3 data. Wien encoded

di giSt al audi o data i ¥Yadussl i éd®¥aomalternetidr= the Hedor§X@BPHS: an 20
encrypted contents key is decrypted with a session key stored on the host

si de. Wt hOpHé4d ted contents key, the audio data is decrypted into
ATRAC3 data by an encrypting q§é$ﬁ? %lZd. The decrypted ATRAC3 data is
encrypted by an 25 enc qu 1"$¢/212e with a contents key of which the

contents key encrypt i.th th i ey is reencrypted with a storage
Tratrd "R O

key. The encrypted A _ is"tecorded to a hard disk drive HDD
201, According o an shadidient lediEALSAL AIWENtd Q8 nbBepeGEr €l Y

prevent audio data frombeing illegally coplied, when the audio data is
moved fromdfae 3 RAsR Sighes o @ menory card 40, information that represents
a nove history is stored to an external non volatile nmenory 203. In other
words, the hose sideyaanages High e hist Bt haliakepresasi s bbat nusic
prograns have been noved. Since the nove history is 10 stored to the
external neorded & idiegremeaohiddS8 cadder than the hard di sk drive HDD 201
audi o data recorded in the hard disk drive HDD 201 can be prevented from
being illegally copied BI®CGK rBHROIAL ced deyteslot her words, unl ess nove
information is recorded in the hard 15 djsk drive HDD 201, even if audio
dat a recorded therei Meaningegdlfgckoinedl mvekeHat a cannot be noved

again. Fig. 36 shows a process for preventi ng. audio
ng J Fué%tion: Staégts fromﬁ% and increments by

1. Even if a music program is edited, this value does

not vary.
Value: 0 to OXFFFFFFFF.
= N1C+L (2 bytes)
20 Meaning: Represents the attribute of data

(NM1) of a track (music program title).
Function: Represent the character code and
language code of NM1l as one byte code.
Value: Same as SNIC+L
25 - = N2C+L (2 bytes)
Meaning: Represents the attribute of data

(NM2) of a track {(music program title).
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data frombeing illegally copied. First of all, a copy process for copying
audio data froma hard disk drive 20 HDD 1 that stores audio data wll be
descri bed. Before perform ng a nove process (that will be described
.later), 10 nusic prograns stored in the hard disk drive HDD 1 are copi ed
to a hard disk drive HDD 2. A host side CPU 202 and an external
non-vol atile memory 30335 JRNageMYee it SERE Yoh 8E 9L PBLI 8Bg.ThRREA ter, as
descri bed above, 10 music prograns and a contents key that have been
encrypted aeegumved dodendhenNargs dbisk BPte god¥e HDD 1 to a first nenory
card 40X. In this case, as a precondition, the nenory card 40X shoul d have
been correctly aut heMaloet:ed Senteh dhesSNOGtL si de. When the audio data is
noved, the encrypted contents key 5 necessary for decrypting the audio data
t hat has been noved to ItHe& Ifdhold gares 40X is al so sent to the nenory card
40X. I'n such a manner, 10 nusic prograns of audio data are conpletely noved
from the hard di sk dMegaimmp 1 RFahe ey addit10xal10 Next, a nove
process for govin .10 rusic prograns of music data fromthe hard disk drive
HDD 1 to tRBIRAFG ik Hr iSHF 1B X %@FK- be described. In this case, a
second nenory card 49¥ i §.used. Since the host %%de has a security bl ock

c

212, it correctly 15 AR e atheP 19RE THehor %P 49Y¥2@n@8SsRares a sessi on
ey Sok W HLR IS0 % EA DY, ol oy contnt 5 kek € ghcryot ed w

t he session ek can moved fr 10 t he

menory card,49Y Al ry card 40Y is correctly authenticated, 20
when t he engrypfeé d§{§£$§ﬂggggd to the nenory card 40Y, the data stored

thepei n can be decryphadeand g@Riducethy Ien 9gp) ¢ programs are copied to
a plurality of hard disk drives and the nusic prograns are copied froma A

hard disk drive to a=mgrpRY car thytlddy 25 music prograns can be unlimtedly
copied. Thus, the copyright of the nusic prograns are violated. Wen 10
musi ¢ prograns storedeaninige hanshbdirslofriote HEytdeodn 99  one host side
are copied or noved to a hard disk drive on another host side, nove history
i nformation stored i Auactexiner nRepresardisattile nmenmsy NY/RAMts prohibited
from bei ng copi ed/ noved to the hard disk drive HDD 2. 5 Thus, even if the
user triesthatnEpaprssgsr tiheulrrnani ¢ pdyr atiefma hky 10thasivelpeogr ans

st ged in the hard disk drive HDD 2, since the nove history information is
not>st or ed®°fnTrR8TextPerinal nonvol atile menory NVRAM the nusic programis

prohibited _O from bging copi.ed or ved.. Each of the host sides has at
| east a hard di sk anga&g‘eext r &l zﬁgﬁ-(\%ﬁf’atc%cg menory NVRAM In the
above-descri bed enbodi pent,, n ic data is noved, nove history
information is stored ?3%?5(?2§y5%%§rnal non-vol atil e nmenory NVRAM

Alternatively, when gaahenls dah@pshorgd ddt dihesthard disk drive HDD 1 on

the host side is copied to”a nmenory card, nove
Function: Represents the total number of SU

20 in one track that is equivalent to the program
performance duration.
Value: 0x01 to OxO001FFFFF
= INX (2 bytes) (Option)
Meaning: Relative position of INDEX
25 Function: Used as a pointer that repfesents
the top of a representative portion of a music program.

The value of INX is designated with a value of which
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hi story information may be created. However, according to the enbodi nent of
the present invention, since the 20 external non-volatile nenory 203 stores
nove history of the 10 nusic prograns, corresponding to the nove history,
encrypted audio data is prohibited from being noved fromthe host side to
the nmenory card 40Y. Corresponding to a flow chart shown in Fig. 25 37, the
host side GMé 202npef esernmesid heihigearyyi of asmaheosustrened i n t he

non-vol atile nenory 203 and determ nes whether or not to permt audio data
to be 100 pamieichn Tde tesosyogaand. 40Tseadsadursped AdKuest that desi gnates
a nusic programstored in the hard disk drive HDD 201 to the CPU 202 (at
step S201) .edqiieraladriterto thet Omes 2D@rgheckBanhehexnempglr 9dn ¥ vol atil e
menory 203 for the nove history of the designated music program (at step
S202). | n otaaungbrits mgeR) CPU 202 deternmines whether or not the designated
musi ¢ program has been noved correspondin?%to the nove r %uest (at step

S209) . 10 When the dét®riR ned reR ¥FEEE s ‘E)x526§°}1§dl\k§,0%t h&S’ow advances

to step S204. At step 4, the designated sic programis noved fromthe
host side hard disk drive HDDYH%to W_el?@m;ry card 40 (at step 5204). In

addi tion, the nove h%ftory isr %@%ﬁ?ﬁC% O&Sdﬁpgﬁgékegga&N%% -volatile

menory 203. Wen t he detert ne step i S"Yés, the host side

CPU 202 prohibits th i gnat e ' g i ved fromthe
hard di sk drive HDD 3% ( i siegy%%%%§ép%% %ﬁ?gzégggggFEgongplay devi ce

205 di spl ayg; o 2SS0 A DAY HEPIRREARA (hah bheaded wrated daisic program
has been noved. Alternatively, a synthesizing nmeans may generates an audi o

nmesigage t hathd epimsent St toat i § hei deaegnpyed . nughe paQ@eamhaNizEen noved.
I'n the above description, data comruni cation 25 between a hard di sk drive
and a nenoris i tdbdéntareo stour ngimast $angerdehani bt nddmerngl vel y, a
host having a hard disk drive (in this case, the host is for 10l
(around 93 msec).
Value: 0x0000 (no setting); 0x01 to OXFFFE
(up to 6084 sec); OxFFFF (up to end of music program)
'.15 Next, the music program title areas NMIl and
NM2 will be described.
= NM1
Means: Character string of music program
title
20 Function: Represents a music program title
as one byte code (up to 256 characters) (variable
length). The title area should be completed with an
end code (0x00). The size should be calculated from
the end code. When data is not recorded, null (0x00)
25 should be recorded from the beginning (0x0020) of the

area for at least one byte.

‘"Value: Various character codes
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exanpl e a personal conputer) may interface with a termnal unit of an

el ectroni.c contents delivering system In this case, a process simlar to a
nove process performed between the hard disk drive and the 5 nmenory card is
performed between the term nal unit and the personal conputer. In the above
enbodi nent, the case that contents data is audio data was described. O
course, the present imMion can be applied to video data, , 10 program
data, and so forth other than audio.data. In addition, the present
|nvent|on can be applieddstio SiltRFacter ayjer Hedi QfsM8@4R RECATREYNEt 0- Opt i ca

di sc, %sg change type disc, and a sem conductor nenory other than a
har d dISk Eccordlng to the present invention, an encrypting device is
al so di sposed on thegstow unl si de. contents key encr ptgd with a
sessi on key and cont T TS eﬁc??ﬁ%%dp Phafthé&itaft ent s key

are5rece|vgg Qagpkltﬁygﬁgﬁa Ql as §1§t gSﬁ?é%?d gg§lé Her the contents

key i s decrypte e se5¥ on key, Fe- encrypt ed
with a key1ungang L o he stord ngran 'ghoé%acsetesmpﬁe&sat By s rekeyed

even if the ¢ ntents ta is nove to ot her than € Oorigina nennry card,

the contenksddabac?s o3 )be dacd Vol £8. shouadditi ealc\afmsreea%%ms data is

noved fromthe storing un|t to the nenory card, the contents key is

re-keyed. thusenthent enfrferimyeeh t Os | A3t re@oaaaaryngqnd (©x1 oo decrypted
by another unit. In addition to a nmediumthat stores contents data, nove

hi story i nkbooati be ireciretet fiom tioe vegahhifgmMeoRIY20ThyE, te@ntents data
of a mediumcan 5 be securely prevented frombeing illegally copied to
anbfher nedraem fo@3at least two bytes.
Value: Various character codes
Data of 80 bytes starting from the fixed
position (0x320) of the attribute header is referred to
as track information area TRKINF. This area is mainly
15 used to totally manage the security information and
copy control information. Fig. 19 shows a part of
TRKINF. The area TRKINF contains the following areas.
= CONTENTS KEY (8 bytes)
Meaning: Value for each music program. The
20 value of CONTENTS KEY is protected in the security
block of the memory card and then stored.
Function: Used as a key for reproducing a
music program. It is used to calculate the value of
MAC.
25 Value: 0 to OxXFFFFFFFFFFEFFFFFF
= MAC (8 bytes)

Meaning: Forged copyright information check
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CLAIMS 1. A data processing apparatus, conprising: |arge capacity nmenory
means for storing a plurality of files; 5 nmenory neans for storing

nove/ copy history when a particular file is noved/ copied fromsaid |arge
capacity menory neans to a non-volatile nenory; reference nenas for
referencing the history information stored in said nenory neans when the 10

particul ar yhilhe is mpvied/igepi:ed apaaseditt |algey£RpaCchs e FRABAY NEAnNs to
the non-volatile nenory; and control neans for prohibiting the particul ar

file from heithg ampued/aaapiedc ff ramxed tbf arRKINRPACE L ydiRGDEYnERARS t O t he
non-vol atile nmenory when said 15 reference neans has detected that the

hi story i nicarmmkitdon susterred drmd sai seamstor yeqeanse 2umbhe .dat a processi ng
apparatus as set forth in claiml, wherein files stored in said | arge
capacity 20 menory nBass stave the@auusnfs du¥eR e okd e3pondiAgceo a
predet erm ned conpressing nethod. 3. The data processing apparatus as set
for®h in chaiper, rasersad fin dhetert msed «°f aF3e Bapagt vazs -nenory
means have _been encrypted corresponding to a predeterm ned encrypting

met hod. 4. ATREDTECR 3ristes RERF St tat i as Se? T AoF t idPA°toAead

data from the secret area of the memory card. On the
other hand, a copyright protection type recorder and a
computer that operates with a program that can read
110 data from a memory card can access the secret area.

= A (1 byte)

Meaning: Attribute of part.

Function: Represents the information of such
as compression mode of a part.

.15 Value: The details will be described in the

following (see Figs. 19 and 20).

Next, the value of the area A will be
described. 1In the following description, monaural mode
(N =0 or 1) is defined as a special joint mode of

20 which bit 7 = 1, sub signal = 0, main signal = (L+R).

A non-copyright protection type player may ignore
information of bits 2 and 1.

Bit 0 of the area A represents information of
emphasis on/off state. Bit 1 of the area A represents

25 information of reproduction skip or normal

reproduction. Bi£ 2 of the area A represents

information of data type such as audio data, FAX data,
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claim1l1, wherein said nmenory neans i s conposed of a flash nenory. 5. A
termnal unit having an 5 attachabl e/ detachabl e non-volatile record nedi um
conprising: encrypting neans for encrypting contents data recorded in the
att achabl e/ det achabl e non-vol atile record mediumw th a first key,
encrypting the first 10 key with a second key, and encrypting the first key
with a thipd kbég; lideor diBig reans tfloy aweorali hg thdefinst.kepyeacrypt ed by
said encrypting neans to a managenent area and recording the encrypted
contents dapabipagipnogfamits #.ed, and cut purederebmEofmatdanpotti ng t he
first key encr% ted with the third key and the contents data encrypted with
the first RERACE. ithdefdn@ichals whawmnasisetig ordh. i nIel abhes, weadsher ei n t he
non-vol ati] e ,record nediumis composed of _a flash nmenory. 7. The term na
unit as sell #8r BhMPASC VAN O fnhb i b ¢ he Tonk Bk st ¥aea RAASTBEER conpressed

cor pespondj to_a predeterm ned conpressi hod, 25_8. The term nal
uni% as se#HgBr kS fedrirdls, (NurerkidF the ggﬁa ﬁin?)arag éﬁnraﬁﬁs a
contents c |, atiop,nu r rresponding to each data 1 nit of the
contents dgg.(ﬁg— $I)1é tgglr%rrifﬁgl (rl\ﬁrﬁ ?ﬂds Lgeecfmf(grcﬁﬁr?%l%ﬁlai9§1451:4gv\her ein the

rranagerrentmgﬁlgg?,cgg;fai S, 1 )r}urg%‘et:]a ::{:Iry;m s -tsc)svﬁda}i1 dréa&fpr yRLLng,aeans. 5 10.

The term nal unit as set forth i erein the nanagénment area

contains anfinb8rNYEbEy e G & RaCk dald Unite of hBEr CORt BPkasdata. 11.
A data processing apparatus having a termnal unit wth an

attachabl ebdet agbhabkpenar- Wl &lddie M@ROr d The Chursk HNd ANPyBegepYen portion
for receiving/transmtting encrypted contents data fromto the term nal

uni®, wherginihhehtemsnaalralnirodzonpy i1SE6 by yptTg mea@psrf 6F encrypting
contents data recorded in the attachabl e/detachabl e non-vol atile
bytes of 1 SU in the LP mode is 192 bytes. The number
of bytes of 1 SU in the SP mode is 304 bytes. The
number of bytes of 1 SU in the EX mode is 384 bytes.
The number of bytes of 1 SU in the HQ mode is 512
15 bytes. Bit 7 of the area A represents ATRAC3 modes (0:
Dual, 1: JOint).
For example, an example of which a 64 MB
memory card is used in the SP mode will be described.
A 64-MB memory card has 3968 blocks. In the SP mode,
20 since 1 SU is 304 bytes, one block has 53 SU. 1 SU is
| equivalent to (1024/44100) seconds. Thus, one block is
(1024/44100) x 53 x (3968 - 10) = 4863 seconds = 81
minutes. The transmission rate is (44100/1024) x 304 x

'8 = 104737 bps.
25

LT (one byte)
Meaning: Reproduction restriction flag (bits

7 and 6) and security partition (bits 5 to 0).
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15 record nediun1mﬁth a first key, encrypting the first key with a second

key, and encrypting the first key with a third keys recordi ng neans for
recording the first key encrypted by said encrypting neans to a nanagenent
area 20 and recording the encrypted contents data to a program area; and
out put means for outputting the first key encrypted with the third key and

the contents data engiyptied,i t lRddieeddiies keyes2Biapdomhgretnet he server
portion conprises: recelving neans for receiving both the first 106 key

encrypted widdrddie ddidd key transmitted fromsaid output neans of the
termnal unit and the contents data encrypted with the first key; nenory
nmeans for storing thesdlhigd Keyt ahd a0 5=foortdskeycthah,i & different from
the third key; decrypting neans, for decrypting the first key encrypted
with the thigstrieytiacei ved by said receiving neans with the third key
tored in said nmenory neans: encrypting neans for re-encrypting the first 10
key Sdecrypt ed by sai d dec yptiay nRansnert Axpheetloudt F R&Pigesred in said
menory neans; and storing nmeans for storing the contents data encrypted
with the first ~ey and thePiFss? keylie BRERYPHEFAPBY td&i @ encrypting neans.
15 12. The data processing apparatus as set forth in claim1ll, wherein the
first key | ERHAYL IR each data unit of the contents data. 13. The data

processing apparatus as set forth in. 20 claim il ¢\ o)

= FNo (2 bytes)

{;10 Meaning: File number.

Function: Represents the initially recorded
track number that designates the position .of the MAC
calculation value recorded in the secret area of the
memory card.

.15 Value: 1 to 02190 (400)

= MG (D) SERIAL-nnn (16 bytes)

Meaning: Represents the serial number of the
security block (security IC 20) of the recordef/player.

Function: Unique value for each

20 recorder/player

Value: 0 to
OXFFFFFFFFFFFFFFFFFFFEFFFEFEEFFEFEEE

= CONNUM (4 bytes)

Meaning: Contents cumulation number

25 Function: Represents a unique value
cumulated for each music program. The value is managed

by the security block of the recorder/player. The
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wherein the attachabl e/ detachabl e non volatile record mediumis conposed of
a flash nenory. 14. The data processing apparatus as set forth in claim11,
25 wherein the server portion further conprises: input neans for inputting
| inear digital contents data; 107 conpressi on process nmeans for
conpressing the linear digital contents data that is input by said input
means; andup@esnd iavidr yoft itite memhise fios 2Yickppti ng #he 09,1000 gi t al
contents data conpressed by said conpression process neans with the first
key encryptégdnitch idea tFiduf teh Kesotsed apogh@Rypti ng means. 15. The data
processing apparatus as set forth in claim11l, further conprising: ZO input
nmeans for inputting dAdMEet ed diQitHFiddMEnt s data, wherein after the

encrypted digital co ts ggt hat is jnput by said input nmeans is

decrypted with the fi MZe o@cﬁcﬁk’&tee“d bipfgta%?f”éecrypti ng rmeans, 15 the

resultant data is engrypted w the first key that |s re-encrypted by said
; HERB o APRAP T ot ot niahe. 53 ERmEpS

encrypting neans and t

processingtgg%ﬂo@iggfgggfgdg%%ﬂg%s§é¥F¥£%£ig§)storing nove/ copy history
[

when a particul ar e I's noved/ copi e roma |large capacity nenory that

stores a plurality ofyhidhe$rl:0 R & idike r@é‘@éyém&e{ﬁ\@”gﬁhng the
y information stored in the nenory when the particular file is
noved/ copi @llich data reproduction is permitted with EMD.
Value: Same as the notation of date and time
10 of other areas
= YMDhms-E (4 bytes) (Option)
Meaning: Reproduction end date and time of
track with reproduction restriction
Function: Represents the date and time at
15 which data reproduction is expired with EMD.
Value: Same as the notation of date and time
of other areas
= MT (1 byte) (Option)
Meaning: Maximum value of number of permitted
20 reproduction times
Function: Represents the maximum number of
reproduction times designated by EMD.
Value: 1 to O0xFF. When not used, the value
of the area MT is 00. |
25 = CT (1 byte) (Option)
Meaning: Number of reproduction times

Function: Represents the number of
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25 fromthe large capacity nenory to the non-volatile nenory; and
prohibiting the particular file from being 108 noved/ copi ed fromthe

| arge capacity nenory to the nonvolatile nmenory when the history
information is stored in the nenory. 17. A data processing mnethod,
conprising the 5 steps of: encrypting contents data recorded in an

at t achabl e/xeimehedt somoniwed ath | ehe enonderedifupewntihtadf i rst key;
encrypting the first key with a second key; 10 encrypting the first key
with a thi rbpkeydugteoor di flges he @hengpeeddatestskepprodacednadgd®ent area
and recording the encrypted contents data to a program areas and outputting
the first k@lumar§pihs] aved Cheigsdearegeregdand the contents data
encrypted with the first key. 18. Atransmttjing nethod of a data

processi ng appar at us iy D*@P nfaab=bhi t Wreh aAtatesenablgl det achabl e
oC vi ngl (TS L | T P9 prBal sohtint o HAFR PRomt 8% 5% &5fmal unit,
the att achdth et dURALTES nEnCOBI GFi FRor SE6PdCRoqPutin CH 8 35 111t Kkey.
W e o b e e P Rer YD 00 management

area and recording the @encrypt ontents data to a program area,
outputting the first key encrypted with the

Meaning: COPY CONTROL
fth Function: Controls the copy operation.
Value: bits 6 and 7 represent copy control
information. bits 4 and 5 represent copy control
information of a high speed digital copy operation.
bits 2 and 3 represent a security block authentication
15 level. bits 0 and 1 are undefined.
Example of CC:
(bits 7 and 6)
11: Unlimited'copy operation permitted
0l: copy prohibited
20 00: one time copy operation permitted
(bits 3 and 2)
00: analog/digital input recording
MG authentication level is 0.
When digital record operation using data from
25 a CD is performed, (bits 7 and 6): 00 and (bits 3 and

2): 00.

It

CN {1 byte) (Option)
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third key and the contents data encrypted with the 5 first key to the
server portion; receiving both the first key encrypted with the third key
that is output and the contents data encrypted with the first key;
decrypting the first key encrypted with the '.0 third key that is received
with the third key~stored in the server portion; re-encrypting the
decrypted first key Wdadnime: f oNunbe kegfsperrdticrdt bepyertiarss and storing
the contents data encrypted with the 15 first key and the re-encrypted
first key. hixh speed serlal copy management system
-AGQ@ ASL. AS[ L. A . AS[ " AS! . ASL. Ay . A& AfF5L. A & AS5L. A 9. A@® . A . A@ . A
A HI9. A9. A Hs. AHL. AWC}iLlCmBs Bt egls AHRS ARSDRnPEARE SAGONAW 1A A 5s. A A A
5.A5 A AL A59. A A . A AL.AH AIL.AIL.AIL.Al .A[9. A5 . An9. AL. A" . AL. An&. AH
L A AL. A ATEISASHENGG T e, PBRY AHOTAS 1 ARCASASTALAC] TRHORSH T1Ae A AZ A@ 9. A
CAFH L AA LA[ ASHI9. A. AyH9. A. A@9. A. AS[ L. A . A A A 9. A ASH A A@
9. Are. AGE AF“R%F&Z-%R %‘W%@YAf ﬁ%z%@ﬁ%‘LBSéE\‘} d‘%'allOrA [“Ll in
}xsnld Z] cgd ]c ] cal ca] ¢<al cal ca]l ]ca] caJ ca] ca] ca
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Value: Same value as the value of the

contents cumulation number initial value key
As shown in Fig. 17, the attribute header of
.15 an ATRAC3 data file contains additional information
INF. The additional information is the same as the
additional information INF-S (see Figs. 11 and 12B) of
the reproduction management file except that the start
position is not fixed. The last byte position (a
20 multiple of four bytes) at the end of one or.a
plurality of parts is followed by data of the
additional information INF.
= INF
Meaning: Additional information with respect
25 to track
Function: Re@resents variable length

additional information with a header. A plurality of
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109%&' ()-@O0%& ()- 10%& ()- 10\ 10\

10\ @9s10%& Crmowser0ws At '1Skstaas rtas! ¢8d! a09@1IEipleous @) -1 S
10%&' ()-FYL0%&' ()- z 10%& ()- 109%&' ()-a S
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10% & O #30 Lo HUA &5 90006 (511 720%

The above-described attribute header is
followed by data of each block of an ATRAC3 data file.
10 As shown in Fig. 23, a header is added for each block.
Next, data of each block will be described.
= BLKID-A3D (4 bytes)
Meaning: BLOCKID FILE ID
Function: Identifies the top of ATRAC3 data.
15 Value: Fixed value = "A3D" (for example,
0x41334420)
= MCode (2 bytes)
Meaning: MAKER CODEv
Function: Identifies the maker and model of
20 the recorder/player
Value: High-order 10 bits (maker code); low=-
order 6 bits (model code)
= CONNUMO (4 bytes)
Meaning: Cumulated number of initially
25 created contents
Function: Designates a unique ID for

contents. Even if the contents are edited, the value

67



V& () - $$90OPEE =mhCY" 1111 1w $10%\ & ()-M + $10%&' ()-M + $10% & ()-M

109% & ()-Y1" 10% & () -t $109& () - X&&&&& ' () ~_=Y"1!111pS$109& () - mLOYE () - @1

0%&' ()-f! @10%& ()-f 10\ 10\ 10\s9s10% & ()-)*.+,,,,,, wXMB7Y" 10 10
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/ 0t 11E2G2H2Z X9.

105S 9s1096& ()- | F1#109@E6058& (9md Rt V@ dehvs " OSAAYEEROA) - | | " 9$10%& () -
& $109%& ()-, H21 2J2 3Y3. 4i 485dB7 105! vL
g#109%& () - SuyBIO%R (D41 Dye$10%&' () - f #100m& ()-f! f#10%wm& ()-f 105
1058505D66Y7777}[ <17 1 10, 9

109 () - ! {L+: $10% (&= BLAAK-SERUAL (94 &Y LSIDUE () - @ VLI " $10%: ()- @
g#10%& ()-S788899: : +; MV f &$109 & ()- 109 & () - #10 & () - 310% & () -
#1000 & ()- &10% & () Mepmizme | -Seriadimmyber assigned to eac

&$510% 210% & () -1 +10% & ()-))109%& ()- ' 10% & ()-9%40% & () - 3" 10% & ()-<
:gc\Rz\s T-UHﬁu\M | 1@10%0& () - LGLO%& ()- 10%\*\ 10%\*\
10%\ *\ 1 * 810% \ *\ & 0% & ().-.4310% L 2X?272%
IA :3 qa é?g&;(() ClOfV&'(%)Emu&]f 36%&'( )S)t"’} %@é@g&a%* 106&: g%?mi@%%k () -

X Z 1Q,
100 () - ! { Ve O g‘é’e( SR T) ST R 058P (Y2 51Fr 9F s 185 2&°F) - sLv 100ze
() - | B} B-BBBYEH #ER1AL is not changed.

.10 Value: 0 to OXFFFFFEFF
= BLOCK-SEED (8 bytes)
Meaning: Key for encrypting one block
Function: The beginning of the block is a
random number generated by the security block of the
15 recorder/player. The random number is followed by a
value incremented by 1. When the value of the area
BLOCK~-SEED is lost, since sound is not generated for
around one second equivalent to one block, the same
data is written to the header and the end of the block.
20 Even if the contents are edited, the value of the area
BLOCK-SEED is not changed.
Value: 1Initially 8-bit random number
= INITIALIZATION VECTOR (8 bytes)
Meaning: Value necessary for
25 encrypting/decrypting ATRAC3 data
Function: Represents an initial value

necessary for encrypting and decrypting ATRAC3 data for
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5 edited, the value of the area INITIALIZATION VECTOR is
not changed.
Value: 0 to OxFFFFFFFFFFFFFFFF
= SU-nnn
Meaning: Data of sound unit
10 Function: Represents data compressed from
1024 samples. The number of bytes of output data
depends on the compression mode. Even if the contents
are edited, the value of the area SU-nnn is not
changed. For example, in the SP mode, N = 384 bytes.
15 Value: Data valué of ATRAC3
In Fig. 17, since N.= 384, 42 SU are written
to one block. The first two slots (4 bytes) of one
block are used as a header. 1In the last slot (two
bytes), the areas BLKID-A3D, MCode, CONNUMO, and BLOCK
20 SERIAL are redundantly written. Thus, M bytes of the
remaining area of one block is (16,384 - 384 x 42 - 16
X 3 = 208) bytes. As described above, the eight-byte
area BLOCK SEED is redundantly recorded.
When the FAT area is destroyed, all blocks of
25 the flash memory are searched. It is determined
whether the value of the area ID.BLKID at the beginning

of each block is TLO, HDO, or A3D. As shown in Figs.
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57 el St Grl g e 0
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10% () - s! @10%& O S ) S 0 T) S 0%e () - 3109 () g afasnbaB- @

10! v’ +10%& the 't @@V (1s SSOVEH (YL OSMPHEN (Lh¥ be i@%&lh)ed%esult
109%& () - mbbbcccccexnbC 10!'v: "910% & ()- 10 10 10, 910%& ()-6T109%& () -
4109 () - L3z HI%Pp (9rL5icd aesly dele@nblow advances to step SP2. At
5 | step SP2, the block number is incremented. Thereafter,
at step SP3, it is determined whether or not the last
block has been searched.
When the determined result at step SP3 is No,
the flow returns to step SPl. |
10 When the determined result at step SPl is
Yes, the flow advances to step SP4. At step SP4, it is
determined that the searched block is the reproduction
management file PBLIST. Thereafter, the flow advances
to step SP5. At step SP5, the number of total tracks
‘15 T-TRK in the reproduction management file PBLIST is
stored as N to the register. For example, when the
memory has stored 10 ATRAC3 data files (10 music
programs), 10 has been stored in T-TRK.
Next, with reference to the value of the
20 number of total tracks T-TRK, TRK-001 to TRK-400 of
blocks are successively referenced. In this example,
since 10 music programs have been recorded, TRK-001 to
TRK-010 of blocks are referenced. Since a file number
FNO has been recorded in TRK-XXX (where X = 1 to 400)
25 at step SP7, a table that correlates the track number

TRK~-XXX and the file number FNO is stored to the

memory. Next, at step SP8, N stored in the register is
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' 10% & () ->h?h@ni hi <i si j hFC 10!

10: !, y$10986&TENCALEUR (P HAE [ )stpo#198&: ($PQ, 94#10%&P) ig 10:

10: j Jj k}kk | mEX6FC 1ou L%109%4 O O%' () - ! L%*10%b&' () -

$109& () - 6@?&3‘3‘(’5 ) M8 heAorenod J&r (5t3P 1 $PY$109%& () - mmmmmNnn~_ @

l(
10! 1 { 10948 () - 10944 951% 10
10, 9910%& () IrrLO/#lo%? %ﬁ%&&wﬂﬁh@sult at step SP9 is

10! ' { 109H&: 0%&'( 09! -1s510
L0%-&: () - 4p] p{prjg%q}ql}g)‘?ig_dl 64 "o Ve églo REEcld se10, the
5 pointer is reset to the top block. The searching

process is repeated from the top block. Thereafter,
the flow advances to step SP1l. At step SP11, it is
determined whether or not the value of the area ID
BLKID of the top block is BLKID-HDO. When the
10 determined result at step SP11l is No, the flow advances
to step SP12. At step SP12, the block number is
incremented. At step SP13, it is determined whether or
not the last block has been searched.
When the determined result at step SP13 is
‘15 No, the flow returns to step SPll. The searching
process is repeated until the determined result at step
SP11l becomes Yes.
When the determined result at step SPll is
Yes, the flow advances to step SPl4, At step SP14, it
20 is determined that the block is the attribute header
(see Fig. 8) (0x0000 to OxO3FFF shown in Fig. 18) at
the beginning of the ATRAC3 data file.
Next, at step SP15, with reference to the
file number FNO, the sequence number BLOCK SERIAL of
25 the same ATRAC data file, and the contents cumulation
number key CONNUMO contained in the attribute header,

they are stored to the memory. When 10 ATRAC3 data
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pointer is reset to the top block. The searching
process is repeated from the top block.
Thereafter, the flow advances to step SP17.
© .0 At step SP17, it is determined whether or not the value
of the area ID BLKID of the top block is BLKID-A3D.
When the determined result at step SP17 is
No, the flow advances to step SP18. At step SP18, the
block number is incremented. Thereafter, at step
.15 SP18', it is determined whether or not the last block
has been searched. When the determined result at step
SP18' is No, the flow returns to stép SpP17.
When the determined result at step SP17 is
Yes, the flow advances to step SP19. At step SP19, it
20 is determined that the block contains ATRAC3 data.
Thereafter, the flow advances to step SP20. At step
SP20, with reference to the serial number BLOCK SERIAL
recorded in the ATRAC3 data block and the contents
cumulation number key CONNUMO, they are stored to the
25 memory.
In the same ATRAC3 data file, the common

number is assigned as the contents cumulation number
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10\ L910% & ()-!31MB10%\ & ()-2 5kaB~_ @
2109 ()-3109%&' ()-!, M 109%& ()-Zs10%& ()-:10%& ()-F 10% ()-kF{dE~_@
I, & 109 ( keyd$TmRIUMG." f 1IDVRO{hed WADEE, (VhEhOvRe( ATROYR ([deta) faBe @
16" 10%& ()- 51 10%& ()-L&3G' 10%& ()-+MLO%& ()- 9) g#10%&' ()-! @ $10%W&' () -
_bcde_@ ! 9E0%®q9ed @OD%bO&IYci@ 0% &ofunohl10Wnb&'r( s G sEi@GnkAs9
10%' ()-J\aB @ !10% 0& ()-YIO% & ()- 910% o0& ()-!s#10% o' o0& ()-110% o& () -
110% o0& () tlemirthg values of the areas CONNUMO.
In addition, when one ATRAC3 data is composed
5 of 10 blocks, serial numbers 1 to 0 are assigned to the
values of the areas BLOCK SERIALs of the 10 blocks.
Corresponding to the values of the areas
CONNUMO and BLOCK SERIAL, it is determined whether the
current block composes the same contents and the
10 reproduction order of the current block in the same
contents (namely, the connection sequence).
When 10 ATRAC3 data files (namely, 10 music
programs) have been recorded and each of the ATRACS3
data files is composed of 10 blocks, there are 100 data
15 blocks.
With reference to the values of the areas
CONNUMO and BLOCK SERIAL, the reproduction order of
music programs of 100 data blocks and the connection
order thereof can be obtained.
20 When the determined result at step SP19 is
Yes, all the blocks have been searched for the
reproduction management file, the ATRAC3 data file, and
the attribute file. Thus, at step SP21, based on the
values of the areas CONNUM0O, BLOCK SERIAL, FNO, and
25 TRK-X in the order of block numbers of the blocks

stored in the memory, the file connection state is

obtained.
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Next, a management file according to a second
embodiment of the present invention will be described.
5 Fig. 25 shows the file structure according to the
| second embodiment of the present invention. Referring
to Fig. 25, a music directory contains a track
information management file TRKLIST.MSF (hereinafter,
referred to as TRKLIST), a backup track information
0 management file TRKLISTB.MSF (hereinafter, referred to
as TRKLISTB), an additional information file
INFLIST.MSF (that contains an artist name, an ISRC
code, a time stamp, a still picture data, and so forth
(this file is referred to as INFIST)), an ATRAC3 data
‘15 file A3Dnnnn.MSF (hereinafter, referred to as A3nnnn).
The file TRKLIST contains two areas NAMEl and NAMEZ.
The area NAMEl is an area that contains the memory card
name and the program name (for'one byte code
corresponding to ASCII/8859-1 character code). The
20 area NAME2 is an area that contains the memory card
name and the program name (for two byte code |
corresponding to MS-JIS/Hankul/Chinese code).
Fig. 26 shows the relation between the track
information management file TRKLIST, the areas NAMELl
25 and NAME2, and the ATRAC3 data file A3Dnnnn. The file
TRKLIST is a fixed—length file of 64 kbytes (= 16 k x

4). An area of 32 kbytes of the file is used for
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510% & () - @xr8a?h@ trhckis'.$1 0%k &emainingl00ds (9 32 kbytes is
| 10% & ()-1410% & ()-f10% & ()- f#10% & ()-8DRz[ <b@
11 3#10% & QFeRSEe109M&adn thes Bovg: J NADERS 10uh HEANE2 S| 9B1obegoh) - | L' $10%& (
)- 4hbC the areas NAMEl and NAME2 for program names may be
provided as a different file as the track information
5 management file, in a systeﬁ having a small storage
capacity, it is convenient to totally manage the track
information management file and program name files.
The track information area TRKINF-nnnn and
part information area PRTINF-nnnn of the track
10 information management file TRKLIST are used to manage
the data file A3Dnnnn and the additional information
INFLIST. Only the ATRAC3 data file A3Dnnnn is
encrypted. In Fig. 26, the data length in the
horizontal direction is 16 bytes (0 to F). A
15 hexadecimal number in the vertical direction represents
the value at the beginning of the current line.
According to the second embodiment, three
files that are the track management file TRKLIST
(including a program title file), the additional
20 information management file INFLIST, and the data file
A3Dnnnn are used. According to the first embodiment
(see Figs. 7, 8, and 9), two files that are the
reproduction management file PBLIST for managing all
the memory card and the data file ATRAC3 for storing
25 programs are used.

Next, the data structure according to the

second embodiment will be described. For simplicity,
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those of the first embodiment is omitted.
Fig. 27 shows the detailed structure of the
5 track information management file TRKLIST. 1In the
track information management file TRKLIST, one cluster
(block) is composed of 16 kbytes. The size and data of
the file TRKLISTR are the same as those of the backup
file TRKLISTB. The first 32 bytes of the track
.0 information management file are used as a header. As
with the header of the reproduction management file
PBLIST, the header of the file TRKLIST contains a
BLKID-TLO/TLl1 (backup file ID) area (4 bytes), an area
T-TRK (2 bytes) for the number of total tracks, a maker
'15 code area MCode (2 bytes), an area REVISION (4 bytes)
for the number of TRKLIST rewrite times, and an area S-
YMDhms (4 bytes) (option) for update date and time
data. The meanings and functions of these data areas
are the same as those of the first embodiment. In
S 20 addition, the file TRKLIST contains the following
areas.
= YMDhms (4 bytes)
Represents the last update date (year, month,
day) of the file TRKLIST.

25

i

N1l (1 byte) (Option)
Represents the sequential number of the

memory card (numerator side). When one memory card is
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10" 10" 9 10% & ()-610% & ()-4GL0% & ()-&3 1096 & ()- aBnbC 113
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11410% & ()-&3"10% & ()-+10% & ()- "!'r' #10%/ & ()-&s10% & ()-9%10% & () -
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10% & () - 61@8e% &the ylueq ©f the area N1 is 0x01.

M1{&10%,& ()-@&10%\ & ()-@ & 10% ()- @100 & ()-f10% & ()-10% & ()-*"5

a?~\= 11111 +#109%& (F- §¢: $10v&e)) -Qrfi9rooa\ & ()-s "S10% & () -,
10% & ()-sS10% & ()-== !111s"10%T& ()-Y !'s"10%& ()-Y_ 10\ 10\ 10\&9
10% & ()-1410% & () - FERIGHFRLE) tgék et ial number of the
memory card (denominator side). When one memory card
5 is used, the value of the area N2 is 0x01l.

= MSID (2 bytes) (Option)

Represents the ID of a memory card. When a
plurality of memory cards is used, the value of the
area MSID of each memory card is the same (T.B.D.).

10 (T.B.D. (to be defined) represents that this value may
be defined in future).

= S-TRK (2 bytes).

Represents a special track (T.B.D.).
Normally, the value of the area S-TRK is 0x0000.

15 = PASS (2 bytes) (Option)

Represents a password (T.B.D.).

= APP (2 bytes) (Option)

Represents the definition of a reproduction
application (T.B.D.) (normally, the value of the area

20 APP is 0x0000).

= INF-S (2 bytes) (Option)

Represents the additional information pointer
of the entire memory card. When there is no additional
information, the value of the area INF-S is 0x00.

25 The last 16 bytes of the file TRKLIST are
used for an area BLKID-TLO, an area MCode, and an area

REVISION that are the same as those of the header. The
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OE?& 0 aorga& T(IQKIZNEQ gﬁ:(znfgfgfﬂ%\ S/ith ijgs/%a}egt()co each track
and a part information area PRTINF for information with
respect to each part of tracks (music programs). Fig.
27 shows the areas preceded by the area TRKLIST. The
lower portion of the area TRKLISTB shows the detailed
.0 structure of these areas. In Fig. 27, a hatched area
represents an unused area.
The track information area TRKINF-nnn and the
part information area PRTINF-nnn contain areas of an
ATRAC3 data file. 1In other words, the track
.15 information area TRKINF-nnn and the part information
area PRTINF-nnn each contain a reproduction restriction
flag area LT (1 byte), a contents key area CONTENTS KEY
(8 bytes), a recorder/player security block serial
number area MG (D) SERIAL (16 bytes), an area XT (2
- 20 bytes) (option) for representing a feature portion of a
music program, an area INX (2 bytes) (option), an area
YMDhms~S (4 bytes) (option), an area YMDhms-E (4 bytes)
(option), an area MT (1 byte) (option), an area CT (1
byte) (option), an area CC (1 byte) (option), an area
25 CN (1 byte) (option) (these areas YMDhms-S, YMDhms-E,

MT, CT, CC, and CN are used for reproduction

restriction information and copy control information),
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%WMOUKKE ()-m 9%40%& ()-m 9%0% /& ()-nBULIO% & ()-!.,$109& ()-f cdef#

{Y70/ ! | gROBBTOIEE & DyLe8I&s FOBMMINK LY -2 ROEBRUEABNSE bytes0, 10/ 10/s9

10% & ()-!rLy/ z#10%uu& ()-g :FzXQ{Y?O/!!@ilO%S&T(%-!A
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&'()‘@l$10%g&'%é-!v&9&$10%@505&'()-FXq;Rg;:OI!!< “109%& ()- 105 105 10599
&g !

10968 () -! HPEVIE (IR AT -8 3N 1B R19% 19505 D 8E (Fr&RYWBEE=0/ ! | Y
10% ()-!., S$S10%& ().-!#,S$109%44& () -1, S$10%bbb& ()-!, S$10%E () -
t,é‘l(()gﬁ-ll—l&t -Pw@é%afoﬁh%e- Pfo&é‘(g( )EL%3 eRbodndhi l» SPAO%E O

addition, the track information area TRKINF-nnn and the
part information area PRTINF-nnn each contain the

following areas.

TO (1 byte)

10 Fixed value (TO 0x74)
= INF-nnn (Option) (2 bytes)
Represents the additional information pointer
(0 to 409) of each track. 00: music program without
additional information.
15 = FNM-nnn (4 bytes)
Represents the file number (0x0000 to OXFFFF)
of an ATRK3 data file.
The number nnnn (in ASCII) of the ATRAC3 data
file name (A3Dnnnn) is converted into Oxnnnnn.
20 = APP CTL (4 bytes) (Option)
Represents an application parameter (T.B.D;)
(Normally, the value of the area APP CTL is 0x0000).
= P-nnn (2 bytes)
Represents the number of parts (1 to 2039)
25 that compose a music program. This area corresponds to

the above-described area T-PART.

PR (1 byte)

il
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NAMEZ2 (for two byte code) for managing names will be
described. Fig. 28 shows the detailed structure of the
5 area NAMEl (for one byte code area). Each of the areas
NAMEl and NAME2 (that will be described later) is
segmented with eight bytes. Thus, their one slot is
composed of eight bytes. At 0x8000 that is the
beginning of each of these areas, a header is placéd.
.0 The header is followed by a pointer and a name. The
last slot of the area NAMEl contains the same areas as
the header.
= BLKID-NM1 (4 bytes)
Represents the contents of a block (fixed
15 value) (NM1 = Ox4E4D2D31).
= PNM1l-nnn (4 bytes) (Option)
Represents the pointer to the area NM1 (for
one byte code).
= PNM1-S
20 Represents the pointer to a name representing
a memory card.
nnn (= 1 to 408) represents the pointer to a
music program title.
The pointer represents the start position (2

25 bytes) of the block, the character code type (2 bits),

and the data size (14 bits).

= NMl-nnn (Option)
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i il 1ol 0 AD) R £ 0
10% & ()-, 10% & ()-' 189p8eE3nidsz XBEYNOinbY9S takHE af)e 2YQB 1096 £ 8& () - YY" 10%
&0 Y10 )L I008, ) L1 & () Ak n() QLI & () Stosel () 10
10: 10: " 9108 QI ¥B%i00Eor) oneodye® c&dE) -(, afo\ g A
94.0% R R& () -1, %g{ow%&é- . .()/agt)/&';@-nY » %%%&I ()#Yﬁwflgzié():! 5
|yV%{\.0!}{ %%0@ 0%)0'- gbA%F% €¢7O?I?fﬁéqbo fzfi)-G |Lz#109@f%)-6
?igz?6a£&(§zéls’ Aﬂ)@ié%(%§|§géws the éetalved data structure of
5 the area NAME2 (for two byte code). At 0x8000 that is
the beginning of the area, a header is placed. The
header is followed by a pointer and a name. The last
slot of the area NAME2 contains the same areas as the
header.
10 = BLKID-NM2 (4 bytes)
Represents the contents of a block (fixed
value) (NM2 = 0x4E4D2D32).
= PNM2-nnn (4 bytes) (Option)
Represents the pointer té the area NM2 (for
15 two byte code).
PNM2-S represents the pointer to the name
representing the memory card. nnn (= 1 to 408)
represents the pointer to»a music program title.
The pointer represeﬁts the start position (2
20 bytes) of the block, the character code type (2 bits),
and the data size (14 bits).
= NM2-nnn (Option)
Represents the memory card name and music
program title for two byte code (variable). An end
25 code (OxOQOO) is written at the end of the ares.

Fig. 30 shows the data arrangement (for one

block) of the ATRAC3 data file A3Dnnnn in the case that
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the data file (see Fig. 17) of the first example, a
header is placed. The header contains an area BLKID-
A3D (4 bytes), a maker code area MCode (2 bytes), an
area BLOCK SEED (8 bytes) necessary for encrypting
.0 process, an area CONNUMO (4 bytes) for the initial
contents cumulation number, a serial number area BLOCK
SERIAL (4 bytes) for each track, and an area
INITIALIZATION VECTOR (8 bytes) necessary for
encrypting/decrypting process. The second last slot of
‘15 the block redundantly contéins an area BLOCK SEED. The
last slot contains areas BLKID-A3D and MCode. As with
the first embodiment, the header is followed by the
sound unit data SU-nnnn.
Fig. 31 shows the detailed data structure of
20 the additional information management file INFLIST that
contains additional information. In the second
embodiment, at the beginning (0x0000) of the file
INFLIST, the following header is placed. The header is
followed by the following pointer and areas.
25 = BLKID-INF (4 bytes)

Represents the contents of the block (fixed

value) (INF = 0x494E464F).
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= MCode (2 bytes)
5 Represents the maker code of the
recorder/player
= YMDhms (4 bytes)
Represents the record updated date and time.
= INF-nnnn (4 bytes)
10 Represents the pointer to the area DATA of
the additional information (variable length, as 2 bytes
(slot) at a time). The start position is represented
with the high order 16 bits (0000 to FFFF).
= DataSlot-0000 (0x0800)
15 Represents the offset value from the
beginning (as a slot at a time).
The data size is represented with low order
16 bits (0001 to 7FFF). A disable flag is set at the
most significant bit. MSB = 0 (Enable), MSB =1
20 (Disable)
The data éize represents the total data
amount of the music program.
(The data starts from the beginning of each
slot. (The non-data area of the slot is filled with
25 00.)
The first INF represents a pointer to

additional information of the entire album (normally,
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Fig. 32 shows the structure of additional
information. An 8-byte header is placed at the
beginning of one additional information data area. The
5 structure of the additional information is the same as
that of the first embodiment (see Fig. 12C). 1In other
words, the additional information contains an area IN
(2 bytes) as an ID, an area key code ID (1 byte), an
area SIZE (2 bytes) that represents the size of each
"0 additional information area, and a maker code area
MCode (2 bytes). In addition, the additional
information contains an area SID (1 byte) as a sub ID.
According to the second embodiment of the
present invention, in addition to the file system
.15 defined as a format of the memory card, the track
information management file TRKLIE®r music data is
used. Thus, even if the FAT is destroyed, the file can
be recovered. Fig. 33 shows a flow of a file
recovering process. To recover the file, a computer
- 20 that operates with a file recovery program and that can
access the memory card and a storing device (hard disk,
RAM, or the like) connected to the computer are used.
The computer has a funétion equivalent to the DSP30.
Next, a file recovering process using the track
25 management file TRKLIST will be described.
All blocks of the flash memory whose FAT has

been destroyed are searched for TL-0 as the value
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)- 10 U 10the contents of the four blocks (track information
management file) are stored to for example a hard disk
by the recovery computer.
The number of total tracks is obtained from
10 data after the fourth byte of the track inforhation
management file. The 20-th byte of the track
information area TRKINF-001l, the value of the area
CONNUM-001 of the first music program, and the value of
the next area P-001 are obtained. The number of parts
15 is obtained with the value of the area P-001. The.
values of the areas PRTSIZE of all parts of the track 1
of the area PRTINF is obtained. The number of total
blocks (clusters) n is calculated and obtained.
After the track information management file
20 is obtained, the flow advances to step 102. At step
102, a voice data file (ATRAC3 data file) is searched.
All blocks of other than the management file is
searched from the flash memory. Blocks whose top value
(BLKID) is A3D are collected.
25 A block of which the value of the area

CONNUMO at the 16-th byte of A3Dnnnn is the same as

that of the area CONNUM-001 of the first music program
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the value of the area BLOCK SERIAL that starts from 20-
th byte is 0 is searched. After the first block is
obtained, a block (cluster) with the same value of the

5 area CONNUM value as the first block and of which the
value of BLOCK SERIAL is incremented by 1 (1 = 0 + 1)
is searched. After the second block is obtained, a
block with the same value of the area CONNUMO as the
second block and of which the value of the area BLOCK
.0 SERIAL is incremented by 1 (2 = 1 + 1) is searched.

By repeating the process, the ATRC3 data file
is searched until n blocks (clusters) of the track 1
are obtained. When all the blocks (clusters) are
obtained, they are successively stored to the hard

15 disk.

The same process for the track 1 is performed
for the track 2. In other words, a block of which the
value of the area CONNUMO is the same as that of the
area CONNUM-002 of the first music program of the track

20 information management file and of which the value of
the area BLOCK SERIAL that starts at the 20-th byte is
searched. Thereafter, in the same manner as the track
1, the ATRAC3 data file is searched until the last
block (cluster) n' is detected. After all blocks

25 (clusters) are obtained, they are successively stored
to the hard disk. |

By repeating the above-described process for
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5 has been destroyed is re-initialized and then the FAT
| is reconstructed. A predetermined directory is formed
in the memory card. Thereafter, the track information
management file and the ATRAC3 data file for m tracks
are copied from the hard disk to the memory card.
10 Thus, the recovery process is finished.
In the management file and data file,
important parameters (in particular, codes in headers)
‘may be recorded triply rather than doubly. When data
is redundantly recorded, the same data may be recorded
15 at any positions as long as they are apart from each
other for one page or more.
In the first and second embodiments, as an
example of the player/recorder of the system audio set,
a memory card recorder was described. According.to the
20 present invention, a digital signal reproduced by a CD
player is stored to a hard disk. The hard disk is used
as an audio server. The digital signal is moved from
the hard disk to a memory card 40 having the above-
described format. Thus, with the above~described
25 digital audio player/recorder or portable

player/recorder, the user can listen to the reproduced

digital audio data. Next, corresponding to the first
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card will be described in detail.
5 Fig. 34 1is a schematic diagram showing a
storing apparatus having a hard disk. The storing
apparatus is for example a personal computer. In the
following description, the storing unit is simply
referred to as host or host side. 1In Fig. 34,
"0 reference numeral 201 is a hard disk drive.. The hard
disk drive 201 is operated under the control of a CPU
202. 1In association with the CPU'202, an external non-
volatile memory (external NVRAM) 203, an operation
button portion 204, and a display device 205 are
'15 disposed.
In addition, an ATRAC3 audio encoder/decoder
206 is disposed. An analog input signal 207 is
supplied to an A/D converter 208. The A/D converter
208 converts the analog signal 207 into a digital audio
20 signal. The audio encoder/decoder 206 compresses the
digital audio signal that is output from the A/D
converter 208 corresponding to ATRAC3. In addition, a
digital input signal 210 is supplied from a CD player
209. The digital input signal 210 is supplied to the
25 audio encoder/decoder 206 through a digital input

receiver 211. The audio encoder/decoder 206 compresses

the digital input signal 210 that is received from the
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isk drive € ‘audio encoder/decoder 206 decodes
the audio data that is read from the hard disk drive
5 201 into a digital audio signal. The digital audio
signal is supplied to a D/A converter 213. The D/A
converter 213 converts the digital audio signal that is
received from the audio encoder/decoder 206 into an
analog audio signal. The D/A converter 213 outputs an
10 analog audio signal 214. Alternativeiy,
compressed/non-compressed digital audio data may be
downloaded to the hard aisk HDD 201 through Internet
and a public telephone line (not shown).
The compressed audio data is supplied from
15 the audio encoder/decoder 206 to a security block S-SAM
(D) 212 of the host side. The security block S-SAM (D)
212 encrypts the compressed audio data. As with the
audio recorder, the compressed audio data is encrypted
using a contents key. The encrypted ATRAC3 data is
20 stored to the hard disk drive 201 under the control of
the CPU 202. 1In the case of the digital input signal,
information such as ISRC (Industry Standard Recoding
Code) and TOC (Table Of Content) ID that identify music
programs recorded on a disc can be obtained. The
25 security block S-SAM (D) 212 generates a contents key
and a contents cumulation number CONNUM for each

contents title (audio file (track) in the first
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hard disk drive 201 and/or the external non-volatile
memory 203.

To allow an encrypted ATRAC3 data file stored
in the hard disk drive 201 to be reproduced by other
than the unit (host) that has encrypted the ATRAC3 data
file, the encrypted ATRAC3 data file is moved to the
memory card 40. The moved data file is not left in the
hard disk unlike with the copying process.

Since the ATRAC3 data has been encrypted with
a contents key, unless it is decrypted on the copied
side, it cannot be reproduced. However, when the
contents key as an encrypting key is stolen, encrypted
data can be easily decrypted. To prevent such a
problem, the contents key itself is encrypted. The
contents key is not exposed to the outside. For
example, when ATRAC3 data is moved from the hard disk
drive 201 to the memory card 40, the contents key is

encrypted with a session key. The encrypted-contéhts

bkey is sent from the hard disk dive 201 to the memory

card 40. The memory card 40 decrypts the contents key
with the session key. Thereafter, the memory card 40
encrypts the contents data with a storage key thereof.
The encrypted contents key is Stored in the memory card
40,

Likewise, when data is moved from the memory
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pair of audio data and contents key should be stored on
the moved side.
Next, with reference to Fig. 35, the data
10 move process will be described in detail. First of
all, a data move process for moving data formatted for
the audio player/recorder shown in Fig. 1 and recorded
in the memory card 40 to the hard disk drive 201 of the
host side will be described. In the initial state of
15 which the power of the host side is turned on, it is
determined whether or not the memory card 40 has been
attached. When the memory card 40 has been attached,
the host side and the memory card 40 are authenticated
each other. When they have been successfully
20 authenticated, the host side and the memory card side
share a session key Sek.
Next, the host reads data from the memory
card 40. According to the first embodiment of the
present invention, the contents key CK is read from the
25 reproduction management file PBLIST. 1In contrast,

according to the second embodiment of the present

invention, a contents key CK (DES (Data Encryption
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is sent from the host to the memory card 40. The
5 memory card 40 decrypts the encrypted contents key DES
(Kstm, CK) with the storage key Kstm. The decrypted
contents key is encrypted with the session key Sek.
The contents key DES (Sek, CK) encrypted with
the session key Sek is sent from the memory card 40 to
.0 the host side. The host side decrypts the contents key
CK with the session key Sek, re-encrypts the decrypted
contents key CK with a storage key Kstd that is unique
thereto, and stores the re-encrypted storage key to the
hard disk drive 201. In other words, the key is stored
.15 as a new contents key. The storage keys Kstd and Kstm
are stored in such a manner that their values cannot be
read from the outside.
In Fig. 35, a security block 212a of the host
side and a security block of the memory card 40
20 authenticate each other and they share a session key
Sek. The security block 212a supplies a storage key
Kstd and a contents key CK to an encrypting device
212b. The encrypting device 212b creates an encrypted
contents key DES (Dstd, CK).
25 As denoted by a path 215, encrypted ATRAC3

data is moved from the memory card 40 to the host side.

The ATRAC3 data is stored to the hard disk drive 201.
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data file. In particular, the contents cumulation

5 number (CONNUM), the S-SAM serial number, and the file
number FNM-nnnn for each music program are directly
copied to the track information area TRKINF-nnnn and
recorded as a track information area TRKINF of the host
side. Unlike with the contents key, these attribute

10 information is not encrypted.

Unless these information is moved to the host
side, even if audib data is stored to the hard disk
drive 20, the audio data stored in the host cannot be
decrypted. Unless the audio data stored in the hard

15 disk is moved to the memory card, the audio data cannot
be reproduced.

The contents cumulation number CONNUM is a
cumulation number of which each music program is
recorded through encrypting devices of security blocks

20 of the memory card 40 and the host side. The contents
cumulation number CONNUM has a combination of 23 =
4,200,000,000. The non-volatile memory of each
encrypting device stores the last contents cumulation
number. Thus, the contents cumulation number is not

25 redundant in each memory cafd. The S-SAM serial number
(SERIAL) is a number unique to each encrypting device.

The S-SAM serial number has a combination of 228,
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TRAC3 data file. The file number FNM-nnnn is assigned
by hardware. Thus, the file number FNM-nnnn may be
5 redundant. Consequently, the contents cumulation
number CONNUM and the S-SAM serial number (SERIAL) are
added as auxiliary numbers. Thus, with a total of
three typés of numbers, a data file (track or music
program) can be identified.

"0 As described above, to perform an.
authenticating process and an encrypting process, the
security block 212 of the host side creates or
provides:

self unique number (S—-SAM serial number),
15 contents key CK (created for each contents
title),
storage key Kstd, and
session key Sek
According to the first embodiment of the

20 present invention, the S-SAM serial number, the
contents key CK, the contents cumulation number CONNOM,
and the file number FNM-nnn are recorded so that they
correlate with MG (D) Serial-nnn of A3Dnnnn.MSA (ATRAC
data file), CONTENTSKEY, CONNUM, and Block Serial shown

25 - in Fig. 17, respectively.

According to the second embodiment of the

present invention, the hard disk drive 201 of the host
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f)lo%FdFd&fghe X%p%g%%%(gnfggmatlon area TRKINF contains:
file number FNM-nnnn,
5 encrypted contents key CK,
S-SAM serial number, and
contents cumulation number CONNUM.
When digital data is directly recorded from
for example the CD player 209 to the hard disk drive
10 201, the audio encoder/decoder 206 compresses audio
data corresponding to ATRAC3. The security block 212
of the host side creates a coﬁtents key CK for each
bontents title (music program) and encrypts the
contents key with the storage key Kstd unique thereto.
‘15 The encrypting device 212c encrypts ATRAC3 data with
the encrypted contents key DES (Kstd, .CK) and stores
the encrypted audio data 216 to the hard disk drive
201. At this point, the security block 212a of the
host side creates the contents cumulation number CONNUM
20 and the S-SAM (D) serial number for each music program.,
According to the first embodiment of the present
invention, the contents cumulation number CONNUM and
the S-SAM (D) serial number are stored as the
A3Dnnnn.MSA (ATRAC data file) shown in Fig. 17.
25 According to the second embodiment of the present

invention, the contents cumulation number CONNUM and

the S~SAM (D) serial number are stored»as the track
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In addition, the host itself decrypts and
5 reproduces contents data stored in the hard disk drive
201l. With the operation button portion 204, the user
can record and reproduce contents data on the host side
with reference to information displayed on the display
device 205. |
.0 When digital data is copied from the CD
player 209 to the hard disk drive 201 of the host side,
the digital receiver 211 can obtain information that
identifies a music program recorded on a CD (the
information is for example TOC_ID or ISRC of each music
.15 program). When digital data received from the CD
- player 209 is copied, the digital receiver 211 assigns
a directory name for each CD.
In contrast, data can be moved from the host
side to the memory card 40. In this case, the host
20 side and the memory card 40 authenticate each other.
When they have successfully authenticated each other,
they share a session key Sek. The host reads a
contents key DES (Kstd, CK) from the hard disk drive
201 and decrypts it with a storage key Kstd. The host
25 encrypts the decrypted contents key with a session key

Sek and sends the encrypted contents key DES (Sek, CK)

to the memory card 40.
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5 embodiment of the present invention, the encrypted
contents key DES (Kstm, CK) is stored in the
reproduction management file PBLIST and the ATRAC data
file. According to the second embodiment of the
present invention, the encrypted contents key DES

10 (Kstm, CK) is stored in the track information area
TRKINF. Information (for example, contents cumulation
number CONNUM and S-SAM () serial number) other than
the contents key is not re-encrypted, but directly
recorded.

‘15 In Fig. 35, input digital audio data is
supplied to an audio encoder/decoder 206. The audio
encoder/decoder 206 converts the input digital audio
data into ATRAC3 data. When encoded digital audio data
is supplied from Internet.or the memory card, an

20 encrypted contents key is decrypted with a session key
stored on the host side. With the decrypted contents
key, the audio data is decrypted into ATRAC3 data by an
encrypting device 212d.

The decrypted ATRAC3 data is encrypted by an

25 encrypting device 212e with a contents key of which the
contents key encrypted with the session key is re-

encrypted with a storage key. The encrypted ATRAC3
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invention, to securely prevent audio data from being
illegally copied, when the audio data is moved from the
5 hose‘side to a memory card 40, information that
represents a move history is stored to an external non-
volatile memory 203. In other words, the hose side
manages the move history that represents what music
programs have been moved. Since the move history is
f“lO stored to the external non-volatile memory 203 rather
than the hard disk drive HDD 201, audio data recorded
in the hard disk drive HDD 201 can be prevented from
being illegally copied to a memory card. In other
words, unless move information is recorded in the hard
’15 disk drive HDD 201, even if audio data recorded therein
is illegally copied, moved data cannot be moved again.
Fig. 36 shows a process for preventing audio
‘data from being illegally copied. First of all, a copy
process for copying audio data from a hard disk drive
20 HDD 1 that stores audio data will be described. Before
performing a move process (that will be described
‘later), 10 music programs stored in the hard disk drive
HDD 1 are copied to a hard disk drive HDD 2. A host
side CPU 202 and an external non-volatile memory 203
25 manage move history information. Thereafter, as

described above, 10 music programs and a contents key

that have been encrypted are moved from the hard disk
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audio data is moved, the encrypted contents key

5 necessary for decryptingvthe audio data that has been
moved to the memory card 40X is also sent to the memory
card 40X. In such a manner, 10 music programs of audio
data are completely moved from the hard disk drive HDD
1 to the memory card 40X.

10 Next, a move process for moving 10 music
programs of music data from the hard disk drive HDD 1
to the hard disk drive HDD 2 will be described. 1In
this case, a second memory card 40Y is used. Since the
host side has a security block 212, it correctly

15 authenticates the memory card 40Y and shares a session
key Sek with the memory card 40Y. Thus, the contents
key CK encrypted with the session key Sek can be moved
from the hard disk drive HDD 2 to the memory card 40Y.
After the memory card 40Y is correctly authenticated,

20 when the encrypted data is moved to the memory card
40Y, the data stored therein can be decrypted and
reproduced. When music programs are copied to a
plurality of hard disk drives and the music programs
are copied from a hard disk drive to a memory card, the

25 music programs can be unlimitedly copied. Thus, the
copyright of the music programs are violated. When 10

music programs stored in the hard disk drive HDD 1 on
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in an external non-volatile memory NVRAM is prohibited

from being copied/moved to the hard disk drive HDD 2.

5 Thus, even if the user tries to move a
particular music program of the 10 music programs
stored in the hard disk drive HDD 2, since the move
history information is not stored in the external non-
volatile memory NVRAM, the music program is prohibited

f .0 from being copied or moved. Each of the host sides has
at least a hard disk and an external non-volatile
memory NVRAM.

In the above-described embodiment, when music
data is moved, move history information is stored to

.15 the external non-volatile memory NVRAM. Alternatively,
when contents data stored in the hard disk drive HDD 1
on the host side is copied to a memory card, move
history information may be created. However, according
to the embodiment of the present invention, since the

20 external non-volatile memory 203 stores move history of
the 10 music programs, corresponding to the move |
history, encrypted audio data is prohibited from being
moved from the host side to the memory card 40Y.
Corresponding to a flow chart shown in Fig.
25 37, the host side CPU 202 references the history

information stored in the non-volatile memory 203 and

determines whether or not to permit audio data to be
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5 volatile memory 203 for the move history of the
designated music program (at step S202). 1In other
words, the CPU 202 determines whether or not the
designated music program has been moved corresponding
to the move request (at step 8203).

10 ' When the determined result at step S203 is
No, the flow advances to step 5204. At step 5204, the
designated music program is moved from the host side
hard disk drive HDD 201 to the memory card 40 (at step
S204). In addition, the move history is fecorded to

15 the external non-volatile memory 203. When the
determined result at step 5203 is Yes, the host side
CPU 202 prohibits the designated music program from
being moved from the hard disk drive HDD 201 (at step
S205). 1In this case, the display device 205 displays a

20 message that represents that the designated music
program has been moved. Alternatively, a synthesizing
means may generates an audio meséage that represents
that the designated music program has been moved.

In the above description, data communication

25 between a hard disk drive and a memory card that are
storing units was described. Alternatively, a host

having a hard disk drive (in this case, the host is for
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5 memory card is performed between the terminal unit and
the personal computer.
In the above embodiment, the case that
contents data is audio data was described. Of course,
the present invention can be applied to video data,

" 10 program data, and so forth other than audio data. 1In
addition, the present invention can be applied to other
storage mediums such as a magneto-optical disc, a phase
change type disc, and a semiconductor memory other than
a hard disk.

‘15 According to the presént invention, an
encrypting device is also disposed on the storing unit
side. A contents key encrypted with a session key and
contents data (data file) encrypted with the contents
key are received from a memory card as a storage

20 medium. After the contents key is decrypted with the
session key, the contents key is re-encrypted with a
key unique to the storing unit. Since the contents key
is re-keyed, even if the contents data is moved to
other than the original memory card, the contents data

25 can be decrypted. In addition, when contents data is

moved from the storing unit to the memory card, the

contents key is re-keyed. Thus, the contents moved to
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volatile memory. Thus, contents data of a medium can

5 be securely prevented from being illegally copied to

another medium.
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m pzY7nbC 1. A data processing apparatus, comprising:

15

20

25

large capacity memory means for storing a
plurality of files;

memory means for storing move/copy history
when a particular file is moved/copied from said large
capacity memory means to a non-volatile memory;

reference menas for referencing the history
information stored in said memory means when the
particular file is moved/copied from said large
capacity memory means to the non-volatile memory; and

control means for prohibiting the particular
file from being moved/copied from said large capacity
memory means to the non-volatile memory when said
reference means has detected that the history
information 1s stored ih said memory means.
2. The data processing apparatus as set forth in
claim 1,

wherein files stored in said large capacity
memory means have been compressed corresponding to a
predetermined compressing method.
3. The data processing apparatus as set forth in
claim 1,

wherein files stored in said large capacity
memory means have been encrypted corresponding to a
predetermined encrypting method.

4, The data processing apparatus as set forth in
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flash memory.

5. A terminal unit having an
5 attachable/detachable non-volatile record medium,
comprising:

encrypting means for encrypting contents data
recorded in the attachable/detachable non-volatile
record medium with a first key, encrypting the first
10 key with a second key, and encrypting the first key
with a third key;
recording means.for recording the first key
encrypted by said encrypting means to a management area
and recording the encrypted contents data to a program
15 area; and
output means for outputting the first key
encrypted with the third key and the contents data
encrypted with the first key.
6. The terminal unit as set forth in claim 5,
20 wherein the non-volatile record medium is
composed of a flash memory.
7. The terminal unit as set forth in claim 5,
wherein the contents data has been compressed
corresponding to a predetermined compressing method.
25 8. The terminal unit as set forth in claim 5,
wherein the management area contains a

contents cumulation number corresponding to each data
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wherein the management area contains a number
unique to said encrypting means.
5 10. The terminal unit as set forth in claim 5,
wherein the management area contains a file
number assigned to each data unit of the contents data.
11. A data processing apparatus having a terminal
unit with an attachable/detachable non-volatile record
f',O medium and a server portion for receiving/transmitting
encrypted contents data from/to the terminal unit,
wherein the terminal unit comprises:
encrypting means for encrypting contents data
recorded in the attachable/detachable non-volatile
‘15 record medium with a first key, encrypting the first
key with a second key, and encrypting the first key
with a third key:
recording means for recording the first key
encrypted by said encrypting means to a management area
20 and recording the encrypted contents data to a program
area; and
output means for outputting the first key
encrypted with the third key and the contents data
encrypted with the first key.
25 and

wherein the server portion comprises:

receiving means for receiving both the first
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encrypting means for re-encrypting the first

10 key decrypted by said decrypting means with the fourth
key stored in said memory means; and

storing means for storing the contents data

encrypted with the first key and the first key re-
encrypted by said encrypting means.
15 12. v The data processing apparatus as set forth in
claim 11,
wherein the first key is created for each
data unit of the contents data.
13. The data processing apparatus as set forth in
20 claim 11,
wherein the attachable/detachable non-
volatile record medium is composed of a flash memory.
14. The data processing apparatus as set forth in
claim 11,
25 wherein the server portion further comprises:
input means for inputting linear digital

contents data;
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compression process means for compressing the
linear digital contents data that is input by said
input means; and

second encrypting means for encrypting the
linear digital contents data compressed by said
compression process means with the first key encrypted
with the fourth key by said encrypting means.
15. The data processing apparatus as set forth in
claim 11, further comprising:

input means for inputting encrypted digital
contents data,

wherein after the encrypted digital contents
data that is input by said input means is decrypted
with the first key decrypted by said decrypting means,
the resultant data is encrypted with the first key that
is re-encrypted by said encrypting means and then
stored to said storing means.
l6. A data processing method, comprising the
steps of:

storing move/copy history when a particular
file is moved/copied from a large capacity memory that
stores a plurality of files to a non-volatile memory;

referencing the history information stored in
the memory when the particular file is moved/copied
from the large capacity memory to the non-volatile
memory; andv

prohibiting the particular file from being
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moved/copied from the large capacity‘memory to the non-
volatile memory when the history information is stored
in the memory.
17. A data processing method, comprising the
steps of:

encrypting contents data recorded in an
attachable/detachable non-volatile record medium with a
first key;

encrypting the first key with a second key;

encrypting the first key with a third'key;

recording the encrypted first key to a
management area and recording the encrypted contents
data to a program area; and

outputting the first key encrypted with the
third key and the contents data encrypted with the
first key.
18. A transmitting method of a data processing
apparatus having a terminal unit with an
attachable/detachable non-volatile record medium and a
server portion for receiving/transmitting encrypted
contents data from/to the terminal unit, the method
comprising the steps of:

encrypting contents data recorded in the
attachable/detachable non-volatile record medium with a
first key, encrthing the first key with a second key,
and encrypting the first key with a third key;

recording the encrypted first key to a
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management area and recording the encrypted contents
data to a program area;

outputting the first key encrypted with the
third key and the contents data encrypted with the
first key to the server portion;

receiving both the first key encrypted with
the third key thét is output and the contents data
encrypted with the first key:

decrypting the first key encrypted with the
third key that is received with the third key stored in
the server portion;

re-encrypting the decrypted first key with
the fourth key stored in the server; and

storing the contents data encrypted with the

first key and the re-encrypted first key.
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