; ef e3eb_\"~B6xT>C 13. 06. 02 Enbeddi ng suppl enental data in an encqdesk o2
signal. FIELD OF THE I NVENTION The invention relates to a nethod and
arrangenent for enbeddi ng suppl enental data in a signal, conprising the
steps of encoding the signal in accordance with an encodi ng procesgzwhich

i ncludes the step of feeding back the encoded signal to control said*™
encodi ng, and nodi fying sel ected sanples of the encoded signal to represent
sai d suppl emental data. BACKGROUND OF THE | NVENTI ON There is a grow ng need

ber ceptua 1y nviarbi e manner - for "exampi e, vat er mar ko, ar o NUNGEMGR.
idn mul timedi a assets to identify the source or coEyri ght dsta]t us *fzfma* ¢ of

. rovi des | ega roof o
the. copomogRA Bl BN Bl B ABnedcle YRS "2 G Clpports tpcmncivooiitn
of intellectual property. A known nethod of watermarking a V'mwmm;mgmmI‘ImS

defined in the 15 20 openi ng paragraph is disclosed in F.Hartung and
B.Gros: "Digital Watermarking of Raw and Conpressed Vi deo", SPI EVBT

2952, p ing is herein achieved by nodifying sel ected
DCT coefpﬁL??rﬁiﬁFn'W%nm%ut bitstream of an MPEQ encoder. As is

general ly known, an WRE@ventiondelatestea pnettiod tandearearygeseent foc eobiedding

f eedback I(io to control fhe encodi n&]ﬁ{ ocess. A Br&idi &él on error (the

di f f er eSHRP data 0 2 sjgnal. SopRyisi e;steps of enredingile Sigad N s encoded
r at her i % i : Gl i o iohed by
| ocal | yé@géﬁ%{@ﬁ? e%r:l:o eog gf%%g% Whﬁﬁ?{ﬁ%rsﬁgl?%g?ﬁ bﬁ&@ﬁgybt@ﬁ&eﬁié’

wat er maeheodedesignaldotoaatrat said encoding, modahodifying geleTtas sarpplestof theai | abl e

for watermarking the encoded si.gnal ,in thi nner appears to be

st coatpied S4ngyds s8PiERt sik YRpeRAAIAaEE Trie | NVRNTI OV It i s an
object of the invention to provide a nethod of enbeddi ng suppl enental data
in an encoded audi 0 or video si%nal, which allows nore bits of the encoded

si gnal BAGKGROUNR OmTHRINVENDKOMNti al |y affecting the perceptual

quality. To this end e. j ' i ' . .

characterized in t hagh%%e'sgé%%?aﬁggﬁﬁ?%ngg@%gpﬁgt?@%m@al'g aélg'rori ed
out pri gnd Videdadighdls@tla kalyy invizible mariest. Fooexa watelneks areth bgi n
at | east one fur,lﬁer ,sa%r?ﬁf a%‘lg encoded si gnallg rrgg@i n th? sgl ect eg ¥
sanil e embeddad in muliinediaAnsetsisuidentifythe sousce %?&’Wlﬂ £ daeurpents; v

of sal daf5adidIdsRAIHBIams. The watermark provides legal proof of the copyright owner,
allows tracing of piracy, and supports the protection of intellectual property.
A known method of watermarking a video signal as defined in the
opening paragraph is disclosed in F.Hartung and B.Giros: "Digital Watermarking of Raw
15 and Compressed Video", SPIE Vol. 2952, pp. 205-213. Watermarking is herein
achieved by modifying selected DCT coefficients in the output bitstream of an MPEG2
encoder. As is generally known, an MPEG2 encoder is a predictive encoder including a
feedback loop to control the encoding process. A prediction error (the difference
between the input signal and a prediction therefor) is encoded rather than the input
20  signal itself. The prediction signal is obtained by locally decoding the encoded signal.
In the prior-art method, the watermarks are inserted after
conventional coding. The capacity available for watermarking the encoded signal in this
manner appears to be restricted.



10 The step of enbeddi ng suppl enental data prior to feeding back t{spspgna
has al so been proposed in Applicant's non-published European Patent
Application No. 97200197.8 (attorney's docket PHN 16.209). Wth this step
it is achieved that adverse effects of a sanple nodification will be
conpensated i n subsequent encoder operations. However, the initial
di sturbance of the sanple 15 nodification remains. The invention is based
on the recognition that the encoding quality is further inproved by
del i berately nodifying one or nore signé&l sanples prior to a selected
sanple. In fact, the encoded signal is slightly predistorted in order to
mnimze the coding errors yet to cone. The invention is particularly

usef ul b(BrJE@PﬁNB g@mﬁﬂgfwab 'ﬂﬁfﬁéﬁ%m n unity bit encoded signals.

Unity br't encoders suc no ors, sigma-delta nodul ators, and
noi se shape encoder sltps adwigect aftiee viention ol predde bemethodasfleraibeddingg st ep.

The encoded signal,is,very vulnerah| e tq waternarking. Signma-delta

modul at 69%61‘3?'1??“%%%?“ ﬁﬁpeﬂeiaeg@rm \@(A@%algngf W&E‘g AloW "Pﬁ’féﬁb'tiﬁlth? y
audio o | [ 22 : have a
o} gnat - EnEdAdH donatth b BRETR Aol SBHERANA afieding HRAbOEAIAAI G

nmodwe at ed signal in dorthisrend, dse tathod aogonding tor therineention iseehasddterized in

Cor e st ihe S5 dnadRERSINe S8abRrartEs B ERtleE b o e BRI
signal gyine dfloRictesi é?'atnd%blhdéé'n%m Saasi sd f@&ég%ﬁﬁ%w tR0 dB,

which is clearly unacceptable. Water ng as propose plicant's
copendi agcEgdpignal fraceding3he sajgsted aample Rsaidfppther samplenmodificationrisy 100t h

bit to pe repl.aced af the expgnse of gnly 1 dB increase of the quantization
noi se. ourg BafgEolos A1/ BEISR8 eedMARBEPSH fur ther | mprove the
encoging quality in Themsie®bf embeadidgsupplementddata pror tol febdingsbdckikRewn
that sigma-delta nodulators with a |loop filter of an order >2 run into

i nst abi figngl Pavdlserheendropase’ in Applicantgmanspubtishedikiyopean Pajents usual |y

" o . i  oed
Pange. Apedatbiniio uFAqt o7 GuiiHey § BRR PANTE 20 MR RIS SRR RS, S0 11 1y
probl emachisved tattaeiversenefiéats of al sapmple modifibdtorswilBdreompbheated.inf eat ur es

and advant ages of the present invention w || becone apparent upon perusal
of the PUPIBIMERE CRERQST qRaralions, Howe\eaicthednitiag f‘ﬁtl{fhé"%%ﬁlﬁe‘éﬁfgpw ngs,

whey£i NimottidbhremaiidITRE i@%r%nﬂ@%%@ﬁ\/c\m\ﬁ% %EPgni%iaﬁ'fﬁ’é‘ﬁh?'ér@BB genent
for enmbeddi ng suppl enental data In a delta- nodulated signal 1n acCordance
wi t h t hquality émfurther impwedbyidaliberatelyymaldifying efner orsmbee sighaksaraplestprior to

P 2t | R S B IR g B B g g hreRi DR oldeft chart Lo
minimize the coding errors yet to come.
The invention is particularly useful for embedding supplemental data

20 in unity bit encoded signals. Unity bit encoders such as delta modulators, sigma-delta
modulators, and noise shape encoders produce a one-bit output sample in each
encoding step. The encoded signal is very vulnerable to watermarking. Sigma-delta
modulators, for example, which are envisaged for recording high-quality audio on DVD-
Audio at a sampling frequency of 2,822,400 (64*44100) Hz have a signal-to-noise ratio

25 of 115 dB. Watermarking such a sigma-delta modulated signal in a manner as taught
by the prior art, i.e. after conventional coding, appears to raise the quantization noise
considerably. For example, replacing every 100th bit of a sigma-delta modulated audio
signal by a watermark bit will raise the quantization noise to -60 dB, which is clearly
unacceptable. Watermarking as proposed in Applicant's copending European Patent

30 Application No. 97200197.8 allows every 100th bit to be replaced at the expense of

only 1 dB increase of the quantization noise.



circuit which is shown in Fig. 1. Fig. 6 shows an arrangenent for fbgdd ng
suppl enental data in a signma-delta nodul ated signal in accordance wth the
invention. 20 Fig. 7 shows a third-order signma-delta nodulator filter which
is used in the arrangenent shown in Fig. 6. Figs. 8, 9, 10A-10D and 11A-11C
show signal waveforns to illustrate the operation of the arrangenment shown
in Fig. 6. 25 DESCRI PTI ON OF EMBODI MENTS The invention wll be described
with reference to unity bit encoders, but it will be understood that the
teaching can al so be applied to other tﬁbes of predictive encoders such as
DPCM (e.g. MPEG) encoders. A delta-nodul ator arrangenment wll be described
first because of its easy-to-understand operation. 30 Subsequently, a

si gna-del ta nodul at or, arr W . F i i.C i i kely
be used in practical "%ﬂo%‘yﬁég{gi% Mhtl&?i@ﬁ%&l@ﬁ?@%&g}f@gh@@%ﬁy H
ar r ange@ms H0sigRaltecktisd redUBoANR ¥ Well kabwni thabsigfld-deltaRibduidters witlgaal in
accordance with the invention. The arrangenent conprises a conventi onal

del t a mirAR titesof anprden>2 fun iptednstabilibt problerps far lakgeippyt sigpalged bist or 12
and a d I - i .t . i i .

ol gnal " TSP i5 bebaty brbvedfel) OYIBHIASHAG i SiRlaPh SxbEd Bledlomihel,
pr eds ct ramgeerTher insentioraplisbiprdvitdes ahsoipiidrata thesd diredst ofrindtability probterns ands,
at a rate deternm.ned hy a sa i ng frequency fs (not shown), an out put
sanpl e -rq@?ei%mghtygeggl\épm ngBlfu"Bgsarrpl e "-1" for x<. A feedback |oop 14

i ncludes the local d ; ' j ; i
predi ction signal . %ﬂ?ﬁbg@%{n{?%%Pﬁjgraléarll&gg}lﬂﬁ%gbfﬁeo?%s?ﬁieﬁ#vggg agvﬂ(" | oop
14 i s cbenemeaapparentheparupemisabbf thecdfoholvingi descdptien irocorj@nctiorgwith tisgows
wavef orns of such a convgnt ional delta nodulator. Mre particularly, Fig. 2
shows t REPEARCY dZawWings. Wetsliy hr ediction signal and the encoded out put

sigpgl y of the conventional delta nodulator. Note that prediction signal
is also the outgut signal of a receiver (not shown in Fig. 1 ). Wth

r ef er en&RIES PEGCRIPZHANOF {THE BRAWINGSNt i n accordance with the invention

detect or 12 and t he. FBabShRRF abAridieie Ion RREaH T S HE TR SR IR Y
sel ect edeftaemoaduldte siyplatin docol@anes withsheirveurtiohi ts in response to a
sel ection signal s. Fgr exanple, the nodification circuit replaces every

100th bit of the encdd@¥ ZfShaw siongl wavefermas taillastrage: tepparatien af thet tern w
whi EP_i {l%%ﬁ[eﬁ%nit@h?wwq}u%riémf.k data register 3. Alternatively, the
icatio S

nodi circult 1nver selected bits, the nunber of bit periods
bet ween sai d i nvert edipis showpacitmwchad to Hiristrateethesoperdtiba op atrhedificatiorg. 3
el uci dat es . h%. ‘?f-f e%t of . rmmdi 1 ying a selected bit 20 of the
circuit which is shown in Fig. 1.
Fig. 6 shows an arrangement for embedding supplemental data in a
sigma-delta modulated signal in accordance with the invention.
20 Fig. 7 shows a third-order sigma-delta modulator filter which is used in
the arrangement shown in Fig. 6.
Figs. 8, 9, 10A-10D and 11A-11C show signal waveforms to illustrate

the operation of the arrangement shown in Fig. 6.

25 DESCRIPTION OF EMBODIMENTS
The invention will be described with reference to unity bit encoders,
but it will be understood that the teaching can also be applied to other types of
predictive encoders such as DPCM (e.g. MPEG) encoders. A delta-modulator
arrangement will be described first because of its easy-to-understand operation.
30  Subsequently, a sigma-delta modulator arrangement will be described which will more
likely be used in practical encoding systems.



encoded signal y by a watermark data bit w The input signal x (thg egoe
signal as in 25 Fig. 2), the prediction signal and the nodified encoded
signal z are shown in this Figure. Reference nuneral 21 denotes the
enbedded watermark bit. As has been attenpted to showin the Figure, the
enbedded watermark bit has the value "-1" which differs fromthe value "+1"
of encoded signal bit 20. Recalling that the prediction signal is also the
out put signal of a receiver, it can easily be seen that the bit
nodi fication 30 increases the quantizatﬁon noi se. Because the nodified
signal z is fed back to the 13.06.02 5 encoder's input, the quantization
error will subsequently be conpensated and eventually elimnated. In

accordance with the i Nyl ' j

arranged to nodify aIFQgela%ﬁ%agb%grnangH%ﬁg&bl ggg(rrjggesypﬁlér{f% a\l/\é?%r'h:ark if
that i sdémamdodulmed §ighaMﬁ ddeerdarvedyitly tiuimvehtion. Ahecarangemehtcsmprisess a
shown in in, the input signal x, the prediction S|8nal , the

oo T cBoRvelitional d8lin Eiodulaten | WHChibhidies d subtradier 4 A BRBHRY etecmona Con,

bit 2 | i
of 'Fi g 298 RbRAEF A, Mhe LA Ehbndrhuds a radolif bhbf Sondt 6B Por
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oo AP RGRSRETTa 0T o B sinARROPRALY SPATHHGS 5 nor
al ways Freﬁﬁéﬁciﬁs(ﬁ@tdéﬁ r\@?}t aR1 uttslé eﬁ?d+1'3foql’x> anoeéﬁngiutt sB @d-'1“‘90|%b@.

wat er mar Kk or a co nation ther may i nprove t per rmance even
nmor e. AA ferdbatlcloobetdintludesithe docsil denodiert 23 (a Fomoierairintegeatab)doobdainthe bed
ef f ect, Eﬁqf arranaelrrent shown in Fig. 1 is adapted to execute the delta
modul at PEAHIS999k-or vari ous combi nations of preceding bits, and sel ect

t he;gombi nati on whi cly g'déﬁﬁeﬁﬂ%él@i‘éharrﬁédblétor%'e@eé&ﬁéd:l@@oﬁﬁﬂ@rddﬂﬁ%cféd
conmbi nations is herein also referred to as "l ooki ng ahead" and the bits

pr ecedi Hythereutput of therpolaity deteciar 42 & ige2 showsiwavetoras phsuchaiconvantianal ar e

undor  + A BfeRBRop MBI SRR e B, 7 SOWEIRE ST i B BediicBEsiona ™
i npl enegh@the Bnsedédaupubkighal ylmtwe colptidhabdéita fiodaldténINGteeatt s such as
speed and hardware conplexity. 5 shows a flow chart to illustrate the

oper at | Bredigtiangigeal isalgo the °P'@P'—'§§Qﬁ\@b§f@Iﬁ@@e'VWe(niOhﬁh@Wﬁl'@ﬁéQ W as is
t d t b' t
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end I t hthe inpanticn gombnse]s a modifidatibn citcuits2 guhicit is cm;ambctamtpmti/\eienghé(méémput
99 For nt t i gn r 00 bit
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bit. 300fth Shiy dldectdr §bb’cﬁutt5|t§4ﬁ Ye%%@ 1B '8&Ectorl §|9HbV§rF&ré>da%§Ié aﬂhe

val ue 13 6.02°6 zero. The nunb represents a current co mbi nat'l on of
the thr wdlfmatloamadltmeplaces evarysmmh bit, oftthe enhoded bignal pbya bit of assi gned

f h di
L3S " fareriitk data phttetny itioh f a1t i 2y ATk Sats Ruigfer Sy puinaiveRe
step 51thd MRdFicatien cirdait ﬁfv@w’slsellédtedvmt@ the RIFISSINSTDit Serfsdy BatR@ehGsaid 1N

the s sane manner. In a sub-routine 52, the delta-nodul ation process is
appl i edlrtvéﬁaddlltﬁe'ﬁpfﬂﬁmﬁﬂgéhe wa@nnq;hmt@gattgay X0..X20, to observe the

B o oot T2 MBS, 8 of ML B ol P o o, (o

shown i en€oded dighal y bya whatepmatk dafaeblewcfrdeﬂgpm@gmailw (e samie digmal as in
del t anodul ati on process for the current conbination ¢ of | ook- ahead bits is

det 2% mi Aisd Qnirediradistion signaé ang thermaditisd\encoded signad zatg IskownHB tRiscodi ng
qual i tyglf@r% eﬁéf%?&@éee ufibrd|Ay e§3‘|@éﬁ1b@erdd% WaEFha A Ve had et AP UL

si gnal he“prediction signa
attempted to show in the Figure, the embedded watermark bit has the value "-1" which

differs from the value "+1" of encoded signal bit 20. Recalling that the prediction signal
is also the output signal of a receiver, it can easily be seen that the bit modification

30 increases the quantization noise. Because the modified signal z is fed back to the



The nunber c is then incremented by one (step 54) to create a new 43 06.02
conbi nati on of | ook-ahead bits zo..z2 and cal cul ate the correspondi ng val ue
of MSE(c). As long as not all conbinations have been processed (step 55),

t he delta nodul ati on of the sequence xo..x20 is repeated. Obviously (and
therefore not shown in the Figure), the sane initial integrator signals are
used each tinme. If all conbinations have been processed, the naxi mal
encoding quality Qc) is determned in a step 56. To this end, the nunber c
for which MSE(c) is minimal is |looked uf in the buffer memory. In a step
57, the encoded ao sequence zo..z20 corresponding to said mnimal MSE is
read fromthe buffer nenory and applied to the encoder's output termnal.

Sanpi es SnEodeR% BHt 1S avRnntrl et uneBluein OF S ERERRaeand P
Havi ng feheatually efiethategegnent of 100 input sanples, the arrangenent returns

to step 50 for processing the next segnent. 25 It will be appreciated that
a nunber of paranet edn @graisiance withethgiaventioss the madificationiofguip 2d€is <1) isuch

the | f - i

35 na ATTARGEAT0 piodiBIE bt (€258 Bnd B tne bIE pRAEH fHe WARIRANER Tt b SodtE L~
by vvﬁy ¢ impmvpgh% @mb?ﬂingtquaityabﬁimeiam?le thetexsd islt hla:bvtvﬂ lireFégMom'tgagw_,?u?@idM
may be express ot.her  paraneters, for exanpl.e, e | arges i fference
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then replaced by a single er in the rwardpat the encodi ng op.
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subt r actiegrebf. may Irpidveithé perfeimancd elén inioredAhasiafipl8 3hevedf wilf e ghaak | oop
64. The subtracter 61 subtracts the encoded output signal z (having the
value "4ateror "-1 ") fromthe input signal x. The difference signal dis
filtered by the filt Yy ilre ! i |0 .polarity
det régtor 63 which pr?&u@@g!n {'ﬁae %Bdr\;aet%&g:gpgrg%#ﬁgg tb§/ ag%gﬁpﬁﬁﬁghkggdﬁency fs
The sams 00T L Lot on crrc 2 at Chow B B g o . CORnack & ber veen t he
pol ar i t PreRad B}ts,@dme%t@ef@@arﬂaaﬂon WB&PWY& the E%ﬁdﬁ?é't-t%aif’rﬁ%ﬁw ction
si gnal i i firh 13 I } @ i i
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t he | ooprédadirg thepwatesmasic bitiwhigh are being coingidered ferenodification atereferred to
Thr oughaut, tr|1(i decgcbr.i ption, a third-order filter is used by way of

exaﬁﬁ! e 35 !)Qro (':%?ﬁ_ﬂ tBess' sake, it is shown in Fig. 7. The filter
conprises three integnw Modifitatién proceseds pefbhfet undes arfleontidldf e ee
integrator output signals are denoted a, b, c, respectively. The filter

out put egdification eircuitu i Tde: eecuitoran beimplemsnted i soffwareerdhardwgnel s. I n the

| ntogor ARRDPEE Y eBRREA Rl fuch ag sPeRdBan HarfPath dob bR Bhch sn&fsna

sanpl es aefiove eban go ilfustratxinaoperation ofitre citdutp tds adsumvelIthiememBpatgigrsint
later, clipping is relevant to enbodi nents of the si - a nodul at or.

. nts of gma-delta n
Fi g258 dhdipsedana eipfge mediym 4net QW’bb‘b‘F'ﬂtﬂbﬁ”@ﬁhqtrﬁé’e&fﬂ%@eﬂ%ﬁfﬂhﬁf t he
nmodi fi caty [ Wt iltd Bal ' i - ' Wgrthe
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and ¢ are al so shown. The avergge .val ue of the sigmadelta ul at or, out put
si gnal F%PH@M@WE CORHISes bits) 2. .Ze5 18 WG Bp-22 AT dNTERAPk-gNgAdIbIR | s a
0.5V do vel: i I aoded as a bitstream conprising (on average)
three " aliﬁ %il?gwgh%fégﬁzarﬁtﬁit" bit, in accordance with: 5 0 Fig. 9 shows
waveborns to illustrdna step 5& Bedbit binayiveddd mynaber c is given an initial value



watermark bit 90 in the output encoded signal z. The sane signals g80602
Fig. 8 are shown. A conparison of both Figures shows that the watermark bit
i ntroduces | onger runs of the sanme bit values in the encoded signal z,
which is an indication of an 10 i ncrease of the quantization noise. The

wat ermark al so causes | arge signal anplitudes to occur in the integrators,
particularly in the third integrator output signal c. Qoviously, this holds
only if the watermark bit and the "regular' output bit have opposite

val ues. Figs. 10A-10D show t he encoded §igna| z and the third integrator
out put signal c under various conditions. The waveforns shown in Figs. 10A
and 10B 15 are the sane as the correspondi ng waveforns al ready shown in

Fio. 102t ettt [ithe e S ARARRELTEE hedtor ok T
"+1" anetep 91, 'the tireRasis! ofed dre FBSIGIPRY 20595 THaths, 7 & set@B+1'tif gin be seen
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13. 06. OmeanesoLzde egron (MISE)\befive@h dlye mpwt signal additihe predictidvsighalge t hat t hey
can easily be cal gulated. * The | ongest run of successive sane values in

t he sequence zo..z20. Said |longest runs are denoted R in Figs. 10B-10D. The
sequence having theg "shortest s longest” run is then sel ected. Cbviously,

t he sequence for which R=4 (Fig. 10D) is the best choice in the present
exanpl eThe rilimberaais-then recrememped by deedstepr 54)rtg dreate aynewrconmhipatiarn of . The

kt o- peak i tude in the, third int tor i in Figs.
0B 10 DIOoRalT Rt 5 2 F0i i dulatel bR o ieanpnsing yelte of Wi (cb Asdp as 4gti n,
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may be expressed by other parameters, for example, the largest difference between an



13.06.02 10 feedback |l oop to control the encoding process, such as|306B8M
encoder or a (signma-)delta nodulator. The watermark i s enbedded by

nodi fyi ng sel ected sanples of the encoded signal. Said nodifying is carried
out before the encoded signal is fed back so that quantization errors which
are introduced by the enbedded watermark will be elim nated by subsequent
encodi ng operations. In addition, one or nore sanples preceding the

sel ected sanple are also nodified in su&h a way that the error induced by
the watermark is further reduced. This ¥s achieved by "l ooking ahead" which
(conbi nation of) preceding sanple nodifications yields the best encoding
quality. 13.06.02 11 CLAIMS: 1. A nmethod of embedding suppl emental data
in a si [ g the signal in accordance with
an encogﬁlﬁlIt Sa&%crge)g%émgwig&rﬁé%u esﬁéﬁ g%]nof f eedi ng back the encoded
signal to control sawcb@maedbltvgmoduthtomiléqcbr@melwmmbm&ptumm:lfnm\h@e
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claimed in claim1, wtmeareamgemenisfoepmﬁeddmg mmplemm@hda@a ioasigngadlelta
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encomgJ qual it The net as clained in claimi1, r|S|n%tsthe step

of decotfioRdfiltet Zeﬁcmi%rdyﬁegeﬁor 64 @andea taedback ipames abisiaubtsactgué ubuacf@n

encodi n S R B FERECE (B Pl YHlu D81 PN s s LR R ke,

The net Qifférescesighaed id filtarbaiby the filtee62i Thé h’i&en@dcaglmaig' is applied o thietpolanty
encodi nga 6. The nethod as clained in claimb, wherein the encoding is

si gma25dgtacter Ghwhichipreducss, #w&ﬁ%ﬂﬁ&iw%b&ammm%ﬂr@wﬁ@y fokiQtei n t he
ony 2L "OVL <n/odRu ORI 2R P! i BN SRSHBORBEL 1 0 20, THESBAR ot
as cl ai oicuit 2 aslshawrﬁm anen ¢s conrrexted betWeen ﬂne@alaytyldetecthBG&mhez to 15
tage ofSaREhIoMm Pl TEAPORES & BR-SIERIon Hatal s d6s oreuld repladeS S bif ofthe
encoded signal y by a watermark bit w which is stored in the register 3.
Various embodiments of the loop filter 62 are used in practical sigma-

20 delta modulators. Throughout this description, a third-order filter is used by way of
example. For completeness' sake, it is shown in Fig. 7. The filter comprises three
integrators which are connected in cascade. The three integrator output signals are
denoted a, b, c, respectively. The filter output signal fis a weighted combination of the
integrator signals. In the Figure, an integer preceded by a # is shown for each

25 integrator. Said integer denotes the maximum value the relevant integrator can keep.
Signal samples exceeding the maximum value are clipped. As will become apparent
later, clipping is relevant to embodiments of the sigma-delta modulator.

Fig. 8 shows waveforms to explain the operation of the arrangement if
the modification circuit 2 is inactive. More particularly, the Figure shows the input signal

30 X, the encoded signal z, the difference signal d, and the filtered signal f. The three



9: The nmethod as clainmed in claim®6, wherein the encoding quality {$06.02
represented by the nean deviation of the anplitudes in a selected stage of
a loop filter in the sigma-delta nodulator. 10. The nmethod as clainmed in
claim6, wherein the encoding quality is represented by the occurrence of a
maxi mum anpl i tude value in a selected stage of a loop filter in the
sigma-delta nodulator. 11. An arrangenent for enbeddi ng suppl enental data
in a signal, conprising an encoder for encoding the signal including a

f eedback | oop for feeding back the enco@ed signal to control said encoder,
and neans for nodifying selected sanples of the encoded signal to represent
sai d suppl enental data, characterized in that the feedback loop is
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to inprove the quality of said encoding process. 12. The arrangenent as

cl ai medsignatkds 013V dgHeyel; whichds enceded asa @tﬁmwcamr@mravemehhe
arrange n@gn i el 2 i he encoder is a signma-delta
nodul at gﬁ%li.ﬁ ﬁ\ltg?gﬁa”‘em ha’té%(%ﬁ% g‘&%gﬂte&r'rent al data, the signal being
encoded in accordance with a given encodi ng process and sel ected sanpl es of
the signal representing said supplenental data, characterized in that at

| east one of the s@rrpl es preceding said selected sanples is different from

the sanple corr esponfﬁid%.% 50w S Waveforfis NMestiale ths BF8sSof erbeddifg @ age
medi um having stored thereon a signal as clained in claim14.
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L ) oRaTobka WS oot 8 Gebbat e bish B b 2
10%& () setting look-ahead bits 91 and 92 to "+1" and "-1", respectively. By comparison with
Fig. 10B, it can be seen that the third integrator output signal amplitude is reduced and
the length of successive 1s in the encoded signal is shortened. Accordingly, the
20 quantization error is reduced. Fig. 10D shows that the performance of the sigma-delta
modulator is even further improved by another setting of look-ahead bits, viz. by setting
both look-ahead bits 91 and 92 to "+1".
The algorithm for determining which combination of look-ahead bits
yields the best encoding quality may be the same as already described for delta
25  modulators with reference to Fig. 5. That is, the quality Q(c) of encoding a given
sequence of input samples (e.g. Xo..x20) is determined for various combinations ¢ of
look-ahead bits (e.g. zo..22). The output sequence corresponding to the highest
encoding quality Q is then selected. Because the decoded signal is not available in a
sigma-delta encoder, the mean square error is a less attractive criterion for encoding
30 quality. The following parameters have been found to be very suitable to represent the
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* The longest run of successive same values in the sequence zo..z2.
Said longest runs are denoted R in Figs. 10B-10D. The sequence having the "shortest
5 longest" run is then selected. Obviously, the sequence for which R=4 (Fig. 10D) is the
best choice in the present example.

* The peak-to-peak amplitude occurring in a given integrator. The peak-
to-peak amplitude in the third integrator is denoted V in Figs. 10B-10D. The sequence
having the lowest amplitude is then selected. Again, the sequence shown in Fig. 10D

10 appears to be the best choice. It has been found that the third integrator is very
suitable, even when a higher-order (>3) filter is used.

* The mean deviation of the signal values in a given integrator.

A further criterion for selecting a combination of look-ahead bits may
be the presence (or absence) of overflow in a given integrator. Because sigma-delta

15 modulators are very sensitive to input signal levels (in contrast to deita modulators
which are sensitive to input signal slopes), overflow can easily occur in response to
embedding a watermark bit. As already mentioned with reference to Fig. 7, the
integrators are protected against overflow by a clipping mechanism which keeps each
integrator's output signal at a maximum value.

20 Figs. 11A-C show the encoded signal z and the third integrator output
signal ¢ under clipping conditions. Again, the input signal is 0.5V dc. For reference,
Fig. 11A shows the signals without watermarking. In Fig. 11B, a watermark bit 95 has
been embedded in the encoded signal. Its position differs slightly from the position of
watermark bit 90 in the previous examples. Reference numeral 96 denotes clipping of

25 the third integrator due to embedding the watermark bit 90. In an embodiment of the
modification circuit, different combinations of look-ahead bits are tested until a
combination is found in which clipping no longer occurs. An example thereof is shown
in Fig. 11B which shows the effect of setting look-ahead bit 97 to "+1".

In summary, a method and arrangement for watermarking an audio or

30 video signal is disclosed. The signal is encoded by an encoder which includes a
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feedback loop to control the encoding process, such as a DPCM encoder or a
(sigma-)delta modulator. The watermark is embedded by modifying selected samples
of the encoded signal. Said modifying is carried out before the encoded signal is fed
back so that quantization errors which are introduced by the embedded watermark will

5 be eliminated by subsequent encoding operations. In addition, one or more samples
preceding the selected sample are also modified in such a way that the error induced
by the watermark is further reduced. This is achieved by "looking ahead" which

(combination of) preceding sample modifications yields the best encoding quality.
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CLAIMS:

1. A method of embedding supplemental data in a signal, comprising the
steps of encoding the signal in accordance with an encoding process which includes
the step of feeding back the encoded signal to control said encoding, and modifying
selected samples of the encoded signal to represent said supplemental data,

s characterized in that the step of modifying the selected samples is carried out prior to
said feedback of the encoded signal and includes modifying at least one further sample
of the encoded signal preceding the selected sample if said further sample modification
is found to improve the quality of said encoding process.

2. The method as claimed in claim 1, wherein the step of further

10 modifying comprises successively encoding a segment of the signal with different
combinations of further modified samples until a combination corresponding to a higher
encoding quality has been found.
3. The method as claimed in claim 1, wherein the step of further
modifying comprises successively encoding a segment of the signal with different

15  combinations of further modified samples, determining the encoding quality for each
combination, and selecting the combination corresponding to the highest encoding
quality.
4, The method as claimed in claim 1, comprising the step of decoding
the encoded signal and determining the amount of quantization error between the

20 decoded signal and the input signal, wherein the encoding quality is represented by
said amount of quantization error.

5. The method as claimed in claim 1, wherein the encoding is unity bit
encoding.
6. The method as claimed in claim 5, wherein the encoding is sigma-

25  delta modulation.
7. The method as claimed in claim 6, wherein the encoding quality is
represented by the longest run of successive same values of the encoded signal with
embedded supplemental data.
8. The method as claimed in claim 6, wherein the encoding quality is



I X 10@10@ 10@: y#10%& () - 13.06.02
810%@&' ()-! X+940%& ()- ! N+9A0%& () - KY&RLO0%@E () - QQQVTWIXTYTbTeThC ! X
1010% & () - &Y10%& ()- 10: 10:

10: f #10% & () - MLO% & () - &F10% & () - eTMTUVWABYYzX6bC

| X&LO0U&' () -1 X&L0W &' () -1 X&10%z& ()-! X$&10%& () -! N&1OY%&' ()-f 10%& () - Y$ZGZ
ZZ[[[{\=2C 10z7g#10%& ()-7g#10%& ()-'\.%0%z& ()-F'\.%0%& ()-F

\. %0%CE ()-F&L0%& ()-[[[[I[[\\m\Vf 210%1&' ()-L*10%& ()-3"10%& ()-10%& (
)-10%& ()-&310%& ()- 10z

10z\ [\ 8] ~] ]] <*dEnN f 210% L! 10% & ()-310%& ()-#10%& ()-1"10%& ()-S $10%&
'()-S $10%& ()-<* " akbbdEmN f 210%L! 10% & ()-s$10% & ()- Fs$10% & () - Fs$10

1434 R e A e BT BBk B
" Headi nin Big] siymakteitd mopdaltor. A " Def aul t Par agraph Font >
Bt i, e hagsoneing ualy
hea [SeoehEg e ash cevelbn Lt AP g e ey £ 2 dopter
5 in the sigma-delta modulator.

10. The method as claimed in claim 6, wherein the encoding quality is

represented by the occurrence of a maximum amplitude value in a selected stage of a

loop filter in the sigma-delta modulator.

11. An arrangement for embedding supplemental data in a signal,

10 comprising an encoder for encoding the signal including a feedback loop for feeding
back the encoded signal to control said encoder, and means for modifying selected
samples of the encoded signal to represent said supplemental data, characterized in
that the feedback loop is connected to feed back the modified encoded signal, the
modifying means being arranged to modify at least one further sample of the encoded

15  signal preceding the selected sample if said further sample modification is found to
improve the quality of said encoding process.

12. The arrangement as claimed in claim 11, wherein the encoder is a
unity bit encoder.
13. The arrangement as claimed in claim 11, wherein the encoder is a

20 sigma-delta modulator.

14. A signal with embedded supplemental data, the signal being encoded
in accordance with a given encoding process and selected samples of the signal
representing said supplemental data, characterized in that at least one of the samples
preceding said selected samples is different from the sample corresponding to said

25  given encoding process.

15. A storage medium having stored thereon a signal as claimed in claim
14.



