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WD 2004/ 095291 PCT/ US2004/ 007655 CACHE ALLOCATI ON
BACKGROUND [ 0001] A processor in a conputer system

woray4ioseae a request for data at a requested PODEE20041007655
in menory. The 5 processor may first attenpt to access
the data in a nenory closely associated with the

processor, e.g., a CZ§E§§ gﬂﬂ&@ﬁTléﬁan t hrough a
typically slower acc ry. GCenerally, a
cache includes nenory that enul ates sel ected regions
or bl ocks of a |arger, §é§%§%g§§%n menory. A cache 10
is typically filled on asis, is physically
closer to a processor, and has faster access tine

[0GHan maik BEIARSEOT [IG00R]CAMPYIRE pHoteds die% e’ L t o
menory "m sses" in the cache, e.g., cannot find a

requougnt ofort hiatoatat ian ndwie grsheloadiel adhe il s afhe
| ocation in the cache to store 15 data that m mcs the

préEdss@t nide fietpesttetnmcato aredasdiie deroriyn a sseesry
a request to the main nenory for the data at the

cldRauesd b dapadd o tnthd iddscddmseled ed Lagdehe, rather
| ocation with the data frommain nenory. The cache nay

tha S&r&%&?%tt%‘jﬁéﬂﬂf &l | Qe &d wpatd A IehSdy .

e request ed ocation as prograns that request

dat ften make tenparally o)
oo Pl LB SRR S AR S, dal e
it may increase efficiency to .include, spatially near
TeGANS | F the? h‘%a‘fI g NS ey O e rﬁa%%wﬁbgsg’éf“he

PCT/ US2004/ 007655 ' .
is typically filled on a demand basis, is physically closer

to a processor, and has faster access time than main memory.
[0002] If the processor's access to memory "misses" in
the cache, e.g., cannot find a copy of the data in the
cache, the cache selects a location in the cache to store
data that mimics the data at the requested location in main
memory, lssues a request to the main memory for the data at
the requested location, and fills the selected cache
location with the data from main memory. The cache may also
request and store data located spatially near the requested
location as programs that request data often make temporally
close requests for data from the same or spatially close
memory locations, so it may increase efficiency to include

spatially near data in the cache. In this way, the



processor may access the data in the cache for this
request and/or for subsequent requests for data.
WOEBORRTI ON OF DRAW NGS [0003] FIG 1 is a blpckUS2004/007655
di agram of a systemincluding a 5 cache. [0004] FIGS.
2 and 3 are flowcharts showi ng processes of filling a
nechan ism_ [.0Q0 FI s Io ar, h
progeﬁgrtloﬁy'ﬁcce prggesggcﬁ'gal%h C%CEEngggiﬁ%E%%%%%@%St
[ 0006] FI i,;s a blo agran1of a system
anq/ﬁél é&irnéuéseéﬁ?é]rteﬁteqi%&ﬁ;&s r. DESCRI PTI ON
[0007] Referring to FIG 1, an exanple system 100 15
i ncl udes an external agent 102 that can request

al l ocation of |ippegrabraogacheprrmINgsl04 (" cache
104"). The external” agent 10Z may push data into a

OOQ!)%t a meply, 406 d %Clbli%%qq I 5 (?Irl&?n cache 5 e?t{‘QHthgﬁlng a
into a tag array 108 included in the cache 104. The
gfternal agent 102 may also trigger line 20 allocation

d/ or coherent updat es and/or coherent invalidates
i n_additional |ocal _and/or t e caches Enab
[000Kd ext - &gy fO?HQJQ%QWE Qﬂl%&%ﬁ%qgwgﬁOCQ%%%§;Of
of the cache 104 and request delivery of data into the
fi13ing 2008952 9E PPETVUI8R004/ 007655 cache 104 can
reduce or elimnate penalties associated with a first
[00®&dhe adtigss 4riiss.a Forowshamsl &hoa ipygode Psort ibr0 afar

process of filling a memory mechanism.
10 [0006] FIG. 5 is a block diagram of a system including a

coherent lookaside buffer.

DESCRIPTION

[0007] Referring to FIG. 1, an example system 100

15 includes an external agent 102 that can request allocation
of lines of a cache memory 104 ("cache 104"). The external
agent 102 may push data into a data memory 106 included in
the cache 104 and tags into a tag array 108 included in the
cache 104. The external agent 102 may also trigger line

20 allocation and/or coherent updates and/or coherent
invalidates in additional local and/or remote caches.
Enabling the external agent 102 to trigger allocation of

lines of the cache 104 and request delivery of data into the
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share data in a nmenory 112 with the external agent 102
and one or nore other external agents (e.g.,

wo puodaat put (1/0O 5 devices and/ or ot her proRPEEES208)/007655
and incur a cache mss to access data just witten by
anot her agent. A cache managenent nechani sm 114

cacﬁhr;lenﬁrbatlg%arg']rdé; lhc% lo%ltigw%n%?gee%%iaét?%@ta%sg%ita%ed with

mc a prefetch of 'the data on of t
rocessor, 110 by tri.ggeri space al |l ocation and
& FETGATY T6 TG { RO TSRNG4 dnd T Gty Heip o2
reduce cache m sses. Cache behavior is typically

shaney figia dit & PYIREY pPriceddddy HhrD e XK SRiirdy &9t & and
t he manager 114 enabl es cooperative nanagenent of

onesecinfdns cadier @avtamedr paemntansfeercs it drenttairseput (I/0)
performance of nenory-based nessage 15 communi cation

dehetaseemd Awxr agerdrs prijfoe ssnagerantl 4 rearnr e cacsed ntigs to
conmuni cate receive descriptors and sel ected portions

acfsd erala g ud figris et dydesicmired gymcesgorcddram a
network interface. The manager 114 can al so be used to

nadBJUnfBrAe rfdig £08m af1 4 NelarRIRGE SIS )0l 1S Y @8 ernal
20 nessages. The processor 1I0 may, al so include a

L far j
T Ranager e THEY DGH Fies e TEF Al Toue T o the
0 to, data fill at .th he 104 .
or a0 Wer e i A o 1T Barr AR S, (1 (. Ao
into, witing data to, or otherw se 25 storing data at

datyhd ndge drel 08 Chicor! Gk afsl &hegfedy P Faf 0 0ABF5291
PCT/ US2004/ 007655 processor 110 generates a request
misfsgrs .datCadte ddhocritdmon-g riypically transparent to the

processor 110, A manager such as the manager 114 enables
cooperative management of specific cache and memory
transfers to enhance performance of memory-based message
communication between two agents. The manager 114 can be
used to communicate receive descriptors and selected
portions of receive buffers to a designated processor from a
network interface. The manager 114 can also be used to
minimize the cost of inter-processor or inter-thread
messages. The processor 110 may' also include a manager, for
example, a cache management mechanism (manager) 116.

[0008] The manager 114 allows the processor 110 to cause a
data fill at the cache 104 on demand, where a data fill can
include pulling data into, writing data to, or otherwise

storing data at the cache 104. For example, when the

3
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a main menory 112 ("nmenory 112"), and the processor's

110 access to the nenory |location msses in the cache
waeb4/099221 cache 104, typically using the nmanaper/usid4/007655

can select a 5 location in the cache 104 to include a

copy of the data at the requested |ocati on in t he

%ﬂg% ﬁ%& ]Qgﬁﬁﬁg t
prt e cont ents !IS rgaques e I%éé:at(?dgtn e se CJ{:EG)C;

| ocati on nay. al n cac resentin .
2 AT G e o e or A oL %@ra%ce%socreds O
victim zed, by the newy allocated Ilne In the
ACehE&HIR 9t OTHHF SrRCHUI FHeR&S o s%}‘ﬁ RCRel 04, the
request to the nenory 112 may be satisfied froman

ca%tg%rﬂt(ﬂbt Heypidranl v tursl e vy Mermoesiuchl s @Iprovkasiora
cache different fromthe cache 104. 15 [0009] The

logmniagerird Itherenadiesd & [ow el wld er madpyagenhtthad @ata at
trigger the cache 104 to victimze current data at a

thd oeafiddtdd Idheatciaahe nlGhsalaadgd 1 t4hel cashie Wi dryuest

di scarding the contents at the selected | ocation or by

to Wfﬂé Ihd N content sl 5&%&@&@%@%@%@@5%@% to
the 20 mam)ry 112 if the copy of the data in the cache

I
Lo ed 1 THE Rerer TR ThY CAENE ThABGS Sk
t t t eback t but
L LY Sl
delivering a request to the cache 104 to store 25 dat a
digml aqRec fthe” g4 mizsd. exXahpie nHe e lerdrdtagyentneo2 In

4 WO 2004/ 095291 PCT/ US2004/ 007655
the example of a coherent multiprocessor system, the request

to the memory 112 may be satisfied from an agent other than
the memory 112, such as a processor cache different from the
cache 104.

[0009] The manager 114 may als; allow the external agent
102 to trigger the cache 104 to victimize current data at a
location in the cache 104 selected by the cache 104 by
discarding the contents at the selected location or by
writing the contents at the selected location back to the
memory 112 if the copy of the data in the cache 104 includes
updates or modifications not yet reflected in the memory
112. The cache 104 performs victimization and writeback to
the memory 112, but the external agent 102 can trigger these

events by delivering a request to the cache 104 to store

data in the cache 104. For example, the external agent 102
4
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may send a push conmand including the data to be
stored in the cache 104 and address information for
w0 b4de2ar avoi ding a potential read to the nReDU§204@7655
before storing the data in the cache 104. If the
cache 104 already contains an 5 entry representing the

may, 486 PO ERA ERFeP AT A36H: %Shgﬁ%ﬁgotgsﬁgﬁfg%ah n

does_ not aIIocate a new,| acati nor. do
theyreehfi 284 aﬁ?dcééﬂéeéﬁnF8%P§ma%ﬁ§Pe£8r ?ﬁg dakRe fggiding
uses the location with the matching overwites

a pphkentdadoreaspbrdichs BERATW A2t Re faéﬁaSE%H@a fhgndata
the external agent 102 and updates the corresponding

in theheakhee 1§tat e Ifl htha cehberenb4inalreprycesssaisyseam
caches other than cache 104 having an entry

enteQr reppesenmd nyo thke 1beeativan inndenatgd 10ibn thhé pesh
request will either discard those entries or 15 wl|

1ndlif?cg%te%i tiRemne thishhecpushed rédatatanderewrabat aget 102,
order to maintain system cache coherence. [0010]

theE%%%k'nqoﬁh%ogét% opaly %g%%Eelgan% ﬁbbgggbnlhg% does it
ocat ion by the cac ['e enabling the

., _pr.ocessor 110 .to se,a fill the c 4
Vlc%éﬁ&ﬁ& 6§§i§a§PF ﬁ?n ] Fﬁporggﬁgeéafat%%u%%C%% 191 Eses
critical new data, to selectively be j
thetéﬁﬁ@ﬁ&ﬂnywéﬁ@sépet8aFﬁ@lﬁﬁo$§§soPfo@rl%théh@ache
104 and thus inprove processor performance. Line
corglelspeadiioy dgémerdithy thef s ar HusderodHiciy tél@n@X&@ré’lail
of selecting a line to victimze in the process of
ageexedii rmgda vpache sf ithle 2B ropspaniding weichieng ine state.
victim zed cache contents to a main 5
In a coherent multiprocessor system, caches other than cache
104 having an entry corresponding to the location indicated
in the push request will either discard those entries or
will update them with the pushed data and new state in order
to maintain system cache coherence.
[0010] Enabling the external agent 102 to trigger line
allocation by the cache 104 while enabling the processor 110
to cause a fill of the cache 104 on a demand basis allows
important data, such as critical new data, to selectively be
placed temporally closer to the processor 110 in the cache
104 and thus improve processor performance. Line allocation
generally refers to performing some or all of selecting a

line to victimize in the process of executing a cache fill

operation, writing victimized cache contents to a main

5
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WO 2004/ 095291 PCT/ US2004/ 007655 nenory if the
contents have been nodified, updating tag information

wa eoon@dd2ect a new nmai n nenory address sel ect edP@lUS1004007655
al | ocating agent, update cache line state as needed to
reflect state information such as that related to

mem“o@'r}} %%3%065 c%fnqttaet%éc%agﬁ%g%c%@%ﬁf e %gl,;ﬁ ﬁﬁt@ﬁ% the

cor’r espondi nNg e cac e new

., Mdata issued b he . requesting agent. [0011] The .data

0 5 A b e Tior TS Geier IS Je TS (5 1 ed By
cache 104 as "dirty" or "clean." If the data is 10

thej@lihpgadd ngs afigitly, UKEteadRehrod igsdated s ke msrsisf to
112 with the current value of the cache data

re fleprte seérttieng rtframa timmospdho e itéve twred atesl [tneryigeback
eventual ly victimzed from the cache 104. The data

or Ay dichecdigirdraes keeh mapdiafdied; thye tdve yersgeessiorgy data
110 after it was pushed into the cache 104. 15 If the

bl ar sdeldamerediash deament Rt 2 iRehanissmwider
than the cache 104, the external agent 102 in this

:ﬁféasrgql £al update the nenory 112 with the data.
eIh rtyrfg, “of sonme equi val ent state, indicates that

o ARG LRI 1 oy e drosleg SR Eann oAb
Lo BUAEH D8 Ul TN AR IS, WLt v e gRUR
coherent systemthat responsibility may be
deliiregrgeraediig v difts dshie dddherda tafartheadiierry 112
request, for exanpl e when another processor attenpts
wittho tird teitrertthata 125 dfoddtd errdhe tdedarsrapneskrting that
memory location when the line is eventually victimized from
the cache 104. The data may or may not have been modified
by the processor 110 after it was pushed into the cache 104.
If the data is delivered as clean, then a mechanism other
than the cache 164, the external agent 102 in this example,
can update the memory 112 with the data. "Dirty", or some
equivalent state, indicates that this cache currently has
the most recent copy of the data at that memory location and
is responsible for ensuring that the memory 112 is updated
when the data is evicted from the cache 104. 1In a
multiprocessor coherent system that responsibility may be
transferred to a different cache at that cache's request,

for example when another processor attempts to write to that

location in the memory 112.
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6 WD 2004/ 095291 PCT/ US2004/ 007655 [0012] The cache

104 may read and wite data to and from the data
woreemn9s22406. The cache 104 may al so access t heP@EHYS2004/007655

array 108 and produce and nodify state information,

produce tags, and cause victimzation. 5 [0013] The

er 1 §%gpl H[hedN Bt |
[Ooglig cegﬂ{;oer acﬁcg{evila he czfc e 1362{ \%ﬁé %h(ﬁagggg]ofand from
reduycin acc | at ency for critical portions of .the
they %7é%&qry S@fﬁl 0 eacccaecglseegdflji FEY Foort idnesS the tag
accessed frequently, ortions accessed conti guously,
arrgye )08 e dacsres aé@ﬁﬁtodféymfa&@ IS T P T uce

to a recipient of the data (e.g., at the cache 104)
taggnd arel e resisdgimigaddstn for the reci pi ent.

Reduci ng the anmount of tinme the processor 110 spends
[0t | ethed uex texr redinpetdred XS sendameamciteasenation to the

processor performance. If the system 100 incl udes

prdBddddqd e 11b waches ddwcdramagen il Hmy my law Adicing
processor 110 and/or the external agent 104 to

acdavest: dide @l ecatd;on i AR ofldndladtie @ches.
Al'ternatively, only a sel écted cache or caches

po r{atre)igoer‘l &% %erées %1 r% t,a p%nﬁq: it%tr&e 3 cg%qcsréee% tﬁl%z:huce en’ t ny dr

ropriate ac ions tomaintain ¢ e coher

xanpl e 20 by updat,ing or, discarding.entries
oo R A T3 (DA AP L Satdroad Tt e 5fsh 2gent
request. [0014] Before further discussing allocation
10%Aelcifer g 4 USISRF &P S t&TRI et Hhfe Béheift -/
in the system 100 are further described. The el enents
at ithe e dystldfi) 16 aedices messaging cost for the

recipient. Reducing the amount of time the processor 110
spends stalled due to compelled misses can increase
processor performance. If the system 100 includes multiple
caches, the manager 114 may allow the processor 110 and/or
the external agent 104 to request line allocation in some or
all of the caches. Alternatively, only a selected cache or
caches receives the push data and other caches take
appropriate actions to maintain cache coherence, for example
by updating or discarding entries including tags that match
the address of the push request.

[0014] Before further discussing allocation of cache lines
using an external agent, the elements in the system 100 are
further described. The elements in the system 100 can be

implemented in a wvariety of ways.

7
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25 inplenented in a variety of ways. 7 WD 2004/095291
PCT/ US2004/ 007655 [0015] The system 100 may i ncl ude a
woamosRIBYyst em  conputer system a hi gh i nt eBCHUSZIN4/007655
I/ O subsystemon a chip, or other simlar type of

comuni cation or processing system [0016] The

[ooef‘ster?r% s ! 1%0‘3% NGl Hdgan | {d th%%‘ﬁ st

net WO I n ace ocessor, or ot hanl sm

bl f t th th h dth
consrYy ¥ oo g Lok /B ERed sl eus & oni,

used to transfer data |nto and/ or out of a conputer
or efdyeamsifgder tpe ke ICat Horc IOFd @ TR GRSFImy System.
nechanlsn1capable 10 of bridging a nmenory accessor
[000&]g. ,Thehepraovesls g ent0)l Gihcbara igraialfe adevi /e dgvice, a-
mai n nmenory (e.g., the nenory 112). The cache 104
netiwqlkcaldhedfas-eg faa@i:rej’cemsmss o g hiehrametdhe niesrm capable
menory. The cache 104 may include a nunber of |evels

of VWhmUBEdNGEE th ded caled aaehend e mors, NEMIY 1/0
bank, or 15 other simlar nmenory nechani sm The cache

devﬁ%‘%{%&éﬁl‘ﬂﬁ i ddependent echanj $PQIsRE data into

reserved section of main nenory.
structians and data are ically communicated to
%zaffrghw & cache 104 |n E%ﬁgcks A block generally

refers to a collection of hjt tes 20
O e b er A & SRy Sisetige cxpebie
i nclude any nunber of mords and a word may incl ude

of ridelimiserd genEint fGEe IRATes(e [Do1FheTRF FAE gft0) and
data nmay include data of one or nore

a storage device or main memory (e.g., the memory 112). The

cache 104 typically has a faster access time than the main
memory. The cache 104 may include a number of levels and
may include a dedicated cache, a buffer, a memory bank, or
other similar memory mechanism. The cache 104 may include
an independent mechanism or be included in a reserved
section of main memory. Instructions and data are typically
communicated to and from the cache 104 in blocks. A block
generally refers to a collection of bits or bytes
communicated or processed as a group. A block may include
any number of words, and a word may include any number of
bits or bytes.

[0018] The blocks of data may include data of one or more
network communication protocol data units (PDUs) such as

Ethernet or Synchronous Optical NETwork (SONET) frames,
8
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net wor k comuni cati on protocol data units (PDUs) such
as 25 Ethernet or Synchronous Optical NETwork (SONET)

w0 p@a®s298 WO 2004/ 095291 PCT/ US2004/ 007655  PCT/US2004/007655
Transm ssion Control Protocol (TCP) segnents, |nternet
Protocol (IP) packets, fragnents Asynchr onous

T f AT ) f :
e
escrlptors A5 descrlptor i s %&dat struct

Profppodal iy REGERGTy WAFCHSR " SseRddPCBF CHORSsdgusge Mode

packet such as an external agent 102 may use to
(ATMOmegdileat @ncnfer retitén @ﬁo@@rﬁﬁénﬁe§§§§@q§r DUThteo a
reci pi ent such as processor 110. Descriptor contents

blowky iofcldade baty duethetrr Hinclvee teschapitosst.i od(s) of
the 10 buffer or buffers containing the nessage or

despatkelor tike a runhers tafudiytres tiypitche Igufihemesipry which a
identification of which network port received this

sen@%&k%EBae&k%%ab%dea%me%tE%%ch Q0L9] ekhe réhatia SR V.02
106 may include a portlon of the cache 104 configured

mayt %s%t UL L ”%%'f%?gl@%&%%e dpfremehs mRig A ¥ PDU

% Ke nmenory The tag array 108 may
nc ude .a ort n _of the cache 04 configure
to §t§€§%ﬁi§q %&FF ﬁrOfﬁg taglle % scﬂi té% contents

i“rif or et on
i ncl ude. an address field.indjcatin . r
mayh RGeS S e Bt L e LBor sggﬁ&itﬁé’“o‘aﬁ LS
entry in the data nenory 106 and state |nfornat|on for
bufifise oo luddissvd io9g tadd nehtthy, Messegsl 0, PSCAeE

information refers to a code indicating data status
nundeeh ofs bydlaisd,in the buffer(s), identification of which

network port received this packet, error indications etc.
[0019] The data memory 106 may include a portion of the
cache 104 configured to store data information fetched from
main memory (e.g., the memory 112).

[0020] The tag array 108 may include a portion of the cache
104 configured to store tag information. The tag
information m;y include an address field indicating which
main memory address is represented by the corresponding data
entry in the data memory 106 and state information for the
corresponding data entry. Generally, state information
refers to a code indicating data status such as valid,

invalid, dirty (indicating that corresponding data entry has

been updated or modified since it was fetched from main
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invalid, dirty (indicating that correspondi ng data
entry has been updated or nodified since it was

w0 edoghestof rom main 9 WO 2004/ 095291 PCT/ US2004PODVS84/007655
menory), exclusive, shared, owned, nodified, and other
simlar states. [0021] The cache 104 includes t he

33[#%‘5@%“%3{?%*@3&%' e e e R 2y 106

dr the d a nmenory 106 and the tag array 108 may be
ry mechanisns. |If the data nenory 106
and the tag array 108 are separate menory nechanlsns
[0GHdn "thfe Bfdife T infldss ithe i @asF d<t4 fd may
appropriate one or ones of the data nenory 106, the
inalaglel @ arimeyl el 08moayd Tetvd areisay ém clliglinon R dpfe memory
manager 114 may include hardware nechani snms which
10 enparshe aguie stredh vaddrée sse s Heo daags mettetrgctl 0 tandarithe tag
m sses, provide read data to the processor 110,
ardBEEME maW idee B fie0 Mt P ReessAlsmkl0, Imrage data
cache line state, 15 and support coherent operations

men{dkg{ﬁﬁ%o% L AGERES8S 40 1 TRV b398 St

si

t he processor 110. The manager "114 al so incl udes
hani.s . Q t OYS g
g Crlell%na ngcélee fg‘fo d&g{%grr&noglger g’lf%caiglscaﬁﬁj tgéc;gfa%e the

oo TSP SRS 2 el g e £, 7

accessible to the processor 110 Such software nmay
argmbvitfe el dhcomenagisch ldst -cache initialization,
cache line invalidation or
[0022] The manager 114 may include hardware mechanisms

which compare requested addresses to tags, detect hits and
misses, provide read data to the processor 110, receive
write data from the processor 110, manage cache line state,
and support coherent operations in response to accesses to
memory by agents other than the processor 110. The manager
114 also includes mechanisms for responding to push requests
from an external agent 102. The manager 114 can also
include any mechanism capable of controlling management of
the cache 104, such as software included in or accessible to
the processor 110. Such software may provide operations
such as cache initialization, cache line invalidation or
flushing, explicit allocation of lines and other management
functions. The manager 116 may be configured similar to the

manager 114.

10



flushing, explicit allocation of |ines and ot her

managenent functions. The nmanager 116 nay be
weoohiogeeed similar to the 25 manager 114. 10PGNDUS2004/007655

2004/ 095291 PCT/ US2004/ 007655 [0023] The processor

110 can incl ude any processing mechani sm such as a

B VIR U Lo S A ndf.qi’f*%ual
r Th 110
me QA BRL G- "GP BUARSSE B aRdd B s g OB L9
other simlar type of processor. [0024] The nenory 112
unigan(GRBI-udEPEnPrCEsEGE tehaivs nc n&s G e

menory 112 include random access nenory (RAM,
inddyriaiviad RAMCEDRAYS,. StTite @ TRAMS(ESRAMLO maa/slmmlnmey
10 tapes, disks, and other types of simlar storage
5 neﬂmnham’msso'lihe ameyrenrey a1l 2 urpo sen @mbeel dene tstaareager, or
mechanism e.g., one RAMchip, or any conbination of

ot OrAGE IBCRAYSBE rcdbassdrll ti pl e RAM chi ps
conprising both SRAM and DRAM [0025] The system 100

od%1 ustal ethod $-31p 'Jdrﬁ%ﬁ@fu@@%f%téﬁaﬁ%%ﬂﬁ}n

e system 100 may I nclude nore or Tewer ‘elenents

such as %ﬂ%] ,
x ?TLDrsl eosfoncgl eénger %bf%f er sm%get 6]‘%) ri ézscgséess emory
chlpsets . hetwork interfac h chani snms
(RAY)gp | SRP A Y] $é§¥@Wn515§§éhg§§P ¢ﬁ§%ﬁgcgﬁi ISRy -
(buses, mnreless |l inks, 20 etc.), storage controllers,

10 tapafd otifds siafd athefpeyRss off eightled FHOTRER mechanisms.

included in a system such as a
The memory 112 may include one storage mechanism, e.g., one

RAM chip, or any combination of storage mechanisms, e.g.,
multiple RAM chips comprising both SRAM and DRAM.
[0025] The system 100 illustrated is simplified for ease of
15 explanation. The system 100 may include more or fewer
elements such as one or more storage mechanisms (caches,
memories, databases, buffers, etc.), bridges, chipsets,
network interfaces, graphics mechanisms, display devices,
external agents, communication links (buses, wireless links,
20 etc.), storage controllers, and other similar types of
elements that may be included in a system, such as a
computer system or a network system, similar to the system
100.
[0026] Referring to FIG. 2, an example process 200 of a

25 cache operation is shown. Although the process 200 is

11
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conmputer systemor a network system simlar to the

system 100. [0026] Referring to FIG 2, an exanple
w@e@eesrIP00 of a 25 cache operation i s shownPCT/US2004/007655

Al t hough the process 200 is 11 WD 2004/ 095291

PCT/ US2004/ 007655 described with reference to the

des%rejtqﬁég Soidielded dnd e, gxanml g, %’Hcllﬁgdegcg ni;rl Ghe

i'S or a'simlar process, includingt

nore, or fewer. ele , freaqrgani zed or, .not, may be
45 T T 1 Ho Ty St 100 BT 1P o HaF L TGS
. system [0027] An agent in the system 100 issues 202 a
inglaylidst therf@ngyeMOr Gef relVa HSMe N equedqgpnized or

agent, may be the external agent 102, the processor
notylgrasorbammtimreggentn e swdtemeddplar dits assiior,

the external agent 102 is the 10 requesti ng agent.

sinjidOA8]syldteenr.equest for data may include a request for
the cache 104 to place data fromthe requesting agent

(000110 the agacheinlOde ThestQAUESE TBYudEe 20 4 esddiie Of .

an operation such as a network receive operation, an

Thd /43ddPUlpe A8l 16 I of '%dégﬁrnfgra%%ﬁ?’gg%ﬁsﬁ%g&e

or ‘another simlar operation. [0029] ( ,
exiqBIEE e P uh bl SEORgEL A lho, G6l g DAL 1o
Snig) AR ST O ey D & TRy oy The 30
rec;:gﬁl;}e%nlgOtgaerhdt.checki ng the tag array 108 for the
[0028] The request for data may include a request for the
cache 104 to place data from the requesting agent into the
cache 104. The request may be the result of an operation
such as a network receive operation, an I/0O input, delivery
of an inter-processor message, or another similar operation.
[0029] The cache 104, typically through the manager 114,
determines 204 if the cache 104 includes a location
representing the location in the memory 112 indicated in the
request. Such a determination may be made by accessing the
cache 104 and checking the tag array 108 for the memory
address of the data, typically presented by the requesting
agent.

[0030] TIf the process 200 is used in a system including

multiple caches, perhaps in support of multiple processors

or a combination or processors and I/0 subsystems, any
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address of the data, typically presented by the
requesting agent. [0030] If the process 200 is used

WO p00a/0%328t em i ncl uding multiple caches, perhapSI/U82004/007655
support of nultiple processors 25 or a conbination or
processors and 1/ 0O subsystens, any 12 WO 2004/ 095291
RPCT/ US2004/ 007655 r ot ocol, . e far. chegki

protthoecorL'iuIniaiyplbéa clzlascehdesﬁoa{:né:%er%clln ait%engn%gﬁcla%eer ec%&%%gqgand
version of each nenory address, Th cache 104, ma

ma hecHE Ko % RIS TESto MR Wit e ARIRESs BT it The
requested data in a cache's tag array to see if the

caqiwt 4 08 savt kit Eddhss $hiadd paspdedtiod aHdthdihe fdfress of

and/or if the data at that address has been nodified

thd nreapwsterd cedle.irFar eyl taan dmed] sl \age sitfattdie data
may indicate that the data at that address is

at ielwdedi@ysy i i waehd heingg lelreceethe dral/ @anatihethe
exanpl e, a "shared" state may indicate that the 10

datdata Mgt Reiddd uded Hrptndgasteone elhhaachaand

that the other caches nmay need to be checked for nore

Fofl@'ga?rgvtle dadtna 'ké cq_ruesj%{%e' %%%Stn{ iqgﬁrga’d@yc}{aeé Cﬂ'he data

t he quésted at a. erent processors and/ or
I./.O,subsyst ens. ma us (%he sane qr_different .
at (A niES For % r%‘c%‘ﬁge a5 Jﬁlp%gtel g cglaec %eejtnardgsc.hec}{ed'
Wien data is delivered into a cache at the request of
ForRrafeh A% dghfy, & hS e e Bé€ davi véreda it'd'ane e
or a multiplicity of caches, and those caches to
datghinightthaddre iuatbtinegd il@adty @ iakdead qamhe and that
invalidate or update nmatching entries in order to
theargititeai magystemay need to be checked for more current
data before the requesting agent may fetch the requested
data. The different processors and/or I/0 subsystems may
use the same or different techniques for checking and
updating cache tags. When data is delivered into a cache at
the request of an external agent, the data may be delivered
into one or a multiplicity of caches, and those caches to
which the data is not explicitly delivered must invalidate
or update matching entries in order to maintain system
coherence. Which cache or caches to deliver the data to may
be indicated in the request, or may be selected statically
by other means.
[0031] If the tag array 108 includes the address and an

indication that the location is wvalid then a cache hit is

recognized. The cache 104 includes an entry representing
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20 coherence. Wi ch cache or caches to deliver the

data to may be indicated in the request, or may be
waedoeoreo statically by other neans. [0031] [|PCT/O820040P7655

array 108 includes the address and an indication that

the location is valid then a cache hit is 2

5
recogni.zed.. The cache 1 i ncl u a n
end SN 151258 3004 G0ssbh Bt ESDGRFOGHEE % he
| ocation indicated jn the request, and the external
AT e 2L L e R (5 RE DR L0 f e i1 Eing the
overwiting the old data in_the cache [ine, w thout
oldhédadiang 1t ¢hE csichegliig@at & i hogdatieading thee fdadte
104. The external agent 5 102 may push into the cache
allrChtsore locaglilonofint Héiedateahehbdilg c Geusizdatrad It gacnd
processor 110 through shared nenory. Only sone of the

1020 ad=y mayshbd npids @ icalahe @ dcache o041 1f arf etanplata
if the requesting agent nmay not imediately or ever

beiRRf $Onilun il tele attde R0 @102 tHdRiiHe red

interface m ght push a receive descriptor and only

| ead] t Fql%q]!g haad
me##&dr m%l%.%?r%kgﬁe%% g’?j% %%é};r%%s 02 i ? plushi re%leorﬁayChe
104 R oRe R eh o & ot oistiod s Boeadt S0t fer

ich are not™ p € i nst ea ten by

~ the external 15 agent 102 .into .the nor 12.
ImngsaELY é?fyq‘f&éa%% i e B oa i S @
caches which represent those locations in the nenory
netex ydintesf ase tHehdx farsiala ggemiveloe sainyer and only

i nvalidated or updated with the new data i n order
the leading packet contents such as packet header

information. If the external agent 102 is pushing only
selected portions of data then typically Fhe other portions
which are not pushed are instead written by the external
agent 102 into the memory 112. Further, any locations in
the cache 104 and in other caches which represent those
locations in the memory 112 written by the external agent
102 may be invalidated or updated with the new data in oxder
to maintain system coherence. Copies of the data in other
caches may be invalidated and the cache line in the cache
104 is marked as "exclusive" or the copies are updated and
the cache line is marked as "shared."

[0032] 1If the tag array 108 does not include the requested
address in a valid location, then it is a caché miss, and

the cache 104 does not include a line representing the
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to mai ntain system coherence. Copies of the data in
ot her 20 caches nmay be invalidated and the cache |ine

w0 poothes2eache 104 is marked as "excl usive" orPE€TES2004/007655
copi es are updated and the cache line is nmarked as
"shared." [0032] If the tag array 108 does not include

re%@gs{ &Uféée?@mﬁ df'ﬁergérn?f‘yali’ lid ﬁ% i 00, gLheg uéaeézlze

CaC e m SS, e CaC 0oes no I NC
t the 14 004/095291
10bers e”%%%a%i%%s%’fd@h%eg?nao%elfn%fm?@laa‘ﬁs

In thls case the cache 104, typically via actions of
("#hECrarger A1¥nSetcle 2@ obdd o5 )WRiFh nko Plape the

cache 104 in which,to place the push data. Allocating

pugh cdetre- | |A\bl¢¢@¢msas@¢@@¢|hzgn@ Bi¢bedes opelecting a
determning if that |ocation contains a block that

lotdel orac hde 1ddnisi nespbnshdt el doat iwn tecogtdoack 4 dbidek that
menory 112, witing the displaced (or "victin) data

thé ocddiee NEIDrys ddZoddsSole upsiath Ao iMe Bagk of ot fige memory
selected location wwth the address indicated in the

112,9%‘1?13@1[?%%1% tdy appropyi at£ 1P caghe |dé‘i§a3tt,<§‘t@heaﬁ€mory

mwltlng e data fron1the external agent 102 into

LSS RN PG O BRI e

The ache 104 ond to the re f t he 15
the, AT TS AJEHCATE by Sete T 206" FPFTHRCS
cache 104 (e. o in the data nmenory 106 and in the

caghg %Jef}ﬁ)rixtafe%) 3R YheFirle W oRtoriioe te £xteral

sel ection nmay be call ed
agent 102 into the location in the data array 106

corresponding to the selected tag location in the tag array
108.

[0033] The cache 104 may respond to the request of the
external agent 102 by selecting 206 a location in the cache
104 (e.g., in the data memory 106 and in the tag memory 108)
to include a copy of the data. This selection may be called
allocation and the selected location may be called an
allocated location. If the allocated location contains a
valid tag and data representing a different location in the
memory 112 then that contents may be called a "victim" and
the action of removing it from the cache 104 may be called
"victimization." The state for the victim line may indicate

that the cache 104 is responsible for updating 208 the
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all ocation and the selected | ocation may be called an
allocated | ocation. |If the allocated | ocation contains
wW@20020932a1 i d tag and data representing a diffeP&nuUsS2004/007655
| ocation in the nenory 112 then that contents may be
called a "victim and the action of renoving it from
. | "viGtiqn jon... Th
o e 1o TRk T T4 e rely 1o s 4 P E PR Bl Erom
104.is.r onsi.bl e for updating 208 the 15
Ehe ohkr oYE 2o P ISR FEHr S pdht #9- | ocat i on
in the nmenory 112 with the data from the victimline
[OQdieh tHBE FRfee gb?d OF cti®i Seteridbsagethel dachay 102
or the external agent 102 may be responsible for
regipriad ke tier nepbr yind 2the thendiey nelw datteh Bhoustieddaa
the cache 104 fromthe external agent 102. Wen
pughusdhi thy tew catlee i T4 fien caoh e ek nab hmyenc el @houl When
typi cally be maintained between nenory nechani sns in

puditeng Sysk efatd hentachee 10dcend ddhe damrandd 2shautidi s
exanple system 100. Coherence is naintai ned by

typHdat 1 NG ANy, gthernd® 1$op&es, Hedd, 'Tﬁ’éjci:ﬁ&iir?lﬁsrgétﬂ% the

residing in other nenory mnechanisrs to reflect the

¢ sy > %ié,f i% icoa{lcche %(?4 i% %&b@r}?édﬁw&o% iltaﬁ SJIhrgtri?hiQ é;@fmple

r mechanisn(’s i hval not

ropriate, state, updating the ofher nechanisn(s
svarth T i St moth e AR ey bk otner
marked as the 15 owner of the data and becone
COREHosi Pre N biRftdakp 2288 14 Y ghorihan GReRY t he
new data. The cache 104 nmay update the nenory 112
me it she extrghlclagem 1o hushelonshe elag a by changing

its state in the other mechanism(s) to "invalid" or another
appropriate state, updating the other mechanism(s) with the
modified data, etc. The cache 104 may be marked as the
owner of the data and become responsible for updating 212
the memory 112 with the new data. The cache 104 may update
the memory 112 when the external agent 102 pushes the data
to the cache 104 or at a later time. Alternatively, the
data may be shared, and the external agent 102 may update
214 the mechanisms, the memory 112 in this example, and
update the memory with the new data pushed into the cache
104. The memory 112 may then include a copy of the most

current version of the data.
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to the cache 104 or at a later tine. Aternatively,

the data may be shared, and the external agent 102
woreop4lopitat e 20 214 t he nechani sns, the nmenory BARUR004/007655
" this exanple, and update the nmenory with the new data

pushed into the cache 104. The nenory 112 may then

i.nclu a co of the st rent version . of the
104, B B 0 a1 o SR e A GO dFes” 0ETS FHeraY
cache 104 updates 216 the tag in the tag array 108
10§ don kéevivdiatnide®d doaatarintitt A& caddidesss iin Hde
menory 112 indicated in the request. [0036] The cache
ment(4/ dy beddlged e imepltececsz2l@sthe 5 contents at the
victim zed location with the data fromthe external
[0CagANt THRR.cddhd N pmeceIsoradli) tsuppgrliissca Tk hghe
hi erarchy, the external agent 102 may push the data

corltir ORE tOle ROIE InBVRIS 10fcdthercache. Mgy alehy ,from the
typically starting wth the outernost |ayer. 10

ext[Seg%i%é% Refgrnigng t a FliGe 3 RRAUNST 19RRYH IHACESSache

a cache operation’is shown. The process 500
descri be

i AR 30 AL ST SESPRR0S 0 9SPSR Y ono

Al t hough the process 500 iis described with reference
o T Wikt its HRCIRREE e o1 o ki Sy 1 U 1009
of FIG 1, this or a simlar process, including the

witdpde yermasty d@eietel ements, reorgani zed or not,
may be performed in the system 100 or in another,
[0 | dRefoystigrg to FIG. 3, another example process 500 of

a cache operation is shown. The process 500 describes an
example of the processor's 110 access of the cache 104 and
demand fill of the cache 104. Although the process 500 is
described with reference to the elements included in the
example system 100 of FIG. 1, this or a similar process,
including the same, more, or fewer elements, reorganized or
not, may be performed in the system 100 or in another,
similar system.

[0038] When the processor 110 issues a cacheable memory
reference, the cache(s) 104 associated with that processor’s
110 memory accesses will search their associated tag arrays
108 to determine (502) if the requested location is
currently represented in those caches. The cache(s) 104
further determine (504) if the referenced entry in the

cache(s) 104 have the appropriate permissions for the
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[ 0038] When the processor 110 issues a cacheabl e
menory 20 reference, the cache(s) 104 associated with

wo bat/op2ocessor's 110 nenory accesses W || seBeTS2004/007655
their associated tag arrays 108 to determ ne (502) if
the requested location is currently represented in

t hose caches. The cache 104 , further detern.,ne
re?%%% © facfcheesﬁ”efi?%n%}é#%n? r:ﬁ/f itnh% hlelrﬁes J%:Saclhré(%}}e 1%)04rreCt

have the appropriate perm ssions for the 17 WO
CO%‘@?%Q—%’%@%F‘@?M@O@ 007655 LU Ut S TR - f of & the
exanple if the line is in the correct coherent state
Llogatign ok e te ¥rdnm 3 huprgteksorer gseiesd | beahorcache
in menory 112 is currently represented in the cache
104 Ghcarthshashe helghighteperss ssonsthamen thiff tls idetected
detected 5 and the cache services (506) the request by

andrine diathdadarvice Or (3EEepiise dedpud$Om} herdr Ddeseafata

on behalf of the associated location in nenory 112.

to ldr the-dR9s ddrd agrdi raYe Q& ddlicale a1t her the

requested location is present but does not have the

Lot o eai h 4

oo QIPLORLA PR P S8] el o Cohe FIROSL s oy

108 iR R TS FAN N Sotniod o fefSandut does
that the requested |location is not in the cache, a

not e the RATCRER EARPITHS TRINY ndtfadeicha Mygger 114
all ocate (510) a 15 location in the cache 104 in which
obtalpt aced Phetlirevie 1ghie, Pemii g s katfuesioy SEEMp e Rat a
frommenory 112 with appropriate perm ssions, and
obtuguioni i et pu{i5iet ) owifetdlei watfa thid | lipleaceo as to enable
writes into it. If the cache 104 determines that the
requested location is not in the cache, a “miss” is
detected, and the cache manager 114 will allocate (510) a
location in the cache 104 in which to place the new line,
will request (512) the data from memory 112 with appropriate
permissions, and upon receipt (514) of the data will place
the data and associated tag into the allocated location in
the cache 104. 1In a system supporting a plurality of caches
which maintain coherence among themselves, the requested
data may actually have come from another cache rather that
from memory 112. Allocation of a line in the cache 104 may
victimize current valid contents of that line and may

further cause a writeback of the victim as previously

described. Thus, process 500 determines (512) if the victim

18



10

15

20

25

the data and associated tag into the all ocated

| ocation in the cache 104. In a system supporting a
w@bkawnadizoy of caches 20 whi ch mai ntai n coher enPEI/HIWNY007655

t hensel ves, the requested data nmay actually have cone

from anot her cache rather that fromnmenory 112.

Allocatjaon .of .a l.ine in the cache 104 ma ictimze
FeErrent® vwaﬁliqcoe bcao%}f ent's of tHat I1e|rnfcleoranhsd %”/r%ly[y)f ur t"ﬁ%lrtebaCk

cause a witeback of the victimas previously 25

Of J¥ MRS, L o des NERF et er m nes (512) if the
victim 18 WD 2004/ 095291 PCT/ US2004/ 007655 requires

[OQBr i tRpeRKEIRMAEP FFED, perd RTACTTIH0G shovbaek 2 of
the victimzed line to nmenory. [0039] Referring to

thftG,1ihg angurieoessn 300l shows dedeaninehrdi |ifgvhen the
mechani sm hel ps to determne 302 if/when the 5

extedrernalgeage mo 21 Qzh yreyu gustn iatim i tith d hea@ae 0 404. The
The throttling nmechani smcan prevent the external

thAgenti fkP Znd SR 1 QY S el Rt hewLashe A agbeaUSI N rom
too nuc victim zation, which may reduce the systenis

SIS Rl RXA g 4q Lhe et t 102
oV puskLes gj?i/a it T he 140 cache 1% ,get en that pushed
. data gets victim.zed before t pr.ocessor 1%9 .

v B GHRT . SHPS DOty 0L 4RTY -
will fault the data back into the cache 104 on demand,
FOX IR pridec ddre A ey agrdlr 1% emsheDrdata dahe the

m ss and cause unnecessary cache and nenory traffic.
cacs: [[do4o]then ttHe e anmh e A e teh Wit laxaghdde agemtthe

102 pushes data is a primary data cache for the
prgreaxeesdrl 0l Hcesses that location, and the processor 110
later will fault the data back into the cache 104 on demand,
thus the processor 110 may incur latency for a cache miss
and cause unnecessary cache and memory traffic.
[0040] 1If the cache 104 in which the external agent 102
pushes data is a primary data cache for the processor 110,
then the throttling mechanism uses 304 heuristics to
determine if/when it is acceptable for the external agent
102 to push more data into the cache 104. If it is an
acceptable time, then the cache 104 may select 208 a
location in the cache 104 to include the data. If it is not
currently an acceptable time, the throttling mechanism may
hold 308 the data (or hold its request for the data, or

instruct the external agent 102 to retry the request at a

later time) until, using heuristics (e.g., based on capacity
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then the throttling mechani smuses 304 heuristics to

determne if/when it is acceptable for the externa
w@o@an9s2902 to push nore data into the cache 1Bdr/Uu$$004/007655

is an 20 acceptable tine, then the cache 104 may

select 208 a location in the cache 104 to include the

If it i bl.e ti t he,
o= B o e RPN S R G e el
i f t he, dat i nst t the externa _
requ i T oa 1% TRETyEHIE tenhai el deSernttes thnbyit s an

until, using heuristics (e.g., based on capacity 19
SHoe 1 PCT/ US2004/ 007655 or based on resource
conflicts at the tinme the request is received), the
[0G4k ot tTF nghereehelne s et erar sreecidbizéd ¢aclam, then the
acceptable tine. [0041] If the cache 104 is a
thigpeclialg zextlcachen naeniddieidsd 4 hwatd |denge mmethadgt s
may include a nore determnistic nmechanismthan the
med1editi St i10fars udle aseldy eshod el ed I1rdho By QUL tion on
that is used 306 to flowcontrol the external agent

Qe GANS ald sk AR d el dides, A 43t & st frald Nl t
. vvheree el enent sS are renoved I n the sane order étyjlaey agen
r 0 42]. Referrj Fl 5., .anot her

102/\e§aﬁ;p e Iga{/lglt%@’m]%lo%@eqfeﬁc Il}?‘euséeaé rrr‘ljgré aagcear S%%thﬁ%ﬁe Fre
al | qw an external . agent 402 to sh data into a

e 1S fE T STt Buf i SAE)OTERhe Ty 4guered.
("CLB 404") that is a peer of a main nmenory 406

[0Q4 e nd?SE 106t tHatF Henetal anPhen xamniel srefin? e o0 A
15 buffer typically includes a tenporary storage area

ingplgs a manager 416 that may allow an external agent 402

ac

to push data into a coherent lookaside buffer (CLB) cache
memory 404 ("CLB 404") that is a peer of a main memory 406
("memory 406") that generally mimics the memory 406. A
buffer typically includes a temporary storage area and is
accessible with lower latency than main memory, e.g., the
memory 406. The CLB 404 provides a staging area for
newly-arrived or newly-created data from an external agent
402 which provides a lower-latency access than memory 406
for the processor 408. In a communications mechanism where
the processor 408 has known access patterns such as when
servicing a ring buffer, use of a CLB 404 can improve the
performance of the processor 408 by reducing stalls due to

cache misses from accessing new data. The CLB 404 may be
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accessible with [ower latency than main nenory, e.g.,

the nenory 406. The CLB 404 provides a staging area
wo e004/0952M y-arri ved or newl y-created data fronPErUS2004/007655

external agent 402 which provides a | ower-|atency

access than nmenory 406 20 for the processor 408. In a
shg20a il 9%619931$E§$8H£§”5%@?5§w%£88egé855358& £#08; has

NOWN -access palterns such as en servicing aring

buffer, use of a CLB 404 can inprove the performance
COBFe PRI PHE SR 208 by reducing stalls due to cache

m sses from accessi ng new data, The CLB 404 may be 20
[09¢> b00Ene96DD 14 PET/ EIS200R1I0A 78550 8hatgdabyngubti pl e

agents and/or processors and their correspondi ng
notathest1$00434udhel CLBL404the eouptral wagdnh 40gnasémgto

or notification queue 410 that the external agent 402
sendes dosoOriebdr acdelseffpt oidarebsfferthddpessesootheds via

processor 408 via the CLB 404. The queue 410 provides

thé | oxs comi r ol Tha %@@@e M@q?w@i&@@unglocbﬁtwil inl t8at

corresponding CLB 404 is ull. The queue 410 notifies
e t ng.1 e t 10 i u -
U R A TR S R

eue.410 notif| t he, processor 408 that the u
Fup e aTF T el O P TR BR 1S U EIPE 29tdhet fioy "hen
enpty” indication, signaling that there s data to
Enf e | hiO0 ¢ ha Hothe 45D, 2 %@ﬂ%}e THel bXt BRALF2 Beht
. 402 can push in one or nore cache 15 |lines worth of
Simhtarivor eaehdestey4ln aekl fieuctiaraqpessor 408 that the

gueue has at least one unserviced entry with a "queue not
empty" indication, signaling that there is data to handle in
the queue 410.

[0044] The external agent 402 can push in one or more cache
lines worth of data for each entry in the queue 410. The
queue 410 includes X entries, where X equals a positive
integer number. The CLB 404 uses a pointer to point to the
next CLB entry to allocate, treating the queue 410 as a
ring.

[0045] The CLB 404 includes CLB tags 412 and CLB data 414
(similar to the tag array 108 and data memory 106,
respectively, of FIG. 1), and that stores tags and data,
respectively. The CLB tags 412 and the CLB data 414 each
include Y blocks of data, where Y equals a positive integer

number, for each data entry in the queue 410 for a total
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queue 410 includes X entries, where X equals a
positive integer nunber. The CLB 404 uses a pointer
wo ooopodPito the next CLB entry to all ocate, PCEES1004007655
the queue 410 as a ring. 20 [0045] The CLB 404
includes CLB tags 412 and CLB data 414 (simlar to

t.h 108 d
numl?eelf:h? elartrra = ?%anfis cg:)gksffggfgkyear]?ga%s tl]?fprr?é:}tzlc\:/gljl’é/aln an

inESREPL o T8 S0 S50 2 AOGAL L SELAHIS cacne

positive integer 25 nunber, for each data entry in the
bleftfeuer AT IR LA thY albhe 25adn0 P oD 5RYEormation may be

PCT/ US2004/ 007655 nunber of entries equal to X*Y. The
impigsi 412 Whesn com adreeessond Chtissudormeraety ergags ofo

t he nunber of sequential cache blocks represented by
filhes t@gphorwittatlimé oremtdaor neyatbethd ngptietial Wit 402

the processor 408 issues nmenory reads to 5 fill a

pusede; Wd hed ness ofpdatend hats t4e exd erinade dgend Wzh the
pushed into the CLB 404 the CLB 404 may intervene

P t T tor Y.
et s

notlflcatlo ach b 0Gk i s delivered fr B 404
%Cespsr ce%%%rf458e?% rneost oﬁs%atjlﬁlto 2 cagﬁlélk
g§§8t whose aqﬂgf tches one of 8%1_

deJaJd\é%%% ol G BRI FTPY He TLE t2ggponse
412. [0046] The CLB 404 has a read-once policy so that

to ohceadite Lprocksbbrredenhst HE s R Er efad danakehss fem oL
the CLB data 414,

the addresses stored and marked as valid in the CLB tags

412,

[0046] The CLB 404 has a read-once policy so that once the
processor cache has read a data entry from the CLB data 414,
the CLB 404 can invalidate (forget) the entry. If Y is
greater than "1" the CLB 404 invalidates each data block
individually when that location is accessed, and invalidates
the corresponding tag only when all "Y" blocks have been
accessed. The processor 408 is required to access all Y
blocks associated with a notification.

[0047] Elements included in the system 400 may be
implemented similar to similarly-named elements included in
the system 100 of FIG. 1. The system 400 includes more or
fewer elements as described above for the system 100.

Furthermore, the system 400 generally operates similar to
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15 the CLB 404 can invalidate (forget) the entry. If Y

is greater than "1" the CLB 404 invalidates each data
whbk@akos2dndi vi dual | y when that |ocation i s accRSEEM004/007655

and invalidates the corresponding tag only when all

"Y" bl ocks have been accessed. The processor 408 is

: _ Y .

end SURSLL oL AcFRSs. o) 1200 20 BLogke asseclal AR agen
400 be  inpl ted . simlar,to simlar|y- d

S0 RIS TR BB | S LHP U e TR aro e 1oage 104,
system 400 i ncludes nore or  fewer elenments as

angelshs iderreabave 408 derardstiehtsothe 2aehp t Fedmoklee CLB

the system 400 generally operates simlar to 22 WO
400026109529 1r 2014 $1S20 0dd 0D 765 Prasentexamptles CHBH @S, 2

and 3 except that the external agent 402 pushes data
[0048 0 tTiee bBcHPAquast @ascofbé¢deacachet 104mitandtd heny

processor 408 demand-fills the cache fromthe CLB 404

pa iR e HLeuestE o €lad & ttiva 18 as@it 1 dird theo!- B O . mPy £ind
[0048] The techni ques described are not limted to any

apéé%ﬁ%%%# .%hﬂ%ﬂ%gﬁff@rv§§ﬁé@§”§¥(%%égﬁﬂgﬁgi ;pf$%%%sing

pp Ity in a&wde variety of conputing

emplrrcpr{ ecnetc'sSI ng){m_gn%}l{é ,ntg"sXFsQ{ Ir?)(;fo@l eroges fﬁ&%é’&'&brk
processi ng networ may ncl uae one or re

hysi cal |layer (P devices 10 (e.g., Wr optic,, or
POy NP S SndTeRS e ek Ld ur (o0l vt &

(e.g.,, Ethernet nedia access controllers (MACS) or _
(e SONE™ ¥ FmetRY1C ReRi Wk ¢ lfit Ry, andcepseor more link

har dwar e, processor, or thread) may operate on PDUs
layesxcalsrsigces (e.g., Ethernet media access controllers

(MACs) or SONET framers). Receive logic (e.g., receive
hardware, processor, or thread) may operate on PDUs received
via the PHY and link layer devices by requesting placement
of data included in the PDU or a descriptor of the data in a
cache operating as described above. Subsequent logic (e.g.,
a different thread or processor) may quickly access the PDU
related data via the cache and perform packet processing
operations such as bridging, routing, determining a quality
of service (QoS), determining a flow (e.g., based on the
source and destination addresses and ports of a PDU), or
filtering, among other operations. Such a system may
include a network processor (NP) that features a collection

of Reduced Instruction Set Computing (RISC) processors.
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25

via the PHY and link | ayer devices by requesting

pl acenent 15 of data included in the PDU or a
waemadpvor of the data in a cache operating BGI/US2004/007655

descri bed above. Subsequent logic (e.g., a different

thread or processor) may quickly access the PDU

Thi&l A o dat 2 b fﬁg\%@@eé@&i‘sehr@%g ;g@f%%? ng, > ou%celve logic

processing ope I ONS SucC

getern1n|n a qua 20 of ser ice ( deternlnlng
and FIoW i & oce%%%%% ]E?wt'elo%% Tt ?¥ati on

addresses and ports of PDU), or fllterlng anong

[OQihkr Bper ’é?%ﬁéqugﬁclﬁa& 1@95%%%%9“%c}ladléaadmm\m k
processor (NP) that features a collection of Reduced
sofmgaract $ona SeoniChmput Mg { RHSC)tywe oceBsorseclRBig®s may
2004/ 095291 PCT/ US2004/ 007655 Threads of the NP
be pimchssat isedayn perdoramd hexe@ceive doghcogedmandatk et
processi ng operations descri bed above. [0049] The

ma d1ECHEE Ostesh NBY Repi 1d| esmhies-4 N hadevei ey sehpweses,

or a conbination of the two. The technlques my 5 be

neﬁmﬁm@t@&umn@wgr s EXEL UL DO ON DL OOL anRbl ey

machi nes such as e conputers, statlonary
s PIPHL S iceé‘eE kéeﬁ‘gn J%défur@é‘t deoch L di 'é%‘ rage
assi'stant’s, ar~devi ces eaé% i n¢l ude

rocess stor e medium read %i t he I ocessor
me R | (AT Y01 Y | FR° aREP R $idin- Hloetiort o oh
storage elenents), at |east one input device, and one
NORTV o el bRt HRIFOHBVARR4CT Py lbFadh coBRINER &S hppt | ekeast one
~ data entered using the input device to perform the
ingunci¢eohse dezed i Gedl @ndriere genepat edeut@es. Program code
i nformati on.
is applied to data entered using the input device to perform
the functions described and to generate output information.
The output information is applied to one or more output
devices.
[0050] FEach program may be implemented in a high level
procedural or object oriented programming language to
communicate with a machine system. However, the programs
can be implemented in assembly or machine language, if
desired. In any case, the language may be a compiled or
interpreted language.
[0051] Each such program may be stored on a storage medium
or device, e.g., compact disc read only memory (CD-ROM),

hard disk, magnetic diskette, or similar medium or device,

that is readable by a general or special purpose
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The output information is applied to one or nore
out put 15 devices. [0050] Each program may be

wo ppiesent ed in a high | evel procedural or obPEDUS2004/007655
ori ented programmi ng | anguage to conmunicate with a
machi ne system However, the prograns can be

P roi?e@a{mel{%qtae dmalt crh xR W tci,]o% ﬁ glgyng a{n%{] 'n{gp Zﬁ%e

ti
n any case, e a CO

macgbl i nter C¥$ed Ianguagq%_[%ﬁqm%ffe‘a}g}ieiglcsh ram rﬁaél

conpact disc read onIy menory (CD-ROM, hard dISk
conr?aﬁaﬁ?é% it dsKane, thyy @Qﬁqdé%r%di%ﬁ@fb@e\ﬂifbethl%

that is readable by a general or special purpose 24
dodDe2004/ 0952y PEH WSR0GA/G0 &5 5 orpristpradrelyl éarachi ne

for configuring and operating the nachine when the
impsieteagedretd umnerctdend o ddalrlead tayr ddee meghinpyt eyortfigured

performthe procedures described in this docunent.

withhe wfﬁ@mwr@é@ e cansider eddiubed ddnxd eppued

as a machi ne-readabl e storage nedi um confl gured wth
Fd¥ OOLAE LTS, (e LA age ATRAdm S0, Can I AL nea
CoCauses & nalv%ene to operate in speC| f| cC a tne
noredefl ned manner. [0052] O her enbodi nents are
hin the scope of the 10 followng clains. 25 WO

[0025004/ Oogtshzegnél' eP / rr%eonotAfs{ anr7e65w51th1n the scope of the

following claims.
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What is clained is: 1. An apparatus conprising: a
cache nenory; a cache nmanagenent nechani sm confi gured
wo oooaloham an 5 external agent to request dat aP@EUS2004/007655
pl aced into the cache nenory and to allow a processor
to cause data to be pulled into the cache nenory. 2.

The. apparatus of claiml1l further conprising a
Wh%?w%ﬁt%?%ﬁﬁ%@cﬁ%hisn1accessibIe to the cache
managenent 10 mechani sm and configured to determ ne

when dat nﬁg be 5$|aced into the cache nenory. 3. The
appar at us" oTPRI A FHht TH'Yhe cache managenent

mechanismis also configured to maintain coherence
bet e At BETNEY Uuded in the cache nenory and a 15
copy of the data held at a main nenory. 4. The
appareacize ofamh geme Bt e gltdchsn heorhichieredraragehkenw an
menory nechanismis also configured to nmaintain

ex toatres B noge et we ere gat ot | detaided piadde aod et e noaghe
and in one or nore other caches. 20 5. The apparatus

mer@dr ¢l @hdn do | 0 Whth ) $ e £aEhe t IBNAgRBIY t MBEh Ak SPl Sed

al so configured to invalidate data in the one or nore

in{ot hete caches garsesponding to data delivered fromthe
external agent to the cache nmenory. 26 WO 2004/ 095291

PCT/ US2004/ 007655 6. The apparatus of claim4 in
Mhlfh thfh&@f&ﬁ%ratus of claim 1 further comprising a

throttling mechanism accessible to the cache management
mechanism and configured to determine when data may be

1

placed into the cache memory.

3. The apparatus of claim 1 in which the cache
management mechanism is also configured to maintain
coherence between data included in the cache memory and a

copy of the data held at a main memory.

4. The apparatus of claim 3 in which the cache
management memory mechanism is also configured to maintain
coherence between data included in the cache memory and in

one or more other caches.

5. The apparatus of claim 4 in which the cache
management mechanism is also configured to invalidate data
in the one or more other caches corresponding to data

delivered from the external agent to the cache memory.
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managenent nechanismis al so configured to update data

in the one or nore other caches corresponding to the
wa@l2a0a/093tel | vered fromthe external agent to thRCTHSIN@4/007655

menory. 5 7. The apparatus of claim1 in which the

cache managenment nechanismis also configured to

RPN TS E§¥§UH§Q§Pté¥ Iyag?he cac rkﬂ@n@égh%

storlng a co ta h e nenor
The a arat S of cla|n1 in whic cache
manag 3 S AR o N Foueh

ext er nal agent to request a line allocation in the

the e ORFEMFS FBret HEE R A, COLTHOMPHH dtUstl? €@ m
1 in which the cache nanagenent nechanismis al so

de tové Feir &dort otlad | ew e tren l Sagsat teriral tlagyemiche ntesey .
current data included in the cache nenory to be
overwitten. 10. The apparatus of claim9 in which the
cache nEnagerentaeshahichais hlso wondh gutedcdohe
pl ace the data placed in the cache nenory into a

mafBgkhd el foheleNee B4 al Bso 28bddigdhed appad Bl &is ©ife

claim 10 in which the cache nanagenent nechanismis

ex%ﬁ%foﬁé&yr@@ § A S0 PhAGE Iﬁé}ﬁorﬁaé@oﬂﬁfeéi é%%hsv%

cache nmenory 1 nto an exclusive coherence at e.

da@%ogé %g@?ﬁt CIé(§§OQﬁéQ9 55 12. The appar at us pf

aim e cac managenent nmechani smis
al so configured to also place the

8. The apparatus of claim 1 in which the cache
management mechanism is also configured to allow the
external agent to request a line allocation in the cache

memory for the data.

9. The apparatus of claim 1 in which the cache
management mechanism is also configured to allow the
external agent to ¢tause current data included in the cache

memory to be overwritten.

10. The apparatus of claim 9 in which the cache
management mechanism is also configured to place the data

placed in the cache memory into a modified coherence state.

11. The apparatus of claim 10 in which the cache
management mechanism is also configured to also place the
data placed in the cache memory into an exclusive coherence

state.
27



data placed in the cache nenory into a shared

coherence state. 5 13. The apparatus of claim9 in
wokioglohe cache nanagenent nechani smis al SOPCT/US2004/007655

configured to place the data placed in the cache

menory into a clean coherence state. 14. The apparatus

f im,13 1n whigch_t hanj
s 5 S0 BRIORT S LD A <o BhCk) the Tb har A prAan
N N R e T

cache managenent nechanismis al so configured to also
daph b2 1lakac pFfackd TemeRe tRehe? nehdFydi pplberence
shared coherence 15 state. 16. The apparatus of claim
stdtéurther conprising at |east one other cache nenory
that the cache managenent nechanismis also
configured to allow the external agent to request
5 dat &3 be Thacadpandous 20f 17laithe® appaviatcls ohectache 16
in which the cache mnanagenent nechanismis al so

ma GO M efe t10aml AW § hgl sexten npdudgentot Pl 4€qUERE data
line allocation in at | east one 28 WD 2004/ 095291

p1 E&d4US20044 007608 mehot eiﬁ%ol§a§1e9@ec§ﬁ@$%%§@09§ate.

menory for the data to be placed in. 18.
apparatus of claim16 in which the cache managenent

necbgniSfﬂéSa§$§9a989f59uéfgi$ol§llﬁmhﬁfgh the cache

management mechanism is also configured to also place the
10 data placed in the cache memory into an exclusive coherence

state.

15. The apparatus of claim 13 in which the cache
management mechanism is also configured to also place the
data placed in the cache memory into a shared coherence

15 state.

16. The apparatus of claim 1 further comprising at
least one other cache memory that the cache management
mechanism is also configured to allow the external agent to

request data be placed into.

20 17. The apparatus of claim 16 in which the cache
management mechanism is also configured to allow the

external agent to request a line allocation in at least one
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5 external agent to request a line allocation in a
plurality of the other cache nenories for the data to
wheooplogeed in.  19. The apparatus of claim 16 PeT/vki0041007655
t he cache managenent nechanismis also configure to

all ow the external agent to cause current data

of i nr?el uagtedl | art]st hoené)tohtekg Jfaé: &E%Qné}ﬁé'@r Ye QL h<§ ta,to be
merories T0° beC dVer Wi Tt en : e %ppara us ot "¢l ar m
1 in which the cache nenory includes a cache that

Pl3G%F c8%a main nenory and that other caches may access
when trying to access the main nmenory. 21. The
apparatus of claim?20 in which a line included 15 in
t hel BachBr rediRr 5L yeis Aedttdatl Wt terieh rleay cache
operation by another cache. 22. The apparatus of

Mad GRMe 20 Mechvii £$im al $ | aes @ heaylebouresd at e hak kel sthke e
after a read operation by another cache. 23. The

extoppad Bt agenf b areqdesth avhiicle tdkl exdetoml 1120 agbmtality
i ncl udes an input/output device. 24. The apparatus of

of ctidd ddhen yhatlkd hdoexderivd tlagedtd ned usespBaced in.
di fferent processor. 29 WO 2004/ 095291
PCT/ US2004/ 007655 25. The apparatus of claim1l in

whi £d, t hendatsod petwdes s data pf1 @tih epstcid Pos té o of
at | east one network commruni cation protocol data unit.

matfyeht MELROGH SO sté ”Ql;jsé SRR 4 AT, €x f&#aéhégﬁpéernal
to" 1ssue a request or ata to De pI aced In a cache
agéﬁ%m%g’cggge current data included in the other cache

memory or cache memories to be overwitten.

20. The apparatus of claim 1 in which the cache memory
includes a cache that mimics a main memory and that other

caches may access when trying to access the main memory.

21. The apparatus of claim 20 in which a line included
in the cache memory gets deallocated after a read operation

by another cache.

22. The apparatus of claim 20 in which a line changes

to a shared state after a read operation by another cache.

23. The apparatus of claim 1 in which the external

agent includes an input/output device.

24. The apparatus of claim 1 in which the external

agent includes a different processor.
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enabling the external agent to provide the data to be
pl aced in the cache nenory. 27. The nethod of claim 26
wo eoottlg29conpri sing enabling 10 a processor tRCTHSRE4/007655
data to be pulled into the cache nenory. 28. The
met hod of claim 26 further conprising enabling the

cachg MeapLY, %? ?%@85 %EGFEQEHG ”EHD&MléﬂrtBQedg%%ﬁinclude

and” fo reque romt € maln nmenor

aaf8ThE BB Pedar i R0 5%29%Q%ﬁp??a?ﬂeoggéﬁaFﬁgﬁkzge

when t he external %ent may provide data to be placed
COWWuPﬁ%aEéEHepﬁ%ﬁ%F9 dataThelhet hod of claim 26
further conprising enabling 20 the external agent to
request the cache nmenory to select a |location for the
dat 45t n RheetheRecpBRbE§inNgO WO 2004/ 095291
PCT/ US2004/ 007655 31. The method of claim 26 further
conpréblhggupdatkhgrnéheagavhetoehmsye wit heaneatdfessdata
of the data in a main nenory. 32. The nethod of claim

toZ2befpLabed tonprischg mtpdatiyngand the cache nenory
wth a state of the data. 33. The nethod of claim 26

furéher1 cRGPELST Bgte HRgat é?@ntffé?r@)i@@l@ét €h8aha88eph, be
a main nmenory with the An article

p180URT 1§ Ple 3 UBLDI RErGEGESSI bl e medium
27. The method of claim 26 further comprising enabling
a processor to cause data to be pulled into the cache

memory.

28. The method of claim 26 further comprising enabling
the cache memory to check the cache memory for the data and
to request the data from the main memory if the cache memory

does not include the data.

29. The method of claim 26 further comprising
determining when the external agent may provide data to be

placed in the cache memory.

30. The method of claim 26 further comprising enabling
the external agent to request the cache memory to select a

location for the data in the cache memory.
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10 which stores executable instructions, the

instructions causing a nmachine to: enable an externa
w@o@anel | ssue a request for data to be pl acedI/Us20a4/007655

cache nenory; and enable the external agent to fil

the cache nmenory with 15 the data. 35. The article of

Clagin SAn{Lird 0Pl §aUB! O fn BENENE L0 EOABE L5 g ypdating

processor to cause data to be pulTe

menory. 36. The article claim34 further, causing a
thie R TOHPTY EhHDl L HEEEEhe et vt bF chiock PRE™

cache nenory for the data and to request the data
NeRPHN t he main menory if the cache nenory does not

include the data. 31 WO 2004/095291 PCT/ US2004/ 007655

37. The article of claim34 further causing a machine

t o ¥habl Bne HeeElxe@rpll chajent2 ¢ of P elhest Coer tatheg updating

menory to select a location for the data in the cache
therepaclye B8nory swstiena cobpre sbngthe Sdatzache nenory;

and a nmenory managenent mechani sm configured to all ow

an external agent to request the cache nenory to

sel2®t arhé neethiod hef catdim nedrofyridse a vomaprgitde

l'ine including data, and 10 replace the data with new
upd@t 2nd ) omdhereXt &£ Petna PORMUnt, a main memory with the

data.

34. An article comprising a machine-accessible medium
which stores executable instructions, the instructions
causing a machine to:

enable an external agent to issue a request for data to
be placed in a cache memory; and

enable the external agent to fill the cache memory with

the data.

35. The article of claim 34 further causing a machine
to enable a processor to cause data to be pulled into the

cache memory.

36. The article of claim 34 further causing a machine
to enable the cache memory to check the cache memory for the
data and to request the data from the main memory if the

cache memory does not include the data.
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39. The systemof claim38 in which the nenory
managenent mnmechanismis also configured to allow the
we@xaoeneb1 agent to update the cache nenory w t PCHUS2004/007655
| ocation in 15 the main nmenory of the new data. 40.
The system of claim39 in which the nenory managenent
mechani i s_also confi I n e :
age%?‘ t 2@1%0%?%1%1%&?% C?rfeérrlo%?é%)m ?%r%Ian%%% arggéé ZIBaChlne
41. The systemof claim39 further conprising: a
0 (HHRREROFLC s 95 YD HRIA (DA IS SP0GH G dBnony o
cache managenent nechani smincluded in the processor
selgflt cont PeRiF BN t EP e efd e bt 0 SEHRCRE dRIBRSY t 0 t he
cache nenory. 5 42. The system of claim 39 further
conprising at |east one additional cache nenory, the
mend?y nanagehent coreheRizim al so configured to all ow
the external agent to request sone or all of the
addh tcaniad cachey nesmdi es to allocate a line at their
respective additional cache nenories. 10 43. The
sysd efiefdr ¢l mhma dend it W et em NBSF ygu redagen®@niow an
mechanismis al so configured to update data in the

exBddh i1 ondl» cache DBIDLY Ofc MBIDLL 68ckOF§ €spoNnding to
the new data fromthe external agent. 44. The system

of claim 3p é@r%hﬂn&"&@r'ﬁé n&a&q%&n& iE r%ictim, the
configured 1o store a nmster copy o a included 1n
li%geigc S iQE”Eé!é, and
replace the data with new data from the external

agent.

39. The system of claim 38 in which the memory
management mechanism is also configured to allow the
external agent to update the cache memory with a location in

the main memory of the new data.

40. The system of claim 39 in which the memory
management mechanism is also configured to allow an external

agent to update a main memory with the new data.

41. The system of claim 39 further comprising:

a processor; and
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45. The system of claim 39 further conprising at |east

one additional external agent, the nenory managenent
wore@hanizsm configured to all ow each of the addPCT/ORZNN4/007655

20 external agents to request the cache nenory to

select a line of the cache nenory as a victin1 t he

| i i di d d 33 WO 200
bCT Ueges o Rs i ARdene i S00al U8 Tl BT P RRpO”

the additional external agent that made the request.
an@fecor'rﬁjeg‘é%/%@ er? JFARFSE ntBY PROGRT N t e eXE 27 n‘é‘P Byengache

is also configured to push only sone of the new data
memeEp- 5 the cache nenory. 47. The system of cl aim 46

further conprising a network interface configured to

push the sone of the new data. 48. The system of

claim46 in which the external agent 10 is also

configured to wite to a nain nenory portions of the

new data not pushed into the cache nenory. 49. The

sysézm ofhel ays &P ohH avbath atfurticdwdesnprising at least

descriptors. 50. A system conprising: 15 at |east one

on®hysdtel oh &Y efa st Dehlery Ceih@tndBes Mieaddherfehechanism
medi a access controller (MAC) device to performlink

ald@yesn PPSEALH 0nS oM Gt énd ecel ¥ath Vi dyedhe PHequest some

or all of the additional cache memories to allocate a line

at thelr respective additional cache memories.

43. The system of claim 42 in which the memory
management mechanism is also configured to update data in
the additional cache memory or memories corresponding to the

new data from the external agent.

44. The system of claim 39 further comprising a main
memory configured to store a master copy of data included in

the cache memory.

45. The system of claim 39 further comprising at least
one additional external agent, the memory management
mechanism configured to allow each of the additional
external agents to request the cache memory to

select a line of the cache memory as a victim, the

line including data, and
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logic to request at |least a portion of data received

20 via the at |east one PHY and at | east one MAC be
weamhees29and a cache, the cache conprising: 3BCENIS2004/007655

2004/ 095291 PCT/ US2004/ 007655. a cache nenory; a cache

managenent nechani smconfigured to: place the at

| east a J:%?prlltaicoen t%fe gﬁét%M&{j:et?le in\é%d d\éit% t n?ttﬂee aa%di%%nal

PHY anda east™ on nto the cache nenory 1 n
response to the request; and allow a processor to

ex ﬁ‘?gt @é’teélqct e ﬁlﬂ%%ei%q EHSRE ‘cache nemory in
response to requests for data not stored in the cache
menory. 10 51. The system of_ cl.aim50, wherein the

| oditc” GORpISEESThCT S Torme tify ¢Rd BF HS SNt iTon 29ent

of threads provided by a network processor. 15 52.

is FHesystndthofrasd dianBEh faidiheoneo g idingarbglata tigto
performat |east one of the follow ng packet

5 thepraecgssimregomyperati ons on the data retrieved fromthe
cache: bridging, routing, determning a quality of
service, determining a flow, and filtering. 35
47. The system of claim 46 further comprising a
network interface configured to push the some of the new

data.

48. The system of claim 46 in which the external agent
10 is also configured to write to a main memory portions of the

new data not pushed into the cache memory.

49, The system of claim 39 in which data includes
descriptors.
50. A system, comprising:
15 “ at least one physical layer (PHY) device;

at least one Ethernet media access controller (MAC)
device to perform link layer operations on data received via

the PHY;

logic to request at least a portion of data received

20 via the at least one PHY and at least one MAC be cached; and

a cache, the cache comprising:
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a cache memory;

a cache management mechanism configured to:

place the at least a portion of data
received via the at least one PHY and at least one
MAC into the cache memory in response to the

request; and

allow a processor to cause data to be pulled
into the cache memory in response to requests for

data not stored in the cache memory.

51. The system of claim 50, wherein the logic
comprises at least one thread of a collection of threads

provided by a network processor.

52. The system Qf claim 50, further comprising logic
to perform at least one of the following packet processing
operations on the data retrieved from the cache: bridging,
routing, determining a quality of service, determining a

flow, and filtering.
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