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WO 02/ 31793 PCT/ CA01/ 01420 BACKGROUND OF THE I NVENTION 1. FIELD OF THE

| NVENTI ON The present invention relates to autonotive telenetry protocols
and thei wass3i7m Intelligent 5 Transportation Systens. 2PCT/DRSBURMEII ON OF
THE RELATED ART Conventionally, vehicles have been known to exchange data
with a diagnostic conputer 10 system (such as in a 'repair garage) over a
hardwired or infrared d i mg)b onput er system (such as
an electronic toll hi gh%ﬁggba ‘ atc'zlF Tiﬁggk\ﬁé@ﬁgmaﬁl ow power transponder.
Mor e saphFIELDcQF dHN BRVENTEONt el enetry for conmercial fleets has been nade
possible in 15 the |ast several years through both terrestrial and
satellite RF packet networks. In these. vehicular telenetry systens,

vehi cl eriRensQh BRALRIGARIRS tb hARERANE edeBMBf pittdBlsamd (A dse ihTAKRigeR: a
conputer that is progranmed to nonitor and record autonotive phenonena and
t o Suppbrnspdeadrasystayst ens for vehi cul ar mai nt enance, without the need for
the vehicle to be in a particular service bay for exanple. However, these
systens are relatively 20 expensive to operate. A considerable anount of
resear ch DESORIPOMOFCRHEREIA THIYAIRIpi ng feasible Intelligent Vehicle

H ghway Systens (1VHS) which are conputer-assisted nethods to manage

hi ghway i nfrastructures, synchronize traffic lights, nmeasure traffic flow,
to aler j t [ t [ (o : i
bi 1| bonr ALl el ericleChAR 12 1Bl 1f XL daltw i bRl R
ef fli0ci esystgmofsuctoadint«r psip gatage) orr ayhstdnsed arinfrefed clatslinkT loe a Gzguldtoryni a Al r

Resour ces Board has begen a | er in establishjng. standards for
o L oreRER Tt & aneechone Sl A PR i gt Pl iR oh et | |
is the y3Qyddder d generation of on-board diagnostic requirenents, calling

for an em'ssions regulatory agency to retrieve, renotely, diagnostic data
fromvehicles, thereby avoiding the need for a visit to a clean air

i i i.on. . ln. il .a d d
on eacrMoBnerisio 1ehiah Sy Bl of Moo Bl RiChe-rBRBERERLe 1S J°°
roadsi die ladt SMBETIyELEEhSIEE bothRidkEstab) and satellite RF packet networks. In these

vehicular telemetry systems, vehicle sensor data can be transported over wireless data
\

links to a computer that is programmed to monitor and record automotive phenomena and
to support database systems for vehicular maintenance, without the need for the vehicle to
be in a particular service bay for example. However, these systems are relatively

20  expensive to operate.

A considerable amount of research is being dedicated to developing feasible Intelligent
Vehicle Highway Systems (IVHS) which are computer-assisted methods to manage
highway infrastructures, synchronize traffic lights, measure traffic flow, to alert drivers to
25  ongoing traffic conditions through electronic billboards and other innovations aimed at

improving the quality and efficiency of road transportation systems for vehicles.

The California Air Resources Board (CARB) has been a leader in establishing standards
for monitoring vehicle emissions. A recent CARB initiative, known as OBD-III, is the
30 third generation of on-board diagnostic requirements, calling for an emissions regulatory
agency to retrieve, remotely, diagnostic data from vehicles, thereby avoiding the need for
a visit to a clean air inspection station. In one pilot program, a low-power transponder was

used on each vehicle, capable of transferring data between the vehicle and a roadside
2
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WO 02/ 31793 PCT/ CA01/ 01420 receiver. O course, in order for the OBD-111
proposal to proceed, each vehicle nust-have a system capable of collecting
and di spav@h?/s1J93 he requested data through the transpondePCT/CANAR 426
actively reviewing currently avail able technologies and is surveying the

t el econmuni cations industry to see what future equipnent is planned. The

operating.5 platforms. tested th b have . been rel ativel

conbor JaHEveIn a0 BT im0 (o SRR salE RiliRe R s ReB M B change
needs idsyistegn Eapablesf cohestgiagd diRpakckiag theweqhiéstedi dign drqightthotranspbiaderwi | | be
economcal to operate in order to mnimze the financial burden placed on
the corfstfBr it Gclivgy emsiswing Cupebosapilable trehnelagies and \ip uaveyeads rabl e
for th %%@“ (o] I b i i ng
di agnogtte feg I'n ogrgrgﬁso%%%&ahgf%gﬁﬁgﬂl ﬁltg%e%éﬁ)}h. %ot E%tl @@'el%ﬁ%ﬁ%ﬁ aut o

i nddst rpleforarsetetod Kiusgfaa thywasB Bt lavet iden zelatithay touerbersdog sanldulsiva desited
opportuniti.es of reaching . urban commuters i.n their vehjcles.while. they
dovot o et Onbs, P Pty B eXoRaREe Segtinihe oy RhEEIRNERS i  has
becone @R aplRfRRl @3 HAl LY bdRLAND WperatdNd HrdbARAMIBINRSthe S¥hAGKE | ng
and | and-use i'ssues becom ng nore of a concern, planners are |ooking for
ways ofbuyden plagedramrthe astsupkrty implesogpih theqirepdsaly commuter arteries as. an
alternative to expanding them It is also known that the actual volune of
traffic handl-ed by a 20 thoroughfare plumets when traffic becones
congest}drevEher @baldebe desiraiellfst the chesh ipbdifoem th behapsbly ehideing nomitiedn ar e

capabl e of exchanging data with thenselves as a way to control _such things
as saf dush sepding dpgnoghie daformpationotoge clarpiady agriicyn Bk dhatelpory aad 89l t h
traffic i i DG G ki . 25 1t
ot her D o B B B R e

pl at f orurbérocomweiidre th aheit elehiotes rwhild thelysdevofeusdvieeal - Iminye edchoflayt tre theiresent
invention to provide an inproved vehicular telenetry systemwhich is

rel ati VMM ¥Rexpensi ve, yet capable of exchanging a range of useful data
30 jtshrough a data communi cations system between a vehicle and a fixed

| ocation. It is still a further object of the present invention to provide
a vehi cYehicdamtrafficabdsobesomsys maon proffeine ot hitban giiglesss (Wil dand waleeseach

capabl esk(})fI'oc <(e)t?111£uar1]r|1cf %%h—%ge li)s(?s{[lehs lge%gr%lillgghm%re of a concern, planners are looking for

ways of getting more vehicles through existing commuter arteries as an alternative to
expanding them. It is also known that the actual volume of traffic handled by a
20  thoroughfare plummets when traffic becomes congested. Therefore, it would be desirable
to have vehicles which are capable of exchanging data with themselves as a Wéy to control
such things as safe driving distances to avoid collisions and exchanging data with traffic

monitoring systems to control such things as driving speeds.

25 It is therefore an object of the present invention to provide an improved platform for

vehicular telemetry.

It is a further object of the present invention to provide an improved vehicular telemetry
system which is relatively inexpensive, yet capable of exchanging a range of useful data

30  through a data communications system between a vehicle and a fixed location.

It is still a further object of the present invention to provide a vehicle communications

system in which the vehicles therein are each capable of communicating both through a
3
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3 SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CA01/ 01420 data

communi cations systemand with thensel ves. SUMWARY OF THE INVENTION 5 In
one of itwoazpweis, the present invention provides a net hpdr/chotvomlzeyi ng
vehicle operation data froma vehicle to a renote nonitoring recipient,
conprising the steps of. establishing a data |ink between the vehicle and
the rengie IBHhREHNE sybEGl 7l ‘%flﬁithéﬂse‘lv«%?' | ecting vehicle operation data
fromdata sources In tﬁ'e vehi cle; - packaging the vehicle operation data in
a data packet using protocol derived from SNWP; and 15 - conveying the
dat a packet over the data_}ink. [ I aspects, the present

i nvention provides a net hﬁt]%/%{)ﬂ@g%mmléﬁ operation data froma
vehicle server to a renote nonitoring client, conprising the steps of: 20

- establishing a data |ink between the vehicle and the rempte nonitoring
cl i ént ; In one @f| itsc aspaefsy 8isi presens javentioprprguides fr vathedtef ewiyerieg vohidhe

vehicl e _server: 25 - I 1 a | . . I; aving a

pr ot.oc oPpe&%{[¥0§1 %a;[ﬁ %O%aay eglia%%,g{or%ﬁ'?%geargg%lgoéiq%ﬁcflﬁ%ﬁ%g&gl{) rﬁgﬁé grieilépa yrs 8?' VARI ABLE
BI NDI NG fiel ds, each VARI ABLE BI NDI NG field having an OBJECT | DENTI FI ER
field of two bytes, a VALUE TYPE field of one byte and a VARI ABLE BI NDI NG
value of a 3i fétaglé%%jianéatlaoh‘?lﬁiewq_a&}EthPYpﬂnFlieeg@e the, JMAls MOBEPRIAG i ng t he
protocol data ygifi.pver the data link. In still another of its aspects, the
present invention provides a nmethod of collecting vehicle 4 SUBSTI TUTE
SHEBET (RULE 26) :

- collecting vehicle operation data from data sources in the vehicle;

- packaging the vehicle operation data in a data packet using protocol derived
from SNMP; and
15

- conveying the data packet over the data link.

In another of its aspects, the present invention provides a method of conveying vehicle
operation data from a vehicle server to a remote monitoring client, comprising the steps of:
20 ‘

- establishing a data link between the vehicle and the remote monitoring client;
- collecting vehicle operation data from data sources in the vehicle server;

25 - packaging the data in a protocol data unit having a protocol data unit payload,
the payload including a plurality of VARIABLE BINDING fields, each
VARIABLE BINDING field having an OBJECT IDENTIFIER field of two
bytes, a VALUE TYPE field of one Byte and a VARIABLE BINDING value
of a size according to the VALUE TYPE field ; and
30

- conveying the protocol data unit over the data link.

In still another of its aspects, the present invention provides a method of collecting vehicle
4
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WO 02/ 31793 PCT/ CA01/ 01420 operation data froma vehicle for later

transm ssion to a renbte nonitoring recipient Iln a manner to mnimze the
bandw dt woeysi7senents for the later transm ssion, conpri BCTVGADH@426t eps
of: 5 - providing a vehicle on-board conputing device; - providing a nunber
of data acquisition nodul es, each to neasure one or nore operating

character| the o erat racterlstlcs

O R B kb VR P Sl P RS0 BB BB S e 1 g
t he vehhgimer Qﬂnﬁﬁkﬁfz@ tEO DRI re@iicafn fohthedstsr @ﬁnshﬁﬁldi@b&npﬁﬁﬁglﬂ&! tion
nodul es; configuring the vehicle on-board conputing device to: 15 a) form
a di agrﬁ?ﬁii’tsloé i nformati on base for receiving and storing values for each of
t he managed objects from each of the corresponding data acquisition

nodul es; 20 b) assenbl e an event report based on infornmation contained in

t he5 di agnost i provitfing am¢hicla obdwerd @mtbuting davikeige t he event report in a
protocol data unit according to an SNVP- derived protocol. 25 Preferably,
the operating characteristics include such things as GPS position, engine
speed, road spﬁ@dldn@gmﬁl@a ofodat$ 'i\ﬁudrﬁﬁilé@ﬁl@é Waeh tPmedird B od mBry anet er
related to icle em ssions. One paraneter is msfire detection,

t hough ot hers epaatiigs chaggspsiisdesblad, ﬂ%c\ﬁ:ha%e t hetho2opeaing: . chamcienisiese

enbodi nment , thgorg S§ r%iﬂ%%{o \{1[%.%5{ %uefs% a@ﬁ{ofcrg%rg%jg@re# e step of enabling

the vehicle of evi ce E SHEET (RULE 26)
10
- interfacing the vehicle on-board computing device with each of the data
acquisition modules; ‘
- configuring the vehicle on-board computing device to:
15
a) form a diagnostic information base for receiving and storing values for
each of the managed objects from each of the corresponding data
acquisition modules;
20 b) assemble an event report based on information contained in the
diagnostic information base; and
c) package the event report in a protocol data unit according to an SNMP-
derived protocol. |
25

Preferably, the operating characteristics include such things as GPS position, engine
speed, road speed, odometer, or engine temperature, or an OBD-II parameter related to
vehicle emissions. One OBD-II parameter is misfire detection, though others are also
~ applicable, such as the O, sensor.
30 ‘
In one embodiment, the present invention further comprises the step of enabling the

vehicle on-board computing device to:
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WO 02/ 31793 PCT/ CA01/ 01420 a) establish a data link with the renote
nonitoring recipient; and b) convey the protocol data unit over the data
link. 5 Weowsl7becti ng and packagi ng and conveyi ng st eps payCacpur2@t the
sanme or they may occur at different tinmes. The conputing device, in this
case, may be enabled to collect data at regular or irregular intervals and

accunul ate s t.vpes, of..data, f.or later _transm.ssi such as di stance
travel | ed, oasr"%?‘?% atc%?gaelslﬁ%)ﬁggfeare’fngtr[e?%H%Oaﬁ%trg lﬁlr%gﬁgnn%lssi on, such as a
current GPS position or an exceeded regulatory threshold. Alternatively,
there 10 may be sone instances where the conputing device is enabled to
convey the d})@%‘@mth@at%wbﬁ@t@%U@Veréhwwéérggf other data link. Preferably,
the nethod includes the step of enabling the renpte nonitoring recipient to
i ssue a CET protocol data unit to retrieve the current values for a

spedi f i Thesatllecingramhgadkagih§ adj @aveyifig cteps hayvedtic hethernsabeaodthep mpayt | ng

device. In this. case, the renote .nonit.ori.ng, recipient.is | ed .t 0 wait
For - an SERHEA DEGENEHES JHE FETERSTp AL IR THEE BT By SPATE DeinlERe

on- boarghL£ QIREEIING ofl BVleg@lar RAFAIABhY  ackhigulaRt B@fe | hpdsudesdatgos ey of
enabling the vehicle on-board conputing 20 device to issue a TRAP protocol

dat a uriransmissiogpwich aa distaice tineelledyemtherpypesof dpteyfor inpediateisasiseiondes t he
step ofg, n\%g %Icﬁgéﬁt'@PSl%g%i{érbﬁ ioir)lgﬁ i%%%ge&: ?égﬁ%rrtdrgqme%\f%fg&ltlte&-atigégﬁl;eiset or €

t hr eshol des or-a rva ach ve ular ev and b)

i ssige aAghbel MR ipsahasalheg@tha conipiiting déhiey is\whabledito doheshilledbrotatalelatias been
exceeded or at a corresponding reporting interval. 30 In this case, the
TRAP pritivst a wated opather dadg inkport such vehicle reports as GPS position

and the like. Preferably, the nethod includes the step of issuing an | NFORM
protocol data unit from 6 SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793

PCT/ CACPk£R12bD) the neethoghincludes ther ggmopf ezabling ckptdnortalmasforiog lredipiexett . The

gﬁE ng’riaslug &:‘fg%f ipﬁ%%cgag\ﬂ%%gglg t%brle%ievé: t CeI cl{;lgr%%t ;[fa Sesfor & sggciﬁcnge Iolf nngan' Eé‘eea vehi cl e
15  objects from the vehicle on-board computing device. In this case, the remote monitoring
recipient is enabled to wait for an acknowledgement to the GET protocol data unit by the

vehicle on-board computing device.

Preferably, the method includes the step of enabling the vehicle on-board computing

20  device to issue a TRAP protocol data unit to report a vehicular event.

Preferably, the method includes the step of enabling the vehicle on-board computing

device to:
25 a) store threshold values or-a reporting interval for each vehicular event; and

b) issue each TRAP protocol data unit, either when a threshold value has been

exceeded or at a corresponding reporting interval.

30 In this case, the TRAP protocol data unit may report such vehicle reports as GPS‘position
and the like. o |

Preferably, the method includes the step of issuing an INFORM protocol data unit from
6
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a) store any one of a plurality of specifications for exceptional vehicular
events in 5 the diagnostic information base, including one or nore

regul at owoexsepi i ons, nai ntenance exceptions or oper ati POBCAeNeRpt i ons;
and b) issue the | NFORM protocol data unit when any one of the specified
events occurs. 10 In one enbodi nent, the diagnostic infornation base

cont al ,?dsl? H%hlge géﬂ ftrépc ?é@ogxc%%% hlguqertlrsé[\}e " t e 1Inh§108 Cl%utflfs PP&{fﬁt% ‘eve nt )

and no € event occurs, vent IS

made i rpéluliésans Kep 6f @ablibe R vahitld @nbodid céxhpmtﬁlglﬂmde t@n ac know edgenent
message (in this case a RESP nessage) is received by the onboard 15
conputi ng device. Accordingly, the nethod provi des, in one enbodi nent, for

a storage of [ rage
nodul e, thezgveﬁgé&'éﬁég?gimg?ﬁk |n fﬁBﬁ%ﬁggn ?%din ﬁﬁg%%%ﬁg ase. The
man&ged obj eh¢ dlafgmbstiixaﬁpilmtlonabasbelrENGiﬂQEoﬂ'EWE%fELREulamyl axbeptoandi t i ons

20 for that ma.naged obj ect ma | MJM THRESHOLD, CURRENT VALUE, and a
TI ME COUNT fiBFI{eBRsE g f@’“\?ﬂ% H‘Féat’(?f}? FHEPUPEF Y s to be nmeasured. An

exanpl e of a diagnostic information base is shown in the follow ng table:
TABLE 1 MANAGED VALUE 1 VALUE 2 VALUE 3 VALUE 4 OBJECT 7 SUBSTI TUTE SHEET
(RULE 26) Wb)osywe1the INPFORNADetogel4dga umit: WiRGHNE OHRE SO cElsRREITSVEASURE
TEMPERATURE- | VAL UE EVERY 10MLNUTES T02: 02 THRESHOLD CURRENT MEASURE
SENSOR VALUEEVERY 30

10
In one embodiment, the diagnostic information base contains a specification of what
constitutes the occurrence of an “event” and not the event itself. When the event occurs, a
record of the event is made in a transmission queue and remains: there until an
acknowledgement message (in this case a RESP message) is received by the onboard
15 computing device. Accordingly, the method provides, in one embodiment, for a storage of
vehicular events in a register or other temporary storage module, the events being

specified in the diagnostic information base.

The managed object, for example, may be ENGINE TEMPERATURE, and the conditions
20  for that managed object may be a MAXIMUM THRESHOLD, CURRENT VALUE, and a

TIME COUNT for recording when the current value is to be measured.
An example of a diagnostic informétion base is shown in the following table:

TABLE 1

MANAGED VALUE 1 VALUE 2 VALUE 3 VALUE 4
OBIJECT
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M NUTES An exanple of an event

recording register is shown in the

follow ng table show ng the current val ues for the managed objects at a
Tl TABLE 2 XT1 YT1 5 In one exanpl BCT/ACAe1/6MEORM
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“An example of an event‘recording register is shown in the following table showing the

current values for the managed objects at a particular time T = T1

TABLE 2

X1

Y1

10

15

In one example, the INFORM protocol data unit is sent as a result of a regulatory

threshold level being exceeded.

Preferably, the method includes the step of enabling the vehicular onboard computing

device to wait for a confirmation that a previous INFORM protocol data unit has been

logged in a data base by the remote monitoring recipient.

In this case,

the method

preferably also includes the step of re-transmitting the INFORM protocol data unit in the

absence of a confirmation that a previous INFORM protocol data unit has been logged in a

database by the remote monitoring recipient.

Preferably, the method includes the step of enabling the remote monitoring recipient to

issue a SET protocol data unit to the vehicle on-board computing device to set one or more

of the managed obj

ects.
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operation data froma vehicle to a renote nonitoring recipient, conprising
the steps of: 15 - establishing a data |ink between the vehicle and the
renmote mw@owsi7Teg) recipient; - collecting vehicle operatpPoncdat/@4tr om dat a
sources in the vehicle; 20 - packaging the vehicle operation data in a data
packet using protocol derived from SNVP;, and - conveying the data packet
over the data link, the protocol data unit being issued in response to a
request by the renpte nonitoring recipient and containing both 25 the

r equestTiRNEirélesiuRsd Bk walyUrsa tadid RequeacitBatid @ildr iRl IREESERPS sthiedaed] aM t hin a
single nessa&g‘and in a single unfrﬁgnented net wor k packet. In stil

anot hersatsflitp Méls@élﬁ“swm{(ﬁéaﬁﬁf%@m PRERt DB i08ES-a et hod of
collecting vehicle operation data froma vehi cI e for later transmission to
a renote nonitoring recipient in a 30 manner to mnimze the bandw dth
reqadir dnmmb&rﬁlmdlrném thatmotot:oladxﬁaruaﬁ 9, “‘repapl-tgen@HE R SEE oe INFORM)

AR R R B e o SR 1 e
nDduIeqNIggcheMgofg@qnqm@Iﬁgﬁ&gnt value of a managed object of the

vehicle; 5 - interfacing the vehi cl e on-board conputing device with each of
the data acquisition nodules; - configuring the veh| cl e on-board conputi ng

dev oe i e Ruthyh TR SR, b PR T ARG Rl BB, |,

modgl essindihg 36SeSNMP piotesstnt report based on infornatlon contained in the
di agnostic information base; and 15 c) package the event report into a

protocol data unit, the protocol data unit including a protocol data unit

payl oad, Ray i AGma: ¢H it 3hddtsy Rl prol #BLdFion provides a method of conveying vehicle

operation data from a vehicle to a remote monitoring recipient, comprising the steps of:

15 - establishing a data link between the vehicle and the remote monitoring

recipient;
- collecting vehicle operation data from data sources in the vehicle;

20 - packaging the vehicle operation data in a data packet using protocol derived
- from SNMP; and

- conveying the data packet over the data link, the protocol data unit being issued
in response to a request by the remote monitoring recipient and containing both
25 the request and requested values in the request and being encapsulated within a

single message and in a single unfragmented network packet.

In still another of its aspects, the present invention provides a method of collecting vehicle
operation data from a vehicle for later transmission to a remote monitoring recipient in a
30  manner to minimize the bandwidth requirements for the later {ransmission, comprising the

steps of:

- providing a vehicle on-board computing device;
9
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BI NDI NG fields, each VARI ABLE BINDI NG field having an OBJECT | DENTI FI ER
field of two bytes, a VALUE TYPE field of one byte and a 20. VAR ABLE
Bl NDI NG wab oz310p3 a si ze according to the VALUE TYPE fi el BCT/CAOGOWE20
enbodi ment, the protocol data unit includes a header having a PDU TYPE dat a
el ement with a value corresponding to one of a set of values, the set
including a GET 25 value, a SET value, a TRAP val ue, an I NFORM val ue and a
RESPONSE val ue. In still another of its aspects, the present invention
provides a C-OfTEﬂivﬁﬁng ARLENENdBdhta SoBisaion @bdules) eadl togested atuempelit i on
data froma vehicle to a renote nopnitoring recipient, conprising: 30 a
vehi cl e on- boapﬁaE@ﬁ%ﬂ?ﬁi%cﬁl@wléé(ehlﬁl%ommni cation with a nunber of
vehi cl e operation data sources in the vehicle; 10 SUBSTI TUTE SHEET ( RULE
26) WD 02/ 31793 PCT/ CA01/ 01420 - a wi reless conmmunications device for
est &bl i shi ng ainténfaeires shadatlaiclei ok-basrtlhcaryantinge iévidee vath- badr df donplata ng |
device and the renote nonpitoring recipient; - the vehicle on-board
conmputi ng devi 8@%?%&‘&5%% to package the vehicle 5 operation data in
a data packet using protocol derived from SNMP for transm ssion to the
renote nonitoring recipient over the wireless data link. In still another
of its aspect sgcontigripg deerrhidleor-heird soppuiingideyiee teonput er - r eadabl e dat a
structure for collecting and conveyi ng vehicle operation data froma
vehicle to a 10 renote nonitoring recipient, conprising: - an application
modl e for recei w)fory @hdigg st eifeimaiondsisa fér eoriginglandediorddg valadsaoSour ces
in the vehicle; 15 - a storage nodule for storing .a diagnostic information
base, the di agnosthe managedbigsts fem sacheofithe e perigtionmedrlest managed
obj ects for a number of vehicle operation paraneters and a nunber of
val ues for each of the nmanaged objects; and

b) assemble an event report based on information contained in the

diagnostic information base; and

15
c) packége the event report into a protocol data unit, fhe protocol data unit -
including a protocol data unit payload having a plurality of VARIABLE
BINDING fields, each VARIABLE BINDING field having an OBJECT
IDENTIFIER field of two bytes, a VALUE TYPE field of one byte and a
20 VARIABLE BINDING value of a size accbrding to the VALUE TYPE

field.

In one embodiment, the protocol data unit includes a header having a PDU TYPE data
, element with a value corresponding to one of a set of values, the set including a GET
25  value, a SET value, a TRAP value, an INFORM value and a RESPONSE value.

In still another of its aspects, the present invention provides a computer implemented
system for conveying vehicle operation data from a vehicle to a remote monitoring
recipient, comprising: -
30
- a vehicle on-board computing device in communication with a number of

vehicle operation data sources in the vehicle;

10
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20 - a conmuni cation nodul e for conveying protocol data units under a
protocol derived from SNVP over a wireless data |link to the renote
nonitori mgoorewppient. In still another of its aspects, theT/oAesB&EnL0

i nvention provides a conputer program product 25 encoded in a conputer
readabl e nmediumincluding a plurality of conputer executable steps for a

conput er on-board vehicle.for collectin canveyi ng._vehi cl eration
ot T rom tie. Bafrees S msRicalncRinsR Tl R Bt al AR Qu it R

recei vi ng vehi ¢éigcloparbabiddontatiag devoe andhebanote imahatbing fatii@s; i n t he
vehicle;. 30 - storing, in a diagnostic information base, a plurality of
managed objects for each of a nunber of vehicle operation paraneters; 11

SUBSTI TUTE SHEF‘FH%%%%\%%%%%%%%%&%& ! él{agljeﬂ%g epa'cl%%}t?@ lvieﬁ‘ibieng a

wirel ess data ter an e renot oring
recispi ent. - copargyomglats numbéataopackeiosingl protical wieiived drode rSNIMPr tdrocol

derived from SNMP.over, a wireless data link to the.reno nitoring
recipi ent. |n SPRSORISSipM oy regpote F’é’“ggrb%ﬁeg{metnﬁ8"%%%@%%%%%@6n provi des
a signal propagated on a carrier nedium the signal including a packaged
protocol data unit containing a payload encoding predeterm ned operational
dat a of afn still anthdrod i aRpestse thegpretsnt invgniien propidgs 8 cemputepTesdable datar r om

ol ds. - onreindy il B AR eb e Pt b e VR R el o o
t waObyt es rengote Mdhidbridgriekipidne] @dnphisinge byt e and a VARI ABLE BI NDI NG val ue of

a size according to 15 the VALUE TYPE field data unit. Preferably, the
payl oad includes a GPS position segnment, a GPS headi ng segnent, a vehicle

speed SeqTENt i offli Bk indfEN £ GeiRSl NG SRR dafOrbl Shirbbedfot ner of

its aspects, esent invention pro S a systemtor conveying vehicle
oper ati on dat adfta soureesvielthecvahudleg a renpte nonitoring recipient, conprising:

15 - a storage module for storing a diagnostic information base, the diagnostic
information base including a number of managed objects for a number of
vehicle operation parameters and a number of values for each of the managed

objects; and

20 - a communication module for conveying protocol data units under a protocol
' derived from SNMP over a wireless data link to the remote monitoring

recipient.

In still another of its aspects, the present invention provides a computer program product
25 encoded in a computer readable medium including a plurality of computer executable
steps for a computer on-board a vehicle for collecting and conveying vehicle operation

data from the vehicle to a remote monitoring recipient, comprising:

- receiving vehicle operation data from a number of data sources in the vehicle;
30
- storing, in a diagnostic information base, a plurality of managed objects for

each of a number of vehicle operation parameters;

11
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- vehicle on-board conputing nmeans in comuni cation with a nunber of
vehicle operation data source neans in the vehicle; 25 wrel ess

conmmuni ca¥®emnst7eeans for establishing a wirel ess data |i nRCWCAh1/6¢1a20
vehi cl e on-board conputing nmeans and the renpbte nonitoring recipient; - the
vehi cl e on-board conputing nmeans being enabled to package the vehicle 30

operation data_in.a,data packet i tocol., derived fro VP _f or
transni ssi on tSSt{mléthgn%t&rﬁ%f‘ﬁ tdglfa’l ﬁgk%éc%}vﬁ?nerﬁle oVErY e’gmv‘\%n rﬂg é€8% at a
link. In stillppanbfesfreefpidnt.s aspects, the present invention provides a
met hod of conveying vehicle 12 SUBSTI TUTE SHEET (RULE 26) WO 02/31793
PCT/ CA01/ 01420 operation data froma vehicle to a renote nonitoring

reci pient, co SLDG: S - S Y o] i pk.hat n the
vehi cl e and tﬂg&#%kﬁgeaIﬁ%%%%g?#&gﬁggc%%?é%??lgg?pgq%%ggb%gé“%%lﬁggﬂing
vehiscl e oper at ESNMRlate afwicetesd alata 1eduto dlesreinotd tnenivegokapient.a step for
packagi ng the vehicle operation data in a data packet using protocol
derived from SNMP; and 10 - a step for conveying the data packet over the
data |imkstilll shotil AN BYectf thel SRS @Slefition PSvEddsSa BigANi SiRFPaghted on a
conput er -readabl e data structure for collecting and conveying vehicle
oper at i @trietaneditmothe signehinsluding a packaged eroteesil deta Wyt cagaipivgappashead
conpri sing;. - ] Oop r Vi ehi rafi dat a
From & Gicpies paRcCRRLE Bhe Al B it B LR b RERLY | Dt S Giol E R O
st di nglegiveld Agn@ENM®. i nf or mati on base, the diagnostic information base
i ncl udi ng a nunber of nmanaged objects for a nunber of vehicle operation
paranmeters and a nunber of values for each of the managed objects; and

Preferably, the payload includes a plurality of VARIABLE BINDING fields, each

VARIABLE BINDING field having an OBJECT IDENTIFIER field of two bytes, a

VALUE TYPE field of one byte and a VARIABLE BINDING value of a size according to
15 the VALUE TYPE field data unit.

Preferably, the payload includes a GPS position segment, a GPS heading segment, a

~ vehicle speed segment or an OBDII vehicle emissions segment.

20 In still another of its aspects, the present invention provides a system for conveying

vehicle operation data from a vehicle to a remote monitoring recipient, comprising:

- vehicle on-board computing means in communication with a number of vehicle

operation data source means in the vehicle;

25
- wireless communications means for establishing a wireless data link with the
vehicle on-board computing means and the remote monitoring recipient;
- the vehicle on-board computing means being enabled to package the vehicle
30 : operation data in a data packet using protocol derived from SNMP for

transmission to the remote monitoring recipient over the wireless data link.

In still another of its aspects, the present invention provides a method of conveying vehicle
12
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25 - a conmmuni cation nodul e for conveying protocol data units under a
protocol derived from SNVP over a wireless data |link to the renote
nonitori mgoorewppient. In still another of its aspects, theT/oAesB&EnL0

i nvention provides a comruni cati ons network for 30 exchangi ng data between
a plurality of vehicles, conprising a conputing unit onboard a

correspaondi.ng vehicle, wherein the conputing.unit in a.given vehicle is
operab“%mFgo gW3§§@ggye?-%g?ﬁggn%%ggggggk ﬁ%mﬁgﬂr%%nlﬁ% 3qui val ent identity
nmessages fromother vehicles in an adjacent region, where said nessages
are used to identify the neighbouring 13 SUBSTI TUTE SHEET (RULE 26) WO

02/ 31793 PCT/ CAcitsmfan gstablishing s daty tinke bebwemsy khe gehislec pathdhaigematea wit h

sel ect ed ones khenyY R slgs therein. Preferably, the conputing unit is
operable to upgg?e a.gfzgjéﬁ’neighbouring vehicles. In this case, the

conputing unit may add new nei ghbour vehicles to the list as identity

messages 5 are received fromnew vehicles enterjng the region.. .

Al ternatively, aFtt‘?B%‘&ro‘iﬁ)glﬁ‘ftf%V‘g‘fﬂ\ﬂ? O?Fé?tlonu%itae’%}%méia& PEIFeR 8 ﬁﬁg]?}Flevehi cle -
fromthe list when identity nessages are not received fromthe given

nei ghbour vehicle after a predeterm ned period of tinme. Alternatively, the
conput i ng uni t agepdoepackaging dhe vdti¢)hloperetioe Hate e a\detsi racke ysingrpreteeol

nei ghbour dat ahase |l ack of identity nessages received fromthe
gi ven neighbou?&§§ﬁﬁggggln i'‘ate that 10 the nei ghbour vehicle has |eft

t hgoadj acent region. Preferably, the nediumof comunications is a high
frequency channelized RF hand and its use by e%ph of said conputing units
is control | ed A&EBAeH GogVesng fe datanackerpventheda@ilih Access Control (MAQ)
protocol. 15 Preferably, the conputing units are Internet addressable.
Preferably, the conputing units are | Pv6 addressable. 20. Preferably, the
conput iIngyetirrinbthee »t hgraspedat thengsisngrogideSNMd@rteviead gbieo tlata adtructube $or abl -y,

the identity nessages .include GPS infornmation and.the | EEE 802.11. MAC
SRR A R ot ey S G S R R e L e g

| ongi t ydgpicaPe6slpafify: headi ng information.

- an applicatiori module for receiving vehicle operation data from a number of

data sources in the vehicle;

20 - a storage module for storing a diagnostic information base, the diagnostic
information base including a number of managed objects for a number of
vehicle operation parameters and a number of values for each of the managed

objects; and

25 . - a communication module for conveying protocol data units under a protocol
derived from SNMP over a wireless data link to the remote monitoring

recipient.

In still another of its aspects, the present invention provides a communications network for
30  exchanging data between a plurality of vehicles, comprising a computing unit onboard a
corresponding vehicle, wherein the computing unit in a given vehicle is operable to
broadcast identity messages and to receive equivalent identity messages from other

vehicles in an adjacent region, where said messages are used to identify the neighbouring
‘ 13
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25 In one enbodi nent, all vehicles in the nei ghborhood broadcast their
identity messages over a discovery tine period that is sufficient to all ow
any gi vewe@ehswbe to recognize all its neighbours. Both paeCAengisbo of the
di scovery period and the geographic size of the region nay be adjusted in
proportion to the average speed of the vehicles in the 30 neighborhood..

| f desired, t.he channel. sel ecti.on.for .Ltrapsm,ssio f_at. |least.sone

e ss ag SIS DR g oepesiEadr R g it A SRR T e iSRRI E 26) vo
02/ 31793 PCT/ CA01/ 01420 1In one enbodi ment, each of the conputing units
further_conprises a transmtter and receiver capable of transmtting and

r ecei viltiglermbls dpecompiing uai ispparabie tt wdate a kst Pﬁn%@é}?%éiﬁlgdﬁmﬂ% bsthects, the
resent i i (e )VAD i h Gl : : j anot her

o 1 to oRENEIL AL MRSy Al AL RERRLYE RS L A et e el g

a Speede segivedfromandveneliiclgs saenmthe asgiorp oslt¢rnativedy dginectmpung fuaitatelyy, t he

posi tion,.segnent i.ncludes. a | ongitude rti.on and a latitud ortion. 10
P anotdrise Sretvensneigte el BRRebE N Miv ifihl brdwedh i iy

pr opagat&d tiRNgiderf AighiSdur vEEBRIcWRer hhRe®RtgMdledi fREbUGE Rt SRSRAIVERIIRNE . a
headi ng segnment and a position segnment. Preferably, the EOSItIOﬂ segnent

i ncl udesmputiog ginit dedetesor given neighbaut weliicle dehisles tfiam the) Beighbasr idatabageot her of
its aspects h resent _invention provides.a vehicle comprisin n

onboar B Hpe R SR A gp AT o RR S 5 Bl GO ST HEIAGl o 1 1
an 1adj atentighbegvelickdhas kFshohljatgt segii. ghbour hood 1i st for exchangi ng data
with selected ones of the vehicles |listed therein. 20 In yet another of
its aspects, the present invention provides conmputer program product for
operati OS] i

compr i & el 1¢ AR 61 CATPNARRIONTS EIANGARANY Rl Ped MO EEmd b o

st eps dfs necby wacly ofessshgemputing nmidt e contedlied| &soidingaro dldy AEEHt802€ldi on and

of ass Jng,a nejighb oQd ljst. for exchanging data with sel ected ones
of ¢ IesE AR RN polocs
15

Preferably, the computing units are Internet addressablé.
Preferably, the computing units are IPv6 addressable.
20. Preferably, the computing units exchange data using an SNMP-derived protocol.

Desirably, the identity 'messages include GPS information and the IEEE 802.11 MAC
address of the sender, wherein the GPS information includes latitude, longitude, speed and
_heading information. ‘
25
In one embodiment, all vehicles in the neighborhood broadcast their identity messages
over a discovery time period that is sufficient to allow any given vehicle to recognize all
its neighbours. Both the length of the discovery period and the geographic size of the
region may be adjusted in proportion to the average speed of the vehicles in the

30 neighborhood.

If desired, the channel selection for transmission of at least some messages may be based

on GPS heading.
14
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25 In yet another of its aspects, the present invention provides a notor
vehi cl e conprising an onboard general purpose conputer and a 'spread

spect rumw@d?/a793 he spread spectrumradi o operable to espabiCastioi@2adat a
link wwth a radio in at |east one other neighbouring vehicle, wherein the
conputer is operable to record nessages fromat |east one other vehicle in
an 30 adj acent region for assenbling a nei ghbourhood list, and to identify
at | east one vehicular event fromdata received on the data link. In yet
anot herinoénd tmbediiRat, Scach E the @3Mutihd waNs ifRrhdpr@wifRss @ Lalpter andeadabl e
data 15 SUBSTI TUTE SHEET (RULE 26) WD 02/31793 PCT/.CA01/ 01420 structure
for coliresiversgrabiriolceansayiting agdraceivimngopessages gadaanSNMBpretosdhi cl e on- board
conputing device and a renbte nonitoring recipient, conprising: - a nodule
for indexing a series of protocol values and corresponding requests 5- and
r esponsiasanbiber dfitseaspeatd) dingereirat invemidnhwovidés al atanetivearaiicdoapaboveg devi ce
and the renpte nonitoring recipient; - a nodule for indexing a series of
managed objects, for a nunmber of operating characteristics of the vehicle;
and - anRAUNBHEPLS 118 6H6ls NBe YAdsHRSnTRiof Pedvidds 4 #ifa SREAGREoRPHERES: 10
Preferably, the data structure further conprises a nodule for indexing an

i dent i tsped¢dbsegamoth a heading ecgmmmt eed Porifianesspicein tPreferably thpasitiantfegaanta

struct ur | so, i ncludes,. I i.;ndexing a list of one or nore
authorf?@?&%HQpE@éFgngﬁ%E%@%H?@ﬁggémﬁgﬁitoring reci pi ent. These

autilpori zation | evels may be used to inpose conditions on the managed

obj ect val ues being conveyed to the 15 recipient. Sone recipients may be

ent it &8 angther of #p aspestselivaprasend Hpeation, BIOyESS acugnal Hrangeateh o) asefieior t he

Lo hora i e gdF el BREEERPoqlont v KRS et b b B pelaf oo™

enbodi nmfesabdy, thdyeositiomsepmentivendésanongitide ipertipmamnid ddakituthy powtign.

15 In still another of its aspects, the present invention provides a vehicle comprising an
onboard computing unit operable to receive messages from other vehicles in an adjacent
region for assembling a neighbourhood list for exchanging data with selected ones of the

vehicles listed therein.

20 In yet another of its aspects, the present invention provides computer program product for
operating a programmable computer system on board a motor vehicle, comprising a
computer readable medium including the computer executable steps of receiving messages'
from other vehicles in an adjacent region and of assembling a neighbourhood list for
exchanging data with selected ones of the vehicles listed therein.

25
In yet another of its aspects, the present invention provides a motor vehicle comprising an
onboard general purpose computer and a spread spectrum radio, the spread spectrum radio
operable to establish a data link with a radio in at least one other neighbouring vehicle,
wherein the computer is operable to record messages from at least one other vehicle in an

30  adjacent region for assembling a neighbourhood list, and to identify atA least one .vehicularj

event from data received on the data link.

In yet another of its objects, the present invention provides a computer-readable data
15
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of exanple only; with reference to the appended draw ng, wherein: Figure 1
is a schematic view of a protocol stack; 25 Figure 2 is a schematic view
of a UDPwaewmsli7ps ot ocol; Figure 3 is a schematic view of PET/TEP/biased
protocol; 30 Figure 4 is a schematic view of a header in aUDP based
protocol; 16 SUBSTITUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CAO1/ 01420

"9k 00l SR ORREEILY AU LY EReP, BRSPS, o

Fi gur e coniputiag aexheaaid £re$1ﬁﬂ¢lﬂf(bhit@hng/ﬂeemﬁdhf can@amggr am exchange; Figure 8
is a schematic view of a GET protocol data unit exanple; Figure 9 is a
schematic view of an M B hierarchy for SNWP; 10 Figure 10 is a schematic
view of a portion of a DIB hierarchy Figure 11 is a schematic view of a
message sequenéaiodpiefprdndexinga gerige wémtpeolwa@ws(ﬂﬂ LoreerRapdiog requests gure 13

|'s & schematic,y4 g&fghseglfw %t%‘l:%lchéﬁ C¥otldhn GKE %H&hé“%P%%ﬂ Uérhﬂ%tg%%‘w

network of figur schematl Cc view of anot her
20 Figure 15 |de\aceta1mb:hplrmotetndnﬁanmg1rdcmm sequence; Figure 16a is a
schematic view of a portion of an adhoc network; 25 Fi gure 16b is a tine

pl ot _of beacon, L ARS i 5k haNHE LEhERaldy mg@&&grf& by Porkhing Fi gur e

17 is a schematic vie ure tic
vi ew of anot hechgracéristiob oﬁﬂ'hacflehmle &ﬁl Figure 19 is a schematic view of
anot her protocol data unit; 17

- amodule for recording values for each of the managed objects.

10 Preferably, the data structure further comprises a module for indexing an identity for each

remote monitoring recipient.

Preferably, the data structure also includes a module for indexing a list of one or more
authorization levels for each remote monitoring recipient. These authorization levels may
be used to impose conditions on the managed object values being conveyed to the
15  recipient. Some recipients may be entitled to all of the managed object values, others to
only some of the them, and still other requesting entities (those not in the lisf) entitled to

none at all.

BRIEF DESCRIPTION OF THE DRAWINGS
20
Several preferred embodiments of the present invention will be provided, by way

of example only, with reference to the appended drawing, wherein:
Figure 1 is a schematic view of a protocol stack;

25
Figure 2 is a schematic view of a UDP based protocol;

Figure 3 is a schematic view of a TCP based protocol;

30  Figure 4 is a schematic view of a header in a UDP based protocol;
16

SUBSTITUTE SHEET (RULE 26)



' SUBSTI TUTE SREET (Rt JLE"26) WD 02/ 31793 PCT/ CA01/ 01420 Figure 20 is a
schematic view of a quadrant divided hi ghway segnent; Figure 21 is a
schemati ovoopsu7ef a data exchange during a driving manoeuRCECAANE420.
Figure 22 is a schematic view of data exchange during another driving *
manoeuvre. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS 10 Descri bed herein
below is a system and net hod which i npl enents a peer-to-peer Internet-
based protocol stack for vehicular diagnostic telemetry. This stack is

i nt endetgies 5@3 hte(b) Are Ssgee@vekcHahhdiaws entrsaiedolyatapemais t o enabl e
renot e P% wor kstations to interact wth these systens using standard
communi cations API's such as Wnsock. The Session and Presentation | ayers
of the gt . | L8 ' 1) .ry 15 Protocol (ATP). ATP
addr essfgg&t%ﬁelghgceﬂcf?‘%glr&geipgar s%l?%gglt@é%{z@’ t he nessage formats,
protocol - procedures, security nmechani sns and external interfaces by which
sof Swarkigaar is beclbenatic spaenfigrvi¢wpl @ demigsm exchohg®BD- 111 1 on di fferent

mobi |l e and fixed conputing platforns in an inter-operable fashion.

Revi e bel,ow are the objegt] sough nd, then.provides a nore detailed
descr i prESR 5dF @ SIEmaNe Vll%‘lflgf%b&%%xf’%g&m%ga%nﬂf?Xﬁlﬁ?égrt, session and
presentation). It has been shown that the Session and Presentation |ayers
are derived fromthe specifications for Sinple Network Mnagenent Protocol
( SNVP) Figpre Sunasshapmatis vievaakauMiB hiserrshy &ﬁrgipl\éMB; UDP/ I P stack with the UDP
header conpressed in the interest of bandw dth efficiency. The issue of
security is also addressed below, and the ability to configure an 25

i ndl0emerigatilons obcltehmtis tvaewkosupdrtiviaf a D@ hidrarchgour ces of data can be
restricted to specific requesting entities ("clients"). The application of

the Secure Socket Layer (SSL) protocol is reviewed in order to denonstrate
the autiygntilqal h Stherfatic Sasest SmbRhgd gaeAmL i on from external sources by
t he on-board conputer. On-Board Diagnostics I1l. Proposed | egislation,

spear headed by the California Air Resources Board (CARB) requiring
em ssi ghs-rel,at ed .di agnostic.information from Engi ne Control Mdul es
Hiie Sodh f SotBuifty et B 4 PSR

(ECM s) to retrieval over nobile communications
netisor ks. 18

Figure 13 is a schematic view of a protocol stack for exchanging data using the network of

figure 12;

Figure 14 is a schematic view of another network;
20

Figure 15 is a time plot of beacon frame sequence;
Figure 16a is a schematic view of a portion of an adhoc network;

25  Figure 16b is a time plot of beacon frames issued by vehicles in network of figure 16a;

«

Figure 17 is a schematic view of another adhoc network

Figure 18 is a schematic view of another protocol stack;
30

Figure 19 is a schematic view of another protocol data unit;

17
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SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CA01/ 01420 The protocol stack
is applied to the exchange of operational data between vehicles on the
road. Thiveobnz3tiased on the concept of an "ad- hoc networ k" PesCabl/oghed
within a "neighborhood" surrounding any given vehicle. The ad-hoc network
can co-exist with a data link to the Internet, using the sane RF nedium
provided that a roadside 5 infrastructure is deployed. The potential of
this technology to inprove highway safety is illustrated with various
exanpl ehgat 2080 sdiRmafic vihi 6f Lqeehadgriedhigreiatiapd | nformation. Also
described a nethod for. the integration of |EEE 802.11 conpliant technol ogy
in both intelligent vehicle and intelligent highway systens. Reference
Wi DeigRdo ek eiitniit W dth dda LhEhLd ARM A LARANOLI LV Ray ST EMsOF 1 TS
t o enconpass any conponent of suc Syst ens, et her on board a vehicle or
part-of the roadway infrastructure. Miuch of the current focus of
intelligent éehi cle t§ChnO|<ﬁ?céfi S gi recrﬂt ed at glol 1sion avoi dance based on
radar . TCRUIERE 158 FOFMRHR g1ew 4 PRI REAY NS I HRGRIY  fent has 15
been | argely predicated on the use of short-range comruni cati ons between
the vehicle and the roadway infrastructure. However experts from both the
aut onotive CEM s QiES\ﬁ.EIPTHé\I QF SHEJWRAGHIRRIED EBRDIME e recogni zed t hat
vehi cl e-to-vehicle' conmunications constitutes an area that should be

expl ored going forward. 20 The | EEE 802. 11 specification is a relatively
newost abekaribed hepsin ey Spessteiti dndlrestiod ahith impieatented pefks pédeAemmet-t uses a
met hod of RF transm_ssion known as spread spectrum_ for which the 2.4 Gz

range Hascdwatrcrbtiackaloavehiprar daznastiv flemens ddingadk istreadediiaseidn Bgy i s
al so i Qgﬁﬂﬁc%aﬁﬂ %thk‘@%%mb&ﬁle& QUELS Al t@%gélﬁéréé%étg'l)d %'ﬂ%lta‘%ﬁ)ﬁs B flbhly) - | 'ts

pot ent i or applicatron in"the area o I'S based on its comercia

pot ent iwith thEkesystearsaisRiy stemdaidicoEimyrications 4 PEosavhras iVdinkgckavai | abl e t hat nmake
it possible to create network infrastructures supporting nobility for
conmput dgvi ces. twork interfagce cards | C.s are avail e enabl i ng
per Sonalecptinand VREIan gt Ge ik dr gigbite AfighiBke JPE A {he
popyl arprbivcolf (AWP)FA T Mdfessesthd BecdXBEE CRAr kRtRIfJAR6E of%@hﬁé%sél%( rehB&S,
appliances (e.g. PDA's, cell phones) will appear in the marketplace that
expl oi tPratogelampergiurass pesgtibumechapisats and exéunalsinisefpeassbnt wWhishghftwaiectfnuser s

can Corﬂéec%\/efo%e& Ii}c?l ﬂn%l%&ﬁ&tl&f 5F b%ﬁhyl &k dﬂifetreﬁtrrﬁgﬁ’l{eeénd fixed computing

platforms in an inter-operable fashion.

Reviewed below are the objectives sought and then provides a more detailed description of

20  the layers 3-6 (network, transport, session and presentation). It has been shown that the
Session and Presentation layers are derived from the specifications for Simple Network
Management Protocol (SNMP). The underlying transport mechanism is a UDP/IP stack
with the UDP header compressed in the interest of bandwidth efficiency.

The issue.of security is also addressed below, and the ability to configure an
25 implementation of the stack such that specific sources of data can be restricted to specific

requesting entities ("clients"). The application of the Secure Socket Layer (SSL) protocol

is reviewed in order to demonstrate the authentication of requests for information from

external sources by the on-board computer.

! On-Board Diagnostics III. Proposed legislation, spearheaded by the California Air Resources Board
(CARB) requiring emissions-related diagnostic information from Engine Control Modules (ECM's) in
vehicles to lend itself to retrieval over mobile communications networks.
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rates that currently reach 11 Mops. 19 ~ " .. SUBSTI TUTE SHEET (RULE 26)
WO 02/ 31793 PCT/ CA01/ 01420 One feature of |IEEE 802.11 is the notion of ad
hoc net wwa@ongL79shi ch enables two or nore devices to conpOniCaat/e4el rectly
wi th one another without requiring a fixed access point. In other words,
the network infrastructure i s not a necessary condition for connectivity
bet wee ap_.suppbort concuyrrent 5
Veht or TP CRAAGE Bontih B S Bnhngd SEme P B AR PE S S0 i e
and unespect His Walssed TdH she @ohdepatdfom o*adihbexnebwblkt' Yestdblisied. wathireahni cal
perspectlve and comrercial appeal,:is the essential rationale for usi ng
| EEE 802¢igh ?rh0¢df’§mmﬁéd1ﬁéﬁﬁﬁcgl‘ﬁés‘@h}%d The)ad-Hpe nefgeotnest cugrst wihiao t he

princi i Qfnid MRl EIeRtAY. oY thel QaiORE %Eluﬁpz oyide@dast d’\”r%gﬁa%g{ehoc

nodi fication of t espeC|T|ca|on to meet qwrerrentso

net \Bor kinfrgstfuoturd iESlepR@leé.t iTha @bteptlaloofﬁt}ﬁ@ tddnolblge toremhprods h@r_wayisb‘@dy fsere are

i nt ende ov1 de a.platfor h.the Autonotive emetry Protocol
Dl5a Pl p

( ATP) eﬂﬂs% Vb p IS n S¥HBP 1clggepvehicly S?é@é%% PoviReratigpal ocof

deri vedpfapmigNVP that enabl es a bi -d| rectional client-server relationship
to be established between the two end points of the nobile comunications
[1]. In the context of vehicle-to-vehicle conunications, ATP allows a

"¢l i entAlsqdpscsibed ¢ snethaddfon theptegrjinn 1of SRBE S0RAH icomplipntdechnglogy de bptbed

server: t
mohant B FRLFABIIE N I8 AT RIMNSTIIRERE, RotRirde o R R B B oy
STACGK Ftbghitcéhgemt |Traﬁ$pbﬁb.‘mm tSyetemongd ET® tpr @tcomphsss tusic lcotnipahent Sofr ewphi r ed f or
oBD 11, wusing Oig Hﬁ‘g en S séégs lﬂHﬁ"e IBfnnect ref erence nodel. The
pr ot ocoﬁys@ff’éc‘ﬁ ‘?t erIOH ArfeaiveliclpBeparh Hidh Foadsey iFasiHeU¥ey | | owi ng obj ect i ves:
Wreless data link transparency This refers to the need for
t ecl nol ogy-i ndependence. It should be possible for OBD-111 conpliance to
be nmet Mschhefahv anireny fofuswfr elteligerdavehidle rkchneligmoisodirexdsed kblebllsiadevi ces
20 avoidance based on radar. On the other hand, intelligent highway system development has
15  been largely predicated on the use of short-range communications between the vehicle and

the roadway infrastructure. However experts from both the automotive OEM's as well as
from government agencies have recognized that vehicle-to-vehicle communications

constitutes an area that should be explored going forward.

20  The IEEE 802.11 specification is a relatively new standard for high-speed wireless Local
Area Networks (LAN). It uses a method of RF transmission known as spread spectrum
for which the 2.4 GHz range has been made available as an unlicensed band. This
technology is also identified under the commercial banner Wi-Fi (Wireless Fidelity). Its
potential for application in the area of ITS is based on its commercial potential. There are

25 now Wi-Fi products commercially available that make it possible to create network
infrastructures supporting mobility for computer devices. Network interface cards (NIC's)
are available enabling personal computers, including laptops and notebooks, to use Wi-Fi.
As the popularity of Wi-Fi grows, it is expected that more mobile wireless appliances (e.g.
PDA's, cell phones) will appear in the marketplace that exploit a growing infrastructure of

30  access points through which users can connect to the Internet wirelessly at bit transfer

rates that cﬁrrently reach 11 Mbps.
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SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CA01/ 01420 should be able to
use packet cellular, RF packet networks, wireless LAN (W-Fi), satellite
or any covdonat7pdn thereof. Internet connectivity (beyonBCOEMporal s) |t
shoul d be possible for workstations at renote |IP addresses to interact

di rectly with an 5 on-board vehi cuI ar device that interfaces to OBD and

ot her Qna thl the her ull 1nternet
connect ’(‘Fi?eg?hﬁ &é@ﬁﬁt eﬁl é“’%% grﬁ{é }(faoénoettwor(hn(%tw\qﬂsh 8n(§’fleésltPNe()d 'out cone
t hat withbreadtaltes tcabtslhmmhibeﬁ diestlg viith sneartid ivitioud Reguirtigt a dRedadceshave to
transit the OEMs portals, This Inplies that the vehicul ar deyvice needs to
conpl y Poitt h Iatfbdarardss db%dﬁm@beﬁfﬂaﬁ‘é%‘i‘rén@ ol NeGRYHNt conddtion doheer
exchan S bel ow
ol apndlivly ARtveed AUBICULARS, MRS Ol B SOET Lk shibdh BRRECRY

uti I5i z atehite- fbheehnizidz ane xclnelege-ihiisivaetnrd comnhumcaimm,s 1nempd1mdhluexpmted

noni torin mobi | e i ., Shoul.d nqt .be unnecessar ver.bose".
Ther o1 « SRGesalspinatan oo i APt S Gituieh poRgedtEy bl HRtab f or m
of " Webyypbd1e e &kdifal FaSiohsle W BeholIBES gl 11fiM 1The user interface (U),

whi ch has been partly responsible for the devel opment of Wreless
Application Protocol (WAP). WAP is a technl que that offers some conpronm se
bet wee h I f r Cci ency
over ai P14 fetiod gsfaled 37 il JodGutlie s, B BRRb R ARk B £ 1

t hat) t edoapianty 80RAfMf inodes twhbﬁ d]hcfcﬁﬁcfaemh bf uhémﬁé&fannmsm tinagt ahder
forms of wireless dﬁ@a and gg]' e supported in a different, yet

st andar@SUEARSEE i Pnet"é{r Rgar'dilPed data exchange mechani sm The hi gher

| evel s (Session and Presentation) of the protocol stack need to be
standardi zed, for obvious reasons. This will, sinplify the task of

conpl i aRdeatiovnaship @BATPI 1 in all 25 jurisdictions that choose to inplenent
the regulations. Security The need for security has been stressed by CARB.
Political acceptance of the OBD-111 concept is dependent on the public's

confsi defiembifads 4d8ribRICHIO bROtMibd tdPovRIRGIBIGm on which the Automotive

Telemetry Protocol (ATP) can operate between two vehicles. ATP is a session level

protocol derived from SNMP that enables a bi-directional client-server relationship to be
established between the two end points of the mobile communications [1]. In the context
of vehicle-to-vehicle communications, ATP allows a "client" vehicle to send an
20  asynchronous notification to specified "server" vehicle requiring acknowledgement. This

request-response mechanism has applications described later in this document.

PROTOCOL STACK

Figure 1 illustrates the complete protocol stack that is required for OBD III, using the OSI

25  (Open Systems Interconnect) reference model.
The protocol stack is intended to meet one or more of the following objectives:

o Wireless data link transparency

This refers to the need for technology-independence. It should be possible for OBD-III

compliance to be met using a variety of wireless data link technologies. Mobile devices

20
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21 SUBSTI TUTE SHEET (RULE 26) WO 02/31793 PCT/ CA0O1/ 01420 form of state
intrusion into individual:privacy. Mtorists and vehicle owners shoul d have
t he percapoopsi7phat el ectronic controls over the rel ease pET/CADDOWRE | ON are
at least as effective as those that are currently in use in Wb-based
E-commerce. It is contenplated that the present systemwll, if needed, be

bl o I bl.ic k h b : i I ,
ca0abl . EAETIRR RO B R R AERRSEYR LR eigpbmn |

E- commesreay cdhbhattisthegsft hat, al though there is connectivity with any
host on the Internet, only those hosts that obtain authorization through

t he securit mechani sms wi Il receive ani/ "attention" fromthe vehicle.

Net wor k* amfempet seppectivityy(hexondpENMpportals) or der to understand the context in
whi ch ATP 10 operates, the underlying transport nechani sm which supports

t's needRoi@ bip‘?)ogs‘?ﬁléifgle%ﬁcstati-gﬁ§ alR&lotdht 8BS TP IRt difebPvithSar?

transport-1Ievel "mechani smfor "connection-Aess" client-server
comfuni @aboapd yehiciDer devist ithattiesriages to fOBPeantdrcihepeperational dasalvgthimshe can

operate over the_lnternet he notion of. a,"connectignl.ess”, protocol refers
007 he YA ¢ fm e B full IRRE ehEitstinh peBR B TS R T Res of
rel i abl@seRdr dired ucomBuRitGHlli cpasle abfhotifed Hists ®ams @pplifRohsthdi 86 hegui shed

fromTCP (Transport Control Protocol). The shorter UDP header (8 bytes)
ref | ecthave g tagsitithe Qi portals. Jhds nphies thet Bie ehicala deyice perds to LOmpL

I nt er net ..J t agr . The'hdat c ' S t hat
o used'h SR drdotR AR Rleaidit® 1R, EBAT AL RRMMS Bih B

| ANWA2 duthoalzed shobDonUble BiendiCP (S¢e Secwadtye btlowe by reldfloand the nbtienf ofjur es
bel ow ZO”HShQW how t he payl oad of different datagranms can be intended for
UDP and? @fzedﬁ@%\%ndi ng on the value of the "protocol” field in the

dat agram header. As nentioned above, the standard UDP header is eight (8)

bytes iy & b3 source port (2 bytes) destination port
(2 byt es)ﬁ%mp%a?/@gggﬁﬂéﬁgltaﬁ%?z bytes)  checksum (2 bytes) 2 | ANA

(Internet Assigned Nunmbers Authority) .
The data exchange between fixed sites, responsible for monitoring, and the mobile units

should not be unnecessarily "verbose". There is a tendency in wireless applications to
15  assume that some form of "Web" ‘presentétion is required to simplify the user interface
(UI), which has been partly responsible for the development of Wireless Application
Protocol (WAP). WAP is a technique that offers some compromise between the Ul
featufes of the We;b and the need for bandwidth efficiency over airlinks. None of these
considerations take into account the fact that telemetry traffic is quite different in its
20 .purpose than other forms of wireless data and should be supported in a different, yet

standards-based manner.
o Standardized data exchange mechanism

The higher levels (Session and Presentation) of the protocol stack need to be standardized,
for obvious reasons. This will simplify the task of compliance with OBD-III in all

25 jurisdictions that choose to implement the regulations.

e Security

The need for security has been stressed by CARB. Political acceptance of the OBD-III

concept is dependent on the public's confidence that the technology will not become a
21
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22 SUBSTI TUTE SHEET (RULE 26) WD 02/ 31793 PCT/ CA01/ 01420 In the
conventional uses of UDP, the source and destination ports are

| ANA- appvoo ed317aiinber s associ ated wit h processes executi nBCWCAbi/ow42he
sender's and the receiver's address spaces, respectively. There is
currently no assigned number for t he present autonotive telenetry

i The O )
Cpeci 19018 R Bl Mo TANSTLAEF Ry offoRiER G Bl MG flapfhad”

appl i cahé @Bro@f)u@uﬂﬁmﬁléc‘ﬁ@nic%(ﬁmw yvert the reluer b2 atdfonhatidneardDR leeadsr woul d
consune wrel ess bandwi dth w t hout. providi n(ggany significant adv nt age to
Sp

the pr ditssre asthoserthat ae crrentiyoim) ysg yo Webr‘%ﬂ rompercBoits cordeaply and
destin (o] C S t gﬁﬁq{—\gr yl oad
| engt hq%égnﬂieo%gésérgesfgtgg ?ﬂ gmh}r ;’ﬂg%g’ ib% F %gdbylng)er F{I?ﬁlg net rgll;%e%%?et or
dat & | mnjqotbgmm iabowehitleeh Sedseon LiDeY, segmeelt the same apsuleattbat. it Ak ndoinkyin t-he
checks can be vi ewed, as redun sin e underlying data |link
ot o oo gRELF S AT S PBrarE ais sl faay Aibousd Ber Mot Ry ity
anyway. angl tfaswsﬁl tﬁéﬂﬁltaﬁ@tdoh@ Ho§Y RdsELthol bBlaRpSsuthandnba tiroG e slenRbingy, t he
UDP headéer is , in one enbodi nent, reduced to 1 byte in the

i npl em@mmsmﬂé@mw@fanv hettepgipn| Bomdbmyagleat i ons prot ocol stack, which
is illustrated in Figure 4. The value in this byte (OxOA or |nteger 10)

| denti fTiI Sl G T ORI L ]t)ia/ﬂ’hQn DR b u Y Fﬁtgﬁstrhle @ﬁﬁt%%tnl zh?@ and
Presentatr. - conceptua at t ession Layer.

i s 18  ropgratst theasydertgiag maospsoni maz;hamsm Whlchtsoppﬁrmpt’e nbiatsviorble cvbsideredrent
Pr ot oc (SNVR), 20 i C es that ver age fromejther a
oot | & i Do O et G o gmeett Il HRelitig oo corheienisre.
acknow gglgespnt coﬁﬁn&%ﬁm@xgmt bRifuBROSeSoff THRMrRPbE |1ﬁ§toc(§l§ RRAt e

di scarded by the nobile conputing platformuntil the base system has
confir nmdrattmavertﬂhfeyltmete TBeewtibn gf e dcormeetioniess's protanel refers ta g facidbatbase.

e

CONM3UNI I6 ahis @B@sed EVDFC Rdistaipdished ﬁ‘bﬁl TEP f(BEinSpoit @Bﬁ't%lCPMtochl) WThe kheftgent s of

the Internet infrastructure must This nunber is, as yet, unassigned by’
| ANA. UDP header (8 bytes) reflects this difference.

- The basic protocol data unit (PDU) of the Internet is called a datagram. The'datagram
header contains a field that is used to designate the protocol at the next level of the stack.

The IANA? f values for UDP and TCP are, respectively, 17 and 6. The figures below

20  show how the payload of dlfferent datagrams can be intended for UDP and TCP,

depending on the value of the ' ‘protocol” field in the datagram header.
As mentioned above, the standard UDP header is eight (8) bytes in length, consisting of:
e source port (2 bytes)
e destination port (2 bytes)
25 e payload length (2 bytes)

e checksum (2 bytes)

?JANA (Internet Assigned Numbers Authority)
22
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4 |f any of the data links traversed fromsource to destination do not
incorporate integrity checks in the protocol, then the data integrity of
ATP can beoozbi7esl i nt o question. However, it is difficultP€DCanvégzon such
a' case. 23 SUBSTI TUTE SHEET (RULE 26) WD 02/31793 PCT/ CA01/ 01420 conply.
A conparison can be made between renote diagnostics of conmunications

devi ces. and nobi l.e vehi cl h;s 1s 11l ustrated graphjcal in_Figures
SCa) _anl 6 SRP R SRR T RR A R A B R AR e T aelinoh e | o
swi t chi ngnsley hea8cisted RviiSpraceskdsietg@utinp withih e sellddr's afa dao@ckitdiisiakiiress

i npl ements an "ggent", ich is a software nodule 5 responsible for
retri evinagess eefnecitvely- | Where iacisentner psigsed aumsT Jpt thetiesepbapPBOtiNanager

t hr oug It : i i | tReK 10\ ALEE FP (@)
shove RGeS B8 Re: ol B SRR Sk e ngRtoB! OERL (RIREF 00ETEERY L7
contsi nathe @ Poporthe Session and Presentation Layers. The information that a
renot e manager nmay request resides in the Managenent |nformation Base

(MB), ichis aJlpcalreppository for operational data. 10 collected by the
Goui e 5 2R FaF BRBiopaRl el g efRieE for o
(" Comugiesiadall QTShDINP @sader wWoRld Editu@b Gareléssaubwtdivviithoan plok itk ehy adapt er
mai ntains statistics reporting the nunber of inbound and_out bound franes

transi tyigejficans agyansagsde the profaophineternm pEilexibidityat rebiabilisy. cBethdbe sotrehe M B
d i trj f o '
and 1s [ cie::s]ffl}(aefgn%gt% F!ﬁn t’ﬁ‘g %Qﬁstrgfheg ?51 ﬁ\éﬁ:;,he g%{g@ n{u%'ggxleelé i zag)l‘g\@éﬁ gav\xlp as

i ssued a reques € Cas€é€ o wn i n t he
entidy egaérivaldeidm tfieldshia thiRierlvinpageivorks packkl eddata Makiftamie inawhich ke nanaged

entity i s_a vehicul ar on-boar nputi_n device interfaced to various data
acqui si YP8rseamani i sncapphiaied; ﬁeaj&: Uge gheeksy S0 vieweflgs sedundry. since

D agnosf,k GyrdefiGinpBdatL ﬁnﬁ%ﬁ@toé@k#)shoﬁﬁ'&ein'b&?gfag@c%h ABtegAGNBEEk ot b8 kP

originates from various sources such as t di agnostic port, anal og and
di gi t al stre2th aymeprs, GPS receiver, and so on. The three exanples shown in
the figure are: . SAE J-1979 (diagnostic test nodes required for OBD-11)

GPS recgi ver, direct .anal og.and digjft. i hput channe This i. 0 nmeans
an exhedtoih e G0 s RHRi? B REs Putbln Lol iho GOR TR PR e LGRS, o
15 embodiment, reduced to 1 byte in the implementation herein of the mobile

communications protocol stack, which is illustrated in Figure 4. The value in this byte .

(0x0A or integer 10) identifies the ATP port at both the source and destination.

Session and Presentation Layers - ATP resides conceptually at the Session Layer. Itis a

request/response mechanism, similar to Simple Network Management Protocol (SNMP),
20  which ensures that for every méssage from either a mobile unit to the base location or vice -

versa, there is always an acknowledgement. As such, exception reports from vehicles

cannot be discarded by the mobile computing platform until the base system has

confirmed that they have been logged to a "persistent storage" database.

The design philosophy of ATP is based on Simple Network Management Protocol
25  (SNMP) which enables remote diagnostics and configuration of communications devices

and is the de-facto standard with which elements of the Internet infraétructure must

? This number is, as yet, unassigned by TANA. 4
4 If any of the data links traversed from source to destination do not incorporate integrity checks in the

_ protocol, then the data integrity of ATP can be called into question. However, it is difficult to envision such
a‘case.
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25 SAE J-2190 (recommended supplenent to | egislation) SAE J-2178 (Nornal
Vehi cl e OQperation) The present version of such a device is called a

Uni ver salw@nz/Boay d Di agnostic Server (U-OBD). 24 SUBSTI FUIEABHEET ( RULE
26) WO 02/ 31793 PCT/ CA01/ 01420 SAE J- 1708 (heavy truck and bus) SAE
J-1939 (successor to J-1708) SNWP and ATP Message Formats - The SNWP
message consi sts of a. header.6 an Prat ocol ta Lt o o header
cont ai n&¢ ‘fhef%@l?argon\?gpslfeoﬁlaﬁfj%g?ee?hﬁe Oéepe%:algf1 ?Seltjlgs tqrge&)\%e&ruél?lg%%g? SNVP
t hat i sdbetddgnt aebilbwehibrs oThglinakstated giapkicalby Baigures S@andi(t)t y Nane Thi s
serves as a primtive nmethod of authentication. Managers belonging to a
coomunity are said to exist within the sanme adm nistratiyve domgin. Wen a
managenBhENEgethe q@ag@(ﬁé@%slsawpgwaﬁegg%g%ftﬁoarﬂwawﬁa&ﬁﬁm BFft & fing a
CoOMuNI {54 NASELBAL This 1%§§6Mity [ROIOEHE Gn "hien@OGhidIOk aRBftvhfei die i N t he
SNVP operation. In the present system it Is pr(_af’erable to elimnate fields
t hat5 ar espatséni¢ | @l | yetriedundeguestad  infodmatiano anddigeracting cwitls uthpt reprotef

wi rel ess bandwi dth., Thi.s, i s the,case wth..the 0 ni.t y..na i hce, as

wi T be mng Gk ARk Rer g Rl prof R A, F 8RS P68 3 (ne
present aat 0 tb}?lb%l & this stdch@s SRR, vlely & Adddkiallfa\embimfion diiRrSessibh only
beconme necessary_ once ATP evol ves beyond the experinental stage, SNWP

Pr ot ocofndBeesentatimslayern e The inforgration dhatpvemaie g ayneqresh{esidss bat a

Uni t (@g@%ag_g@gﬁt ﬁﬁq A, ggéééh?ﬂ%[ evhkcmg@% 18¢a1 LAY f%e?%ﬂn@?&jaté n the

SNVP spé nmanager uses -a retrieve an
i telo fr cotleatedeagetht' devidk Biriveish@npoBsgnhe \hardsvane imérfaes o thedexterasl werldal | ed a

Uni versgl . On-Board D agnost.ic_ Server (U-OBD). .6 This describes the nessage
header 8@%’9“%‘?”@3%‘?‘#‘? Sé)r Rrargstgireof r@ﬁﬁ%‘.‘“@ﬁﬂ%&@%ﬁ@?é?@t%ﬁ e
conpl exgih@iBtrepoHihS thd h%l?f?é%c(ﬁfﬁbb'@ﬁlf Wd 88tbBukE harRd ¢@nRAh the\RBRRECUr i ty

mechani smis specified f
interface. This information is cached in the MIB and is retrieved by the Agent on behalf

of a remote Manager which has issued a request.

15 - In the case of ATP, shown in Figure 5(b) below, the entity equivalent to the SNMP
| Manager is called a Monitor, and the managed entity is a vehicular on-board computing
device interfﬁaced to various data acquisition modules’. This is called the local data
repository a Diagnostic Information Base (DIB). The information cached in the DIB
originates from various sources such as the ECU diagnostic port, analog and digital

20  sensors, GPS receiver, and so on. The three examples shown in the figure are:

e SAEJ-1979 (diagnostic test modes required for OBD;II)

e GPS receive;r

e direct analog and digital input channels

This is by no means an exhaustive list of the possible sources of ‘data. Other examples are:
25 - o SAEFE J-2190 (recommended supplement to Iegislation)

e SAE J-2178 (Normal Vehicle Operation)

> The present version of such a device is called a Universal On-Board Diagnostic Server (U-OBD).
24
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ATP. The docunent in reference [1] is the nost recent RFC (Request for
Comrent) for the initial version of SNWMP. The full conpl enent of

speci fi cavdoons17dpdr SNVP al so i ncludes a set of RFC s for BXNMewRI/omki ch
extends the functionality of SNMP, and a set of RFC s for SNMPv3, which
provi des security features. The term"SNW specifications”" is used in this

docunent ul npl ement of specifications provided in the
RFC s pub %fg?m%‘@f f @PﬂgP%Engi neering Task Force (IETF). 25

SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CA01/ 01420 Set A Set PDU is
used by. a SEENRYETI (sGcceSor b K085 I N an agent's M B. Trap An agent uses a

Trap PDU to send asynchronous notifications or "alerts" to a manager. 5
The manager, doei not ackno}yvl edge tﬂese notifications. Inform An | nform PDU

is sim3d L My %iSﬁgﬁepor&rﬁtSae%ﬁtheaﬁiera aRdfager
conmmuni ta(?‘fi e*Thé‘"ﬁ:%h%QF&&nteHHsYt\%sﬁ 51881 | nform PDU to send
asynchr%ﬁi&)ugpl)no?‘n]f1 tllﬂons n contrast to a Trap PDU, the receiving °
manager must acknowl edge an 10 Inform PDU. Protocol Data Unit Formats -
These feouecsadreljombas8 of PDU are highly suited to ATP. Before their use
is examned in the cont ext of autonotive telenetry, the actual format

specifigation.for rized. Figure 6 illustrates
t he forhdt SHGHS &etve]%%? hﬁ%ﬁ%e@’ﬁ%ﬁbgmﬁlﬂff{% Onlgﬂﬁtof ﬁlefﬂ?sga%epeci fies
the type of PDU. This is either one of the four request PDU types already
descri bed @mmise@rse. Request ID This is essentially a sequence nunber
for the PDU. The receiver of a request PDU uses 20 this in the response
PDU so that the sender can match the response with a previously

t r ansmi Hhis gervegapesprimitive spatbodbplsurthenticstion. tM@lqgé@éq%»gmgatﬁ afqomr@vm%mt
dupl V' cale ARCRAGES: W}%Hin the same administrative domain. When a management agent

10 receives an SNMP message from a manager containing a community name that it does not

recognize, it does not participate in the SNMP operation.

In the present system, it is preferable to eliminate fields that are potentially redundant in

order to reduce the consurﬁption of wireless bandwidth. This is the case with the

community name since, as will be shown, a much stronger form of authentication is '
15 required at the presentation level (i.e. the layer above ATP). A version number will only

become necessary once ATP evolves beyond the experimental stage.

SNMP Protocol Operations - The rest of the SNMP message is the Protocol Data Unit
(PDU). There are four (4) basic types of request PDU defined in the SNMP specification
[11"

20 e QGet

A manager uses a Ger PDU to retrieve an item from an agent's MIB

- The present version of such a device is called a Universal On-Board Diagnostic Server (U-OBD).
8 This describes the message header format of the initial version of SNMP. SNMPv3 specifies a more
complex format. This will become useful as a reference point when security mechanism is specified for
ATP.
" The document in reference [1] is the most recent RFC (Request for Comment) for the initial version of
SNMP. The full complement of specifications for SNMP also includes a set of RFC's for SNMPv2, which
extends the functionality of SNMP, and a set of RFC's for SNMPv3, which provides security features. The
term "SNMP specifications" is used in this document to refer to the full complement of specifications
provided in the RFC's published by the Internet Engineering Task Force (IETF).
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is particularly inmportant in nobile wreless networking environnents, where
transient conditions render nobile nodes frequently "unreachabl e", which
causes tivoomsdes to attenpt retries. In this kind of scRORCAO0L/0t4be
probability of duplicate nessages arriving at- 25 the destination is very
hi gh. 8 The types of request PDU previously described are categories,

w thin which several sub-types are defined by later versions of SNWP. 26
SUBSTI TUTES'SHEET (RULE 26) WD 02/31793 PCT/ CA01/ 01420 This is shown in
figure 7. A request PDU, encapsulated in a datagram is routed to a nobile
agent tASerIbUds geldewaymbtgdr 1666i 4 ealoeinr dgenfstMIB. t hen wrapped in a nobile
networ k packet and routed to the nobile agent through a wireless link from
t he closest RF base station. Wereas the nobile agent may receive the
airlink® f A& containing the 5 packet, the RF base station may not "hear"

t he acknow edgenent that is transmtted in response. After the requisite
i meout ARGELAdied B9 PHRS f LABO RS B1ilHR B hAertd oo PR ey
that the I'l'e agen unr eacha his report is propagated

back t olidmarsgaddres omRknowledge )hesqlhrélfms@age is re-transmitted. Error
Status 10 This field is used only in response PDU s. It indicates one of a
nunber ' of rors and error types. FError Index This field is used only in
response % It associates the error (if applicable) with one of the
"vari abl e bindi ngs" encapsul ated in the remainder of the PDU. 15 Variable
Bi ndi ngan Tifben PHU Reirtiddrac biTelsiPDU. g SSNMP cRbly. (cfherfan\agemtah hendnapeli ng i s
an associatign of a _particular instance of_a managed object, mhlch is part
of the ENURiFRZ] Wikh @aeﬁhémna%)%gea)ema(varﬁnt gorgy @Pg{ 23 ﬁer&sir apaehrPBelfest

PDU s, h 4. h field
i denti fllgog%ic%\@dn% hh c%tn Ylgér;tgt t(8 adng’e pg ?’ﬁe vaj ﬂe-gglg 1%)%1%%;& #‘ﬂﬁ %&I{Ifg 6‘Vg*enogg ed 20
acclax di agprinoPDle trlple TLV (type, length, value), where type specifies the
data type, length is the nunber of bytes in which the value is represented

in the ﬁr%?oscgﬁbgp Un1 rF%1{211f1.rr{.1:1t€§1ndl"hese four categories® of PDU are highly suited to ATP.

Before their use is examined in the context of automotive telemetry, the actual format

specification for the SNMP PDU's will be summarized. Figure 6 illustrates the format for
Get, Set and Response PDU's: '

15 e PDU Type

This specifies the type of PDU. This is either one of the four request PDU types already

described or a response.
e RequestID

This is essentially a sequence number for the PDU. The receiver of a request PDU uses
20  this in the response PDU so that the sender can match the response with a previously
transmitted request. It also ensures that the receiver can filter out duplicate messages. This
is Vparticularly important in mobile wireless networking environments, where transient
conditions render mobile nodes frequently "unreachable", which causes the sender to
attempt retries. In this kind of scenario, the probability of duplicate messages arriving at

25  the destination is very high.

8 The types of request PDU previously described are categories, within which several sub-types are defined
by later versions of SNMP.
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val ue contains the value in length byte. This encodi ng schene follows the
practice set out in the Basic Encoding Rules (BER) of the Abstract Syntax
Not at i onWanysizge (ASN. 1). ASN. 1 is an |SO specified | anghager/oezat is
often used to define data exchange protocols at 25 the presentation and
applications layers of the OSI nodel. Its abstract quality enables it to

be i ndependent of .the different r t.1 on; techni qu t.hat can be
encoun?gk%lédsgllﬁ m‘? ren‘% (f%ﬁ%ufﬂﬁ%ﬁ[pll aI?Cfaﬁ ded %dattr*%ram ?she)uhf)lpte %bst r act
t he synmabild agenexipoasts angtaatyaio ﬁtnlidlﬁlhu’feawoﬂihﬂtrmlﬂﬁerﬂwmfﬂpedidn iasmoBidi r ed

when these structures ar rialized in a data, 27 SUBSTI T ESH (RULE
26) WD ¥ppyarkagk qi@ftﬁ 5 mﬁgembél@ R&&FhtPugh a“ewfﬁ% ﬁpﬁ ﬁg . For
this r OtatiBhVPIRRSs AR Yndbils UREHT m3) reRY the( SRR ﬁhﬁé'éo}ﬁtaﬁnﬁg”%ﬁ@t of

the BER) 1n order to restrict the overhead associated wth the encoding
schéne jacklet; Her BF daec ptatige meyngptbanatitithit helowwidigemenethatis tr{l@}mtt@da}n In ATP,

till th th ti ‘

" mor t asebonket (SR h kTSt RORREN AR, B REHEE bt B it BRI ey be
i Mpos eth@RofkNEutENEOBhNGhe rSEHIRMEEeRYis euhi@héiabiend Whe the@pbrt fis floPa a@éd al | but
vari able | ength strln%B This is shown in the detailed format of the

var i abl ackititiersgnden (AhR npnéterlothe messagetis erranimied he SNVP PDU format. Only
the type field is used. The receiver nust infer the |l ength of the val ue
field §r oTr@FatJ eceived type. 10 This sane format has been adopted, in one
enbodi rren Stodel for the ATP PDU s. However, in order to limt
unnecessary use of bandwidth in the wireless environnment, the follow ng
exckpt i Dins fiakdds nsedieonlyt in Blyeorise POXU'St ki indScaescbneraf amulmbete vf éirek dad arrer not
present_in the request PDUs. 2. The value fields for the variable

bi ndi ngtéfp e not present in Get PDUs. 15 3. The lengths of all fields in
the PDU s, including the OD and value fields in the variable bindings
(excl ud§ n%,,cd}%@egcter strings), .are inplicit; i.e. they are not explicitly
encoded in the data streamas specified by ASN. 1. The lengths of all the
header fields are restricted to one byte. The length of OD fields is two
byt es ahis figl llselﬁgi prly g respensealf PHlsI dt aisacibtag thecatardy applicablégevidfene on t he

(AL G R RS BOF B e G Bt oco! cperatione wiT

15 e Variable Bindings

This is the data field of the SNMP PDU. Each variable binding is an association of a
particular instance of a managed object, which is part of the MIB, with its current value
(with the exception of Get request PDU's, for which the value is ignored). The Object
Identifier (OID) field identifies the object instance. The value of the variable is encoded
20 according to the triple TLV (type, length, value), where type specifies the data type, length
is the number of bytes in which the value is represented in the subsequent stream and
value contains the value in length byte. This encoding scheme follows the practice set out

in the Basic Encoding Rules (BER) of the Abstract Syntax Notation language (ASN.1).

ASN.1 is an ISO-specified language that is often used to define data exchange protocols at

25  the presentation and applicaﬁons layers of the OSI'model. Its abstract quality enables it to
| be independent of the different data representation techniques that can be encountered on
different computing platforms. Of course, the more abstract the syntax for expressing data

structure, the more overhead is required when these structures are serialized in a data
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with the nodifications described in the previous section, are applicable to
the protocol requirenments of ATP. Get PDU s are needed when an ATP Monitor
wants towevrseye the current values for a specific set PET/CANEGELD Obj ects

froma vehicle. An exanple is illustrated in the figure 8. A vehicle owner
coul d obtai n, froma fixed-location 25 workstation, the vehicle' s GPS
Iocatlo i ne speed roads and gn net ur

| 0Cal | O SR PR chA0S SAGOH, P BIOIA% 4 SERAP UL S FobRel B

al |t heASNequpedigechilyal sitsetvsTih< BBR) ¢ 6a1RS t Rb@idt thietdvierhead aisogibeed Alith message
and a unfragnented network packet. 28 SUBSTI TUTE SHEET e[SLE 26) WO
02/3179@ep@ﬂd@@ﬁf}1@@ﬂ?@dthFFFé‘°rFrpé‘i§e%%ﬁW% hgadbe Interaetn@ledént reports

fromthe vehicle for which acknow edgenents are not required. A typical

exanpl erWeyp dstﬁrewﬁh &1?&&535&% FEReseRASE bARRVilE D%Whﬁoh lé\tanlth& AlorOinsRfahnar e in
t he on-board device9 could generate a Tr ap P the GPS position at an

i nt &r vain thpewmbilg euvwmmq’q 01f Izi%éFPdat@rtbmrnqsirlgﬁi@l fooy betepogdarshe paerajes!
bj ect Th k | -
,?I Jrrg ¢ Tsf,?]é?%% 8? eflgl at 1n t%ed thrf?etfc? or'a %u\ﬁg%lg en sttlru &< 1y F’S‘@l&!vl? ﬂ n rea

rom e are uper UOUS Since the

sender {hasetatled lf(ﬁﬁﬁi@ Bf tie \Fa@rableadiﬁdfhg GRS pedoiid mﬁlsuatimtofha@ SNBIP PRI at el y
stale. The Inform PDU, which requires acknow edgenents, is_the nechani sm

that i sfousald Qulydhe emfisid iF ysad Aﬂ:e fereliehsust Wﬁéh? msthsofctbemelue disi t from

t he vehﬁ&lnqhe;gga%?;ipgnts can 10 correspond to: Regulatory exceptions
(e.g. emssions-related events requiri ng intervention) Mai nt enance

exceptions (e.g. fault conditions requiring i mediate
i nsiect iThiw sagdei fabatdrs bepmadgptedie pa&t twhedimeric e@airm&;tl (ca the AJSePDY'st he

vehi cl e,in _an una ori zed manner errent equi red
or ¢t HORB: BBt S sEE frfges e Rgntionis B WAL SR atnear g
whet her follb®idvexaéptiodpard mhds been | ogged in a database. 10 The Set PDU is
used to renotely change the operating paraneters of the on-board devi ce.
This could be, for instance, the threshold |evel at which a regulatory

except i brihsdetersdieus aphr nOﬁ#Mewaﬁelcksfar%%tdwsen&@ah@suﬁé?m on reports (for

a tracking application with Trap ‘
2. The value fields for the variable bindings are not present in Get PDU's.

15 3. The lengths of all fields in the PDU's, including the OID and value fields in the variable
bindings (excluding character strings), are implicit; i.e. they are not explicitly encoded in
the data streamas specified by ASN.1. The lengths of all the header fields are restricted to
one byte. The length of OID fields is two bytes and the lengths of the variable binding

values are dependent on the value type, which is encoded in one byte.

20  ATP Protocol Operations with the SNMP PDU's - As already stated, the SNMP PDU's,

with the modifications described in the previous section, are applicable to the protocol

requirements of ATP. Ger PDU's are needed when an ATP Monitor wants to retrieve the
current values for a spéciﬁc set of managed objects from a vehicle. An example is
illustrated in the figure 8. A vehicle owner could obtain, from a fixed-location
25  workstation, the vehicle's GPS location, engine speed, road speed and engine temperature.
Both the request for all of this data and the response from the vehicle containing all the
requested values would be encapsulated within a single ATP message and a unfragmented

network packet.
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20 PDU s). MB Hi erarchy and DIB Derivation - The MB to which SNWP

provi des access is a collection of managed objects which are organi zed

hi er ar chive@b2/§1798s shown in figure9. A nmanaged object 11PCECANEB0W@R0 any
nunber of specific characteristics of a managed device. 9 The SNWP
specifications for agent software architecture call this the Notification
Ori gi nator AAppl&ation., Th r ftware. | ger..enticty is.call ed
t he Noﬁ l?el 52{949 0%15 e(?gllgvbeer y e%ﬁ?c%%@o%‘.\;\gﬁorep? rt% 21? ?lﬁgﬂl%egé%lgfséi (%ll iv%h;Chof t he
Not i f i cakhowleBeadnte ard\ppt iréftidedn MO typicilirexatnpht wolks &e r£ pevutsng@IGPS
commtted to a database before the acknow edgegent PDU is returned to the
agent . RPsitios reRdrhsARpISaEpR sxftwarg b e on-heardgdeyney copldgengrae gsed

i nterchangeably with the term nmanaged object. 29 SUBSTI TUTE SHEET ( RULE
26) WO ﬂ%{é PP iRGhé %@ME&M&PM MBnased _sﬁ{aliﬁ&f FitR I a%rsgﬁaqr@forw or

nore object 1nstances, Ich are essentially variables. Figure 9
i |1 st r@PeSmahageMoBjdet e rBirechypess of this esportingewddd de o trhckwaivelnclgrie resdsi gned

by differe organi.zations. An_.objgct identifier (O D). uniquely jdentifies
= ranadii b el REBMGREmE S PR G MURE pl Phea Bl L e
di f f er enyf regdonnd as-eanhig GPSZREItOASthavbechmelimwdisety elaleD D' s are al | ocat ed by

associ ated organi zations. The O Dis forned fromthe sequence of nunbers

correspandi ng to the nqodes through i ch a nmapaged object can b reached
fromt h“éhf-‘r@%t” oY D &/hiGhetequigesy ac %Wl\éﬁ%‘?m‘i% g HigBrbaniss t%a%ls s gpgre

i dent i fi 8,506 iMABPAoQRAES SyncfiRindlls bient RoM Ry Me RMIdIL | Phesk RAtnicOP! Y Wi th
t he spéé)??ﬁ’cgtnlwéns 8f itl(ﬁeli'r% P %rotnoc IO stack.e The ful Iesobj er%:t name is:

i sol0 desuriekpad-tor gani zati on. dod.internet. ngnt. m b-2 Suppose that this MB
is maintained on a renote router with interfaces to several networks. The

objects representing these interfaces are intai.ned in a.table, each of
15 whost REEHABLY PECCRIRR (€ g PREHOBT-THFY SHTBLCUEEE IUPRATIADh net vor k
interfaces. Suppose, for instance, that an SNVP manager wanted to retrieve

t he nunbenghieRficeleicdpBi6Rd %egd At @BitiohdRqupdly ifindiatdip) on the first
network inter face. The O D i1dentifying this object would be: 1 36 12 12
1 10 inspection/validation/repair)

e Operational exceptions (e.g. use of the vehicle in an unauthorized manner)

15 Since an acknowledgement is required for this PDU, the on-board monitoring agent has a

means of determining whether the event report has been logged in a d{a‘[abase.10

The Set PDU is used to remotely change the operating parameters of the on-board device.

This could be, for instance, the threshold level at which a regulatory exception occurs or
_ the interval of unsolicited GPS position reports (for a tracking application with Trap
20 PDU'%).

MIB Hierarchy and DIB Derivation - The MIB to which SNMP provides access is a

collection of managed objects which are organized hierarchically, as shown in figure9. A

managed object M is one of any number of specific characteristics of a managed device.

® The SNMP specifications for agent sofiware architecture call this the Notification Originator
Application. The peer software in the manager entity is called the Notification Receiver Application.
197t is the responsibility of the Notification Receiver Application to ensure that these reports are committed
to a database before the acknowledgement PDU is returned to the agent.
"' The terms MIB object, object, or simply MIB, are used interchangeably with the term managed object.
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and the object nanme woul d be 20

i so.identified-organization.dod.internet.ngnt. mb-2.interfaces.iftable.ifen
try-1.ifoe0ers179A simlar arrangenent is contenpl ated forPChe€Ahi/enar chy of
the Diagnostic Information Base. The question that arises is whether a D B
sub-tree should branch out fromthe |Internet node or whet her an SAE

sub-tr branch out. f t he | dent| f.i ed anl i evi dent
that t ggag[e%o%be&tﬁ Os“ Wt 38‘5 é’pﬁelgroranémg ho C% mSt gljr e%lfh a?‘}gssFﬂtlélf
i |1 ust radriagbRs.mkes the root of the new sub- tree shoul d be the DI B node.

Furthernore, since ATP is a (proposed) protocol which operates at the same
| evel as. SNI\/P i thin t&} eM %ESUB TI TUTE SHEET éRULIiE 213 WO 02/31§9b

pCT/ Caohizwallustiaies the ME AGHY 35 G Bl G lpvels OF e areassigngdtdt ne DI B
shoul d gXtRht wgmzétib%ss% 6b5é%91deﬁﬁﬁért(b'i!9) altuqhéw idMHBEDE naRQER obldet IS not
evident how th could exist wthin a sub-tree with its rtoot” at the SAE

nodeé, thist }m@mrc}e dﬂim |tmatqvoan&D s t iebonigntoe dififstent sthadarith j osgandstidng ewkile

V|olat|ono ule t ontehl a unl uely
ent (R8gLleREPHY SRS ARBE Y g deRReorBRubatnn, ThE L S
sub-treg @éﬂcelomamselatcofrb ofdiignode noes tirendt WhRdl domeivdget bject édmebedd D's i n
t he varlable bi ndi ng of ATP PDU s are encoded in a fixed length of two

byt es. reached foantherppftofthectreen thor exgpaplerhe prddeRticchy of the object is not
included to which the OD refers. The preflx 101 36 1 2 8 corresponding
to the pbjzecy pame iso.identified-organization. dod. internet.mgmt. dib
is an |rrpI|C|t part of each A D. Only the portion below the DIB node is

serialized and transmtted over the network., 15 User Configuration - At
t helthi ghlesifidsethel MIB-2 hibjget.ovdiedhl is tthe KYIIH hior esntitian thet somplyf ovith dfe  user

terf II tall t he d t f
ani o cotrosesp S BRI Ouechlaund TSRt HEsGecees ol to whi o

renote "clients". The next section explains howthe identity of any renote

client @ameheﬁe@mgh@mz@dmmlhemét@@mdm@m how the subsequent data
exchange between client and (vehicular) server can be nade secure

Suppose that this MIB is maintained on a remote router with interfaces to several
networks. The objects representing these interfaces are maintained in a table, each of
15  whose entries is a collection of variables associated with network interfaces. Suppose, for
instance, that an SNMP manager wanted to retrieve the number of octets received (since

the last start-up) on the first network interface. The OID identifying this object would be:
13 6‘ 1 21 2110
and the object name would be

20 iso.identiﬁed-erganization.do'd.internet.mgmt.mib—Z.interfaces.iftable.ifentry—1 ifoctets

A similar arrangement is contemplated for the hierarchy of the Diagnostic Information
Base. The question that arises is whether a DIB sub-tree should branch out from the
Internet node or whether an SAE sub-tree should branch out from the Identified
. Organization. It is evident that these two options would appear as shown in Figure 10.
25  The illustration makes the root of the new sub-tree should be the DIB node. Furthermore,
since ATP is a (proposed) protocol which operates at the same level as SNMP within the
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20 agai nst any eavesdroppers. Security - Wth ATP, the agent should have
the authority to accept or reject requests from the nonitor, based on the
nat ure ofwohz3rezjuest and the identity of the nonitor. FoPCT/CASt/@REe, a
request froma renote nonitor to report the current GPS | ocation may be
considered an invasion of privacy if it originates froma |ocation not
controlled by the 25 vehicle ower, Sim lar request f.or, OB

i nforma e(?ﬁeq(sgﬁﬁ Oj—?fgt%?ls’c gds (f\{\%l %18mb£élrER & E‘]@Z}?’ ég?ulgn gty sW]iﬂfl ﬂber F‘gi’“%ﬁ es from
t he nondti@hé 8 thathtb@ket 4&d. according to the User Configuration. 31

SUBSTI TUTE SHEET (RULE 26) WD 02/ 31793 PCT/ CA01/ 01420 |In order to neet

t hese requirenents, the commnli cation ,Iinﬁhbetwe n the rmgil agent and
t he nonktiorotRYidenphonyithe DI cAuld srish mithin § suwios withais oehbet B SHE atle.

r equest i@ At dubpYication 6F-thé BemBNdR! TH wWolRAe 4 LRIRIMAIE hofuld Habaky t he
Secure Socket Layer (SSL) protocol. SSL was devel oped by Netscape "‘and has
becdme ndie cdethé hetrarchy aardbe dnitpelyiidensifiedp dihatsifere 5it yemild appeabtst beemore| i ent s
and servers i he | nternet .and rii rly for Web-based E- commrercel2.
SSL def]loﬁlgglthgﬁg%ﬁ?ﬂgﬂlf'hﬁe 8’?%1{%)[85%%? %ﬁvﬁ\)nannogdxf or authentication of either
party by the other using public-key encryption nethods which are

ef f ect i Xehentindudaakebhgy, th&@TD®Iih Yhe BHlablpshidihg 9f ATP PPUGS ard Eiold& invhi ch
constitutes the underlying transport mechanismfor Wb traffijc., However,

because? Hred kasth &f tive bigiest Raisiseatibet the gppre Ragynt icrarghy efribe gbisst isRet upp/ | P
st ack. iﬁ@lﬁd&&%higgg%@@fe@&s.sﬂe %Iﬁﬁg_r d layer nust therefore be adapted to
t

interface to the ransport nmechani sm Figure 11 shows the security
mechani sm-of SSL introduced between the ATP | ayer and the presentation

| ayldr , Whéredthe Pr&tocol Data Unit (PDU) is parsed into individual
requests for specific sources of data. The security |layer acts as an
effecti vere"f iy;fg’wa} It'l' 1?. atg%inrést unaut hori zed intruders. It authenticates
the renfl &€ REH &Y Ehd7R& TS ns privacy for the contents of the
subsequent PDU s that are exchanged across the session. The interface

bet weenisé.lenitd-aatishiddd. dgl.iptepicdo@mtalitl t he presentation |ayer shoul d
provide a nechanismfor SSL to precede the announcenent of a received PDU

with an, identjfication of t henticated nonjtor requesting information.
is an implicit part ofo eac% OI%F.I 311%/ the portion below tée BIB node is seria(f‘]izearl anc§

transmitted over the network,

15 User Configuration - At the highest level of the protocol stack, there can be some form of

user interface allowing the installer (or eventually the driver) to specify which sources of
internal vehicular data should be accessible to which remote "clients". The next section
explains how the identity of any remote client can be completely authenticated and how
the subsequent data exchangé between client and (vehicular) server can be made secure

20  against any eavesdroppers.

Security - With ATP, the agent should have the authority to accept or reject requests from
the monitor, based on the nature of the request and the identity of the monitor. For
instance, a request from a remote monitor to report the current GPS location may be
considered an invasion of privacy if it originates from a location not controlled by the
25  vehicle owner. Similarly, a request for OBD information (SAE J-1979) could also be
rejected, unless it originates from the monitor(s) authorized. accordihg to the User

Configuration.
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20 This nmechanism as well as the subsequent data exchange, is illustrated
by the sequence in Figure 11. The individual steps of this sequence can be
descri bedv@e2/810bd ows: 1. The Monitor's presentation | ayer PODCADI/@920 t S
security layer that it wants to issue a request to the Mbile Agent. 25
The SSL Handshaki ng nust nOM/take pl ace between client (Mnitor) and server

(ROCE 58 S8 st s S e it ippdors s Bye bR AR T e

SSL Recaiddthé ayoiitot Musinsrapisly Ibat}efot pavigmidsiutientitaiod sifdkereqeatagentity; The
SSL Record Layer sends_an asymmetrically encrypted nessag Eé}gubl i c _key

crypt ogr ks MopKos han ddeqh fragiewerk Hr Ahis e Sspimaaskel haygeSAireiesd. o
decrypt ggy YES %1@9&%1%&] Wﬁ %)e'éeaqﬁ@ %E&)Alé%g rde-éaeps%anam% RF ﬁb&f‘ﬁﬁ?éb?éj in

both directions u hentication of the client has
est dbl | shedty Betwenc eli¢rtie aivbisérvers inathe Ha’emeawmﬂemmcumrbdforS@’l@bﬁbewdrEs its

identity to the sentati subs ues or
A e R S S e Nt e e T
Conf i gupaty BNthe Bthel H6ins BEBII-ke¥ dn@ﬁé@hoﬁ) thetHRls MdH £¢ eSbelRelyoRBidagalle, t he
presentation |ayer that the authentication has been confirmed. 7. The
Moni tor's present ation layer sends the PDU to the security |ayer for

sessi onNprRalle PSLepRergiss iogntop THe T €REPy phichncqnstiugs, the Jndeklyig ttrpngport
¢ h
ﬁgnm;gth; |€1%u %gﬁié)trv\%?% EM S ENARRE Decine oPle tJT?heot%IekAe?xgr #Bfl&eﬂﬂmt e SSL

ensures .the privacy o the exc
encrlypt ATPRBES ihe UDPARsmckt ddie Ibwet bageMiththe SSAgrendrd lhyer ot thenefortshe it i s

passed o own .t hr ou essr on of the Monitor's protocol stack.
9. V%enac{}‘ﬁ@ﬂéﬂ&rﬁ?gqcédg%ﬁﬁ]? Iiar?@?rtei‘f‘eﬁ’ﬁ@s'gﬁ Record Layer of the Mbile
Agent, it is

Figure 11 shows the security mechanism of SSL introduced between the ATP layer and

bt

the presentation layer, where the Protocol Data Unit (PDU) is parsed into individual
requests for specific sources of data. The security layer acts as an effective "firewall"
15  against unauthorized intruders. It authenticates the remote monitor and maintains privacy
for the contents of the subsequent PDU's that are exchanged across the session. The
interface between the SSL handshaking protocol and the presentation layer should provide
a mechanism for SSL to precede the announcement of a received PDU with an

identification of an authenticated monitor requesting information. .

20  This mechanism, as well as the subsequent data exchange, is illustrated by the sequence in

Figure 11.
The individual steps of this sequence can be described as follows:

1. The Monitor's presentation layer notifies its security layer that it wants to issue a request

to the Mobile Agent.

25  The SSL Handshaking must now take place between client (Monitor) and server (Mobile
Agent).

12 gee the specification in [4].
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20 decrypted before being handed-off to the Presentation Layer. 10. The
response fromthe Presentation Layer is sent to the SSL Record Layer. This
response way2/bg93 data requested by the nonitor a confirpericani/eat a
command sent by the Monitor has been executed, or 25 a rejection of either
a command or a request for data because the Mnitor does not have the

26) v o795 ettt a5 R o3 SNLEP e el IS e (T

r esponsehandidhbkd Messaysmet ri cal session key tnl transmits back to the
Monitor (i.e. through the protocol stack starting with the Mobile Agent's

Session lLayer. 12 Th nitor's SSL Record,lLayer decrypts the, E and
hands it3-ofhe ts§%1 Pr@cqigeﬁ{%’ﬁf SEPdn an sasymmetricalls %“CF ?(féﬁy‘?%s%ﬁe E’&Pﬁgg?eyt hi s
sequencecr%@blérgp 1SHelJiugd sRdt i n the reverse direction. Suppose that the
Moni tor represents an em ssions control regulatory agency and that a Mbile
Agent receives a request every year fromthis Mnitor to report all

non- Gonp. iTan SELResondsLayemrdelivetsi desrymipchmessage todbpdnk Handshake jsges-t i ve

acknow edgenent at the presentation 10 |layer, i.e. an acceptance of the
request. M r f. t f ' 360 t0d Ll of 10N

condi ti oSrJ%és:p%V\% 1Iillhﬁ% é%éteta he %D%E)idﬁé&%\g% %tl'? (‘E;ié I %?%{?nz;ﬁ? éﬁ(glo%frrglﬁ icélaeﬁ(g%gﬁéteg report

t hese cantblisheds. The request will therefore emanate fromthe Mbil e Agent
whereas the response fromthe Monitor will indicate that the exception

t b ted and, | d. t t . (The - b
Conti gurodS e BFTERE e berentror ot S o r Ay AN Pt Tan
acknow qgae gy hat sibinent\teghckls o nbamiaoh tAT be Adtkpted N R dcRS dcbaidigx@ept i ons

that occur while the vehicle is not within coverage range are not
" f otl§ot ttheyUper QamfiigarationO- VEHI CLE TELEMETRY - Ad Hoc Networking with

Wreless LANs - OBD-111 is an exanple of telenetry consisting of a nobile
server ' - | tio i : : L S ‘] f
oot 0T, MR VAREN e FRABR! S o 16 SheRliL? IE ST @

authentication has been confirmed.

7. The Monitor's presentation layer sends the PDU to the security layer for session privacy
encryption. The encryption is carried out with a symmetrical one-time key exchanged
15 between the parties during the SSL handshaking (and which ensures the privacy of the

exchange).

8. The encrypted PDU is "transmitted" to the Mobile Agent. In other words, it is passed on

down through the Session Layer of the Monitor's protocol stack.

9. When the encrypted PDU arrives at the SSL Record Layer of the Mobile Agent, it is
20  decrypted before being handed-off to the Presentation Layer.

10. The response from the Presentation Layer is sent to the SSL Record Layer. This

response may be:
. data requested by the monitor
e a conﬁrmétion that a command sent by the Monitor has been executed, or
25 e arejection of either a command or a request for data because the Monitor does not

have the requisite authority for the request or command.
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vehicles. A data |ink between two vehicles can be established using the

ad- hoc networking capability of the | EEE 802. 11 specification for wirel ess
LAN. Ad- o o2/sigp3works in wireless LAN s are created w t hoRCT/@Acsoieal

coordi nati ng node, called an access point. Figure 12 illustrates the

di stinction between an ad-hoc wireless LAN and 25 one with an access

poi nt . Si f f nt s re ectrumc anels net wor ks
can co- Ei @i g‘ﬁl‘%’? 3&5@9 ersg??sgr% PR §1§Qp%&|¥% én es the
vehi cl etrﬂhs&ﬁltscwala&@tthé/ Mcymto@ (Re. thi@hAh@@rcN@&d&@té@k(ﬂtarﬁng twich thet IeIroBﬂé) but
is not required for an ad hoc network. The ad hoc network enabl es vehicles
to est abepil Sleé?g‘i’fb]aquelfl nks with their neighbors, which can be 30 used to
exchange critical operational information between vehicles. 34 SUBSTI TUTE

SHEET (R 'ﬁw%@&nﬂé@sg gie%%l?d FASEE GAQHH0 128huAdq Bﬁ’fds']?&ff"% 12 Pe&RnfAfofk " €at ed

using a sc herei n that permts each vehicle to maintain a
real3tibeydarmage of its "nei ghborhood”. This nei ghborhood can include
vehicles up to five hundred yards in both the forward and rear directions.

-t ho. Sai B A b e SR Gl CoROR IR PRk B T 0P

vehi cl etaptheeMoziter BEBSREGIs em1sa1oﬁmbnﬁrd51eregalmry ragenusT ariiS that ai Slobed to
interact with renote diagnostic clients. The difference is that security

restri cARBHICEES SECRSS! SyenhyeehfiomethisdMeniierdo agnoriallnon-eamphagee aveatssari | y
and freegly \ %%hgg&ﬁ 1&193]; QL B& QfAth y}ko/éfdv% éclkhb'@fe Iﬁ ¢l thi s@ntlﬁon 10

Applications ngest| on nagenent e-to- | cle ,
corrmml e, (nlasan tmeptabeaemf uhsectluest aforekpegst nﬁﬂtedbllb‘amgs%SPdathrmdnaléxt of

"pl atoonin ". ntelll ent r ste I TS). toonin Si rrply
one exaffACEIYt C%#étﬂoqs Wi F@%SP élﬂie Miﬁé ‘ég‘% Bd 2l atéqnsqﬂtrgp?l gence"
on the paadeomitfondS ek reqﬁle&mﬂmgfeﬁg@fehﬁﬁa@ffmwtnecM@su ?E‘lﬁtﬂvhe@eas the
nei ghbor hood. Since the nei ghborhood of any vehicle constitutes a fluid

net wor kresp@nSBcfpm‘lde Mcumtom umidli mdicate, thehghenersplierhiqpodf hashleeeasisnded anréd

cluster C. ( t he roa ast of ..i nf or mat.i. on
i thin oelrbl] Brmhing S BEST FIREVIOBE! Oy ROMGRRA AP ke BRI  ar i
mangg) e NRpbrtd il thsRindn@GY Ginfig aﬁ(aﬂlgﬁﬁﬁlb@gémehmssﬁﬂaved from the Monitor. This

ensures that exceptions that occur while the vehicle is not within coverage range are not

"forgotten").

VEHICLE-TO-VEHICLE TELEMETRY - Ad Hoc Networking with Wireless LAN's -

OBD-III is an example of telemetry consisting of a mobile server and a fixed-location
20  client. Also envisioned is the case of a client-server relationship between two mobile
Vehiéles. A data link between two vehicles can be established using the ad-hoc
networking capability of the IEEE 802.11 specification for wireless LAN. Ad-hoc
networks in wireless LAN's are created without a central coordinating node, called an
access point. Figure 12 illustrates the distinction between an ad-hoc wireless LAN and

25  one with an access point.

By using different spread spectrum channels, both types of networks can co-exist on the
same hardware platform. The access point provides the vehicle with connectivity to a
Wide Area Network (i.e. the Internet) but is not required for an ad hoc network. The ad
hoc network enables vehicles to establish logical links with their neighbors, which can be

30  used to exchange critical operational information between vehicles.
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respects, there is an artificial distinction between these areas. Better
traffic nmanagenent should result in better safety and vice versa. The
descri pt ivon82/81793 he fol |l ow ng application 20 areas do nopCTiICADi/ogen sh

bet ween these two purposes. Redundancy - Vehicle on-board systens such as
crui se control or cockpit electronic information systens can benefit from

a varie of inputs, i.ncludi forward colli.si . | . wel |
as vehi %‘%(141_09 8?%%#(50?%1 b|e'n %aS?TdT;. on? &% Eﬁ‘gﬁg‘%"’fi geg i%lglretugt%l(‘jg %&qﬁféaggméﬁlﬂg ad hoc
net wor Kioh ghaird&in Ad rdadginiee indpiekdh gs i"SeiphirrRdécl'e This meighbprimed dianginalude

suppl enentary set of inputs/services to control/informtion _systens. In

sone i n¥ehipledyp tp Hwehyndsest ¥arde iy belstheeforwad andisreEsrtiony (IBedA®eanot her
wher oy SlRhde il P EBRCE R hHER, GyRUELSPwid Rhand B Burlglingile Case

net wbr keeglitignspr ovi di ng nei ghbor informati on for inmedi ate adj acent
vehicles. O 30 course, if these vehicles are al so | EEE 802. 11-enabl ed,

chi cles. O 30 . _
021 31798 petPanseroh S0 PR vy o e SR S

can onl yahgerbanefis ekal td mithe @b asibieedianosaahiioned Baf gifferenparns el arl y
since the marginal cost of providing services based on | EEE, 802,11 is

i nsi gni FecuEmt regtictiomsecanpetyapRly ighis sasesncesl vebickesmaust Bespstrribatabhieely or

renot e : CHE. Sd il : iiden rise to a need for a standard
archi teg algggae;lﬂgcgﬁ]%n%&i gitﬁgﬁéo%llgr a?‘ﬁﬁ?%’? l‘é}bdul es participating in

vehi cul ar telemetry across wi de area networks. The application with the

gr el esApphbications:abafeor vev Gesgestend Mamgementi 1\edhids-tanetdar ebnDhejosms cs

OBD-11]), but t is a. " of .oth li.cations. includi hi cl
it eSO ASES SR G R P oo LABPoHe R Jdsifident =" ©! ©
nmanagengplnsp M S§ReMOUES) S Pliodtind s HAPS FRExAMpIt S i Aflerb) toeHEREiR! Y

di agnosed by a managenent entity, provides an appropriate nodel for renote
vehi cul belowiaagiebsstar datelligheces g dhe joadt Aortestestis theaggiegplian detchisies wWiHagement

For dor PITRRCoLCAS  SHEE Tb8 FitBGebd JuSuant AIBTRSE:EF ARy 3B 20 ©

opers | ntepohgly semvindainethe nichidershippde ths agsbtiatet chetey &rdyhaméd.i onshi ps bet ween
on- board di agnostic "agents" and :

The exchange (or the broadcasting) of information within a cluster has value in terms of
both road safety as well as traffic management aimed at reducing congestion. In some
respects, there is an artificial distinction between these areas. Better traffic management
should result in better safety and vice versa. The descriptions of the following application

20  areas do not distinguish between these two purposes.

Redundancy - Vehicle on-board systems such as cruise control or cockpit electronic
information systems can benefit from a variety of inputs, including forward collision
avoidance radar as well as vehicle-to-vehicle information exchange facilitated by ATP

with ad hoc networking.

25  Ad hoc networking is therefore seen as providing a supplementary set of inputs/services to
control/information systems. ~ In some instances, these inputs/services may be
complementary to one another whereas in other instances they would overlap. For
instance, in the case where vehicles are I[EEE 802.11-enabled, radar can complement ad
hoc networking by providing neighbor information for immediate adjacent vehicles. Of

30  course, if these vehicles are also IEEE 802.11-enabled, this functionality overlaps that of
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15 "nonitors” |ocated anywhere in the network. The SSL protocol is |ayered
above this to provide security. The sanme protocol architecture, mnus the
securitywaandtes | ayered on top of | EEE 802. 11-based ad hoTcCaet/twaeks for
application in intelligent transport systens (ITS). NETWORK NEI GHBOURHOOD
20 TEe concept of a network nei ghbourhood has been borrowed as it is used
inthe _to agi cal i ' - a ink. |f
node A BA - HE R 4ed SREeh A ERhAaT e Ra GG HR Hen R A B o L oe
bri dge, eithasedsaiity, Rrddudarbasitcd the nixeginal ddseoSmueidivg gticasrasaton EE i s
illustrated in Figure L4, which depicts two data 25 |links connected via a
bri dge. 88hbl #dpdemfigditon the right is defined by the | EEE 802.3 (Ethernet)
specification, which is comonly used for wired Local Area Networks (LAN).

The dat gyl iiﬁ'blfeagfﬁgtﬁé@ JrehbbileSdatP 86hhuatidns! ERSAE ohlboshi @it iasquikitieh ess

LAN. As shown 1n igure 14, A, B and C are neighbours on_the wreless LAN,

V\/neriaias h&, gien Esatala @ead dor m standayd architosturenenabling interaperalilithelmedulss s i s
not clearl.y. shown in.Fiqure 14. 1t ' o] . 3 ,rel

hod i r BRI Ty LG ety bl SO G A NEGHGRE 0 Bhe Shpialith LG T C) 050
I EEF ?0 B%ﬁésEtep%%@d iy kRNiWsﬂfba%sg if\leiivwafski@tg BotrdpDisgmostic8 G OBILH), fhit 1J T

" - kils, L 2/.31793 PCT/.CA01/ 01420 | at.i i

bet yveenthel‘ﬁélsrﬂ)'élé%]?er _rﬁ’(gt"ﬂtﬂi aBRl}‘@P_E » 1‘?1’1}%‘{?%8 .Clenanle?%aégé grﬁgl?’llég? ﬁn.EIe E Zma
medi um Badaibhe Pg;&@hx%mjn%iéﬁﬁﬂﬁg‘ﬁe@oﬂg%&agﬁﬁéﬁﬁe%h&ﬁéeﬂédﬁ% 6K SR HMg8s bhd t er s

of erro e '

_ nen they are topol ogi cal ly in the same nei ghbourhood or
adj &¢entout&s ban bdrenvaely disfgnasedibhytaainpnagementingkxaayovidesweorappredtigistoedehood, an

ddi ti onal hic .criteri . dd if. -
et or m AdPOR ey b i ciysey he Shek PR REEEE g sinB NG b Mahlnert o,
nodes opydihi& YQURIH) iabk thetdibteidssd MMbVEPId@Rkbedl WeACs 416k foRderifingt er out

ot her nodes which are outside of a specified geographical threshold and
t her ef ore Autapotivs Ealemetryt Brotere! GhEP)atA B opgrateh in gippey laternes erRECI e goi ng

descri ptdila? Nerh le(s)WcS:IieulR-s%R/ep ullelafti8ﬁ§@@[§sd b%tv%%ili Bh—tbio% cﬂfiag?lgstlc-rsaggn'tﬁ and
15  "monitors" located anywhere in the network. The SSL protocol is layered above this to
provide security. The same protocol architecture, minus the security, can be layered on

top of IEEE 802.11-based ad hoc networks for application in intelligent transport systems
(ITS). “

NETWORK NEIGHBOURHOOD R
20
The concept of a network neighbourhood has been borrowed as it is used in the
topological sense to characterize adjacent nodes on a data link. If node A can reach
(transmit to) node B without traversing a communications bridge, then A and B are said to
be in the same neighbourhood. This is illustrated in Figure 14, which depicts two data
25  links connected via a bridge. The data link on the right is defined by the IEEE 802.3
(Ethernet) specification, which is commonly used for wired Local Area Networks (LAN).
The data link on the left is specified by IEEE 802.11which is wireless LAN. As shown in
Figure 14, A, B and C are neighbours on the wireless LAN, whereas D, E, I and G are
neighbours on the wired LAN. Although this is not clearly shown in Figure 14, the
30 neighbourhoods of ‘both the wireless and- wired LAN's are defined by topological

13 Assuming that the vehicle is IEEE 802.11-enabled for Wide Area Networking purposes.
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nei ghbour hood, fromthe perspective of a single node. An I TS W-Fi

nei ghbourhood is a collection of surroundi ng | EEE 802. 11 nodes, sharing a
15 comow@hysi7eal medium (i.e. a specified direct sequeneeT/sppe@d2spect rum
channel) as well as the tim ng paranmeters for medi um access control, and
within a relative geographlc p05|t|on that is significant to the saf e
operation of .a vgpw e.on a b [ oa N ON THE
NETWORK %’ 3 e%ﬁheﬁoc@p{? |f|ycp§p'i5i§gl %S?n%eesﬂr% %Ogﬁggrl %ﬁé er S that are

used i nm@@mhuaﬁd itln qUAlEth ofetht isi@naly Botiwedt divhz & acuplabRc{ih asrmivof egodi nat e
access to the mediunt i.e. to mnimze contention for the channel and to

reduce lenelshihesithn QYPWRQﬂO%‘@Iub’ll%ﬂ@r%meNé@@EO‘Eh?ﬁf’o‘?r %@eﬁﬁe nedi um t o
transport data until they have received the appropriate "registration”
frames 25 from nodes that are already part of the network. Registration

f rares hotitaiase bhien ihnaﬂigema]nigbway\aeld@aﬂc meighbourbedd, }ancq;ddit'amal gwgrdqmicrredi um

i ncl udln ati ovmn new entr .0 onize Wt

exi sting ﬁ%ﬂéga{{ﬁl’ %gg %ﬁesq% If“ag}? 0’98}(8@ ?ﬁa d QPEEEee t(‘gbé

nedi u &\&Sl ﬁ&t@f&h&rmﬁ@@@ﬁ the3@ataViihit bv@ﬂthsAﬁﬁ?G?S\é\éo%ﬁlo@Oédchﬁioﬂ@ cﬁym dance
(Csww ? which is simlar to the nethod_ used in 802 (Ethernet%ogplt |vs

based ofilternut phennerdes vavel a1p qytsidetnd achegified ggographicahvwestpldpnd there
transm ﬁcﬁlrgleVanltE %1@% E'}[%ﬁb}fmfhﬁ@fﬁ% the node with data to send enters a
o ; ; L2

randont y- ng peri o ore retrying, which mnimzes the
| i keg i hood of si mul taneous 37 SUBSTI TUTE SHEET ( RULE 26) WD 02/ 31793

PCT/ CA01/ 01420 . retries, by | tiple nodes waiting for the ch .(and the
resul ti hEF 'THeReng cilescripting aﬁu ATVS URNIRYE Cf?)@gqu)a C%ﬁ@“@éh?ﬁfnsg]gﬁ%' htion
call's tﬁ@l%hb%uﬂio%ﬁrfrgﬂltﬁl@[ﬁ e@tw@mpangu%aeon (DCF). It also 5 defines a
contenti oR-free mechani sm Is calTed point.coordination function

(PCF). Wereas DCF is the default node of operation, PCF has been made

| abl dl e f |
o RS 18 IRl SRRl S EST B  lich PEB D8RR =7
acCess aahmbn phiMiéd) médumh@eCaspecttied ditect WQlleflcd dfead R ctrli@l dRafhielpad Oadsi de

base station.
well as the timing parameters for medium access control, and within a relative geographic

position that is significant to the safe operation of a vehicle on any type of public roadway.

REGISTRATION ON THE NETWORK
20
The IEEE 802.11 specification defines timing parameters that are used in conjunction with
a timing synchronization function to coordinate access to the medium; i.e. to minimize
contention for the channel and to reduce the possibility of collisions. Nodes cannot use the
medium to transport data until they have received the appropriate "registration" frames
25 from nodes that are already part of the network. Registration frames contain the
information needed to correctly operate on the medium, including a time stamp allowing

the new entry to synchronize with the existing nodes.

In 802.11, the method used to coordinate access'to the medium is called Carrier Sense
30 MultipZe Access with Collision Avoidance (CSMA/CA) which is similar to the method
used in 802.3 (Ethernet). It is based on the idea of "sniffing" the channel for a carrier prior
to transmission. If the medium is busy, the node with data to send enters a randomly-

computed waiting period before retrying, which minimizes the likelihood of simultaneous
37
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10 Vehicles wishing to have access to the Internet will register with

r oadsi de access points using the channel (s) allocated for this application
14. The peobwsrehce criteria for stream ng audio and vi deoT/Can1/6@eo VO P
(Voice Over IP), may require the PCF nethod of channel managenent.

However, the ad hoc network of vehicles sharing the sanme 15 nei ghbour hood

il DCE -its..channgl .S DCE, " | fh
b esencete & e pooey WG 00 e pancT (A5 eCiesdRED “BRBCLEMabMiE 1T g

hoc netweild créh@gs not require a roadside infrastructure in order to
function properly. This does not preclude the use of a roadside
infrastructure. Even if Internet access and 20 other services are

Opti onaky. RSe Ssﬁoggiﬁg%tfoﬁg?%}sﬁﬁé h BGrERY! B BlioR ANREbR(CRY. RNAK | ary

| TS functions, erenti a S beacons, " geographi ¢ orientation
Wi t b r edefes at@ntentionfieg muechasiyst wincl 3 cdledqaiwnéoordishdiore flncet (REE).

el ectropi.c ro L gha and travel info i on. 25 The regi.stration
nmechani SMETEs iﬂfps ggtﬁe gjgfablg[épg‘ﬁeeﬂte?wr@f% ‘rg, ﬁlaﬁaﬁa SR \;%ac%ravgﬁgo&% %Ci 6@1 de.

Bot h of sJchiab GocBid0aS irtMhe cRSEr i drihel awefiarsiNauitetingtviddd appidQlly n the
passi ve ‘node, a candi date node |listens for a beacon frame froman existing

node. |RCF iz pswidediibrozigh toj firedeaseess nointyywhich, inkhgrase ool et twand take the

di scussjion of - i i.but i on of .channels between |TS and I nternet
functiotlomoggré%%’“@\i’b-%lg—%h@%ﬂhnel Selection. 38 ~. _ a_.. ~UBTtl E7(FZU6: WO

02/ R1793 PCT/ CA01/ 01420 ad hoc networks, all existing nodes transmit

beacon franmes periodically, allow ng nodes. entering the network to
synchr oMpBeleqivishing & Bayesieass 1A dgn% ér%F%‘Ft Wik ﬁ"rgéfrtefn‘é{ﬁgg%f}é}f{;_ acaess IPOUU{N frame

si gnal susthtge il ashggjﬁ%ggram&@@t bR Nenfid %ggp_@dﬁbﬁdz TH ipBdoitinel @ltbriPtiBer

nodes'in he nel hood defer transm ssions so that new nodes w shing
t o annostreamindaidio Snpvelsendoc HOIBGVeise (Bat IP) heyirequérevthe POdtmetbod bEacon

franmes and the subsequent = contention-fre riod are confiqupabl e
par anet ¢lh enageg %lpF]I@?ﬁeV?f’ stg‘? a}dn?‘P‘ﬁene?‘é{%%eggo‘fe%ﬁ??eS?%%aé@ nﬁ’f, Ay 100 ns
- 019 SEEMbBrhdo8SRECdeVBEY -to MBYSlts cASniM (k). JieSBER dods mBerdle¥h the

presence of a "master" station to coordinate access to the medium, the ad hoc network

does not require a roadside infrastructure in order to function properly.

This does not preclude the use of a roadside infrastructure. Even if Internet access and
20  other services are optional, base stations may still be required for a variety of ancillary ITS
functions, including differential GPS beacons, geographic orientation with respect to the

5

highway system'’, electronic toll collection, electronic road signage and travel

information.

25 - The registration mechanism itself can be operated in either a passive or an active mode.

Both of these methods are described below.
Passive Registration

30  Inthe passive mode, a candidate node listens for a beacon frame from an existing node. In

14 See the section entitled Wi-Fi Channel Selection for a discussion of the distribution of channels between
ITS and Internet functions. .
15 See Wi-Fi Channel Selection.
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section, there may be several hundred vehicles in the sane nei ghbourhood,
particularly in congested hi ghway conditions, which would render these
settings woppsgbbl e. Increasing 10 the interval between braveaofeidmes is
only part of the solution. Figure 15 illustrates that if every one of 100
vehicles were to transnit beacon franes at intervals of 10 seconds, each
announci t he, st of .a Sont. tiQn- fre ere d be no
time Ie?@gaﬁ PFtﬁNgo ik gefbg%géc%)ﬁ%s 1]('e&faco“tlr ans?hp% Clhcgl &rogara Lgf% The
conpl et ent§1€ilt|1g-lthe(lfbt\k1b1&5toiS?n&ﬂi@mfz@@&htht thatexistieg hd&esafdr hl@ahnelem@agenmdes do not
need to  negqtiate any of the |ogical nmnage unct.ion f assogiation
and aut heasen ér&meo%gnal%tb@éram A GoRtanHanHEegiPg ”‘i&,‘{%@g Vueh alip%elr\mfes Myer of
802, L1. 4o RGO St Gan FREHAN SINAHACIEP Q0 v Sthe Ak C1 t

recogni tion from anot her N an 1 nfrastructure etmo requests are
sent5 t op@serge cems dposont Bothhihehingdreale bettvieen dubdeas Srapfest el B sdmpaqwm ng node

in a local table and sends onse fra The ad s_t.abl e mai.nt ai ned
by ¢ he SOREERRERTHErOR 1 D SR HOT PHER AR oHoSPALY A gp UEgeae g 1

addr ess@segnds AaidUriol Ms -0, ABSEhAS, Q@bpeét{velso Hsaaet, ks ivall Heasee @E fheefdxabl i shed
for an address, no user data will be sent. to it.. 25 However, as expl ai ned

in the sestipn.dherermast besevial rsbed vehiceninethg ; sap seigbpourheody gatticdlatli in i n t he
I TS ad d

o0 o el M 3RO L 0 PGS 0L LAER Um0 BlAaBRECS),
asstri athednisrval bétwesmbeanum diiamgs vsedsnl;z bas ofithe solrionr E@uﬂeu]rs illosmesbhat il be

only with the p I |y adj acent vehicles. Each node uld gonly

negot i a@\éerxag%eP 190 wehiclds wtera it i beacondremes 2t preyelsio %gﬁ seEngdFAdar y
wher ei Natf3gndhb mer@arfr@fﬂ@%{yﬁleéoaénﬁdm@e PRI Rodll Be Bb Gilel 1L aafmgnough
to warrant unrcast nessages (I.e dressed’ to specific destinati node) .
Si nce ethe'Orsectmd peribdl to Eamsimitany ufsalrdagat eater nunber of beacon franmes from
nei ghbours with which it does not need associ ati ons, the contention-free
periods follow ng these beacon franmes will be 39 " " F SUBSTI TUTE SHEET
(RUSE 26he YEnBREHIRFon NS iGAR FRL 4R theeBIRSAd had n¥tvitime h8dbs ddmdtried 4 o
preserve bandw dth, the contention-free period should be reduced to a

M ni rmunmegoriaigaiive of dhey bogieshymanagersynt aivacions ofeguoviativin andfaudestiedtian ons
shoul d 86 fhogeRad yiatudVack 8§ SREEPMPICP 1afRP A5082S ociHbn 1Y the

condi ti det er mon

- mechanism whereby one node requests explicit recognition from another node. In an

ch

infrastructure network, requests are sent to an access point, which stores the address of the
20  requesting node in a local table and sends a response frame. The address table maintained
by the access point controls whether packets destined for specific addresses are actually
transmitted. If no association has been established for an address, no user data will be sent

to it.

25 However, as explained in the section entitled Neighbour Discovery, most of the user data
' in the ITS ad hoc network is sent to the broadcast address (i.e. to all nodes), for which no
association is required. There are some applications in which associations with
surrounding vehicles are required but these would be only with the physically adjacent
vehicles. Each node should only negotiate associations with neigixbours inside a prescribed
30 boundary wherein the driving manoeuvres of those neighbours are significant enough to
warrant unicast messages (i.e. addressed to specific destination node). Since each node
will receive a far greater number of beacon frames from neighbours with which it does not

need associations, the contention-free periods following these beacon frames will be
39
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t hrough the Di scovery process, which is described in the next section. 5
Aut hentication is the process whereby the requesting node is granted
perm ssi WO DD3178dMuUNi cat e using a symetrical encrypti onPREYAOlI/OI42he | TS
ad hoc network, authentication is not only not required, it is
anti-thetical to the concept of vehicle platooning or "cluster

intelligencey, because all parties S C arily.angd f |y, change
| nf or et PO Al CHOGE: P 0ree B¢ Pete sb D e RE Bl bR ot 62

regi st radiea woed llﬁlﬁﬂin@ﬂﬁl@lleﬁzaﬁlha/ahﬁn@?ﬂal enshede the nsgﬂigtipm @lﬁass‘obﬁrrgﬁs whi ch
are 15 essentially "ping" requests for so ot her node_to respond._ In the
ad hoc vheuldobktriggstsdnsy\py the sisertion ek b%éo%geéﬁ’ﬁé by gogditions g‘itg‘i%‘?%‘% as
there i i t . el 4 iogtl ways be present (i.e.
fixed a@éde]'%g %%%?%@g&@;@}ﬁg&?%ﬁg&%@ép%scflﬁ%deﬁﬁlgé'{? atsecﬁlﬁg response to a probe
is sent by the node which transmtted the nost recent beacon frame. 20 The

facility 2f active rﬁ%i stratiaon enahles us to mnimze fge use of bandw dth
by the A¥hgHLReE 15} fplﬂ‘é’ﬁ%dﬁ“eﬁ A .regﬂﬁsﬁ%en‘?%elsl ARG aP BRI i beacon
frames ismmeRtaeutadg 4 Osye@nSEcandseryMidd leyCont e i1g8- hd eBoddafetwistkof only

1 ms after each beacon frame, ‘a platoon of 5 vehicles would use roughly
.01 % ofuthénsication iswmpt onlynaot gequirsd.c éinist pafirthetigalo i éles canceh@f avepickt oon of

500 vehj ] es: e} onl ;. L. % e_§C ' i, t i 5, shown
"n F qubaeSTist i dotiiEr Welickndd BbaliiC o ERALS Anity dbeChokPl) A Sy 5
secndsexchagde ivfmatien withélteegdli@ionon i s nunbered according to its sequence
position for transmtting beacon frames. Vehicle 6, entering on the access
ranp, begins transmtting probe request franes after vehicle 4 transmts
its beagon, fyane, i,h 30 order to discover a new ad hoc networkl 6. Vehicle 4
respondé%ergoegggﬁiagh@di ately with a 16 The new vehicle entering the
expressway nust know when to try to switch to a new ad hoc network. As

di scuss in. W-Fi Channel Selection, specific channel re allocated to
Veni oul b fdtismacsgiaog rrdaed e Bl roianBBEE nsHe KRR AL PV ot e

vehigl E§ssa{tf=a11g;3'tp\i/%fgt2e;a,g@§s Vbt BoR€ Cothart ﬁo&yom tradpof@PE @R ad 4QcShEBREHT UTE

SHEET (RULE 2 1793 PCT/ CAQ1/ 0142 ) )
topology, probes must be broadcast to all listeners, as there is no single node that can be

relied upon to always be present (i.e. fixed access point). The IEEE 802.11 rule is that the

response to a probe is sent by the node which transmitted the most recent beacon frame.

20  The facility of active registration enables us to minimize the use of bandwidth by the
transmission of beacon frames. Suppose the interval between beacon frames is configured
to 60 seconds. With a contention-free period of only 1 ms after each beacon frame, a
platoon of 5 vehicles would use roughly .01 % of the available time for beacon frame
broadcasts, and a platoon of 500 vehicles would use only 1%.

25
The scenario with 5 vehicles is shown iq Figures 16a and 16b. The average time between
beacon frames is 12 seconds. Each vehicle in the platoon is numbered according to its
sequence position for transmitting beacon frames. Vehicle 6, entering on the access ramp,
begins transmitting probe request frames after vehicle 4 transmits its beacon frame, in

30  order to discover a new ad hoc network'®. Vehicle 4 responds almost immediately with a

16 The new vehicle entering the expressway must know when to try to switch to a new ad hoc network. As

discussed in Wi-Fi Channel Selection, specific channels are allocated to vehicular flows on divided

highways based on heading. We assume that vehicles are not equipped with accurate digital maps and
40
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probe responsel7. NEI GIBOUR DI SCOVERY 5 The nei ghbour di scovery mechani sm
is conparable to the concept of neighbor discovery protocols used for
routing cedvasrasfic in network environnments with dynam cp€Dpabogi4es. The
met hod i s based on unsolicited nei ghbor advertisenents that incorporate, as
expl ai ned previously, a geographic conponent. These are periodi c nmessages
t hat eachbnode broadcasts containing its GPS information, including

| atit udB®°F6#8P0de, speed and 10 headi ngl8 The nei ghbour advertisenments
are used by each node in the ad hoc network to establish an "image", in
menory, of ' the current configuration of the neighbourhood. Figure 17

i |1 ust r WEESHBOUR PASEOMER S howi ng t he nei ghbour hood i mage forned by the
second vehicle in 15 the passing |ane. The tinme interval between
broadcasts, called the discovery cycle, nust be frequent enough to.

mai ntain a picture .of the nei ghbourhood that is accurate in ternms of the
rel at i v&hposighbon dissbvenahechaiisthlis aempaablede che eangepifofGRrFhbepdiscavery n t er ms

O . BELGIBr RERLPR B BEEE LSRRt . o2,

t he err9he hRfRHeNbased oh hesdlicReL A& rAldvéiisenaiethbi nCorpbara bs exjshiaed d
affect all nodes equally. Therefore, the relative position of each_node

with reBisEiously; @ gpeerapliercosonse, thesorase i Realodie, meswacs hais saalt Paft y no
error, i.1g il es. t@ng : i .51 . bet e, Wit | evel
of prec?@?%%k§h3¥ﬁ$gﬁgf %é??%gggg¥m%ﬂ§ §%§§§@g§§1%ﬁ%gﬁﬁggggh@g%gi éﬁce and
plaﬂbonha@huﬁ%r i nstance, the position of a vehicle travelling at 70 inph
changes by nore than 100 ft/sec. This woul d suggest a requirenent for
several therefore not able to use GPS to determ ne whether they are
entering divided highways. It is therefore necessary to adopt the rule

t hat wheRe heishbduP bR EenlcBf KO By 48R h6ESLINIHho 8l A6ORENRBALSHHHBAM ¥ becomes
"depopul at ed™, the vehicle nust begin broadcasting probe franes on al

appr opr liatage's Hanmemoryunef the runrent e¢ondiguragion esfpthes acighbawrpodeiigire W th a
mat chi ng, headi ng. See.the section entiil ed Changin i ghbor ds. .17 Probe
e e pone dp AR A% cortehy ABwhE e PR dhod il At LN b I8 0880 0 7

ot hgy ugRlpatdi@f hh€&. See the sections below. 18 Elevation nmay also be
required. This woul d enabl e receiving vehicles to distinguish vehicles on
el evated expressways fromthose at grade |evel.

The time interval between broadcasts, called the discovery cycle, must be frequent enough
to maintain a picture .of the neighbourhood that is accurate in terms of the relative position
of each neighbour. The accuracy of GPS reports, in terms of the relative location of two
20  nodes in geographic proximity to one another, is much higher than the accuracy of
absolute GPS reports, since the error inherent in the processing of the satellite signals
should affect all nodes equally. Therefore, the relative position of each node with respect
to the other should, theoretically, contain essentially no error, enabling vehicles to judge
the distances between them with a level of precision that is effective for the tasks of
25  collision avoidance and platooning. For instance, the position of a vehicle travelling at 70

mph changes by more than 100 ft/sec. This would suggest a requitement for several

therefore not able to use GPS to determine whether they are entering divided highways. It is therefore
necessary to adopt the rule that when the "forward" region of a vehicle's neighborhood suddenly becomes
"depopulated”, the vehicle must begin broadcasting probe frames on all appropriate channels until it receives
a response from a vehicle with a matching heading. See the section entitled Changing Neighborhoods.
17 Probe response frames must contend for the channel with Neighbor Discovery and other user traffic. See
the sections below.
18 Elevation may also be required. This would enable receiving vehicles to distinguish vehicles on elevated
expressways from those at grade level.
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41 SUBSTI TUTE SHEET (RULE 26) WO 02/31793 PCT/ CA01/ 01420 updates per
second in order to maintain accuracy. However, the frequency of 'Updates is
const r ai med obyi7phe anount of data traffic that is generat rAT/dani/eg2a he

di scovery cycle, in order to avoid channel contention. This, in turn, is a
function of the nunber of vehicles that are within RF range, i.e. the

nei ghbor h pul ati.on he re ogni ze ere is
a ci rcuV%q% esrﬂ% ?Cogﬂéﬂloﬁdeﬁet?ﬁaén tagﬂ ?Ccuﬁeac%’ hes eeveéa%aﬁﬁqil@gc?ﬁfﬁél%l{eé Hgour hood
popul at ¢@Rtrhifed b YRCimOMt AT dabietraierthgds gpeated Hutife thesdiscoaurydeyrip, iehi cl es.
The greater the speed, the smaller the nei ghbourhood popul ati t herefore

t he srraPlldélf tq ﬁ‘@%ﬁbﬁiﬁ? eAnteniton. LR i1 RS @HENeHECf e iugpst QEWEIHS al | ows
for e h an be illustrated by exanple.
At 70 &%ig%ﬁgﬁﬁg?gr@#%pgfﬁﬁyﬁgg?gﬁ%gﬁféir%%8ﬁ|y 200 feet. Assum ng al
vehikl es respect the recommended stopplng dlstance19 a maxi mum RF range
of 3000_f a i,mum of f anes. | the.. |rect|

sur r ountis h‘@‘ﬁgf@ rﬁ%%ﬁﬁé&%&@ é]?fg%%%ﬁ 15§ A ?‘F‘e&f %*Wev‘é ]i?(?% ese To

det er m GgidblR. Ak ahei@iBRuHoolf pdpuddifonCist Hafindtfont bﬁmﬁdnaifélﬁge Qpesd tbhans pr ead
spectrum channel, we nust first establish the total. size of each

di scov e$19?r0pladlltlétVehIPIlﬁSs The gaepdsarihe ﬁpeqdb @hﬁr gmalir thipneighbrigheedypepwlaionyr ot ocol
stack f h e d that
all of {hgrefrrg%%g%}}e{ eﬁ?’é‘? Bﬁo{ﬂt Ofsd on ab g@l@ ﬁg&)&g{yac}l%?entlh Cg%gg&??&% 802
Logﬂralghmﬁkﬁﬁmmmépbﬂupﬂmmsbe conpressed into 8 bytes. The result is a frame
size, at the Physical Layer Convergence Procedure (PLCP) sublayer of 64
bytes. Therefore, the total anount of traffic in the discovery cycle is 25
64 x 607344 Be %%te@rbys'&aﬁﬂ)% Bt ), mﬁﬁ thd sM@@ﬁ%?m tdlaage%tl@ 5@y 2bo t he
spread spectrum channel “shoul'd be able t 0" suppor severa di scovery cycles
wi t hi n feat. iAsseninglallofehinhes mmohﬂhe reqpenmendledmomgmg@stm abgxfthim RIS, of

course, _one 20l L1 mat e. ob t i s technol ogy.. 20 Based on a
o RS A€o0 o atd R R S TR i B ok R8s o E8 “hear
tras M 8§ bigHdRrhodt ichh BonthiRiasSm#-amiukboef d0ehidMsdt h” of the nei ghborhood is
therefore 1 kil ometer or approxinmately 3000 ft.

To determine the total amount of traffic that is transmitted over the spread spectrum
channel, we must first establish the total size of each discovery packet. This is shown in -
Figure 18, which describes the protocol stack from the physical to the session (ATP) layer.
20  Itis expected that all of the required user information above the data link layer (IEEE 802
Logical Link Control) can be compressed into 8 bytes. The result is a frame size, at the
Physical Layer Convérgence Procedure (PLCP) sublayer of 64 bytes. Therefore, the total

amount of traffic in the discovery cycle is

25 64x60 = 3840 bytes or 30,770 bits.

At 11 Mbps?, the data rate of the spread spectrum channel should be able to support

several discovery cycles within an interval of one second, even allowing for some

' This is, of course, one of the ultimate objectives of this technology.
2 Based on a maxmimum range of 0.5 kilometers for each transmitter, each node can hear transmissions
within this radius. The "width" of the neighborhood is therefore 1 kilometer or approximately 3000 ft.
2 yehicles travelling in the opposite direction or in adjacent "collector" or "express” streams, do not transmit
discovery frames on the same channel. See Wi-Fi Channel Selection. ’
*2 For Reasons explained in Channel Selection , the data rate of channels using ad hoc networking would
more likely be 2 Mbps, Whlch is still expected to be sufficient for several discovery cycles per second.
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21 Vehicles travelling in the opposite direction or in adjacent "collector”
or "express" streans, do not transmt discovery franes on the sane

channel . vB2e2/8%9Fi Channel Sel ection. 22 For Reasons expl BETvedoi/on4@hannel
Sel ection , the data rate of channels using ad hoc networking would nore
i kely be 2 Mops, which is stiII expected to be sufficient for several

T/ cnoipidEge" O6BGPuBENEBRe of Chanpel hiTROR TS i e Ut VR

such a pehcdes.vel y | arge nunber of nodes In order to corrpensate for this
change, the event queue of the "cluster intelligence" 5 process should
include a periodic tinmer that drives an update of the position of all

vehi cl e \ Q?%%: heperesf midonsedipasaperted in
their Iglstk%rf)t Szc@eg&@& I&fe?glcﬁ fath of%}rGEI dvertl serr%nts rg g&ﬁ node can
lim3i tpeceephbudimiudsefa petrmdnenugblbt&xairdrwd as updat¢ hfthe pokiyion Ioﬁalévdeclghbour-s

that are Iose enou 0 an th oper ati on of

t he veht'cfe Bboqr]ﬂ%%ah%s(? 3}1? ?H%F‘i f@)eagﬂ’tgng%cﬂt@d%ﬁ ga?s[ﬁf’lr%adﬁgﬁ%dary, t he
si ze of the col l ections of neighbour "objects" in nenory are restricted
and the amount of processing necessary to periodically update any state
var i abl EBtesigdNeighepurcAdyartiseraentact s are |inmited. 15 Message Conpression |t
has been stated that the GPS discovery nessage can be conpressed into 8
bytes. This is acconplished by incorporating only the |east significant 2
byt 85 OEadhofidietdag lingit thelistepubition oIQtslmf@bbmﬂeod &whﬁhmlﬁ thnst asighbpresent

the fractional part of the m nutes portlon e readin This js

suf fi ci Bt asi dlese reghinire ppoieatial tlﬁ’@é"t(ﬂn’i et QReEation Qfrthe vehiclerss one
mle, S f

Ther ef \c,)\‘frﬂe:ﬁllae& Fgg%l:t%ﬁ%g no %&%gﬁ%éggh Egyggleg%{}gtet ?gcsggtéfeﬂé?%%g?ﬁsl 8?\ of
t he tr ansghtiour fighjegdeinbpemogbatei resiticted anthéhalagresigmocossing neswssity itd s own

GPS | d . 1t t. al i t
decr orohcielg wpdft gy Shls B0 BrsbraE R Sieskla Uie? Doundar i o, For

i nsf;ance, if a receiving node has |atitude of 43 degrees and 56.9982

m nutes, whereas the nessage received indicates a fractl onal val ue of .0053
Message Compression

It Has been stated that the GPS discovery message can be compressed into § bytes. This is
accomplished by incorporating only the least significant 2 bytes of both the latitude and
20 . longitude™. These 2 bytes represent the fractional part of the minutes portion of the
reading. This is sufficient since one minute of latitude or longitude is greatef than one
mile, which is well beyond the maximum RF range of 0.5 kilometers. Therefore, a
receiving node can easily reconstruct the GPS position’ of the transmitting node by
substituting the degrees and minutes of its own GPS position for both latitude and
25 longitude. It must also increment or decrement these values where appropriafe near
measurement boundaries. For instance, if a receiving node has latitude of 43 degrees and
56.9982 minutes, Whereas the message received indicates a fractional value of .0053

minutes, the minutes value substituted should be 57 instead of 56.

30  Figure 19 illustrates the format of the complete GPS discovery message. The speed is an
integer value from 0 to 255 (one byte) and the heading is from 0 - 360 (9 bits) with 7 bits

% The size of this message increases to 10 bytes if elevation is included.
43
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m nutes, the mnutes val ue substituted should be 57 instead of 56. 30
Figure 19 illustrates the format of the conplete GPS di scovery nessage. The
speed i s vemo23rpeger value fromO to 255 (one byte) and tpheT/aadémegp is from
0O - 360 (9 bits) with 7 bits 23 The size of this nessage increases to 10
bytes if elevation is incl uded 43 SUBSTI TUTE SHEET (RULE 26) WO 02/31793

PCT/ CA0L/ 01420 f fr n S, eadi i n the
nost si %ﬁﬂ&?cﬁlc?g?‘}t&)el%ﬁeg’af?%%a (r%f gltcgtegggl}}slee%%%@gglﬁ}%am bgtg’rt%g aSJBlr %)adcast
on the feetusdd b¢ headeyda ot Broaddakisor the exfl cﬁécneeicylclsrcleh@ms fioddpathedginsket | on.
The ot her bits of the |eading te are reserved for, future use. 5 W-Fi
Channel folepén sestigny T‘hﬁ@t@?ltiqf%lﬁ&?ﬂmgé%(ﬁ B 19servedden uBrapss i cations call's
for at least 3 channels of direct sequence spreading (DSS) which can
operate concurrently wi thout interference. However, through software-based
confi guWtFidthamnet Sdettiaardbnitter, nore channel s can be obtained at 10 | ower
data rates. For instance, by allocating a single 11 Mips channel for high
speed internet access, a larger nunber of at |east six 2 Mps channel s can
be obt arhed0l.1 brpédificatioantat MGwleb@pdwtd)hkl call?mfdr z&l least3 oiedainkle ofaliest t 0
separate ad hoc ngz ‘Milég' ng{ gta traffic fro rastructure- ased data
traf fi cSedHehce §Biading S PYwhich caR gPggie spacurisy Xé‘” UL BterieTenge. HEWEvStor

communi g3k ﬁﬁ@%ﬁ@@fe\f‘ﬁ‘&& ¥&iH Sk @on YT tp@ﬁaﬁ,hﬁﬁersmﬁéc&imas e b&Bbtainba auif f i ces
for 15 each node to nonitor the channel used to broadcast discovery

mesEhgelowsy datal ra@sh&orrmstemce by alrlebatm;gga singlehkl Ythps obanmesd tfowhighispeet der to
avoi d unnec ssar nneI tio en veh| | es.travel |,

opposi t B ragf:efs%(c?n getrﬁ]g leaasgf“é?t p@’ﬁs F%%ma \Pgr@\’%rgeggﬁfggglg% can be
det ermi mlrﬁﬂg Eélﬁmb@t‘h' srh1s2e£noaxfs HERARIHddes 1 ség[;emb@d :h@b aBRvoNeiHb dath eraffRe

allocate 4 of the 10 channels for ad hoc networking and to divide the
conpas sirpmtisfrpgmetvgerhasedrdasp Bafiqohrivuses readsife gogess poinghofimce therd & Boul d not

handl e thg 4§ &Pv\{’(ﬁlﬁfcg iGhs Ak G éstcSH PR rs}1t%£|%e§}8fg‘i\{?§alé’l\9% Shef 1|t in a

fol | owi ng ve enl ng to a c anne eadi ng ve e is no
| ongfer edch andéria tmbnigor thé blSarmalmeé tor mdloaeddlbqovéﬂyaggssa@stﬂyallobthaamdey
nmessage in.a way that 25 indicates to nei ghbours on what channel the next
massagetf'%ieilingtiéﬂierSz%‘i“éerﬁl’f‘%’E@in I.n other words, when a vehicle detects that
its heading has shifted into a different ‘

In order to avoid unnecessary channel contention between vehicles travelling in opposite
directions, the channel seléction for discovery broadcasts can be determined on the basis
20  of heading. A simple scheme would be to allocate 4 of the 10 channels for ad hoc
networking and to divide the compass into four quadrants®. However, as Figure 20 shows,
this would not handle the case where a slight curvature of the roadway would result in a
following vehicle listening to a channel on which the leading vehicle is no longer
transmitting. This can be resolved by flagging the discovery message in a way that

25  indicates to neighbours on what channel the next message will be transmitted.

In other words, when a vehicle detects that its heading has shifted into a different

quadrant, it should not immediately begin transmitting on the corresponding channel. The

** This section describes the use of the channels available under the specification for the unlicensed 2.4 GHz
band. This specification is entitled IEEE 802.11(b). The use of the IEEE 802.11 MAC with other
frequency bands, such as the 5.9 GHz band allocated by the FCC for intelligent highways, may prescribe
different modulation and channelization techniques such that the number of channels available may be
different. However, the notion of allocating the channels available to various IVHS functions would not

. change.
» An additional channel should be allocated for use by all vehicles on non-divided highways and city streets.
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quadrant, it should not inmediately begin transmtting on the corresponding
channel. The 24 This section describes the use of the channels avail able
under thev@epzsi7dd cation for the unlicensed 2.4 GHz band. POHCA01/01420
specification is entitled | EEE 802. 11(b). The use of the I EEE 802.11 MAC

wi th ot her frequency bands, such as the 5.9 GHz band all ocated by the FCC

for intelligent hi rescrlb er dulatl

channel 19%¢ %?ﬁagceelégﬁ%naﬁlé%edsﬁ%ﬁl % RATey anne?ﬁ? aﬁ rhSt Aannel sadggg(?l%gbtpe may be
di f f er egannélan@veill, bd iRd Patth®subeEqahd ﬁa@@hgeﬁ@ (’Dﬁlsz th&ﬁllllﬂﬁhn?g eez@ald: sidudd t o
various I VHS functiogons woul d not change, An  addi t.i gnal anne shoul d

be al | o#itddtor gonieang jheapew \haneglelf @ﬁuWoﬁLS%hSWTGhd it § ﬁﬁﬁ?é‘ ading y
streets 4 T 3133493 BfJAqCA0 L/ 01420 next
nessagedF?'?Pgﬁgﬁ?%%ehggméwgglg&&%%ﬁ?%gﬁg%ﬁtﬁ'Eut aﬁl I steners are advised
of the channel that will be used on the subsequent nessage26 Only the

foll I h tch t t th | t, shoul d
5o ol B el dnaRe s d it Tohah bl AlRtec RBRRRL beb i Change
of changgl 01f1 lAgcH Rothddhatsy Sk ahahgaibd, aleThd»& foBBWEgevanMle iillareceive
transitional phase where it may nonitor a different channel than the one
on whi chressagesr aniynfies neighborys tiransmiing o, theneoldechamngl |(bai AYow &hithe e wi | |

n |
(e o TRARSH R S, LM AR RS BLEORR L e bl g e

D SHDVGWI s Sagds. m&#)raeyncmmlﬁﬁ:t/bryt reipbrtd Gromh | deveral velgckes \&eahyn the
asynchronous event reports frqom several vehicl es ahead gn t ﬁ

or der  t BlAOSRpEgERtoromReRale qrtthlﬁeéaeeQS&O&eﬂwweusWn " oI d"
and . tNge AW IERANDGS itkbived 4 VB Biao ASST (hERRARR 2 £d@etfr0mthe
vehicl e ahggﬁlo > %Hgn ?h% h@#bﬁ@%hrﬁ' 15 To estagwish t he
condi ti ons under which a vehicle changes nelghbourhoods, reference is nade
to the finit TS W-Fi neighbourhood given earlier. The
neighbo&ﬁﬁﬁ%ﬂgbgﬁﬁﬁﬁﬁgﬂWHﬁn there is a change in the shared pedium An
exajgpl e of such a change has al ready been described, when the roadway

headinng shifts to a new conpass quadrant- and 20 there is a staged
t ransi t Tonsigblishhie soaditions wadea whioh wivelticlecehanees neighbourhoods, reference is

made to the definition of an ITS Wi-Fi neighbourhood given earlier. The neighbourhood

changes when there is a change in the shared medium. An example of such a change has
already been described, when the roadway heading shifts to a new compass quadrant and

20  there is a staged transition of the platoon to a new Wi-Fi channel.

In order to address this issue, the following question needs to be answered: how does a
vehicle determine that it is entering an expressway without requlrlng the use of detailed
digital maps? The solution is simple if the vehicle is following another one that is entering

25  the expressway. It is the leading vehicle's problem! The following vehicle simply needs to
monitor the current channel for a "next channel" flag from the leading vehicle. Of course, .
this is a facile solution since it shifts the problem to the leading vehicle and besides, it
does not address the scenario where there is no leeding vehicle that is currently within the
neighbourhood. ‘

30

The answer is provided by the mechanism for active network registration using probe

26 Note also that the subsequent message cannot be transmitted until registration on the new channel has

taken place using probe frames.
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In order to address this issue, the follow ng question needs to be
answered: how does a vehicle determine that it is entering an expressway
wi t hout m™e@u2/8i7p3) t he use of detailed digital maps? The BoT/aAboe42e si nple
if the vehicle is followi ng another one that is entering 25 the expressway.
It is the leading vehicle's problen1 The foll ow ng vehicle sinply needs to

noni tor .t he r ent e "next channel the, | eadi

vehi cl efr"“&e C@E‘?‘%@ Ve%t‘ﬁ?gl *egts tL? bt }}aé Qo er?dscl)fl;l nge Ps to egpr obl.em
to the hwarttng ofehe cbe dadndlesilo@sed id thedpagranet ofadﬁrmatsdﬁﬁl S/h&hatheo wher e
there is nag Ieadlngﬁgghlcle that is currently within the neighbourhood. 30
The ansW@tclp's cprert hradmg,fally il dh 55euis RJrRSERES femhgan)s PRAS @i iths P& i on
using prohGe). AR ol {Rbnitd1Ene %9 RAAL P ﬁs%ﬁ%r 6ANVREd ha?ghyaergsm tted
until registfation on new channel |'ace using probe franes.
45 $SUBSH dityTieadBHEEE of Rib BoBdilitied val/@®em93 PCT/ CA01/01420 frames. \Wen a
vehicle detects that it has no one ahead of it, it nust begin to probe

whi chever of the four, channels allocated to the quadrants of the conpass
in which thg ne\fg{voﬁfsedré fcﬁhﬁﬁr(ﬁﬂéué‘hecﬁg URGoveR) hfechamrh bnihe &888k\Bint]y, €SPOnse
from sonme node on the new channel, it should continue to nonitor the

exi sti ng &i@m\ed)uldsl?@dmbwng lmhcmmd@d sainghwwatire onsommddlmcuynr@aqgen e of two

i bil hhou f. he di
poset o) sty PR e RRAIFISHRSE R AT i oyt S

sang) or t%c@@@&g@ hestweN In Bis €36€the ﬂe}ﬁcletclé@mtterp@ﬁbdldlptms.l on. Their
| ocati ons preclude the pOSSIbI|Ity that the vehicle is on an 10 access

ranp to an expressmay In this case, the vehicle ceases the periodic
probes. be Q e € e must
Pt epar e ¢ & AP Botb SRR AGel R e L BRY Rt TR IS areBB st R b,

i s doi ng shainelsseid hetify tafleits am@nt nellgabmb thet ling doind b by exitingithe lety
nessage. 15 Thh§ scenario i s reversed in the case where a vehicle | eaves a
di vi ded exprrnsbviag in ilsdieyt HscoXEVEREssagsrent s

15

This scenario is reversed in the case where a vehicle leaves a divided expressway.

Service Advertisements

20  There may be cases where specialized nodes may provide streams of information that
would be costly, in terms of bandwidth, to broadcast in an unsolicited fashion. Instead,
these nodes can advertise the availability of such services by periodically broadcasting a
message notifying all listeners that the service is available upon request. Examples of this
- would be a digital video camera mounted on board a vehicle or on a traffic signalization

25  light.

APPLICATIONS

Safety vs. Congestion Management

30 |
The application of ad hoc networks to ITS tasks has value in terms of both road safety as
well as traffic management aimed at reducing congestion. In some respects, there is an
artificial distinctiqn between these areas. Better traffic management should result in better

safety .and vice versa. The descriptions of the following application -areas do not
' 46
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20 There may be cases where specialized nodes may provide streans of
information that would be costly, in terns of bandw dth, to broadcast in
an unsol iwvdomsii7dashi on. | nstead, these nodes can adverti BETACAE1/01420

avai lability of such services by periodically broadcasting a nessage
notifying all listeners that the service is avail abl e upon request.

Exanpl es of ”fhb u[}ﬂ 3}% a_ di |taI vi deo canera nounted on board a
vehicle PGSO e pese Vg RYTRC %ﬁ’ion 25 light. APPLI CATIONS Safety vs.

Congestion Managenent 30 The application of ad hoc networks to I TS tasks
has value in terns of both road safety as well as traffic nanagenent ai nmed
at redu@WQfH@HQ%EQ%n In sone respects, there is an artificial

di stinction between these areas. Better traffic managenent should result in
better safety., and vice versa. The descriptions of the follow ng

appli cafilamdas pasici;betimg)m ani&d BuBEN ﬂTd:ﬂWEﬂSHEE?ql(iRULtE i%)rm\»miﬂﬁﬁghbtﬁms

PCT/ CA01/ 01420 ui sk bet en th pur SEes. Not.i fi cation
5 Al nBddy SAFE 181? aet By A GRY S AR % ﬁo? 8%“5 é{&@?@eéu‘iho ¥ nform

their. ngdgRbAhSbraRé aﬁﬂ%aﬁ@& rtadn @Ndhe BYRBE Seté. hmesérwenbﬁsmmé tepaRtdto a
nei ghbouring vehicle, such as acceleration, brake application, turn or

| ane chmnc/@mousméﬁeatm ser te Hisirdadsastraddisss. &el othgs wardsnemyrsighbeur
notifi ! Cﬁ‘xla Shs?e%ﬂ{ tsﬁm]‘lg re?gl{?éa%c ?gatl-tl d%ﬁﬁﬁcmoﬂ 8# IS(Iﬁ!é’ e%)i{tdgpr qaﬁa&%' ghbour

t hat enln receive a real-time notirfication e event. For
[ nSI(BnC@ppIﬂ;@tuﬁp@ﬂ ihe dbotoraled wollkd Beozpolnechket Wkdﬂtﬁ&doﬂ&@ﬁfgtx@ﬁicﬁmbelﬂm y to
the foll ow ng vehicl e behi nd glut to .every other, vehicle Ee fgtj,l OW ng
pl at oonbuttA&VeEkter grhiclea thofollomingdlatopghthe iepetion imeiazg, R ght; (g it

typi cal | SXNer g? zﬁl@%fy Rfthe G e%?@%rk‘&ond-ghﬂ‘i&éigfee if thé Vélh@le\é?ﬁfe(ﬂegd 8f the
head of seven véhicl es applies the foot brake, the vehicle at
the enda q»iatmdmoﬁ):teaz'em(yahlckc@ @bpliesetbeifvat braktd, fthez:mhldn ab shenerwhofithe Plaeaonds

before se the brake |lights. of hicle in front of .it | |
ey nehr S ks poe TR G oS Ar e o i b bRk S, Byher o 1

IS 5  vehicle in front of it.

All asynchronous event notifications should be repeated up to n times, where n is a
configurable parameter of the IEEE 802.11 MIB (Management Information Base).
Repetition of event notiﬁcations will ensure that following neighbours required to listen to
20  more than one channel (during the transition phase described in Wi_Fi Channel Selection)

will have an opportunity to hear the message.
Intention Notification

25  The ad hoc network provides the mearis for vehicle-to-vehicle notification of intention
with respect to driving maneouvres. A class of such notifications can be specified that
require explicit acknowledgements from the receiver of the notification. (Acknowledged
Connectionless Service of the LLC layer) These correspond to Setr commands that can be
issued through the use of an ATP client service. By acknowledging these notifications, the

30 receiver informs the sender that it is "aware" of the sender's intentions. The state of
knowledge of both parties can then become inputs to their respective control or cockpit

“electronic information systems.
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configurable paraneter of the |EEE 802.11 M B (Managenent |nformation
Base). Repetition of event notifications will ensure that follow ng

nei ghbouneopzsuIPy ed to listen to 20 nore than one channel PCTOaADTIGI42(he
transition phase described in W Fi Channel Selection) wll have an
opportunity to hear the nessage. Intention Notification 25 The ad hoc

net wor kpr ovi des the neans for vehicle-to-vehicle notification of intention
W th reggﬁsct to driving maneouvres. A class of such notifications can be
specified that require explicit acknow edgenments fromthe receiver of the
notification. (Acknow edged nnect.ionl ess Service of the LLC I(ﬁ/ler) These
cor r es pSHYre pldsBonsieMtiealt ot adlipes manspede it Gay Re prustes Y 84 han ATP
client i SO, i ﬁ@ﬁg AP j t b \V.er

i nfor rrsﬁi&ﬁ}gﬂgg%c;@% S?ﬁat |teﬁ.|ﬂjgé Qgﬁgre' ?)IP g{l#glg nééllfeé? %anitﬁiﬁeér%&e%lﬁ%% #e state
of Xknotlestiyelant. Assumigzthat the spead dfierenivérsovesthnip At intdetermaierhomempelrt | ve
control .or cockpit. electronic .informatiaon,s ens, .47. SUBST|.TUTE_ SHEET
(RULE. 2B BPa55 Drpusit s eRp T A5 O e B e bepn ontone B
exanpl ewdfendh&ehaiiitl ARBRGEME Brelthad infdPal REARE ISt RFake noBtichRfM (AREtANOT Ki ng.
The speed of vehicle Alinthe passing lane is greater than that of vehicle
B in 5sdande asindesst Bmee tABseamtaiging kanotificatiepelintentio to pawi orsthedefttIAR , A can
determ ne _how nych tine nmai n efgre it sses B,, using its own, speed and
the nei BRBURAOBH BoteiiPulrigrmat. A i PEE o hye R APt e

i nt 8y vabr deeiififoehmatn sfa,etéﬁﬂﬁzﬁh Acdonfit@aidrothat Bk vehible tdRGmssed isiNawast frame
to B containing a notification of intention to pass on the left. If B

r espondef the iferdipnacknow edgenent, A is therefore able to provide the
appropriate control 10 or driver information systemwth a confirmation
that the vehicle to be passed is "aware" of the intentions. Lane Change 15
The intintigp t o change | anes can be announced and acknow edged i n a manner
similar ¢ “tH8% ntention to pass. The vehicle preparing to change | anes
issues its notification to the closest following vehicle in the lane to

which it intends to change. Again, both parties are o
15  The intention to change lanes can be announced and acknowledged in a manner similar to

the intention to pass. The vehicle preparing to change lanes issues its notification to the
closest following vehicle in the lane to which it intends to change. Again, both parties are

aware and prepared for the manoeuvre.
20  Merge /Yield

One of the most interesting potential applications of ad hoc netWorking is the management
of lane mergers and yielding on access rémps and lane closure on expressways. As
illustrated in Figure 22,’ both the yielding and the merging vehicles are aware of each
25  other's Jocation and speed, which provides their respective cockpit electronic information

systems with inputs to assist the driver in a smooth adjustment to the new conditions.
Intelligent Traffic Signalization/Highway Information Systems
30  Discussed herein above is the capability of Wi-Fi to support concurrent ad hoc networking

and infrastructure-based communications. Whereas intelligent traffic lights would be part

of the roadside infrastructure, they would need to use the channels allocated for ad hoc
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aware and prepared for the nmanoeuvre. 20 Merge /Yield One of the nost
interesting potential applications of ad hoc networking is the managenent
of | ane mo@®swand yi el ding on access ranps and | ane cl OBOT/€A01101420
expressways. As illustrated in Figure 22, both the yielding and the
mer gi ng vehicles are aware of each 25 other's | ocation and speed, which
provi des .t hei.r respective ¢ it electroni.c 4nfo i syst ith

i nputs P%Mggg?%Plpﬁ%XJPiJ%Fﬁgﬁgg’gﬁ%%fﬁﬁhg?ﬁg%ﬁ%n@ﬂ@%ggﬁgmh%§f§§§%¥%ions.

| nt el || gefitoréd &% felgicios. dNdhd WALH 0 inftefiopmy triffic dighbtdudd) fay&iaaipte: 30 Di scussed
herein above is the capability of W-Fi to support concurrent ad hoc
networ king -and infrastructure-based conmuni cati ons. Wereas intelligent

trafficgli . . . i j astructure, they would
need to° uélgg%lﬁ‘et\ég%lgor@ﬁgﬁg%%%g{“é’hQ‘?%é&ggcfﬁﬁ%gveh%&swsn TUTE SHEET (RULE
26) 3ND 02/aBt7eBidRESTh GAOLARIRA dinetiowsionrgming waftie ut ligh bpecdi¥ ecti ve, since
it is only these channels that arg regularly nonitored by vehicles. Using
W - Fi , an1@%?@3Vﬂ@@ﬁ%ﬂ@¢%mﬂF%hﬂﬂéﬁt could, for exanple: transmt a "yell ow
l'ight" notification to approaching vehicles 5 alert vehicles in the
transversal direction of oncoming traffic at high speeds27 identify

vehi cl e®nt that othernharel] Higlghdys 28ofthatione systdner (Hertbnichsighagey aubdnoatedattolbn
systens (el ectroni iignage, autgmated toll collection tc) shoyl d not
oher at ecaifrefh ca iyl EREHRuE op S ieloc Pl Gl ek hivbr SrrStmiaed e

subsf anfiiRlankRANIMAHBL SERADS K¥ENuRAGhe t ABstTBSIge60d IBNIRE hbidioRs).
conditions). Vehicles could nonitor these infrastructure channels_as

i ni ti at ¥ehigles cowd momtoe thesy infrastreeture chiguneld amimitiadersandtprminaisd byrdrivgr

vehi cl es a.trﬁIE ot equipped with W-Fi but the traffic 1|ight can detect them
with rattBF- 98 °e traffic Iight would request the registration fromthe
vehicle that ran through the |ight. The request would be authenticated, at
the ATP |l evel, as comng froman authorized client. If fact, this would

create a deterrent that would probably elimnate the problementirely. 49
SUBSTI TUTE SHEET (RULE 26)

% 1f oncoming vehicles are not equipped with Wi-Fi but the traffic'light can detect them with radar.

8 The traffic light would request the registration from the vehicle that ran through the light. The request
would be authenticated, at the ATP level, as coming from an authorized client. If fact, this would create a
deterrent that would probably eliminate the problem entirely.’
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10 - packaging the vehicle operation data in a data packet using protocol
derived from SNMP; and conveying the data packet over the data link. 15 2.
A et hod vob owanrreeyi ng vehi cl e operation data from a vehi cPeT/€anver2t o a

renmote nonitoring client, conprising the steps of: - establishing a data

| i nk between the vehicle and the renote nonitoring client; 20 - collecting
vehicl e P tion data fromdata sources in the vehicle server; - packagi ng
t he datg protocol data unit having a protocol data unit payload, the

payl oad including a plurality of VARI ABLE BI NDI NG fields, each VARIABLE

Bl NDI NG f Aahethbd ot bgnaningBihicle bpdehiida-ddtR{ioneh drehiklet tovn 2mdiy treaitodng/AL UE
TYPE field of one byte and a VARI ABLE BI NDI NG val ue of a size according to
t he VAL'UEe?‘PF@t»quQP@S%Pgéﬂ?JS@P nveyi ng the protocol data unit over the data
link. 30 3. A nethod of collecting vehicle operation data froma vehicle
for later transmssion to a renote nonitoring recipient in a manner to

m nidm ze t he- bastdbiighing raedatar bate riebweéenr thet Wehitlat and theanempiss monitodragpr i si ng
the steps of: 51. .SL%BSTI TUTE SHEET (RULE 26) WD 02/31793 PCT/ CA01/ 01420 o
- providing a VEW'&"2 on-board conputing device; - providing a number of
data acqui sition nodul es, each to neasure one or nore 5 operating
characteristics of the vehicle, the operating characteristics

correspondi ny tcéu?,‘iﬁmgé’ﬁhwl%?m@éloﬁfd?@fgé@d@ﬁ sprpeyedhorhidess: - interfacing
t he vehicle on-board conputing device with each of the data acquisition
nmodul es; 10 - configuring the vehicle on-board conputing device to: a) form
a ditagnosti c- i phdiagatg e ehcte doaratiecdityiimg datedpadket iising padtoed dedved each of

t he managed objﬁe()%ggNMlQrQngach of the correspondi ng data

- conveying the data packet over the data link.

15 2. A method of conveying vehicle operation data from a vehicle server to a remote

monitoring client, comprising the steps of:
- establishing a data link between the vehicle and the remote monitoring client;
20 - collecting vehicle operation data from data sources in the vehicle server;

- packaging the data in a protocol data unit having a brotocol data unit payload,

the payload including a plurality of VARIABLE BINDING fields, each

VARIABLE BINDING field haviﬁg an OBJECT IDENTIFIER field of two

25 bytes, a VALUE TYPE field of one byte and a VARIABLE BINDING value
of a size according to the VALUE TYPE field ; and

- conveying the protocol data unit over the data link.

30 3. A method of collecting vehicle operation data from a vehicle for later transmission to a
remote monitoring recipient in a manner to minimize the bandwidth requirements for

the later transmission, comprising the steps of:
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15 acqui sition nodul es; b) assenble an event report based on information
contained in the diagnostic information base; and 20 c) package the event
report i waopsobdcol data unit according to an SNVP- deripencpnpeaenl . 4. A
met hod as defined in claim3 wherein the operating characteristics include
GPS position, engine speed, road speed, or engine tenperature, or an
OBD- Il paraneter 25 related to vehicle em ssions. 5. A nethod as defined
in claim4 wherein the OBD 11 paraneter includes msfire detection. 30 6.

A met hod as defprdi@ding @ vehirieBndbodrdlEdhputingaiepicesi ng the step of enabling the
vehi cl e on- board conputing device to: a) establish a data link with the
renote nonitoring recipient; and 52 SUBSTI TUTE SHEET (RULE 26) WD

02/31793 PCT/ Cﬁ;@&\li&kégg}m@er %@B&%@@nﬁg% o%ﬁ%, doh 3o Wabur@¥RE of ffRrdat a

link. 7. A nethod as irned in cla ‘urther conprising the step of
enalfl i ng t he r epaiEng nomrsaderistigs r eCithé emghitle, | stwe ope1@HAL pelotradaistidat a uni t

to retrieve the current values for 5. a. cific.set of managed-objects
from the vehi clc8rr8§?9861§fgg°8 'E’i%H‘@s %fe?\ﬁeigfmgr.’agﬁ\d *fiSd as defined in claim
7 further conprising the step of enabling the renote nonitoring recipient
to wait for an acknow edgenent to the GET protocol data unit by the

vehi cl e on- boareedesipaitthe gebisld ea-boad gomputing Hevcasvide fepete @f the dadd m 6,
further conprisj t-he st enabling the vehicle on- board conputing device
to issue a TRA Cgﬂ}g%lp lgg}()dgi%f’a unit to report a vehicular event. 10. A
nmettod as defined in claim9 further conprising the step of enabling the

vehi cl e on- 15 board, copput i,erg device to: .a) st.ore threshold values or a
reporting int ecoBligyHe e ¥ehic/e AnOepcomputng dafiee 19) i ssue each TRAP
protocol data unit, either when a threshold val ue has been

a) form a diagnostic information base for receiving and storing values for
each of the managed objects from each of the corresponding data

15 acquisition modules;

b) assemble an event réport based on information contained in the

diagnostic information base; and

20 - ¢) package the event report in a protocol data unit according to an SNMP-

derived protocol.

4. A method as defined in claim 3 wherein the operating characteristics include GPS
position, engine speed, road speed, or engine temperature, or an OBD-II parameter

25 related to vehicle emissions.

5. A method as defined in claim 4 wherein the OBD-II parameter includes misfire

detection.

30 6. A method as defined in claim 3, further comprising the step of enabling the vehicle on-

board computing device to:

a) establish a data link with the remote monitoring recipient; and
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20 exceeded or at a corresponding reporting interval. 11. A nethod as
defined in claim 10 wherein the TRAP protocol data unit reports a GPS
positi on.w@52/1293 A net hod as defined in claim®6, further POMOADEIIAZ t he
step of issuing an | NFORM protocol data unit fromthe vehicle to report an
exceptional vehicular event. 13. A nethod as defined in claim 12, further
conprising the step,of enahlj t.he vehi . .on-board conputing device to:
30 a) store ?mﬁ ﬂ%ﬂ“ﬁ”gﬁ&%ﬁﬁ???“@%ﬁ%ﬁ%%ﬁ#ﬁéd exceptional vehicul ar
events in the diagnostic information base, including one or nore

regul atory exceptions, _maintenance exceptjons_ or operatignal exceptions;
and 53 7-stEsvihvd s defipedri plape 6 dirthen eoprsisingathpetopcpiognabing the HMAtesue t he
| NFORM pr i idhfitd i PorBR3€o1atd it RARGIVE Btk GHRAL FaluCoHr S- S
14. A netﬁ%gﬁgé%%%%ﬁﬁggh%ﬁ&%ﬁgggl 59@h%r€in t he INFORN[protch?udata uni t

i s sent asspecifiestbf mafagad obigals ftoor thetvishiskhml-bodrévehpitsigdgvexceeded. 15. A
met hod as defined in claim 13 further conprising the step of enabling the
vehi cul ar onboard conputing device to wait for a confirmation that a

previ oug, ANnEIRMH ot QUebined @ @laial Furtidr teoRpsis getne lsepoeenablifg dal enftase by
the renote nonitoring recipient. 16. A nethod as defined in claim]15,
further coepitodigwgcipirat & wpitdor ancackpayledeemenido theeGET NroiRalslatn wibby dat a
unit int (S jr ion that a previous |INFORM protocol data
uni t has géﬁﬁﬁggg%%gﬁ%agﬁﬁﬁﬁgﬁgg%eby the renote nonitoring recipient. 15
17.1A method as defined in claim®6, further conprising the step of enabling
the renote nitoring recipient to issue.a SET protocol data unit to the
vehi cl e”oft-BEapY as dsiiad tngdaige0s @ét?lﬁbc%l’éf’“%t rSt‘?ﬂ)F’@% pe tthf’ev‘?maa@ea _

obj ect s. @&é&_@om TRl RQeas ided 4 TRAD fofksi Mk LunitREGEHIPa VBGHA &ehi Nk 1

wi rel ess and includes an radio frequency band under the |IEEE 802.11
standard, a satellite RF packet network

10. A method as defined in claim 9 further comprising the step of enabling the vehicle on-

15 board computing device to:
a) store threshold values or a reporting interval for each vehicular event; and

b) issue each TRAP protocol data unit, either when a threshold value has been

20 + exceeded or at a corresponding reporting interval.

11. A method as defined in claim 10 wherein the TRAP protocol data unit reports a GPS

position.

25" 12. A method as defined in claim 6, further comprising the step of issuing an INFORM

protocol data unit from the vehicle to report an exceptional vehicular event.

13. A method as defined in claim 12, further comprising the step of enabling the vehicle
on-board computing device to:
30
a) store any one of a plurality of specified exceptioﬁal vehicular events in the
diagnostic information base, including one or more regulatory exceptions,

maintenance exceptions or operational exceptions; and
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or aterrestrial RF packet network. 19. A nethod as defined in claim®6
wherein the protocol data unit is a REQUEST 25 protocol data unit, the
prot ocol vavzum t excl udi ng the ERROR STATUS and ERROR PODEXof/dmlk@s of
the SNVP protocol. 20'. A nethod as defined in claim®6 wherein the protocol
data unit excludes the LENGTH field of each variable binding of the SNW
protocol. 30 21. A nethod of conveying vehicle operation data froma
vehicle to a renote nonitoring recipient, conprising the steps of: 54
SUBSTI TUTE ShiEstud Bl BNRORMNG 3adoB HaRSuRCWheAGhY (26 the pstifibd ieshritng a
data |ink between the vehicle and the renote nonitoring recipient; -

col l ecting ve¥iUtS- e operation data fromdata sources in the vehicle; 5 -
packagi ng the vehicle operation data in a data packet using protocol
derived from SNMP; and - conveying the data packet over the data link, the
pr otcol4.dAtmethod bs Befined ih skired 3 vilieréin theBPHORY potaol dajaesit ivbyent &wa r enot e

nmoni toring_recipient.and _cont aini both t request and requested val ues
in the reqffé@gogﬁ?gﬁ@?‘?’@t@ﬁ@?ﬁigl"g&é’wgﬁxﬁ? 8'a singl e message and in a
si ngl e-unfragnented network packet. 22. A method of collecting vehicle

operation data froma vehicle for later transmssion to 15 a renote

noni t or 1hgArmethed andefingd an plaimd3 fethericamiptisiag threstemelwmiabling thegehicelgent s

for the I afloctd 305LGRI Qvig WRLLD DG ot DihRSy Ghar & ROASIINGEORM Chicl e
on- board comnputi ng devicTe; - providing a nunber of data acquli Sition
modl) es, emobvchbbddteanit Hasbeet isged ivatiste bawfbyatharamage thonitprng reofpidnine
vehicle; - interfacing the vehicle on-board conputing device wth each of
the data acquisition nodul es;

16. A method as defined in claim 15, further comprising the step of re-transmitting the

INFORM protocol data unit in the absence of a confirmation that a previous INFORM
~ protocol data unit has been logged in a database by the remote monitoring recipient.
15 t
17. A method as defined in claim 6, further comprising the step of enabling the remote
monitoﬁng Vreciioient to issue a SET protocol data unit to the vehicle on-board

computing device to set one or more of the managed objects.

20 18. A method as defined in claim 6, wherein the data link is wireless and includes an
‘radio frequency band under the IEEE 802.11 standard, a satellite RF packet network

 or a terrestrial RF packet network.

19. A method as defined in claim 6 wherein the protocol data unit is a REQUEST
25 protocol data unit, the protocol data unit excluding the ERROR STATUS and ERROR
' INDEX fields of the SNMP protocol. ‘

20. A method as defined in claim 6 wherein the protocol data unit excludes the LENGTH
field of each variable binding of the SNMP protocol.
30
21. A method of conveying vehicle operation data from a vehicle to a remote monitoring

recipient, cofnprising the steps of:
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25 - configuring the vehicle on-board conputing device to: a) forma

di agnostic information base for receiving and storing values of the
managed ovpewswIdrom each of the data acqui sition nodul espCBCAb)oESBEEND] €
an event report based on information contained in the diagnostic

i nformati on base; and 55 SUBSTI TUTE SHEET (RULE 26) WO 02/31793

PCT/ CA01/ 01420 ackag repart J.nto he
protocol data l?ﬁiial e ugiﬁﬁg g‘?’ee 0 dg?lélglunm?d paylrgrggdehgl\%?lﬁdf
plurality of VARiABhE Bl NDI NG f| el ds, each VARI ABLE BI NDI NG fi el d having
an OBJECT |IDENTIFIER field of two bytes, a VALUE TYPE field of one byte
and a 5 VAR ABLE' Bl NDI NG val ue of a size according to the VALUE TYPE
field. 23. A | 4 i ' wWhsk tocol data unit

i ncl udes a hea &ng\%/’leﬁigfea éjloill\?g@%ﬁ ggtg I erre%t lﬁvt\nﬁ{ﬁelgaga | ue

cor respondi ng to one of a set of 10 values, the set including a GET vaI ue,

a SET val ue, a SPONSE ,val u

conput er i npl elP@ aéﬂlgs{bﬁtvé’m°reoPp%?C)§R\fl’le§‘iﬁﬁdn\? acP%d{?EB?ﬁg PEN a\tcgn?'?dom a
vehicle to a rRIPERM®nRnEOri ng recipient, conprising: 15 an vehicle

on- board conputing device in communication with a nunber of vehicle
operation data sources in the vehicle; a wireless comrunl cations device for
establishing a uting
devi ce .and the c}rg%‘freg}f% qgt%%a{ﬂ&rlegg‘r,%g@fléet%?nk%ﬁe Ven etgglrllite Eégciﬁ%g‘%:)g)rrput| ng
devi@e being enakdspehstdo paajagaytthe ransdte Mmltonm@reaipmmu ankht@ntaining bodi a

packet using prot ocol derived from SNWVP for rapnsm ssion to the renote
moni t-ori ng recithf wAReshoRd rqu%St?/dYag‘]F"éslg thegequast i’fk‘P bemg encapsutlateJ within a

single message and in a single unfragmented network packet.

22. A method of collecting vehicle operation data from a vehicle for later transmission to
15 a remote monitoring recipient in a manner to minimize the bandwidth requirements

for the later transmission, comprising the steps of:

providing a vehicle on-board computing device;

20 - providing a number of data acquisition modules, each to record a current value

of a managed object of the vehicle;

- interfacing the vehicle on-board computing device with each of the data

acquisition modules;
25
- configuring the vehicle on-board computing device to:
a) form a diagnostic information base for receiving and storing values of
the managed objects from each of the data acquisition modules;
30

b) assemble an event report based on information contained in the

diagnostic information base; and
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25 25. A conputer-readable data structure for collecting and conveyi ng
vehicle operation data froma vehicle to a renote nonitoring recipient,
conpri si mgo 02/3Em3 appl i cati on nodul e for receiving vehi cl epopenat/oiaen dat a
froma nunber of 30 data sources in the vehicle; - a storage nodule for
storing a diagnostic information base, the diagnostic information base

i ncl udi ng a nunber, of ; M ed j.e for r.af , b STL TUTLE SHEET
(RULE 26) WD 02/ 3?7‘%?§kig€;}ﬁ%&5‘?ﬁﬁgﬁpzf’%ﬁ’t%gI‘?f"??éez’lfg%g‘r"é’?% the Pgakégﬁe agar s%gnd a
nunmber of val ues iholudgach peftoddhelatmineig @ayloabhedhs a gludlity af VOARIABICRL i on

nodul e for conveyin rotocol data units under a protocol 5 deriv from
SNVP over a wi r o BUIDEG £iaidsyeagts ARIAI LINRING Gichkeving én SPRIRCT 26 A

conput er progr am HAHRTEREIESE thd bPtes URAIRIE TREFRRLIE Mk;&g}é i gding a

plurality of conputer executable steps for a conputer on-board a vehicle
for 510 coll ecti nYARIABEShBEYDRYGvethue be acyer adconhng & thef VeyhUId X&hi cle to

a renote noni tor#.lrig reci pient, conprising: - receiving vehicle operation
data from a nunbel®df data sources in the vehicle; 15 - storing, in a
di agnostic informati on base, a plurality managed objects for each of a

number of vehicle operation paraneters and a plurality of values for each
of the HanAgaethobjasdefned inglain|22sherginathginreloeelsdatm it [inglrdgset easlsr t he
conmput er ang. i L i pi - eyl er of
rotocol R AR HISO0E Sen S LR G 4 GG PlbepongRECHT o 8 BUEFEC
dat® | i nk vabudshéhe setnmtladngrpi GBOT vaige)s eSEPivelnt, a PRAP Raluk, st PRBORM ogagat ed on

a carrier nedi si gnal including a packaged protocol data unit
cont ai ni ngarﬁl%g%%ég%gn" ng predeterm ned operational data of an

aut onotive vehicle, according to a protocol derived from SNVP.

24. A computer implemented system for conveying vehicle operation data from a vehicle
to a remote monitoring recipient, comprising:
15
- an vehicle on-board computing device in communication with a number of

vehicle operation data sources in the vehicle;

- a wireless communications device for establishing a wireless data link with the

20 vehicle on-board computing device and the remote monitoring recipient;

- the vehicle on-board computing device being enabled to package the vehicle
operation data in a data packet using protocol derived from SNMP for
transmission to the remote monitoring recipient over the wireless data link.

25
25. A computer-readable data structure for collecting and conveying vehicle operation

data from a vehicle to a remote monitoring recipient, comprising:

- an application module for receiving vehicle operation data from a number of

30 data sources in the vehicle;

- a storage module for storing a diagnostic information base, the diagnostic

information base including a number of managed objects for a number of
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28. A signal as defined in claim27, the payload including a plurality of
VARI ABLE 30 BI NDI NG fields, each VARI ABLE BI NDI NG fi el d having an OBJECT

| DENTI FI BRO /81783 of two bytes, a VALUE TYPE field of one Pgr/€Aanciszn

VARI ABLE BI NDI NG val ue of a size according to the VALUE TYPE field data
unit. 57 SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CAO1/ 01420 29. A
signal as defined. jn claim?27 erein.t o] i pel ition
segnent, a cPs Y %ﬁ%’l ?Pge rzgleo&rpearr]z%m‘,'\@grsvag iacl{llgnbg%éﬁ %glgégfr]%net%ag?)f g’ﬁ%ﬁgggvehi cle
em ssions segmBjicts; lndB0. A system for conveying vehicle operation data
froma vehicle to a renote nonitoring recipient, conprising: - vehicle
on-board conputing neans in comuni cation with a nunber of vehicle
operation data.s RS j ; =1 W j i ons
means for estal?l I'S |§%}1 a vmrrng e%?gfjg?g}eﬂnglﬁé\n&tcﬂl %ée%giﬁf%?%{lyf%ard
conput i ng neansleawet tfven rSidiPe ovenatwirelasy datei jplerne ;the retetev glvinitbengn- boar d
conputi ng neans bei ng enabl ed to package the vehicle operation data in a
dat a packet usi'fP 5ot ocol derived from SNMP for 15 transnission to the
renmote nonitoring recipient over the wireless data link. 31. A nethod of
conveyiﬁg vehi cl e operation data froma vehicle to a renpte nonitoring

reci pi e, Aceswpiiesi piggrappprodyctsensgdedoin asompuies ipadgbls medinm inaladig een t he
op o S-S Dt .
vehi ol o oty SHBH oy UL AN o135, B PP copfbuflst i K vk 8

packrgi ng ¢dikectnghiantl ecoapeyiagi whiclat@etation dath afrqacthet velselsgtop b ofenmné
derived from SNWMP; and a step for conveying the data packet over the data
link. 30 3PONPOEHEIRICELCPBIRESHEt wor k for exchangi ng data between a
plurality of vehicles, conprising a conputing unit onboard a correspondi ng
vehicle, wherein the conputing wunit in a given vehicle is operable to

br oadcast i dentrédevingselngespemation data osi agumber of data sources in the vehicle;

15 - storing, in a diagnostic information base, a plurality managed objects for each
of a number of vehicle operation parameters and a plurality of values for each

of the managed dbj ects;

- establishing a wireless data link between the computer and the remote

20 monitoring recipient.

- conveying a number of protocol data units under a protocol derived from

SNMP over a wireless data link to the remote monitoring recipient.

25  27. A sigpal propagated on a carrier medium, the signal including a packaged protocol
data unit containing a payload encoding predetermined operational data of an

automotive vehicle, according to a protocol derived from SNMP.

28. A signal as defined in claim 27, the payload including a plurality of VARIABLE

30 BINDING fields, each VARIABLE BINDING field having an OBJECT

IDENTIFIER field of two bytes, a VALUE TYPE field of one byte and a VARIABLE
BINDING value of a size according to the VALUE TYPE field data unit.
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equi val ent identity nmessages from other vehicles in an adjacent region,
where said 58 SUBSTI TUTE SHEET (RULE 26) WO 02/31793 PCT/ CA01/ 01420
nmessages vaoe2/siwesl to i dentify the nei ghbouring vehicl es i pCT/aoteuwor k for
exchanging data with selected ones of the vehicles therein. 33. A network
as defined in claim32 wherein the conputing unit is operable to update a

5 list el. ghbour i vehi cl nd..wher ei he. 1 nher error. | aid GPS
i nform (15'0 Sﬂ%ap%so%esf?%ﬁtm 33}%2‘2 Va efelﬁrll\{e}’te\ﬁ)?’%a%(l)n éusdé%% (fq{lgta}?osénorrllesleéﬁg% hood
geogr aphy gapd@eadisd abimahed viehicleespred abgmeltadr ate OBDIS tvehidleoémisbivns ut e,
positions. 34. A network as defined in claim33 wherein the conputing unit
adds new n&E&§¥Bbur 10 vehicles to the list as identity nessages are
received fromnew vehicles entering the region. 35 A network as defined
in claim34 wherein the computing unit deletes a given neighbour vehicle
f rom t h20.l Astysteimelior cosrelyingyvetreds agpeaticar datafyomraeahiole tb 4 rapmote henitéBng)i ven
nei ghbour vehicle after a predeterm ned period of time. 36. A network as
defined i n"SiPAHn OB RSMSei n the computing unit deletes a given nei ghbour
vehi cl e vehi cl aghiclein-bdid B&hg&h&g&heﬁﬁtiﬁb&ﬁﬁumwﬂ Wah bl dun e SSRBRTe

recei ved fromthe given nei ghbour vehicle indicate that the nei ghbour
vehicle is 20 Jdremiipngatersorrgs means inftheveldgleicent regi on. 37. A network as
defined in claim33 wherein the nedium of comunications is a high
frequency channelized RF band and its use by each of said conmputing units
i s 1@ontr ol | ed vaiegters dongniiicdiioas hickls 80 2sthblisvigh & wvidtese skataQamlt with théVAC)
protocol. 25 38. A network as defined in_claim33 wherein said conputing
units are | nterkBicle gbrasd sppuinggyeans apd thegprotedmemiNHgASIpeRE ai m 33
wherein said conputing units are | Pv6 addressable. 30 40. A network as
defined in claim33 wherein said conmputing units exchange data using an
SNVP- der i ved- prtint weldtle on-board computing means being enabled to package the vehicle

operation data in a data packet using protocol derived from SNMP for

15 transmission to the remote monitoring recipient over the wireless data link.

31. A method of conveying vehicle operation data from a vehicle to a remote monitoring

recipient, comprising:

20 - a step for establishing a data link between the vehicle and the remote
monitoring recipient; |
. - astep for collecting vehicle operation data from data sources in the vehicle;
25 - astep for packaging the vehicle operation data‘in a data packet using protocol

derived from SNMP; and
- astep for conveying the data packet over the data link.

30  32. A communications network for exchanging data between a plurality of vehicles,
comprising a computing unit onboard a corresponding vehicle, wherein the computing
unit in a given vehicle is operable to- broadcast identity messages and to receive

equivalent identity messages from other vehicles in an adjacent region, where said
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59 SUBSTI TUTE SHEET (RULE 26) WO 02/ 31793 PCT/ CA01/ 01420 41. A network as
defined in claim 33 wherein the identity nessages include GPS infornmation
and the MAEEBR/8023 11 MAC address of the sender. 42. A netwp€RCasl/@gti ned in
claim40 wherein the GPS information includes latitude, 5 |ongitude, speed
and heading information. 43. A network as defined in claimd42 wherein all

vehicles i i ¢ ol AR ol t r a-
di scovery |e%r§eagep%r?% g%%ﬁ ﬁé@?g @E? ?%glgée%lr}tngt‘%ﬁ%ﬁs5%%%&%&%%1?\?2?1@%&%?%% to
recogni ze ddth vithseleeted loheuofahe vedicldsitherdimet wor k as defined in claim43
wherein channel selection for transm ssion of at' |east sonme nessages is
based on GPS heading. 45. A network as defined in claim44 wherein both the

length of AhRnh&GR\RENPEI d8ith 30U hekh HBRoSHALHE BRI & SpetfblOfo diRitd £9i ON
may be adjusted in proportion to the average.speed of the vehicles in the

nei ghbour hbs@f ndighboxringtvgbicles agd sbeicirele imhegdrd errpu@, saigheP R imomzptionady sai d
conputing units. furthe i m_ t j of
Cransm £ 01 g skl Fibe U SARL 3548 L3RRy bR SEbHEbn WATRE 0

aut onot i veesigHhiskddeinasmeesfirsiativd, msedadiofimiBdlutd Gosifiodat a structure conpri sing
a speed segnent, a headi ng segnent and position 25 segnent. 49. A data
structure as defined in claim48 wherein the position segnent includes a

| ongi t uglg %tniw&{kh@sn&’efﬁleh%icﬁmeaﬂo%aﬂeﬁmhe%mp%ﬁﬁg AR adak Qi@%g@efiﬁg)_oﬁf‘ a

carrier medi um e signal. 1ncluding a speed seghent, a 30 heading
seghtent andehiclpoti the dist seglertity. m&staged asd mpeaived $rode hewerhictes chtering 38 wher ei n
the position, segnent includes a longitude portion and a latitude portion.
60 SUBSTI & SHEET ( RULE 26)

35. A network as defined in claim 34 wherein the computing unit deletes a given
neighbour vehicle from the list when identity messages are not received from the

15 giveh neighbour vehicle after a predetermined period of time.

36. A network as defined in claim 35 wherein the computing unit deletes a given
neighbour vehicle vehicles from the neighbour database when identity messages
received from the given neighbour vehicle indicate that the neighbour vehicle is

20 leaving or has left the adjacent region.

37. A network as defined in claim 33 wherein the medium of communications is é high
frequency channelized RF band and its use by each of said computing units is
controlled according to the IEEE 802.11 Medium Access Control (MAC) protocol.

25
38. A network as defined in claim 33 wherein said computing units are Internet

addressable.

39. A network as defined in claim 33 wherein said computing units are I[Pv6 addressable.
30 ‘
40. A network as defined in claim 33 wherein said computing units exchange data using

an SNMP-derived protocol.
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WO 02/ 31793 PCT/ CA01/ 01420 52. A vehicle conprising an onboard conputing
unit operable to receive nessages fromother vehicles in an adjacent region
for assembdo2gn7a3 nei ghbour hood list for exchangi ng data RCT/lEASBOE®RE ed ones
of the vehicles listed therein. 5 53. A conmputer program product for
operating a progranmmbl e conputer systemon board a notor vehicle,

CoMPY | SENAGARRLETadrERE ! QafP U WrbRE] U6k erdfi m AT BB A abl e

steps of recelving nessages fromother vehicles in an acent region and
of assenbl infigrnmtine pghthe UERBEH21il MALmddesss hathgisemdedat a wi t h sel ect ed ones
10 of the vehicles listed therein. 54. A notor vehicle conprising an
onboard general purpose conputer and a spread spectrumradio, the spread

spect r up r AdhBweRehA BbBnddOineahiab D Shhéeidaths GPOKknfthitich inchded ldtiud, | east
one ot her nei ghbouring vehicle, wherein the conputer is operable to 15

record neskagdeles srend and heagéng igfemetioler vehicle in an adjacent region for
assenbling a neighbourhood list, and to identify at | east one vehicul ar
event fromdata received on the data |ink. 55. A conputer-readabl e data
struct u4® Adfetwaklasdefingl iarthimceiveldreig allelehizles i pier mdiglhourhd0d Badadcdst om a

vehi cl e on-board conputing device and a. renote nitorjng recipient,
conpri si ngthell 14y Messaest oo LisagVeay i, perd et by SitGennt peallne aah

correspond%iggn{,&gaggl%cogrﬁgeﬂpﬁygagﬁ&)u}Qr dat a exchange between the vehicle
on-board conmputing 25 device and tThe renpte nonitoring recipient; - a

nmodll e for indexing a series of nanaged objects for a nunber of operating

characteristics of t vehi cl e; - a.nmodul e, for recordi ng val ue or each
o e Aol wgdnedth Sl 25 el BitinsL bR 1k ththittol 5 o
further comrpdtissindtedsagsislasddadn GPSaxa . an identity for each renote

nmoni toring recipient. 61 SUBSTI TUTE SHEET (RULE 26) WO 02/31793

PCT/ CA01/ 01420
45. A network as defined in claim 44 wherein both the length of the discovery period and

15 the geographic size of the region may be adjusted in proportion to the average speed

of the vehicles in the neighbourhood.

46. A network as defined in claim 43, wherein each of said computing units further
comprise a transmitter and receiver capable of transmitting and receiving messages

20 under an SNMP protocol.
47. An automotive vehicle as defined in claim 32,

48. A data structure comprising a speed segment, a heading segment and position
25 segment.
49. A data structure as defined in claim 48 wherein the position segmént includes a

longitude portion and a latitude portion.

- 50. A signal propagated on a carrier medium, the signal including a speed segment, a

30 heading segment and a position segment.

51. A signal as defined in claim 50 wherein the position segment includes a longitude

portion and a latitude portion.
60

SUBSTITUTE SHEET (RULE 26)



57. A data structure as defined in claimb56, further conprising a nodule
for indexing a list of one or nore nanaged object conditions for each
renote mwOowsi7ay) reci pient. 5 62 SUBSTI TUTE SHEET ( RULECPEA01/01420

52. A vehicle comprising an onboard computing unit operable to receive messages from
other vehicles in an adjacent region for assembling a neighbourhood list for

exchanging data with selected ones of the vehicles listed therein.

53. A computer program product for operating a programmable computer system on
board a motor vehicle, comprising a computer readable medium including the

~ computer executable steps of receiving messages from other vehicles in an adjacent
region and of assembling a neighbourhood list for exchanging data with selected ones

10 ofthe vehicles listed therein.

54. A motor vehicle comprising an onboard general purpose computer and a spread
spectrum radio, the spread spectrum radio operable to establish a data link with a
radio in at least one other neighbouring vehicle, wherein the computer is operable to

15 record messages from at least one other vehicle in an adjacent region for assembling a
neighbourhood list, and to identify at least one vehicular event from data received on

the data link.

55. A computer-readable data structure for collecting and conveying vehicle operation
20 data from a vehicle on-board computing device and a remote monitoring recipient,

comprising:
- amodule for indexing a services of protocol values and corresponding requests
and responses for data exchange between the vehicle on-board computing

25 device and the remote monitoring recipient;

- amodule for indexing a series of managed objects for a number of operating

characteristics of the vehicle;
30 - amodule for recording values for each of the managed objects.

56. A data structure as defined in. claim 55, further comprising a module for indexing

an identity for each remote monitoring recipient.
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57. A data structure as defined in claim 56, further comprising a module for indexing a

list of one or more managed object conditions for each remote monitoring recipient .
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