SYSTEM AND METHOD FOR MANAGING A MULTIPLE
AUTHENTICATION SYSTEM FIELD OF THE INVENTION The present
invention relates to a system and method for managing a multiple
authentication system on a pre-existing data structure. In particular, the
present invention relates to a system and method for validating both the
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keeping the password secret. However, there are many known ways of
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In spite of new developments in technology, the combination of the user name and password
remains one of the most common access control devices. However, passwords may be
disadvantageous because those that are easily remembered are the easiest to determine and those
that are complicated and hard to determine are easily forgotten.

The integrity of these types of systems is generally based on keeping the password secret. However,
there are many known ways of determining a password, including guessing, applying a dictionary of
common passwords or even all known words, brute force attempts including applying all
combinations of characters, monitoring network traffic for passwords during exchanges with the
server, "shoulder surfing" (looking over a user's shoulder during login), key logging (storing or
conveying a user's keystrokes during login), etc.

Known defensive measures against these types of attacks include making passwords longer to make
them more difficult to guess, and making dictionary application and brute force techniques more
difficult. Other defensive measures include prohibiting the use of "meaningful" passwords such as
user-related names, phone numbers, dates of birth, etc., displaying a non-meaningful character such
as an asterisk when a user enters a password, the shoulder surfer can see only asterisks, encrypting
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them more difficult to guess, and making dictionary application and brute

force techniques more difficult. Other defensive measures include prohibiting

the use of "meaningful” passwords such as user-related names, phone
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an asterisk when a user enters a password, the shoulder surfer can see only
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prevent detection by network monitoring. One method of access control and

authentication is the use of one time passwords (OTP), where a user uses a
One meiharknt A08SHEPaEL AR TiAENPIIr3Gg S {H%é‘?%ﬁéeﬂﬁé"ﬁ?aWBW?ﬁ%S (OTP), where a
user uabowadiffrtiopassvaitdclatedinmegibey logetesBud centteroe phakeydotieoabove-mentioned

attackot%‘t?frwﬁﬁésdﬁlé%ié@@% RRRSVRHd RifRSS NG %W@eg%lél@ﬁﬁi%eéﬁ?am%ﬂers no
obtaéned can't be reuse Mostgenerﬁlly ava ble OTP systems share more

advanag[ee E%%H]%@arﬁ%'f&: P,@nﬁ b %rl%tbﬁﬁ ‘process, the server sends the

user a so called 'challenge’, which may simply be a large random number.

Most Jéﬂ@rﬁﬁ@%@ﬂl@éﬁetmm%féﬁﬁé@ﬁh%rﬁﬂg SFOBES A SRR ENATRISR, As’SBQﬁi@f the login
ca device dos t%oftware that g_ﬁnﬁra e an OTP. (;Ir;he user ent rs

pr°°e% TRE SeRTEr aI%6 ehtard e ENallenta Imo ity Owh OTP' Eé’r}’era‘?tc?r ??Hﬁ fandorm

numb%!eN@r WSTTPERISER tHes sErETPto R EPT PheeeEtes RitReqTBlger SPRdivd Rhyisal device
or softWdre pangeaaissaaplysraltieyies ¢aters FoaDTearhdakersr kikmetitisisigrdePallenge

into itk chr% 1QCC QR AR0 INERENIPPA®S oA RS mbé%rr%?ﬂ £t§ﬁ°éﬂ8 RIS NRLAIR ted.

may be of concern. In instances where the password-producing algorlthm IS
the same for all users, each user is assigned a secret key in order to make
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variations of this OTP generation scheme, for example, the time of day may
be used to synchronize a user and server instead of a challenge. In most
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generation scheme, for example, the time of day may be used to synchronize a user and server
instead of a challenge. In most cases, security relies upon the integrity of the user's secret key. If the
key is compromised, the system becomes ineffective. As a result, like a password, the key becomes
the subject of various types of attack, with brute force being one of the most popular. An additional
layer of security is provided by protecting the algorithms that calculate the OTP, however, with some
persistence, the algorithms may be determined and are not a reliable security element.

In a networked environment 100, as shown in Figure 1, a server generally provides various services
and applications to a user. The server operates to verify a user in order to properly authorize the use
of a particular service or application. This is typically accomplished by the standard login process
described above, where the server matches a presently entered user name and password with a
stored user name and password.

In other words, in a networked environment, the user would have to perform a login to each of the

services and applications as each of the services and applications have different authentication



layer of security is provided by protecting the algorithms that calculate the

OTP, however, with some persistence, the algorithms may be determined
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a stored user name and password. In other words, in a networked
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il i example, an embodiment of the present invention
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user, and subsequently generates a u d credential permit which allows
from gHesgEerng subsequently generates a unified credential permit which allows the user to

access the subsystem.

Preferably, the system further includes creating an authentication key in the form of a user

formula.

Preferably, an extra security measure may be performed to secure the retrieved information from

the subsystem authentication system.

Preferably, the security measures include encryption.

Preferably, the security measures include encoding.

In accordance with a second aspect of the invention, there is provided a method of managing

multiple authentication system, comprising: inputting a credential value, verifying the credential

value, retrieving relevant information from a subsystem authentication system, generating an



access the subsystem. Preferably, the system further includes creating an

authentication key in the form of a user formula. Preferably, an extra security

measure may be performed to secure the retrieved information from the

subsystem authentication system. Preferably, the security measures include

encryption. Preferably, the security measures include encoding. In
unifiedcgosdange peithia second mapiestyoidher investitning esedsspravidedabsyeibed which

f i ulti nticati m, comprising: inputting a

corres%roeﬂ(}:gfr%ﬁtgé:/% %¥%§ﬁy€#&%ﬁ§§@§§%§@alue, retrieving relevant information

from a subsystem authentication system, generating an 3 unified credential

PreferBBMErDYxE $YBEIMIARSIRYRE QPRI BB D AEELRSJEarSURSHIHRIEWRIBANation from
h gorr??s ond to the subs%/stem authentication system. Preferably, an extra
e Supsy. ﬁ@

t?;1%” P%aH?&/S g%'grformed to secure the retrieved information from
the subsystem authentication system. Preferably, the security measures

Preferf9H RSV 'Qﬁea'é’ﬁ?égﬁﬁéié(déh&wéﬁgﬂﬂw measures include encoding.
BRIEF DESCRIPTION OF THE FIGURES Further objects of this invention,

together with additional features contributing thereto and advantages
Preferabtyuing dbarefyoneaailtdze gyt entfiding the following description of an

embodiment of the present invention which is shown in the accompanying
drawings with like reference numerals indicating corresponding parts
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advantages accruing therefrom, will be apparent from the following description of an
embodiment of the present invention which is shown in the accompanying drawings with like
reference numerals indicating corresponding parts throughout and which is to be read in
conjunction with the following drawings, wherein:

Figure 1 shows a prior art of the authentication system;

Figure 2 shows the schematic drawings of the present authentication system;

Figure 3 shows the method of the present authentication system;

Figure 4 shows an example embodiment of the present authentication system;

These and additional embodiments of the invention may now be better understood by turning to
the following detailed description wherein an illustrated embodiment is described.



Figure 2 shows the schematic drawings of the present authentication system;
Figure 3 shows the method of the present authentication system; Figure 4
shows an example embodiment of the present authentication system; These
and additional embodiments of the invention may now be better understood
by turning to the following detailed description wherein an illustrated
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The supervisory layer or the unified authentication management system 202 may be in
communication with at least one subsystem authentication server 203 which correspond to a
subsystem 205. Once the unified authentication management system 202 receives the user’s
credential, the unified authentication management system 202 would then verify the user’s credential
against the records. Once the verification succeeds, the authentication management system 202 will
performs a series of operations. In particular, the unified authentication management system 202
retrieves all relevant information, related to the user, from the subsystem authentication server 203.
Subsequently, an additional operation may be performed to secure this retrieved information. For
instance, extra security measures such as encoding and encryption to ensure information integrity
and confidentiality are sometimes performed. A “unified” credential permit 204 which may also be
known as an actor credential permit, is generated by the unified authentication management system
202 to allow the user to gain access to the subsystem 205.

The invention is explained in more detail with reference to the flow chart of Figure 3. A user formula
is generated and may be constructed by a user from a set of variables and operations. The



credential, the unified authentication management system 202 would then

verify the user's credential against the records. Once the verification

succeeds, the authentication management system 202 will performs a series

of operations. In particular, the unified authentication management system
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An example embodiment of the present invention is illustrated in Figure 4. In this example

embodiment, a sample scenario for a “Corporate Reporting System” is illustrated.

The example embodiment provided three subsystem authentication servers, that is, a Market Survey
authentication server 404, a Sales Referral authentication server 405 and a Sales Report
authentication server 406. Each of these subsystem authentication servers correspond to a Market
Survey subsystem 410, a Sales Referral subsystem 411 and a Sales Report subsystem 412.

It is assumed that the records of user credential mapping to each subsystem authentication servers
have been created in ‘Unify Authentication Management’ as an example as follows:



authentication. Subsequently, at step 305, an additional operation is
performed to secure this retrieved information. For instance, extra security
measures such as encoding and encryption to ensure information integrity
and confidentiality are sometimes performed. A credential permit, which can
also be known as actor credential permit is generated at step 306 which
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usercredentialmapping toeach subsystemauthentication servers have
been created in 'Unify Authentication Management' as an example as follows:

For ingane@rqyseaslfdrd d50Haysrdes S SRadn? 2oRiGaHMR A8ARIC PSR R AEsad report
operatibureeeS CogystemAdpertiig Sydtdm-1 Password = @@ @ Sales Referral
Subsystem User ID = Sales\John-2 Password = ### Sales Report
Subsystem User ID = Sales\John-3 Password = $$$ For instance, a user
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Via a user

The supervisory layer or the unified authentication management system 403 receives John's
credential. The unified authentication management system 403 would then verify John’s credential
against the records. Once the verification succeeds, the authentication management system 403 will
perform a series of operations. In particular, the unified authentication management system 403
retrieves all relevant information, related to John, from each subsystem authentication server, that is,
a Market Survey authentication server 404, a Sales Referral authentication server 405 and a Sales
Report authentication server 406. Subsequently, an additional operation may be performed to secure
this retrieved information. For instance, extra security measures such as encoding and encryption to
assure information integrity and confidentiality are sometimes performed. “Unified” credential permits
407, 408, 409, which may also be known as actor credential permits, are generated which allows the
user access to the individual subsystems, that is, a Market Survey subsystem 410, a Sales Referral
subsystem 411 and a Sales Report subsystem 412.

Hence, the subsystems, that is the Market Survey subsystem 410, the Sales Referral subsystem 411
and the Sales Report subsystem 412 need not validate against its authentication server again. As a
result, the ‘Read Report’ operation traversing different subsystems can be completed using a single
authentication credential.




credential interface, such as a graphical user interface (GUI) dialog box. John
inputs in all the necessary information such as username and password, and
submits to the system. The supervisory layer or the unified authentication
management system 403 receives John's credential. The unified
authentication management system 403 would then verify John's credential
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SubSystems. An actor is reguired to maintain only a single credential, hence

avoiding the need to keep track of multiple login credentials to different



subsystems. Further, it also eases maintaining credential & identity integrity
information of various subsystems by having a centralized site to manage
adding new, amending and removing existing credential & identity. In
addition, it eases the efforts of a system developer by pre-empting a need to
extend the existing system. Developers need not be discomforted with

CLAIMSding or revising new subsystems with different authentication mechanisms,
as a unified permit is used to validate against. Although exemplary
embodiments of the present invention have been shown and described, it
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CQOMaljsiggy, @ credential interface in communication with a supervisor layer,

the supervisory layer in communication with_ one or. more subsystem
authenti¥4667 by HEMSHRE"Y(F08Y staXF uthiTEst I LUREAD cdrPBL pifiry Psystem
taathentisgstemsyghareiadbe supiicdatony Bfyer retsdyaiainfaioeativonfroan tieer, and
< o arifinati il ¢
e ) 5 50bee e
tHeIRBE9B access the subsystem, wherein the system further includes

creatingvaegsithgiatioatiom keyHerthelfeies efeatingerfeiitidatication key in the form of

a user formula.

2. The authentication system according to claim 1, wherein an extra security measure may

be performed to secure the retrieved information from the subsystem authentication system.

3. The authentication system according to claim 2, wherein the security measures includes
encryption.

4, The authentication system according to claim 2, wherein the security measures includes
encoding.

5. A method of managing multiple authentication system, comprising:

inputting a credential value,

verifying the credential value,

retrieving relevant information from a subsystem authentication system,

generating an unified credential permit by a supervisory layer ,

permitting access to a subsystem which correspond to the subsystem
authentication system.

wherein an extra security measure may be performed to secure the retrieved

information from the subsystem authentication system.
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2. The authentication system according to claim 1, wherein an extra security
measure may be performed to secure the retrieved information from the
subsystem authentication system. 3. The authentication system according to
claim 2, wherein the security measures includes encryption. 4. The
authentication system according to claim 2, wherein the security measures
includes encoding. 5. A method of managing multiple authentication system,
comprising: inputting a credential value, verifying the credential value,
retrieving relevant information from a subsystem authentication system,
géherasHpaaeasirbopdeeeiait. paenaibing sepuityisergairsy inglagesgngryption.
access to a subsystem which correspond to the subsystem authentication
system. wherein an exfra security measyre may be performed tq secure th
PR RGPS ST SRS B & AR R Ly ST g, Hegane.
method according to claim 5, wherein the security measures includes
encryption. 7. The method according to claim 5, wherein the security
measures includes encoding. 10
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