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This invention is directed to the field of computer content.
distribution. It is more particularly directed to the applica-

tion of content distribution in business environments.

BACKGROUND OF THE INVENTION

The retail-store business is known for continuously pushing the
envelop for improved customer service. For years, the retailers
have been sending taillored advertisements in the mail hoping to
lure new and old customers to come to their stores more often,
or use TV advertisements in local cable TV systems to promote
their stores to their localities. Some retail stores use TV
monitors to play theilr advertisements continuously. With the
advent of the Internet and the Worldwide Web, many retailers
have started placing advertisements for their stores on Web

pages as well.

Music and book stores have started adding electronic kiosks to
assist customers to locate what they are looking for or to
advertise special promotions. However, using such public
displays, like the kiosks or the TV monitors, where everyone can
peek what other people are looking for, and special promotions

they may be getting, could intrude into the people’s privacy.
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information documents or simply documents, to multiple devices
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based on privacy level and user preferences.

In an example embodiment, each individual creates a profile that
includes an indication of what is private and what is not. In an
example setting, these profiles are dynamic and evolve from an
original default state that is provided by the content provider.
The content provider fragments the document into portions and
generates the original state by assigning initial levels of
privacy to each of these portions. As each client accesses
information documents and specifies its desired privacy level,
the personal profile is adjusted to fit one's specific needs,
509. Based on these profiles and the history on the documents
accessed, the information documents are fragmented and different
portions of the documents are displayed on each device.

The present invention provides personalized services based on
privacy levels defined by users. These users include customers
of a retail store. Service provision is also based upon user
history in accessing information documents. It permits personal-

ized information to be sent to a customer's personal device.
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or on the customer's device. The Web page for the selected
product contains different promotional offers for each category
of customers. Any part of the content that is considered private
information is not displayed on the public screen but is
displayed on the customer's personal device instead. The
merchant receives what i1s considered private to the merchant.
The information that is considered as public may also be

displayed by all devices.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects, features, and advantages of the present
invention will become apparent upon further consideration of the
following detailed description of the invention when read in

conjunction with the drawing figures, in which:
FIG. 1 shows an overall example architecture of this invention;

FIG. 2 shows an example of steps involved in this invention.



FIG 3 shows an exanple of a flow chart for content distribution by
encryption; and FIG 4 shows an exanple of a flow chart for decrypting a
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This invention provides methods and apparatus to protect user
privacy while accessing information in public places, using both
public and personal devices. This is acpieved by employing a
mechanism that prevents private information from being accessed
on public devices. Instead, this type of information is made
available only to a user's personal device(s) that the user
carries and trusts. Accordingly, the proposed invention shows
relevant parts of the information content, referred also as
information documents or simply documents, to multiple devices

based on privacy level and user preferences.

Referring to Figure 1, showing an example architecture of the
invention, and Figure 5, which shows an example of a flow chart
of steps followed during the execution an embodiment of the
present invention, in which an original information document,
such as a Web page, is authored, 104, 501, and placed at a
document server, 103, such as a Web server, 502. The document
server may be placed anywhere in the network, 105. It could be
within a business intranet or over the public Internet or it may
be physically placed as a part of the content distribution
server, 101. The content distribution server, 101, is responsi-

ble for providing the information contained in information



docunents that are destined to particular user devices based on the rules
defined in the personal profile that is stored in the profile database,
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bution server. Fragments are then sent from the content distri-
bution server only to those devices that have the right to

display them.

One or more points of presence, 106, 107, 108, that are conven-
iently located throughout the store are responsible for detect-
ing the target devices 109, 110, 111. They also serve as access
points to the network, 105. The target device may be a public
display, 110, merchant’s or retailer’s device, 111, or the
customer’s device, 109. Some of these target devices such as the
public display, 110, may be physically integrated with a point

of presence, 106.

Once the device identification address, such as the medium
access control (MAC) address of the user’s device, 109, is
registered as the user logs onto a document viewing session,
506, the address is associated with the user, 505, as long as
the user stays logged in and actively participates in the
session within the area of coverage. Therefore, the user does
not need to log in as the user moves around the store from one

point of presence to another.
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coverage area. Customers with Bluetooth enabled personal devices
can use these devices as a part of their enhanced shopping

experience solution to receive customized information.

This invention enables personalized services based on customer
membership level as well as their shopping history. To permit
personalized information to be sent to a customer’s Bluetooth
personal devices, each wireless point of presence, 106, is
enabled with a proxy for a content distribution server, 101.
When a customer with the Bluetooth personal device, 109, comes
in range of a Bluetooth radio transceiver on the wireless points
of presence, 106, the personal device sends its identification
to the device discovery of the wireless points of presence, 106.
Then the content distribution server, 101, gueries the database,
102, to find a customer’s personal profile, membership level and
shopping history and builds a new set of information distribu-
tion rules. Based on these rules, the content 1s either shown on
the public display, 110, or on the customer’s device, 109. The
Web page of the selected product may contain different promo-

tional offers for each category of customers. The customer's
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At initial connection time, that customer would need to log-on
to the wireless points of presence, 106, to access the service.
However, the kiosk can detect the presence of its valued

customer and give a welcome message without logging in, 507.

In some embodiments of the present invention, as the customer
logs in, the apparatus built according to this invention regis-
ters the MAC address of the customer’s personal device and
associates that address as a device for that customer, 505. This
is generally maintained until the customer logs out or until the
apparatus detects inactivity in the communication connection
between the customer’s personal device and the wireless points
of presence for a specific period of time. The period of time,
often, depends on the particular application and/or scenario,
say anywhere from 1 millisecond to several hours. Sometimes, the
registration is maintained until the personal device gets
disconnected for a period of time. This period of time can again
depend on the application and/or scenario, generally anywhere
from 1 millisecond to several hours, 514, 513. If any of these

conditions arise, the MAC address will be disassociated from the



of presence for a specific period of tine. The period of tinme, often,
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pronmotion part of the content is not displayed on the public kiosk screen,
512, 515, but it is displayed on the -custoner's personal device instead,
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di stribution server kno whi ch group the custoner | ongs, to_and
theref0P€O§H?Ehbiﬁ??son?ghﬁl%eFEPgHQ?Eo?agﬁgoﬁﬁbaESnggﬁfrsﬁBBPBlBg sent to
the Bluetooth. personab gaybceoandnwhpebdpart sesBeukd bensenhst aitlier-ki osk
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public kiosk screen, 512, 515, but it is displayed on the
customer's personal device instead, 511, 510, 515. Because the
user has been identified, the content distribution server knows
which group the customer belongs to and therefore which parts
(and versions) of the Web content should be sent to the
Bluetooth personal device and which parts should be sent to the
kiosk display, 508. Customers can use the navigational links,
517, sent to their personal devices to navigate through the Web
site, 516, while the kiosk display, 110, the merchant’s display,
111, and the display on the personal device, 109, will be
updated accordingly.

The display on the kiosk, or at the merchant’s own monitor, may
be split logically or physically so that it can serve multiple
users in different sessions at the same time. When the display
is split logically, the kiosk will depict information destined
to each individual user at a time, and switch among the users
based on a predefined timing rule, or based on an explicitly
user input. When the display is split physically, the viewable
area on the display will partition itself and each partition
will depict information relative to each individual user in

different sessions using the display simultaneously.
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user atriayudemd, harthIswHich earomngl ¢ hel arsertss dased aﬁvanﬁﬁgﬁbﬁérﬁmbédrﬁng

rul e, ased nanexI|C|tI user i e. di spl ay, | it
bhys o e Moo P A e b1 e T R4S h TS et S
Safp paritdri i=ofe l’wdﬂlldﬁmé‘c}] jmfﬂmrgmfecm rE{ a@amctwlaera,chthmobmmta& user in
ifferent session g the neously., 8 WO 03/ 049359

PCT/ USRI ERIR D™ ATGUHACE 1 GHT 11O S et & o CHat L O G Bt Bgedhis
enbodi = mMRIYurfart the Presednt W@\ﬂid:@@ 1Iirh_ee§§ﬁéﬂilsé eas hi nwe_@fqmﬁ@ﬁyj wen-
tion are highlighted in Figure 2. O%artlcul ar, the resen |nvent!on

i ncl udds B retthdd 6t (HE d#%‘i‘?l‘?qﬁﬁ*‘f’ DF S % HAterY byion

di ff er - @aVigRS ddt FRSPONSENdD BrotS SFuliUEEYei A s&i @i es)l. Shpyseal g,
docunents are sent by a content distributjon server who retrieves t hem

from plitle GREVGT &rvet (31 Ripikatt yreceHees et VB ai 1% 2015t | TPFR

recei Ve & AULY Y @hdiser Qﬂ%’h: r;e@:_ga’ptug)@ Ant e usest AUSLY: 202 ther
content distribution server ut|I|zes an identifier for the user or its

devi ce UtHdr zecamsl e, denhiel kontient dhatisduteonl erdafiedul tPexe¥aeRl e he
devi ce (hf2 &35 Jram t%%ry%f@éfa&@ul&s&@rm det efdd Nes Whi ch

deV|ces th ave control over ese devices may be used to render
differ @lﬁdqm?ra iforen dfhen lozuymems sBased D3 s Hea exdebriebne demi¢li er and t he

desi oneted 1y ey dly SR o A AR M T TR eve

t he gr&mmiﬁmaﬂlcﬁﬁanmm gaructmasamfsg)Z@QCm@i?tst pg,rtl on of the >
Based on the extracted identifier and the queried document, the
server sends back a response to the device designated by the
user. In this step of responding, the server retrieves the
requested document and extracts 209 a first portion of the
document depending on the aforementioned identifier. The server
then sends 210 this portion of the document to the user’s device

and, on occasion, sends other portions of the document to other

devices.

Based on their user identity 203, the content distribution
server assigns the user to a document distribution session 208.
The session may either be a new one just initiated 208, or an
existing one which the user joins. The session here represents a
period of time during which one or more users participate in the
same sequence of content distribution instances. In other words,
users in a particular session view various portions of the same
documents in the same sequence, where each document sending to
the users of the session can be traced to a unique query origi-

nated by one of the members of the session.

In Figure 1 the document responding server functionality and the

identity matching functionality are collocated in the same box,
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docunent depending on the aforenmentioned identifier. The server then sends
210 this portion of the docunent to the user's device and, on occasion,
sends ot hwo jposessons of the docunent to other devices. BasgdiSomigsleir user

identity 203,..th ontent distribution . seryver assign h er
tocunehte et Rt Rt EbeFLRhDERHERD pRECKELL SRS SBP HUfelRFLASR
just ifotidhedo2O8endrianenekost i Nige oteowWhuchtibdealsetiegocas. bdhe session

here represents . a, geriog oé t%ne dgrigﬂ mhiﬁh one _or _nore users

parti cT AT eIT he e henIERRBIERGUBhCE26F Roftent MaArSYPT bufiBHei REPERREs? In

ot her ﬁfwmﬁentussra i1Be@ papthdel an sksStba wsew yadi wuscpodeirons 0f the
same ocurments in the_sane_sequence, . wWwhere each docunent sending to the
users of¢ heQE%ségﬁﬂpﬁﬁﬁeﬁefF?gEéan?%lﬁyuﬂ?ﬁga gﬂe£9r%F$@F@ ggﬁegngy one of
t he nesheisnObatbersesse0fesponfigyr sedviheadocuggst, resgondangesenyer
functionalitgiand the identity matching functionality are collocated in

the saet bdk1ine WerP037BR6359°PCT/ US02/ 18351 the content distribution
server, but this is not a requirenment for the present invention. The two
functionalities_can be considered independent of each other. However, since
sendi P&t Horatelt B8R GRerJReprhdsthR WHBNEREIBEetSaRBedRTchCdevice is

used, tbhenidenthdigrr-tupsti grathtyqpeedentotbopaubahe 204vapdousonmuni cate
to the respondi ng server a trigger, e.g., a nessage, ertaining the

i dent i deeicenddiReonakvyr BeEnVeRbELh @ngyrtﬁ@thﬁéhiFﬁgér #86nkagedsesr
for”‘”8rt@ﬁep&é%§092dg§iégetﬁ°ﬁgﬁg”Eu£82g§a§ﬁ@ﬁetQOMQﬁéBHSisd§¥hEe§o the

server nmay verl - 9., aut hent | C8.t| e,| e user or the user' s device to
make stihe phaperheedoplsent thatseatisdicedhehprppeperecikpientiehat Sheisfied

the pr PELALE. ;dDRe; EYRRLT QNALLEYOOT o1 dEOLELYLAG GolPliRE B¢

deviceggﬁ%tgéggﬁy%kggﬁtlg%anl g pér?orne% By Fwo dlS%i%Ct eﬁt?t%ésgnot

necessaaillyecpoétbormed by two distinct entities not necessarily collo-
cated. Finally, when the user or a device cannot be identified
or verified, the processing of the query stops; decision points

203 and 207 when decision outcome is “no”.

There are several means by which users and/or devices can
identify’themselves. On occasions, a user may even be identified
by the device the user carries and information stored in this
device. The identity can be used for device identification,
device group identification, user identification, user group
identification and so on. The user could also be identified
through either a log-in process, a verification (digital) signa-
ture contained in the query, or he could use an RF id tag.
Biometric data, smart cards, personal magnetic badges, identifi-
ers for network adapter interfaces, security chips in devices or
any combinations of the techniques mentioned above can also be
used for the purposed of user and device identification. To
verify the user identification 206, 207 the server may 205 also
challenge the user to identify himself through for example
password authentication. All the above mentioned methods used
for user identification can also be employed for user

verification.
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cated. Finally, when the user or a device cannot be identified or
verified, the processing of the query stops; decision points 203 and 207
when deciwoag/oesscone is "no". There are several neans by Paliuso2/isssr s

and/or devices can identify thenmselves. On occasions, a user nmay even be
i dent i flifedhebyseie dpar GO Fe e ERVLices Wiitd MfSoivay iSG1Pdried Sn i s
devi C,e]ma-{/h%,s'ed%'?lto'ttl'ﬂérp A& LS8 1018 ¢8rl $8NE HhGald YhrtdeHice group
identification, user identification, user group identification and so on.
The userudoube al sersen dentd fivsd nastr-odigh Tinsterd dentddy migisseds 371 ta

veri 1 call Qsldh0ildl ) SQnand YR LOUAIAR NN difie Bifiiha Qo el use
an RF | taé/._ i omet'ric data, smart cards, personal nagnetic badges,

i dent i ffiol lewd. nfoort emdnderie sad distderini ntdrifcdkdery ofecumividpchilpsk it déAudes or
any conhi i_Qn technj itiane & AR S ed for

t he pu%%gs%% agf S'Ltﬂlgfé)rﬁ{a}%d' Oglévi@ceglﬁgleﬂfe{] Hac;lt iq:c?{rj\l.tt%%o vereﬂ'y%t etusHéZr

i dent i fliidat.i dle 2061 RG7A tcheisserargr atfne 206 stefichal |endetite Were to
identify hinself thr.o faQr S r ent | ' | the
above it i"Gived hr%st hlocyc%ql hculsf(e?Lc? qe;%;ﬂp 4uegLefr &?Odzc\r%% %%al%elqldn acgcﬁetd Q)sq:éﬂ e enpl oyed
for userccorert fdagatdeorn s siynNAC 63/ 0498 5D PEHUICR/J83 51 Ithea e assiem .ddes not

carry device with his qwn credentials,. he .may use ot her i ce

suppl i gcﬁlet &riﬁ'%rﬁtﬁ?r{é"rt% ?C&‘epafﬂeegpmlc% lcogluls(;cerg%s aa“&e%gl& Coorntfaje%ousi ness. To
first icdentdifiputhiorseltdepd tdo ridte kst ern 208, pXFh riidee luserthe arenenpl oy any
conmbi nation of the follow ng techniques: log-in, clicking on a hyper-Ilink
to i npdErVseérsonal information, sending e-nail to the system and the

l'ike. He could also use any other user defined criteria. Once the user has
identified hinself to the system a tenporary account can 3$}assh ned to

hi m f ofe¥e 1aRyRTof WaEs SEsRIESIh 2 tIREMTH T RFYE S The- 15ty FaTat i on
steps d dfhe LNLNone approach is to associate encryption keys with

each group of users. The portions of documents, 301, 302, 308,
allowed to go to each group, 304, are identified, 305, and
encrypted with the corresponding group’s encryption key, 306.
The resulting document contains different portions encrypted
with different keys, 307; it can be broadcasted or sent to each
member of the session individually, 309. At reception of the
encrypted document, 401, the members’ devices are then able to
decrypt only all those portions, 402, 406, that are meant to be
rendered by them since they can only decrypt the portions, 403,
that have been encoded with the key corresponding to the one

they have, 404.

Markers could be used to delimit the different encrypted
portions in order to facilitate the decryption work, 303. After
the allowed portions for a group have been identified and
encrypted, they are added to the resulting document, 307, that
contains a sequence of encoded portions. A marker like an XML
start tag could be put before each encoded portion to allow
partitioning of the resulting document in several encoded
portions. This marker could contain more information and explain
the type of data being encrypted, its length and potentially

other pieces of information. When a device receives an encoded
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di stribution steps do not have to be perforned by the sane server. There
are many ways to process a docunent to protect the privacy of the users.
One appr owoh3iog93t® associ ate encryption keys with each grompset/isssers. The
portions of documents, 301, 302, 308, allowed to go to each group, 304,
are i dé9GuEad,, 305 cand o Bndrpttdd swittat ke &6 re¥Porthisis drisupieeded

encryptjon ke 306+ . The diksuldd g doGiimnls GOl Msi i dhefteidn patd | ons
encrypted wth different keys, 307; it can be broadcasted or sent to each

menber dsivigdse cses disen itndiviknea 13 B0 degodet iR Ofahy RISt ed
document,, 4015 f1e NRIer 5o deviors-ans then alle do ridecs wpdr only al |

those portions, 402, 406, that are neant to be rendered by them sjince they
can on|ogoo%merqtpt 400 pord itdrs, fi4oE, dadimerHavies s eftodaty v At tienaky
corres ' tQ t t h r t limt
the di %(f)%r ee%%lter%cr%g{%g%ddo?ﬁ?dn?%n or élneprll\%'o eﬂéiﬁ%&%@%e ecr%étil?on

wor k, 308 eAfdceted tdesanldviedspbrinagss fidre alqyrioup Krewes bieerivliadentt fi ed and

enorypteddliey, Are Added o, e pes UG Aeuent. A0on YR ccontal no o

sequence of encoded I ke an rt tag co e put
bef or e weadh térec doadd qeolr tgioh Henddd ovBo pare itsomhgnafkate ness tdeged-

docunent_in several encoded ortigns. . Thi r C d.c ain nore

i nfor r’rﬁﬂgor?f;r%‘ele%ﬁcgipnordftjhoen yop%e to © oda%é;l%eeﬁgrko:]‘{le(:re%%le%%%é | engt h and
potentially other pieces of information. Wien a device receives an encoded
11 WO 03/049359 PCT/US02/18351 _doc nt, it can look.for this,markers to
know . é“‘iﬁ(ﬁ?e Jé%dﬁdgécaptolr?r? oS %%ag?rfe. 4353 K e ket cont & AT Eher

i nf or matd e ddheodeyime &odd use ddmd terkerova iy wahe: decodeshaat pacéfial |y

repre- sents usable data, 404, before hein dded tao the final ., docunent,
on AN Mdc SRR T L i T b BT to o Bottigh neESH

I
its encoding. After a portion allowed for a group of users has

been identified, a marker could be prepended to that portion.
Like before the marker could be a simple XML start tag or it
could be richer by containing information on the data itself.
Then this concatenation of marker and data portion would be
encrypted with the group encryption key. When receiving an
encoded document, a device could identify that a portion is for
him by recognizing the marker after it has decoded a portion of

the received encoded document.

Markers added before encryption and markers added after encryp-
tion could be combined to make a more efficient system: at
decryption time, the device identifies where each encoded
portion starts using the marker that was added after encryption.
Then it can use the marker added before encryption to identify
if the decoded data represents actual data. This last point
could be achieved by having the device recognize that the marker
added after encryption has been decoded in a meaningful way by
its key. It could also be done by matching the external marker
with the internal marker when the same marker is used before
encryption and after encryption. If they are the same, the
device has successfully decoded the portion. If they are differ-

ent, the portion was not for that device.
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processing required, 407. For exanple, if the marker says that the encoded
data is a gif image, the device knows if what it decoded is a gif imge if
t he dat a wbtosn4decrypti on has starts wth the typical gifrchasd®is3stso the
use of markers makes decod- ing of allowed portions of the docunent nore
efficient. To make identification of usable data easier after decoding,

mar ker sy uh S Bfe M88dot n§ONBLEFEBY abY E‘ﬁéfvéf@oﬁ@n@ré_ﬁfg oF usgBiker as
descri bed above could be added to the portion before its encoding. After a

porti orrettaiRdotllia ghbapmefloRepicrEkodpeth RULAYRHI BE, TaCHAFReR Eoul d
be prep@mgﬁgféget8@£1§0%é'ams%lgyg& QﬁfgﬁsliBed5§¢ﬁgyscgakdiéea§sélnple XML

start tag or | coul e richer by contalning inforimation on the data

i tsel f.comhehns hisfeonehienaPrbiab harkeFhaadodat aOport FbA WeTPErBeot
encryptgdsa@ébfi@eggaepgag365¥P%%98wgsytovwgeeiegetﬁ?neoagesggﬁagﬁe

docunent, "a device cou enti that a portion is for himby recCognizing

the markeivateepait distdecddedmanper Thenedpret hbipepartvedfenbodénfor—

docune ker s d efar CLYRE | d marker d e Fyp-
Ton ool S ES T hed T6 Fakearsy BT RRE oS Sefieoe0 BLrLsERe
tine, thersevatedédentsfi Esimhprevebehirhoodetdioporthohestafpsmasing the

mar ker that s added.after encryption,, Then.i use th rker added
ot ore Shat P88 RSEEBtLoRoENLNR LN ena FOoNi L SRACHSGSLDE BRLKBLLAGEES
This | as¢ persdnatoihfobmraatchneyadhbyshdesngiphéodewvitcenr écegnbzénthat t he

mar ker . added after encrypti.on _has been decpded_in.,a neani ngf ul by its

oy 1 ORI B s6F e orB Hy TRaPERFLGOPhet oxCOPnAT SRaPRer RAFFR LHE

i nter natheeskeronhen the sasemsntkeants usegabef obethenasypt wobhand after

encryption. If they are the sane, the device ha sucigsggullgpdeco ed the
0

porti onP®1#9t fe§ar¥e QFPPer USEAF; thE BOFTPOR’ waS hBE t RatPdevice. 12
WO 03/q&ﬁﬁﬁgtfgﬁl&§0§6ﬁg35%em for a specific customer.

So, the documents can be split based on what part is public and
what part is private. Preference criteria can also be taken into
account when building the various portions. The application
author might design an initial general policy specifying what is
private to a group and what is public to everybody, 501. But
then each individual can have preferences that modify the way
the distribution of the content is done. A specific user can
build a preference profile indicating what he considers private
and what he considers public therefore modifying any general
rules that could have been written by the application developer.
Other types of information can affect the splitting of a
document. It can be context information such as time of the day,
day of the year, store inventory status. It can also be informa-
tion about the user himself such as user shopping history, user
affiliation, his ethnic background and so on. Some of these
pieces of information or all of them could be used to modify the
rules of document splitting. As an example, a store could offer
several promotions on an item and one could be chosen to be sent
to a user based on his shopping history.

The splitting rules can be dynamically modified by the user at

any time including during a session he would be taking part in.

13



The docunents bei ng accessed by the various groups of users contain public
i nformati on everybody is allowed to receive and therefore could be
di spl ayedworvspudsb® ¢ di spl ays but it also contains infornecrarsopis3sate to

each group. Only the nmenbers of . a specific group are be allowed to receive
t he cor?%s%%%ﬁ@nﬁecbgﬁvéP@tpﬁrPlﬁFetﬁé HBEBH@ﬁFlOWh@?eFéﬁé ERi EDpAKLO6f the

infor- a@th@p1is 8Rbu$ENholiObBURLHE PLSPLAYS, Hbt cba1§ephehOubBesUgRES'
personal devices. This private information can be information that the

user doe’dndfoRahechbighar EowPRAvoERRE BSeranbecagse pertisfpehgonal

i nf or Mt RPeSHCHLAE H§§CBEQB'Qéneft@”thée?hgﬁhagdlgﬁySQtt@rbéééﬂét card
information. It can also be information he aut hor of "t he document wants

to passP¥évehe- ubEr thipt Bear 1BeFngrseEhYbpasthef aseessiepr BRanple, it
coul d b@oﬁsé@@ﬁi@é ?QEQEQtEBHCQHtéQHEwbE§H1iﬂﬁe@1§@@§%fk8mg9é%oﬂﬁé'_SO’ the

docunents can be split based on what part is public a at part is
privat ech®pg¢epénreleriteria can also be taken into account when buil ding
the various portions. The application author mght design an initial
general policy specifying what is private to a group and what is public to
ever ybodyncs0iot Bonlyt hea esaeh whdlvbduatbceaaihgveher ebrrentedishaibrodi fy

the vy, ;fhe, ?é?éﬁ'bﬂﬁkogaQReﬁlca§98E§m% ysﬂgoggeré SPﬁ%'Rhéé%@Sﬁg%gEaﬁat

build a prefe ence’' profilfe’1n i ng € consiters pri
he consmﬂetheppbbfmlehdaéébaeenedoﬁydngoanynggnbeahbleutesmamatatnuhddhave

been wrj n_by the a cation_devel oper es of ormat i on can
o Toct PhbTopt, EP Bt B b S aBE R SoPre CaRE B b LRF P RPOPHARF ORLEdch as
time oftm@esﬁgyem,dautoéhbhedysappostotﬁelmaﬁﬁtehanséabﬁSmultlpa@ akso be
informa- tion about the ug hi nse| f sucg gs user shopE g hlstoré ger
affiliatfon " hfs BERRI ENBRCREPBURBTHRD 86 SROVBoHESHP Be PYRLES bpe
lnforna@r@ﬂl@us@yla@Elbeeﬁk@@una egnugedré@saadlbyhébﬁlséutﬁﬁsOﬁlgﬁeunﬁnt
splitting. As an exang , a store could offer several gronntlons on an

e

i t em andl6ABYRBLPACBe CEROSERT BT HBAYERS £ go through the steps of

setting up a profile every time he wants to reuse the system.

The preference criteria previously mentioned can also be used to
form an initial profile database. In this case the application
author’s idea of what kind of information should be considered
as public and which parts should remain private would directly
go into the preferences of the user. This is very useful since
the application designer should have the best feeling about the

privacy level of the content he wrote.

The information related to a customer that is stored as the
previously mentioned identifier may contain temporary informa-
tion or information that needs to be updated upon certain events
such as change of customer status level, customer related infor-
mation or password. Also the reset of the customer password may
serve as an update criterion for the identifier. Updates can

also take place in regular intervals.

To enhance further the customer shopping experience and satis-

faction, hence, increase the selling opportunities, the kiosk
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to a user based on his shopping history. The splitting rules can be

dynam cally nodified by the user at any tine including during a session he
woul d be wealosge3part in. 13 WO 03/ 049359 PCT/ US02/ 18351 HeTamot/a83deci de
that a piece of information he used to think of as public should now be
made prdarateovHele s titeh G anadt &g d Hd o epRRstni qUieh &istow t hat he

want s SR Rardn ofi e+ SONtend, thal Nag, REeR RENsd104 e pdé@ﬂrfeadﬂﬁm ay to

become private. If the user iIs currently part of a session, th
consec uppe ric des - heo aoritamr syl bd mrediattel yndistidml thereashange of

rule. 9. ot e. ) : ' |.stribu- tion
syst em\?}%&%ﬁdt ﬁlceb;u%fep ural | tryivgo 1 s:drls, t ﬁ? i’%ﬁﬁkﬂﬁcﬁﬁ{%ﬁ}oﬁo S'ihe profile
dat abasécgipdul gl engte wirdncdhearabllalid smiFnnithigandreagan i ze sheprafidas of

the users current.ly caorrespondi e d -QEEQQ t the
mai nt erIfla;“ch)eo Orlfluﬁiﬁrpjl% urgég?oncdéal coV)t?qn %,Cégtﬁ%ﬁ%%a?m uopvgst\g r%?ﬁ#ﬂne o] no%/\in
users tm tthee sysiteempdmsorprewviaysiteractdneepr of igaritclal beiaveused O herw se

this mght _incaonveni.ence the user_ of having to t-hr qu . st eps of
settin % roti ef1=,-°"ltevae r§ {‘f W he’ e\/\?asntagE taoqcrleouss]g%f]hlzEl %@&%ﬁ%%@
pr ef er enties Gyuniner#ya i ye\bheo LS pyp Ineemdri tose dv ican ad tseon thies Lisie e drof 1 degrtm aaln

initial, profile database. In thi h i cati ut hor,'.s i
uhat kiR BT | G SHOUTE b Can Tt GO LS UBT 1% A1 I IF B <

iﬂ_oul d =yl im gy }m""f’ﬁ* ea_wwléingﬂidspca :g/rirgﬂ:iixfé and dea quiref eseeneiese ofo t he user.
is is very useful sinc t he application designer shoul d have the best

f eel i ngAFBHL G Vﬁr*ﬂ’ba@iﬁ !Cé‘%/%ﬁcprg?r tq%é %ﬁéerﬁ g@]%rwrbalole SHES itlor i i on
rel at ed gy 1@ vaustorer tdaded s Bt 0red @sind o1 evd ausd horm@ntripnateed

identifier may contain tenporary informa- tion or infornation that needs to
be updd&e @;fgjrﬂtcléfﬁaa)i BTt AN C U B EHATRRE ofO S tRiART StHUS | evel |

CUStonﬁiuééﬁfgﬁH%ﬂfE&HH the messaging service; the sales associate that
received the question could provide a short answer potentially
using the additional information that was provided only to the
sales associate. When the customer decides to buy merchandise,
the wireless point of presence sends the order/purchase form to
the customer's personal device. The personal information the
customer enters into the form is not displayed on the kiosk
screen for privacy reasons. Once all the information is filled
out, an electronic check is issued using a digital signature.
The signed payment is then sent to a cashier for her
endorsement. The cashier endorses the payment using the
cashier's digital signature and the endorsed payment is routed

to the bank.

The present invention can be realized in hardware, software, or
a combination of hardware and software. Thus an apparatus may be
used having means to implement the method steps of the invention
in matters known to those skilled in the art. A visualization
tool according to the present invention can be realized in a
centralized fashion in one computer system, or in a distributed
fashion where different elements are spread across several

interconnected computer systems. Any kind of computer system -
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mation or password. Also the reset of the custoner password may serve as
an update criterion for the identifier. Updates can also take place in
regul ar iwDeswad3se To enhance further the custoner shoppi WQTH)Sle%ence and
satis- faction, hence, increase the selling, opportunities, the kio 14 WO

03/ 049359 PEFUSTHAEIES THPHOF LR S PV QEst o rmenaeds ard Z%port.

Wth thigct iedtdddr ibed SAOF &1l S0L yagh Sti91 Pl N €ep S8k BScfibieghibgal
support to t he custoners based on each individual's need, without,

howevereT iR%HRNS AP i FRETTF % TR Bt IPRFEIL l%‘ﬁ%@%%gc%%%‘é?‘?énce and

habi ts.safert hStH 8ASOp @ SR 8o PeAiE Ofha FRYwREN MBALA QT 1 HgasePhgl y what
custoners browse on the kiosks. On the sales person's conputer screen, a

parti alSXABW S LOBFRET Yo GRERUESE UBYDHOR Teel RRak k*f 0SRC Gt PP pet
provi dathe nldt 1o NAB ¥r TBYA DEe Sa10P] eBat Sek ¥ehH DOFERE L &h ! &’az@%‘iége}ﬂé' al
information on the product such as a whol'e sale price. The sales _associate
may al SRSy & ;r | SRR VeS PR MYy Revdnel tohichneomrehteswth Ehe

CUSt OB ¥, AU S/ IRIL PRESONAL ARy G atNOn &F Oske WRENEYEE Acsdethoyf. at
sone point, a custonmer nay nee sone additional assistance, the custoner
woul d ﬁ@s@lalrsmﬂfﬁi wifest 1 W@%rb@@ﬁﬁ@h@@s@@g@%@egeﬁfw%@ﬂ t his sabbe
associ gte that H/@éjet t| on could provide a short answer
potentially Si ng t e ad |t|ona information that was provided only to the
sal es associ ate. Wien the customer decides to buy nerchandi se, the

wrele n r se f custoner's
personzﬁfﬁ,S ng)glv%%ogﬁcﬁif%gﬁg%%% (?lifé&%ﬁgﬁ é‘ﬁ%él?%ﬁs %njglﬁg]e‘é]?erég?nto t he
form i scordtexdi splayete oy I“@imree)skloscr:e@narhy)rl@mgwa@ey, readensr Once aI I
the infor t|on| fllled nele [ onj h kISI

di gi taIHOtmgiCnacf ur € al'hseets %ﬁe pay%%% 8}1 hge%g%%%t OC%&§§S%|
endor sénening e na@&mmtmd@s@semmq@agmm%lhstygt@ heerform a

particular function either directly or after conversion to

or her

another language, code or notation, and/or reproduction in a

different material form.

Thus the invention includes an article of manufacture which
comprises a computer usable medium having computer readable
program code means embodied therein for causing a function
described above. The computer readable program code means in the
article of manufacture comprises computer readable program code
means for causing a computer to effect the steps of a method of
this invention. Similarly, the present invention may be imple-
mented as a computer program product comprising a computer
usable medium having computer readable program code means embod-
ied therein for causing a a function described above. The
computer readable program code means in the computer program
product comprising computer readable program code means for
causing a computer to effect one or more functions of this
invention. Furthermore, the present invention may be implemented
as a program storage device readable by machine, tangibly
embodying a program of instructions executable by the machine to
perform method steps for causing one or more functions of this

invention.
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cashier's digital signature and the endorsed paynent is routed to the
bank. The present invention can be realized in hardware, software, or a
conbi nat i wo 03049389 dwar e and software. Thus an apparat us negThso2/assed havi ng
means to inplenent the nmethod steps of the invention in matters known to
those skilled in the art. A visualization tool according to the present

| nventiqn jGam Je J 3?;{4@% el Bof Genkr ?%EZBQtRQﬁQHOQo}nQ gReLfoNpULer system
or in a distribute ashi on where different el enents are spread across
sever alperntitremgomiext et conp unerodistrens .o Argh&«iguk sfntonputreriwyst®Bms 15
WO 03/ 049359 .PCT/ U 183 I S a fo ' out

t he rre'gﬁlgl gl%ér?g g}a%pf%enc slse(])derJ eﬁ%ﬁée%%%q@%dép%hﬁ%’ab%%&%g %Bﬁg%eal
conbi natd sarr 1 pgfi draridwarad e nith 1s of & mar @i Jaou | & e gengeriey adng ungidsed c,onput er
system.w.th.a copputer pro t hat en bei ng l.oaded an execut

contr olléltteﬂnéC oMUt Er=S yst(%fma%%echlrpﬁ%r% T car elst%)&te The ?%th%cz@qasbepé
descri hed digreat mr ldreyqeasentandivantlometcamaal st bel llerbededbeh s nt@ conput er
progra r oduct,,. .whi ch ¢ rises .all the _features .enabling. t

i mpl enemt Aty oHort S &%ﬁthg;a%rtde%lﬁti B%ch%%%?ae'ln?n%ntao \%ﬁ?echcgl-sﬁoesneﬁ1 oaded in
a conpuingyoByEdres -cars ablef fd@ ehrwytionlit tdeserineidatisom CGampuderrpr ogr am
means or conputer pragramin the presen context include any expression,
- any AhGURRE Yhdatbri YOHE TN TGP ST LRG| RAIAHIT U G T Ended o
cause »es)sryahmd o ade ind 0 TRt DL ecessd ngr camabidf tyhd angres form a

particular function either directly or, after_conversion to another
| anguad O torf §Rt WE G AR AP G pr JeRIR T oS v ekl ¥9er &Mt ¥rat eri al

form TPupedihe dinventions i agl ydesradn ardd o Hp Ry astdir@ s eded
conprises a conputer usable nedi um having conputer readable program code
nmeans eftaditent Het e ¥ ofereiisimRpee s UetToft fying the invention in

ways known to those familiar with the art.
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descri bed above. The conputer readabl e program code neans in the article of
manuf acture conpri ses conputer readable program code neans for causing a
conput er wo oafiesst the steps of a nethod of this inventi @aT/iSomdsarly, the
present _invention nay be inple- nented as a conputer program product
conpriéﬂﬂ§9ﬁi%onputer usabl e nedi um havi ng conput er readabl e program code
nmeans enbod- ied therein for causing a a function descri bed above. The
conmput er readabl e program code nmeans in the conputer program product

conpr i SIHGDriptterdeeadapt@ prbgtane o mediat fes C@augia@ eeGHpliter to

effect gng of MOr&dWACthPnseOfcthisardivention. cfurdhernore, the present
i nvention may be inplenented as a program storage device readabl e by

machi ne, tangibly enbodying a program of instructions executable by the
machi ne; t oy perd o8 m okt hod; st eps for causing one or nore functions of this
invention. 16 WO 03/ 049359 / US02/ 18351 It is noted that the foregoing
has outlined sone of the nore pertinent objects and enbodi nents of the
present.. | i . Thi invent i en: o) j cations., Thus,
B Ehough Tre dBot Drion oo mt Tor art: cal o7 art Engerant Ao st hods.
the inteaat ank coiiceptpoftitie ¢hvenfoomntisoruie abt el easl appt i cldbde to

Che.ar (0 RaEe mabi 1 oty ahe 1 o oo ST Sbetr ebdi pente EAn B M T ected |

wi t hout departing fromthe spirit and scope of the invention. The

descri bed. enbodi t d.to.b rely illustrative of
Sone. of 40t Rord St dntreny 18a: DR ECRRH NS e R S el TR AR ER
O her idmefiticdtiesuttsteainome realized by applying the disclosed
invention in a different manner or nodifying the invention in ways known
to those famliar with the art. 17

forming an identification when said first identification crite-

rion is met;

employing said identification in forming said first portion of
information and said at least one other portion of information;

and

forwarding said first portion of information to said first
device and said at least one other portion of information to

sald at least one other device.

2. A method as recited in claim 1, wherein said step of identi-
fying is performed by an identifier, and step of employing is

performed by a respondent server.

3. A method as recited in claim 1, wherein said first device is
a user device employed in making said query, and said step of
identifying includes identifying said user device employing

identification criteria.

4. A method as recited in claim 3, wherein one of said identifi-

cation criteria is a criterion selected from a group of criteria
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WO 03/ 049359 PCT/ US02/18351 CLAIMS: Having thus described our invention,
what we claimas new and desire to secure by Letters Patent is as follows:
1. A net hwo osomss? sing: routing a first portion of informecirarsor/essal first
device and at |east one other portion of infornation tq at.l.east one ot her
devi celPhlr@spansédeptatiisBe' 8 HEEFGS $4PRMELHD lPHé|a§?H%%fY%88eﬁving
sai d gyerycangrbdgnthbyingisakdodsendsnteeting a tisest indentirficeatioan
criterion; formng an identification when said first identification crite-
rion i sdeREiLfEMPEOYI R§SEaPdorRehEPPEEAEFBR1IPR/ f BRATRRTSGPE PP ¥£%50PEi on of

i nfornatignqapdesaby atek-eagtnene:ehhebnpanti pAseloi-af obiBlboAng and .
forwarding said first portion of information to said first  device_and said
at | eaderohécother popnR6HTEf LNRLBAREL iBnSR6d SHPHYat SPRASY 1M 28t Rér

deyiceidZtaé.ngﬁggg 28 gr ChtadphRt Gl AkthiniWherehn said step of identi-
fying is perforned gy an identifier, and step of enploying is perforned by
a respondent server. 3. A nethod as recited in claiml1, wherein said first

devi ce h? c8m3§ﬁ5 deyi ¢ eaployediin oaking said query, and said step of
identi?y'ng I nc uaes identitying said user device enploying identification
criteria. 4. Anethod as recited in claim'3, wherein one of said identifi-

cationccriteria is riterion sekected f a19raup ot rer terikg.nt8 WO
03/049%5QhPé%k%§82?%8§§fa%Fﬁcﬁ&d?%gshigén?ﬁ?&i%g a deyicebiden&ifpbation;
i denti fying durdeercenglodesi dentifilogt send bdent imepitagJaaugerifica-

identification; identifying a user gr i ntifi i on; hent i in
dentilca Lon, . Lde yi ng group ident catio aut henti cating

6. A method as recited in claim 5, wherein said verification
criterion is a criterion selected from a group of criteria
including: verifying a device identity; verifying a device group
identity; verifying a user identity; verifying a user group
identity; authenticating user of said device by user identifica-
tion and password; employing a verification signature included
in said query; employing an RF id tag; employing a 3rd party

device; and
any combination of said criteria.

7. A method as recited in claim 1, further comprising a first

entity supplying said first device to a user.

8. A method as recited in claim 7, wherein said first entity is

a business and said user is a customer.
9. A method as recited in claim 5, further comprising:
said user employing said first device in a session; and

associating said user for said session employing said

verification.
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sai d device by user identification and password; enploying a verification
signature included in said query; enploying an RF id tag; enploying a 3rd
party nmecwendsmm3sand any conbination of said criteria. 5. PATNSIHEISAS
recited in claim3, wherein said step of identi- fying further includes
verifying said user neeting a verifica- tion criteria. 6. A nethod as

recitedoi nackai Mo, 2WhekeliR 3Riieh VaLlili 02t ok relhl Mlcon-dshohdehit! er i on
selected froma group of criteria including: verifying a device identity;
veri f ysagvardevi eésgr sagd ilgemtiithyerverifying a user identity; verifying a
user group identity; authenticating user of said device by user
identifica- tion and password; enploying a verification signature included
in sai dlquér yetbwpl ey mgcditerF iind alagm dnp"&yELRENa SFid FhHaR ofd&AEe:V and

any Coqgign%%iian.q%ger }[%Pg TR £ A %%tir&p%s%%'rs?%etﬂqu_am@r@tl,

further conprisin entity supplying said first device to a user.

8. A metkodids crédicned ik egliainm Znodiveles mtsdieh S o3te &fi9R {48 3 busi ness

and sai er u .. 9. Anmethod as recited in claimb5b, further
conpriggﬁg. Ogaﬁgéﬁ%eﬁgénpkgﬁg%g said first device in a session; and

associ ating said user for said session enploying said verification. 19 WO

03/ 049359 PCT/ US02/,18351 10 : ' ' ] whar.e| aid
respond&Tt P&Er \JfgrglisgC Cars (91 sqéﬁe?%é‘{]{t%ﬂ?l?%rr{ge%ffeeﬁi dn%t%o% %a?s 2sreelm f e g|pnas

cl ai m hypsfrenaink ;s aiethHitrep nafilr.ecei v- ing said query [and identifying] said
user's neeting a first identification criterion, includes at |east one
step froma group of steps including:

12. A method as recited in claim 1, wherein said first portion

of information includes private user information and said at
least one other portion of information includes public

information.

13. A method as recited in claim 1, wherein content included in
said first portion of information and/or included in said at
least one other portion of informationis based on a preference

criterion.

14. A method as recited in claim 13, wherein said preference
criterion is a criterion selected from a group of criteria
including: security level; user profile; user data; user
history; preferred customer status; user affiliation; user
service level association; time of day; day of year; religion;
ethnic background; national background; gender; sexual orienta-
tion; demographic information; context; inventory; classifica-

tion level; and
any combination of the above.
15. A method as recited in claim 14, further comprising changing

preference criteria dynamically.
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user pre-registering query; utilizing user criteria; selecting a
hyper-link; sending mail. 12. A nmethod as recited in claim1l, wherein said
first porwDma/4ws i nformati on i ncludes private user inforpariusn2/as3dl sai d at
| east one other portion of information includes public, inforqggi n. 13. A
met hod ld&s rPediqtdtPd el B ¢ 4ed wHer@ i oht et NG HeHu R4 r° i o 71879
portion of Jd/faLmtdon antdefa i Nelydets inesadghaticd ERptd@Rem@tder portion
of information is based on a preference criterion. 14. A nethod as recited
in claigasi8,omherein said preference criterionis a criterion selected
froma group of criteria including: security level; user profile; user
data; user history, preferred customer status; user affiliation; user
servi céllevelmeishetiat i opcltedelbfckrym Hay wieyehr Prefegtore Cethaftd
backgr qund:; nat onal cbackaseund; gendessosexyal @séenta- tion; demographic
i nformation; cdﬁtext; Inventory; classifica-"tion level; and any

conbi nati on of the above. 15. A nethod as recited in claim14, further
conpri sifg i r e:Lcri [ aq dy ! I ; 3EQAQBB8 a
R e S
chang- uswr prederbacdatabaeei Bof sa peribahbdy dyhanfensty during a session.
17. A nethod as recited in claim 16, wherein preference criteria change
dynami cally during a session by a user. 18. A nmethod as recited in claim1,
furtherlzomristingd f @s ntagi kedusercpaohi 18, davabase ¢orralpingafPrping
users. 1

9. A nethpd j ' j . iSj '
ssers, it T DR gY b Doy heaeompeL s foniias @
preference criteria.

20. A method as recited in claim 16, wherein said step of
forming is repeated in accordance with a database update

criterion.

21. A method as recited in claim 20, wherein said database
update criterion is a criterion selected from a group of crite-

ria including:

change of preference criteria by user; change of identification

criteria; information access; change of context; and

any combination of the above criteria.

22. A method as recited in claim 18, wherein said step of
forming an identification when said first identification crite-
rion is met, includes:

identifying user; and

associating said user with said user profile.
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preference criteria. 20. A nethod as recited in claim16, wherein said step
of formng is repeated in accordance with a database update criterion.
21. A netwod3sassssecited in claim?20, wherein said databasecTusdzaissi

criterionis a criterion selected froma group qof crite- ria i ud|
change 26t Pr eR&herc & scriaerics By Feér™ cha g‘@r(?fmi &é‘ﬁﬁﬁ(?&tlgn Oc,rﬂlf%rla

i nfor gt qr@ie@ﬁ;‘i%%%atﬁ'@ﬁﬁ%e@lf sGARt %tnsta&@@&ﬁﬁml@@t ican wefr itdre iabove
criteria. 22. nethod as recited in claim18, wherein said step of

f or m ngedn M@ﬁﬂdﬁsoatl on when said first identification crite- rionis
met, includes: identifying user; and associating said user with said user
profl le. 21 WO 03/049359 PCT/ USOZ/ 18351 23. A nethod as recited in claim
1, whergiemtsdivdnst efpesf; forning an identification when said first
identification criterion is net, includes: identifying user; associating
said user with said identification criterion; 24. A nmethod as recited in
cl ai m B®sashertding swiidl steqy ofith cﬂ%ﬁ%@%ﬁﬁ%ﬂ?ﬂ%t@dﬁ%&?sm d first
identification crite- rion is met includes: associating said identification
criterion with user profile. 25. A nethod as recited in claim19, wherein
sai d stp Jf meéﬁ;ﬁbeilmg:ES@lchd dientd ¥dgmtliton WherHoihistd S8 i35t portion

of | an_pr L}qg%narl%e de Al J €35t e 4 gfrflpﬁ{@ | Qi fi A0 | O e
eS :IT Jfor m ng Sal

i ncl udes ti'ng ru first portion and said at | east
one ot h:erorpOIIEt ingrt biaseldidms sai d preference criteria;

associating said identification criterion with user profile.

25. A method as recited in claim 19, wherein said step of
employing said identification in forming said first portion of
information and said at least one other portion of information,

includes:

creating rules for forming said first portion and said at least

one other portion based on said preference criteria;

employing said rules to form said first portion and said at

least one other portion;

26. A method as recited in claim 1, wherein said step of forward-
ing includes encrypting said first portion with a first encryp-
tion key and/or encrypting at least one of said at least one

other portion with at least one other encryption key.

27. A method as recited in claim 26, further comprising at least
one encrypting marker indicating that one of said portions is

encrypted.

28 . A method as recited in claim 27, wherein at least one of

said at least one encrypting markers is encrypted.
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enploying said rules to formsaid first portion and said at |east one

ot her portion; 26.A nethod as recited in claiml1l, wherein said step of

f orwar d- wogsiomssudes encrypting said first portion with &ciuse2/1888cr yp-
tion key and/or encrypting at |east one of said at | east one other portion
with at | east one other encryption key. 27. A nethod as recited in claim

26, fupthen ¢RIFNJSIH ralcilieastin QNe ey ity kercH ndidadd nig that one
of said portions is encrypted. 28. A nethod as recited in claim27

wher ei Plaralldast agneadld aaileait 1Westooi@ichaly St Mtk eT €@ M ypt ed.
22 WO 91%/&%%%5%spgr/uﬁ%el%?as_’]kerz%;nd‘id’@,{ih%ﬂarﬁdi%rﬁ&d: Id¥ o aim e

wherein each marker 1na plurality of sai east one of said at |east
one encleyptiotgnavésskers is a uni que marker indicating requirenent of a
uni que decrypting key. 30. An apparatus conprising: neans for routing a
first portion of information to a first device and at |east one other
porti o¥0of Amfampestators taPmRTiEdxd: one ot her device in response to a
user's query, said nmeans for routing including: neans for receiving said

query gnd Jdentl fyluig R S5ALE SoodBek] N A dddslad dontid ication
criterion, nmeans for mng an identification when said first identifica-
tion crdavwerdeorarics atetleamansid ortlesmplmytitipsaid dnferind e itoh ah R %F ng

said first ortion of info % asad'dg?lax | gast,, one, 04 heL, porghen of
i nf or mat1%rf - "and \§ﬁ§f%ﬁ %cn 6#%hﬁggsai i r'stportion of Information to
said fdowtirdeviroelwdichgai d at | east one other portion of information to
said at | east one other device.

means for receiving said query and identifying said user's

meeting a first identification criterion;

means for forming an identification when said first identifica-

tion criterion is met;

means for employing said identification in forming said first
portion of information and said at least one other portion of

information; and

means for forwarding said first portion of information to said
first device and said at least one other portion of information

to said at least one other device.

31. A method comprising employing a communications network to
which terminal devices are attached for executing browser appli-
cations capable of rendering digital information organized into
documents, said communication network having at least one
database attached for storing digital information organized into
documents and being capable of supplying said documents for
rendering to said browser applications in said terminal devices,
wherein users of said terminal devices are each able to engage
in at least one interactive browsing application for viewing a

sequence of a plurality of said documents, wherein at least one
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31. A nethod conprising enploying a conmuni cati ons network to which
term nal devices are attached for executing browser appli- cations capable
of renderwogs3aigse al i nformati on organi zed into docunent PCTAH02I18351

communi cati on network having at | east one dat quﬁpzee ttached for.%%%ri ng
di gi t alddsr Tt ciaehi SEHIHIO CURLMETR & andHeh M capdbt e bt~ +e

suppl yig-Sajrfl dOGNBM S d& w0484 i 0a S Ak gk B8 VERSn QDR | €ataons i n
said térm nal devices, wherein users of said term nal devices. arge each

abl e t demfjagee iifentiblablomror P hdAisses HMovddhy Bppinat i Shvters.

Vi ew ng @ 4 qu@l@dm%r@{ét%@és;&ai d docunents, wherein at |east one
23 WD 03/ 049359 PCT/ US02/ 18351 docunent from said sequence conprises at

| east one identifiable portion is associated with particul ar users

bel 9“9'51”'%&&%&% easts oNne L gdend i fhabt £r o1 04P IEmMSEYSs O s Sigé Dok §11G Nad
devi ces, " sai hod Including the steps: a plurality of said users

i dent i foriengp i hemisdl atesl eds bedongl entbi Lamee IrQap dohatUFRESt e

i dentifl,abl e group of Users. pand; cWher el At 4oael £ 008 pacsbeal ag user
identifies oneself as belonging to a first group of users, said users

i nt er adte gpoind e 4 ebbrsonerofipthe weerd nafad@vieesSin brows- ing a
sequence of at |east one docunent supplied fromone database of said at

| east one docunent database, and rendering a first portion of a particular
docunenintassoct at@dvivh t &t shéast i ose gf otipe ofeusersl ddevhge s hendbravson of

one inter- active appligatio erein u a S ly a
sequenc]en%fai%?%‘?‘%(?ﬁgo(ﬁfd%%u%%%%\g {Dlgétﬂégﬁ%?%gn%?&é%g?%eg?égtO§%225¥ one of
t he terddnaba slevitesabei ag Usedt bynthéooseesti datheaséi randgroup of users.
32. A nethod as related in claim31l, wherein said first portion of a
docunment which is associated with the users in the first group of users,

i ncl udegeh@ssithan thesenpbreidacufeatpakticular document associlated
with said first group of users during the duration of one inter-
active application, wherein the document databases supply a
sequence of information documents to the terminal devices, at
least one of the terminal devices being used by the users in the

first group of users.

32. A method as related in claim 31, wherein said first
portion of a document which is associlated with the users in the
first group of users, includes less than the entire document at
least once in said sequence of documents rendered on the termi-
nals used by users belonging to the first group, and further

comprising at least one step taken from a group of steps including:

rendering a second portion of the document not identified as
belonging to the first portion of the document to at least one
other terminal device while not rendering said first portion of

the document;

assigning a different portion of the document not identified as
belonging to the first portion of the document to belong to a
third portion of the document which is associated with-users of

terminals belonging to a second group of users;
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| east once in said sequence of docunents rendered on the term- nals used
by users belonging to the first group, and further conprising at |east one
st ep t akewofmwsomsad group of steps including: rendering a ®exarsd2/psssti on of
t he docunent not identified as belonging to the first portion of the
docunent to at |east one other term nal device while not rendering said

first pardianQfg the docimeis assiighi ng a.di hes entuprt ernofisthe
docunent not i1dentified as belonging to the first portion of the docunent

to bel dreymigad s thekangiard itoh 87 dHIh s UEKOTT &Y with
users of termnals belonging to a second group of users; 24 WO 03/049359
PCT/ US02/ 18351 associating at |east one portion of each said docunent wth
user temdeny eldngiheaid aeytdems fefabial Gravprstusetrsy Fhdhe enderi ng
each of_sai.d portions .o i fo] t t i y a
parti cuqeaicrmlgnr%usp k) e%sbé Sé%%%%%%’le’%ﬁ vﬁlﬁﬂlé]sﬁ %%rst iﬁglgaér@p%#jispgﬂugf t he
docunerdai B3 arA net hod @eririew ted ithe cleadumeit. further conprising at | east
one step taken froma group of steps including: identifying said user via
digital information provided via at |east one term nal device used by said
user; V§@®Erei m anslevidens destitfedrin sckaimiue Tuerief i eommssignedto a
network i nterface card attgrched to saifds{iern‘i nal device to the conputer

communi &5 o et iBr 1 “SAntf Taantioryi Ho T He Geer Vi

€ UServia user information
provi dethidry Ofighh g heaid ensénabi eyl geisa Usedf dynstai oh usesyideemid yahg said
user via user | nforrratiagf_@ro.vi ded d -in action to said

i

i pg. 2 g 190:4

i nt er act$3 FHst TP HY AFTon 37 RY ewihg B %equence of docunents from

one docunent database; wusing said digital information for user

identification for associating the user with a&)art.i ul ar grou é)f users;
wherein a device identifier is a unique identifier assigned to'd
network interface card attached to said terminal device to the

computer communications network, and

identifying the user via user information provided through the

terminal devices used by said user;
identifying said user via user information provided during a

log-in action to said interactive browsing application for

viewing a sequence of documents from one document database;

using said digital information for user identification for

associating the user with a particular group of users;

disassociating the user with the particular group of users after

a defined period of inactivity on a communications link;

requiring new user identification upon start of a continuation

of activity:;

using said digital information for user identification for

associating the user with a particular group of users;
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di sassociating the user wwth the particular group of users after a defined
period of inactivity on a conmunications link; requiring new user

i denti fi caDioa4a3pon start of a continuation of activity; PaIiusg2/sssd
digital information for user identification f associatipng the user with

a partiCiiaFsFRipi g H%%r%se%SWMﬁ?0%?%4@%%@1?¥%?{E@9?W%3%§ UrEAseBetati ng

the usefs tivdherparshgul ar group of users upon user |og-off; and
requiring new user identification upon a next log-in. 34. The met hod as

recited in claim3l, further conprising at |east one step taken froma

group Ofec?&ﬁp;?n dNChpdh g SAbghk UBEEaE BRI YW Atndeastognenot her portion of
a docune based on at | east one criterion; enploying said criteria in

associ ating various portions of said document according to one or nore

level s 9{ pr efes %&@hodr§éa£é@9té§'9n|@1/§i1§ 91 prefernepcechdr s degr ge of
privacy for each portion of each docunent; ornlng said criteria as being

users betodigi petotelr tekel HRAM yroupuDfolseEePYUFNAGUGENFeast one
session; storing said criteria together with a docunent; storing said
criteria for each user group in a user group profile in a database;

updat i ngp 5di Wseseregebupnpratileash ehe dbhabaseri oh pBwa cApEBIeRt during

at Ieasgagag §§s§£0f a§9doH8d§£%ﬁgr§8hd user group profile in the database

with new<Triteé- rra based on a history of docunent accesses. 35. In a
conputer comuni cations network with at | east one termnal conputer and at

I t ey
of 2 t TR aY Bt ar gkt el nrueor SORE Ty Vot ThRY BobpLoME BEErLY
i ncl udi dgctibenst @psording to one or more levels of preference;

relating said levels of preference to a degree of privacy for

each portion of each document;

forming said criteria as being users belonging to at least one

group of users during at least one session;
storing said criteria together with a document;

storing said criteria for each user group in a user group

profile in a database;

updating said user group profile in the database with new crite-

ria during at least one session; and

updating said user group profile in the database with new crite-

ria based on a history of document accesses.

35. In a computer communications network with at least one
terminal computer and at least one server computer, a method
comprising using a unique identifier of a terminal computer as a
unique identifier of its user, said method including the steps

of:
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of : 26 WD 03/049359 PCT/ US02/ 18351 a user using the term nal conmputer to
authenticate said user wth at | east one server; said server receiving a
uni que dewoas/usentifier fromsaid term nal conmputer; saiPdTASOYE3SUSI Ng
sai d user authentication and/or unique device identifier in creating an
associ ati on between said user and said termnal conputer, and mnai ntaining
sai d assogkati @pihg ehbeetriminagcepapncerwibhaathenicitananeaipohisey. 36. A
met hod co ri sing: dlstrlbutln% data containing private infornmation to

mul ti pl BithedFpiEALS: °Bfe8RFN§Tdai d data into at |east one fragment; and
encrypting each fragment using one encryption key. 37. The nethod as
recited in claim36, wherein each of said, regipients is _a nenber, of at

| east oﬁ@lér696V§HaFPﬁ61§ﬁngnérVﬁlqﬁﬁoﬁeyé§e éﬁ&PEﬂfﬂﬁFtﬁépmcéﬁﬁFIS|ng at

| east operstgR1t akRBukEem a group of steps including: each of said
reci pients decoding fragnents of the data using said encryption key and
deci ding whether a result is valid based on information in the data;

adding ggta sek%gah's%gtea% Least .onecanrcyRted bhageRniinigaddideg ierch
encoded fragnent wth at |east one wapper around it tq the final

docunentdepifben3/i049359 POy B02FE835 8 188dPRG VRENa SPALO PR Rt &add

| east OEErﬁEﬁQTEBBmB%%%&e 28Rcryption; wapping each fragnent with at |east
one wrapper: ’

maintaining said association in effect in accordance with a

maintenance policy.
36. A method comprising:

distributing data containing private information to multiple

recipients;

breaking said data into at least one fragment; and

encrypting each fragment using one encryption key.

37. The method as recited in claim 36, wherein each of said
recipients is a member of at least one group sharing an encryp-
tion key, and/or further comprising at least one step taken from
a group of steps including:

each of said recipients decoding fragments of the data using
said encryption key and deciding whether a result is valid based
on information in the data;

adding meta information to at least one encrypted fragment;

adding each encoded fragment with at least one wrapper around it

to the final document;
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t he decoder deci di ng whether the decoded fragnment is valid based on neta
i nformation; and the decoder matching the nmeta information of the encrypted
fragnment wintob/osd3e9 net a i nformati on of the decoded fragnentCT/i382/1835net hod

conprising: enploying a conputer displ]ay termnal useo[bfor executing at
| east oarﬁj@%lr}ﬂ é‘%%&c)t/ijxféfodﬁ%ﬂ i 'h %%/pllaefglﬁtea%rie t%}a‘ﬁ?e&h PO Users, said
met hod dried i igh £ he steps: identifying each of said users of the display

termnal as belonging to a particular one of said groups of users;
engagi ng a user interactive application through the display termnal;

associ afddipaas e Alh | easimone witieract i yesappé catdmpery th said particul ar
one of said groups; each user using the interactive applications fromsaid
particu- |ar one of said groups of users and sharing conputer display

conput igHk rESUHEL He AEH ARNAG NG Pt d tdORSIdd B S@phayt NOs dvrd T £l i gsed
information to each group. 39. The nethod as recited in claim38, further
conpri Sithguetia 1efinaneCt e aken from a group of steps including: using
said display sequentially for each of said group; 28 WD 03/049359

PCT/ US02/ 18351 swi tching between pluralities of interactive applications

sui t abltéhe clecedrgreripcingsers Beterinl oers heen ek | B otnETRECA40. The
et hod A% &RGLL e i Claim 39, - MRSERLDI o Nor COMPLAEEodES ObF sgRedbiat anage
ISplayed on the

what is di splay term nal share the display anong the
groups of users that use it in space sinultaneously, and/or space occupied

by each3gp_f t%&@{ﬁégcégﬁ@r@%épati ons on the display changes with tine;

and/ or

employing a computer display terminal used for executing at
least one interactive application by at least two groups of

users, said method including the steps:

identifying each of said users of the display terminal as

belonging to a particular one of said groups of users;

engaging a user interactive application through the display

terminal;

associating each at least one interactive application with said

particular one of said groups;

each user using the interactive applications from said particu-
lar one of said groups of users and sharing computer display

computing resources; and

managing partitions in displaying differing information to each

group.

39. The method as recited in claim 38, further comprising at

least one step taken from a group of steps including:

using said display sequentially for each of said group;
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the conputer resources that nanage what is displayed on the display
termnal share the display in tine and/or space anong the group of users
usi ng t hewoiospheyo term nal. 41. The nethod as recited in ecaiusodig3snherein
the conputer resource that nanages what is displayed on the display
termnal shares the display in tinme and/ or space anong the group of users
usi ng téeidisphgyvéeraenapluantditiesher totprastibgeresplichthgnst he maxi mum
nunber of users that can view a_particul i nterags: tive applicatjon on the
i spl ayS e AP HAI L 0oaChr BSREPraKI HARTSnERDEF ©f CASEPSd BRAZER §f olipBSof
users engaged in interactive applications through the display term nal
time sharing the display term nal when_the eset maxi num nunber of users
is exctBded. T22. maRhhgft PE| ES6F CRENUPaCt At éanb@Fﬁbné comput er usabl e
medi um havi ng conput er readabl e program code neans enbodi ed therein for

causing information routing, the conputer readable  program code neans in
sai d ar?b%l%O%PuﬁﬁﬁUFQEPHFEGEoﬁB?FsWﬁﬂagﬁoWBﬁFeFSr@égﬁﬁgEGBr86r5ﬁ?code

neans fQ{sgaysi PErAi£AMPYLE et eneelif 86t alhBmEhEPEHEf gebabm df 43erAn
article of manufacture conprlslngra conput er usabl e nmedi um havi ng conput er

readabl BhpEogpanibode FRAAS EABBAFEESOR91WO B3A025359 PCT/ US02/ 18351
therein for causing information routing, the conputer readable program
code nmeans in said article of manufacture conprising_  conputer readable
progr anfeade aeanBiedr bragsrhgod ebfpinerrestisef applifatspepsonf LBRai m 31.

44. An j fact.yre: LSi a conputer usable nedium havin
a&g%gggbggagggg fetHr e:£09PLLESYBY nmp g

conputer r ogram code neans enbodied therein for causing
identifier usage, the conputer readable programcode neans in said article

gfCgﬁgﬂ%ggt?éﬁpﬁggprEggggrcgganEErmgﬁgggb%ﬁaer99r8ﬂkﬁﬂg§eaeaﬂstﬁgr causi ng
display terminal share the display in time and/or space among

the group of users using the display terminal.

41, The method as recited in claim 40, wherein the computer
resource that manages what is displayed on the display terminal
shares the display in time and/or space among the group of users
using the display terminal, and further comprising restricting
the maximum number of users that can view a particular interac-
tive application on the display terminal to a preset maximum
number of users, and/or groups of users engaged in interactive
applications through the display terminal time sharing the
display terminal when the preset maximum number of users is

exceeded.

42. An article of manufacture comprising a computer usable
medium having computer readable program code means embodied
therein for causing information routing, the computer readable
program code means in said article of manufacture comprising
computer readable program code means for causing a computer to

effect the steps of claim 1.

43. BAn article of manufacture comprising a computer usable

medium having computer readable program code means embodied
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effect the steps of claim35. 45. An article of manufacture conprising a
conput er usabl e medi um having conputer readabl e program code neans
enbodi ed wolened3n f or causi ng executing at | east one i nt erartisepi1sppl i ca

tion by at |east two groups of users, the conputer readahle rogram code
means ¥h6§§iﬂ épﬁi@?ésépgnéﬁépéﬁ?ﬁﬂénc5ﬁﬁFﬁ§ﬁmgki€oﬁﬁ@P eFeé% aJ]z’?rogram

code npapRgrEAr ceRWSHRANE GOMBULEr k@ icekl ot nahe falepseolfcompalimidd 46. A
program sforage devi ce readabl e by machine, tangibly enbod in% a program
of | nSEPURLLEAS TEREGRILED P& Gy 2 £ Ofe FISRE St & O Xp EAHSTAEt W@é@éjt &gs Sor

i nfor MRl QWi RYepRaicd MBENA 33t.eps  conprising the steps of claiml.
47. A conputer program product conprising a conputer usable nedi um having
conput er readabl e program code neans enbodi ed therein for causing routing,

the conputen readablie REFOYH-AMERLS MBI s3Rigd C QERHRIe PRAGNAM product
conprising conputer readable programcode nmeans for causing a conputer to
ef f ect meHa unf (raotingnsopudlesi me3giabd@ program code means embodied

therein for causing identifier usage, the computer readable
program code means in said article of manufacture comprising
computer readable program code means for causing a computer to

effect the steps of claim 35.

45. An article of manufacture comprising a computer usable
medium having computer readable program code means embodied
therein for causing executing at least one interactive applica-
tion by at least two groups of users, the computer readable
program code means in said article of manufacture comprising
computer readable program code means for causing a computer to

effect the steps of claim 38.

46. A program storage device readable by machine, tangibly
embodying a program of instructions executable by the machine to
perform method steps for information routing, said method steps

comprising the steps of claim 1.

47. A computer program product comprising a computer usable
medium having computer readable program code means embodied
therein for causing routing, the computer readable program code
means in said computer program product comprising computer
readable program code means for causing a computer to effect the

functions of claim 30.
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