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FIELD OF THE INVENTION

The present invention relates to utility networks and, more particularly, to a utility
network management system and a method of operating a utility management system for

monitoring and controlling the utility grid and automated reading of utility meters.
SUMMARY

The present invention provides a utility network management system including an
outage detection system (“ODS”), which manages identification of some or substantially all
outage events in a utility grid. The ODS can also manage restoration actions. The ODS can
also or alternatively maintain extensive up-to-date topology information of the grid-service

arca.

As used herein, the term “outage” includes, among other tilings, a loss of power or
utility service to electronic utility devices and locations supported by those devices within a
utility grid, and the term “restoration” includes, among other things, the reestablishment of
power or other utility service to such devices and locations. As used herein the term “utility
devices” includes, among other things, electric meters, other communications devices, faulted
circuit indicators, and other distribution automation devices, such as, for example, capacitor

bank controllers, transformers, switch reclosures, etc.

The present invention provides a method and an end-to-end system, components, and
information flow architecture used to assist in outage and restoration management of a utility
network., The method and system of the present invention can also or alternatively be used to
gather information rapidly and accurately, and manage outages (¢.g., failures) and restoration
events of a network used to deliver services and/or utilities to end users across a networked

infrastructure. For example, the method and system of the present invention can be
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entry whether or not service is being provided at the customer location. The ODS module,

once populated with this information, can attempt to perform a basic correlation (i.e., a
“prediction”) as to the extent of the outage or the remainder of the outage, when restoration is
occurring. This is accomplished by synthesizing customer-call information received at the
ODS.

A simple example of an outage event sequence works as follows: Caller #1 from
premise_id ‘0001’ calls in to report an interruption of service. The ODS module flags this
instance as being related to “feeder 1” and “transformer X”. Subsequently, other callers from
that same feeder call in, also reporting outages. The ODS module tries to relate the outage to
a particular transformer, for instance, by “walking up” a hierarchical topology tree within the

ODS module that represents the connectivity structure of the power grid. The utility
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The method and system of the presént invention can notify a utility company ODS of
an outage, verify an outage and detect the extent of the outage, verify a restoration and detect
the extent of any secondary outages, and/or calculate key outage statistics that regulated
utilities are required to maintain. In offering the capabilities and features described above,
the method and system of the present invention can operate as an ODS in an autonomous
mannet, or it can serve as a support infrastructure to facilitate a smart ODS system to detect

and manage outage and restoration events.
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associated with the utility network. The method can also include the act of performing a rule-

based analysis of one of the parameter and the information relating to the parameter.

In addition, the present invention provides a software program stored in machine
readable code and used to manage a utility network. The utility network can include a
product distribution pathway and a plurality of electronic utility devices associated with the
product distribution pathway. The electronic utility devices can monitor at least one

parameter associated with performance of the utility network and can communicate
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for information relating to at least one parameter associated with performance of the polled

utility meters, and determining whether there is a performance problem from the information

received in response to polling.

Other aspects of the invention will become apparent by consideration of the detailed

description and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a schematic illustration of a utility grid topology and an outage detection

system according to some embodiments of the present invention.

Fig. 2 is a detailed schematic illustration of the utility grid topology and the outage

detection system show in Fig. 1.

Fig. 3 is a schematic illustration of a management module and an outage detection

module of the outage detection system shown in Fig. 1 and 2.
Fig. 4 is a process flow diagram of the outage detection system shown in Figs. 1-3.

Figs. 5-7 illustrate outage events and operation of the outage detection system of the

present invention.
DETAILED DESCRIPTION

Before any embodiments of the invention are explained in detail, it is to be
understood that the invention is not limited in its application to the details of construction and
the arrangement of components set forth in the following description or illustrated in the

following drawings. The invention is capable of other embodiments and of being practiced
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should be inferred simply due to the use of capitalization. Thus, the invention is not limited

to the specific examples or terminology or to any specific hardware or software

implementation or combination of software or hardware.

Figs. 1 and 2 illustrate an outage detection system 10 (*ODS”) for managing the
identification of some or substantially all outage events in a utility grid or utility network 14
having a number of electronic utility devices 26 deployed along product distribution
pathways of the utility grid 14. The electronic utility devices 26 monitor at least one
parameter associated with the product distribution pathways. In some embodiments and as
explained below, the ODS 10 can also or alternatively manage restoration activities and/or
maintain up-to-date topology information of the grid service area. While reference is made
herein to an electric utility and a utility grid 14 for power distribution, it should be understood
that the systems and methods described herein can also or alternatively be used with other
utilities, such as, for example, water, gas, and/or other measurable and widely distributed

services, and also in any other instrumented electrical devices (e.g., street lights).

As shown in Figs. 1 and 2, the utility grid 14 is deployed by a utility company in a
topology designed to serve customers in a service area, with a distributed hierarchical
network of network infrastructure devices 18 (e.g., communication nodes, gateways 42,

relays 44, substations 20, transformers 22, and feeder stations 24), a utility grid distribution
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the identification of some or substantially all outage events in a utility
grid or utility network 14 having a nunber of electronic utility devices 26
depl oyed al ong product distribution pathways of the utility grid 14. The

el ectroni cy\ dohduloyaeglevi ces 26 nonitor at | east one parag®usiooa®saei at ed
with the product distribution pathways. |n sone enbodi nents and as

expl ai ned below, the ODS 10 can also or alternatively manage restoration
activities and/or maintain up-to-date topology information of the grid
servi ce apaationy\bénter 36cdnd regiaml émtmhcbate@fbimcmmaﬁcaébmmﬁmkmaﬂl ity and a
utility gr 14 for |str oul 4. be un o] t he
syst ens gﬁ‘fﬁ%f%’éﬂ' '88??% Frﬂeg%?lflt}é %uga d%te Fooey ?Illh\sllrgl ggtge&ﬁ%sed with
ot her utid Flgs Q&nd&“ﬁhccﬂﬁmuﬁnﬁd’uoﬁs(ﬁdmbl& cammcmdc agsssnetarnrk/(ejg aﬂdmararaeasur abl e
and wi deI i services, ;and .also.in any oLt h ns d

el ectri c& Mif’éwbgg gVhicly panayErlay, A pLav: Vide commu jau el%?\% I“r? el'—‘?"@%"ﬂ and 2,
the util ideutitity ghdld, mﬁm@émmdvd@yw(ag;dwwmemm W aNhowhic ean de3| gned
to serve_custoners in _a servig

h adl hi er ar.chi cal
net wor kBFk Astleranis Wility devices 2hrelap . B gﬂiﬂéﬁ% % tg%ﬁﬁﬂﬂmh@aﬂ Hlifeihdes,
gat eways dﬂglbuﬁ@ﬁ @ﬁé?atﬁ)ﬂ certét3%tafd hﬁ@t&roa@nte}ﬂ'a@eﬂﬁ'fanefWrﬁnﬁga emdfik ROy
stations 24), a util grid distribution W) 2008/ 094296PCT/ US2007/ 073457
7 oper at KMCCBQP@VI@@UtOWd%TGP@FH&W pegtrobandraqnitoripg OD&TISRMIAI cat i ons
network gag, éxﬁﬁdd‘id)érﬁé 9sﬁgﬁ‘ﬂém&l@éﬂtﬁf&%opﬁlbi’&r%ﬂv&ri?secaﬁ|f&"‘lﬁ%5 of the outage

detection system1 own in 1 2, the comuni cati ons network

can i ncl geremanicitions bmm‘nkele@e@s of the PBSA10 (820 thernstwirsk jofiastrysiers ) 16, whi ch
can over| @EIE"NI@C%“S the utility grid
14, and dg}s{%%ggdtﬂwﬁn\%\g%ﬁ&g% % h&%de wﬁsg%\ﬁ%r?gg%hetmr Q/\A , which can
Ilnk the electronic utility deV|ces 26 relays 44, and gatemays 42 in the

field with a bnth nlkuytrsgq»d embodiment.sbe NMIE Fhren sompmnicats pith B3 WARF20YEBL wor k

I nterfaceQbedhd Fﬁ%ﬁ%@% SONLE EomBubicA®rith rdifysPQuaMde aut omat ed
meter readi ng, gri coritro NI t o i ngnbferatlons I n ot her

enmbodi memtestromdc wiility Hevices 2oovdr thy finstnepworls sprbherpin fthe terans “Pegers i t at e
conmmuni ) b {gﬁ ;

infrastrud {ng{%dd Vi c%n ﬁme‘ﬂﬁ‘%a%?“%)gn di gg‘%r Ettslgrg cg%ggﬁgﬁno S center
36, and ighi¢ atdvBnBBY topology andlmaﬁdwlayldoumilchﬂscgﬂdmmm topotegyNRC 38 can
comuni cat e_wi ate r gat eways
42 can cé?mﬁﬁ‘?’ﬁ%ﬁ‘ esle mm ﬁ ?)Sfﬁgfhgc@ os\rll%a'l:51 ?g%fe‘“?g&(‘?é@? ces 26 over
t he fir SNMEB\aOeml@géﬁ of (}ASNMGB(S zknelforltlte riehveork énfimstricaoe desces dB mictudand
“gateway”, are used.interchangeab| The first netwqrk.16 cover the
utility GreAReSY-BaPRingsPrea SP?S; W&@é‘"@ﬂ&aﬁgb"% c%ﬁpa\ﬁg{ty, ?agﬁa he grid

i nfrast r gsitfuichRPapahility| Iv4 csEmeditaidh BEgbiity, e @imeainiatoccapbbilityt y
devices 26, the relays 44, and g&tc way's f t he , NMC .38 an .a ent of the NMC
38, and/ é?OdP}?Eo?réiﬂrﬁﬁ?Squeﬁ?ersgﬁap rapdypiatioy, apdor opthogena #F‘gﬁﬂ@’ﬁcy hoppi ng

spread spReslisMARPIING nflula8bn BipabiAgol capability, broadband comuni cation
capability, IPv4 comrunication capability, |Pv6 comrunication capability,

nodul ati on, direct-se read sp dul ati on or.t hogonal
frequency- di vﬁélm %%rg%g d‘@ %?‘11:313’6%4 %fﬁ“FOEVOfeO%q‘ e?%go fiown in
Fig. 2, thfitydRVRYEEScaft det ars@hag/eslt 47thaNaf©B0 mt@a tHHJj’peraﬁfmaﬂ haciebfand r oni ¢
utility devices 26 can act as an agent of tﬁg ia@erﬁﬁt eﬁg t he

oper at i orft newvosk 1¢,and/erdhe sepand ngbyqt Ak 1l wivys &% canrpe p 8 RSP k 34. The
rel ays 44i,cRs{3ft tBleﬁzﬁﬁ"&i'u@hﬂhy fidficR@8! stiehs eRETSHIOMIIY GovideS 26 EatieC Uti ity
devices 26. Several electronic utility devices 26 can bhe associated with

each r el @sogigted vdthoaeierelay 44 and geverphrelayp 4 sanshecaseqcipied vitht & sptevayddelly 42. In
some e”b%gﬁlg‘él%ﬁ?lm%s Ch ot OHL it P'dEhEé’zéj@aWafs@ of eyl Fecflbn AldRppatively
function'as a re . For exanpfe, the electronic uti fy devi ces” 26 can
i ncl ude a14n§t)mmaklplmﬁerefeat:@1@:amlﬂy @E\NFGSJQF Ctllh@t?luéfr]amt‘éfgfktlh‘@r agegexdr oni ¢
utility i MM 38 via
el ays a3 NG Bef ablls BB ol Bty bty UV D BRI Al corhlifcalbhs B0 11
devi ces %tlﬂhelNMC Bheiarehgsy/d aﬁdJonggte\Nmémltr@me embodimentsctheplgefianit i ons over
a

utility devices 26 and/or the relays 44 may have direct two-way communications over a



WO 2008/ 094296PCT/ US2007/ 073457 8 private network such that the electronic
utility devices 26 can conmunicate with other elenents of the ODS 10

wi t hout sendi ng transm ssions through the gateways 42 and/or the first

net wor k 34. The gateways 42 can execute schedules (i.e., a listing of
whi ch el ecwoombiosudos| ity devices 26 are read and when, pcTrobaehiaigs? f or
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can speC|f a one-tine rout? c‘f gstl nation that is not saved or reused.
I'n ot her '9ktROBATRIRE slectiops wiligedevisa2e a3 14y devi ces 26 receive, eval uate,
and use path cost and link cost information from nei ghboring elenments to

determ ne a pAirafchatHlezaétn!ohismim‘y daeisé 261Qmsmiygéhh@cﬂé nﬂo@év@mﬂ&ﬁm The

electronic utilit evi ce 6 .t hen send nfo ion tQ the next-hop
nei ghbor rfﬁtjn%qseﬁﬁlee?(ﬁc oni FlétH%FYi? iR ‘?Fefei?‘ﬁ?‘ﬁ swAll o BhSS; g’“’g‘&?yeway 42
and acroa&geh&cﬁgm§hﬂaﬂglﬁ§&99&emié§prks 16, 34 to the NMC 38. WO
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Communication routes can be established between the gateways 42, the associated

relays 44, and one or more electronic utility devices 26. The routes can be network-
discovered. A network-discovered route can be determined automatically by a gateway 42
when a new electronic utility device 26 is activated and it broadcasts a discovery message
across the first network 16. A static route can be a user-defined route saved and used for
subsequent communications. A user-defined static route can override some or all network-
discovered routes. When performing an on-demand ping, a user can specify a one-time route

to a destination that is not saved or reused.

In other embodiments, the electronic utility devices 26 receive, evaluate, and use path
cost and link cost information from neighboring elements to determine a prioritized list of
next-hop neighboring elements. The electronic utility devices 26 then send packet
information to the next-hop neighboring elements, which forward the information through a

gateway 42 and across the first and second networks 16, 34 to the NMC 38.



9 As shown in Figs. 1 and 2, the NMC 38 can interface with the
utility grid distribution center 36. The NMC 38, with its two-way

comuni cations access to the electronic utility devices 26 at custoner
premses in the utility grid 14 via the first network 16, perforns the
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conponent (€. Some SithéEMPoordedteofThg oasdoahsammnbrdwgiaymmamumc 82.9., a
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first an 38 and the i1 ndividual elenents of
t he NMC 381ﬁlsng.aJtethvedehyahan@Wlaed@&ck of fi ce managenent nodul e 58)
can have a nunber of different |ocations, can be distributed between

mul tiple |ocayl s fiRen AFIE 3y Qm&%%mnauae éﬁ&ﬁo@m%@ﬂiﬁab&%ﬂ elgocaatomzn

As used herein, owns tream' refers to a |rect|on of

comuni catddoless4) and esevdrelrlogiy cmfalen‘fr(a@eIaé?aftkdwfﬁ?ma%e@ﬂééﬂdBWS(g)sut ility
device 26,.an t Lh&AM ohEighs tiftyetictLect i on
of a commu rll%%fﬂ?edﬁlsl&égeﬁteté}l%\/\ﬁh{}mb%tsgﬁdtpﬁ s towar‘gﬁg &lﬁu I\/%QieB from an
el ect r oni26. WisishdvryindRg.i3cthe 28VC 39\@@@8%@9@@6@!%@92@0?0%15?0&@3 As

shown in E ule 58 & Aghaul with
ot her cor’rﬁ‘hﬁ'&ﬁﬁﬁsmo‘?a 2{%3?‘?41?35 ?Pdgr%elt&(f% 4%2%9%%‘%%5&% Jrfaﬁ rog\tmgr?gt wor k 16.
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pol e tops) n co icate w ot her net wor. nfr C ces 18 and
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utility dedresst sriee thigritbyetd Keihryg EWR@I"‘P‘FW%@WW@

posi ti ongfsdhd Qé&ﬁ&ﬂawoﬂkeqatw MThe AIMIC 98 afd {he indivigal Element eEHeIM©BS

noni toring throulg; out the uti lity grid 14.
(e.g., the ODS module and the back 6ffice management module 58) can have a number of

different locations, can be distributed between multiple locations, or can be stored in a single

combined location.

As used herein, the term “downstream” refers to a direction of a communications
route whereby data travels towards an electronic utility device 26, and, as used herein, the
term “upstream” refers to a direction of a communications route whereby data travels towards

the NMC 38 from an electronic utility device 26.



The ODS nodul e 54 and the managenent nodul e 58 communi cate via transm ssion
control protocol/internet protocol ("UDP/IP') and web services application
programinterfaces ("APIs") (i.e., the routines, protocols, and tools, for
interfacing with a software program). I P suites of protocols are suites of
comuni cat mamogoedeecol s used to connect hosts on the potesxneverssfhe | F
protocol suite can be built into a UNIX operating system and can be used
with the Internet, making it a standard for transmtting data over

net wor ks. | Pv4 and | Pv6 are anpbng the packet protocols used in the ODS
system 10.  Asshopa ip Figy 3+1he BME mPﬁ‘é‘*?@P%“B\“B’[“@é‘GIWW%WIAm khaybong ot her

things, MnIeHEEsnpoRORs Bﬂh@ﬁﬁhtﬁr@ﬁd“ BRR bP'tﬁt&irgtq{eﬁu&Etheéﬁte&m 49r nore
el ements of the utility grid protocol can be a convention or standard
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- communi c& r?%au@ﬂ neﬁg?‘{faﬁnwglﬁ?ﬂ?lglynﬁ?%lp thg%g'aif ‘ne a "language" of rules,
and conventions for comuni cati on between network infrastructure devices 18
and el ectroni EhQQDShnoﬁulﬁéﬂiauéﬁlemnag&%annm S&ammirg@tcona tdrsmiss@hi vel y

i ncl ude for ata S ed i nto nessages.
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¥ ot auor PR, Taft R RETRe Sl bl S e Ara et ired SSR of acol s
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SNVP. WO 2008/ 09 PCTlUSZO 073457 sone enbodi s, the ODS
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58 can conmuni cat e usi ng ot her $:90 i nt ces. In the illustrated
orbod mont |t AGSRBeR. e g R g udes i B, PETERA b on a
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second network 34, and the t.Ewways 42, r s 44 and/or electronic utility
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with the tmeswwm@hwmwmmwwr@mn@&w coppsgicatimdataEy /DO,
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utility grld topolo via a sinple object access
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HTTP request 4 can be integrated
rel ati vel"§ EREe S?ns Ta}?mggd%ﬂe woqE%\‘io Ignadéancgu?ﬁ% 8? S @i cation to
exchange cbmfenticia for@dmaiaicav@r beoveen ayts«toﬂnmﬂaﬂueuu&fdamcs 18md ekeetrafic XML t o
send and/ qf.. recei V. ssa abI es an stem an atform read and
o oceas. tHUHEGESTEs RRRPrRSa T abr Aedrv Dy O R HapiBtibhent o ¢ he
ODS modulhgwi4taqd paek REE Gt meésaidde ARBRatRULdren hdtlikaa ﬁﬂo&ﬁoﬂfan alchenat i vel y
send or receiyve rressag?sﬁhaw ng other formats, which can be proprietary or

non- pr opCPRERESRS, SRS a5 AXATIRIS, messpgpacknayyledgemeaiey datg,compresyion 19 support

Ext er nal ,§)8fc@h®or ﬁg@bermat&rneewwnﬁmﬂc&aﬁt PhElhteet ﬁ‘bf&&ll ORIl ¥t em
("CIS") 46 can also or alternatively upload Utl||tfy topol ogy information to
the NVC 3@luda e ofberihichsr-lguel apfavoek Rintoedls beilton&oro 1t ok ahiiorsaemple wi t h

ot her SYSI@”U@PGH‘?@PSFTPSR%PSMH%WP and customer data and profiles. The
data in the C 'S databasé can al so or alternatively include grid topol ogy
data. Alternatively or in addition, a legacy utility OM5 or grid
information system ("G S") (i.e., har dwar e and/ or software used to
facilitate nanagenent of resources) may provi de topol ogy data.



The NMC 38 generates "reachability polling schedul es” and polling reports
64 (as shown in Fig. 4) for key parts of the topology (e.g., Feeder 1). The
pol li ng schedul es can WD 2008/ 094296PCT/ US2007/ 073457 12 include a set of
devices 26 that are identified as reliable by virtue of application |ayer
net wor k r eqxghabsdoitdoy statistics and network access cri rerivazoodom4dzengt h of
the polling schedule is configurable bhased on the extent and/or
distribution of the utility infrastructure. For exanple, the length of a
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devi ces per f beume canbddioentshibe @&deﬁlﬁtﬁ’f anfl the mnagement mogile S§ 6w bes per

f eed d
cirout i fgisspief blBlceleflal ath of Foitinbleiih 3118 BREAFFoMS@ng BT 20 1 s
a t op- of giveneompriterh Alemativay, the@Rfimradilkl S4@nd thedeanaganzgint wodwe 58 canret er

, CGE_k\V2 i nf | t.| [
(549 o ey SRS BRSE 0 o A e A

con t|on
(e.g., fand mergmaysfeaidoumnmlcaiemveﬂfHSMPbmdmtﬁm‘emf$hym¢aémﬁdih(bét’f'lbf f er a

nunber o etrl optians to,neet the changin U|re noder n
di stri buﬁ)ogjrsn‘ me? eic) acﬁaﬁ%ﬂlﬁlﬁ’fo%% %gﬂrk?lh?ﬁjﬁlh%g% eVt % Igd'at eways 42
Wit hin aabid/bd élédﬂrohi@@tﬁh@%évﬂé% c(oﬁmg.lmca& dveﬁme4 andIPe6 agess&heﬁx)st mtwaks t he

second network 34. As s n_Fi 8 ca t rransm

r eachabi (§-8y? Wﬁefﬁﬁt%%e%llégth%g?wl 8’6%"3&%’“@5&‘ ceﬁg%ap % he

I( I Tustr gtg?;chewm mm@ﬁctﬁé dg\héh-s 1@ c#&?ﬁﬁtﬁm(ﬁa{c@@ﬁﬂﬁﬂy wuhmemﬁcmtv?wys F_42 5
e.g. eway nthe illu ig. 3,
CPDn ML avitHobneverkAS oA SRRTT GRS, GRhack 0, eBMAraS MeuThA: sl
Gateway 2,80 1iks).an FCl. In various enbodinents and in different
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messages having other formats, which can be proprietary or non-proprietary. Additionally,

HTTPS may be used for security.

External systems, such as, for example, a customer information system (“CIS”) 46
can also or alternatively upload utility topology information to the NMC 38. ACIS46isa
database which, alone or in combination with other system elements, stores meter and
customer data and profiles. The data in the CIS database can also or alternatively include
grid topology data. Alternatively or in addition, a legacy utility OMS or grid information
system (“GIS™) (i.e., hardware and/or software used to facilitate management of resources)

may provide topelogy data.

The NMC 38 generates “reachability polling schedules™ and polling reports 64 (as
shown in Fig. 4) for key parts of the topology (e.g., Feeder 1). The polling schedules can
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Chei 1 owrARIRPR: i Teachatily peling srbedlys taierpoRtat SHRRAYS 401 e npasur abl e
first nepuekdteddnboiRienedfHTR! ¥ Feddor B&paBs AURIPRIgaRMhps 42Ut ko), Ghieqay Cami speci fy
what percentage qQf the electronjc Utl||t¥ devices 26 _being polled as

unr eachabrEWah2) Ipths ilustatsd sobefimet of Bie. 2+ R Y ppd Mg Arepsiogiaiedidited by t he

first neGuRkky LR MY it sBeifRew Ak Gﬁﬁ%ﬁﬂ%ﬁm@b{eﬁﬂ%ﬁbﬁé@hﬁbo&ﬁwh@ addi ti on,
utilities can. spemgﬁpa_ configurable threshol d, such that a possible outage
event i sandringiffaread apmiicstionp.any puBbe of elesitonisaitibiey demiceslGian be selectadityl ity

devi ces 2 Mhibgh..are Sacieedd & kSR Moneeseonfi gurabl e threshol d.
Al t er nat %vg}l\ghor i%{l adégllsti on, tﬁ)eﬂ ut ?pI%iti es can specify a nunber of
electronic utility devices 26 being polled as unreachable that W
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gateway coverage area transmit information at preset polling schedules. The reachability
schedule can also or alternatively be pre-transmitted to the electronic utility devices 26. In
the illustrated embodiment of Fig. 3, Gateway 1 and/or Gateway 2 can add electronic utility
devices 26 to a preset reachability polling schedule at regular intervals (e.g., every 5

minutes), or on ad-hoc schedule basis.

In embodiments having an FCI, the FCI can be an NIC-enabled faulted circuit
indicator. As shown in Fig. 3, at least one of the electronic utility devices 26 (e.g., M8) can
be a top-of-line, highly instrumented meter such as a GE kV2c¢. These types of devices in the
gateway coverage area are ideal devices to participate in the ODS task. The transmitted
message formats are explained below separately. In a normal polling sequence in

decentralized operations, all or substantially all of the information necessary for the NMC 38
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regi onal I'y ommuni cat’on type, neter type, prem se type (residential,
conmer ci &6, the WHQ (8 8ar0stbdP@Titiugeampicon vipgs 26 and which part of the utility

grid 14 are unreachable due to a power outage, network failure, or for other reasons. This

information can be further supplemented by battery-powered electronic utility devices 26. In
some embodiments, the battery-powered electronic utility devices 26 are self-reporting.
Alternatively or in addition, the battery-powered electronic utility devices 26 can report in

response to requests from the NMC 38.

Determining whether an outage has occurred, can be a configurable process. In some
embodiments, utilities can input their own criteria and thresholds for different aspects of the
measurable first network 16. For example, in some embodiments, utilities can specify what
percentage of the electronic utility devices 26 being polled as unreachable in a pre-designated
area of the utility grid 14 covered by the first network 16 is within operational norms.
Alternatively or in addition, utilities can specify a configurable threshold, such that a possible
outage event is triggered only when the percentage of the electronic utility devices 26 which
are unreachable rises above the configurable threshold. Alternatively or in addition, the

utilities can specify a number of electronic utility devices 26 being polled as unreachable that
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The criteria for determining whether a possible outage exists, or declaring that an
actual outage (e.g., a local service outage, a network-wide service outage, an equipment
malfunction, or a power failure at a specific utility device 26) has occurred, as well as the
actions taken in response to either condition can depend upon any criteria available to the
first network 16. For example, in some embodiments, the first network 16 can be divided

regionally, by communication type, meter type, premise type (residential, commercial,
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I n sone enbodi nents, there can be exceptions to this polling process. An
exception can be described as either a receipt by a network managenent
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alternate embodiments, other conditions may trigger an “exception polling” mode. In other
embodiments, the exception polling mode may be triggered according to one or more
exception polling mode rules. Alternatively or in addition, during operation in the Exception
Polling mode, the NMC 38 can operate according to predetermined performance rules and
can poll pre-selected electronic utility devices 26, at least some of which may be rated as

highly reliable.

The NMC 38 processes the polling information to determine the outage situation. If
an outage condition is found, the NMC 38 can determine the extent of the outage condition
and the location of the outage within the utility grid 14. The NMC 38 can also or
alternatively identify the grid nodes (feeders, sub-stations, etc.) which are in the outage area,
and can also or altematively include the status of the grid nodes. In some embodiments,
canary devices 66 may be installed at key grid nodes such as feeders, sub-stations 20,

transformers 22 and the like. In some embodiments the canary devices 66 can include battery
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message can have a different code.

With this polling process, the NMC 38 can establish the status of electric power
distribution within the utility grid 14 and develop a “usage status map” of the whole grid
service area. This data can be regularly updated. The selected electronic utility devices 26 in
the field can report back to the NMC 38 regularly whether selected electronic utility devices
26 and their locations are receiving service (e.g., electric power, gas, etc.) or facing outage
conditions. In embodiments having CPDs without battery backup, the NMC 38 can ping any
CPD in the gateway areas and check for response (i.e., normal condition) or non-response

(i.e., outage condition).

In some embodiments, there can be exceptions to this polling process. An exception
can be described as either a receipt by a network management component (e.g., a gateway 42
and/or the NMC 38) of an asynchronous event (e.g., 28 TRAP or NOTIFICATION from a
electronic utility device 26 that a power failure has occurred), a missed poll (i.e., a polled

electronic utility device 26 does not respond to a poll}), and/or a set or series of missed polls.



In order for electronic utility devices 26 to conmuni cate across the first
network 16, Layer 2 |link maintenance with neighboring electronic utility
devi ces 26 can constantly take place or can occur substantially constantly.
Accordi ngly, network infrastructure devices 18 within the first network 16
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electronic utility device 26 becomes unreachable, and when ‘n’ percent of canary polling

targets become unreachable.

Messages exchanged between an ODS system (e.g., a gateway 42 NMC 38, ora 34
party ODS) and electronic utility devices 26 within the utility grid 14 can be designed to
quickly assess network failures, and to provide the ability to correlate the messages with
outage topologies. Protocol efficiency can be gained by reducing message size, and also by
providing correlation and compression within the first network 16. As discussed above,
utility topologies can vary in terms of physical media, and therefore protocols can be stored at
higher system layers, to allow the same application infrastructure to be reused and overlaid

on many different physical media.

Multiple messages at different layers of the NMC 38 can be used as needed to quickly
detect and efficiently correlate outages in the first network 16 with outages in the utility grid

14. The NMC 38 can guide product implementers so that their products will consistently
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illustrates operation of the ODS nodule 54 during an outage event.
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At another layer of the NMC 38 (“Layer 7”) messages are exchanged in order to

assess grid metrics associated with the electronic utility devices 26, such as, for example,
whether a device 26 is powered and/or whether neighboring network electronic utility devices

26 have dropped off the first network 16.

In order for electronic utility devices 26 to communicate across the first network 16,
Layer 2 link maintenance with neighboring electronic utility devices 26 can constantly take
place or can occur substantially constantly. Accordingly, network infrastructure devices 18

within the first network 16 will very quickly know if electronic utility devices 26 become
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2008/ 094296 PC}?{ICU(%%%Q Z(a%z %84 Zlaszs3of messages is acknowledged unicast messages,

encapsulated in [Pv6 and UDP, which are initiated by an upstream application to assess the

“grid health” of an electronic utility device 26. An upstream application sends a “device

status poll” request to an electronic utility device 26, and the electronic utility device 26 then

responds with a set of health indicators, specifying local health (e.g. is the electronic utility

device 26 powered), and neighborhood health (e.g. have neighboring electronic utility

devices 26 recently become unreachable).

Device health exception messages are either acknowledged or unacknowledged
unicast messages sent upstream to indicate a change in physical state of an electronic utility
device 26 (e.g. whether the device 26 has lost power) or to indicate a change in network
topology that may indicate an cutage “in the neighborhood” (e.g. ten neighboring electronic
utility devices 26 disappeared within a short time frame). Device health exceptions may be
sent multiple times by a single electronic utility device 26, and can be proxied and coalesced

by intermediate, “smart” electronic utility devices 26 which can correlate a large number of
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utility tfepakdgy nefags mainieoent rdcbiveCNSofithelODS ntotlutetfdn correl ates the results
of the immnent failure warning and the pol l'i ng requests to confirmthat a

f eeder out age,has occur ed and ou
transformers ShiFRRRSE e"%‘&‘f‘%&}%? oca 5?9&[_ fo%é%) ﬁ 311?434 can then
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The enbodi nents descri bed above and illustrated in the figures are

presented by way of exanple only and are not intended as a |limtation upon
the concepts and principles of the present invention. Various features and
advant ages of the invention are set forth in the follow ng clains.



25 CLAIMS What is clainmed is: 1. A systemconprising: a utility
network including a product distribution pathway for delivering a product;
a plurality of electronic utility devices associated with the utility
network to nonitor at |east one paranmeter associated with the product

di stri buti bi© 20080M&y; and a managenent pr oREBESWOVITZ45T

comuni cation with the devices and ge2krating a reachability polling
schedul e based on application |ayer network reachability statistics and
network access criterja, the managenent rocessor operable to initially

pol | at P‘*&%ﬁgﬁf’ea oGty Bviger A0, iHOB‘il}P% QA §98l¢ SPsieaier tosdionn TheOMSnse to an
i nput  angholals 84 cAhtM@splHAHE aRirehdfail b bvhﬂﬂlgse@.b%%@mé R uat e

per formance of one of the utility network and the systemin response to
i nf or mat PYFFSPAING tp ghereporting elgctrpaig yility ﬁsws%ﬁé%@ta@revem Femmyry| 7§50 theh

i ncl udi ngoRogristeeobRSifA attisd 4a b irtiadd) Futher! REnPREBARLELCHBR & G ahcﬁsor mat i on
relating to the paraneter and identifying one or nore sources of a power
out age. completed, ODS module 54 can utilize additional polling data from the poller 74 to confirm

that the service has been restored and can then display a message confirming that normal

service has been restored.

Fig. 6 illustrates operation of the ODS module 54 during another outage event, which
may be broader in scope and extent than the outage event illustrated in Fig. 5. Specifically, a
transformer 22A providing service to a number of utility devices 26A, 26B, 26C at different
customer locations is experiencing an outage. In the illustrated example of Fig. 6, the
transformer 22A and/or the affected utility devices 26A, 26B, 26C can send imminent failure
warning messages across the first network 16 to the ODS module 54 to report the outage
event. Alternatively, a neighboring utility device 26, which is served by another normally
functioning transformer 22, can send an outage report to the ODS module 54 via gateway
42A. As described above, an outage event can be discovered and reported in a number of
different manners. Accordingly, while reference is made herein to an imminent failure
warning, it should be understood that the outage event could also or alternatively be reported
and/or discovered in response to scheduled polling, customer telephone calls, periodic polling
conduced by neighboring electronic utility devices 26 or neighboring network infrastructure

devices 18, and/or other events and operations described above.

The transformer 22A and/or the affected electronic utility devices 26A, 26B, 26C can
transmit a Layer 2 imminent failure warning directly to the ODS module 54 using a
predefined route. The affected electronic utility devices 26A, 26B, 26C and the transformer
22A can also or alternatively transmit the imminent failure warning to neighboring electronic
utility devices 26 or neighboring network infrastructure devices 18 (e.g., relay 44A in Fig. 6),
which can then forward the message to the ODS module 54. The network infrastructure
device 18 (e.g., the relay 44A) can combine the Layer 2 messages into a single SNMP Layer
3 message and forward the message to a gateway 42 {e.g., gateway 42A in Fig. 6) or directly
to the NMC 38. The gateway 42A can then forward the message to the event receiver 72 of
the ODS module 54.



2. The systemof claim1l, where at |east one of the electronic utility
devi ces can act as an agent of the nanagenent processor. 3. The
systemof claiml1l, wherein the rule is based on at |east one of a
percentage of electronic utility devices reporting a problem and a nunber
of el ect r onig20bi/dolidoky devices reporting a problem PCT/U82007F0v8453y st em of
claim1, wherein the rule is based omst | east one of a percentage of

el ectronic utility devices reporting a problemin a pre-designated area of
the utility network and a nunber of electronic utility devices reporting a
probl emin a Iprespoesitgthaireoiirenchilat nesmge tthd pollpr Heafitlee DS module 545, The

systemof claim wherein the rul e i A ' lng to a
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t he util hffactedeianéfotmer 224 based oheforalitilityobpdlbgy iafoembtionniThe DY modulefvi ce, and
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based on prior information reported to the managenent processor, d26

cotrective action can be initiated. Further, as the restoration action is taken and 1s completed,

the ODS module 54 can utilize additional polling data from the poller 74 to confirm that

normal service has been restored and can then display a message confirming that normal

service has been restored. The use of the term “transformer-level outage” refers to an

occurrence of an outage at some “level” of the utility hierarchy topology (e.g., a feeder, a

lateral, a sub-station, etc.) '

Fig. 7 illustrates operation of the ODS module 54 during yet another outage event,
which may be broader in scope and extent than the outage events illustrated in Figs. 5 and 6.
Speciftcally, a feeder 80A providing service to a number of transformers 22A-22G and a '
number of utility devices (collectively “the affected utility devices 26A) at different customer
locations within a neighborhood experiences an outage. In the illustrated example of Fig. 7,
one or more of the transformers 22A-22G and/or one or more of the affected utility devices
26A can send imminent failure warning messages across the first network 16 to the ODS
module 54 to report the outage event. As described above, an outage event can be discovered
and reported in a number of different manners. Accordingly, while reference is made herein
to an imminent failure warning, it should be understood that the outage event could also or
alternatively be reported and/or discovered in response to scheduled polling, customer
telephone calls, periodic polling conduced by neighboring electronic utility devices 26 or
neighboring network infrastructure devices 18, and/or other events and operations described

above.

The transformers 22A-22G and/or the affected electronic utility devices 26A can
transmit a Layer 2 imminent failure warning to the ODS module 54 via other electronic

utility devices 26 and/or other network infrastructure devices 18 (e.g., transformer 22H) not



9. The systemof claim1l, wherein the rule is based on the subset of

electronic utility devices responding to polling or not responding to

pol l'i ng. 10. The systemof claim1l, wherein the rule is based on

electronic utility devices that are reachable by at | east one of the

managenent weroesaws6 and an agent of the managenent prPCHEESR007/073457 11.

The systemof claim1, wherein the rute is based on one of relative

t opol ogi cal and geographical proximty of unreachable electronic utility

devi ces. 12. The sgstem_of claim1l1, wherein the nmanagenent gr ocessor
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13. The systemof claim 1, wherein the managenent processor is operable to

recei ve apnmertimessage aed fopward Wgmedssage fo peateay|4d4rat qu‘}’@)oﬁr ditaetlygp theal i ty of
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managenent processor 15 operable to slot co nications fromthe plurality

of el ect PHWimodwld 34ty devices to prevent |oss of data packets, and wherein

t he conmuni cations slotted include an immnent failure warning from at

| east one of j,(Esp3hlaTEThe HhmEleRChIIQE nesidbs, ke po1EEM G ODS modult34 The system

of claim1, wherein the managenent proceéssor Is operable to conpare the
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utility devicge 16. The systemof claim1, erein the nagenment
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normal service has been restored.

The embodiments described above and iltustrated in the figures are presented by way
of example only and are not intended as a limitation upon the concepts and principles of the
present invention. Various features and advantages of the invention are set forth in the

following claims.



18. The systemof claim1l, wherein the subset of electronic utility devices
are located in a geographic region of the utility network. 19. The
systemof claim1l, wherein the input is an internally generated tinme-based
i nput. 27 20. The systemof chaim1l, wherein the input is generated
by one of the plurality of electronic™utility devices. 21. The
systemof claim1l, wherein the input includes at |east one of an 1Pv6
packet having a header and payl oad Hphey@ation, an | Pv4 packet having a
header and payl oad information, and a non-TCP/IP packet having a header and
payl oad '\@{1 maf 22. The systemof claim1l, wherein the

el ect r oni WAgF £ a{rw%lé‘\/l ce includes an internal power source, and wherein
the input is generated when the electronic ut|I|ty device is operated using
power from theint &t BYStCTR SRBPLIEBET ce. The systemof claimi1,
wher ei n t he nmanagerfeility petesk clyding yproguet Qﬂtl}b'éﬂqftlgﬂﬂwa}df%ﬂﬁhmd

i nt er act iaymoguabcessors. 24. The systemof claim1l, wherein

el ectronic utility adguratigsof dledtrona wiibp dewtescissaikted withlt]iletlytilitgvi ces which
do not r arpes tb ednkter atlledst ahe parhtegasiociated Witcthb praduet disridgrorent
processorpativARhad N updates on the status of the electronic utility devices

whi ch 'do ‘not  respondmbsdefiRnt probdsddr iR @btnnftfhication with the devices and
generating a reachability polling schedule based on application layer network
reachability statistics and network access criteria, the management processor operable
to initially poll at least a subset of the electronic utility devices in response to an input
and based on the reachability polling schedule to evaluate performance of one of the
utility network and the system in response to information relating to the at least one
parameter, the evaluation including a rule-based analysis of one of the parameter and
the information relating to the parameter and identifying one or more sources of a
power outage.

2. The system of claim 1, where at least one of the electronic utility devices
can act as an agent of the management processor.

3. The system of claim 1, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting a problem and a number of electronic
utility devices reporting a problem.

4. The system of claim 1, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting a problem in a pre-designated area of
the utility network and a number of electronic utility devices reporting a problem in a
pre-designated area of the utility network.

5. The system of claim 1, wherein the rule is based on giving a weighting
to a subset of the electronic utility devices reporting a problem, and wherein at least one
of the weighting and the subset of electronic utility devices is predetermined.

6. The system of claim 5, wherein the weighting is based on at least one of
a location of the electronic utility devices in the utility network, a characteristic of the
electronic utility device, and software loaded on the electronic utility device.

7. The system of claim 1, wherein the rule is based on reliability of
electronic utility devices reporting problems, and wherein the management processor is
operable to establish the reliability of at least some of the plurality of electronic utility
devices based on prior poll responses or lack of responses.

8. The system of claim 1, wherein the rule is adaptable based on prior.
information reported to the management processor.



25. A nethod of nonitoring a utility network, the nmethod conpri sing:

noni toring, by an outage detection nodul e of a network managenent center

at | east one paraneter associated with performance of the utility network
with a plurality of electronic utilitgédevices associated with a product

di stribution pathway of the utility network; generating a reachability
pol i ng schedul e based on application |ayer network reachability statistics
and networ k actess Trisystemayf citetnel, mhereaig the rpleiiobaseit oofthermbsetgds based on a
conmmuni cafléctidnicyplity dovires néspahding to peltiag ophotirbspotiding tarpoltidgpri ority,
information relating to the at | east one paraneter to a nmanagenent
processor; pol{g Ng. THRAGREMMUT ddid ¥, $eRaPid rhilé iPBhdeli BE chhshichfilinat | east
some Of 143%iced it LRRLAAIIL bl bV 168 UhE P bR BBANA Bris@R ahd Bithediofiel €7 M ne

whet her ther ce problem ass at the utiTity network;
perform ?%%ééeﬁgngﬁ{oggségpéet ection nodul e, a rul e-based anal ysis of one of

t he paraneter gnd the infor l,on rel ati to .the paraneter; and

i denti fying, b_lj't h : (gg’ﬁaé@t '38‘&‘6’%‘88?%@%&3 B’i‘ﬁ?ﬁ,&@ ohF ogre&mr out age

usi ng t hdopalpgicHaad geographieal proximity of uppeachaile dleationie Witk deyiessos, furt her
conprising using at | east one of a percentage of electronic utility devices
reporting a pri@bl erflersystammfrelem lofwhete theaninagementiprgcedsoriicensradeptr t i ng a
pr obl em testablistebardtichdedevellfer at least one Aihe pluealite bheedctomicttditpnd@icesvher ei n
t he rul e Yased@sepomseso pollgt one of a percentage of electronic utility
devices reporting normal functioning in a pre-desighated portion of the

utility networjg andrip SRS Rimel, WHer @R e Hiddobh¥ntdRYEERYT i SRQAHIE AP Nor mal

functi oning..i : P ' | b d . 28.
T res RS SRR S g B by VR, 20
per cent ag}J el'eCtronic utility devices reporting a no problem condition
and a nunber of elegtronic El.it evi.ces reporti a no probla?rp :
condition, 284 TThesy P"‘:alec ]12/1 SHn Hiegp 'agglpe%ﬁaép@swrﬁgpqr B%tqs based
on at | eadet copesicatiopsirersthe plurality of electrospe vtilify ideyicss 9dweveatlostpbr ting an
i ndi cat i ghtamackeisrand vdjseein therpmipenigationssiotted incldeeniwmigeriddilue y devi ces
r epor t i ngwamningfaing at leash on¢ ohibie sabscbpleelegtiamic utility devicgd. The net hod cl ai m of
claim 25, wherein polling at | east some of the electronic utility devices
i n response t a3 he Thymybstemnal cladms] , pdickéin thet hanagtmbmgrbcessords oferttie to

el ect r oni @nifatd tht infoeNitaTelating &) e At Rast\WhephRmetdiavith prédderadnédr mance
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period Ofutﬂfty niétwork that includes at least one of a local service outage, a network-wide

service outage, an equipment malfunction, and a power failure at the electronic utility
device. '

16.  The system of claim 1, wherein the management processor is operable to
compare the information relating to the at least one parameter with a variable
performance threshold criterion to determine whether there is a performance problem
associated with the utility network.

17.  The system of claim 1, wherein the management processor is operable to
determine reachability of the electronic utility devices and to poll electronic utility
devices neighboring an unreachable electronic utility device to determine whether there
is a performance problem associated with one of the utility network and the ’
unreachable electronic utility device.

18.  The system of claim 1, wherein the subset of electronic utility devices
are located in a geographic region of the utility network.

19.  The system of claim 1, wherein the input is an internally generated time-
based input. :



32. A systemused to nanage a utility network, the utility network

i ncluding a product distribution pathway and a plurality of electronic
utility devices associated with the product distribution pathway, the

el ectronic utility devices nonitoring2at |east one paraneter associ ated

wi th performance of the utility network and communi cating information
relating to the paraneter to a managenent processor, the system conpri sing:
a control noduWle f dFhesysteraifichgmt )evipesih drenapatds génerdied by one efitheet wor k
based on piigligesfatetehic wility gsvdgsam code, stored on a non-transitory
conput er readabl e nedi um executed by the systemto divide a first network

of the utilitymet WkybRaest Simay, ‘%&FHe‘fé?ﬁ ﬂ%mfnﬁ 19&9@&3& faft dnedFhAMYG Y
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el ectroni ca evi ces basé on an reachab| lity

pol I'i ng slt“,f?é@ﬂ "in response to an |nput to confl rm whet her the

i nformation reI atl ng to the ar arreter i.ndi cates a povver Qut age .associ at ed
with the utili? Rtemo claim B avhergin th elecionisrutiditudemiepinclydes &t n t he
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type, a nisvee it gpeatedupngppwer figpéhe mtaina posaysource. 34. A nmet hod of

managi ng performance problens in a utility network, the method conpri sing:
generating, by23an oOrieagstefhrifldinol) whetkih thehartagBRbirbcossurdgandosta center, a

r eachabi |ﬂ1ﬁwlg%ﬂdlﬂﬁb@§@ﬁﬁ&b&1déq)&@&ggﬂs application |ayer network
reachabil'ity statistics and a network access cr| teria; polling a subset of

a plurality of 43' eCHAR Lt;fchal %%&ﬁae ﬁ mﬂ
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by the ou¥ Bé‘?re‘i?ﬂ? Lipgrer there is a performance problemfrom
the information received in response to polling, the_ performance problem
bei ng a power 2ut agh methwl gingni aritilisy netwiorle éhqrﬁgthadﬁ@mpnﬁlyggn d, the
syst em conpritaginggby amoutageddtentionmorduloaiamétyark mgnagemientcegtanral igastat i ons
net wor k oorerpayanngjertdssocited with pgrfominzancel of thelutidicyugeterord with hiphyrality odit i 1 ity
nodes i n elediivuid @iity devivdstabsdeimednvith hipyodyict distribadoe pathivag ofithelutiliyy gri d
del i ver ergetRodkt peliegdtingaitdachabitity'slkingBelrgelematedcaivpplichtivnl laghrmetvairk | east
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i ncl uded in t hE.queTle memhpo o elginanf, frheadoniptisipchsing dtdsasbortesdfat i ng to the
per f or mang@ctadedE eRbtrdfia GtiligHRvR)es Fdportitg d problet drd AMnbRf BREMOHIK .

utility devices reporting a problem to establish the rule.

_I:_%

27.  The method of claim 25, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting normal functioning in a pre-desighated
portion of the utility network and a number of electronic utility devices reporting
normal functioning in a pre-designated portion of the utility network.

28.  The method of claim 25, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting a no problem condition and a number
of electronic utility devices reporting a no problem condition.
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29. The method of claim 25, wherein the rule is based on at least one of a
percentage of electronic utility devices reporting an indication of normal operation and
a number of electronic utility devices reporting an indication of normal operation.

30.  The method claim of claim 25, wherein polling at least some of the
electronic utility devices in response to the input includes polling the at least some of
the electronic utility devices to determine whether there is a performance problem
associated with neighboring electronic utility devices.

: 31.  The method of claim 25, wherein the input is a recognition that an
electronic utility device has not transmitted data for a pre-determined period of time.

32: A system used to manage a utility network, the utility network including
a product distribution pathway and a plurality of electronic utility devices associated
with the product distribution pathway, the electronic utility devices monitoring at least
one parameter associated with performance of the utility network and communicating
information relating to the parameter to a management processor, the system
comprising: a control module for evaluating the performance of the utility network
based on the parameter; and program cede, stored on a non-transitory computer
readable medium, executed by the system to divide a first network of the utility
network based on a criteria, to generate a reachability polling schedule based on
application layer network reachability statistics and network access criteria, and to poll
at least a subset of the electronic utility devices based on the division and the
reachability polling schedule, in response to an input to confirm whether the
information relating to the parameter indicates a power outage associated with the
utility network.

33.  The system of claim 32, wherein the division is based on at least one of
a geographic region, a communication type, a meter type, a premise type, and a usage.

34. A method of managing performance problems in a utility network, the
method comprising: generating, by an outage detection module of a network
management center, a reachability polling schedule based on application layer network
reachability statistics and a network access criteria; polling a subset of a plurality of
electronic utility devices associated with a product distribution pathway of the utility
network based on the reachability polling schedule for information relating to at least
one parameter associated with performance of the polled utility meters; and
determining, by the outage detection module, whether there is a performance problem
from the information received in response to polling, the performance problem being a
power outage.
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35. A system for monitoring a utility grid, the system comprising: an
interface for communicating with a communications network overlying the utility grid
and including a plurality of utility nodes in communication with the utility grid, '
wherein the utility grid deliverers a product; and a network management center
including at least one processor for processing instructions and communicatively
coupled to the communications network interface, the at least one processor configured
to generate a reachability polling schedule based on application layer network
reachability statistics and network access criteria; a communications module operable
to transmit, based on the reachability polling schedule, queries to the utility grid
through the communications network interface to at least one of the plurality of utility
nodes and receive query responses received from the communications network
interface from the at least one of the plurality of utility nodes, an outage detection
module operable to evaluate performance of at least one of the utility grid and the
network in response to a comparison of information included in the query responses
and predetermined criteria relating to the performance of the at least one of the utility
grid and the network.



