
 

 

 

 Determine feature information of a target device and detection point data information 

corresponding to the target device

Determine, based on the feature information of the target device and the detection point 

data information corresponding to the target device, a probability distribution model of 

feature data of the target device and a probability distribution model of detection point 

data with unshared data

Determine a weight of the unshared data according to the probability distribution model 

of the feature data and the probability distribution model of the detection point data

101

102

103

Establish a federated learning model according to the unshared data, the weight of the 

unshared data and a device fault label corresponding to the unshared data

104

Predict a device fault of the target device according to the federated learning model
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Determine feature information of a target device and detection point data information 

corresponding to the target device

Calculate, based on the feature information of the target device and a Gaussian mixture 

model, data distribution of feature data corresponding to the feature information, and 

determine the Gaussian mixture model with determined model parameters as a probability 

distribution model of the feature data

Calculate, based on the detection point data information corresponding to the target 

device and the Gaussian mixture model, data distribution of detection point data 

information with unshared data corresponding to the detection point data information, and 

determine the Gaussian mixture model with determined model parameters as a probability 

distribution model of the unshared data

Determine a target device distribution probability of the unshared data according to the 

probability distribution model of the feature data, and determine a detection point 

distribution probability of the unshared data according to the probability distribution 

model of the detection point data
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Determine a ratio of the target device distribution probability of the unshared data to the 

detection point distribution probability of the unshared data as the weight of the unshared 

data

Determine the detection point local model according to the unshared data, the weight of 

the unshared data and the device fault label corresponding to the unshared data

Repeatedly iterate the at least two detection point local models based on a combined 

learning algorithm, and establish the federated learning model based on at least two 

iterated detection point local models
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207

Predict a device fault of the target device according to the federated learning model

208
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Determine, according to attributes of a target device, a training data set 

configured to establish a prediction model for the target device, wherein 

sample data in the data set is shared data

 Calculate a weight of each piece of sample data in the training data set

Train a fault prediction local model of the target device by using the weights

Establish a combined model based on the fault prediction local model and a 

combined learning algorithm

Perform fault prediction on the target device according to the combined 

model
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Acquire sensor feature data of each sample device and corresponding fault data; collect 

sensor feature data of a target device

Label feature data of the target device and the sample device respectively, to obtain label 

data

Train a classifier by combined learning based on the label data in step 402

Calculate weights of the feature data of the sample devices according to the classifier in 

step 403

Repeat the above steps to calculate the weights of the feature data of the sample devices

401

Establish relationships between sensor feature data and device faults by combined 

learning based on the data of the sample devices

Configure the model in step 406 to predict a fault probability of the target device

402

403

404

405

406
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Acquire at least two pieces of feature data corresponding to a target device, at least 

two pieces of model training data corresponding to at least two reference devices 

and device state labels corresponding to the model training data respectively, the 

target device and the reference devices being of a same device type

Determine error weights corresponding to the model training data according to the 

feature data

Perform model training according to the model training data, the device state labels 

corresponding to the model training data respectively and the error weights 

corresponding to the model training data respectively, to determine a device state 

prediction model, the device state prediction model being configured to predict a 

device state of the target device
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Acquire at least two pieces of feature data corresponding to a target device, at least two pieces 

of model training data corresponding to at least two reference devices and device state labels 

corresponding to the model training data respectively, the target device and the reference 

devices being of a same device type

Determine, based on a first non-parameter estimation method corresponding to the model 

training data in the reference device to which the model training data belongs, a first distribution 

probability of the model training data in the model training data corresponding to the reference 

device to which the model training data belongs

For each piece of the model training data, determine replacement data corresponding to the 

model training data from the feature data; and determine a second distribution probability of the 

replacement data in the feature data based on a second non-parameter estimation method
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For each piece of the model training data, determine a distribution probability ratio of the 

second distribution probability of the replacement data corresponding to the model training data 

to the first distribution probability of the model training data; and determine the distribution 

probability ratio as the error weight corresponding to the model training data

604

Perform model training according to the model training data, the device state labels 

corresponding to the model training data respectively and the error weights corresponding to the 

model training data respectively, to determine a device state prediction model, the device state 

prediction model being configured to predict a device state of the target device

605
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