Docket No.: 200300034-1 SYSTEMS AND METHODS CONTROLLING TRANSACTION DRAINING
FOR ERROR RECOVERY CROSS-REFERENCE TO RELATED APPLICATIONS [00011 The present
application is related to concurrently filed, co-pending and commonly assigned United States patent
applications serial number [200300033-1] entitled "System and Method for Determining Transaction
Time-Out," serial number [200300012-1 ] entitled "System and Method for Ingudal, GeguR:Rraining,”
and serial number [200300036-1] entitled "System and Method For Error Capture and Logging in
Computer SysIATEMS AN MEFBODSCONEROLIN Gy TRANDALIION BRAININGERR .
BACKGROUND (0002] It is not uncommMORHAYHY FAf EPPRIpYter system to be quite complex, often
including multiple processors configured to provide parallel and/or distributed processing. For example,

multi-processor computer s ffen i I i i ssing units (MPUs), but
YRS dlam e Rokan X A RIS ME AESGE

may also include multiple support processors or ag as memory processors and the like.
These various processors, as well as other system resources such as memory, input/output devices,

disk devices, and thd #%@ nalhe@wisaivppligation ifgistatadtecanswpmdy Sletcen-paadisgandunication
provided by yatghs BUsERdGHiRINTANE pA &R THRUIETRY SIE MsbEABETIRRG SheRe] Sub-modules,

referred to herein as cells or cell cards, having a number of system resources, such as main processing
units (MPUSY SR ARS Mithest ferhistrmining, [rinsacionid feesQth roahaegkes FAALQ99 st of a
sub-modulenritied tiSykerandMsdrudcfer ledidst QieanDifeiningth ol serby stanbee ROMIRO3GUEH system

resources Gl a5SR ARG AR RIS PR AaE b Syahigs g the system.

[0003] To service requests from multiple system resources in an orderly an predictable manner,
systems m@yesyrerRiRishiatrhpisby IRABOTatsth Betrim BY ERfSFFRfifeLes. For example, bus protocols

may establish an order in which a plurality of transactions, e.g., requests, snoops, and responses, are
to be performed, and perhaps a number of bBACGKEROIASD such transaction is to be provided for
completion. Similarly, transaction queues may store information with respect to particular transactions

"in-process” with respesiip atRgH#EW&ommon today for a computer system to be quite complex, often
including multiple processors configured to provide parallel and/or distributed processing. For
example, multi-processor computer systems often include not only multiple main processing
units (MPUs), but may also include multiple support processors or agents, such as memory
processors and the like. These various processors, as well as other system resources such as
memory, input/output devices, disk devices, and the like may be distributed throﬁghout the
computer system with communication provided by various buses. For example, a computer
system may comprise a number of sub-modules, referred to herein as cells or cell cards, having a
number of system resources, such as main processing units (MPUs), agents, and/or memories,
and buses disposed thereon. System resources of a sub-module may make and/or service
requests to and/or from other system resources. Such system resources may be associated with

the same sub-module and/or other sub-modules of the system.

[0003] To service requests from multiple system resources in an orderly and
predictable manner, systems may implement various bus protocols and transaction queues. For
example, bus protocols may establish an order in which a plurality of transactions, e.g., requests,
snoops, and responses, are to be performed, and perhaps a number of bus cycles each such
transaction is to be provided for completion. Similarly, transaction queues may store
information with respect to particular transactions “in-process” with respect to a particular

system resource. An in-order queue, for example, may be implemented to ensure that particular
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system resource. An in-order queue, for example, may be implemented to ensure that particular
25253632.1 1 Docket No.: 200300034-1 transaction phases are implemented in a proper order by an
associated system resource. Accordingly, an in-order queue may track a number of transactions through
their in-order phases, such as might include a request phase, a snoop phase, and a response phase.
Similarly, an out- of-order queue or transaction table, for example, may be imBIep%ntggotg tsr ck

. . . . yocket No.: 200300034-1
transaction execution which may be returned in any order. 100041 If an error in operation Of any aspect
of the systérmssctivnaphaséhare smpbinientad ynorprapfetivedafdre anentimieedsystemmressageces, is detected by

the system eyl 993k g s aeRsIAlec AR 1S ARBISRRIE SiaI SISO PR, Uch erore

may be non-critical, Such as isolated to the operation o e system résource an associated with

a recoveraf#eh apBrghbinclydarauestphagsd s phosccanitarespanse rhase chimilady anioygtinitialization
of an entirgrlygefgieHEcst raRGkEEhasof Pfor AR AN & BN &N AR BeEE[RTE, the system

resources thereon. 100051 A bus initialization error, or Similar critical error, in a multi-processor system
can lead tFHRERGSERFRMaYP e BrnsgdRAidE failure, due to the interdependency of the various
system resources to issue and/or respond to requests and responses. Although a single processor

system may be able {80@HovHrafremoaib opdratiodinétimyasprot withe sgritenashghersdiitly teapesacdions and

fetehing neity'daH WP fenitt PARIAY ks SO PUACERA Yy MESIRL S, B ligRmpy resul in @

system "lock-up" requiring a "hard" reset or may be prevented from performing a core dump useful in
isolating thReRSOEEd < teheot frohempPIORERP RYStEMGEOMRRS ANFEPEPF tabedanserifisalicUr asy stem

resources fgolfteliéh M¢/aPéRgian iGN agstbansRRHO WHRERARSER 1MBE LS RerbIhICh a system
resource performing the transaction is initiglized due to the system resaqurces.an the initialized bus
conbing 6 SRR ASBEaD GUBTILR e L LB v BRA ARG EEBRE L aystem
resources antiierbik¢rafietiaidapchelis ad\abosdirigalizatibn od BINIT atior) andotheaeforithe systamcan result in a
cascade fali_g.ég%lj&smg%lar}he entire system deadlocks,

[0005] A bus initialization error, or similar critical error, in a multi-processor
system can lead to widespread failure, even system-wide failure, due to the interdependency of
the various system resources to issue and/or respond to requests and responses. Although a
single processor system may be able to recover from a bus initialization error by purging all
pending transactions and fetching new instructions (e.g., “soft booting”), a multi-processor
system bus initialization may result in a system “lock-up” requiring a “hard” reset or may be
prevented from performing a core dump useful in isolating the source of the error. For example,
a bus initialization error may cause particular system resouirces to “hang” awaiting an anticipated
transaction response when a bus upon which a system resource performing the transaction is
initialized due to the system resources on the initialized bus ceasing to track their associated
queues, and thus ceasing to provide awaited responses to system resources not on the initialized
bus. Accordingly, a bus initialization error, or similar error, can result in a cascade failure in

which the entire system deadlocks.

[0006] It should be appreciated that the above described situation in which a bus
initialization error results in a system lock-up requiring a hard reset is undesirable in a high
availability (HA) system. Moreover, such a result does not provide for a system “crash-dump”

or dumping all the memory to disk or other media to facilitate the operating system (OS)
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100061 It should be appreciated that the above described situation in which a bus initialization error
results in a system lock-up requiring a hard reset is undesirable in a high availability (HA) system.
Moreover, such a result does not provide for a system "crash-dump" or dumping all the memory to disk
or other media to facilitate the operating system (OS) 25253632.1 2 Docket No.: 200300034-1
determining the cause of the error, but instead requires a system initializatiomasiaisl..des®nei allow
analysis of the state of the system at the time of the error. SUMMARY _[0007] A method for controlling

transactioACtFEHRTE 1BE s#H5F RELhR eRprohit sl dertrsitisTsisldislizyiancyhieb dersmet o prevent

system regeCaRBSBATIE stdtbf thaytierialt tRé@hlenhissRbg new requests, dropping transactions
tracked by an out-of-order queue, and issuing transactions not tracked by the out-of-order queue.

[0008] A method for controlling transaction dr@@wulti-processor system, the method
comprising, preventing particular system resources from issuing new requests, allowing an in-order
gueue to drain transactions stored therein according to a system prgtocol, dropping transactions stored

in an out-of-order qU&P¥ larfy BEtethiey sottpling Eisanten frainine feretranesershs begnstederein and
the out-of cordprisine uestringlaapperal Bigniiztn pastenn systaradsdhexsinssabitited grithex pystiediaresources to
ISSUe U?We%‘%#%%sfs@&%%% P& Sm,f&%gﬁﬂg?r@rﬁ‘%&%‘&ssé&él%ﬁ graalﬂ'&%-‘é?f HQIRGRVRIY. the system
comprising, a first state rmachine having at least a first error mo € State and a second error mode state,
wherein tHEsWirg SaasacHnsHIAkICkekpA e ayteaftafdgia¥ree error mode state whenever a particular
error is asserted, and wherein the first state machine is operable to enter the second error mode state
after the error is assi#@8|, th7emetboddoe vatrritide teindactias driining inontnoltsignedsdor hpdtbay stem

resources ol ol AR AR ID G SRR QNS I SRCRANAT Rl A etote: (0010] A

computer program pro Ing a computer readable medit aving computer program logic
recorded #lloneg rarieerdes vy ertarattineactions gtasedtherciipaerasding to a system protocol,

dropping transactions stored in an out-of-order queue, and after the in-order queue has drained
the transactions stored therein and the out-of-order queue has dropped the transactions stored

therein, allowing the system resources to issue new requests.

[0009] A system for controlling transaction draining for error recovery, the system
comprising, a first state machine having at least a first error mode state and a second error mode
state, wherein the first state machiné is operable to enter the first error mode state whenever a
particular error is asserted, and wherein the first state machine is operable to enter the second
error mode state after the error is asserted, the second error mode state asserting a control signal
to hold system resources off of a particular bus while the state machine is in the second error

mode state.

[0010] A computer program product having a computer readable medium having
computer program logic recorded thereon for controlling transaction draining for error recovery,
the computer program product comprising, code for asserting a control signal to prevent system
resources associated with a particular error from issuing new requests, code for dropping
transactions tracked by an out-of-order queue, and code for issuing transactions not tracked by

the out-of-order queue.
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the computer program product comprising, code for asserting a control signal to prevent system
resources associated with a particular error from issuing new requests, code for dropping transactions
tracked by an out-of-order queue, and code for issuing transactions not tracked by the out-of-order
queue. 25253632.1 3 Docket No.: 200300034-1 BRIEF DESCRIPTION OF THE DRAWINGS [0011]
FIGURE 1 shows a portion of a multi-processor system in which an embodiggaingt. thgdasasent
invention is implemented; [0012] FIGURE 2 shows a state machine for implementing bus initialization

transaction draining control accORdFRE FREBHIPRQE SHEOBARYENGSvention; and [0013] FIGURE 3

shows a state machine for implementing bus priority transaction draining according to embodiments of
the present inventiofa0Dg T AIGHR P E S{oR$R pioidd @F 2 4inHiinjrodéssenigsednilia whitest invention provide

systems anq) r&%@ggg \%hicp sfe%gillliltateﬁ@itliggir%a}ie%le&% portion of a system, such as system resources
associatedWiH & parficuﬁ rous, white aﬂloww?g remairiing portions of the system to continue operation.

The teachings of the present invention are particularly useful with respect to multi-processor systems,

wherein a large nunt®&k2bf tFAESEE S shows arstats maghme Rsdmpisraenting brsunipdizlicem resources

disposed fpRRcHeH AuSHHS esatts adishd isterthbouatay dhensysiem: iavaxrattingn. Operation of
embodiments of the present invention provides for orderly draining, emptying, and/or flushing of one or

more queue aSSOCi%%%1"“%&%%3@&%%9@%@9&&%9@Pﬁﬂﬂleﬂéﬁa?m%ﬁ/&fwﬁ!é&{mﬁ of a

portion of the system while remaining portions of the system continue fo operate: [0015] Embodiments
of the invEFtiBRSLHREPEdfaRAEIEHSORBARFEISELESR4ORre drained or otherwise disposed of in

response to detection of a particular critical error, such as a bus initialization error. For example,
transactions stored in an in-order queuBEBAUERdBYERE THON for which a bus initialization error has
been detected may first be allowed to drain.

[0014] Embodiments of the present invention provide systems and methods which
facilitate initialization of a portion of a system, such as system resources associated with a
particular bus, while allowing remaining portions of the system to continue operation. The
teachings of the present invention are particularly useful with respect to multi-processor systems,
wherein a large number of transactions, such as may be associated with multiple system
resources disposed upon various buses, are distributed throughout the system for execution.
Operation of embodiments of the present invention provides for orderly draining, emptying,
and/or flushing of one or more queue associated with an identified error to allow graceful
crashing and/or initialization of a portion of the system while remaining portions of the system

continue to operate.

[0015] Embodiments of the invention establish a hierarchy in which transactions
are drained or otherwise disposed of in response to detection of a particular critical error, such as
a bus initialization error. For example, transactions stored in an in-order queue associated with a
bus for which a bus initialization error has been detected may first be allowed to drain.
Thereafter, transactions in the out-of-order queue associated with system resources not on the
bus for which a bus initialization error has been detected may be returned to the appropriate
system resource. Transactions in an out-of-order queue associated with system resources on the
bus for which a bus initialization error has been detected may be discarded. As transactions are
returned from system resources not on the bus for which a bus initialization error has been

detected, e.g., transactions in process on other system buses on behalf of processors on the bus
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Thereatfter, transactions in the out-of-order queue associated with system resources not on the bus for
which a bus initialization error has been detected may be returned to the appropriate system

resource. Transactions in an out-of-order queue associated with system resources on the bus for
which a bus initialization error has been detected may be discarded. As transactions are returned
from system resources not on the bus for which a bus initialization error hasph&em. dsteeiad; e.g.,
transactions in process on other system buses on behalf of processors on the bus 25253632.1 4
Docket N&PZTOSOSAIMINE AR AR hoss iinmsfstions i ficasd acrenddigttons are discarded
according ip&mkadinemisiaidhigvention. [00161 According to embodiments of the invention, system
resources are held off of a bus experiencing a bus initialization error during a bus initialization mode

providing transacti ining. Fer example,. a state.machine.or s
m@iﬁ é%?rg?lglﬁ a(f 81{1}80(111116 ttS gf'{He ll[mﬁg'l 1011, gt%

_ AledTRshinGS May bedgpplemented
to assert a bus pri ring atimeinw transactions are Belng rained. An

embodimdntb)fstbvqamipeni:ixgrabeaim'éatiszaipmsrmi@hitjnsigha’a ontelizéitieameedstiprosithag are in an in-
order q“‘%}éﬁﬁ@t‘{@ﬁ%{ﬂ&%&ﬁ& al i aciansuanke driAhakRkHS HI UaH R AL Eiscarded or

returned. Accor , system resources on that bus may be preventedfrom issuing requests on the
bus durin§sErbasup REE Mo BRRbE mabiunsea dms tinech-eaptretions Are beinsiditiardatth, after the
bus initializéandeR de 0 MvéhtdacRidiegsie R Lebpdimsvnc MlithpLetoss diasyamaeiperiences a

bus initialization error with re pe%\fg a processor bly hereof. S chda bus initialgatiog grror may be
the resul®BIE ARFEENALY ?15?1331% %‘rﬁg%acs%fgfﬁs,aﬁe? B YR e G T which & sihgle
processorehaserk téwredlingblidstra wseupastivulast bansaytiopirastaldhrigyoeing it he bus
should bedlalias: R AUSIaRAERIRRNCHE G ARG RIIEA WUeSRerLIGRAIRALARA Ces on

that bus. In such a sltuation, all transactions on that bus are suspect and, therefore, are to be
discarde@ftpiéhrdsrinigishizatienanedeirns or responses expected by processors disposed on other
buses of the system, the processors on the bus being initialized are held off of the bus while
transaction queues[80¢ W raivedrdihgte afte enthedpment ssoviticpratrssou systsimgxpitisicesi ares

initialization error with respect to a processor bus thereof. Such a bus initialization error may be
the result of unpredicted or unallowed bus status, perhaps beyond an error in which a single
processor has returned invalid data or a particular transaction has failed, suggesting that the bus
should be reinitialize in order to achieve predictable operation with respect to system resources
on that bus. In such a situation, all transactions on that bus are suspect and, therefore, are to be
discarded. However, to facilitate returns or responses expected by processors disposed on other
buses of the system, the processors on the bus being initialized are held off of the bus while
transaction queues are drained. Thereafter, the processors on the bus being initialized are

allowed to fetch code and again begin performing new transactions.

[0018] Directing attention to FIGURE 1, a portion of a computer system in which
an embodiment of the present invention is implemented is shown generally as system portion
100. The host system of which system portion 100 is a part of may comprise a multi-processor

system, such as a Hewlett Packard rx series server system implementing a plurality of Intel
ITANIUM processors.

[0019] System portion 100 illustrated in FIGURE 1 includes a plurality of
processors, here processors 131 and 132, disposed upon bus 101. Bus 101 may be utilized in
providing communication between various system resources, such as main processing units

(MPUs), e.g., the aforementioned ITANIUM processors, €.g., processors 131 and 132, memory
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allowed to fetch code and again begin performing new transactions. [00181 Directing attention to
FIGURE 1, a portion of a computer system in which an embodiment of the present invention is
implemented is shown generally as system portion 100. The host system of which system portion 100
is apart of may comprise a multi-processor system, such as a Hewlett Packard rx series server
system implementing a plurality of Intel ITANIUM processors. [00191 SystemvpanNored0®uMtustrated in

FIGURE 1 includes a plurality of processors, here processors 131 and 132, disposed upon bus 101.

Bus 101 g SovmliAd/py tb?é\mirﬁl%%?ﬁlfﬁi&h‘bsnl%%é%dwaﬁg mm&‘?ﬁ?%ch as main

processingérise (Y0 sluding proceedor eetatoinestddriiNtuiPIQ) ad2said pi¢esspreagagors 131 and

132, memory 25253632.1 5 Docket No.: 200300034-1 (not shown), and/or the like. Also coupled to
TRz

bus 101 off embodiment is processor interface 110, including processor interface

in-order queue (PIQ) 112 and processor output (POUT) block 114. {0020] Processor interface in-order
queue 112 of the illUSERAEJ Bieasswnieiatiacs inprdesaprusdi? of g vsratedsmbedimanied to track

transactiog,RipAsESiHCPdE Ui EO MPleiath Rfiikiieeinnck MRAER IApHIREIE ARG CHRGIMIGD
overriding protocol, Process r outpu block i1.14 comprise%.header/ditaggrocessin%bl%%k 43,
operable RFPBTHENPTHAR AR PTG AT AARTIRE 1AM T 85 PIEIOSPln EERSHTRSBH RS the bus

which may ldecoetprisechiadenidatadencedssingddock Bilimpediy sath contrbiipiacpssmner (R@sadiphlock 142
and proceasi A4ihy Ak {EakL ek A0 & BEIRIRLPHIB il haagRssgle wih transaction
/or header. g block 143

table 144 an data processin to output header and data information in

accordan@aogassof anpat aefrsss soprl preessimp @A Npgkkt 2 ppst depsrserieatry deta(B8RIon 100
may repraggit oY PpsdalsoP HinR SloskPAICSIBERMSIAM tassRin tivetp SidiBrhaidetiat system

portion 100 comprises a part of may.include P(riotceﬁors, buses, pro essor,iﬂterfaces, and/or other
ata

system re%ﬁ?éﬂggr?l%f&dliﬂéﬁotfiuﬂﬁﬁ gegxliﬁs ormation in accordance with transactions on
bus 101.

[0021] It should be appreciated that system portion 100 may represent only a small
portion of a particular system. Accordingly, the system of which system portion 100 comprises a
part of may include processors, buses, processor interfaces, and/or other system resources in

addition to those shown.

[0022] In operation according to one embodiment, transactions issued by a
processor, such as processors 131 and 132, are first processed in processor interface in-order
queue 112, Accordingly, a transaction may be processed in-order, such as to include a
transaction request phase, a snoop phase, and a response phase as reflected by states stored in in-
order queue 111. After completing the in-order transaction phases associated with in-order
queue 112, transactions may be tracked in transaction table 144 until completion of the

transaction.

[0023] For example, when a processor performs a memory read, a memory read
request from that processor may appear on the bus, be processed in the processor interface in-
order queue, and be sent down to the rest of the system for actual retrieval and return of the
requested data. However, while the actual retrieval and return of the requested data is being
accomplished, a transaction entry may be placed in the transaction table to show that a requested
memory read transaction is still pending. Eventually, the requested memory read transaction is

going to be returned to the header/data processing block. Header/data processing block will
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[0022] In operation according to one embodiment, transactions issued by a processor, such as
processors 131 and 132, are first processed in processor interface in-order queue 112. Accordingly, a
transaction may be processed in-order, such as to include a transaction request phase, a snoop
phase, and a response phase as reflected by states stored in in- order queue 111. After completing
the in-order transaction phases associated with in-order queue 112, transactie®s ¥azpdedracked in
transaction table 144 until, completjon of the transaction. [0023] For example, when a processor
performs ASHRHBFTFEMF4 é%ﬁ%f%%’h opk o dhs %ﬁ?‘ff‘!ﬁ? Eﬂ%gé%g&e% e&ﬁ’&e@?on the bus, be
processedifotimatpno tetedwr liavdiédcArvontidglyqa berslean yplee peonidedvn tiethoessbobutpmtsystem for
actual retrﬁgﬁ?&é‘@%ﬁ?&ﬁ@t8fiﬁﬁ%?{§9éé§§f§9d%¥i‘i{&?ﬁév&&?{ow 0% gﬁ%ﬁiga' (SHISYAl Angaefurn of the
requested data Is being accomplished, a transaction entry mayfa1 pacecfﬁw%e transaction table to
show that ia fegjaansastiom@hlen herd ftrartba ddtamisystidiprevidaddo Ehesprocaiisoribetraciatstdecknemory
read transgligls HRINAGIGS BN R I IREIPARGHHALR Biorasse PiscisbiaRtcEiale processing
block will 25253632.1 6 Docket No.: 2003000341 accept the returned information and look to the
transactiofFtdpYEkectgiehfidtie how the information is to be handled. Accordingly, a header may be
provided to the processor output address controller to indicate associated data is directed toward a
particular processor [RE24ifidd shauldeberaprraetitad thislzarive eredre mabiectarahany tmgrovided to the
processoriﬁ&{%&ﬂ@t@f@le@katmw helRia ith oaiba %%ﬁ&ﬂd?@ﬂ%ﬁéﬂﬁ?ﬂ”ﬁ%ﬁ%ﬁb&h that the

processor that did the read will get that data. [00241 It should be appreciated that various errors may

occur at afPYiRfdonrrELisak fie- SPIHEREIRR FHES A ASRHEan QRAFUAL RIS it i transaction.
Such errogsqiirybinifialzativic ak cigor iRcidi Byigehe pRaiireso Farratigpls adue iaftalizatisn axtdre critical,
e.g., requiring initialization of one or more system resources. For le, a bus initialization error
e T e e e O AR Rl e T P Bl Y ever,
as the systewaesoar tespitemgdsasroeayiiihisbysiestihy raqutstingait/mgeraiasyiiarssctions

from and/or to system resources disposed on buses not experiencing a bus initialization error,

simply initializing system resources of a particular bus may not be desirable. For example,
initialization of processors and/or processor interfaces of system portion 100 shown in FIGURE
1 may result in processors disposed on buses other than bus 101 being “hung” awaiting a
response associated with a transaction being performed by a system resource of bus 101.
Likewise, initialization of processors and/or processor interfaces of system portion 100 may
result in such processors receiving responses associated with a transaction being performed by a
system resource disposed on a bus other than bus 101 after their initialization, thereby spawning

a subsequent, perhaps critical, error.

[0025] Accordingly, embodiments of the present invention implement a state
machine or state machines, such as those shown in FIGURES 2 and 3, for controlling transaction
draining for error recovery. In operation according to embodiments of the present invention,
when a particular critical error, such as a bus initialization error, is detected, a state machine
enters an error recovery state or states. Such an error recovery state holds processors and/or
other system resources off of the bus while all the then in process transactions on that bus are

drained, preferably in compliance with system protocols.

[0026] Directing attention to FIGURE 2, bus initialization state machine 200, such

as may be implemented within processor output address control/processing block 142, is shown.
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from and/or to system resources disposed on buses not experiencing a bus initialization error, simply
initializing system resources of a particular bus may not be desirable. For example, initialization of
processors and/or processor interfaces of system portion 100 shown in FIGURE 1 may result in
processors disposed on buses other than bus 101 being "hung" awaiting a response associated with
a transaction being performed by a system resource of bus 101. Likewise, irftigkaatioeoémpsacessors
and/or prc()jg\%ssor interfaces of system portion 100.may result.in ss!#‘ch (girocessors re eivina_ responses

osociatod I RIOP D406 A R BT TR AOPRIR AR & 203, fevace (L st Ores e strt of BRTECHING: than

bus 101 atiea givedn tintiakiad tiamppaeatelon spatioicigingesthb satpscmt/ pechese e dtiian, ez otpjO025]
According ' S ent i ion.i nt,a st achine ar state.machines,
cch as B o O R S SR ey n
operation grssentlingensiemibopérabletto sontrolpinaung nfwaatomonebes quprstichikerholdical error, such as

a bus initigjjatin expr i HRIES At 2SI AP BINGe BILSHR AN SIS Ve ARG State or states. Such an

error recovery state holds processors and/or other system resources off of the bus while all the then in
process transaction at bus are .drained, preferably | pliance with system protocols. [0026]
Directing attention ti% i}%ﬂ%‘%ﬁﬁ%‘ﬁ%ﬁ%ﬁ@&t’& %Qé]c?%ﬁ% %ﬁfrgﬁgﬁng’gﬁ‘fﬁff‘b@?#}ﬂ?émented
within prosesso?Guapd2&t3ids SStaa 01/ presessing withck firdOstitebatef) 35 dG8alizafidnocket No.:
20030003¢:{.A%i5906), ftdhRingla BhORREIRL AistalR VAR ) 2kAS rR bl ales thigsstatus of

something at a given time and can operate on |anut to change the status and/or cause an action or
output to PR s doRLR (SsEn, dhishgfatektiats A dnyahsiretateilcmddiBhetdr St odiment of
the preserdstreeanéinobap etz toicosite icifiagoof paeiomgBrcibidsidaoesadiile hold processors

and/or oth eMti[ urces of[éof the bus which is tq.be initializzg.‘%OOZ@ S initialization state
machine ZWme [ E]::Fr'a% TR oél(ﬁi?r?ﬁetsfn% lﬂe eagcgéltnegst%ﬁea%n yi El-% ? g’t%{lév P%&&sociated
with a firstsbrawe (sthedblobddos.initialization state machine 200, providing a bus initialization idle state
(IDLE). States 211-214 are associated

State Signal Description

0 Idle (201) ~BINIT IDLE - Bus initialization state

machine is idle

1 Bus Initialization-1 (211) BINIT BINIT_MODE - BINIT is
being asserted on the bus

2 Bus Initialization-2 (212) ~BINIT BINIT_MODE - Delay cycle
to accommodate system
protocol

3 Bus Initialization-3 (213) ~BINIT BINIT_MODE - Delay cycle

to accommodate system

protocol
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with a second state (state 1), third state (state 2), fourth state (state 3), and fifth state (state 4),
respectively, of bus initialization state machine 200, providing bus initialization states (BINIT_MODE).
Descriptions of these states according to one embodiment of the invention are shown in the table
below. State Signal Description 0 Idle (201) -BINIT IDLE - Bus initialization state machine is idle | Bus
Initialization-1 (211) BINIT BINIT_MODE - BINIT is being asserted on the bus2:B4s 1 piskadzation-2
(212) --BINIT BINIT_MODE - Delay cycle to accommodate system protocol 3 Bus Initialization-3 (213)

-BINIT BT|Mi Bupfaitializatensd @}édle to aBddImodate system prot

20030003
transactio
[0028] In |
However,
moves fr

m
initializat%n state 211 may be associal

bus initiali

4-1 4 Bus Initialization-4 (21
n table to drain, bus priority
normal system operation, bu
when a bus initialization errg

idle state 201 to first bus i

zation activities, such as ma

1) -BINIT BINIT_MODE - Wa
(BPRI) signal asserted (bug
5 initialization state machine
ris detected on bus 101, bu
nitialization state 211. It shol
ed with implementation and
y be compatible with

ESNUIS MOBE2: Weitbufest N
HIGRERE Jfed R4 HRERR

priority State machine opef
20042 el FurmEdisite 20
S(BPiEalZRtalas3taa hashing
Ild be appreciated that bus
FeBR SRIGSREEERY of a nd

operation)

0.:
ation)
I

» 200

mber of

[0028] In normal system operation, bus initialization state machine 200 resides in

1dle state 201. However, when a bus initialization error is detected on bus 101, bus initialization

state machine 200 moves from idle state 201 to first bus initialization state 211. It should be

appreciated that bus initialization state 211 may be associated with implementation and/or

completion of any of a number of bus initialization activities, such as may be compatible with

overriding system protocols. For example, bus initialization state 211 may cause an in-order

queue drain state machine, such as that shown and described in the above referenced patent

application entitled “System and Method for In-Order Queue Draining” to move from an idle

state to a queue draining state or states. Additionally or alternatively, bus initialization state 211

may cause processors, such as processors 131 and 132, and/or other system resources disposed

on bus 101 to drop all transactions then being processed in preparation for initialization

according to embodiments of the present invention. However, bus initialization state 211

according to alternative embodiments of the present invention may provide a bus initialization

stall state, wherein no bus initialization action is taken on behalf of bus initialization state

machine 200, if desired.

[0029]

According to the illustrated embodiment, any time a bus initialization error

is asserted on bus 101, bus initialization machine 200 moves to state 211. Accordingly, if

additional bus initialization errors are asserted when bus initialization state machine 200 is

already at bus initialization state 211, the state machine remains in bus initialization state 211.

However, once a bus initialization error is asserted, and that error signal is no longer asserted,

bus initialization state machine 200 moves through various ones of the bus initialization states.

[0030]

According to the illustrated embodiment, system protocols allow several

clock cycles, e.g., three clock cycles, after a bus initialization error is asserted for system

25253632.1
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overriding system protocols. For example, bus initialization state 211 may cause an in-order queue
drain state machine, such as that shown and described in the above referenced patent application
entitled "System and Method for In-Order Queue Draining” to move from an idle state to a queue
draining state or states. Additionally or alternatively, bus initialization state 211 may cause processors,
such as processors 131 and 132, and/or other system resources disposed @adadNolAdisacshop all
transactions then being processed in preparation for initialization according to embodiments of the

present intSARSES REHRE Pithe hntbsivairitialized 2eroxdingyaby iitistzatiomatatsmashinsents of the

prssent ing@gﬂg&;ﬂg@ﬁtm%ﬁl@@,%&%d@mﬁi@?&fﬁnSf@ll' ﬁﬁ@mh?mmwbe@ﬁnﬁuﬁtion action is
taken on hehalf of bus initialization state ine.200, if desired. [0Q29] According to the illustrated
embodiméﬂ’ﬁl%lﬁﬂtfﬂﬂécé‘%'g f%ﬁﬁlﬁéﬁﬁ%ﬁlgﬁ?&uﬁé%%@&ﬁgﬁnéﬁﬁlﬂ;ﬁb‘f? é@é initialization machine 200

moves to state 211. Accordingly, if additional bus initialization errors are asserted when bus
initialization state m4@#3hk 20fewsthgbuaihjtialigatiometar signahis derssented,thus dnifializatiomisiatee mains in

bus initializalignStaie ot e iMRWANE EnftRatRA N NIlialsa N BHAIiBRseNesh PRbiRat error signal is
no longer asserted, bus initialization state machine 200 moves throggg various ones of the bus

initializatidA'EraE0R SEYFIAR AGr otht RES R e R R R S PR several

clock cycleschife, 200 esoetscgaiyatelysititialiatisn sttial At fhorebisristatizetiteckfall sysien?. 25253632.1

9 Docket No.: 2003000341 .resources to get off.of the h eing, initiadize rdinaly, hu
itz Ol S R R DiRor e o St T a5, e BUAEH AR
wherein nd09usoyshiifizpbenizitiabzationatalhstatc3d B 4o sbuidishntinashstatgrdhakiafus200. [0031]
After the hysiinsialization fiehsiancki dRASARNEF RS AIZRNeN Ik vl aghing 249 of the

illustrated embodiment maves from bus initialization state 211 to bus initialization stall state 212. If a

bus initialiPAtelizairgsiate dhinrem b itinizationatll ate 2lde HOMRYShAf SisPHsJOtRlZRLe 0 bus

initializatifrstaigndllretaifs Beusdeniea)iBadipnialidhesa @ald AachianEnemdt e Grduwinitialization error
signal re n}%trllgliggt?gns gtgﬁgfa%ulsl Hq &[)I %Illlé?;[lll ghszta%tgn l?scprlllg%ty state 214. It should be appreciated
that the above sequence of states accommodates a system protocol in which system resources are

given three clock cycles in which to get off of bus 101 when a bus initialization error is detected.

[0032] Bus initialization bus priority state 214 of the illustrated embodiment is a
state in which bus initialization activity by bus initialization state machine 200 is éccomplished.
Specifically, bus initialization bus priority state 214 of embodiments of the invention asserts a
bus priority signal to prevent system resources, such as processors 131 and 132, from accessing
bus 101 during transaction draining for error recovery. Accordingly, such system resources are
prevented from initializing, e.g., fetching code to accomplish a “soft boot,” during transaction

draining according to embodiments of the invention.

[0033] It should be appreciated that bus initialization bus priority state 214 may be
associated with implementation and/or completion of any of a number of bus initialization
activities, such as may be compatible with overriding system protocols. For example, bus
initialization bus priority state 214 of a preferred embodiment asserts a bus priority (BPRI) signal
throughout the time in which bus initialization state machine 200 remains in bus initialization
priority state 214. Additionally or alternatively, bus initialization bus priority state 214 of an
embodiment may monitor a processor interface in-order queue draining signal, such as that
shown and described in the above referenced patent application entitled “System and Method for

25253632.1
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200 moves from bus initialization stall state 212 to bus initialization stall state 213. If a bus initialization
error is again asserted, bus initialization state machine 200 moves again to bus initialization state 211
from bus initialization stall state 213. However, if the bus initialization error signal remains deasserted,
bus initialization state machine 200 moves from bus initialization stall state 213 to bus initialization bus
priority state 214. It should be appreciated that the above sequence of statepogeoammmaaies a
system protocol in which_system resources are given three clock cycles in which to get off of bus 101

when a b8 {HHSTQ4EEH R 4 M EEt IR OB PElETAT SRR N B1S far i drainsd of the
illustrated Bredeafiermbud initaltaden husipibrioy statdtAHzakip caastiy bydptiotisyistita idadiinessath machine

200 is accomplished. Specifically,.bus initialization b rioyity state 214 of embodiments of the
vention SUBkeng B TESE Rt R MR R TR, RS o e a1 an 132,
from accedsimingniatd ®laoonrgftoadmatoe diaaimig gtéte: error recovery. Accordingly, such system
resources are prevented from initializing, e.g., fetching code to accomplish a "soft boot," during
transaction draininggeaprdinesmeip kosibeniaealdbedrRaiRnARah babaylkharapsasated that
bus initialization bus prigrity state 214 maybe, associated with implementation and/qQr completion of
any of a nABEESB LRGSR O%Witfgg?%{?@ﬁ% uﬁﬂ?ﬂ@'é@l‘ﬁéﬁﬁ BRI 8\'/@‘1’&?’1‘5 system
protocols.28bmetibivapactiorsdinitingztatierrdyuecpvianity statpl@ddl ¢oaqxesiptectheiiiptcitetent asserts a
bus priority (RRILNAPal Rigehah e MU D HARHRAAG RAc Bl gARafemains n

bus initialization priority state 214. Additionally or alternatively, bus initialization bus priority state 214

of an emBfiaBhthaiayasdsnaers isdeisddeistamcesm-Biedecginveigr airrdsassers ich as that
shown angde SRINBIING BR2ipxel iatoranGRHaaten is kRO P. Siviteddtypissessing ddethod for

25253632.1 10 Docket No.. Q034-1 In-Order Queue Draining," 1 .d ' in-ord
queue 11%5%?&%&%%% Sigpale éﬁ%ﬁg%.?ﬁﬁfg ﬂéff?eﬁég}ngaﬁiggﬁgzg{/mcgasga bus
priority _statedusaﬁhiarbeys,uﬂa bas itnieih Seoivn eared dgmlﬂbmihekxmt\gdtﬁvh'ﬂspeﬂnibiﬁiﬁﬁkﬁﬁtapto move
from a in-ordek QUi IR RG=IA AR SRS o R IR AMEHE LR KNS 8 214, bus

initialization state machine 200 will again move to bus initialization state 211.

[0035] The bus priority (BPRI) signal asserted by bus initialization bus priority
state 214 of the illustrated embodiment provides bus priority to bus initialization state machine
200 over the various system resources, such as processors 131 and 132. For example, bus
initialization state machine 200 may assert the bus priority signal to hold the processors off the
bus so they do not assert any new transactions while the bus queues are draining. It should be
appreciated that the bus priority signal of the illustrated embodiment need only be asserted
during bus initialization priority state 214 of the bus initialization mode of state machine 200
because the bus protocol prevents system resources from asserting new transactions on the bus
for 3 clock cycles, while system resources are allowed to get off of the bus. Of course, variations
of bus initialization state machine 200 may be implemented, such as where system protocols are

different than those described.

[0036] In operation according to the illustrated embodiment, a bus initialization
error is detected and bus initialization state machine 200 allows 3 clock cycles (states 211-213)
for system resources to get off of bus 101, as is consistent with system protocols. Thereafter, a
bus priority signal is asserted by bus initialization state machine 200 to prevent system resources
from asserting new transactions on bus 101. Bus initialization state machine 200 allows in-order

25253632.1
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100341 According to embodiments of the present invention, bus initialization state machine 200 will
not move from bus initialization bus priority state 214 to return to idle state 201 until transaction
draining for error recovery is completed. For example, the illustrated embodiment of bus initialization
state machine 200 remains in bus initialization bus priority state 214 until the in-order queue is drained
(e.g., processor interface in-order queue deasserts the PIQ_DRAINING sigpaijead ddosodssdasaction
table is empty (e.g., header/data processing asserts the TRANS_TAB_EMPTY signal). Of course, as
with eachayedeatbl togiaing causesiragkadsneansagiensheld inyeapsactiondeRls Jgrh i B& GFPRRRSY signal is again
asserted yilgdusmifkibaationastaies FIRGRIREnSAN G tbkeilussaleslisibesisaaiss thutuss initialization
priority state 214, bus _ initialization state machine %OO will . agajn move to bus initialjization state 211.
100351 THRSBYRSEH R % BISR G iR ar e dABeRhes MR SR BB 200 8% of the
illustrated gplerdidnentronmgdemdadtdr fnibiig Hdsdnitislisanddls wdie,nhoking sRddmesniiesvarious
system resogrceE, SHI§|§ fs PIOCessors 13 et%ﬁ% 1(% . I%grraex?ﬁggl%, bus initialization state machine 200
may assePPileh %spr %f %lglrai‘alﬁrolgh%l%l’t e précessors oif the Bus so they do not assert any new
transactions while the bus queues are draining. It should be appreciated that the bus priority signal of
the illustrated embo[ﬂﬁ#@ht%Réf—ﬁﬁt&ﬂ3?%%’%%@?5%@%%@‘%8@%%&%3%%ﬂ?&ﬁf}}%ﬁéﬁ@ 214 of the bus
initializatigmerRea 0l &iskewnadhinprily batavachiie3D0s o tadaldinere oty miesenresources from
asserting new transactions on the bus . for. 3 clock cycles. while system resources are allowed to get
off of the BIYSPEﬁ“c‘SSPs%?q%?%H%‘E%né‘ SO lﬁfézflr?l%%thaa o oA ? 6&6{% mgél sz'&bﬁ%fgf/%g?%s g%rﬁré ted, such
as where syst@id, puot doo sssetingi fidrerpribriry sigrsd td &sepibysteriogssicrs offefhitsil 8bcording to the

lllustrated £OOAG! ,%s%ﬁUﬁt&P&%@%?ﬁEﬁfhe%@%ﬁf@ﬁﬁﬁ%ﬁ&@k@#%ﬁ?ﬁﬂ?ﬂxﬁﬁiﬁaﬂﬁcm”e 200

allows 3 clock cycles gstates 211-213) for system resources to get off of bus 101, as is consistent with
system profBRe B9rsurhags statep ADFHY Srirsnf SusdaitisligrHonRrs RiigERy SR AAE machine 200

to prevenysyissgm resources from asserting new transactions on bus 101. Bus initialization state
machine 200 allows in-order 25253632.1 11 Docket No.: 200300034-1

[0038] Bus priority state machine 300 of the illustrated embodiment includes states

301, 311, and 312. Because the illustrated embodiment is implemented as part of bus
initialization state machine 200 no idle state is provided. However, it should be appreciated that
alternative embodiments of bus priority state machine may include such an idle state. State 301
is associated with an overriding state (state 0) of bus priority state machine 300, providing
overriding error ignoring and non-tracked transaction issuing. States 311 and 312 are associated
with a second state (state 1) and third state (state 2), respectively, of bus priority state machine
300, providing bus queue draining control. Descriptions of these states according to one

embodiment of the invention are shown in the table below.

State Signal Description

0 BINIT_MODE Ignore errors, issue all non-

tracked transactions

25253632.1
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gueue 111 to drain, causes tracked transactions held in transaction table 144 to be dropped,

returns

non-tracked transactions held in transaction table 144, and allows transactions that are elsewhere on
the system to be returned. Thereafter, bus initialization state machine 200 has completed controlling
transaction draining and returns to an idle state, allowing system resources back on bus 101 for

initializing, e.g., fetching code for a soft boot. [0037] Directing attention to FIGAJRIENS; ameapodiment of
y state _machine 300 is shown.Rus priority state machine 300 of an embodiment of the

bus priority
present i
priority s
According
machine
Bus prior
Because
idle state
state mad

)

inbention is operable when b{i8#Rit

200, such as states or sub-states of bus initialization bus |3F
ty state machine 300 of the illustrated embodiment includes states 301, 311, and 312.
the illustrated embodiment ig
is provided. However, it sho

Gtate maching
late 214, and thus asserting g bus priority signal to keep

ly, bus priority state maching BONIThMODEIMplemented 3

f5tiqasdoFOD
implemented as part of bug ReHiRenohstardtanytoastkiete
ild be appreciated that alter
e state. State 301 is associ

na avorndina o

hine may include such an id

wh: atata [aYa) BFOY opn-trackad tran

of bus pri
iIssuing. S
respectiv
these sta
Descriptic
No.: 2003

[

States 311 and 312 are associ
ely, of bus priority state machi

bn O BINI T_MODE Ignore €

ching 2
state-machine-300,pre eFegReH
te %Q—w%m nd state (S
ine 300, providing bus que
BB LMQDRvention are showuip,
rrors, issue all non- tracked
OAC: Do not start any requ

EEG TRt otace
es according to one embod

bineluding Sapked frapaagtions
to POD

00034-1 1 PIQDRAINING P

POD: Drop all tracked
transactions, send pops to

POAUC, return data credits

@ ithn doiamich §aid retorh. Baderipti

rsl(lﬁ gﬁl 9?48\’" Stat¢ Signal
ransactions 25253632 112

» POAGs Posgt st aiyation bus

SYSIEERd AR atked bus 101.
as a part of bus initialization [state

if desired| [0038]

00 no

nativg gigrodiments of bus priority

ated With an overriding state|(state 0)

ton
2),
pns of

Docket

[0039]

state 301, in which errors are ignored and non-tracked transactions, e.g., transactions associated

In operation, bus priority state machine 300 provides an overriding state,

with system resources disposed on other buses, are issued as long as bus initialization state
machine 200 remains in bus initialization mode. For example, if a transaction generates an error,
because the system is already in a critical error recovery mode it is expected that such generated
errors will not be as severe as the one currently being processed and, therefore, they may be
ignored. Moreover, such generated errors are likely associated with, or the result of, the critical

error being processed and, therefore, may be ignored as a cascade of errors.

[0040] Additionally, the illustrated embodiment of state 301 provides control
signals for draining transaction table 144. For example, irrespective of whether in-order queue
111 has completed draining, if the bus is in bus initialization mode state 301 may provide a
control signal to header/data processing 143 to analyze transaction table 144 and drop all tracked
transactions. Additionally, header/data processing 143 may issue all non-tracked transactions of
transaction table 144, thereby facilitating continued processing of resources disposed on buses

other than the bus for which a bus initialization error has been detected.

25253632.1
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BINIT_MODE transactions to POD POD: Do not start any tracked transactions 2 -PIQDRAINING
POAC: Drop deferred reply with hard fail (return header BINTT_MODE credit), send all the rest
including tracked transactions to POD POD: Drop all tracked transactions, send pops to POAC,
return data credits [00391 In operation, bus priority state machine 300 provides an overriding state,
state 301, in which errors are ignored and non-tracked transactions, e.g., tramsactiorrsosmeraiated with

system resources disposed on aother buses, are jssued as long as bus initialization state . machine 200
remains in bus initiaf?4tbn Bk stads %%?ﬁﬂrg}H’P&“ﬁ&iﬁa§5§?89ff‘beé‘hﬁﬁ%ig'§‘%{hte€r§&ﬂ, 2l Atise the
system ismabredihg icoatailidd] syjmct e dudningfdanbis expled adrdaatisnc hgendstajeelieerrors will not be
as severe as the gn reqtl i rocessed and. therefore may be i red, over, such
it R L S R LG R e 1 iy
therefore during|tkeitimonadvhich inesrdatigueliel idris. dr@igingl Buietitimoedsr, qhend(Lstheedranddodiment of |

state 301 GOUdSSHORIA) 2 0is RLAR W HARSRAHPIADISRIAR NG SUAmAle sl apryve

whether in-order queue 111 has completed draining, if the bus is in bus initialization mode 'state 301

may provitdiemeaehiae iyl move Searaaus seasdriningstgeatidjo &k HasAcHaBle 144 and drop
all trackediréppnsastiers A dgiired tiunhiRade debpiang aeR PG ladday issue all non-tracked

transactio i) m@ i%% 44, therehy facilitating continued processing of res es, disposed
on buses Bo§§ - (gu v%hsllﬁﬁl% aﬁ%‘%‘ﬁiﬁﬁfﬁ ?(5%1’ € ruéra#%%sgggﬁg gﬁrgfgscfl%%%% A
processor output data 141 to drop tracked transactions associated therewith. Additionally,
embodiments of tracked transaction dropping state 312 will allow transactions which have not
been returned from other parts of the system to time out, preferably as shown and described in
the above referenced patent application entitled “System and Method for Determining

Transaction Time-Out”, and those transactions are dropped.

[0042] It should be appreciated that in operation the majority of tracked
transactions go to processor output data 141, according to one embodiment, as they are data
returns and the like. Accordingly, there may be transactions already provided to processor
output data 141 when a bus initialization error is encountered and, therefore, processor output
data 141 preferably drops these tracked transactions under control of bus priority state machine
300. Additionally, under control of bus priority state machine 300 processor output data 141
may drop tracked transactions as they are provided thereto while in tracked transaction dropping

state 312.

[0043] Processor output address control/processing 142 of one embodiment does
have at least one tracked transaction that is provided thereto. For example, a deferred reply with
hard fail transaction provided to processor output address control/processing 142 may be tracked.
Accordingly, processor output address control/processing 142 of the illustrated embodiment

drops at least this transaction under control of bus priority state machine 300.

[0044] All tracked transactions may continue to be dropped under control of bus
priority state machine 300 while the bus initialization state machine 200 remains in bus

initialization mode. However, when bus priority state machine 300 is in tracked transaction

dropping state 312, at which point the in-order queue has already been drained, if there are any

25253632.1
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13 Docket No.: 200300034-1 10041] Within state 301 of the illustrated embodiment are sub-states 311
and 312 providing control with respect to draining of various tracked transactions. In-order queue
draining state 311 of the illustrated embodiment operates to hold all transactions off of bus 101 during
the time in which in-order queue 111 is draining. Once in-order queue 111 has drained, processor
interface in-order queue 112 will deassert the PIQDRAINING signal and bus psig#iRe.- séadgacsaachine 300
will move from in-order queue draining state 311 to tracked transaction dropping state 312. Tracked
transactioRY dpHaYstammRy iRt sz et Haghriotbovrimaetions RANS aighsd eatbmbrprocessor output
address ceptslipeesttidihfbata 08 tHRMEeREEH. output data 141 to drop tracked transactions associated
therewith. Additionally, embodiments of tracked transaction dropping state 312 will allow transactions

which have not beefyigity S i BUBLRRIR RIS AIIEI BN A LAE /ARl g ghovn and

described in the above referenced patent application entitled "Sgstem and Method for Determining
Transactidii9iiyesiatamashine308ane% he etrinplishedirop pamben ol wpys s Hou RX BBPIS; Preessted that in

operation Hig,ARE BoRSIACHS PrdtaRsReHaRSs I8P REERSRE UM dhdlBihdrityaaaqrdingsifgone
;

embodiment, as they are data returns and the like. Accordingly, there may be transactions already

\C y :
provided té4r B A edhARPERRE G FEN Bsh RIHRRY RS ATt e b RERSSESPE QUPH i refore,
processor dutptl 41 terdekispr afidrai ¢ ahiteglptbaseinpaie dridanrdratiardatadecessing @43 hiays priority
state machine .300. itionally.. under coptrol of bus, priority state machine.30Q processor output data
141 may 8?8{33 ?g%ﬁéjqﬁ%ﬂ)ﬁgﬁg#se %s aggogﬁeo‘ﬁtrgr\l/i e %ﬁégt@t‘ w vﬁ%yiﬁl?rt'a{% e E’Zcr?;{ﬁgaction dropping

state 312. fodsiBlePAveesding sogneteamhadimeniohansaptioteioshsgirrppediharie IEhbis disresft does have at
least one yaekadtAncRatRR R :mBiovdRAHREIR fuebL¥aMPIEaR Hefrbedsteplynuite hard fail

transaction provided to processor output address control/processing 142 may be tracked. Accordingly,
processor bt TaRFRstion dnfa sty AL I Pal4s asiasiat ’(&éf‘é’&ee?ﬁﬂ’(?(ﬂfﬂ‘é‘?ﬁwﬁsrops at least this

transaction under control of bus priority state machine 300. [0044] All tracked transactions may
continue to be droppi@84ehddt shewlbboipyeciated that providing for draining of queues in the above

described order accommodates “spoofing” completion of the various pending transactions in
accordance with system protocols. Specifically, the in-order queue, itself drained in accordance
with system protocols as described in the above referenced patent application entitled “System
and Method for In-Order Queue Draining,” is drained before various transactions held by the
out-of-order queue, allowing particular transaction requests to be moved through the system
substantially as in normal operation, e.g., returning responses to system resources not disposed
on the bus experiencing a bus initialization error to avoid their processing “hanging”.
Accordingly, a bus initialization state machine of embodiments of the present invention
coordinates when particular actions are to take place, in part determined by system protocols, to

provide for orderly transaction draining for graceful system crashing and/or error recovery.

[0047] If implemented in software or microcode, the elements of the present
invention are essentially the code segments to perform tasks as described herein. The program or
code segments can be stored in a computer readable medium or transmitted by a computer data
signal embodied in a carrier wave, or a signal modulated by a carrier, over a transmission
medium. The computer readable medium may include any medium that can store or transfer
information. Examples of a computer readable medium include an electronic circuit, a
semiconductor memory device, a ROM, a flash memory, an erasable ROM (EROM)), a floppy
diskette, a compact disk CD-ROM, an optical disk, a hard disk, a fiber optic medium, a radio

25253632.1
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priority state machine 300 while the bus initialization state machine 200 remains in bus initialization
mode. However, when bus priority state machine 300 is in tracked transaction dropping state 312, at
which point the in-order queue has already been drained, if there are any 25253632.1 14 Docket No.:
200300034-1 new requests coming up that are not tracked, those transactions will be allowed on the
bus according to embodiments of the invention. 100451 It should be appreciRigehhabsdpeuaping
transactions under control of bus priority state machine 300 may be accomplished in a number of
ways. Forfeernenple(Ritblilsste- dibgresmepiisreistn signal mayrmelylenny gigeal shad prapionsgatssing 142,
and/or hegggridalaanigses sieGub'shitnay delginilr-rrtUliatRIY JpaastighsAdditionally or

alternatively, processqr qutput data control 141, processqr address cantrol/processing 142, and/or
header/d A HIRREASHE REFiRkS, 16p LRSS SRemrRIsIpRY Bs rEniraded Xk SRBIHS ASEPHSS in such a
way that ey bege et Iitlandcaording to one embodiment, transactions to be dropped have 1D
bits thereof manipulated such that when these transactions are put on bus 101 all the processors
ignore it, e.g., the transaction data returns an ID that is associated with none of the processors.
[00461 It should be appreciated that providing for draining of queues in the above described order
accommodates "spoofing" completion of the various pending transactions in accordance with system
protocols. Specifically, the in-order queue, itself drained in accordance with system protocols as
described in the above referenced patent application entitled "System and Method for In-Order Queue
Draining," is drained before various transactions held by the out-of-order queue, allowing particular
transaction requests to be moved through the system substantially as in normal operation, e.g.,
returning responses to system resources not disposed on the bus experiencing a bus initialization
error to avoid their processing "hanging". Accordingly, a bus initialization state machine of
embodiments of the present invention coordinates when particular actions are to take place, in part
determined by system protocols, to provide for orderly transaction draining for graceful system
crashing and/or error recovery. [00471 If implemented in software or microcode, the elements of the
present
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invention are essentially the code segments to perform tasks as described herein. The program or
code segments can be stored in a computer readable medium or transmitted by a computer data
signal embodied in a carrier wave, or a signal modulated by a carrier, cB/OeCLeT'{]roan 5&88'951_1medium.
The computer readable medium may include any medium that can store or transfer Information.
Examples of a computer readable medium inclugegeglectronic circuit, a semiconductor memory
device, a ROM, a flash memory, an erasable ROM (EROM), a floppy diskette, a compact disk
CD-ROM, an optical disk, a hard disk, a fiber optic medium, a radio 25253632.1 15 Docket No.:
2003000341 frequehbgt (RERIfired, istc. The computer data signal may include any signal that can
propagate over a transmission medium such as electronic network channels, optical fibers, air,
electromagnetic, RF links, etc. The code segments may be downloaded via computer networks such

as the Internet, Intranet, eft "PE¥8IBRPOAPEIRLERERRIGN FFHRHBOIREAIPT CCRIRIS W AEEWaimed is: 1.

A method foc@opisiiing transaction draining for error recovery, said method comprising: asserting a

contolsignal (311)@ piRyent SRIPHLFEPRAIECD (A ) 3sneiaies, 11 abariculag o from

issuing new requests; allowing an In-or drainall transactions stéred thereimn during
assertion of Vé&ic BAHIFIRERIFPATTERbISHIHY MM ERESSSs tracked by an out-of-order queue (312); and

issuing transactiongIlitiRekes s A @Uio Q- ARAAT PAIRERI(ROdhrivnaERiM Saithgciapring dransactions
and said issuiné; tr ns1actions are performed after said in-order queue has drained all said transactions
stored thereifi. 00 signal,

dropping transactions tracked by an out-of-order queue (312); and

issuing transactions not tracked by said out-of-order queue (301), wherein said
dropping transactions and said issuing transactions are performed after said in-order queue

has drained all said transactions stored therein.

2. The method of claim 1, wherein said dropping transactions and said issuing
said transactions are performed by at least one of a processor output address block (142) and a

processor output data block (141).

3. The method of claim 1, further comprising:

dropping transactions stored in said out-of-order queue.

4. The method of claim 1, further comprising:

ignoring errors generated in association with said transactions.

5. The method of claim 1, further comprising:
implementing at least one stall state (212, 213) prior to said asserting said control

signal.

6. A system for controlling transaction draining for error recovery, said system
comprising:

a first state machine (200) having at least a first error mode state (211) and a second
error mode state (214), wherein said first state machine is operable to enter said first error
mode state whenever a particular error is asserted, and wherein said first state machine is
operable to enter said second error mode state after said error is asserted, said second error

mode state asserting a control signal to hold system resources (131, 132) off of a particular
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2. The method of claim 1, wherein said dropping transactions and said issuing said transactions are
performed by at least one of a processor output address block (142) and a processor output data
block (141). 3. The method of claim 1, futher comprising: dr.o.pplng tralgos&gttﬁg:s 2‘&6)!&)‘83' _1sq|d
out-of-order queue. 4. The method of claim 1, further comprising: ignoring errors generated in

associaltlion W&iﬁ\ﬁgﬁztfgéﬂimﬁq{%hﬁde Fb&n”%@i@@é’c%ﬁ&'@rmIlnéuétbﬁfg?%ﬂ&féﬁinﬁifdmiﬁé?@iﬁﬁting at least
one stall state (212, 21 Wprior to said asserting said control si nal. A slystem or controlling
: IR dn %

transaction dfa IH%%P oWr%%g\?SFﬁn Tl RS ?S%Stggn%? fﬁ’gt'g’[%t%ern%gﬁ?n'éai 6'3 having at
least a first emanathectbatitaslithssindraoseobndieeaueuerinde wedr(Ppdl, wherein said first state
machine is operable to enter said first error mode state whenever a particular error is asserted, and
wherein said first state machine is operable to enter said second error mode state after said error is
asserted, said secohd errdMniSiETs e ABE WG Tt BILigAl TEHoNe K4ET Feleatidds (131, 132)
off of a partictalhstate’ (Pi2cRes)Nid 2063006 Bdehinb usowihg ehsaighdziteamexshome ssalhssaedvbecond error
mode state, il SR K| 316 BACPIGEHRIA% AR SRFONG, REQE pdle state at least unil an
in-order queue has been drained and all transactions in an out-of-order queue have been dropped. 7.
The system of claim 6, wherein said first state machine includes at least one stall state (212, 213),
said first state machine moving through said at least one stall state when sequencing between said

first error mode state and said second error mode state. 18
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