~1- NESSAGE CHAI Nl NG TRANSM SSI ON PROCESS AND SYSTEM FOR DATA BASES. The
present invention concerns a process agd system of database updating, and
in particular during the transm ssion of a chain of nessages. 5 1n a
system conpri sing a managenent centre and a plurality of subscribers over a
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are addressed, either to all s to one subscriber in
particular, that is to say that it contains a subscriber nodul e address.
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This security nodul e can be directly installed in o
but for a short moment. One understands that, in the example of an audio/video
15 transmission, the emission channel cannot be interrupted but for a short moment so

that no visual impact will be perceptible.

This is why, for transmission of a large amount of data, it has been necessary to

divide them in a large number of messages.

These messages are sent in sequence on the network, in a logic order, that is to say

20 one after the other, separated by a short interval, for example one second.

As certain systems of this type do not use return towards the managing centre, as for
example a modem, it is difficult for the managing centre to know if the sent data has
arrived correctly. In this way, it is obliged to repeat these messages periodically so as
to statistically ensure that each message has arrived at destination.

25 A subscriber module includes schematically a numerical, audio, video or data
receiver, to see a combination of these three types, a decoder able to separate the
management messages, these latter being directed towards a security module
comprising the subscriber database. This security module can be directly installed in



-2- the subscriber nodule or, for security and cost reasons, it can be as a
det achabl e nodule such as an intelligent card or mcrochip card. The
nmessages arriving at the security nodule are processed by the control -data
reader. It is possible that the nessages do not arrive in the em ssion
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subscri ber's unit was not engaged at the nonent of the sending of previous
messagesnoduleissich@searsitglligent cape or ficoichip gardor t o each processi ng, each
nmessage is first decrypted and controlled for its authenticity. A nessage
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25 processing of all or part of other elenents of the chain. In fact, due
t o t hi s Anfirst soludiohi comsistd iromiemorisinglall messageb constitatingel emaintandowheen it

chain, it is possible to determne if .S _nessage n pe processed, ..
cepar at & §OTPTEtR. 0 PoPRd 15 16 EDeRRRING: (1S SORTgh des B iowPaghi asieblish
congs degrd | iyt Bf fRFfiakRAlum chain according to the memory available.

The memory capacity of detachable intelligent cards is limited, which obliges the

card to process each message at each arrival.

The problem that the present invention proposes to solve, is to suppress on the
subscriber's database the disastrous effects due to the execution of messages in an

20 order different to that initially foreseen.

This aim is fully reached by a transmission process of a chain of subscriber's
database management messages, a process consisting to associate a conditional
block which determines if the message is to be processed without reference to all or
part of others element of the chain or the conditions bound to the previous

25 processing of all or part of other elements of the chain.

In fact, due to this new conditional block included in each message elements of a

chain, it is possible to determine if this message can be processed separately or

must satisfy the conditions of processing of the messages considered to be received

first. It is obvious that this test allows also to determine if the message in evaluation
30 has already been processed.



first. It is obvious that this test allows also to deternine if the message
in evaluation 30 has already been progessed. -3- To reach this aim the
security nodul e di sposes of a nmenory organi zed under the formof table
i ndicating, for each chain which are part of the nessages of this chain
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the security nodu t he nessage el enent ~ famly 5, this fressage being
el ement indicationhbindingnthieyprotassing rof tthe paesssgeninvpriogress taconditien of havirg it s

i ng. i itted t th di i LE this | teth it
can be R oesBIn? Aredipupdngiedte. BHESEh SNer e ird coleeh i BecSiat
doeg) Nohs cERatichBan EA6h RISHERBONthe hekshge CRER. iPoridi@mpléeit i®baesibid td he
chain. One can 20 inagine the case where one | oads a significant software,
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i ndi f f epg¢é tHYE fifictio the other hand, the |last elenment of the chain
‘starting this new software will contain a condition stating that all the
el ements 25 of the chain nust have been carried out in order that this one
. can be Et)TEHobd1anRds. its part. Wien this condition has been satisfied,
the table correspondent to this famly

15 We take the example of the arrival to the security module of the message element of
family 5, this message being element 4 of this family. The first operation will be to
determine if its processing is submitted to other conditions. If this is not the case, it
can be processed immediately. It should be noted that to chain messages does not
mean that the processing must be made in the index order of the chain. One can

20 imagine the case where one loads a significant software, and for this reason, one
divides it to transmit it in a chain of messages. Each of these messages contains a
charging address and the corresponding data. This is why an element of the chain
can be processed in a indifferent order. On the other hand, the last element of the
chain starting this new software will contain a condition stating that all the elements

25 of the chain must have been carried out in order that this one can be carried out for
its part. When this condition has been satisfied, the table correspondent to this family

indicates that all messages have been carried out.

According to a variant of the invention, the conditional block is divided in two parts,
the one called "operation" to describe the type of logic function and the other called
30 “interested element” to describe on which other elements the operation must apply.
The size of the part “interested element" corresponds to the size used in the table



‘i'ndi cates that all nessages have been carried out. According to a variant
of the invention, the conditional blocgl is divided in two parts, the one
call ed "operation" to describe the type of logic function and the other
called 30 "interested element” to describe on which other elenents the
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the fol 'ow ng nessages nessage arrives
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possi bl e on the other hand that a great deal of tine el apses before these
are premﬁsasﬁsn@%rﬂaﬁ%m'§§nam%§ﬁ%set he risk that some are rejected, for

exanpl e due to the bad quality of the connection between the managi ng
cenjse apdording to an embodiment of the invention, the subscriber module, besides

sending the messages to the security module, includes a memory to memorise them
as soon as they arrive. ' |

Therefore, it is possible that the absence of a message containing a condition on a
preceding message leads to reject all the following messages. When this attended

20 message arrives, it is of course processed authorising the processing of other
messages. It is possible on the other hand that a great deal of time elapses before
these are present in the transmission with the risk.that some are rejected, for
example due to the bad quality of the connection between the managing centre and
the subscriber module.

25 To minimize the number of repeated messages necessary for the chain is finally

| carried out in its entirety, the security module can accede to memory situated in the

subscriber module because it contains all the messages in their arrival order. Thus,

as soon as the arrival of the missing message and its processing has been

accomplished, the security module asks the reading of the memory to process all the

30 messages which have been rejected because of the condition on the missing
message.



t‘he subscriber nodule. 25 To ninimze the nunber of repeated nessages
necessary for the chainis finally cgstied out inits entirety, the
security nodul e can accede to nmenory situated in the subscriber nodul e
because it contains all the nessages in their arrival order. Thus, as soon
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appl i cat ltes in the confidentiality of the organisation Of data. For
this reason, instead asking the transnission of a specific address, the 15
secur i t yheveadiagaythe secusiiy seodule capder realised Jahiffereat ways. [§gan agk the

message t al | Y. I ' CUri; I I ns
o sort tanemstitBEah bxath addissor fie sABHORA NoverttI o o impoRlt s3pbll™T
carry ogf thel B6curity anthigkind bf apglidatibhdiesundre Sonfidehtislity of thé begdrisdtion ng
detail ed description which refers to annexed draw nfgs whi ch are given by

. way of @f data.|faf thig r%onz@ﬁggg@sgi,ng\,mr@mﬁmission of a specific address, the
15 security module asks the subscriber module to submit all or part of messages

contained in its memory. A loading of the security module remains to sort out
between the messages already carried out and the messages to carry out.

The invention will be better understood based on the following detailed description
which refers to annexed drawings which are given by way of a non limitative

20 example, wherein:
- Figure 1 represents a message such as that sent in the systems of prior art;
- Figure 2 represents a message such as that sent according to the invention;

- Figure 3 represents an example of updating the temporary memory of the

subscriber module.

25 In Figure 1 the different blocks of a message which take part in the function of
chaining are represented schematically. We find a first heading block HD, which
describes the kind of message, and contains the information that this message is
part of a chain. To form the chain, a second family block FM indicates to which family
this message belongs. In fact, it is possible that several chains are transmitted

30 simultaneously and in this case the identification of the family is necessary. Now that



Figure 1 represents a nmessage such as that sent in the systenms of prior
art; Figure 2 represents a nmessage sugh as that sent according to the
|nvent|on Figure 3 represents an exanple of updating the tenporary nenory
of the subscrl ber nmodule. 25 In Figure 1 the different blocks of a massage
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constltlgx@@u@/thas héwlrflesejd. sed 15 with groups, a group for each el ement
of the chain. Each group contains a condition on an eI enent of the chain

and can have several neanin
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on an element of the chain and can have several meanings, for example the

condition "must have been executed”, "can be executed” or "must not be executed".

The latter condition generally corresponds to the first.

We take the example of a chain of 6 elements, the element 3 should forcedly be
20 carried out before element 5. In this case, one can specify in message 3 that it
should not be carried out if message 5 has been done. This condition can lead to a
locking if one does not specify the inverted condition in message 5. In this case,
message 5 will contain the condition "must be executed", on message 3 in order that

if message 5 arrived before 3, it will be not processed.

25 In Figure 3, an implementation of the memory M of the subscriber module and the
connection with the security module are represented. The incoming flux is firstly
filtered by a module SEL, which has the scope to separate the managing messages
of other data. These messages are then transmitted to the selection module SW
which has the scope to send them to different modules that is to say the security

30 module SM, to the processing centre CTR of the subscriber module STB and to

memory M of the subscriber module. The placing in memory of these messages



We take the exanple of a chain of 6 elements, the element 3 should forcedly
be 20 carried out before element 5. |p _this case, one can specify in
nmessage 3 that it should not be carried out if nessage 5 has been done.
This condition can lead to a locking if one does not specify the inverted
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to destination of the subscriber nodul e
physically in the subscriber unit STB. This is why the card SM can, by the
intermediate of the line 1/0, ask the availability of a memory section so as to be able
to store the messages of a chain. In our example, the maximum number of elements
20 in a chain does not exceed 16. So, at the arrival of the first element of the chain, the
card SM, by the line I/O, requests the reservation of at least 16 memory places. If,
during the transmission of this first chain, another chain is announced, the card will
ask the reservation of 16 new places in order to assure the storage of a maximum

number of the chain according to the receiving conditions.

25 In order to read the data contained in the memory M for example the position M3,
the card SM can order, through the selector SW, the address multiplexer AMUX to
return the content of this memory position. In order to forward these data towards the
card, a data multiplexer DMUX has the function to read the memory position required
and to transfer it towards the card. These different transfers are directed by the

30 selector SW.

When the carrying out of the chain has been interrupted by the lack of a interference
on a message for example, the other messages continue to be stored in the memory



connection represented by the line I/QO As explained previously, the nenory
Mis physically in the subscriber unig STB. This is why the card SM can,
by the internmediate of the line I/O ask the availability of a nmenory
section so as to be able to store the nessages of a chain. In our exanple,
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functi ofhd es8a8ed MEthBRBfiValRdLs.i on required and to transfer it towards
t he carg‘. L?’11es§€eols% ferent transfers are directed by the 30 selector SW

When the carrying out of the chain has been interrupted by the lack of a
i nt er f elreaneembadiments theymeraerydWdsorganized as eheemary Judtes of anfixesulength be

s et r BHRHBNGLE B atteRlint O S Bb! BB Yt he SYERSHE, BRI TIR R
e Y FRMAEST incMdeaCah léntdl huirber iftreasedss @ach mbssdge dftrdduckeicirdtig t he
menory of thé subscriber module. In this case, the entry of the

i nt el | i g@moryacndsan iexitnoembad inciegsed Aepadh reading by the memery@asages but
on the g@@tents of the menmory M This access to nenory Mcan be nade in

di rect 'ess specifying a nenory address, or by sequential access reading
the nmessages in their arrival order. In an enbodi nent, the nenory Mis

or gani zFHeadialoguenpossitilify§ setwalenathei zadl Skhagnt thecsubstiriber rooddie STB, in

el udeBaBIPUT 1hp ERIGe: CF o AeHE@isesh MELErCoTRR ey BNeHOR S Qe of PIOREMS
e Y. 3R0eAfl MEt bt B REmMERCSFARBSkcRBngE OF ohgast the diiet HFeIBRTBHLY of B ger
system, both the card or the subscriber module, is to assure the compatibility of
functions with the material of previous generations. For this, it is interesting to allow
dialogue between the different elements in order to establish the functions available
in each of them; this is the scope of the line I/O which allows to send instructions of
20 the card to the subscriber module. These instructions can, for example, ask the
subscriber module to communicate its audio, video or data functions, the generation
of the module or the software version. To answer to this request, the module STB
disposes of means to compose a managing message and to transmit it, in the
memory M for further reading by the card, or directly to card, such as represented in
25 Figure 3.

According to another embodimént of the invention, the module STB disposes of a
connection by modem with the managing centre. In this case, the announcement of
resources can be made by the module STB to the managing centre through the
modem, on request of the security module SM.

30 As indicated in Figure 3, the module STB receives in the same way the managing
messages coming from the managing centre. The messages arriving to the



GM The dial ogue possibility between the card SM and the subscriber nodul e
'STB, in particular the centre CTR aughorises nore conplex functions. One
of problenms 15 frequently net at the nonent of the exchange of one or the
ot her of elenents of the system both the card or the subscriber nodule, is
{6 assu ) NS . . g .

genor at P SIERERRIE TR b Bontald 8 5oh Aralioh Yttt RERLRD. ThelleStoms

di f f er en&in ddecmadesbyi theomddent or be transimitied ke carth8M. Beme\afithese enanagirgpach
of the this is the scope of the line |/ ich allows to,send

"nst r ucIesRedss b S desten ol e Bikule S anithe. PoRsSIng ferre G TRns
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video or data functions, the generation of the nodule or the software

ver sh onseduritymsodule SM onite mamorydyl, t he nodul e STB di sposes of neans to
conpose a nmanagi ng nessage and to transmt it, in the menory Mfor further
reading by the card, or directly to card, such as represented in 25 Figure
3. According to another enbodi nent of the invention, the nodul e STB

di sposes of a connection by nodemw th the managi ng centre. In this case,
t he announcenent of resources can be nmade by the nodule STB to the

managi ng centre through the nodem on request of the security nodule SM
30 As indicated in Figure 3, the nodule STB receives in the sane way the
managi ng nessages com ng fromthe nanagi ng centre. The nessages arriving
tothe - ----------- -9 processing centre CIR can contain a configuration
request instruction. The response can be nade by the nodem or be
transmtted to card SM Sone of these managi ng nessages are only destined
to the nodule STB and the processing centre CIR, responsible to the
managenent of the nodule STB, will not transmt themto the 5 security
nodule SMor to nenory M -10- CLAI M



1. Method of transm ssion of chain of database nanagi ng nessages between a
management centre and a plurality of sygscriber databases, each nmanagenent
nmessage conprising a chain header (HD), a chain identifier (FM all ow ng
the sinultaneous transm ssion of several chains and a chain index (Fl)
allowing to identify the nessage i rqiﬂ@wgﬁai n, characterized in that it
consists in adding to each nessage (@ I tional block (CD) which
determnes if this nmessage is to be processed without references to all or

t of ,el t f .th hai. . b '
Pondi ¢ dns. 1 tEed o5 WBRsle0s 8 chiin G el S8 FRandting mefded bdferna s of
t he chamanagenméithesnttd drichas plusalitprofeabsehibeg databbses) éack hnanaggemened in
that it consists in determni ng@aocorm ng to the conditional block QCD) i f

al | or passage epmpHling af chaie headem (KB, aochainsidentifief (EMnatlowinge threen

i oS ’ nict . ol o i
Char act Smyliitous? raliGinfsier of| SAF SRafi8 e 4 Gt gk BT AIGHPG,fo e
subscri kntifiatrdArSsagetiaitne chain, chassuterided inf thatritt domsists in edlding todeddte

processing state of each elenment _of the chain,, and to update sajd table
every tMassapat 2aaRopditigpal blgck: HeDy nahigh; determinass éy thisnmessage eist i tbsai d
tabl e ej ' r fLen ef i

e, aPrREERdd WERR TeRledcel BMCLRDEET Borints) 60ng Edifor REbe o

i Nt hat ptduessed zreording tol dtebasditions linkdkth the previduscprocessingidf alirat part t hat
It consists in_ nenorising the nmanagenent nessages in a nenory of the
subscri BEelaments dh¢he shaiPr esent them on request to the database. 5. Method
of transm ssion according to claim4, characterised in that it consists in

Menori shng i me‘iﬁ?a of tﬁdﬂ@ﬁdiésqama'aeo@w%l‘aimeﬁp&hérae%ea iRASAAORSIAE NI

the increasing of a stack polnter ncom ng nmessages, and to allow a
di rect &acdetesminifig ialceonding tthe erriditibrial dinakEReif all 2 arbof alemends of the
transm ssi on accordi Qg to cLai 4. characteris ?l i,n that it consists in
usi ng t ABAREGRASE PF FFUSHR™ IYS E‘?qilﬂ)aé@ brgn P(&?Fﬁ?%@ I 2 serial menory buffer
ina fixed |ength. :

3. Method of transmission according to claim 1 or 2, characterized in that it

consists in managing a table to the heart of the subscriber database containing a
piece of information representing the processing state of each element of the chain,
and to update said table every time that an element of the chain is processed, and to
restart said table either on request of the managing centre, or after a predefined

time.

4. Method of transmission accordihg to claims 1 to 3, characterised in that the
subscriber database is linked to a subscriber unit and in that it consists in
memorising the management messages in a memory of the subscriber unit and to

present them on request to the database.

5. Method of transmission according to claim 4, characterised in that it consists
in - memorising in series the incoming messages, each incoming message causing
the increasing of a stack pointer of incoming messages, and to allow a direct access

of the messages asked from the database.

6. Method of transmission according to claim 4, characterised in that it consists

in using the memory of the subscriber unit working as a serial memory buffer in a

L

fixed length.



1111111 T111 111211121 1 IN * CL -11- 7. Method of transmi ssion
according to clains 4 to 6, characteriged in that it consists in receiving
in the database, a nessage elenent of a chain, and to allocate in the

subscri ber unit, the menory necessary for receiving all the elenments of the -

chain. 8. NEM%% fo ttFéHb?ﬁ?s%hOQc@d}B gdd(;%latnﬂsci 3h"g, éhé%c?%gléétﬁﬁ@amaﬁri{“d

i n that |t conS|sts on request w t he conposition
subscri bmsnsisdnlrecemlr@ lnrihaa@tabpsmsasa@ssdgs ellerbengof as:hauf tamal o allodate

hardware esou C an send sai d nes £ej the he dat apgse
(5 off fe° BibSciheiginib ine BRIy reCeReainr drbelingall ¢ Seest: 6f 1P « o
claim SChé;h_ar acterised in that this request is transmtted, either by the
managenent centre under the form of a managenent nessage, or by the -

dat abase (SM under the formof an instruction by the 1/Oline. 10.
Tr ansni 8si onl ¢ of dransgmaisaioof amd@gnty claimb o4 donds shafestarisegr insthad i

comr s swapiiS. F 18HMeS: Boc AR coRtaRRldr Ty IndicalnsciBibHoldienaf 2

i dent i f frdhagily mzistsa?e rcueschbmgsus"rubfma@uﬁd tHarOWETS Péstureés andehaendiiy NS,
and a chain |ndex allowwng to identify the nmessage in the chain,

char act 8aifJagssage, mther to tmcdaiabgsa(%Mmrttpdhalmaﬂlag,ememmntmq| ch
determnes if the nmessage has to be processed without reference to'all or

part ofgthe ﬁeﬂwaggﬁﬁ@%%&h%&rd o %I Braﬁﬁ%ﬁféiilsﬁﬂqmtﬁéﬂ?nsl Rquest =

conditions Tinked revious p Pocesaih ele
t he chaisntradsmitteda restines sﬂymhesmshegenfenc mentreaindmsmeghmacba rrdanggément ai m
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must not have been processed f irst. 12. Transm ssion system of cha| n of _
e Ty T ahan G g aetect HestgditorifaRa L
state omanlagementemtreg arid aaplurality safgsubs$cribies'scunith each unit comprising a

database, each message comprising a header (HD), a chain identifier (FM) allowing

the simultaneous transmission of several chains, and a chain index (Fl) allowing to

identify the message in the chain, characterised in that it includes a conditional block

(CD) which determines if the message has to be processed without reference to all

or part of the elements of the chain, or to be processed according to conditions

linked to the previous processing of all or part of elements of the chain.

11. Trahsmission system of chain of messages according to claim 10,
characterised in that the conditional block (CD) contains a condition determining if all
or part of the elements of the chain can, or must, or must not have been processed
first.

12. Transmission system of chain of messages according to claims 10 and 11,
characterised in that the security module (SM) includes a message manager (GM)
able to store in a memory the state of the processing of each message of the chain,
and that it includes comparison means of this state with the conditions mentioned in
the conditional block (CD) of the message in processing.

13. Transmission system of chain of messages according to claims 10 to 12,
- characterised in that the subscriber unit includes a memory (M) of messages, each

* c L M S *



and that it includes conparison means of this state with the conditions
mentioned in the conditional block (Cwp_of the nmessage in processing. 13.
Transm ssion system of chain of nessages according to clains 10 to 12,
characterised in that the subscriber unit includes a nenory (M of

nmessage ] L LT ML L4 Ll kil 18 CNEl S

causi ngﬁcg@ﬂggsﬁégéé%ngé%#ﬁé htﬁbprh%srhémmslgggtgui ﬁ%ﬂgbgn@%rgggﬁ, ﬁ%d I n
t hat t henerromyr (MY, amndiihethaSthe i secuitie snodides(SiM) ircduties dneqso te@ sead harsk
messages. 14. Transm ssion system of chain of nessages according to clains
10 to 1Broces§ihess B16588E8%n that the subscriber unit (STB) includes a
connection line (I/O towards the security nodule (SM and that it

i ncl udeggneansaisinidsiof’ Sydtemt be chb#ﬁ_o?%eé@d@ﬁ@édrd(d\é taaihdl 19 foP 18he
instructions received fromthe security nodule (SM, and to answer about

t he conpbatacterisegnin tthat s diubgcdbera uniné@TBY incledesya@ copneption dingr (HOQ)

dul SM . . T M S§i t f .chai f '
Clai s Qv tRe seepInpaYBISH 71 et G BB e B e e B et Blces
a sel eCth®memer) eV) Dcordihg i fHe ifst&RABAS trebbivedepaimting seburmnawITRNt
messages (SEL), the processing centre (CTR) of the subscriber nodule, the

securi t {SKhcandiq angwenabeutdhawenipositian andiite seadingl & mebgaingemensage
managengn ' only to the processing centre (CIR), and
SWi tchrﬁ%&lﬁ/ﬁgéﬁgﬁz@oﬁ% k)%ﬁ?fodul e (SW these nessages only towards the
processing centre (CTR). [1 11111 121222 (et il b MSr

15. Transmission system of chain of messages according to claims 10 to 13,

characterised in that the subscriber unit (STB) includes a selection module (SW)
allowing to connect the separator of management messages (SEL), the processing
centre (CTR) of the subscriber module, the security module (SM) and the memory
(M), and means to recognise the management messages destined only to the
processing centre (CTR), and switching by the selection module (SW) these

messages only towards the processing centre (CTR).

L



