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DESCRIPTION Title of the invention: MOBILE COMMUNICATION
METHOD AND MOBILE STATION 5 Technical Field [0001] The
present invention relates to a mobile communication method for
communicating between a mobile station and a radio 10 base station
using a certain key. Background Art [0002] A conventional mobile
communication system of the LTE 15 (Long Term Evolution) scheme
specified by the 3GPP is confilg %tﬂlﬁ%wunicate between a mobile
station UE and a radio base station eNB, by using a certain key. [0003]
The certain key includes, for example, a key KgRcciph used 20 for
"Ciphering” in_.an RRC protocol, which is a C-plane protocol between the

T 1Rl e o QekH B HHE bhaEe QU & T AN AE T410L ANDAMGBY LE

sTESM &gRcip used for “Integrity Protection” in the RRC protocol, and a key
P[mcief used for "Ciphering"” in a U-plane protocol between the mobile
station 25 UE and the radio base station eNB (Access Stratum, AS) and

" té}ge like. 'Lﬁls_ase efﬁrtain keys are generated using a first key KeNB. [0004]
€ ﬂ1'gct% ahh ey as any of the certain keys and the first key KeNB for a

[oBugyme is not preferable, because it makes the system's security
vulnerable. For this reason, a procedure for updating such a certain key or
a firstlkg RERELA%AG VERHdes kekales b9 tRemstbpbe communication

method for communicating between a mobile station and a radio

base station using a certain key.

Background Art
[0002]

A conventional mobile communication system of the LTE
(Long Term Evolution) scheme specified by the 3GPP i1s configured
to communicate between a mobile station UE and a radio base
station eNB, by using a certain key.

[0003]

The certain key includes, for example, a key Kgrrc_ciph used
for “Ciphering” in an RRC protocol, which i1s a C-plane protocol
between the mobile station UE and the radio base station eNB
(Access Stratum, AS), a key Kgrcip used for “Integrity
Protection” i1n the RRC protocol, and a key Kyp ciph used for
“Ciphering” in a U-plane protocol between the mobile station
UE and the radio base station eNB (Access Stratum, AS) and the
like. These certain keys are generated using a Tirst key Keys-
[0004]

Using the same key as any of the certain keys and the first

key Kens FOr a long time is not preferable, because it makes the
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[0005] 5Here, operations of a handover target radio base station (Target
eNB) acquiring a first key KeNB** used for generating a certain key in the
handover procedure of the mobile station UE are described referring to
Fig. 12. [0006] 10As shown in Fig. 12, first, a handover source radio base
station (Source eNB) generates an intermediate key KeNB* based on a
stored first key KeNB, a parameter "Next Hop", a parameter "Handover

sy&@ﬁ"@%@éﬁ?ﬁﬁﬁ#)&ﬂ%ﬁﬁﬂ .typﬁé‘rnckﬁafﬁf’%n Fm"Té“gFBBgé'liﬂ re for

representing the ication information o over target cell.
up{lOO¥vihg sustcandlyrteimikdyenrsauenstikbgskstation iBgutendover
_eNB) transmits the generated intermediate key KeNB* to the handover

1S ¥t sefb BYsdBiidhiRTarget eNB). 20[0008] Thirdly, the handover
[O%Qﬂt radio base station (Target eNB) generates, based on the the

received intermediate key KeNB* and "C-RNTI (Cell Radio Network
Tempteag IDYpalitiehbyaicch hadoley e det gdi tarfagikepxepiBration

R A A B L i i

a daerdiPA [REY9En the handover procedure of the mobile station
UE are described referring to Fig. 12.
[0006]

As shown in Fig. 12, first, a handover source radio base
station (Source eNB) generates an intermediate key Keng* based
on a stored first key Keng, @ parameter “Next Hop”, a parameter
“Handover Type” representing the parameter type and a parameter
“Target PCI” representing the identification information of a
handover target cell.

[0007]

Secondly, the handover source radio base station (Source
eNB) transmits the generated intermediate key Kegpg* to the
handover target radio base station (Target eNB).

[o008]

Thirdly, the handover target radio base station (Target
eNB) generates, based on the the received intermediate key Kens™
and “C-RNTI (Cell Radio Network Temporay ID)”” allocated by the
handover target cell, a First key Keps™** used for generating a

certain key in the handover target radio station (Target eNB).

Disclosure of the Invention
Problem to be Solved by the Invention
[0009]
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However, as described above, in the handover procedure of the
conventional mobile communication system, there is a problem that both
handover source radio base station (Source eNB) and handover target
radio base station (Target eNB) have 5 to use a plurality of parameters
and functions to generate a first key KeNB** used in the handover target
radio station (Target eNB). [0010] In particular, there is a problem that the

handpyg) 09&8’6@5%%§%%ﬂ3£g86§9“¥ﬁ3%N%iﬁﬁg&B@@F”ﬂP&%%dure

target radio base station get eNB) have to use conversion
offurtetions (Key Deomatdombbaditore didftidifarendm pysibesierstioe pachs a
of the stations, and the mabile station UE also has be provided with the

PrRpfNWHESLY RIS SOHpfGEaI5082EF STREMABnRSRYMCe
eN%'Sgﬂaﬁb%ﬁar@@ébatéﬁa@tn?s%@Bsé@%%&ﬁsﬁorém ?g]éNB) have

hysical Cell ID) of the handover target radio base station. [00
to20Farthemhomer tHdig ioh patrtiehar feainty Fhamafingiise togaivarsite a
. C-RNTI, since KeNB needs.to b upcbated according to C-RNTI._[001 n
TS oG KA preUBrtindhibHbab BOLh AP S, 252 the Station
(Tabgea-dergiped problems, and an object of the present invention is to
provide a mobile communication method with which a first key used in a
[O0B3Rdover target radio base station (Target eNB) can be generated

o BRI SOLE BB B P e
rateshbade vétetasnolfBvetedengdsiprarsd the handover target radio
base station (Target eNB) have to use Keys conversion functions
(Key Derivation Function, KDF) different in parameters for each
of the stations, and the mobile station UE also has be provided
with the KDFs, whereby the procedure is complicated.

[0011]

Furthermore, i1t is cumbersome that Keys needs to be updated
according to PCl1 (Physical Cell ID) of the handover target radio
base station.

[0012]

Furthermore, there is a restriction in flexibly changing
the allocation of C-RNTI, since Kegg heeds to be updated
according to C-RNTI.

[0013]

Accordingly, the present invention has been made in view
of the above-described problems, and an object of the present
invention is to provide a mobile communication method with which

a first key used 1n a handover target radio base station (Target

eNB) can be generated through a simplified procedure.
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5 a handover from a handover source radio base station to a handover
target radio base station, the mobile communication method including the
steps of: (A) acquiring, at the handover target radio base station, from the
handover source radio base station or a switching center, a key for
calculating a first 10 key for generating a certain key used in a
communication between the handover target radio base station and the
So'ﬂ?Pi'SﬁtGEB’rli?Sg l(g acquiring, at the handover target radio base
station, from the switching center, a second key for calculating a first key
[0Gx4jEnerating a certain key used in a communication between 15 a next
handover target radio base station and the mobile station. [0015] _In

the fifstESpaL: ARBIb AT cbiRIRR2EBT BRIt ha HeRER4RE as
a B PE EohRAAISE ROMGERPILE PERNIRT FIRBR I9CMAR I RO rms

command signal from the handover source radio base station, a first key
a forgeogeting coserairhkedoset insocsramuniagition baseeesitihtion to a

handover source radiq base station and the bile statign, to the first key.
hapoNeE SATPRS CATER RoaReati the Romtint 2Rl BerRuIaRGRY fon
mehﬂﬁ@oﬁﬂdﬁmﬂﬁgdﬂw@a&éﬁﬁ%ﬁn‘?@ aeilgsialipn d€0tAk hahdover

the first aspect, in the step (C), the mobile station can update the first key
targefern@dd fghps e csat koY usEHOA thE diamUaiatiocpbliGe drogko base

eVt Soues [ asecsiapan and heyngbile sjiony [AdTS! K

or generating the certain key used inl the communica wee

kehafsipgiraiget iad abese statiok@pdiwdnicbieciatiom iasedam lse tween
arameter included in the handover command signal. 5[0017] In the

th BEgRVE RN ERRSF Ioy e hErae SERRIAN AT erEkte stRg 1on:
anm%;fu%@aﬂriu’thﬁggsgieXng PENRIBUT e PR NRYI PR LS ation,

communication between the handover target radio base station and the
TromwlilessativhclObgsedwbehe paseueted ikelydearircikbdudraibreg a first

command signal, when the parameter is incremented; and_(C2).
ey GRDCA AR RELEAMR HRY AL AT FLigHaRtueen
a kRyseHdndor epMipapisation-haepdie hardavpsrargalyadindasepile

station and the mobile station based on the first key for 15 generating the
stad&iain key used in the communication between the handover source
[Omlcga base station and the mobile station, when the parameter included in
€ Handover command signal is not incremented. [0018] 20In the first

aspeqtpinkee fiasEaspdean ththpanwbe s ivelhded iedic bangexeiod can
command signal is incremented, the mobile station can update, based on

fuihsardmetiids dhe sdreyabr (ioukRdg Hedrsededer Behdkgistafion,
upggggaé‘ﬂ\}'isﬁa I B P RAR RE S Sy SN N eI H4AE e r

source radio base station, a first key for generating a certain

key used in a communication between the handover source radio

base station and the mobile station, to the first key for

generating the certain key used In the communication between

the handover target radio base station and the mobile station.

[0016]

In the First aspect, in the step (C), the mobile station
can update the first key for generating the certain key used

in the communication between the handover source radio base
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25 station and the mobile station, and can generate the first key for
generating the certain key used in the communication between the
handover target radio base station and the mobile station based on the
updated second key. [0019] In the first aspect, the parameter can be KI.
[0020] In the first aspect, the mobile communication method can
further include the step of: (D) storing, at the mobile station, 5 the received

stAEfihe d[Q:(Pl?el]noglol}SseEQW&?pefé Oéﬁ'%eﬁ ?gq:nk (f 'ygne rating

summarized as a ra ase station Wwhich functions as a er target
thaadienksersiatignusken Bnntdid ecstatiam pesftios aabetmmmﬂrmnmaover
handover source radio base station to the handover target radio base

tarpfbnr AR BEsS LtibANnating S flePadsuifita LR onRgERY BN @
paReféiR MM EIR BRANGYET BOM SRR BRse SiatRaa LRyfa calculating

a first key for generating a certain key used in a communication between
[0€ie735 handover target radio base and the mobile station; and a second

(o cadLiHy S SE By 1 Gone g babrtd HeSh e e’ SBbps
oFeo! Oniganet AeWREN aﬂqzﬁélarﬁ@@w@taﬁamlp bgpe stieareyFor

ile station. 20[0022] A third aspect of the present invention is
ge@@mrz@dté@aqﬁm@laaki@w vwaes peffoline £raNYEeabhea between

enlAAVRL S FAe ha3 U000 AN L GBI <ration

e mo ation including: a ey updating u 5con gure
bagedatm epenpaceaivinger hendbyaedoinmend kignabiven dmnhwdbmrg nal,

whgﬂuﬁﬁénﬁggﬁﬁﬁiéﬁaqu.%g¥§$§%{85 and (C2) generating, at the
mobile station, the first key for generating the certain key
used in the communication between the handover target radio base
station and the mobile station based on the first key for
generating the certain key used In the communication between
the handover source radio base station and the mobile station,
when the parameter included in the handover command signal is
not iIncremented.

[0018]

In the first aspect, iIn the step (C1), when the parameter
included in the handover command signal iIs incremented, the
mobile station can update, based on the parameter, a second key
for calculating the Tirst key for generating the certain key
used in the communication between the handover target radio base
station and the mobile station, and can generate the first key
for generating the certain key used 1n the communication between
the handover target radio base station and the mobile station
based on the updated second key.

[0019]
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generating a certain key used in a communication between the handover
source radio base station and the mobile station, to a first key for
generating a certain key used in a communication between the handover
target radio base station and the mobile station. [0023] In the third aspect,
the key updating unit can be 5 configured to update, based on a
parameter included in the handover command signal, the first key for
genergti e ' i icatio tween, the
handﬂe?gs%gljrfe?ﬁffo%%gg%se%ﬁ%nagn?t%? M%IE%L s?’a%ﬁr&s %) rtiﬁt!;'first key
[0GR2Q@Enerating the certain key used in the communication 10 between the
handover target radio base and the mobile station. [0024] _ In the third

aspedNit@&kel Wt ARPGGTeah B BORIG LABTYEHECAET QRdiEH0d can
fuPeiEreigiditiydeeha %@6?9@@}%@@%@19&@ thPaEaFcStHion,

first key for 15 generating the certain key usedIn the communication
theewasmivechgraicasekeget radio base station and the mobile station,
[Oggﬁr d on the parameter; and the key updating unit can be configured to
rate, when the parameter included in the handover command signal

is nOW“@WeﬂsEMSblﬁﬂ@ #Hlaceeratipayee eeBainikesuppthiRi zed
the communication between the handover target radio base station and

astfe ﬁafbi@ @m,m&&w e ight feyfk b@ﬂér@tﬁu@tﬁ@é&mﬁ kefarget
rafihle SORmICAIREP L SSIe MRY B BUERIPHC WiRndover

Station and the mobile station. 2 Ird aspect ey

fropdatighdol eandur eokfigatioid apdastation aparemecteindodudedtarget
the handover command signal is incremented, a second key for

ragde Rag HEFkiOkby g diridithane cekahiey dasd g‘ﬂth@g: a first

ac&ﬁri‘ﬂwcaﬂﬂ Rebwes E;H?%Baﬂgf%& I PEL "B ARSI G Mo urce

mobile station, based on the parameter, and to generate the first key for

radeperbtisg catait keys uaekeyvth&#epmoadicdtaoibefwaerf ireskarndoyefor
geEES RS base SN Rape e PSS e PRSI HERIET the
handover target radio base and the mobile station; and a second
acquiring unit configured to acquire, from a switching center,
a second key for calculating a First key for generating a certain
key used 1n a communication between a next handover target radio
base station and the mobile station.
[0022]

A third aspect of the present invention is summarized as
a mobile station which performs a handover from a handover
source radio base station to a handover target radio base
station, the mobile station including: a key updating unit
configured to update, upon receiving a handover command signal
from the handover source radio base station, a first key for
generating a certain key used in a communication between the

handover source radio base station and the mobile station, to

a Tirst key for generating a certain key used In a communication
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In the third aspect, the parameter can be KI. [0027] In the third
aspect, the key updating unit can be 10 configured to store the received
parameter. EFFECT OF THE INVENTION [0028] As described above,
according to the present invention, 15 it is possible to provide a mobile
communication method with which a first key used in a handover target
radio base station (Target eNB) can be generated through a simplified

peRIRSEH R PHEh RBSRIP e Eryings 2010028 {E19-JUEiO AdS i 1
overall configurational view of a mobile communication system according

stitd dinrst embodiment of the present invention. [Fig. 2]Fig. 2 is a diagram
showing an example of a 25 hierarchical structure and a calculation

[Og%ﬂadure of a key used in the mobile communication system according to
the firph erphadingRRtof thRBERsent IRVRNIIRRYFidoAHG YIS GRPEURES be
diagram showing an initial establishment pro¢edure in the mobile

coodmpurechtitn systkte, based on a parameter included in the

handover command signal, the first key for generating the
certain key used in the communication between the handover
source radio base station and the mobile station, to the first
key for generating the certain key used in the communication
between the handover target radio base and the mobile station.

[0024]

In the third aspect, the key updating unit can be
configured to generate, when the parameter included in the
handover command signal is incremented, the first key for
generating the certain key used In the communication between
the handover target radio base station and the mobile station,
based on the parameter; and the key updating unit can be
configured to generate, when the parameter included in the
handover command signal is not incremented, the first key for
generating the certain key used In the communication between
the handover target radio base station and the mobile station,
based on the first key for generating the certain key used in
the communication between the handover source radio base
station and the mobile station.

[0025]

In the third aspect, the key updating unit can be
configured to update, when a parameter included in the handover
command signal 1s incremented, a second key for calculating the

first key for generating the certain key used 1in the
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according to the first embodiment of the present invention. [fig. 4] fig. 4 Is
a sequence diagram showing an X2 handover procedure In the mobile
communication system according to the first embodiment of the present
invention. 5[fig. 5]fig. 5 Is a sequence diagram showing an S1 handover
procedure in the mobile communication system according to the first
embodiment of the present invention. [fig. 6]fig. 4 is a sequence diagram

cofoiGa% T%S‘E‘Ov@e*w BT IRAPCRANL “E%H’PW&&P&“’MEE@Q@ﬁon
system according 10 to the first embodiment of the present invention. [fig.

and]ftdhe’ o b Bkgustat thagrda sadvangtire Slalrandcser prandduocedenerate
amohile communication system according to a second embodiment qf the

thereddistveliton. figre|S A dilgrafWRtMAg diféRemipRiy 1500 the
coRIRAPEICR) SHHUBEREBH CAIRIRIRTIBRCA G- BERCYRHTR Had@ s tion

conatundcathon system according to a third embodiment of the present
anthveheomdfid l€jfigtatd arseqbases diayraineshawiaded )Xsenhandovey -
[Ogéo dure In the mobile communication system according to the 20
d embodiment of the present invention. [fig. 10]fig. 10 Is a sequence

diagram shavigs PRdS hopadavertieceRifans £eq mades@napunication
system according to the third embodiment of the present invention. [fig.
[082jfily. 11 Is a sequence diagram showing an Intra-eNB 25 handover

procegyire) %mgpﬂa C%'%a;ﬁa%ftcathaa‘esyﬂs@ HAAIBY URIE can be

embodimen present invenfion.
configured to store the received parameter.

EFFECT OF THE INVENTION
[0028]

As described above, according to the present invention,
It 1s possible to provide a mobile communication method with
which a first key used in a handover target radio base station

(Target eNB) can be generated through a simplified procedure.

Brief Description of the Drawings

[0029]

[Fig- 1] Fig. 1 i1s an overall configurational view of a
mobile communication system according to a first embodiment of
the present i1nvention.

[Fig. 2] Fig. 2 is a diagram showing an example of a
hierarchical structure and a calculation procedure of a key used
in the mobile communication system according to the Tfirst
embodiment of the present invention.

[Fig. 3] Fig. 3 1s a sequence diagram showing an initial

establishment procedure iIn the mobile communication system
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[fig. 12]fig. 12 Is a diagram showing an exemplary calculation procedure of
keys used In a mobile communication system according to a conventional
technique. Best Modes for Carrying Out the Invention [0030]  (Mobile
Communication System According to First Embodiment of 5 the Present
Invention) A mobile communication system according to a first
embodiment of the present invention is described referring to Fig. 1 to Fig.

1QTh i icat S rdi IS< .
R T o e ReRertSinvent on.
[Fegapplipd, andiigelutlds sapiaglitg ot svd icdngoesters iMigdd# X2 handover

M1'4E#2, a and a plurality of radio base stations eNB#11, eNB#12,
prageduiccNBAsE 1Bdds commpHcating s¥si5k eererdEe to the

Fi FORIQHBAAG S BcaiRe N Pessi ¢ Lildhefei dpe control of the radio

base station eNB#11, with the radio base station eNB#11 using a certain
[FRey dedcribed npove. DA uenceutthegnarne sihava mgratovsk handover

or B P TR R RSP A BB A e

fikexs KabEdihmédKeNBlere] pred s ika iyaieppaiing certain keys 25

used in a communication with the mobile station UE, without using an
[Fiternfddiate kd@ KeNBSganSRHEE Myahd HgtRverRenitad aab batéa-eNB

no R AR B ENREL R RO 280
to the fTirst embodiment of the present invention.

[Fig. 7] Fig. 7 1s a sequence diagram showing an S1 handover
procedure in amobile communication system according to a second
embodiment of the present invention.

[Fig. 8] Fig. 8 1s a diagram showing an exemplary
hierarchical structure and calculation procedure of keys used
in amobile communication system according to a third embodiment
of the present invention.

[Fig- 9] Fig. 9 1s a sequence diagram showing an X2 handover
procedure in the mobile communication system according to the
second embodiment of the present invention.

[Fig- 10] Fig- 10 is a sequence diagram showing an S1 handover
procedure in the mobile communication system according to the
third embodiment of the present invention.

[Fig. 11] Fig. 11 is a sequence diagram showing an Intra-eNB
handover procedure in the mobile communication system according
to the fTirst embodiment of the present invention.

[Fig. 12] Fig. 12 1is a diagram showing an exemplary
calculation procedure of keys used In a mobile communication

system according to a conventional technique.
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the calculation procedure of a key used in the mobile communication
system according to this embodiment (that is, a key used to calculate the
certain key). [0035] 5As shown in Fig. 2, a key KAAm Is used for "Integrity
Protection” in the RRC protocol, a key Kificcfpf used for "Ciphering"” in the
RRC protocol, and a key Kupcipm used for "Ciphering" in the U-plane of
AS are generated using a first key Kelm[n]. 10[0036] The first key
Kelm[n] is calculated by using a master key KASME from the formulas
given below. [0037] KeNB [ 0 =KDFKASME NAS SN) 15KeNB [ n
Best]|ideEKASHEIcENGI [R] )AUL-1hHe Invienditba master key KAsms
is known only to the mobile station UE and the switching center MME, but
not be known to the radio base station eNB. [0038] 20Furthermore,

(MWW@%éMﬁ&W%W@WA%Hb?&@r’@%d’rﬁiqfé’t%%éﬁ%nt of

C-plane protocol between the mobile station UE and the switching center
thMl\WEQN@nmw@ser&mm NAS). [0039] 25Hereafter, operations of the
mobil nlcatlon sg(stem ccordingé%this embodi ent are

descfibe ﬁngct8"i—n? MEELR B m- according to a first

embodiment of the present invention i1s described referring to
Fig. 1 to Fig. 6.
[0031]

The mobile communication system according to this
embodiment i1s a mobile communication system to which the LTE
scheme 1s applied, and includes aplurality of switching centers
MME#1, MME#2, .. and a plurality of radio base stations eNB#11,
eNB#12, eNB#21, eNB#22, ...

[0032]

For example, a mobile station UE 1is configured to
communicate, in the cell #111 under the control of the radio
base station eNB#11, with the radio base station eNB#11 using
a certain key described above.

[0033]

Furthermore, in the handover procedure of the mobile
station UE, the handover target radio base station (for example,
the radio base station eNB#12) is configured to acquire first
keys Kexg[N+1] , Kexg[n+2] and the like for generating certain keys
used In a communication with the mobile station UE, without
using an intermediate key Kens™ generated by the handover source
radio base station (for example, the radio base station eNB#11).
[0034]

Fig. 2 shows an example of the hierarchical structure and

10
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First, an initial establishment procedure in the mobile communication
system according to this embodiment is described referring to Fig. 3.
[0041] As shown in Fig. 3, before starting the initial 5 establishment
procedure, the mobile station UE holds KAsmE (in step 5101), the radio
base station eNB holds no keys used for generating certain keys (in step
5102) , and the switching center MME holds KAsIi.E (in step S103). [0042]

0l the [ iQn transiits " onRnect -

th e%aef@(éé%%g)nnn?c%%ér%ggﬁgst Léilg':;na%" tig%?e ﬁ:%%%agzl stﬁ‘bo}} e %bl fe

coand nstek baA5s jeteniadase diatprteNEhirsnemitos d R €Eafitieations, a
Setup (RRC connection setup signal)" to the mqbile station UE. 15[0043]

key, Uepts sy, tRd fiokatedish OREMIEERRC Connection Setup

0 lete (RRC connection setup complete signal)" to the radio base
station eNB and "NAS Service Request (NAS service request signal)”
includisg $RABIEN (segiignce220 aurkibyr dfrhAB)" Ueed4]for 1l sepgrity

S107, the radio base statjon eNB transmigs "51 Initiai UE Message" an
PSR lice Naqdiay (VA sdP et obitles: Sgrhy: rEishig A N Tor
“Cipheramighinghcamer MME p2elP8dal, anl sekeyO0&,thg switghng for

center MME calculates KeNB[0] and KeNB[1] from the formulas given
“Chploar fo@ds]in the U-plane of AS are generated using a first
key Kens[N]-
[0036]

The Tirst key Keng[n] 1s calculated by using a master key
Kasve From the formulas given below.

[0037]

Kens[0]=KDFo (Kaswe, NAS SN)

Kene[N+1]=KDF1 (Kaswe, Kens[N]), (N=0)

Here, the master key Kasye Is known only to the mobile
station UE and the switching center MME, but must not be known
to the radio base station eNB.

[0038]

Furthermore, the NAS SN is a sequence number (SN) of a
NAS protocol which is the C-plane protocol between the mobile
station UE and the switching center MME (Non Access Stratum,
NAS) .

[0039]

Hereafter, operations of the mobile communication system
according to this embodiment are described referring to Fig.
3 to Fig. 6.

[0040]

First, an initial establishment procedure In the mobile

11
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KeNB [ 0 =KDF 0 ( KASME NAS SN ) Kelm [1] =KDF1 ( KASME KeNB [ 0
In step S109, the switching center MME transmits "51 Initial UE Context
Setup (initial UE context setup signal)" including KeNB[0], KeNBJ[1] and
"NAS SN" to the radio Base station 5 eNB. Furthermore, "KI (=0)" may or
may not be included in this message. [0047] In step 5110, the radio
base station eNB transmits "RRC Security Mode Command (RRC security

co B e e B SRR b
referoimylatgivei geldu. [0049] 15KeNB [0] =KDFO ( KASME NAS SN)

Furthermore, the mobile station UE calculates KgRc ip, KpacCiph and
iph based on Kerf[0], and uses them in subsequent AS

communicafiens [09a0] 7Rl thisstagse fas-Bolg Sy UERRSini tial
KeNBJ0], and "KI (=0)" (in step S114), the radio base station eNB holds
eskabBishrenB[arasedkrep)tiia stop Bl JHtaid dre Switehihdscénater (in

tEb IS e ARe ATt A SIS (AR DR et For

20) tinclude e niti 0 t (inti C t

geReEREHPOER EaM KRS TRvadiepaaosplihaNBegy ititalney Kenter
(=0)" automatically by receiving the above message.

MME hollds Kasye (in step S103).

[0042]

In step S104, the mobile station UE transmits “RRC
Connection Request (RRC connection request signal)” to the
radio base station eNB, and in step S105, the radio base station
eNB transmits “RRC Connection Setup (RRC connection setup
signal)” to the mobile station UE.

[0043]

In step S106, the mobile station UE transmits “RRC
Connection Setup Complete (RRC connection setup complete
signal)” to the radio base station eNB and “NAS Service Request
(NAS service request signal)” including “NAS SN (sequence
number of NAS)™.

[0044]

In step S107, the radio base station eNB transmits “S1
Initial UE Message” and “NAS Service Request (NAS service
request signal)” including “NAS SN to the switching center MME.
[0045]

In step S108, the switching center MME calculates Kens[O]
and Kens[1] from the formulas given below.

[0046]
Kens[O]=KDFo (Kasve, NAS SN)
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[0052] Furthermore, the radio base station eNB calculates KgRcip,
KRRCCiph and KUPCiph based on K4rf[0], and uses them in subsequent
AS communications. [0053] 5In step S115, the radio base station eNB
transmits "RRC Connection Reconfiguration (RRC connection
reconfiguration signal)” to the mobile station UE. [0054] In steps S116 and
S117, the mobile station UE respectively 10 transmits "RRC Security

Mod a_lpébf ete (R C ity mode command complete
signz?ge‘NBj:gfl bnﬁﬁes% ion m%uratlon Complete (RRC
conndctiostreporFi@gtiorheorspl €ectignal) 'derilte radivibate ategioints “S1

eNB. EOSS] 15In step S118, the radio base station eNB transmits "51 .
IntfdaLe o%?é&&%?%f SebinIE Il BRIt Xt et HReRI gnal)

mé'ﬂl'j‘ébnfj)l?h ifching genfeaMeyAQ05R1 THECHER AR ase station

procedure, aI eys necessary for 20 protection of AS communication

eNBntégrintipedgtaotien, aiild kigFeignaye prepw@aydrantheenbbitd gteidniOELhis
theradiobase station eNB and the switching center MME. [0057] Secondly,
Me3R3&Fhandover procedure (handover procedure

[0047]

In step S110, the radio base station eNB transmits “RRC
Security Mode Command (RRC security mode command signal)”
including “NAS SN” to the mobile station UE.

[0048]

Instep S111, the mobile station UE calculates Ks[0] from
the formula given below.
[0049]

Kene[0]=KDFo (Kasve, NAS SN)

Furthermore, the mobile station UE calculates Kgrc ip,
Krre_ciph and Kyp ciph based on Kens[0], and uses them in subsequent
AS communications.

[0050]

In this stage, the mobile station UE holds Keg[0], and
“K1 (=0)” (instep S114), the radio base station eNB holds Kens[0],
Kens[1] and “K1 (=0)” (in step S113), and the switching center
MME holds Kasue, Kens[1] and “KI (=0)" (in step S112).

[0051]

IT “KI (=0)” is not included in the “S1 Initial UE Context
Setup (initial UE context setup signal)” in step S109, the radio
base station eNB may initialize “KI (=0)” automatically by
receiving the above message.

[0052]
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25 between different radio base stations) in the mobile communication
system according to this embodiment is described referring to Fig. 4.
[0058] As shown in Fig. 4, before starting the X2 handover procedure, the
mobile station UE holds KelgB [ ri] and "KI (=n) " (in step S1001) , the
hangover source radio base station (Source eNB) holds Keff [n] Keff [4+1]
and "KI (=n) " (in step S1002) , and the switching center MME holds

KASWE,SSIAR BT apCaR) Y SR SEPORUNIUOPLINIERS v 1.

S1004, if predetermined conditions are satisfied, the mobile station
Krdtaismaa dRRE NgabasaceohRepe(io] , (arehsisesdriespdrt Sighakoioent
the hangover source radio base 10station (Source eNB). [0060] In
AS sEYMBHIICAd B3R gover source radio base station (SourceeNB)
ofgggMits"X2HOPreparation (handoverpreparation signal)" including
Kel,Th[n+1] and "KI (=n+1)" to the hangover 15 target radio base station
(TargbnesiB)p[GH6LS In thep 61000, haskasdovtaraargiBatiicalhssel ts “RRC

station (Target eNB) stores the recej Kel, Th[n+1] and "KI (=nt1)", and.
CoRGEh Ebas Rt MHUERS 08 Pl irad STRGE Haote-sg 1 guPaEion

si gmmi%a@mMgg@q siggelt idtheygangover source radio
[0054]

In steps S116 and S117, the mobile station UE respectively
transmits “RRC Security Mode Command Complete (RRC security
mode command complete signal)” and “RRC Connection
Reconfiguration Complete (RRC connection reconfiguration
complete signal)” to the radio base station eNB.

[0055]

In step S118, the radio base station eNB transmits “Sl
Initial UE Context Setup Complete (initial UE context setup
complete signal)” to the switching center MME.

[0056]

Through the above procedure, all keys necessary for
protection of AS communication (integrity protection and
ciphering) are prepared at the mobile station UE, the radio base
station eNB and the switching center MME.

[0057]

Secondly, an X2 handover procedure (handover procedure
between different radio base stations) in the mobile
communication system according to this embodiment is described
referring to Fig. 4.

[0058]

As shown iIn Fig. 4, before starting the X2 handover
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base station (Source eNB). [0062] Furthermore, the radio base
station eNB calculates KRRc IR, KRRC Ciph and KUP Cipp based on
KelgB [n+1] and uses them in subsequent 25 AS communications. [0063]
In step S1008, the hangover source radio base station (Source eNB)
transmits "RRC HO Command (hangover command signal)" to the mobile
station UE. [0064] In step 51009, the mobile station UE calculates

PR e S A SR A oS REEHT (il KXy i
stépr8ioh)e, tie habitstatisou EcmaicathiesiaRB S tA t Kgy SgunraedeNB)
Kup ciph based on KeNB ] n + 1] and uses them in subsesajent AS

holgm HaradRdond e a”dln*é!e;is'ibll A FEReStAR yend the

swVﬁBﬁ'i‘H@ ERediAMeR pis(RagAovRr cpmpieiessianaki 1©4RS~ (in step
handover target radio base statlon arget eNB). [0067] 15In step S1012,

S1ia3Dandover target radio base station (Target eNB) transmits "51 Path
[0 itch (path switch signal)” including "KI (=n+1)" to the switching center
. [0068]
In step S1004, i1f predetermined conditions are satisftied,

the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0060]

In step S1005, the handover source radio base station
(Source eNB) transmits “X2 HO Preparation (handover preparation
signal)” including Kepg[n+1] and “Kl1 (=n+1)” to the handover
target radio base station (Target eNB).

[0061]

In step S1006, the handover target radio base station
(Target eNB) stores the received Kes[n+1] and “KI (=n+1)”’, and
in step S1007, transmits “X2 HO Preparation Ack (handover
preparation acknowledge signal)” to the handover source radio
base station (Source eNB).

[0062]

Furthermore, the radio base station eNB calculates Kgrc i1p,
Krre_ciph @nd Kyp_ciph based on Keng[N+1] and uses them in subsequent
AS communications.

[0063]

In step S1008, the handover source radio base station

(Source eNB) transmits “RRC HO Command (handover command

signal)” to the mobile station UE.
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In step S1013, the switching center MME calculates 20 KeNB[n+2] from

the formula given below, and in step S1014, stores KeNf[n+2] and "KI

(=n+1)". [0069] KeNB[n+2]=KDF1 (NpEfiff Kerm[h+1]) In step

S1015, the switching center MME transmits "51 25 Patch Switch Ack (path

switch acknowledge signal)" including KeNB[n+2] and "KI (=n+1)" to the

handover target radio base station (Target eNB). [0070] In step S1016,
[Oébeﬁl:qandover target radio base station (Target eNB) stores Kemlin+1],

emlin+2] and "KI (=n+1)". [0071] Through the above procedure,
KeNA ansitegnt&h0@9s arecpadied ensite Kibmbdoged &A@ s Kens[Nn+1]
Thirdly, an Si handoyer procedure (handover procedure between different

Trofitimd QEntEta) ¢ URN R CoRMMUME SHSPsy SRHD aRBRNIRG tetakn*11

angmb@[iiregﬂt,jg scribed referring to Fig. 5. 10[0073] As shown in

Fig. 5, before starting the Si handover procedure, the mobile station UE
[066RIE KelgB [ ri] and "KI (=n) " (in step S2001) , the handover source radio

20057 St HE BB CRRFceREPHR olds KAGME KelgB [n+1] and

"KI (3 r-€inestpb F2008helORbfli Ie station UE calculates Kggc ip,
Krre_ciph @and Kyp_ciph based on Keng[N+1] and uses them in subsequent
AS communications.
[o066]

In step S1011, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the handover target
radio base station (Target eNB).

[0067]

In step S1012, the handover target radio base station
(Target eNB) transmits “S1 Path Switch (path switch signal)”
including “Kl (=n+1)” to the switching center MME.

[o068]

In step S1013, the switching center MME calculates
Kens[N+2] from the formula given below, and in step S1014, stores
Kens[N+2] and “KI (=n+1)”.

[0069]

Kens[N+2]=KDF1 (Kasve, Kens[Nn+11)

In step S1015, the switching center MME transmits “S1
Patch Switch Ack (path switch acknowledge signal)” including
Kens[N+2] and “KI (=n+1)” to the handover target radio base
station (Target eNB).

[0070]

In step S1016, the handover target radio base station
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In step S2004, if predetermined conditions are satisfied, the mobile station
UE transmits "RRC Measurement Report 20(measurement report signal)”
to the handover source radio base station (Source eNB). [0075] In step
S2005, the handover source radio base station (Source eNB)
transmits "51 HO Required (handover request 25receipt signal)” including
Kemlin+1] and "KI (=n+1)" to the handover source switching center

).g Insten $2006 lﬁ I spYrcg_switclung

(Tce e%e(ggl\é ceﬁ%l Stra}ﬁesNrE?ﬁi 'ﬁlo%%eﬁ%t%e gﬁt)( (?relo%lgtigﬁﬁq est

[O6igbdl)" including KEsfiff KeNB[n+1] and "KI (=n+1)" to the handover
target switching center (Target MME), [0077] In step 52007, the

handSPQHRlet K ARRME REOSE A& MKy caRtiRss keNbkeys are
upHQ'Eb@‘eifﬁmﬂH@ givemBRIgy,&Pd in step 52008, stores KeNB[n+2] and

"KI (=n+1)". [0078] KeNB[n+2]=KDF1 (Kbu)m, KeNB[l+1])
[0072]

Thirdly, an S1 handover procedure (handover procedure
between different switching centers) 1In the mobile
communication system according to this embodiment is described
referring to Fig. 5.

[0073]

As shown iIn Fig. 5, before starting the S1 handover
procedure, the mobile station UE holds Keysg[n] and “KI (=n)” (in
step S2001), the handover source radio base station (Source eNB)
holds Kexg[Nn], Kens[n+1] and “KI (=n)” (in step S2002), and the
switching center MME hollds Kasye, Kens[N+1] and “KI (=n)” (in step
S2003).

[0074]

In step S2004, 1T predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0075]

In step S2005, the handover source radio base station
(Source eNB) transmits “S1 HO Required (handover request
receipt signal)” including Keg[n+1] and “KI (=n+1)” to the
handover source switching center (source MME).

[0076]
In step S2006, the handover source switching center

(Source MME) transmits “Relocation Request (relocation request
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In step 52009, the handover target switching center 10 (Target MME)
transmits "Si HO Request (handover request signal)” including KeBe[n+1],
KeNB[n+2] and "KI (=n+1)" to the handover target radio base station
(Target eNB). [0079] In step S2010, the handover target radio
base station 15(Target eNB) transmits "51 HO Request Ack (handover
request acknowledge signal)” to the handover target switching center

- t.M : Instep S2011, n r tayget switching cente
Sléwzrget g&?ﬁ#smp?&swpﬁelo%egﬁ n%@u%@ﬁcl%?eloiﬁ%@ ?éiqu‘ggt the
haadoveyletige gahadt inodiding "Ke(eil) (Dathgdandaelkdr. source

switching center (Source MME). [0081] In step S2012, the handover
[0Q4yeke switching center 25 (Source MME) transmits "51 HO Required

Ack (Randoysp regpigstrecqiRbagkaruiRAge eyt indudirenthgnééhter
to the handover source radio base station (Source eNB). [0082] In'step
(Teroes, -Danddeerlsdiesekadibbask SrnntiBoficereNB) gtviemibte low,

a3 HP.CoRaRg (apdore sompend pana)" R g mepfsstaton
[0078]

Kene[N+2]=KDF1 (Kaswe, Kens[N+11)

In step S2009, the handover target switching center
(Target MME) transmits “S1 HO Request (handover request
signal)” including Kexg[n+1], Kens[n+2] and “K1 (=n+1)” to the
handover target radio base station (Target eNB).

[0079]

In step S2010, the handover target radio base station
(Target eNB) transmits “S1 HO Request Ack (handover request
acknowledge signal)” to the handover target switching center
(Target MME).

[0080]

In step S2011, the handover target switching center
(Target MME) transmits “Relocation Request Ack (relocation
request acknowledge signal)” including “KI (=n+1)” to the
handover source switching center (Source MME).

[0081]

In step S2012, the handover source switching center
(Source MME) transmits “S1 HO Required Ack (handover request
receipt acknowledge signal)” including “KI (=n+l1)” to the
handover source radio base station (Source eNB).

[0082]

In step S2013, the handover source radio base station
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In step S2014, the mobile station UE calculates KeNB[n+1] 5from the
following formula, and in step S2015, stores KeNB[n+1] and "KI (=n+1)".
[0084] KeNB[n+1]=KDF1 (KEdm, Kdb[n]) Furthermore, the mobile
station UE calculates KgRcip, 10Kpaccipth and KUPCiph on the basis of
KeNB[n+1] and uses them in subsequent AS communications. [0085]

At this stage, the handover target radio base station (Target eNB) holds

G @ﬁ(géne%%ééalcuféggwg II éﬂﬁﬁAggﬁgﬁnﬁg Oél%ﬁ%%%é '%Bﬁ]ﬁ%nd

sigeiBji+oatteseside istabdequdsi AS communications. [0086]
In step S2017, the mobile station UE transmits "RRC HO 20 Complete
over complete signal)" to the handover target radio base station

(Tarophbiidp[998dla , ciiksiRibFFalSuiebANdRVEARLAAERAD RAREN+1]
station (Target eNB) transmits "51 HO Complete (handover complete
Trossigmalfad tow hagdboemtalget anilchingtemnds 20yt MM s[(GQsg n+1]
and “KI (=n+1)".
[0084]

Kene[N+1]=KDF1 (Kasve, Kexs[N1)

Furthermore, the mobile station UE calculates Kgrc i1p,
Krre_ciph @and Kyp ciph On the basis of Kew[n+1l] and uses them in
subsequent AS communications.

[0085]

At this stage, the handover target radio base station
(Target eNB) holds Kexg[n+1], Kens[n+2] and “KI (=n+1)”" (in step
S2016). The radio base station eNB calculates Kgrc 1p, Krre ciph
and Kyp ciph based on Keng[n+1], and uses them in subsequent AS
communications.

[o086]

In step S2017, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the handover target
radio base station (Target eNB).

[0087]

In step S2018, the handover target radio base station
(Target eNB) transmits “S1 HO Complete (handover complete
signal)” to the handover target switching center (Target MME).
[0088]

In step S2019, the handover target switching center
(Target MME) transmits ‘“Relocation Complete (relocation

complete signal)” to the handover source switching center
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In step S2019, the handover target switching center (Target MME)
transmits "Relocation Complete (relocation complete signal)" to the
handover source switching center (Source MME), and in step S2020, the
handover source switching center (Source MME) transmits "Relocation
Complete Ack (relocation complete acknowledge signal)" to the handover
target switching center (Target MME). 5[0089] Through the above

e n ' I@g e L@ﬂf | lfl&nd@é( .
(S%[gecz(?e%%ﬁr@g §f L\r%% %ogbrﬁg g%%on é?ﬁ the F ﬁgﬁ(ﬁgg@ee 0 proce uvyc[fg‘?ﬁ} n9
cenzime ay SperationsivE)e Xermrshovesprofelioealtdon in Compd esedAck
on the same processing, the mobile station UE is capable of performing

(redecRs 1an seplEher RFEKORUFLEH8Rat 7 9P hobild Stalib uRgEdover

taF@%&blgm tchﬁﬁgoré’%iﬁgé-)lh &é{ewg ss of whether the handover
type 15 is "X2 handover" or "51 handover". [0091] Fourthly, an Intra-eNB

[0a8Adover procedure (inter-radio base station handover procedure) in the
mobile, communication system according o this embodiment is
doser DU HABI O BRI BT e Akhorlin 0 Ve Brsys are
up8tRednd 1ie e <NB handeveiirocedure, the mobile station UE holds
KelgB [ ri] and "KI (=n)" (in step S4001) , the radio base station (Source

[OBR®]) holds KelgB [ ri f

Operations of the mobile station UE In the S1 handover
procedure are same as operations in the X2 handover procedure
shown In Fig. 2. Based on the same processing, the mobile
station UE 1s capable of performing both X2 and S1 handover
procedures. That i1s, the mobile station UE is capable of
performing a handover regardless of whether the handover type
1S “X2 handover” or “S1 handover™.

[0091]

Fourthly, an Intra-eNB handover procedure (inter-radio
base station handover procedure) in the mobile communication
system according to this embodiment is described referring to
Fig. 6.

[0092]

As shown In Fig. 6, before starting the Intra-eNB handover
procedure, the mobile station UE holds Keyg[n] and “KI (=n)” (iIn
step S4001), the radio base station (Source eNB) holds Kexs[Nn],
Kens[n+1] and “K1 (=n)”” (in step S4002), and the switching center
MME holds Kasue, Kens[n+1] and “KI (=n)” (in step S4003).
[0093]

In step S4004, i1f predetermined conditions are satisftied,

the mobile station UE transmits “RRC Measurement Report
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25KeNB [n+1] and "KI (=n) " (in step S4002) , and the switching center
MME holds KASMEr KelgB [n+1] and "KI (=n)" (in step S4003) . [0093]

In step S4004, if predetermined conditions are satisfied, the mobile station
UE transmits "RRC Measurement Report (measurement report signal)”
to the radio base station (Source eNB). [0094] In step S4005, the
radio base station (Source eNB) 5 transmits "RRC HO Command

R RS R A CoelS bttt i ataroe
eNBiyen below, and in step S4007, stores KeNB[n+1] 10and "KI (=n+1)".

0096] Kelm [ n+1] =KDF1 KASME Kel\1B [n] Furthermore, the
[OBblie station UE calculates KRRc IR, KRRC Ciph and KUP Cipp based

on KalgB kgd) ardigges thgAkin SHRTEAUSASES ABLPIYRUNSHIASe eNB)
[0097] At this stage, the radio base station (Source eNB) holds
tresfines] SRACKHErEQ)MGmdtegamoB)ieThecrni@bass sgnah)ENBo the
alculates KRRCIp, KERC Ciph and KUPCipp based on 20 KeNB[n+1]
moéhj %sg(i%rﬂr?n Qﬁbsequent AS communications. [0098]

[0095]

In step S4006, the mobile station UE calculates Kep[n+1]
from the formulla given below, and in step S4007, stores Kews[n+1]
and “KI (=n+1)".

[0096]

Kene[N+1]=KDF1 (Kaswe, Keng[N1)

Furthermore, the mobile station UE calculates Kgrc ip,
Krre_ciph @nd Kyp_ciph based on Keng[N+1] and uses them in subsequent
AS communications.

[0097]

At this stage, the radio base station (Source eNB) holds
Kens[N+1] and “KI (=n+1)” (in step S4008). The radio base
station eNB calculates Kgrc 1p, Krrc cipp and Kup cipp based on
Kens[N+1] and uses them i1n subsequent AS communications.
[0098]

In step S4009, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the radio base station
(Source eNB).

[0099]

In step S4010, the radio base station (Source eNB)
transmits “S1 Path Switch (path switch signal)” including “KI
(=n+1)” to the switching center MME.

[0100]
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In step S4009, the mobile station UE transmits "RRC HO Complete
(handover complete signal)" to the radio base station (Source eNB).
25[0099] In step S4010, the radio base station (Source eNB)
transmits "51 Path Switch (path switch signal)" including "KI (=n+1)" to the
switching center MME. [0100] In step 54011, the switching center
MME calculates Keim[n+2] from the formula given below, and in step

S4012 st b Kermn+ "KL (=n+1)" 1] I
2]:K§E1 %?Aégﬁ/l § %@F&B [ r[ﬂgié] %ﬂﬁ?ﬂcﬁi&%‘é&g%ﬁ sv%irr%gggﬁjté?tes
KeYIMiE2Tpif3m0itsthé ParmEhédniAek (pbathoswitahddimetip@ieipalstores
including KeNB [n+2] and "K] (=n+1)" to the radio base station (Source
Kasares ) sorlid1 4011288 p €401 e Padio base station (Source eNB) stores
[Of@i‘ n+1], KeNB[n+2] and "KI (=n+1)". At this stage, the mobile station
UE holds Kerf[n+1] and "KI (=n+1)" (in step S4015). [0103]
Throwghsfhe+adsDbrocCasie, . KEMB[amdldertain keys are 15 updated in

he Infra-NB h .[0104] .. Q i f bil ion. UE i
the It 2 N0 g B AL RS AN O BE DAL B 35 o1 Path
SwRRBHONEK RIPETHLER Pee N EKNew ] éigd s gnall harploy sLBMSG MUE [ n+2]

shown 20 in Fig. 3. Based on the same processing, the mobile station UE
angs cdphb(ebfgarforkiing @ of i G 1haREINFEaANBMabdevEiCsroelBlres.
[0 3 is, the mobile station UE is capable of performing a handover with
regardless of whether the handover type is "X2 handover”, "51 handover"
or "Intra-sW&phandaver2Oit8dio base station (Source eNB) stores

Kexe[N+1], Kexg[N+2] and “K1 (=n+1)”. At this stage, the mobile
station UE holds Kewg[n+1l] and “KI (=n+1)” (in step S4015).
[0103]

Through the above procedure, Kepg and certain keys are
updated 1n the Intra-NB handover.

[0104]

Operations of the mobile station UE in the Intra-eNB
handover procedure are same as operations iIn the X2 handover
procedure shown in Fig. 2 and in the S1 handover procedure shown
in Fig. 3. Based on the same processing, the mobile station
UE 1s capable of performing all of X2, S1 and Intra-eNB handover
procedures. That is, the mobile station UE is capable of
performing a handover with regardless of whether the handover
type is “X2 handover”, “S1 handover” or “Intra-eNB handover”
[0105]

(Advantageous Effects of Mobile Communication System According
to First Embodiment of the Present Invention)

In the mobile communication system according to the first

embodiment of the present invention, Keyg[n+1] and the like used

22



10

15

20

25

(Advantageous Effects of Mobile Communication System According to
First Embodiment of the Present Invention) In the mobile
communication system according to the first embodiment of the present
invention, Kelm [n+1] and the like used in the handover target radio base
station (Target eNB) can be generated through a simplified procedure.
[0106] Furthermore, in the mobile communication system 5 according to

t 5%}&% t V& I Q%C'H’;l
operatlons of t e?npcélfégga%%&j Hl%aé;] orl\t/fé%rg?e e regardless of

getierbaretbven typegtX2ahanidpAr F3echnpioveeduirdra-eNB handover).
0107] 10(Mobile Communication System. According to Second
[0 diment of the Present Invention) Referring to Fig. 7, a mobile

COMMERIEAMBYEEM BPROMAILIO GRAPIW CrelkpMilSIEASPressiten

invention is described by focusing on differences from the above
acdesctibegl I nidile Tonstueivhtioh sestEnodcddnding e siemfirsinvention,

embadiment of t res nt invention. [0108 ecific Ily the 51
€N RER3b ol BrOStir b GRABE: BREEALAS oAl rrAiant Kiishigion UE
i ncantessdovies- @é’&m@n%@mv@ﬁs@m ﬂﬁ@oﬂdﬁlﬁ%\i@ﬁ type (X2
embodiment is described referring to Fig. 7. [0109] As shown |n Fig.

handeyéekiiond iMaREays01016 kel ISB0DNEare AR/ 8E dperations in step
[033_8931 to step S2006 shown in Fig. 255. [0110]

(Mobile Communication System According to Second Embodiment of
the Present Invention)

Referring to Fig. 7, a mobile communication system
according to a second embodiment of the present invention is
described by focusing on differences from the above described
mobile communication system according to the first embodiment
of the present invention.

[0108]

Specifically, the S1 handover procedure (handover
procedure between different switching centers) in the mobile
communication system according to this embodiment is described
referring to Fig. 7.

[0109]

As shown 1n Fig. 7, operations in step S3001 to step S3006
are same as operations in step S2001 to step S2006 shown in Fig.
5.

[0110]

In step S3007, the handover target switching center

(Target MME) calculates Ke\s[n+3] from the formulas given below,

and In step S3008, stores Kens[n+3] and “KI (=n+2)”".
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In step S3007, the handover target switching center (Target MME)
calculates Kerm[n+3] from the formulas given below, and in step S3008,
stores Kemlin+3] and "KI (=n+2)". KeNB[n+2]=KDF1 (KE=, Kerm[h+1])
KeNB[n+3]=KDF1 (KE=, Kerm[h+2]) In step 53009, the handover
target switching center 5(Target MME) transmits "Si HO Request
(handover request signal)" including KeBe[n+2], KeNB[n+3] and "KI
[O?I_ﬂ )" to the handover target radio base station (Target eNB). [0112]
n step S3010, the handover target radio base station 10(Target eNB)

transkuts [b: 24 KEFguUaE( ARk, (Hangpuediyuest acknowledge signal)” to
the handaver targgéswitching center (Target MME). [0113] In step S3011,

the h&rerdVst e Switfaer eehinee [15 @k get MME) transmits
"ReloggtiayBeaueshAsk (FBIRcaiiph iRAHSS! 33PQMed9Ritetithg center
including "KI (=n+2)" to the handover source switching center (Source
(Tamgex [0dMB) transmits “S1 HO Request (handover request
signal)” including Kexg[n+2], Kens[n+3] and “K1 (=n+2)” to the
handover target radio base station (Target eNB).
[0112]

In step S3010, the handover target radio base station
(Target eNB) transmits “S1 HO Request Ack (handover request
acknowledge signal)” to the handover target switching center
(Target MME).

[0113]

In step S3011, the handover target switching center
(Target MME) transmits “Relocation Request Ack (relocation
request acknowledge signal)” including “KI (=n+2)” to the
handover source switching center (Source MME).

[0114]

In step S3012, the handover source switching center
(Source MME) transmits “S1 HO Required Ack (handover request
receipt acknowledge signal)” including “KI (=n+2)” to the
handover source radio base station (Source eNB).

[0115]

In step S3013, the handover source radio base station
(Source eNB) transmits “RRC HO Command (handover command
signal)” to the mobile station UE. This message may include
information indicating “Kl (=n+2)”.

[0116]
In step S3014, the mobile station UE calculates Keng[Nnt+2]
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In step S3012, the handover source switching center 20 (Source MME)
transmits "51 HO Required Ack (handover request receipt acknowledge
signal)" including "KI (=n+2)" to the handover source radio base station
(Source eNB). [0115] In step S3013, the handover source radio
base station 25(Source eNB) transmits "RRC HO Command (handover
command signal)" to the mobile station UE. This message may include

e TR ) e e RV bl e Stope Lores

KenpB012]stares KENB(r=r2{2)rd."KI (=n+2)". [0117] KeNf[n+1] =EDF])
iKASME, Kerb [1] ) 5KeNB[n+ 2 ] =KDF1 ( KASME KeNE. n+11])
LY El?tﬂermore, the mobile station UE calculates KBRcip, KBBcCiph and

Comr e T I OATIe S Tthe handover target radio base
statiofens [N+2]=KDF1 (Kasve, Kens[N+1])

Furthermore, the mobile station UE calculates Kgrc i1p,
Krre_ciph and Kyp ciph based on Keng[N+2] and uses them in subsequent
AS communications.

[0118]

At this stage, the handover target radio base station
(Target eNB) holds Kexg[n+2], Kens[n+3] and “KI (=n+1)”" (in step
S3016). The radio base station eNB calculates Kgrc 1p, Krre ciph
and Kyp ciph based on Kens[n+2] and uses them in subsequent AS
communications.

[0119]

Hereafter, operations in step S3017 to step S3020 are same
as operations in step S2017 to step S2020 shown in Fig. 5.
[0120]

Through the above procedure, certain keys and Kqyp used
in the AS communication in the handover target radio base
station (Target eNB) becomes unidentifiable to the handover
source radio base station (Source eNB), whereby system®s
security 1Is 1Improved.

[0121]
(Mobile Communication System According to Third Embodiment of
the Present Invention)

Referring to Fig. 8 to Fig. 11, a mobile communication
system according to a third embodiment of the present invention

1s described by focusing on differences from the above described
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(Target eNB) holds KeBm[n+2], Perf[n+3] and "KI (=n+1)" (in step S3016).
The radio base station eNB calculates Prnzg IP, KRACCiph and KUP
Ciph based on KeNB[n+2] and uses them in subsequent AS
communications. 15[0119] Hereafter, operations in step S3017 to
step S3020 are same as operations in step S2017 to step S2020 shown in
Fig. 5. [0120] Through the above procedure, certain keys and KeNB used

5, the b ke B us
o R e R o P A o e R dment

ofsteienBesmeteNBYevitarehy system's security is improved. [0121]
25§Mobile Communication System According to Third Embodiment of the
nt Invention) Referring to Fig. 8 to Fig. 11, a mobile

COMMERCaHURYFERhAEK I 1B £ FHE RFIAOVERFERIGRESENTe and

invention is described by focusing on differences from the above
thdescaled kabilertorpimmagitiva syafenpackeingseche first the mobile

bodi f th [ ion. [0122] Eig. 8 sh le af
CORBUARALARE SYAkETS AR A Rt A EERI ey TRE Gt - 2
kelhq@elile soruwltatan qy@ewmngé@,ﬁis embodiment (that is, a

ey used to calculate the certain key). [0123] As shown in Fig. 8, a key
[OkgRLip used for "Integrity 10 Protection” in the RRC protocol, a key Krb,c

S R A RN 0 B YRR Py
Priesaildn] isialcelaeediBUsipgaterc o froa theefprmmulasim giveed for
“C?Slr?gvfing” in the RRC protocol, and a key Kyp cipn used for
“Ciphering” in the U-plane of AS are generated using Kensnjm -
[0124]

Kens[N][Mm] is calculated by using Kens[n] from the formulas
given below.

[0125]

Kene [N [O]=Kens[N]

Kens L] [m+1]=KDF2 (Kens[n1[m]1) (m=0)

Furthermore, Kens[n] 1s calculated from the formulas given
below using Kasye-

[0126]

Kexs[0]= KDFo (Kaswe, NAS SN)

Kens[N+1]= KDF1 (Kasve, Kens[N1), (n=0)

Hereafter, operations of the mobile communication system
according to this embodiment are described referring to Fig.
9 to Fig. 11.

[0127]

Firstly, an X2 handover procedure (handover procedure

between different radio base stations) in the mobile
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[0125] Kelm [T1] [0] =K4843 [ n Kelm[n] [m+1]=KDF2 (Kerf [ n] [m] ) (rrt0)
Furthermore, KeNBJn] is calculated from the formulas given 20 below
using KA=. [0126] Keaf [0] = KDFO KASME NAS SN) Keaf [n+1]= KDF2
(Kkdbf Kdb) I (1-10) Hereafter, operations of the mobile
communication system 25 according to this embodiment are described
referring to Fig. 9 to Fig. 11. [0127] Firstly, an X2 handover
comﬁﬂﬁ‘?ﬂg G W droseduas ‘i%*ﬁ%fi? eé?ﬁﬁ%‘i’fﬁ’ £ §2URNS Mibed
the mobile communication system according to this embodiment is
refiesuribeyl rederAing 1o #Fig. 9. [0128] As shown in Fig. 9, before starting the
X2 handover 5 procedure, the mobile station UE holds Kelmmn], KeNB[n]
[Oﬂr%]?]KT (=n)" and "RC (=m)" (in step S6001), the handover source radio
base glatigRdwARUTER SMNR) hotls KENBILE KefireliingnEHB]: 5T handover
(=n)"and "RC (=m)" (in stép S6002), and the switching center MME holds
PrE@OSME K eNBinmapdde "Rt ERPNiEtd $8008)d01d 128k [n1hsiep K1

et B i etk B s e
baBande¥arishir¢s satie dasBEyahel (ROWGEENB) - Kens[N+1], Kens[N1[M],
“K1 (=n)”” and “RC (=m)”” (in step S6002), and the switching center
MME holds Kasue, Kens[n+1] and “KI (=n)” (in step S6003).
[0129]

In step S6004, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0130]

In step S6005, the handover source radio base station
(Source eNB) transmits “X2 HO Preparation (handover preparation
signal)” including Kepg[n+1l] and “Kl (=n+1)” to the handover
target radio base station (Target eNB).

[0131]

In steps S6006 and S6007, the handover target radio base
station (Target eNB) stores Keng[n+1], Kens[n+1][0], “KI (=n+1)”
and “RC (=0)”. Here, i1t is assumed that Kens[n+1][0]=Kens[n+1] -
[0132]

In step S6008, the handover target radio base station
(Target eNB) transmits “X2 HO preparation Ack (handover
preparation acknowledge signal)” to the handover source radio
base station (Source eNB).

[0133]
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15[0130] In step S6005, the handover source radio base station
(SourceeNB) transmits"X2HOPreparation (handoverpreparation signal)”
including KeNB[n+1] and "KT (=n+1)" to the handover target radio base
station (Target eNB). 20[0131] In steps S6006 and S6007, the
handover target radio base station (Target eNB) stores KeNB[n+1],
Kela3[n+1] [0], "KT (=n+1)" and "RC (=0)". Here, it is assumed that

Kenf[%ﬁ 1%[9&3{%?;%2; ét{qjﬁ’ﬁ% %@Jg}g%ﬁg %(%Qﬁ%éh?ga'i %.O\Eﬁ%g%{:at ion

radio base st preparatio
(StarclvaNByparatorsattioWERRE sithalfotrthardafteretsoercecanivand
_base station (Source eNB). [01325%1@\'” In step S6009, the handaver
B)

sigpatd radistbdidgriok s ki FadsniS "RROACE oo e

stdEBleveecommand signal)” including "KI (=n+1)" and "RC (=0)" to the
mobile station UE. 5[0134] In step S6010, the mobile station UE
[Otalédlates KeNB [ n+1] and Kelm [n+1] [0] from the formulas given below,

"Re (5 5E TR (oS IR S R e HARERS a1
anBliENBIT] FrovrisireemieBgiNesi8inoWE erlguaestépasio10,

KhacCiph and KUPCiph based on Keiglin+1] [0] and uses them in
stamgsedusnl ASldomtsueldatibhEOls[0T8d) (=n+1)” and “RC (=0)".
[0135]

Kene[N+1]=KDF1 (Kasve, Kens[N1)

Kene[N+1] [0]=Keng[Nn+1]

Furthermore, the mobile station UE calculates Kgrc ip,
Krre_ciph and Kyp ciph based on Ken[N+1][0] and uses them 1in
subsequent AS communications.

[0136]

Hereafter, operations in step S6012 to step S6017 are same
as operations in step S1011 to step S1016 shown in Fig. 4.
[0137]

Secondly, an S1 handover procedure (handover procedure
between different switching centers) 1In the mobile
communication system according to this embodiment is described
referring to Fig. 10.

[0138]

As shown in Fig. 10, before starting the S1 handover
procedure, the mobile station UE holds Kens[Nn], Kens[n][Mm], “KI
(=n)” and “RC (=m)” (in step S7001), the handover source radio
base station (Source eNB) holds Kens[Nn], Kens[n+1], Kens[Nn]1IM],
“KI (=n)”” and “RC (=m)”” (in step S7002), and the switching center
MME holds Kasue, Kens[n+1] and “KI (=n)” (in step S7003).
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Hereafter, operations in step S6012 to step S6017 are same as
operations in step S1011 to step S1016 shown in Fig. 4. [0137] Secondly,
an S1 handover procedure (handover procedure 20 between different
switching centers) in the mobile communication system according to this
embodiment is described referring to Fig. 10. [0138] As shown in Fig. 10,
before starting the S1 handover 25 procedure, the mobile station uE holds
[Oﬁg ini, Keff[R] [m], KI (=n)" and "RC (=m)" (in step S7001), the handovgr
sourcCe radio base station (Source eNB) holds Kelm[n], Kefffn+11, Kelmffil
[m], "Ké (g Tae " Rép el (onsan K2 5 2004 eossitiepi8F Gt Atare same
MME holds KAShIE, Kelm[n+1] and "KI (=n)" %‘%Ste S7003). [0139]
as PSSR 18P aliBnS kFbtep AR L nge%}éﬂ‘i\@aé n Fig. 4.
[0948 tions in step S2004 to step S2012 shown in Fig. 4. [0140] 5In step
S7013, the handover source radio base station (Source eNB) transmits
"RRARCsComnSaittl hartivee henrdmead signatianelading "Bagen-sifation

d "RC (=Q)" to. th hile station UE. [0141] 10H in step S7014, th
CRRES, 2P gt HA DL T T NP o RERBY S bR
sifaantre feredladiye) balow@idatyresdhd014d] Kepdjm+ dOlfeNRobi le

n+1] 15At this stage, it is assumed that the handover target radio
staidestatibn(Target eNB)stores KelgB [ n+1]Kerf [ri+2]

[0141]

Here, in step S7014, the handover target radio base
station (Target eNB) calculates Keg[n+1][0] from the formula
given below and stores it.

[0142]

Kensn+11[01=KeNB[n+1]

At this stage, 1t is assumed that the handover target radio
base station (Target eNB) stores Kes[n+1l], Kens[n+2],
Kens[Nn+1]1[0], “KI (=n+l1)”, and “RC (=0) (in step S7015). The
radio base station eNB calculates Kgrc 1, Krre ciph and Kyp ciph based
on Kens[N+1][0] and uses them in subsequent AS communications.
[0143]

In step S7016, the mobile station UE calculates Keng[n+1]
and Keng[n+1][0] from the formulas given below, and in step S7017,
stores Keng[n+1], Kens[n+1]1[0], “KI (=n+l1)” and “RC (=0)”
[0144]

Kene[N+1]=KDF1 (Kasve, Kexs[N1)

Kens [N+1][0]=Kens[n+1]

Furthermore, the mobile station UE calculates Kggc ip,
Krre_ciph and Kyp ciph based on Keng[N+1][0] and uses them to

subsequent AS communications.
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KelgB [ n+1] [0] , "KI (=n+1)", and "RC (=0)" (in step S7015) . The radio
base station eNB calculates KRRC IP r KRRC Ciph and KUP Ciph based
on KeNB [ n+1] [0] and uses them in subsequent AS communications.
20[0143] In step S7016, the mobile station UE calculates KepB [ n+1
and KelgB [n+1 ] [0] from the formulas given below, and in step S7017,
stores KelgB [ n+1]KelgB [ r1+1] [0], "KI (=n+1)" and "RC (=0)" [0144]
[Oiglétﬂlm [h+1] =KDF1 (KEshf, Kerf Kelm[nIT] [0] =KeNB [rml]
urthermore, the mobile station UE calculates Khgc Khac chph and KUP
Ciph Hased ttidde)qipral] i0hsniruste th8T0Bstbsetep8 AR 1 are same
communications, [0145] Hereafter, operations in step 57018 to step
as50pet ald Ofe it 5¥éBSROH stkB 5TBER 15<t4 P58 8ndiin il 8iy.2-
[0545&46] 5Thirdly, an Intra-eNB handover procedure (inter-radio base
station handover procedure) in the mobile communication system
accortimgoliis enbddittentéd Be baitdoverfergngcediy e 1( jomkei-radio
b 10As shown inﬁgﬂ. 11, before star, infs he_Intra-eNB E) over procedure,.
5%, HOhA S D IO R BRI [ oK EL SO Lo
sy§isich&SOPdIrihetradihiasesbsPimiSonrie eiddidseahFakring to
_Kefffn+11, K[n] [m], "KI (=n)"and "RC (=m)" (in step S5002), and the
F1gwitdding center 15MME holds KASMETr Keig3[n+1] and "KI (=n)" (in step

[orA74%-

As shown i1n Fig. 11, before starting the Intra-eNB
handover procedure, the mobile station UE holds Keg[n],
Kens[N1IMm], “KI (=n)” and “RC (=m)” (in step S5001), the radio
base station (Source eNB) holds Kens[Nn], Kens[n+1], Kens[Nl1[m],
“K1 (=n)”” and “RC (=m)”” (in step S5002), and the switching center
MME holds Kaswe, Kens[Nn+1l] and “KI (=n)” (in step S5003).
[0148]

In step S5004, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the radio base station (Source
eNB) .

[0149]

In step S5005, the radio base station (Source eNB)
transmits “RRC HO Command (handover command signal)” including
“K1 (=n)” and “RC (=m+1)” to the mobile station UE.

[0150]

In step S5006, the radio base station (Source eNB)
calculates Keng[N] [m+1] from the formula given below, and in step
S5007, stores Kens[Nn], Kens[n+1], Kens[n][m+1], “KI (=n+1)”’ and
“RC (=m+1)”.
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[0148] In step S5004, if predetermined conditions are satisfied, the mobile
station UE transmits "RRC Measurement Report (measurement report
signal)" to the radio base station (Source 20eNB). [0149] In step
S5005, the radio base station (Source eNB) transmits "RRC HO
Command (handover command signal)" including "KI (=n)" and "RC
(=m+1)" to the mobile station UE. 25[0150] In step S5006, the radio

[OE%& station (Source eNB) calculates KelgB [n] [Ift+1] from the formula
given below, and in step S5007, stores Keff Mai , Keff [n+1] Keff Mai

[m+1KeniIrF a1 prkdDRC (KeagIn1.[16331] Kelm [n] [m+1] =KDF2 (Kelm
[n] [m Furthermore, the radio base station eNB calculates Kggc ip

Kggc'%‘r\ﬂﬁﬁ& P eifh 4 AHNISESFATHQA SR CRISHIARRS Krre_tp
Kra2UBSEAUGIY AR SOMMUBIGalensolP1RZ] . [n] (N119 SRR N8 SEem to
(568, the mobile Station UE calculates Kelm [n] [M+1] from the formula

subisequid ASndEomstep BEDDBOB®Ires KeNB [Li] r KeNB [T1] [n+1] "KI
[O)(l:SrE-]l)" and "RC (=m+1) ". 10[0153] KeNB [ n] [m+1]=KDF2 (Kelm [n] [m]

At the same time, In step S5008, the mobile station UE
calculates Keng[N] [m+1] from the formula given below, and in step
S5009, stores Kens[Nn], Kens[n][m+1], “KI (=n+1)”" and “RC (=m+1)”".
[0153]

Kens[N] [Mm+1]=KDF, (Kens[N1IM1)

Furthermore, the mobile station UE calculates Kgrc ip,
Krre_ciph and Kyp ciph based on Keng[N][m+1] and uses them 1in
subsequent AS communications.

[0154]

In step S5010, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC HO Complete (handover
complete signal)” to the radio base station (Source eNB).
[0155]

According to this embodiment, “Path Switch” i1n the
Intra-eNB handover procedure can be omitted.

[0156]

As shown in Fig. 9 to Fig. 11, by introducing Keys updating
in the radio base station using the parameter “RC”, Keng Can be
updated while omitting an inquiry to the switching center MME.
[0157]

Meanwhile, in the procedures shown in Fig. 9 to Fig. 11,
the parameter “RC” may be omitted from “RRC HO Command (handover

command signal)™.
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Furthermore, the mobile station UE calculates Kggc ip Kggc ciph and KUP
ciph based on KeNB [n] [m+1] and uses them in subsequent AS
communications. 15[0154] In step S5010, if predetermined conditions
are satisfied, the mobile station UE transmits "RRC HO Complete
(handover complete signal)” to the radio base station (Source eNB) .
[0155] 20According to this embodiment, "Path Switch” in the Intra-eNB
[Ogggj[over procedure can be omitted. [0156] As shown in Fig. 9 to Fig. 11,

y introducing KeNB updating in the radio base station using the
parabten "R, geiNBede be" RE Updstesnartite dnfittiog SRROUHGY Cotheand
switching center MME, [0157. Meanwhile, in the procedures shown in

(hapdeveTrrPmTang pLAnadds vReGesF bRoRTbAFIsmeRREIAORC™ can
be GRBEIHFHEAMPUBARTIRIN a0 IR WapaBR ORI HAE Ben

is omitted from "RRC HO Command (handover command signal)”,
1naeessyithed imoren@hting "RC" can  be determined by determining
[0 Sﬂer the parameter "KI" has been 5 incremented or not. [0159] If
“KI" has been incremented, "RC" may be reset to "0", whereas if the

"KI" hpp Rgideaniincrpmenedn”Rac maydrigiemrotedndP[BdQteset to
“0”, whereas 1T the “KI” has not been iIncremented, ““RC” may be
incremented.

[0160]

Alternatively, if the parameter “RC” is omitted from “RRC
HO Command (handover command signal)”, the mobile station UE
may, on a trial basis, maintain the present value of “RC”,
increment “RC” or reset “RC” to “0” and then check “Integrity”
with respect to a message received for each of the cases to
autonomously determine which one of the cases iIs correct.
[0161]

Note that operation of the above described switching
center MME, the radio base station eNB and the mobile station
UE may be implemented by means of hardware, a software module
executed by a processor, or a combination of both.

[0162]

The software module may be provided in any type of storage
medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
register, a hard disk, a removable disk, or a CD-ROM.
[0163]

The storage medium 1s connected to the processor so that
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Alternatively, if the parameter "RC" is omitted from "RRC HO Command
(handover command signal)”, the mobile station UE may, on a trial basis,
maintain the present value of "RC", increment "RC" or reset "RC" to "0"
and then check "Integrity” 15 with respect to a message received for each
of the cases to autonomously determine which one of the cases is correct.
[0161] Note that operation of the above described switching center
thd! 'Fo@?s@ﬁf Rare F@é?“a?j}ﬁBv?Pfit‘Qe %‘%at%i'f?ﬂ 2Pk '%FB& B the
Implemented by means of hardware, a sottware module executed by a
stpragsswdaua condisatjobhd bt §Rf6RE i unTihaysbitwiarteegedited into
maybe provided in any type of storage medium such as an RAM (Random

tha REQSRRSASry), 4 kR%n HRMGHO 53RN YHB RSN fdtheRFSSOr may
beEB?&N&EEPS?H'eé’rYOW@i‘l@?&b'?I@% e RRFRGM (EHS‘\VP@E@”WP the

Erasable and Programmable ROM), a register, a’hard disk, a removable
swiiskhdng CEFRIeNMM\(E 6 X e stbiageasedikatd oonabBethtd tiwe mobile

rocessqr so that the grocessor can read.and write.information from and
SR soe MStlonEHecs et Dai A e BTae R eedd 1B be
preiege PO eSS iRe SHiagedBpdie ANE thaa RECGRSEPHMEYRE station

provided in an ASIC. The ASIC may be provided in the 5 switching center

eNnandihehadieobddesstiat BB Hid a5 mobliscraks GENARREHe
[Oﬂ%lge medium and the processor may be provided in the switching
center MME, the radio base station eNB and the mobile station UE as a

discretercoimpdient [t jplttirendoxe, o présenbiseantdes dabbed in
been described in detail using the above embodiment; however, it is

deggddreti 16ehdiesrROY ¢ ADAH tReNhe feusiakvedtiod & ABPRTREE o
thBLECSRRIE eTh depRinapd A A cBPaRR AR YAURIATRN 8 not

present invention can be made without 15 departing from the spirit and
1 1 sadpsziof thehresehbohvestidnaksioed Hyd Heedredaniptidhoof ithe catperns and
claims. Thus, what is described herein is for_illustrative %uerpose, and ha

vapaakLAich Wilarddiembaiaithe BRGRERRRN ] made without

departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what
Is described herein is for i1llustrative purpose, and has no

intention whatsoever to limit the present invention.
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CLAIMS [1]A mobile communication method in which a mobile station
performs a handover from a handover source radio base station 5 to a
handover target radio base station, the mobile communication method
comprising the steps of: (A) acquiring, at the handover target radio
base station, from the handover source radio base station or a switching
center, a key for calculating a first key for generating a 10 certain key
used in a communication betwee%lt;t)ﬁ m§ndover target radio base station
and the mobile station; and acquiring, at the handover target
radio base station, from the switching center, a second key for calculating
a first key for generating a certain key used in a communication between _

[1]5 5 AeTORASo SRR ks R RekBnsh BACHRETROBIBLRAR, Station
pelATRREabiRARRAIFRIAN MetRE AGEpding Fe6laia s JUFRSE station

comprising the step of: 20(C) updating, at the mobile station, upon
toreceivihgadaeveibveitasgatandrsigia frdraskee hataduarspurddeadioobi le

base station, a first key for generating a certain key used.in a
ORI BESOEH RO TR RSI s PR BLGY Station and the
mobilessjagiequiPrtigdirsh kevHenaangsaiing tﬁ?@é@?ﬁ@i PiDadeedtation,

communication between the handover target radio base station and the
TfrafpblibetdidndBrele e ohafl ficRRFemstiiil &t odding tGvIbka2INg

e iR e B AT R & e R DT fohePeeing

ce haadovResoumadradiabesesiatiredribihd stokilersteitiomao the/istteyge t
for generating the certain key used in the 5 communication between the

raﬁ&ﬁd&%’?%f‘“‘gﬁﬁ(ﬂ_ﬂ RRE sthformakd ke ﬁ%ﬁé QoA Based on a
pararegieLpGlRRY Y he AP KERIIBRP98% radi o base station,

from the switching center, a second key for calculating a first
key for generating a certain key used in a communication between
a next handover target radio base station and the mobile

station.

[2] The mobile communication method according to claim 1,
further comprising the step of:

(C) updating, at the mobile station, upon receiving a
handover command signal from the handover source radio base
station, a first key for generating a certain key used In a
communication between the handover source radio base station
and the mobile station, to the first key for generating the
certain key used in the communication between the handover

target radio base station and the mobile station.

[3] The mobile communication method according to claim 2,

wherein
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[4] The mobile communication method according to claim 3, 10 wherein
the step (C) comprises the steps of: (Cl) generating, at the mobile
station, the first key for generating the certain key used in the
communication between the handover target radio base station and the
mobile station based on the parameter included in the handover command
signal, 15 when the parameter is incremented; and (C2) generating,

2t eyl SipURN P IR AEEEATIBING COURUKRHUSPIV E ey

the communicatio eent ver target radio base station and
fothgenehiktitaiothzsed ta th&kirgiueydanrgeheratingntheiczrtaokdye tween
used in 20 the communication between the_handover source radio base _

the e IhSHYERE LatdR, RAsR REHAIRABHiIIGBeH 4 Station,
toNRLOE <o rayd ?&n%wdwﬁg%%d certRifPReYORISd in the

communication method according to claim 4, 25 wherein in the step
co(@uy) wtrhihs edvecs itbridearidove hahdogertcarachemdosigealstation

increment he mobile station updates, based on the parameter, a .
g AR BB T A RSP g fo At e SOREHEY dadthe
halubeconanmnisation Pghugen the handover target radio base station and
the mobile station, and generates the first key for generating the certain

key used in the communication between the handover target radio base

[4j[:a“°i‘haé1%%‘8i’FSbi&eoﬁrhﬁ%gﬁyakPﬁ&?.%@?q%f? aé%%?ﬁ‘iﬁ;&;‘;"é%y'é‘igﬂ% 3,

obile communication accordingto claim 4 or clal wherein

whitheeliarataiesisd. {0y tamproldesottipusitepyen othod according to
any one of claim 3 to claim 6, further comprising the step of:

_ _ ! . (D)
storir- k2 t9EREIEHE KistoA rihRBO0Ad B RAbIaN 15t Fadisbhsy Tor
geftFqe ﬂﬂg‘“&ﬁ‘é" oA @%%3%%%&3{ BRI B ATRUSE i’m‘ﬁ%@tween

mobile station performs a han om a handover source radio base
thetdimndovbe heendgetr rard@drduhis dastastation ahd reds bada $@tebation

bag%rg%hsigﬁ:eapfg?g%% lgr'[ngnucni'tu%oenéigiur]r et teo ﬁgﬂléicr)?/’ef:prgomr%and signal,
when the parameter is iIncremented; and

(C2) generating, at the mobile station, the first key for
generating the certain key used in the communication between
the handover target radio base station and the mobile station
based on the first key for generating the certain key used in
the communication between the handover source radio base
station and the mobile station, when the parameter included in

the handover command signal is not incremented.

[5] The mobile communication method according to claim 4,
wherein

in the step (Cl1), when the parameter included in the
handover command signal is iIncremented, the mobile station
updates, based on the parameter, a second key for calculating

the fTirst key for generating the certain key used iIn the
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20 handover source radio base station, a key for calculating a first key for
generating a certain key used in a communication between the handover
target radio base and the mobile station; and a second acquiring unit
configured to acquire, from a 25 switching center, a second key for
calculating a first key for generating a certain key used in a
communication between a next handover target radio base station and the

ﬂ]ﬂm [ [g@t(w ile i I r h ek -

€0 ando?\%ﬂéhcc)ﬁbce ra |§ ﬁs?gactii{c})ir{ %@ﬁ:n%\ege%rgggrgéiob %S'@e%tatlon

andtatidre theolmdbide statdni oomprasioly: genex&egsipddtang fintsonfigeyedfor
to update, upon receiving a handover command signal from the handover

9eusHRE Yalio B S stabh, s st REF i b afin ARG RS UREF PeN
thé HIRBDIAIPRREIVERATE NARCOVEESRIGH MNP BRECRINIANA8Y G on

mobile station, to afirst key for generating a certain key used in a
basednaumiddtnupstated tbedandoke@ytarget radio base station and the

mobile station. 10 [10] The mobile station according to claim 9, wherein

the key updating unit is configured to update, based on a parameter

[6TcludgtinmbeinRNEv(Rh GATERFTGAIGRaLHBE THEdsiPhgers it el or
certain key used in the communication 15 between the handover source

¢l eedio DaswhResiRhadd g enabBne tekiohstd<the first key for generating the
certain key used in the communication between the handover target radio
base and the mobile station. 20[11] The mobile station according to claim

[710. whieeindbd keyaamimtingcanttis condghisdl toogenelaiey vileeatiye one of
parameter included in the handover command signal is incremented, the

clant kdy tor Gty tHEHERaN KBPTREAH Bk EhRnikitatRhbetween
the hiﬁ‘iov%rtté%ggdioatlasetﬁé St 189 BRAMGYIF, SHAR bRgetived

on the parameter; a
parameter.

[8] A radio base station which functions as a handover target
radio base station when a mobile station performs a handover
from a handover source radio base station to the handover target
radio base station, the radio base station comprising:

a first acquiring unit configured to acquire, from the
handover source radio base station, a key for calculating a
Tirst key for generating a certain key used in a communication
between the handover target radio base and the mobile station;
and

a second acquiring unit configured to acquire, from a
switching center, a second key for calculating a first key for
generating a certain key used 1n a communication between a next

handover target radio base station and the mobile station.

[9] Amobile stationwhich performs a handover from a handover
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the key updating unit is configured to generate, when the parameter
included in the handover command signal is not incremented, the first key
for generating the certain key used in the communication between the
handover target radio base station and the mobile station, based on the
first key for generating the certain key used in the communication between
the handover source radio base station and the mobile station. 5[12] The

ije i [ [ ' ' it
Sog})(:%lgufgﬁi '[%guapt)gélgtg v%%%@rﬁe%?ﬁ%ﬂgggem the dO\(jl(f:-lrH Hig base
stawhomndsignalab ileesieatad m seogqudilelrige calculating the first key

for generating the certain key used in the communication between 10 the _

handBvEPYa et PlcAS B4 idtatiBR BHAURE TbBilkREat s, By bRER VNG
a RAFRIBEEY BBAHRAMANSRIRANC FrIK RO ISHEERINN SEHABLYEdR Dase

in the communication between the handover target radio base station and
stakimobila sktioatbkesd §nrthgapdaetikegoadkeytad N1REYhasashilen a

cof LSS PR R R A LAl b R Mo

andlteeRsHIMel 3raiteEN to dhpiHeytuRestiTe HyscPatIngGRertain
store the received parameter.
key used in a communication between the handover target radio

base station and the mobile station.

[10] The mobile station according to claim 9, wherein

the key updating unit is configured to update, based on
a parameter included in the handover command signal, the first
key for generating the certain key used in the communication
between the handover source radio base station and the mobile
station, to the first key for generating the certain key used
in the communication between the handover target radio base and

the mobile station.

[11] The mobile station according to claim 10, wherein

the key updating unit is configured to generate, when the
parameter included 1in the handover command signal 1is
incremented, the First key for generating the certain key used
in the communication between the handover target radio base
station and the mobile station, based on the parameter; and

the key updating unit is configured to generate, when the
parameter included in the handover command signal is not
incremented, the First key for generating the certain key used

in the communication between the handover target radio base
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generating the certain key used in the communication between

the handover source radio base station and the mobile station.

[12] The mobile station according to claim 11, wherein

the key updating unit is configured to update, when a
parameter included 1i1n the handover command signal 1Is
incremented, a second key for calculating the first key for
generating the certain key used in the communication between
the handover target radio base station and the mobile station,
based on the parameter, and to generate the first key for
generating certain keys used In the communication between the
handover target radio base station and the mobile station, based

on the updated second key.

[13] The mobile communication method according to claim 11 or

claim 12, wherein the parameter is KI.

[14] The mobile station according to any one of claim 11 to
claim 13, wherein
the key updating unit is configured to store the received

parameter.
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