
AUTHENTICATING DEVICE FOR A COMMUNICATION NETWORK FIELD Embodiments described
herein relate generally to an     authentication technique capable of authenticating a 5 plurality of
devices by cooperation of the devices. SACKGROUND The Global System for Mobile
Communications (GSM) is a wireless communication system used for digital cellular telephony. As
means having a function of carrying out LO authentication of a user on the GSM network, and effective
accounting management, a Subscriber Identity Module (SIN) is known. As a technique for utilizing the
authentication function of the SIM for wireless LAN service, there is an Extensible Authentication
Protocol Method for GSM 15 Subscriber Identity Module (EAP-SIM). It should be noted that RAP is a
protocol obtained by extending the mechanism of Point-to-Point Protocol (PPP) used in the Internet,
and intended for 'ireless LAN. Incidentally, in the EAP-SIM, although a protocol is 2C defined between
a supplicant corresponding to a data device, and authenticator corresponding to certification authority,
this is a protocol corresponding to a configuration having ore supplicant and one authenticator.
Accordingly, when a plurality of supplicants are 25 present, although the authenticator needs to
execute  the aforementioned authentication operation for each of The supplicants, then each of the
plurality of supplicants has to carry out an authentication operation together with the authenticator at
independent timing, and it is difficult to assure an effective authentication operation due to, for
example, signal conflict, repetition of a duplicate operation, and the like. 



BRIEF DESCRIPTION OF TEE DRAWINGS 10FIG. 1 is an exemplary signal delivery/receipt chart
showing a procedure in which two supplicants cooperate with each other to execute an authentication
operation together with an authenticator according to an embodiment.       FIG. 2 is an exemplary
signal elivery/receipt chart showing a procedure in which three supplicants cooperate with each other
to execute an authentication operation together with an authenticator according to the embodiment.
20FIG. 3 is an exemplary signal delivery/receipt chart showing a procedure in which three supplicants
cooperate with each other to execute an authentication operation together with an authenticator
according to the embodiment. 25FIG. 4 is an exemplary signal delivery/receipt chart showing a
procedure in which three supplicants cooperate with each other to execute an authentication
operation together with an authenticator according to the embodiment.       FIG. 5 is an exemplary view
for explaining an example in which the authentication system is applied to power supply service for an
electric vehicle according to the embodiment.       FIG. 6 is an exemplary signal delivery/receipt chart
showing a procedure in which two supplicants cooperate with each other to execute an authentication
aceration together with an authenticator according to a second embodiment.       FIG. 7 is an
exemplary signal delivery/receipt chart showing a procedure in which two supplicants cooperate with
each other to execute an authentication operation together with an authenticator according to a third
embbdiment, DETAILED DESCRIPTION       In general, according to one embodiment, an electronic
device connected to an authentication device 



20through a first communication network, and further connected to another electronic device through a
second communication network executes authentication of the electronic device and another
electronic device by data delivery/receipt conforming to a predetermined procedure between the
electronic device and the authentication device through the first communication network, and data
delivery/receipt between the  -4- electronic device and another electronic device through the second
communication network. fairst Embodiment] Hereinafter, this embodiment will be described 5below in
detail with reference to the drawings.       FIG. 1 is an exemplary siunal delivery/receipt chart showing
a procedure in which two supplicants of this embodiment cooperate with each other to execute an
authentication operation together with an 10authenticator.       In the procedure shown in FIG. I, an
authenticator 1, mobile terminal 2, master supplicant 3, and slave supplicant 4 execute signal
delivery/receipt.       The authenticator 1 and mobile terminal 2 can communicate with each other
through a GSM (for example, a cellular line'. However, the communication system between the
authenticator 1 and mobile terminal 2 is not limited to GSM. Further, the mobile terminal 2 has a
communication function different from the cellular 20line, for example, a wireless communication
function of a short distance, wireless LAN (WLAN) function or the like, and can also function as an
access point (M?). 



The master and slave supplicants 3 and 4 each have a SIN function, and function of a wireless LAN
slave 25unit. The master supplicant 3 and slave supplicant 4 can communicate with each other
through the wireless LAN. However, the communication system of the master  suppilirr, t 3 and slave
supplicant 4 is not limited to the wireless LAN, and iris sufficient if the supplicants 3 and 4 can be
connected to each other by any communication system. Accordingly, the master and slave supplicants
3 and 4 can be ascertained as comunication devices each of which is provided with .a securing
function.       Next, a procedure for atonal., delivery/receipt for authentication will be described below. It
should he 1. 0noted that the signal delivery/receipt 'procedure will be described in conformity with the
specification of IEEE .802. 1Xto correspond to the two roles of the "supplicant" and "authenticato".
When the mobile terminal 2 and master supolicant 3 15 are connected to each ocher through a
wireless LAN in a state where the mobile terminal 2 can communicate with the authenticator 1, the
master supplicant 3 transmits an EAPOL-Start signal in step S01 to the authenticator 1 through the
mobile terminal 2 in. accordance with the NAP-SIN authentication procedure.        :t should be noted
that the mobile terminal 2 bears a function of transferring a signal to/from the master supplicant 3
from/to the authenticator I. which are different from each other in communication system. Accordingly,
in the procedure after this, the operation of the mobile terminal 2 will not be mentioned, and a
descriotion will be given or the assumption that the  authenticator 1 and each of the master and slave
supplicants 3 and 4 directly carry out. signal delivery/receipt. In step 502, the authenticator 1 whi'h has
received an EAPOL-Start signal transmits an SAPRequest/Identity signal to the master supplicant 3,
and 



master supplicant 3 which has received the signal transmits an EAP-Response/Identity signal. In step
503, the authenticator I which. has 10received the SAP-Response/Identity signal starts authentication
processing, and transmits an RAPRequest/SIN/Start signal to the master supplicant Further, an
SAP-Response/SIN/Start signal which is a response signal to the SAP-Request/SIN/Start signal is
15received from the master supplicant 3.        In step 304, the authenticator 1 transmits an
RAPRequest/SIN/Challenge sigh.al to the supplicant 3 in order to carry out authentication for
determining whether or not the master supplicant 3 is a. valid 20device. The master supplicant 3
transmits an RAP- Response/SIM/Challenge signal which is a respo signal thereto to the authenticator
1.        The authenticator 1 can determine whether or not the master. supplicant 3 is a valid device by
analyzing 91the response signal. For example, it is determined whether or not the supplicant 3 is a
valid device by analyzing a decryption code included in the response  signal of the master supplicant
3. When the authenticator 1 can correcarry out authentication, an EAP-Success signal is transmitted to
he master supplicant 3 in shep 305. Having received This signal, the master supp cant 3 recognizes
that 



its own device has correctly been authenticated.       Subseauen.ly, an authentication procedure for the
slave supplicant 4 will be described below. When the master supplicant 3 determines that
10authentication of the slave supplicant 4 has not been carried out yet, the supplicant 3 transmits, in
step 306, an EAPOL-Start signal for requesting the authenticator 1 to start authentication processing
again within a predetermined time after completion of 15authentication of its own device to the authe
'ica-or 1. An identifier indicating that the master supplicant transmits the EAPCIg-Start signal on behalf
of the slave supplicant may be added to the EAPOL-Start 20signal, Of when the master supplicant
ascertains an identifier ID of the slave supplicant, the master supplicant may add the identifier ID of the
slave supplicant to the EAPOL-Start signal to thereby transmit the signal. 25The authenticator 1 which
has received the EAPOL- t signal carries out the following determination. The JEDPOL-Start signal
has been received from the  same supplicant which has already beer authenticated wjfhib a
predetermined time after the authentication Processing of the master supplicant 3, and henbe the
authenticator 1 determines that the EAPOL-Start signal has been transmit:Led thereto from the master
supplicant on behalf of the slave supplicant. 



Alternatively, when an identifier indicating that the signal has been tranSmitted or behalf of the slave
supplicant as described above or an identifer ID 10(identi fier ID of the slave supplicant 4) different
from that of the master supplicant 3 is added to the EAPOL-Start signal, the authenticator 1 utilizes the
added data to determine that the EAP-Sfart signal has been transmitted thereto from the master
suoblicant 3 15on behalf of the slave supplicant 4.        Further, when the authenticator 1 has
determined that :hesignal is an EAPOi-Start signal transmitted thereto on behalf of the slave supplicant
4 by any one of the above methods, the authenticator 1 transmits, in 20step S07, an
EAP-Reguest/Identity signal to which a specific identifier is added.        The specific identifier may be
shown by setting a certain specific Pie or the specific identifier can be made by making the destination
address of the FLAP- 25Request/Identity signal to be transmitted a muiticast address or a broadcast
address. Further, when the identifier ID of the slave  supplicant 4 is added to the received EAPOI-Start
signal, an EAP-RenuestitdenMity signal a destination address of which is made the identifier ID of the
slave suoclicant 4 may be transmitted.       The master. supplicant J receives the EAPRequest/Identity
signal transmitted from the authenticator I. When the received LAPRequest/Identity signal corresponds
to any one of the following cases, the master supplicant 3 determines that the signal is not addressed
to its own device. (1) A specific identifier is added to the signal. 



(2) The destination address is not for its own device.  (3) After the authentication of its own device has
been completed, the fact that an EAP0r-Start signal has been 15transmitted on behalf of the slave
supplicant is retained, and an ZAP-Regaest/idengity signal is received withir a predetermined time.
Further, the master supplicant 3 transfers the EAP-Reguest/Identity signal to the slave supplicant 4.
20The slave supplicant 4 which has received this signal transmits an EAP-Response/Identity signal to
the authenticator 1.           steps SOB to 509, the authenticator 1 carries out authentication processimq
of the slave suoplicant 4 25through the LAP-Request-Response/SIM/Start processing, and
LAP-Request.Response/SIM/Challenge processing in the same manner as described above. Further,
when the  authentication has been carried OU4 correctly, the authenticator 1 transmits, in stepan
EAP-Success signal to the master supplicant 3 to notify the supplicant 3 of the completion of the
authentication of the slave supplicant 4. The master supplicant 3 transfers the E55-Success signal to
the slave supplicant 4. 



In step 511, he authenticator 1 transmits an EATSuccesssignal to the. master supplicant 3 which has
transmitted the EAPOL-Start signal thereto on behalf of the slave supplicant to notify the supplicant 3
of the completion of the authentication of the other supplicant. The authenticator 1 notifies the master
supplicant 3 of completion of the authentication by adding, for example, the ID. of the supplicant
authentication of which has been successfully completed to the signal. Hereby, it is possible for the
master supplicant 3 to ascertain the authenticated supplicant, and determine that the supplicant is an
authenticated 213valid 'device.       Further, it is possible for the authenticator 1 to notify the master
supplicant 3 of an encryption key used for the encrypted communication between the authenticator 1
and slave supplicant 4, and also notify 25the slave supplicant 4 of an encryption key used for the
encrypted communication between the authenticator 1 and master supplicant 3. Hereby, it also
becomes  possible for the master supplicant 3 and slave supplicant 4 to carry out encrypted
communication each other. [Variation 1 of First Emhodiment] FIG. 2 is an exemplary
signdelivery/receipt chart showing a procedure in which three supplicants of the embodiment
cooperate with each other to execute an authentication operation together with an authenticator. It
should be noted that parts identical 10 to the first embodiment are denoted by reference symboTs
identical to the first embodiment, and a detailed description of them are omitted. 



In the procedure shown in FIG. 2, an authenticator 1, mobile terminal 2, master supplicant 3, slave
15supplicant 4, and slave supplicant 5 execute signal delivery/receipt. Further., the master supplicant
3 can airominicate with slave supplicants 4 and 5.        The master. supplicant 3 carries out its own
authentication operation between itself and the 20 authenticator This procedure is identical to steps
301 to SO4 of the procedure shown in FIG. 1, and hence a description thereof is omitted.        When
authentication has been carried out correctly, the authenticator 1 transmits, in step 321, 25an
EAF-Success signal to the raster supplicant 3. The master supplicant 3 which has received this signal
recognizes thats own device has been correctly  - 12 - authenticated.       Subsequently, an
authentication procedure of slave supplicant 4 shown below is executed. 



When the master supplicant 3 determines that auehentication of slave supplicant 4 has not been
carried out yet, the supplicant 3 transmits, in step 322, an EAPOL-Start signal for requesting the
authenticator 1 to start au.thenti.cation processing again withina predetermined time after completion
of 10authentication of its own device to the authenticator       When the authenticator lwhich has
received this signal; determines that this signal is the ERPOLaStart signal transmitted thereto on
behalf of slave 15supplicant 4, the authenticatar 1 transmits an RAP- Request/Identity signal to the
master supplicant 3 in step. 523. The master supplicant 3 receives the RAPFequest/Identity oinai
transmitted from the authenticator I. The master supplicant 3 transfers the 20RAP-Request/Identity
signal o slave supplicant 4.       In step. 524, slave supplicant 4 which has received this signal
transmits an EAP-Response/Identitv signal to the master supplicant 3. The master supplicant 3
transfers the received RAP-Response/Identity signal to 25the authenticator 1. Subsequently, the
authenticacor - carries out authentication processing of slave supplicant. 4 through the
EAPARequest-Request/SIM/Start  - 13 - processing, and SAP-Request Response/SIN/Challenge
processiThis orocednre is identical to that descr:_bed above, and hence a description thereof is
omitted. 



When authentication has been carried out correctly, the authenticator 1 transmits an RAP-Success
signal to slave supplicant 4 in step 525. Further, lig step S2, the authenticator 1 transmits an
EAP-Success signal to the master supplicant 3 which has transmitted 10the EAPOL-Start signal
thereto on behalf of slave supplicant 4 to notify the master supplicant 3 of the completion of the
authentication of slave supplicant       Subseguently, an authentication procedure of slave supplicant 5
will be described below. 15When the master supplicant 3 determines thaI authentication of slave
supplicant 5 has not been carried out yet, the supplicant 3 transmits, in step 527, an EAPOL-Start
signal for reauesting the authenticator 1 to start authentication processing 20again within a
predetermined time after the completion of the authentication of slave supplicant 4 to the authenticator
1.       When the authenticator 1 which has received this signal determines that this signal is the
EAPOL-Start 25signal transmitted thereto on behalf of siavt supplicant 5, the athenticator I transmits
an SAPRequest/Identity signal to the master supplicant 3 in  - 14 - step 528. The master supplicant a
receives rho ETsx Request/identity signal transmitted from the authenticatorThe master supplicant 3
transfers the 



SAP-Request/Identity signal to slave supplicant 5.       In step S29, slave supplicant 5 which has
received this signal transmits an RAP-Response/IdenLity signal to the master supplicant 3. The
masher supolicant 3 transfers the received EAP-Response/identihy sCgnal to the authenticator I.
Subsequently, the authenticator I 10carries cut authentication processing of slave suopl a +- 5 through
the EAP-Request.Req 4 4SIM/Start processing, and RAP-Request-Response/SIM/Challenge
processing. This procedure is identical to that described above, and hence a description thereof is
15omitted.       When the authentication has been carried out correctly, the authenticator. 1 transmits,
in step 330, an RAP-Success signal to slave supplicant 5. Further, in step 31, the authenticator 1
transmits an RAP- 20Success signal to the master supplicant 3 which has transmitted the
EAPOL-Start signal thereto on behalf of slave supplicant 5 to notify the supplicant 3 of the completion
of the authentication of slave supplicant 5. [Variation 2 of First Embodiment]       FIG. 3 is an
exemplary signal delivery/receipt chart showing a procedure in which three supplicants of the
embodiment cooperate with each other to execute an  authentication operation toast= with an
authenticator. It sou la be noted that parts identical to the first embodiment are denoted by reference
symbols :den:loal to the first embodiment, and a detailed description of them are omitted. 



In the procedure shown in FIG. 3, an authenticator 1, mobile terminal 2, master supplicant 3, slave
supplicant 4, and slave supplicant 5 execute signal delivery/receipt. Further, the :Easier supplicant 3
can 10communicate with slave supplicants 4 and 5 by multihep communication       Multihop implies a
configuration in which a number of supplicants are connected to each other by mu-It/stave connection
without the inbervention of 15access points. In the multihop communication, suppiicants connected to
each other and adjacent to each other are configured to be able to communicate with each other, and
hence communication is carried Our by relay of a plurality of supplicants. 20Each of the authentication
procedures of the master and slave supplicants 3 and 4 shown in steps 333 to 340 is identical to the
processing of steps 321 to 326 shown in FIG. 2, and hence a description thereof is omitted.
Subsequently, an authentication procedure of slave supplicant 5 is executed. Wnes the master
suoplicant 3 determines that authentication of slave supplicant 5  - 16 - has not, been carried out yet,
the supplicant 3 transmits, in stop 541, an EAPOL-Start signal for requesting the authenticator 1 to
start authentication processing again within a credo =lined time after the completion of the
authentication of slave supplicant 4 to the authenticator _.       When the authenticator 1 which has
received this signal determines that this signal. is the EAP01-Start signal transmitted thereto on behalf
of slave 



10supplicant 5, the authenticator 1 transmits an EAP- Reeuest/Identity signal to the master supplicant
3 i. step 512. The master supplicant 3 receives the SAPRequest/Identity signal transmitted from the
authenticator 1. The master supplicant. 3 transfers the 10EAP-Reguest/Identity signal to slave
supplicant 4. Slave supplicant 4 receives the SAP-Request/Identity signal transmitted from the master
supplicant 3. Slave supplicant 4 transfers the SAP-Request/Identity signal to slave supplicant 5.
20Slave supplicant 5 which has received this signal transmits an EAP-Response/Identity signal to
slave supplicant 4 in step 543. Slave suoolicant 4 which has received this signal transmits the
EAPRespense/Identity signal to the master supp..i. cant 3. 25The master supplicant 3 transfers the
received EAT- Response/identity signal to the authenticator 1. Thereafter, the master supplicant 3
carries out   - communication with slave supplicant 5 through slave supplicant 4 in the multihop system
to execute the Request-Response/SIN/Start processing, and EIAPRequest-Response/SIM/Challenge
processing. I I should he noed that this procedure is identical to that described previously, and hence a
description thereof is omitted. When the authentication has been correctly carried 



out, the authenticator 1 transmits an SAP-Success 10signal to the master supplicant 3 in step 544.
The master supplicant 3 transmits the SAP-Success signal to slave supplicant 4. Slave supplHcant 4
transmits the SAP-success signal to slave supplicant 5. Further, in step 45, the authenticator 1
transmits an SAP-Success 15signal to the master supplicant 3 which has transmitted the EAPOL-Start
signal thereto on behalf of slave supplicant 5 to notify the supplicant 3 of the completion of the Enither
minatioti of slave supplicant 5. [Variation 3 of First Embodiment] 20FIG. 4 is an exemplary signal
deliver]/receipt chart showing a procedure in which three supplicants of the embodiment cooperate
with each other to execute an authentication operation together with an authenticator. It should be
noted that parts identical 25 to the first embodiment are denoted by reference symbols identical to the
first embodiment, and a detailed description of them are omitted.  In the Procedure shown in EICs 4,
an authenticator 1, mobile terminal 2, master supplicant 3, slave supplicant 4, and slave supplicant 5
execute signal elivery/receipt. Further, the master supplicant 3 can communicate with slave
supplicants 4 and 5 by multihop com=nication.       Each of the authentication procedures of the master
and slave supplicants 3 and 4 shown in steps 351 to 556 is identical 70 the processing of steps 535 to
10540 shown in FIG. 3, and hence a description thereof is omitted. 



Subsequently, an authentication nrocedure of slave supplicant 5 is executed. Slave supplicant 4
transmits, in step S57, an EAPOL-Start signal for requesting the authenticator 1 to start authentication
processing within a predetermined time after the completion of authentication of its own device to the
master supplicant 3. The master supplicant 3 which has received this siryal transmiss the EAPCI-Start
signal 20cc she authenticator 1.        Thereafper, slave supplicant 4 carries out multihop
communication with the master supplicant 3 and slave supplicant 5 to execute the
EAP-Request-Response/identity Processing, SAPRequest-Response/SIM/Start processing, and
EAPRequest.Response/SIM/Challenge processing. It should he noted that this procedure is identical
to that of  steps 342 to 344 of FIG. 3, and hence a description thereof is omitted.        Further, in step
361, the authenticator 1 transmits an EAP-Success signal to the master supplicant 3 to notify the
supplicant 3 of the completion of the authentication of slave supplicant 5. The master supplicant 3
transmits the AP-Success signal to the slave supplicant 4. FIG. 5 is an exemplary view for explaining
an 10example in which the authentication system of the embodiment is applied to power supply
service for an electric vehicle.        In a power supply station 70 of FIG. 5, a wall outlet 13, and circuit
breaker 14 are provided, and 15electric power supplied from an electric power company through an
electric power transmission line can be. supplied .to an electric vehicle 16. On the other hand, 



a user owho is an owner of the-electric vehicle- 16 carries a cellular phone 12 for -payment of a
charged 20amount. The cellular phone 12 can communicate wltn an authenticator 11 through a
communication network 15.          When the devices shown in FIG. 5 and devices which have executed
the authentication procedure described above are compared with each other, the =bile terminal 2
corresponds to the cellular phone, master supplicant 3 corresponds to the wall. outlet 13 that can
supoly power to the electric vehicle 16, and slave supplicant  - 20 - 4 corresponds to the circuit breaker
14 connected to the wall outlet 13.       The electric power company measures the total amount of
electric Power used at the circuit breaker 14, thecarrying out accounting. In this system, even when a
person other than a contract= of the circuit breaker 14 supplies power by using the wall outlet 13, an
electric bill is collected from contractor of the circuit breaker. however, when t'se 10actual operation is
taken into consideration, a case where a person other than the contractor uses the electric power by
us g the wall outlet is conceivable. Accordingly, a system in which a user who uses the electric cower
should pay the etcctri. bill is 15necessary.       As a mc .shod of solving this problem, application of the
aforembntioned authentication method is conceivable. 



The wall. outlet 13 which is the master supplicant 203 is provided with a meter configured to measure
the supply amount of electric POWBr. The user brinos the cellular phone 12 close to the wall outlet 13,
whereby the master supplicant 3 and cellulsr phone 12 carry out communication with. each other.
When a credit function 25added to the cellular phone in advance, the credit data can be retained in the
circuit breaker 14 which is the slave supplicant 4 through the wall outlet 13 which  - 21 - is the master
supplicant 3. It becomes possible for the electric power supplier to charge the user for used electric
power on the basis of the credit data and used amount of electric power obtained from the meter.
However, concerning the user of the cellular ohone 12, notifying the master supplicant 3 and slave
supplicant 4 of the credit data without recognizing that the supplicants $ and 4 are valid devices is
problematic in terms of security. Thus, taking the 10opportunity of the: communication between the
cellular phone 12 and master supplicant 3, an authenticator possessed by the communication common
carrier is used to authenticate the master supplicant 3 and slave supplicant 4, whereby ft becomes
possible for the user 15to inform the supplicants of the credit data without 



anxiety.       Further, the data is encrypted by the SIM, and hence even when the credit data retained
by the slave supplicant 4 is illegally acquired by a third party, the data cannot be inspected.       By
using the technique o_ authenticating a plurality of devices by cooperation between the devices in the
manner described above, it becomes possible to construct a system in which a user of electric power
is 25charged in a service of supplying electric power to electric vehicles 16. It should be unto:trie
electric power supetlying service is only one  - 22 application examples ofa present invencnion, and
the present invention can be applied to various services tout being limited to the above example.       It
should be noted that in the example shown in FIG. 5, although the function of the master supmiicant 3
is allocated to the wall ouLlet 13, the allocation is not limited to the example, and the circuit breaker
may be allocated to the master supplicant 3.       In general, when a plurality of data devices are
present, a device corresponding to the master supplicant 3 may he determined in advance. Further, a
data device firstly accessed by the mobile terminal 2 may bear the function of the master supplicant 3
without previously determining a device corresponding 



15to the master supplicant 3. [Second Embodiment]       In the first embodiment, autheotioat ionhas
been executed serially in such a wanner chat after completion of the authentication processing of the
20waster supplicant 3, the authentication processing of the slave supplicant 4 is executed. Conversely,
in a second embodiment, authentication of a master supplicant 3, and authentication of a slave
supplicant 4 are simultaneously carried out, whereby the 25communication efficiency in authentication
is improved. Accordingly, parts identical to the first embodiment are denoted by reference symbols
identic.ai to the first  23 embodiment, and a detailep oescription of them are omitted_       FIG. 6 is an
exemplary signal delivery/receipt chart s owing a procedure in which two supplicants of the second
embodiment cooperwith each ether to execute an authentication operation together with an
authenticator. It shcud be rioted that the present invention is not limited to the case where the number
of supplicants is two, and can be applied to a case 10where the number of supplicants is three or
more.        In step 365, when the master supplicant 3 has established communication with a mobile
terminal 2, the master suoplicant 3 transmits an FAFOL-Start signal to an authenticator 1. In step 366,
the authenticator 



15which has received this signal transmits an LAP- Request/identify signal to the master supplicant 3.
In step T10, when the master supplicant 3 has received the LAP-Request/Identity signal, the master.
supplicant 3 transfers the signal to the slave supplicant 4. 20The master supplicant 3 stands by for a
predetermined time. When the master supplicant has received the EAP-Response/idenfity signal
transmitted from the slave supplicant 4 within the predetermined . time in step Ill, the master
supplHcant.3 generates.one 25LAP-Response/Identity signal formed by aggregating the
LAP-Response/identity signal of its own device, and SAP-Response/Identity signal of the slave
supplicant 4  - 24 - with each other, and transmits she generated signal to the authenticato       As
described above, the number of the supplicants is not limited to two, and hence
LAP-Response/Identity signals transmitted from two or more slave suppl.aoants 4 are received in
some cases. In such a case, one EAPResponse/Identity signal formed by aggregating two or more
3AP-Fer onse/Identity signals received within a predetermined time, and the LAP-Response/Identity
signal of the master. supplicant 3 with each ether generaied, and is transmitted to the authenticator 1.
it should be noted that as the method of aggregating a plurality of LAP-Response/Identity signals with
each other and aggregating into one EAPResponse/Idehtity signal, the method provided in, for
example, IEEE 802. lin can he employed. The authenticator I which has received the aggregated
LAPResponse/identity signal transmits, in step 368, :FLAPRequest/SIM/Start data formed by
aggregating a plurality of EAP-Request/SIM/Start data items with each other in accordance with the
number of aggregation to the master supplicant 3. The master supplicant 3 which has received this
data extracts an EAP-ReouestASTMAStart data item 



25corresponding to its own device from the data transmitted thereto, and transfers the received LAP-
Request/SIM/Start data to the slave supplicant 4.  - 25 - Further, after the transfer of the data to the
slave supplicant 4, the master supplicant 3 starts a timer or the like to wait for receipt of a response
signal. should be noted that as the transfer method, 5the Taster supplicant 3 may transfer the received
EAR- Request/SUM/Start data to the slave supplicant 1 as it is, or mat aggregate a plurality of
SAPRequest/SIM/Start data items With each other, and may transmit the aggregated
EAP-Request/SIM/Start data 10separately to each of a plurality of slave supplicant 4. Each of the
slave supplicants 4 extracts an SAPRequest/SIM/Start data item for its own device from the received
data not inn accordance with the format of an EAP-Requesn/SIM/Start signal, and transmits an
EAPResoonse/SIM/Start signal as a response signal on the received data.        In step 113, when the
master supplicant 3 has received EAR-Response/Identity signals transmitted from the slave
supplicants 4 within a predetermined time, the master supplicant 3 aggregates
EAPResponse/SIM/Start signals from. the slave supplicant- 4 received before a time-out occurs, and
transfers the aggregated signal to the authenticator 1. At this         random numbers NCNCE_MT
which are one of the LEAPResponse/SUM/Start data items denffer from one another in each of the
slave supplicants 4. The authenticator 1 which has received this signal  



Lr.ansmits an aggregated EAP-Request/SIM/Challenge signal to the master supplicant 3 in step 370.
Here, a. Messapse Authentication Code (MAC) which is a daka element of the
EAP-Request/SIM/Challenge signal is generated for each NONCE_MT, and hence differs from each
other in each of the slave supplicants 4. Further, the random numbers RAND Challenge which are
data elements are data issued from the authenticator and hence are common values. ICThe master
supplicant I which has received the EAP-Regdest/STM/Challenge signal confirms a Message
Authentication Code associated with its own device and., when the supplicant 3 determines that the
MAC associated with its own device is not appropriate, the 15supdlicant 3 does not transfer the EAP-
Request,/SIM/Chalr ge signal to the slave supplicants 4. On the other hand, when it is determined by
the master supplicant 3 that the MAC associated with its own device is appropriate, the supplicant 3
transfers 2C)the EAP-Request/SIM/Challenge signal. 70 the slave supplicants 4 in step T14. Further,
after the transfer of the above signal, the master supplicant 3 starts a t ii ler or the like to wait for
receipt of a response signal. 25The slave supplicant 4 which has received the SAP-
Requsst/S:M/Challenge signal confirms a Message Authentication Code correspondin- to its own
device  and when the supplicant 4 detorrines that the MAC corresponding to its own device is
appropriate, t,e ,mlicant 4 transmits an EAP-Response/SIM/Chalienge signal to the master supplicant
3 in step T15. In step 



571, the master supplicant 3 aggregates the EAPResponse/SIM/Chalienge signals received
beforetime- out occurs, and transmits the aggregated signal to the authenticator I.       Further, in step
572, the authenticator 1 transmits an aggregated EA Success signal e one of the master and slave
supplicants Sand 4, one of the supplicants being successful in the authentication processing.       It
should be noted that like in the case of the first emtodiment, the authenticator I may notify the
supplicants of their encryption keys so that the supplicants for each of which authentication has been
completed can carry out encrypted communication with each other. 20[Third Fmtpdimen51 IA third
embodiment differs from the second embodiment in using common data to authenticate each
supplicant in order to further improve efficiency.        FIG. 7 is an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants of the third embodiment cooperate with each other
to execute- an authentication operation together with an  - 28 - authenticator, I.t should he noted that
the present inventionlimited t.0 the case where the number of supplicunts is two, and can be applied to
a case 



where the number of supplicants is three or more.       Steps 375 to 571, and 120 to 121 are identical
to steps 365 to 567, and TiO tofl 1 of FIG. 6, and hence a detailed description of then is omitted. An
authenticator I which has received an aggregated EAR-Pesoonse/Idenity.signal transmits, in 10stop
378, EAP-Request/SIM/Start data formed by aggregating a plurality of EAP-Regg.est/SIM/Start data
items with each other in accordance with the number of aggregation to a master supplicant 3.       The
master supplicant 3 which has received, the LAP-Request/SIM/Start signfl transmits an MAP-
.sTnise/STM/Start signal to the authenticator.in step. 579 without transferring the receivpd signal to a
slave supplicant 4. However, EAP-SIM version which is data to be added 20to the
MAP-Response/SIN/Start signal is common to all the related slave supplicants 4. Further, each of
NONCE_MT, and PII_SELECTEE_VERSION wh oh are parameters of the EAP-Resoonse/SIM/Start
signal, is used in common, and is one. 25The authenticator 1 which has received this signal generates
a common Message Authentication Code from the common NONCE NT and transmits, in step 580, an



29 EAP-Reguest/SIM/ChalLenge signal to which the MAC and one Challenge are added, to the
master supplicant 3.       The master supplicant 3 checks the Message Authentication Code
transmitted thereto. Further, when the master. supplicant 3 determines that. the MAC is not
appropriate, the supplicant 3 does not transfer the EAP-Reguest/SIM/Challenge signal to the slave
supplicant 4. On the other hand, when it is determined . hr the master supplicant 3 that the MAC is
appropriate,' 10the supplicant 3 transfers the FAD- Request/SIM/Challenge signal to the slave
supplicant 4 in step 722.            Each slave supplicant 4 which has received this signal accepts the
authentication result obtained tyv 15the master supplicant 3 to determine that the Message
Authentication Code is aporopricCe and retcran EAP- Resppnse/SIM/challenge signal to wh4 oh
SRES response and AT_MAC generated on the basis of RAND are added to the "raster supplicant 3
in step, 123. The master 20supplicant 3 aggregates return signals from the sidve supplicants 4 into
one EAR-Response/SIM/Challenge signal, and transmits the aggregated signal to the authenticator I
in step Sel. The authenticator 1 carries out authentication 25processing for each supplicant and, when
the authenticator I determines that all the supplicants are valid supplicants, the authenticator 1
transmits an 



30 EAP-Success s ignal to the master supplicant. 3 in seep 382. One ORES response data item
indicating commoh to all the master and. slave supplicants is added to the SAP-Success signal. The
master supplicant 3 5which has received this signal transfers the SAP- Success signal received for
each of all the slave supplicants 4 to each of all the slave suppl.icorits 4 in step 724. Further, like in the
cases of the first and second 10embodimeits, the authenticatomay nothe supplicants of their
encryption keys so that the supplicants for each of which authentication has been corq.d.eted can
carry out encrypted communication with each other. 15As described above, In step 579, the master
suoplicant 3 transmits the signal no which. one NONSE_MO is added, to the authenticator 1 as a
representative of the other supplicants and, in step 380, the authenticator 1 transmits the signal to
which one MAC 20is added, to the master supplicant 3. When the master supplicant 3 determines that
the MAC is appropriate, the supplicant 3 transfers the signal to the slave supplicant 4. At this time, the
master supplicant 3 has already determined that the authenticator 1 is a 25valid authenticator, and
hence the slave supplicant may not determine the validity of the authenticator 1 again. - 31 



As described above, in the third embodiment, common data is used to carry out authentication,
whereby it is possible to further improve the communication efficiency in authentication. It should be
noted thatslhve supplicant 4 I determine the validity oi the authenticator 1 again. For example, in step
T22, when the master supplicant 3 determines that the MAC is appropriate, the supplicant 3 transfers
the signal to the slave supplicant 4. At 10this time, the signal to which NONCEiMT transmitted from the
master supplicant's own device to the authenticator 1 as a parameter, and MAC are added is
transferred. The slave supplicant 4 determines the va4'dity of the authenticator I by using the data of
the NONCF_MT and MAC. According to the embodiments described above is possible to authenticate
a plurality of devices by cooperation of the devices, and fence when authentication is carried Out With
respect to a system 20constituted of a pluraitty of devices, it is possible to Obtain an efficient and
effective authentication. operation.        It shoud be noted that in each of the embodiments described
above, altnough the moothe terminal 2 is 25provided between the master. supplicant 3 and
authenticator I, and is provided with a function of carrying out communication throuch the cellular line  -
32 



which is a first network, and WLAN which is a second network, the master supplicant 3 may be
provided with a function of carrying out communication through the first network and second network
without providing toe =bile terminal 2.    It should be noted that the communication station described in
each of the above-mentioned embodiments can generally be ascertairconfigured as an electronic
device provided with a communication 10function. However, this communication function is not limited
to that constituted of hardware such as a communication circuit or the like. For example, part of the
communication function described in each of the embodiments described above can also be
constituted of iisoftware. Software can run on a CPU incorporated in a communi.cation circuit, and can
also run on a CPC incorporated in an electronic device connected to a communication circuit. Further,
the communication circuit can be incorporated in a medium detachable from the electronic device.
That is, the present invention is not to limit how to confian electronic device Provided with a
communication function. Accordingly, it is also possible to store part of the functions ciescrtbed in each
of the embodiments in a medium such 25as a SIM card, SD card or the like. Further, it is also possible
to configure the above part of functions as an IC chip. Furthermore, it is also possible to  reaf'ze the
above part of functions by aoproer a 0 selecting and combining hardware, software, recording
medium, SIM card, SD card, and IC chip. It should he noted that the functions described in 



5each of the embodiments not only can be configured by using hardware, but also can be realized by
causing a computer to read a program in which the above functions are described by using software.
Further, the functions may be configured by appropriately selecting one of software and hardware.
It should he noted that ti-e present inverifon is not limited to the aforembntioned embodiments as they
are and, in the implementation stage, the constituent elements can be modified and embodied within a
scope 15not deviating from. the essence of the invention.       Whilecertain embodiments have been
described, these embodiments have been presented by way of example only, and are not intended to
limit the scope of the inventions. Indeed, the novel embodiments described 20herein may be
embodied in a variety of other forms; furthermore, various omissions, substitutions and changes in the
form of the embodiments described herein may be made without departing from the spirit of the
inventions. The accompanying claims and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of the inventions.  MCSLLP 4 -- WHAT IS
CLAIMED IS: 1. An electronic device connected to an authentication device through a first
communication network, and further connected to another electronic device 5 through a second
communication network, comprising: 



an authentication processing module configured to carry out authentication of the electronic device by
data delivery/receipt conforming to a predetermined authentication procedure between the electronic
device and 10 the authentication device through the first communication net o rk;       an authentication
start processi.ng module configured to, when the electronic device has been authenticated by the
authentication device, transmit an authentication start signal configured to start authentication of
another electronic device through the first communication network;       an authenti.cation request
transfer module configured to, when an authentication request signal is received from the
auLnentication device, determine whether or not t 20 authentication request is an authentication
request associated with the electronic device and, when it determined that the authentication request
is not an authentication request associated with the electronic device, transferauthentication request
signal to 25 another electronic device through the second: communication network; and a data relay
module configured to thereafter relay  MCSUP - 35 - data delivered/received in conformity with the
predetermined authentication procedure between the authentication device and another electronic
device,       the authentication request is determined not to be the authentication request associated
with the electronic device if at least one of conditions (1)-(3) are met: (I) specific identifier is added to
the authentication request 



signal; (2) a destination address of the authentication request signal is not for the electronic device;
and (3) To the authentication request signal is received within a predetermined time after the
authentication start signal configured to start authentication of said another electronic device is
transmitted to the authentication device. 152. The electronic device according to claim t, wherein
data indicating that the authentication start signal is transmitted on behalf of another electronic device
is included in the authentication start signal. 3. The electronic device according to claim 1, wherein Gof
other electronic devices are connected to the second coninicatlon network, and the electronic device
further comprises execution 25 control module configured to cause each of a transmission operation of
an authenLication start signal configured to  MCSIAP 



- 36 - start authentication of the other electronic devices to he executed by the authentication start
nodule, a transfer operation of an authentication request signal to be executed by the authentication
request transfer module, and 5 a relay operation of delivery/receipt data to he executed by the data
relay module, to be executed for each of the plurality of electronic devices. 4. The electronic device
according to claim ." wherein 10the plurality of other electronic devices are connected to each other,
and the electronic device carries out data delivery/receipt with the plurality of other electronic devices
through at least one of the other electronic devices serving as a relay point. 155. An electronic device
connected to an authentication device through a first communication network, and further oonnected to
another electronic device through a second communication network, comprising: an authentication
start processing module configured 20 to transmit an authentication start signal con_figured to start
authentication of the electronic device and the other electronic devices through the first communication
network;       an authentication request transfer module configured to, when an authentication request
signal is received from ZU the authentication device, transfer the authentication 



MCSUP - 37 - through the second communication network; and       an authentication data
delivery/receipt module configured to, regarding delivery/receipt of data for authentication between the
authentication device and the other electronic devices, thereafter aggregating data associated with the
electronic device, and data items received from the plurality of other electronic devices with each other
to transmin the aggregated data to the authentication device, and transmit data from the 10
authentication device to each of the plurality of other electronic devices. 6. The electronic device
according to claim 5, wherein the authentication data delivery/receipt module 15includes       a random
number data transmission module configured to transmit a Turality of random number data items
generated in each of the electronic device, and the plurality of other electronic devices to the
authentication device, 20an authentication data receipt module configured to receive a signal including
a plurality of authentication 



data items generated by the authentication device in a manner that the authentication data items
correspond to the plurality of random number data items, and 25a lira smission inhibition module
configured to, when the authentication data corresponding to the random number  MCSLLP - 38 - data
generated in the electronic device is not valid, inhibit the signal including the plurality of authentication
data ictems transmitted from the authentication device from being transmitted to the other electronic
devices.        7. The electronic device according to claim w he rein authentication data delivery/receipt
module incl des 10a random number data transmission module configured to transmit one random
number data item generated in the electronic device Lo the authentication device,       an
authentication data receipt module configured to receive one authentication data item generated in the
authentication device in a manner that the authentication data a ten corresponds to the one random
number data item, and       a transmission inhibition module configured to, when the authentication
data corresponding to the random number 



20 data generated in the electronic device is not valid, inhibit the signal transmitted from the
authentication device from being transmitted to the other electronic devices.          8. A terminal
connected to an authentication  device 25 through a first communication network, further connected,
through a second communication network, to an electronic  MOSLLP - 39 - device connected to
another electronic device through a third communication network, and configured to relay
delivery/receipt data between the authentication device and the electronic device, wherein 5.the
eectronic device comprises:       an electronic device authentication processing module configured to
carry out authentication of the electronic device by data delivery/receipt conforming to a predetermined
authentication procedure between the 10 electronic device authentication processing module and the
authentication device through the first communication network;       an authentication start processing
module configured to, when the electronic device has been authenticated by the authentication device,
transmit an authentication start signal configured to start authentication of another electronic device
through the first communication network;       an authentication request transfer module configured to,
when an authentication request signal is received iron 20 the authentication device, determine whether
or not the authentication request is an authentication request associated with the electronic device
and, when it is determilled that the authentication request is not an 



authentication request associated with the electronic 25 device, transfer the authentication request
signal to another electronic device through the second communication.  MCSLLP - 40 - network; and
, data relay module configured to thereafter rota datalivered/received in conformity with the
predetermined authentication procedure between the 5 authentication device and another electronic
device, and the authentication device comprises:       a first authentication device authentication
processing module configured to carry out authentication of the electronic device by data
delivery/receipt conforming 10 to a predetermined authentication procedure between the first
authentication device authentication processing module and the electronic device through the first
communication network; a determination module coritigured to, when an 15 authentication start si-gnat
is received from the electronic device after the electronic device has been authenticated, determine
whether or not authentication of another electronic device is to be started; an authentication request
module configured to, when 



20 it is determined that authentication of another electronic device is to be started, transmit an
authentication request signal associatea with another electronic device to the electronic device; and a
second authentication device authentication 25 processi.ng module configured to thereafter carry out
data delivery/receipt conforming to the predetermined  MOSLIP - 41 - authentication procedure
between the second authentication device authentication processing module and the electronic device
to authenticate another electronic device,       the authentication request is determined not to he the
authentication request associated with the electronic device if at least one of conditions (1)-(3) are
met: (1) a specific identifier is added to the authentication request signal; (2) a destination address of
the authentication request signal is not for the elect-eondevice; and 19 the authentication request
signal is received within a predetermined time after the authentication start signal configured to start
authentication of said another electronic device is transmitted to the authentication device. 159. A
terminal connected to an authentication device through a first communication network, further
connected, through a second communication network, to an electronic device connected to a plurality
of other electronic devices through a third communication network, and configured 1-0 



20 relay delivery/receipt data between the authentication device and the electronic device, wherein the
electronic device comprises: an authentication start processing module configured to transmit an
authentication start signal configured. to 25 start authentication of the electron ic device and the other
electronic devices through the first communication network;  MCSLLP       an authentication request
transfer module configured to, when an authentication request signal is received from the
authentication device, transfer the authentication request signal to the plurality of other electronic
devices through the second communication network; and       an authentication data delivery/receipt
module configured to, regarding delivery/receipt of data for authent.icaOn between the authentication
device and the other electronic devices, thereafter aggregate data 10 associated with the electronic
device, and data items received from the plurality of other electronic devices with each other to
transmit the aggregated data to the authentication device, and transmit data from the authentication
device to each of the plurality of other electronic devices, the authentication device comprises:       an
authenticaLion start signal receipt module configured to receive an authentication start signal
configured to start authentication of the electronic device and the plurality of other electronic devices
through the 



20 first communication network; an authentication request signal transmissiond L configured to
transmit an authentication request signal to the electronic device; and an authentication processing
module configured to 25 thereafter execute delivery/receipt of data configured to authenticate the
electronic device and the plurality of  MCSLLP - 43 - other electronic devices between the
authentication processing module and the electronic device, and       the data for authentication being
data formed by aggregating data associated with the electronic device and data items associated with
the plurality of other electronic devices with each other. 






