AUTHENTICATING DEVICE FOR A COMMUNICATION NETWORK FIELD Embodiments described
herein relate generally to an  authentication technique capable of authenticating a 5 plurality of
devices by cooperation of the devices. SACKGROUND The Global System for Mobile
Communications (GSM) is a wireless communication system used for digital cellular telephony. As
means having a function of carrying out LO authentication of a user on the GSM network, and effective
accounting management, a Subscriber Identity Module (SIN) is known. As a technique for utilizing the

authentication function of the SIM for wir rvic j NS entication
Protocol Method for@gﬁl%%r%ﬁéggr%%r%?r% y V&Loédsulé (%é%“@éﬁﬁ%ﬁmﬁgm&% that RAP is a
protocol obtained by extending the mechanism of Pointsio-Point Protocol (PPP) used in the Internet,
and intended for 'ireless LAN. Incidentally, in the EAP-SIM, although a protocol is 2C defined between
a supplicant correspondingitocandatactevice, lamd dutherticatsr.corfesponifiytocer(ification authority,

this is a protocol corresponding to a configuration haviilg or sueelriﬁean% and.one authenticator.
oug

Accordingly, whehapliiraify- 6f suppheants Hre 25 prasent alth Al

e al?tﬁ(larrﬁ?caator needs to

execute the af rem r{tfiionedfalgg\e]ri]téceagiogyopceggg%rkgogie;%‘h(g_)g Theesupplicants, then each of the
plurality of supplicants has to carry out an authentication operation together with the authenticator at

independent timing, and it is difficult to assure aneiestivevauthentication operation due to, for
example, signal conflict, repetition of a duplicate operation, and the like. .
The Global System for Mobile Communications (GSM) 1s a
wireless communication system used for digital cellular
telephony. As means having a function of carrying out
10 authentication of a user on the GSM network, and effective
accounting management, a Subscriber Identity Module (SIM)
is known. As a technique for utilizing the authentication
function of the SIM for wireless LAN service, there is an
Fxtensible Authentication Protocol Method for GSM
15 subscriber Identity Module (EAP-SIM). It should be noted
that EAP is a protocol obtained by extending the mechanism
of Point-to-Point Protocol (PPP) used in the Internet, and
intended for wireless LAN.
Tncidentally, in the EAP-SIM, although a protocol is
20 defined between a supplicant corresponding to a data
device, and authenticator corresponding to certification
authority, this is a protocol corresponding to a
configuration having one supplicant and one authenticator.

Accordingly, when a plurality of supplicants are

25 present, although the authenticator needs to execute



BRIEF DESCRIPTION OF TEE DRAWINGS 10FIG. 1 is an exemplary signal delivery/receipt chart
showing a procedure in which two supplicants cooperate with each other to execute an authentication
operation together with an authenticator according to an embodiment. FIG. 2 is an exemplary
signal elivery/receipt chart showing a procedure in which three supplicants cooperate with each other
to execute an authentication operation together with an authenticator according to the embodiment.
20FIG. 3 is an exemplary signal delivery/receipt chart showing a procedure in which three supplicants
cooperate with each other to execute an authentication operation together with an authenticator

according to the embodiment:2bHIG: 41s anexemplarysignal deliveryreceipt ehart shewingra
procedure in which three supplicants cooperate with each other to execute an authentication

operation together With apauthenticdtor acéordingasthe éntbodiment 21 1 FIG 9 is an exemplary view
for explaining an example in which the authentication s%stem is a;t)rgjlied t,ogpower supply service for an

electric vehicle accordify to-tHe emBadinteht = F RG> 6'is dh Exempiary Sighaldelivery/receipt chart
showing a procedurg,in,which two supplicants cogperate with,each;other,to execute an authentication

aceration together with an authenticator according to a second embodiment. FIG. 7 is an
exemplary Signal delivesy/eecsipitchattnshowingadproceduredin fihich two ‘supplicants: caoperate with
each other to execute an authentication operation together with an authenticator according to a third
embbdiment, DETAIEEDDESERIPTIONT 1 Cafk g@Refdl cactotdifig 16 néemBodinteht 8t Electronic
dewceConnededt%98§%Eh%gg?yggggqg%etition of a duplicate operation,
and the like.
BRIEF DESCRIPTION OF THE DRAWINGS
10 FIG. 1 is an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each other to execute an authentication
operation together with an authenticator according to
an embodiment.
15 FIG. 2 is an exemplary signal delivery/receipt
chart showing a procedure in which three supplicants
cooperate with each other to execute an authentication
operation together with an authenticator according to
the embodiment.
20 FIG. 3 is an exemplary signal delivery/receipt
chart showing a procedure in which three supplicants
cooperate with each other to execute an authentication
operation together with an authenticator according to
the embodiment.
25 FIG. 4 is an exemplary signal délivery/receipt

chart showing a procedure in which three supplicants

cooperate with each other to execute an authentication



20through a first communication network, and further connected to another electronic device through a
second communication network executes authentication of the electronic device and another
electronic device by data delivery/receipt conforming to a predetermined procedure between the
electronic device and the authentication device through the first communication network, and data
delivery/receipt between the -4- electronic device and afother electronic device through the second
communication network. fairst Embodiment] Hereinafter, this embodiment will be described Sbelow in
detail with reference to the drawings. FIG. 1 is an exemplary siunal delivery/receipt chart showing
a procedure in whielp twa stpplicants:ohthis embodimenticdepetdtearithr eactr otheirig execute an
authentication operation together with an 10authenticator. In the procedure shown in FIG. |, an
authenticator 1, mobife tefriral 2emaster supplicant 3, and slave supplicant 4 execute signal
delivery/receipt. The authenti ator 1 %ndemgntl)n%%rmig?le% cggrco&myggpgg%witgneach other
through a GSM (for example, a cellular fine' ﬁovﬁever,%he communication systerﬁgbetween the

authenticator 1 and.maobile dermingh 2 is-natilimitadito-GSM: Further sthermaebile terpinal2ihas a
communication function different from the cellular 20line, for example, a wireless communication
function ofta short distances wirelass ILAN (WELAN) fdnctiemoetiredike] andedancalso function as an
acceSSpown(M?)according to the embodiment.
FIG. 6 1s an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each other to execute an authentication
10 operation together with an authenticator according to a
second embodiment.
FIG. 7 is an exemplary signal delivery/receipt
chart showing a procedure in which two supplicants
cooperate with each other to execute an authentication
15 operation together with an authenticator according to a
third embodiment.
DETAILED DESCRIPTION
In general, according to one embodiment, an
electronic device connected to an authentication device
20 through a first communication network, and further
connected to another electronic device through a second
communication network executes authentication of the
electronic device and another electronic device by data
delivery/receipt conforming to a predetermined
25 procedure between the electronic device and the

authentication device through the first communication

network, and data delivery/receipt between the



The master and slave supplicants 3 and 4 each have a SIN function, and function of a wireless LAN
slave 25unit. The master supplicant 3 and slave supplicant 4 can communicate with each other
through the wireless LAN. However, the communication system of the master suppilirr, t 3 and slave
supplicant 4 is not limited to the wireless LAN, and iris sufficient if the supplicants 3 and 4 can be
connected to each other by any communication system. Accordingly, the master and slave supplicants
3 and 4 can be ascertained as comunication devices each of which is provided with .a securing
function. Next, a procedure for atonal., delivery/receipt for authentication will be described below. It
should he 1. Onoted that the signakdelivesy/receiptprocedure wilkhe descrikerd inccorfermityhwith the
specification of IEEE .802. 1Xto correspond to the two roles of the "supplicant” and "authenticato".
When the mobile tekfinat 2candimaster supeticant3 18 Ere ennected to each ocher through a
wireless LAN in a state where the mobile terminal 2 can communicate with the authenticator 1, the
master supplicant 3'trarfshitd AR EABBL Start signal in step SO1 to the authenticator 1 through the

mobile terminal 2 in. accorgdance withithe NAR:SIN-authentication progedure, . s - vt should be noted
that the mobile terminal 2 bears a function of transferring a signal to/from the master supplicant 3

from/to the ‘authenticatosy. Whicticare differenth froareaem other in commurdeationssystem. Accordingly,
in the procedure after this, the operation of the mobile terminal 2 will not be mentioned, and a
descriotion will be given orfthe -asbufriptioh thatHe! atithehtiéator 195rd-88&H oF fHe“habter and slave

supplicants 3 and 4C irerc{glylscg(r)r out. %ign%logjeli er%/rq_%eip , Iinc%tegéooz ﬁ% aythenticator 1 yvhi'h has
received an EAPOL-Start signa fransmits an §§/5§equest‘7ll entity S|gnaﬁt %he master supplicant 3,
and this embodiment cooperate with each other to execute an
authentication operation together with an
10 authenticator.
In the procedure shown in FIG. 1, an authenticator
1, mobile terminal 2, master supplicant 3, and slave
supplicant 4 execute signal delivery/receipt.
The authenticator 1 and mobile terminal 2 can
15 communicate with each other through a GSM (for example,
a cellular line). However, the communication system
between the authenticator 1 and mobile terminal 2 is
not limited to GSM. Further, the mobile terminal 2 has
a communication function different from the cellular
20 line, for example, a wireless communication function of
a short distance, wireless LAN (WLAN) function or the
like, and can also function as an access point (AP).
The master and slave supplicants 3 and 4 each have
a SIM function, and function of a wireless LAN slave
25 unit. The master supplicant 3 and slave supplicant 4
can communicate with each other through the wireless

LAN. However, the communication system of the master



master supplicant 3 which has received the signal transmits an EAP-Response/ldentity signal. In step
503, the authenticator | which. has 10received the SAP-Response/ldentity signal starts authentication
processing, and transmits an RAPRequest/SIN/Start signal to the master supplicant Further, an
SAP-Response/SIN/Start signal which is a response signal to the SAP-Request/SIN/Start signal is
15received from the master supplicant 3. In step 304, the authenticator 1 transmits an
RAPRequest/SIN/Challenge sigh.al to the supplicant 3 in"order to carry out authentication for
determining whether or not the master supplicant 3 is a. valid 20device. The master supplicant 3

transmits an RAP- Response/SIM/€hallgnge signalwhich;is a.respo signal thereto to-the.authenticator
1. The authenticator 1 can determine whether or not the master. supplicant 3 is a valid device by
analyzing 91the resporsersignat ForigXampledit istdeterminediwliether orfnatthe supplicant 3 is a
valid device by analyzing a decryption code included in the response signal of the master supplicant

3. When the authenfit&ior 1 Ch Correcdtfy Gut-attheftications ah EAP-SutRESs SighaFistransmitted to
[‘hea{“aSter supplicant 3 in shep 305 Having received This signal, the master supp cant 3 racognizes
5 slave supplicants 3 and 4 can be ascertained as
communication devices each of which is provided with a
securing function.

Next, a procedure for signal delivery/receipt for
authentication will be described below. It should be

10 noted that the signal delivery/receipt procedure will
be described in conformity with the specification of
IEEE 802. 1X to correspond to the two roles of the
"supplicant” and "authenticator”.

When the mobile terminal 2 and master supplicant 3

15 are connected to each other through a wireless LAN in a
state where the mobile terminal 2 can communicate with
the authenticator 1, the master supplicant 3 transmits
an EAPOL-Start signal in step 501 to the authenticator
1 through the mobile terminal 2 in accordance with the

20 EAP-SIM authentication procedure.

It should be noted that the mobile terminal 2
bears a function of transferring a signal to/from the
master supplicant 3 from/to the authenticator 1 which
are different from each other in communication system.

25 Accordingly, in the procedure after this, the operation
of the mobile terminal 2 will not be mentioned, and a

description will be given on the assumption that the



its own device has correctly been authenticated. Subseauen.ly, an authentication procedure for the
slave supplicant 4 will be described below. When the master supplicant 3 determines that
10authentication of the slave supplicant 4 has not been carried out yet, the supplicant 3 transmits, in
step 306, an EAPOL-Start signal for requesting the authenticator 1 to start authentication processing
again within a predetermined time after completion of 15authentication of its own device to the authe
'ica-or 1. An identifier indicating that the master supplicant transmits the EAPCIg-Start signal on behalf
of the slave supplicant may be added to the EAPOL-Start 20signal, Of when the master supplicant

ascertains an identifier-H: gf the-slave supplicant,the srasteesupplicant may add-the identifier ID of the
slave supplicant to the EAPOL-Start signal to thereby transmit the signal. 25The authenticator 1 which

has received the EARQOL- t Signakcarries @ut thie folowing determinationsTheJEDPOL-Start signal
has been received from the same supplicant which has already beer authenticated wijfhib a
predetermined time tter té AltHertichfion Processing of the master supplicant 3, and henbe the

authenticator 1 determinesﬂpa&%Eg\gpL-%@t signalhas peen trapsmit:L gd thereto from the master

supplicant on behalf of the slave supplicant.
5 received an EAPOL-Start signal transmits an EAP-

Request/Identity signal to the master supplicant 3, and
master supplicant 3 which has received the signal
transmits an EAP-Response/Identity signal.

In step 503, the authenticator 1 which has

10 received the EAP-Response/Identity signal starts
authentication processing, and transmits an EAP-
Request/SIM/Start signal to the master supplicant 3.
Further, an EAP-Response/SIM/Start signal which is a
response signal to the EAP-Request/SIM/Start signal is

15 receilved from the master supplicant 3.

In step S04, the authenticator 1 transmits an EAP-
Request/SIM/Challenge signal to the supplicant 3 in
order to carry out authentication for determining
whether or not the master supplicant 3 i1s a valid

20 device. The master supplicant 3 transmits an EAP-
Response/SIM/Challenge signal which 1s a response
signal thereto to the authenticator 1.

The authenticator 1 can determine whether or not
the master supplicant 3 i1s a valid device by analyzing

25 the response signal. For example, 1t is determined
whether or not the supplicant 3 is a valid device by

analyzing a decryption code included in the response



Alternatively, when an identifier indicating that the signal has been tranSmitted or behalf of the slave
supplicant as described above or an identifer ID 10(identi fier ID of the slave supplicant 4) different
from that of the master supplicant 3 is added to the EAPOL-Start signal, the authenticator 1 utilizes the
added data to determine that the EAP-Sfart signal has been transmitted thereto from the master
suoblicant 3 150n behalf of the slave supplicant 4. _ Fyrth_er, when the authenticator 1 has
determined that :hesignal is an EAPOQOi-Start signal transmitted thereto on behalf of the slave supplicant
4 by any one of the above methods, the authenticator 1 transmits, in 20step S07, an

EAP-Reguest/Identity signal torwhich a.specific identifier-is.added. The specific identifier may be
shown by setting a certain specific Pie or the specific identifier can be made by making the destination
address of the FLAP- 25Régaestfidentity signal to:bé transnitted amiuiticastaddresssyora broadcast
address. Further, when the identifier ID of the slave supplicant 4 is added to the received EAPOI-Start

signal, an EAP-RerfUgstifdehiMify <ighal & dedtination addrés< dANRIth i§ mddd (g idéfitier D of the
slave suoclicant 4 may, bﬁgrsaggpwig%%.p 11 Jhe.master. %l{%icg@%\]' req%%tger%%%@gggestlldentity

signal transmitted from the authenticator I. When the received LAPRequest/Identity signal corresponds
to any one of the follawingscases] the-mastes supplicant 3 determines thatthe signal is:aet addressed
to its own device. (1) A specific identifier is added to the signal.

its own device has correctly been authenticated.

Subsegquently, an authentication procedure for the
slave supplicant 4 will be described below.

When the master supplicant 3 determines that

10 authentication of the slave supplicant 4 has not been
carried out yet, the supplicant 3 transmits, in step
S06, an EAPOL-Start signal for requesting the
authenticator 1 to start authentication processing
again within a predetermined time after completion of

15 authentication of i1ts own device to the authenticator
1.

An identifier indicating that the master
supplicant transmits the EAPOL-Start signal on behalf
of the slave supplicant may be added to the EAPOL-Start

20 signal, or when the master supplicant ascertains an
identifier ID of the slave supplicant, the master
supplicant may add the identifier ID of the slave
supplicant to the EAPOL-Start signal to thereby
transmit the signal.

25 The authenticator 1 which has received the EAPOL-

Start signal carries out the following determination.

The EAPOL-Start signal has been received from the



(2) The destination address is not for its own device. (3) After the authentication of its own device has
been completed, the fact that an EAPOr-Start signal has been 15transmitted on behalf of the slave
supplicant is retained, and an ZAP-Regaest/idengity signal is received withir a predetermined time.
Further, the master supplicant 3 transfers the EAP-Reguest/Identity signal to the slave supplicant 4.
20The slave supplicant 4 which has received this signal t§ans_mits an EAP-Response/ldentity signal to
the authenticator 1. steps SOB to 509, the authenticator 1 carries out authentication processimq
of the slave suoplicant 4 25through the LAP-Request-Response/SIM/Start processing, and

LAP-Request.Respanse/SIMiChallenge processingin the samg, manoer as described ahove. Further,
when the authentication has been carried OU4 correctly, the authenticator 1 transmits, in stepan

EAP-Success signaliathienmaster supphcant :3<to notihe thefsupplicant 3 of thencompletion of the
authentication of the slave supplicant 4. The master supplicant 3 transfers the E55-Success signal to
the slave supplicant4.°c€ssing of the master supplicant 3, and hence the
authenticator 1 determines that the EAPOL-Start signal
5 has been transmitted thereto from the master supplicant
on behalf of the slave supplicant.

Alternatively, when an identifier indicating that
the signal has been transmitted on behalf of the slave
supplicant as described above or an identifier ID

10 (identifier ID of the slave supplicant 4) different
from that of the master supplicant 3 1is added to the
EAPOL-Start signal, the authenticator 1 utilizes the
added data to determine that the EAP-Start signal has
peen transmitted thereto from the master supplicant 3

15 on behalf of the slave supplicant 4.

Further, when the authenticator 1 has determined
that the signal is an EAPCL-Start signal transmitted
thereto on behalf of the slave supplicant 4 by any one
of the above methods, the authenticator 1 transmits, in

20 step 507, an EAP-Request/Identity signal to which a
specific identifier is added.

The specific identifier may be shown by setting a
certain specific bit or the specific identifier can be
made by making the destination address of the EAP-

25 Request/Identity signal to be transmitted a multicast

address or a broadcast address.

Further, when the identifier ID of the slave



In step 511, he authenticator 1 transmits an EATSuccesssignal to the. master supplicant 3 which has
transmitted the EAPOL-Start signal thereto on behalf of the slave supplicant to notify the supplicant 3
of the completion of the authentication of the other supplicant. The authenticator 1 notifies the master
supplicant 3 of completion of the authentication by adding, for example, the ID. of the supplicant
authentication of which has been successfully completed, to the signal. Hereby, it is possible for the
master supplicant 3 to ascertain the authenticated supplicant, and determine that the supplicant is an
authenticated 213valid 'device. Further, it is possible for the authenticator 1 to notify the master

supplicant 3 of an enepyptionkay usedsfox the-enerypted-cammunication between the: authenticator 1
and slave supplicant 4, and also notify 25the slave supplicant 4 of an encryption key used for the
encrypted communication betweeh i Sathentitatdr ¢ rand-mastes sapplicant St HeréByR it also
becomes possible for the master supplicant 3 and slave supplicant 4 to carry oyt gggygﬁed

communication each”Other TVariatioh' T 'of First Bmhotitient] B1G. 2 is°an eXefmplary ave
signdelivery/receipt.chart showing a progedure.in whigh threg supplicants of the embodiment

cooperate with each other to execute an authentication operation together with an authenticator. It
should be roted that partsiidenticat 10:to the fitst embodimeatarevdenoted byxeference symboTs
identical to the first embodiment, and a detailed description of them are omitted.
Request/Identity signal transmitted from the
authenticator 1. When the received EAP-
Reguest/Identity signal corresponds to any one of the
following cases, the master supplicant 3 determines
10 that the signal is not addressed to its own device.
(1) A specific identifier is added to the signal.
(2) The destination address is not for its own device.
(3) After the authentication of its own device has been
completed, the fact that an EAPOL-Start signal has been
15 transmitted on behalf of the slave supplicant is
retained, and an EAP-Request/Identity signal 1is
received within a predetermined time.
Further, the master supplicant 3 transfers the
EAP-Request/Identity signal to the slave supplicant 4.
20 The slave supplicant 4 which has received this signal
transmits an EAP-Response/Identity signal to the
authenticator 1.
In steps S08 to S09, the authenticator 1 carries
out authentication processing of the slave supplicant 4
25 through the EAP-Request-Response/SIM/Start processing,
and EAP-Request-Response/SIM/Challenge processing in

the same manner as described above. Further, when the



In the procedure shown in FIG. 2, an authenticator 1, mobile terminal 2, master supplicant 3, slave
15supplicant 4, and slave supplicant 5 execute signal delivery/receipt. Further., the master supplicant
3 can airominicate with slave supplicants 4 and 5. The master. supplicant 3 carries out its own
authentication operation between itself and the 20 authenticator This procedure is identical to steps
301 to SO4 of the procedure shown in FIG. 1, and hence @ description thereof is omitted. When
authentication has been carried out correctly, the authenticator 1 transmits, in step 321, 25an
EAF-Success signal to the raster supplicant 3. The master supplicant 3 which has received this signal

recognizes thats own gevice hasteen casrecyenl2 - authenticated: o r r Sbsequently, an
authentication procedure of slave supplicant 4 shown below is executed.
authenticator 1 transmits, in step S10, an EAP-3Success
signal to the master supplicant 3 to notify the
supplicant 3 of the completion of the authentication of
5 the slave supplicant 4. The master supplicant 3
transfers the EAP-Success signal to the slave
supplicant 4.

In step S11, the authenticator 1 transmits an EAP-

Success signal to the master supplicant 3 which has

10 transmitted the EAPOL-Start signal thereto on behalf of
the slave supplicant to notify the supplicant 3 of the
completion of the authentication of the other
supplicant. The authenticator 1 notifies the master
supplicant 3 of completion of the authentication by

15 adding, for example, the ID of the supplicant
authentication of which has been successfully completed
to the signal. Hereby, it is possible for the master
supplicant 3 to ascertain the authenticated supplicant,
and determine that the supplicant is an authenticated

20 valid device.

Further, it i1s possible for the authenticator 1 to
notify the master supplicant 3 of an encryption key
used for the encrypted communication between the
authenticator 1 and slave supplicant 4,Aand also notify

25 the slave supplicant 4 of an encryption key used for

the encrypted communication between the authenticator 1

and master supplicant 3. Hereby, it alsc becomes



When the master supplicant 3 determines that auehentication of slave supplicant 4 has not been
carried out yet, the supplicant 3 transmits, in step 322, an EAPOL-Start signal for requesting the
authenticator 1 to start au.thenti.cation processing again withina predetermined time after completion
of 10authentication of its own device to the authenticator When the authenticator Iwhich has
received this signal; determines that this signal is the ERPOLaStart signal transmitted thereto on
behalf of slave 15supplicant 4, the authenticatar 1 transmits an RAP- Request/Identity signal to the
master supplicant 3 in step. 523. The master supplicant 3 receives the RAPFequest/Identity oinai
transmitted from theatthenticatas 1. The masteesupplicant 3dransfersithe 20RAP-Request/Identity
signal o slave supplicant 4. In step. 524, slave supplicant 4 which has received this signal
transmits an EAP-R&sponsefdéntity 'sigriat 16 the Hiastarsupplieant 3 THE wiadter Supplicant 3
transfers the received RAP;Res}ponse/ldentity signal to 25the authenticator 1. Subsequently, the
authenticacor - carries out’authentication processing of slave supplicant. 4 through the

EAPARequest-Request/SIM/S1art 1- 13 - processing, and AR Request Response/SIN/Challenge
processiThis orocednre is identical to that descr:_bed above, and hence a description thereof is

omitted. 5 FIG. 2 is an exemplary signal delivery/receipt
chart showing a procedure in which three supplicants of
the embodiment cooperate with each other to execute an
authentication operation together with an
authenticator. It should be noted that parts identical
10 to the first embodiment are denoted by reference
symbols identical to the first embodiment, and a
detailed description of them are omitted.
In the procedure shown in FIG. 2, an authenticator
1, mobile terminal 2, master supplicant 3, slave
15 supplicant 4, and slave supplicant 5 execute signal
delivery/receipt. Further, the master supplicant 3 can
directly communicate with slave supplicants 4 and 5.
The master supplicant 3 carries out its own
authentication operation between itself and the
20 authenticator 1. This procedure is identical to steps
S01 to S04 of the procedure shown in FIG. 1, and hence
a description thereof is omitted.
When authentication has been carried out
correctly, the authenticator 1 transmits, in step S$S21,
25 an EAP-Success signal to the master supplicant 3. The
master supplicant 3 which has received this signal

recognizes that its own device has been correctly



When authentication has been carried out correctly, the authenticator 1 transmits an RAP-Success
signal to slave supplicant 4 in step 525. Further, lig step S2, the authenticator 1 transmits an
EAP-Success signal to the master supplicant 3 which has transmitted 10the EAPOL-Start signal
thereto on behalf of slave supplicant 4 to notify the master supplicant 3 of the completion of the
authentication of slave supplicant Subseguently, an authentication procedure of slave supplicant 5
will be described below. 15When the master supplicant 3 determines thal authentication of slave
supplicant 5 has-not been carried out yet, the supplicant 3 transmits, in step 527, an EAPOL-Start
signal for reauesting the,authepticator 1 to start authentication processing 20again within a
predetermined time after the completion of the authentication of slave supplicant 4 to the authenticator
1. When the authenticatobt svhich has reeeived this sighah determines-that this signal- isthe
EAPOL-Start 25signal transmitted thereto on behalf of siavt supplicant 5, the athenticator | transmits

an SAPRequest/IdentiBPsighaitb the THadter Sapplitaht 354 =14 €Step 528. The master supplicant a
receives rho ETsx Requesfidentity signal.transmitted from the authenticatorThe master supplicant 3

transfers the
5 authentication of slave supplicant 4 has not been

carried out yet, the supplicant 3 transmits, in step
S22, an EAPOL-Start signal for requesting the
authenticator 1 to start authentication processing
again within a predetermined time after completion of

10 authentication of its own device to the authenticator
1.

When the authenticator 1 which has received this
signal determines that this signal 1s the EAPOL-Start
signal transmitted thereto on behalf of slave

15 supplicant 4, the authenticator 1 transmits an EAP-
Request/Identity signal to the master supplicant 3 in
step S23. The master supplicant 3 receives the EAP-
Reguest/Identity signal transmitted from the
authenticator 1. The master supplicant 3 transfers the

20 EAP-Request/Identity signal to slave supplicant 4.

In step $24, slave supplicant 4 which has received
this signal transmits an EAP-Response/Identity signal
to the master supplicant 3. The master supplicant 3
transfers the received EAP-Response/Identity signal to

25 the authenticator 1. Subsequently, the authenticator 1
carries out authentication processing of slave

supplicant 4 through the EAP-Reguest-Request/SIM/Start



SAP-Request/Identity signal to slave supplicant 5. In step S29, slave supplicant 5 which has
received this signal transmits an RAP-Response/ldenLity signal to the master supplicant 3. The
masher supolicant 3 transfers the received EAP-Response/identihy sCgnal to the authenticator I.
Subsequently, the authenticator | 10carries cut authentication processing of slave suopl a +- 5 through
the EAP-Request.Req 4 4SIM/Start processing, and_RAfg—Reguest-Response/SIM/Challenge
processing. This procedure is identical to that described above, and hence a description thereof is
150omitted. When the authentication has been carried out correctly, the authenticator. 1 transmits,

in step 330, an RAP;8yeeess signaktoslaversupplicant SrEurthers by step 81, the adthenticator 1
transmits an RAP- 20Success signal to the master supplicant 3 which has transmitted the
EAPOL-Start signalitherete onrbehalflofistaversupplicant 5 o ndtfytthe supplicantatof the completion
of the authentication of slave supplicant 5. [Variation 2 of First Em,bodi.ment]g FIG. 3 is an
exemplary signal deliveRreceipt thartshowinly A5t6EedureSn Whikh tHiBe sUpplicintd 6f the
embodiment coopergtg with each other to execute an authentication operation toast= with an
authenticator. It sou la be noted that parts identical to the first embodiment are denoted by reference
symbols :dem:loal to the first-embediment-and adetailedsdesctiption of them are omitted.

correctly, the authenticator 1 transmits an EAP-Success
signal to slave supplicant 4 in step S25. Further, in
step $26, the authenticator 1 transmits an EAP-Success
signal to the master supplicant 3 which has transmitted

10 the EAPOL-Start signal thereto on behalf of slave
supplicant 4 to notify the master supplicant 3 of the
completion of the authentication of slave supplicant 4.

Subsequently, an authentication procedure of slave
supplicant 5 will be described below.

15 When the master supplicant 3 determines that
authentication of slave supplicant 5 has not been
carried out yet, the supplicant 3 transmits, in step
$27, an EAPOL-Start signal for requesting the
authenticator 1 to start authentication processing

20 again within a predetermined time after the completion
of the authentication of slave supplicant 4 to the
authenticator 1.

When the authenticator 1 which has received this
signal determines that this signal i1s the EAPOL-Start

25 signal transmitted thereto on behalf of slave
supplicant 5, the authenticator 1 transmits an EAP-

Request/Identity signal to the master supplicant 3 in



In the procedure shown in FIG. 3, an authenticator 1, mobile terminal 2, master supplicant 3, slave
supplicant 4, and slave supplicant 5 execute signal delivery/receipt. Further, the :Easier supplicant 3
can 10communicate with slave supplicants 4 and 5 by multihep communication Multihop implies a
configuration in which a number of supplicants are connected to each other by mu-It/stave connection
without the inbervention of 15access points. In the multi QP communication, suppiicants connected to
each other and adjacent to each other are configured to be able to communicate with each other, and
hence communication is carried Our by relay of a plurality of supplicants. 20Each of the authentication

procedures of the master and slave;supplicants 3=and,4 shawn in steps=333.to 34Q issigentical to the
processing of steps 321 to 326 shown in FIG. 2, and hence a description thereof is omitted.

Subsequently, an atithentication!procedures ofislave supplicant 64sl executed"Wnes the master
suoplicant 3 determines that authentication of slave supplicant 5_- 16 - has not, been carried out yet,

the supplicant 3 trafSrhit§ ih St615 841, lan EAPOISTAT SighaPfor 16qhesting the Hutfienticattr 1 to

start authentication pipcessing-again lihin aereda clined fmeafier the sompleion of the

authentication of slave supplicant 4 to the authenticator _. When the authenticator 1 which has
received this signal determines that this sjgnal.dsdhe EAPOL-Start signalittansmitted dherete-an behalf
of slave

this signal transmits an EAP-Response/Identity signal

to the master supplicant 3. The master supplicant 3

transfers the received EAP-Response/Identity signal to

the authenticator 1. Subsequently, the authenticator 1

10 carries out authentication processing of slave
supplicant 5 through the EAP-Request-Request/SIM/Start
processing, and EAP-Request-Response/SIM/Challenge
processing. This procedure is identical to that
described above, and hence a description thereof is

15 omitted.

When the authentication has been carried out
correctly, the authenticator 1 transmits, in step 530,
an EAP-Success signal to slave supplicant 5. Further,
in step 31, the authenticator 1 transmits an EAP-

20 Success signal to the master supplicant 3 which has
transmitted the EAPOL-Start signal thereto on behalf of
slave supplicant 5 to notify the supplicant 3 of the
completion of the authentication of slave supplicant 5.
[Variation 2 of First Embodiment]

25 | FIG. 3 is an exemplary signal delivery/receipt

chart showing a procedure in which three supplicants of

the embodiment cooperate with each other to execute an



10supplicant 5, the authenticator 1 transmits an EAP- Reeuest/Identity signal to the master supplicant
3 i. step 512. The master supplicant 3 receives the SAPRequest/Identity signal transmitted from the
authenticator 1. The master supplicant. 3 transfers the 10EAP-Reguest/Identity signal to slave
supplicant 4. Slave supplicant 4 receives the SAP-Request/Identity signal transmitted from the master
supplicant 3. Slave supplicant 4 transfers the SAP-R_equle§t/Id_entity signal to slave supplicant 5.
20Slave supplicant 5 which has received this signal transmits an EAP-Response/ldentity signal to
slave supplicant 4 in step 543. Slave suoolicant 4 which has received this signal transmits the

EAPRespense/ldentity: signalitothe snastee sHpR.dncant 3= 264 he master supplicant 3 transfers the
received EAT- Response/identity signal to the authenticator 1. Thereafter, the master supplicant 3

carries out - comnauication witty stave suppticant 5ithrsugtrslavie supplicant d<in thie multikdp system
to execute the Request-Response/SIN/Start processing, and EIAPRequest-Response/SIM/Challenge
processing. | | should h& Hoel thatthi pracedtrsisidéntical to-that d¥séibed previously, and hence a

description thereof is omitted. When the.authgntication has,beep coriaetly.carded; .
5 detailed description of them are omitted.

In the procedure shown in FIG. 3, an authenticator
1, mobile terminal 2, master supplicant 3, slave
supplicant 4, and slave supplicant 5 execute signal
delivery/receipt. Further, the master supplicant 3 can

10 communicate with slave supplicants 4 and 5 by multihop
communication.

Multihop implies a configuration in which a number
of supplicants are connected to each other by
multistage connection without the intervention of

15 access polnts. In the multihop communication,
supplicants connected to each other and adjacent to
each other are configured to be able to communicate
with each other, and hence communication is carried out
by relay of a plurality of supplicants.

20 FBach of the authentication procedures of the
master and slave supplicants 3 and 4 shown in steps S35
to 540 is identical to the processing of steps S21 to
326 shown in FIG. 2, and hence a description thereof is
omitted.

25 Subseguently, an authentication procedure of slave
supplicant 5 is executed. When the master supplicant 3

determines that authentication of slave supplicant 5



out, the authenticator 1 transmits an SAP-Success 10signal to the master supplicant 3 in step 544.
The master supplicant 3 transmits the SAP-Success signal to slave supplicant 4. Slave supplHcant 4
transmits the SAP-success signal to slave supplicant 5. Further, in step 45, the authenticator 1
transmits an SAP-Success 15signal to the master supplicant 3 which has transmitted the EAPOL-Start
signal thereto on behalf of slave supplicant 5 to notify thesupplicant 3 of the completion of the Enither
minatioti of slave supplicant 5. [Variation 3 of First Embodiment] 20FIG. 4 is an exemplary signal
deliver]/receipt chart showing a procedure in which three supplicants of the embodiment cooperate
with each other to exesuteran lasthenticatior operationdogether withgnl authenticator. It should be

noted that parts identical 25 to the first embodiment are denoted by reference symbols identical to the
first embodiment, ahd 2'@étaitéd descriptioh 6fthemare dihitted® 1 fHhe Pt ré Shown in EICs 4,

an authenticator 1. mobile teuminal 2. master supplicant 3. slave supplicant 4. and siavs supplicant 5
execute S|gnal ellvery ecelpt. rther, the master supplicant 3 can communicate with slave

supplicants 4 and 5hypwilihop,com=znicationn 1 n Each.efthe avthentication pracedures akthe master
and slave supplicants 3 and 4 shown in steps 351 to 556 is identical 70 the processing of steps 535 to

10540 shown in FIGBirane-hencerd deseriptionthetdofds omitted. slave supplicant 4

Lo the authenticator 1.

When the authenticator 1 which has received this
signal determines that this signal is the EAPOL-Start
signal transmitted thereto on behalf of slave

10 supplicant 5, the authenticator 1 transmits an EAP-
Request/Identity signal to the master supplicant 3 in
step S42. The master supplicant 3 receives the EAP-
Request/Identity signal transmitted from the
authenticator 1. The master supplicant 3 transfers the

15 EAP-Request/Identity signal to slave supplicant 4.
Slave supplicant 4 receives the EAP-Request/Identity
signal transmitted from the master supplicant 3. Slave
supplicant 4 transfers the EAP-Request/Identity signal
to slave supplicant 5.

20 Slave supplicant 5 which has received this signal
transmits an EAP-Response/Identity signal to slave
supplicant 4 in step S43. Slave supplicant 4 which has
received this signal transmits the EAP-
Response/Identity signal to the master supplicant 3.

25 The master supplicant 3 transfers the received EAP-
Response/Identity signal to the authenticator 1.

Thereafter, the master supplicant 3 carries out



Subsequently, an authentication nrocedure of slave supplicant 5 is executed. Slave supplicant 4
transmits, in step S57, an EAPOL-Start signal for requesting the authenticator 1 to start authentication
processing within a predetermined time after the completion of authentication of its own device to the
master supplicant 3. The master supplicant 3 which has received this siryal transmiss the EAPCI-Start
signal 20cc she authenticator 1. Thereafper, slave ﬁuppligant 4 carries out multihop
communication with the master supplicant 3 and slave supplicant 5 to execute the
EAP-Request-Response/identity Processing, SAPRequest-Response/SIM/Start processing, and

EAPRequest.Respense/SIMIGhallenge processinge Itsheuld he noted that this precediire is identical
to that of steps 342 to 344 of FIG. 3, and hence a description thereof is omitted. Further, in step

361, the authenticatordetransmits aniEARSucoess signal tovtheanaster supplicant Bite notify the
supplicant 3 of the completion of the authentication of slave supplicant 5. The master supplicant 3

transmits the AP-SUEEELE Signal 16 the Slave Ydppifcaht 7 BiS 55 id'4n eXBMplary view for explaining
an 10example in which the authentication, system,of the embodimept isapplied fo power sypply

service for an electric vehicle. In a power supply station 70 of FIG. 5, a wall outlet 13, and circuit
breaker 14mre provided,aneilselectricipowes supplied-fromsan etectric-powercampany through an
electric power transmission line can be. supplied .to an electric vehicle 16. On the other hand,
described previously, and hence a description thereof
is omitted.
When the authentication has been correctly carried
out, the authenticator 1 transmits an EAP-Success

10 signal to the master supplicant 3 in step S44. The
master supplicant 3 transmits the EAP-Success signal to
slave supplicant 4. Slave supplicant 4 transmits the
EAP~success signal to slave supplicant 5. Further, in
step 45, the authenticator 1 transmits an EAP-Success

15 signal to the master supplicant 3 which has transmitted
the EAPOL-Start signal thereto on behalf of slave
supplicant 5 to notify the supplicant 3 of the
completion of the authentication of slave supplicant 5.
[Variation 3 of First Embodiment]

20 FIG. 4 is an exemplary signal delivery/receilpt
chart showing a procedure in which three supplicants of
the embodiment cooperate with each other to execute an
authentication operation together with an
authenticator. It should be noted that parts identical

25 to the first embodiment are denoted by reference

symbols identical to the first embodiment, and a

detailed description of them are omitted.



a user owho is an owner of the-electric vehicle- 16 carries a cellular phone 12 for -payment of a
charged 20amount. The cellular phone 12 can communicate witn an authenticator 11 through a
communication network 15. When the devices shown in FIG. 5 and devices which have executed
the authentication procedure described above are compared with each other, the =bile terminal 2
corresponds to the cellular phone, master supplicant 3 gofresponds to the wall. outlet 13 that can
supoly power to the electric vehicle 16, and slave supplicant - 20 - 4 corresponds to the circuit breaker
14 connected to the wall outlet 13. The electric power company measures the total amount of

electric Power used at thergircuitdreaker d4, thecanrying eut acoountingatn this:system; eve when a
person other than a contract= of the circuit breaker 14 supplies power by using the wall outlet 13, an
electric bill is collected from-éentiaetoriofahe Sircliit breakep owever when tse2f0actual operation is

taken into consideration, a case wgere a person other thaln, the con%rac}{%rcusteés tglg: elgt‘ltric power by
us g the wall outletis' %Br]iéecf\?%e. AcCOr ina y?%esyiFeDrﬁ i Which & usér who usesthé electric cower

should pay the etcctr billis- 15necessary.  »A$ame shod ofsalving thisproblem;-application of the
aforembntioned authentication method is conceivable.
5 communicate with slave supplicants 4 and 5 by multihop
communication.

Fach of the authentication procedures of the
master and slave supplicants 3 and 4 shown 1in steps S51
to S56 is identical to the processing of steps S35 to

10 S40 shown in FIG. 3, and hence a description thereof is
omitted.

Subsequently, an authentication procedure of slave
supplicant 5 is executed. Slave supplicant 4
transmits, in step S$57, an EAPOL-Start signal for

15 requesting the authenticator 1 to start authentication
processing within a predetermined time after the
completion of authentication of its own device to the
master supplicant 3. The master supplicant 3 which has
received this signal transmits the EAPOL-Start signal

20 to the authenticator 1.

Thereafter, slave supplicant 4 carries out
multihop communication with the master supplicant 3 and
slave supplicant 5 to execute the
EAP-Request-Response/Identity processing, EAP-

25 Request-Response/SIM/Start processing, and EAP-
Reguest-Response/SIM/Challenge processing. It should

be noted that this procedure is identical to that of



The wall. outlet 13 which is the master supplicant 203 is provided with a meter configured to measure
the supply amount of electric POWBr. The user brinos the cellular phone 12 close to the wall outlet 13,
whereby the master supplicant 3 and cellulsr phone 12 carry out communication with. each other.
When a credit function 25added to the cellular phone in advance, the credit data can be retained in the
circuit breaker 14 which is the slave supplicant 4 through.the wall outlet 13 which - 21 - is the master
supplicant 3. It becomes possible for the electric power supplier to charge the user for used electric
power on the basis of the credit data and used amount of electric power obtained from the meter.

However, concerning thesuser of the gellularohene 12, ngtifyingthednaster supplicant 3 and slave
supplicant 4 of the credit data without recognizing that the supplicants $ and 4 are valid devices is

problematic in termslof secdrity sThus, takitig the 10opportunity of the: communication between the
cellular phone 12 and master supplicant 3, an authenticator possessed by the communication common

carrier is used to authenticate tHe hastet stipplicait3 ahd SlaVeLUpplicant4 whereby ft becomes
possible for the user 15ta inform the supplicants. atthe;credit data withoyt, 5+ o

5 supplicant 3 to notify the supplicant 3 of the
completion of the azuthentication of slave supplicant 5.
The master supplicant 3 transmits the EAP-Success
signal to the slave supplicant 4.
FIG. 5 is an exemplary view for explaining an
10 example in which the authentication system of the
embodiment is applied to power supply service for an
electric vehicle.
In a power supply station 10 of FIG. 5, a wall
outlet 13, and circuit breaker 14 are provided, and
15 electric power supplied from an electric power company
through an electric power transmission line can be
supplied to an electric vehicle 16. On the other hand,
a user who 1s an owner of the electric vehicle 16
carries a cellular phone 12 for payment of a charged
20 amount. The cellular phone 12 can communicate with an
authenticator 11 through a communication network 15.
When the devices shown in FIG. 5 and devices which
have executed the authentication procedure described
above are compared with each other, the mobile terminal
25 2 corresponds to the cellular phone, master supplicant
3 corresponds to the wall outlet 13 that can supply

power to the electric vehicle 16, and slave supplicant



anxiety. Further, the data is encrypted by the SIM, and hence even when the credit data retained
by the slave supplicant 4 is illegally acquired by a third party, the data cannot be inspected. By
using the technique o_ authenticating a plurality of devices by cooperation between the devices in the
manner described above, it becomes possible to construct a system in which a user of electric power
is 25charged in a service of supplying electric power to ezlgctri(_: vehicles 16. It should be unto:trie
electric power supetlying service is only one - 22 application examples ofa present invencnion, and
the present invention can be applied to various services tout being limited to the above example. It

should be noted thatyin the exampla shown.in FIG; 5.although.the funetjon of the master supmiicant 3

is allocated to the wall ouLlet 13, the allocation is not limited to the example, and the circuit breaker
may be allocated to theemaster supplicant.3..  In general, when a plurality of data devices are
present, a device corresponding to the master supplicant 3 may he determined in advance. Further, a
data device firstly accessed by tlfé AidbileteRfilffal 2 tRay BeaEr thecfiinétion 6fthe'rhaster supplicant 3

without previously defermining a device cormresponding ..y at the circuit breaker

5 14, thereby carrying out accounting. In this system,
even when a person other than a contractor of the
circuit breaker 14 supplies power by using the wall
cutlet 13, an electric bill is collected from the
contractor of the circuit breaker. However, when the

10 actual operation is taken into consideration, a case
where a person other than the contractor uses the
electric power by using the wall outlet is conceivable.
Accordingly, a system in which a user who uses the
electric power should pay the electric bill is

15 necessary.

As a method of solving this problem, application
of the aforementicned authentication method is
conceivable.

The wall outlet 13 which is the master supplicant

20 3 is provided with a meter configured to measure the
supply amount of electric power. The user brings the
cellular phone 12 close to the wall outlet 13, whereby
the master supplicant 3 and cellular phone 12 carry out
communication with each other. When a credit function

25 is added to the cellular phone in advance, the credit

“data can be retained in the circuit breaker 14 which is

the slave supplicant 4 through the wall outlet 13 which



15to the master supplicant 3. [Second Embodiment] In the first embodiment, autheotioat ionhas
been executed serially in such a wanner chat after completion of the authentication processing of the
20waster supplicant 3, the authentication processing of the slave supplicant 4 is executed. Conversely,
in a second embodiment, authentication of a master supplicant 3, and authentication of a slave
supplicant 4 are simultaneously carried out, whereby th% 25communication efficiency in authentication
is improved. Accordingly, parts identical to the first embddiment are denoted by reference symbols
identic.ai to the first 23 embodiment, and a detailep oescription of them are omitted_ FIG. 6 is an

exemplary signal defiveryireceiptcharts,.ewing-a procedure in whichiwe supplicants of the second
embodiment cooperwith each ether to execute an authentication operation together with an

authenticator. It shcul<heerieted:that thevgresentinventiontis notdimited to theiease Whereittreinumber
of supplicants is two, and can be applied to a case 10where the number of sgjr%plicants is three or

more. In step 365 SWhén the MasterSuppliant’s his e5tabli§héd Eommuticatich Wittt 85fobile
terminal 2, the master supplicant 3,transmits g@vlf@fcglb@ﬁr}l signal tg an authenticator 1. In step 366,

the authenticator
5 However, concerning the user of the cellular phone

12, notifying the master supplicant 3 and slave
supplicant 4 of the credit data without recognizing
that the supplicants 3 and 4 are valid devices 1is
problematic in terms of security. Thus, taking the

10 opportunity of the communication between the cellular
phone 12 and master supplicant 3, an authenticator
possessed by the communication common carrier is used
to authenticate the master supplicant 3 and slave
supplicant 4, whereby it becomes possible for the user

15 to inform the supplicants of the credit data without
anxiety.

Further, the data is encrypted by the SIM, and
hence even when the credit data retained by the slave
supplicant 4 is illegally acquired by a third party,

20 the data cannot be inspected.

By using the technique of authenticating a
plurality of devices by cooperation between the devices
in the manner described above, it becomes possible to
construct a system in which a user of electric power 1s

25 charged in a service of supplying electric power to
electric vehicles 16. It should be noted that the

electric power supplying service 1is only one of



15which has received this signal transmits an LAP- Request/identify signal to the master supplicant 3.
In step T10, when the master supplicant 3 has received the LAP-Request/Identity signal, the master.
supplicant 3 transfers the signal to the slave supplicant 4. 20The master supplicant 3 stands by for a
predetermined time. When the master supplicant has received the EAP-Response/idenfity signal
transmitted from the slave supplicant 4 within the predetermined . time in step lll, the master
supplHcant.3 generates.one 25LAP-Response/ldentity signal formed by aggregating the
LAP-Response/identity signal of its own device, and SAP-Response/ldentity signal of the slave
supplicant 4 - 24 - wyithieachcother, anghiransmits she geperated sighaltontheauthenticatime  As
described above, the number of the supplicants is not limited to two, and hence ‘
LAP-Response/ldeRtityssigrials trapsinittad ffom o ombieslave suppladents ararefeéeeived in

some cases. In sucp.%§a§g, one. I%AP esggn%e/tlident@y siggal forrggg b aeggregating two or more
3AP-Fer onse/ldenﬁtly s]‘ﬁr‘fa”ls received within a préDdettéremlnea\fiﬁrene, an tﬁe‘LAP-Response/Identity

signal of the master. suppli¢ant;3,with, each gthergeneraied and is transiitted 4@ the, authenticator 1.
it should be noted that as the method of aggregating a plurality of LAP-Response/ldentity signals with

each other @and aggrégatirig intd. ohe AP Résponsefidéhtity signal,ctheanethod provided émy tfor

example, IEEE 802. lin can he employed. The authenticator | which has received the aggregated
LAPResponse/iden%ityl§igﬁéllﬁ>£ﬁsgﬁi i st 368 LELAPREGLest’S INHStart Hatiforrhen by®

aggregating a pluralty. of EaPReesURIMStaLL data tems with ach pltaringccorgance with the
number of aggregation to the master suppﬁcant 3. The master supplicant 3 which has received this
data extracts an EAR-ReauestASHMAStart dataniteMaster supplicant 3.

In general, when a plurality of data devices are

10 present, a device corresponding to the master

supplicant 3 may be determined in advance. Further, a

data device firstly accessed by the mobile terminal 2

may bear the function of the master supplicant 3

without previously determining a device corresponding
15 to the master supplicant 3.

[Second Embodiment]

In the first embodiment, authentication has been
executed serially in such a manner that after
completion of the authentication processing of the

20 master supplicant 3, the authentication processing of
the slave supplicant 4 is executed. Conversely, 1in a
second embodiment, authentication of a master
supplicant 3, and authentication of a slave supplicant
4 are simultaneously carried out, whereby the

25 communication efficiency in authentication is improved.
Accordingly, parts identical to the first embodiment

are denoted by reference symbols identical to the first



25corresponding to its own device from the data transmitted thereto, and transfers the received LAP-
Request/SIM/Start data to the slave supplicant 4. - 25 - Further, after the transfer of the data to the
slave supplicant 4, the master supplicant 3 starts a timer or the like to wait for receipt of a response
signal. should be noted that as the transfer method, 5the Taster supplicant 3 may transfer the received
EAR- Request/SUM/Start data to the slave supplicant 1.as it is, or mat aggregate a plurality of
SAPRequest/SIM/Start data items With each other, and may transmit the aggregated
EAP-Request/SIM/Start data 10separately to each of a plurality of slave supplicant 4. Each of the

slave supplicants 4extragisnam SAPRequesySIM/Start data dempfor its awn deviee frem the received
data not inn accordance with the format of an EAP-Requesn/SIM/Start signal, and transmits an

EAPResoonse/SIM#8tarttsignal as a response signal on the received data. In step 113, when the

master supplicant 3 has received EAR-Response/ldentity si,gnalﬁ?tran mitted from the sltave
supplicants 4 within a predet&rmified Tinfe! th& F%StEr SUppligAAt ﬂagﬁeﬁ%{éﬁecelp

EAPResponse/SIM/3tart signals from. the slave-supplicant; 4 received beforg-a timeraut occurs, and

transfers the aggregated signal to the authenticator 1. At this random numbers NCNCE_MT
which are cne of thellE ARResponselSUMIStart dataritems: denfiertfremadnecanothertin each of the
slave supplicants 4. The authenticator 1 which has received this signal
execute an authentication operation together with an
authenticator. It should be noted that the present
invention is not limited to the case where the number
of supplicants is two, and can be applied to a case

10 where the number of supplicants is three or more.

In step S65, when the master supplicant 3 has
established communication with a mobile terminal 2, the
master supplicant 3 transmits an EAPOL-Start signal to
an authenticator 1. In step S66, the authenticator

15 which has received this signal transmits an EAP-
Request/Identity signal to the master supplicant 3. In
step T10, when the master supplicant 3 has received the
EAP-Request/Identity signal, the master supplicant 3
transfers the signal to the slave supplicant 4.

20 The master supplicant 3 stands by for a
predetermined time. When the master supplicant has
received the EAP-Response/Identity signal transmitted
from the slave supplicant 4 within the predetermined
time in step T1l1, the master supplicant 3 generates one

25 EAP-Response/Identity signal formed by aggregating the
EAP-Response/Identity signal of its own device, and

EAP-Response/Identity signal of the slave supplicant 4



Lr.ansmits an aggregated EAP-Request/SIM/Challenge signal to the master supplicant 3 in step 370.
Here, a. Messapse Authentication Code (MAC) which is a daka element of the
EAP-Request/SIM/Challenge signal is generated for each NONCE_MT, and hence differs from each
other in each of the slave supplicants 4. Further, the random numbers RAND Challenge which are
data elements are data issued from the authenticator and,hence are common values. ICThe master
supplicant | which has received the EAP-Regdest/STM/Challenge signal confirms a Message
Authentication Code associated with its own device and., when the supplicant 3 determines that the

MAC associated with: its, owadevige is:not apprapriatethe 4 Ssupdlicant 3does notdransferthe EAP-
Request,/SIM/Chalr ge signal to the slave supplicants 4. On the other hand, when it is determined by
the master supplicant 3 that-therMACassociated with its own device is appropriate, the supplicant 3

transfers 2C)the EAP-Request/SIM/Challenge signal. 70 the slave supplicants 4 in Etep T14. Further,
after the transfer of the abovVe Signal. thé thaster Supplibant 3 Bars &'t lef or e like 6 WAl for

receipt of a responsg;signal. 251 he slave sypplicant 4,which hasreceved the SARwenc i «y

Requsst/S:M/Challenge signal confirms a Message Authentication Code correspondin- to its own
device andwhen the supplicant 4rdetorrines thiatdhe MAC correspending te itswowrl device is
appropriate, t,e ,mlicant 4 transmits an EAP-Response/SIM/Chalienge signal to the master supplicant
3h1$ep115.n1ﬁébafe received in some cases. In such a case, one EAP-
Response/Identity signal formed by aggregating two or
more EAP-Response/Identity signals received within a
predetermined time, and the EAP-Response/Identity
10 signal of the master supplicant 3 with each other is
generated, and is transmitted to the authenticator 1.
It should be noted that as the method of
aggregating a plurality of EAP-Response/Identity
signals with each other and aggregating'into one EAP-
15 Response/Tdentity signal, the method provided in, for
example, IEEE 802. 1ln can be employed. The
authenticator 1 which has received the aggregated EAP-
Response/Identity signal transmits, in step S68, EAP-
Request/SIM/Start data formed by aggregating a
20 plurality of EAP-Reguest/SIM/Start data items with each
other in accordance with the number of aggregation to
the master supplicant 3.
The master supplicant 3 which has received this
data extracts an EAP-Request/SIM/Start data item
25 corresponding to its own device from the data

transmitted thereto, and transfers the received EAP-

Request/SIM/Start data to the slave supplicant 4.



571, the master supplicant 3 aggregates the EAPResponse/SIM/Chalienge signals received

beforetime- out occurs, and transmits the aggregated signal to the authenticator I. Further, in step
572, the authenticator 1 transmits an aggregated EA Success signal e one of the master and slave
supplicants Sand 4, one of the supplicants being successful in the authentication processing. It

should be noted that like in the case of the first emtodimegnt, the authenticator | may notify the
supplicants of their encryption keys so that the supplicants for each of which authentication has been
completed can carry out encrypted communication with each other. 20[Third Fmtpdimen51 IA third

embodiment differs from the-second-embadiment in;using commen gata, ta-autheaticate.each
supplicant in order to further improve efficiency. FIG. 7 is an exemplary signal delivery/receipt

chart showing a prosedureiinamhich two sepplicants-oftherthird emibcdimeat teoperatenwithaach other
to execute- an authentication operation together with an - 28 - authenticator, 1.t should he noted that

the present inventiohlimited 10 the CiséwHerE théRtrber of sAppIftntS Rawd! @hd-can be applied to

acase It should be noted that as the transfer method,

5 the master supplicant 3 may transfer the received EAP-
Request/SIM/Start data to the slave supplicant 4 as it
is, or may aggregate a plurality of EAP-
Request/SIM/Start data items with each other, and may
transmit the aggregated EAP-Request/SIM/Start data

10 separately to each of a plurality of slave supplicants
4. Fach of the slave supplicants 4 extracts an EAP-
Request/SIM/Start data item for its own device from the
received data not in accordance with the format of an
EAP-Reguest/SIM/Start signal, and transmits an EAP-

15 Response/SIM/Start signal as a response signal of the
received data.

In step T13, when the master supplicant 3 has
received EAP-Response/Identity signals transmitted from
the slave supplicants 4 within a predetermined time,

20 the master supplicant 3 aggregates EAP-
Response/SIM/Start signals from the slave supplicants 4
received before a time-out occurs, and transfers the
aggregated signal to the authenticator 1. At this
time, random numbers NONCE MT which are one of the EAP-

25 Response/SIM/Start data items differ from one another
in each of the slave supplicants 4.

The authenticator 1 which has received this signal



where the number of supplicants is three or more. Steps 375 to 571, and 120 to 121 are identical
to steps 365 to 567, and TiO tofl 1 of FIG. 6, and hence a detailed description of then is omitted. An
authenticator | which has received an aggregated EAR-Pesoonse/ldenity.signal transmits, in 10stop
378, EAP-Request/SIM/Start data formed by aggregating a plurality of EAP-Regg.est/SIM/Start data
items with each other in accordance with the number of gggregation to a master supplicant 3. The
master supplicant 3 which has received, the LAP-Request/SIM/Start signfl transmits an MAP-
.STnise/STM/Start signal to the authenticator.in step. 579 without transferring the receivpd signal to a
slave supplicant 4. Hewever,7=AR-SINyversipn-whichis dataio=be added 20to thenge
MAP-Response/SIN/Start signal is common to all the related slave supplicants 4. Further, each of
NONCE_MT, and Pii: SELECTPEENVERSION wWhWbIParfecparameters 6fithe EAP-Redbonse/SIM/Start
signal, is used in commeon, an ist%ne.tZ,SJhg,authgntcijcat &1 hich ha receive%tms signal generates
a common Message%su%ﬁgreftica‘ﬁonecfbdle”f?drﬁotﬁe common N(l,bElN and taransarﬁﬁs, in step 580, an

element of the EAP-Request/SIM/Challenge signal is

o

generated for each NONCE MT, and hence differs from

each other in each of the slave supplicants 4.

Further, the random numbers RAND Challenge which are

data elements are data issued from the authenticator 1,

and hence are common values.

10 The master supplicant 3 which has received the
EAP~Request/SIM/Challenge signal confirms a Message
Authentication Code associated with its own device and,
when the supplicant 3 determines that the MAC
associated with its own device is not appropriate, the

15 supplicant 3 does not transfer the EAP-
Request/SIM/Challenge signal to the slave supplicants
4. On the other hand, when it is determined by the
master supplicant 3 that the MAC associlated with 1its
own device 1s appropriate, the supplicant 3 transfers

20 the EAP-Request/SIM/Challenge signal to the slave
supplicants 4 in step Tl4. Further, after the transfer
of the above signal, the master supplicant 3 starts a
timer or the like to walt for receipt of a response
signal.

25 The slave supplicant 4 which has received the EAP-

Request/SIM/Challenge signal confirms a Message

Authentication Code corresponding to its own device



29 EAP-Reguest/SIM/ChalLenge signal to which the MAC and one Challenge are added, to the
master supplicant 3. The master supplicant 3 checks the Message Authentication Code
transmitted thereto. Further, when the master. supplicant 3 determines that. the MAC is not
appropriate, the supplicant 3 does not transfer the EAP-Reguest/SIM/Challenge signal to the slave
supplicant 4. On the other hand, when it is determined 51; the master supplicant 3 that the MAC is
appropriate,’ 10the supplicant 3 transfers the FAD- Request/SIM/Challenge signal to the slave
supplicant 4 in step 722. Each slave supplicant 4 which has received this signal accepts the

authentication result ghtained-tyv-5the mastersupplicant 3 1o-determing that the Message

Authentication Code is aporopricCe and retcran EAP- Resppnse/SIM/challenge signal to wh4 oh
SRES response and Adr MACrgenepated arttheobasisiofrRAND. arerpdded ta. the="raster supplicant 3
in step, 123. The master 20supplicant 3 aggregates return signals from the sidve supplicants 4 into

one EAR-ResponselSINICHZIIBRgé sigifal Sand frarsmits théaggreyated Signal the 2fhenticator |

the authenicator | deiehayne hat o he SLppIcS 6 vAId Suppicant, 16 Athentioor
transmits an S71, the master supplicant 3 aggregates the EAP-
Response/SIM/Challenge signals received before a time-
out occurs, and transmits the aggregated signal to the
authenticator 1.
Further, in step 372, the authenticator 1
10 transmits an aggregated EAP-Success signal to one of
the master and slave supplicants 3 and 4, one of the
supplicants being successful in the authentication
processing.

It should be noted that like in the case of the

15 first embodiment, the authenticator 1 may notify the
supplicants of their encryption keys so that the
supplicants for each of which authentication has been
completed can carry out encrypted communication with
each other.

20 [Third Embodiment]

A third embodiment differs from the second
embodiment in using common data to authenticate each
supplicant in order to further improve efficiency.

FIG. 7 is an exemplary signal delivery/receipt

25 chart showing a procedure in which two supplicants of
the third embodiment cooperate with each other to

execute an authentication operation together with an



30 EAP-Success s ignal to the master supplicant. 3 in seep 382. One ORES response data item
indicating commoh to all the master and. slave supplicants is added to the SAP-Success signal. The
master supplicant 3 5which has received this signal transfers the SAP- Success signal received for
each of all the slave supplicants 4 to each of all the slave suppl.icorits 4 in step 724. Further, like in the
cases of the first and second 10embodimeits, the authepticatomay nothe supplicants of their
encryption keys so that the supplicants for each of which authentication has been corq.d.eted can
carry out encrypted communication with each other. 15As described above, In step 579, the master

suoplicant 3 transmits the signak ne which..ong . NRNSE M isadded: to the-autheaticator 1 as a
representative of the other supplicants and, in step 380, the authenticator 1 transmits the signal to

which one MAC 20is radded; torthesmaster supplicaht 3> Wien thesmastes sapplicant 3determines that
the MAC is appropriate, the supplicant 3 transfers the signal to the slave supplicant 4. At this time, the

master supplicant 3 Has dirEady détermiriedthat tHe suthéRticitor Pis'a 95vafid Auffierticator, and
hence the slave supplicant may ngt,determiae the,valdity,of the authenticator Lagain. - 31

5 Steps S75 to S$77, and T20 to T21 are identical to
steps S65 to S67, and T10 to T1l1 of FIG. 6, and hence a
detailed description of them is omitted.

An authenticator 1 which has received an
aggregated EAP-Response/Identity signal transmits, in
10 step S78, EAP-Request/SIM/Start data formed by
aggregating a plurality of EAP-Request/SIM/Start data
items with each other in accordance with the number of
aggregation to a master supplicant 3.
The master supplicant 3 which has received the
15 EAP-Request/SIM/Start signal transmits an EAP-
Response/SIM/Start signal to the authenticator 1 in
step S79 without transferring the received signal to a
slave supplicant 4.
However, EAP-SIM version which is data to be added
20 to the EAP-Response/SIM/Start signal is common to all
the related slave supplicants 4. Further, each of
NONCE MT, and AT SELECTED VERSION which are parameters
of the EAP-Response/SIM/Start signal, is used in
common, and 1s one.
25 The authenticator 1 which has received this signal
generates a common Message Authentication Code from the

common NONCE MT and transmits, in step S80, an



As described above, in the third embodiment, common data is used to carry out authentication,
whereby it is possible to further improve the communication efficiency in authentication. It should be
noted thatslhve supplicant 4 | determine the validity oi the authenticator 1 again. For example, in step
T22, when the master supplicant 3 determines that the MAC is appropriate, the supplicant 3 transfers
the signal to the slave supplicant 4. At 10this time, the s@gal to which NONCEIMT transmitted from the
master supplicant's own device to the authenticator 1 as a parameter, and MAC are added is
transferred. The slave supplicant 4 determines the va4'dity of the authenticator | by using the data of

the NONCF_MT and MAG. Acearding: ip,the embedjments, descrined,above is possible torauthenticate

a plurality of devices by cooperation of the devices, and fence when authentication is carried Out With
respect to a systemc0constituiechoka phraittydd devicestités pessiklie te @htaincamefficient and
effective authentication. operation. It shoud be noted that in each of the embodiments described
above, altnough the mootheteriial 2%is 25providet betweetRé taster. Sapplicint 3 and
ggthe“ticator |, and i, provided with & fupction of carrylng out,communication thrauch the gellilar fine -
5 the master supplicant 3 determines that the MAC is not
appropriate, the supplicant 3 does not transfer the
EAP-Request/SIM/Challenge signal to the slave
supplicant 4. On the other hand, when it is determined
by the master supplicant 3 that the MAC is appropriate,
10 the supplicant 3 transfers the EAP-
Request/SIM/Challenge signal to the slave supplicant 4
in step T22.
Fach slave supplicant 4 which has received this
signal accepts the authentication result obtained by
15 the master supplicant 3 to determine that the Message
ARuthentication Code 1s appropriate, and returns an EAP-
Response/SIM/challenge signal to which SRES response
and AT MAC generated on the basis of RAND are added to
the master supplicant 3 in step T23. The master
20 supplicant 3 aggregates return signals from the slave
supplicants 4 into one EAP-Response/SIM/Challenge
signal, and transmits the aggregated signal to the
authenticator 1 in step S81.
The authenticator 1 carries out authentication
25 processing for each supplicant and, when the
authenticator 1 determines that all the supplicants are

valid supplicants, the authenticator 1 transmits an



which is a first network, and WLAN which is a second network, the master supplicant 3 may be
provided with a function of carrying out communication through the first network and second network
without providing toe =bile terminal 2. It should be noted that the communication station described in
each of the above-mentioned embodiments can generally be ascertairconfigured as an electronic
device provided with a communication 10function. Howeyer, this communication function is not limited
to that constituted of hardware such as a communication circuit or the like. For example, part of the
communication function described in each of the embodiments described above can also be

constituted of iisoftware. Software canyun on-a CRLLingomarated ina coramung cationseikguit, and can
also run on a CPC incorporated in an electronic device connected to a communication circuit. Further,
the communication &fréuit candeJAESTporatedris a mediami detachable from tiee electrofie device.
That is, the present invention is not to limit how to confian electronic device Provided with a

communication funétiBH Necbrdifigly, it i$°alds Possibie o stofe’fart OPthe-fieticns CieSEit5&d in each
of the embodiments in %H&e%@—%ﬁﬁgv%%@ a SIM card, SD card, ar the like. Further, it is also possible

to configure the above part of functions as an IC chip. Furthermore, it is also possible to reaf'ze the
above part of functions by aoproer-a-8 selecting andscambininghardware;, softwate,recording
medium, SIM card, SD card, and IC chip. It should he noted that the functions described in
Success signal received for each of all the slave
supplicants 4 to each of all the slave supplicants 4 in
step T24.
Further, like in the cases of the first and second

10 embodiments, the authenticator 1 may notify the
supplicants of their encryption keys so that the
supplicants for each of which authentication has Dbeen
completed can carry out encrypted communication with
each other.

15 As described above, in step S79, the master
supplicant 3 transmits the signal to which one NONCE MT
is added, to the authenticator 1 as a representative of
the other supplicants and, in step S80, the
authenticator 1 transmits the signal to which one MAC

20 is added, to the master supplicant 3. When the master
supplicant 3 determines that the MAC is appropriate,
the supplicant 3 transfers the signal to the slave
supplicant 4. At this time, the master supplicant 3
has already determined that the authenticator 1 1s a

25 valid authenticator, and hence the slave supplicant 4

may not determine the validity of the authenticator 1

again.



5each of the embodiments not only can be configured by using hardware, but also can be realized by
causing a computer to read a program in which the above functions are described by using software.
Further, the functions may be configured by appropriately selecting one of software and hardware.

It should he noted that ti-e present inverifon is not limited to the aforembntioned embodiments as they
are and, in the implementation stage, the constituent eleﬂentg, can be modified and embodied within a
scope 15not deviating from. the essence of the invention. Whilecertain embodiments have been
described, these embodiments have been presented by way of example only, and are not intended to

limit the scope of the inventions. indeed. thespoyel embodimentsidesgribed 20herein may be
embodied in a variety of other forms; furthermore, various omissions, substitutions and changes in the

form of the embodimentscdestribed hereinaray be raade withoutdedarting from the, spirit of the
inventions. The accompanying claims and their equivalents are intended to cover such forms or

modifications as wolll¢ fiiwitHih the sE65E ARd Spirft of tHe IMGENtIHS” MESLLP 4 -- WHAT IS
O e e e
communication network, COmpsisigld be noted that the slave supplicant 4 may
determine the validity of the authenticator 1 again.
For example, in step T22, when the master supplicant 3
determines that the MAC is appropriate, the supplicant
3 transfers the signal to the slave supplicant 4. At
10 this time, the signal to which NONCE MT transmitted
from the master supplicant's own device to the
authenticator 1 as a parameter, and MAC are added 1is
transferred. The slave supplicant 4 determines the
validity of the authenticator 1 by using the data of
15 the NONCE MT and MAC.

According to the embodiments described above, 1t
is possible to authenticate a plurality of devices by
cooperation of the devices, and hence when
authentication is carried out with respect to a system

20 constituted of a plurality of devices, it is possible
to obtain an efficient and effective authentication
operation.

It should be noted that in each of the embodiments
described above, although the mobile terminal 2 1is

25 provided between the master supplicant 3 and
authenticator 1, and is provided with a function of

carrying out communication through the cellular line



an authentication processing module configured to carry out authentication of the electronic device by
data delivery/receipt conforming to a predetermined authentication procedure between the electronic
device and 10 the authentication device through the first communication net o rk; an authentication
start processi.ng module configured to, when the electronic device has been authenticated by the
authentication device, transmit an authentication start signal configured to start authentication of
another electronic device through the first communication network; an authenti.cation request
transfer module configured to, when an authentication request signal is received from the

auLnentication devigg, deferrming whether ornok},20 authentication Jequestiis an authenfication

request associated with the electronic device and, when it determined that the authentication request
is not an authenticatien vequest associatedawiths theoelectronic Bevice, transtesatitbientication request
signal to 25 another electronic device through the second: communication network; and a data relay
module configured tb4theredtter félay MESUD - 355 dxtadelivered/iredeived figonforfity with the
predetermined auth%rﬂt]}czsagl_og e%rvgggg{urgpgpgt\évggn tgle Qg;hﬁgg%?t*o& evice andvajpgther glectronic

device, the authentication request is termined not to be the authentication reqﬁ%gt associated

with the elegtronic deyvicelit atleagt ene opconditions (1)-(3) are met: (1) specific identifier is added to
the authentication request
It should be noted that the communication station

described in each of the above-mentioned embodiments
can generally be ascertained and configured as an
electronic device provided with a communication

10 function. However, this communication function is not
limited to that constituted of hardware such as a
communication circuit or the like. For example, part
of the communication function described in each of the
embodiments described above can also be constituted of

15 software. Software can run on a CPU incorporated in a
communication circuit, and can alsc run on a CPU
incorporated in an electronic device connected to a
communication circuit. Further, the communication
circuit can be incorporated in a medium detachable from

20 the electronic device. That is, the present invention
is not to limit how to configure an electronic device
provided with a communication function. Accordingly,
it is also possible to store part of the functions
described in each of the embodiments in a medium such

25 .as a SIM card, SD card or the like. Further, it is

also possible to configure the above part of functions

as an IC chip. Furthermore, it is also possible to



signal; (2) a destination address of the authentication request signal is not for the electronic device;
and (3) To the authentication request signal is received within a predetermined time after the
authentication start signal configured to start authentication of said another electronic device is
transmitted to the authentication device. 152. The electronic device according to claim t, wherein

data indicating that the authentication start signal is transmitted on behalf of another electronic device
is included in the authentication start signal. 3. The electronic device according to claim 1, wherein Gof
other electronic devices are connected to the second coninicatlon network, and the electronic device

further comprises exegution-2% gentielynedule.configured-tecause eachueha tarsmission operation of
an authenLication start signal configured to MCSIAP

10

15

20

selecting and combining hardware, software, recording
medium, SIM card, SD card, and IC chip.

It should be noted that the functions described in
each of the embodiments not only can be configured by
using hardware, but also can be realized by causing a
computer to read a program in which the above functions
are described by using software. Further, the
functions may be’configured by appropriately selecting
one of software and hardware.

It should be noted that the present invention is
not limited to the aforementioned embodiments as they
are and, in the implementation stage, the constituent
elements can be modified and embodied within a scope
not deviating from the essence of the invention.

While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

of the inventions.



- 36 - start authentication of the other electronic devices to he executed by the authentication start
nodule, a transfer operation of an authentication request signal to be executed byi\%esﬁtlghentication
request transfer module, and 5 a relay operation of delivery/receipt data to he executed by the data
relay module, to be executed for each of the plurality of electronic devices. 4. The electronic device
according to claim ." wherein 10the plurality of other electronic devices are connected to each other
and the electronic device carries out data deIiveryTreééipf with the plurality of other electronic devicés

through at least one of the other electronic devices seryi s afrela [ i [
1€ 0 . 2lay point. 155. An electronic device
connected to an authentication device th%?n gﬁrs%g%zaniga%ti’on network, and further oonnected to

another electronic device through a;second communication, Beork comprising: an authentication
start processing module configured 20 to transmit an authentication start signal con_figured to start

authentication.oftheelectronic deviee and the otherrelectfonic devices thirbagh tee first communication
n_etwor.k; an authentication request transfer module configured to, when an authentication request
signal is received fromkzUahe afithiertieaticn deviceSttanster tHe-dithefitication™ "~ < “°V ¢

5 through a second communication network, comprising:
an authentication processing module configured to
carry out authentication of the electronic device by data
delivery/receipt conforming to a predetermined
authentication procedure between the electronic device and
10 the authentication device through the first communication
network;
an authentication start processing module configured
to, when the electronic device has been authenticated by
the authentication device, transmit an authentication start
15 signal configured to start authentication of another
electronic device through the first communication network;
an authentication request transfer module configured
to, when an authentication request signal is received from
+he authentication device, determine whether or not the
20 authentication request is an authentication request
associated with the electronic device and, when it is
determined that the authentication request 1s not an
authentication request associated with the electronic
device, transfer the authentication request signal to
25 another electronic device through the second communication
network; and

a data relay module configured to thereafter relay



MC_SUP - 37_- through the second communication network; and an authentication data
dehvery_/reqemt module configured to, regarding delivery/receipt of data for authepfi El n between the
authentlpatlon.device and the other electronic devices, thereafter aggregating data aglgsgciated with the
electronlc_ device, and data items received from the plurality of other electronic devices with each other
to trans_mln_the aggregated data to the authenticatiog evice, and transmit data from the 10
authentication device to each of the plurality of other e%eétronic devices. 6. The electronic device

according to claim 5, wherein the authentication data delivery/recei e 15includ
, , ) . ) es a random
number data frahsmiion’ modtie"cortigtired tlontré:r?sr%?? %nﬁluérglit@%%gn oém number data items

gﬁ?heéﬁ,fii tiir(]) r?;%%r\lﬁ%gg & gr]%%t&?r:g% device,; and the,plyrality. af.ethep electronicrdevices to the
o blLrality Of SARORRATORE Lo Gorioe nd caches Leotionic Gevicer oone NELANg
H tion device an n er electronic device,
the authentication request is determined not to be the
5 authentication request associated with the electronic
device if at least one of conditions (1)-(3) are met: (1) a
specific identifier is added to the authentication reqguest
signal; (2) a destination address of the authentication
request signal is not for the electronic device; and (3)

10 the authentication request signal 1is received within a
predetermined time after the authentication start signal
configured to start authentication of said another
electronic device is transmitted to the authentication
device.

15 5 The electronic device according to claim 1,
wherein

data indicating that the authentication start signal
is transmitted on behalf of another electronic device 1is
included in the authentication start signal.

20 3. The electronic device according to claim 1,
wherein

a plurality of other electronic devices are connected
to the second communication network, and
the electronic device further comprises execution
25 control module configured to cause each of a transmission

operation of an authentication start signal configured to



data items generated by the authentication device in a manner that the authentication data items
corrgspond to the plurality of random number data items, and 25a lira smissign jnhibition module
configured to, when the authentication data corresponding to the random nurTQ'ﬂ)(Jé%L CSLLP - 38 - data
gene_rated in the electronic device is not valid, inhibit the signal including the plurality of authentication
datg ictems transmitted from the authentication device from being transmitted to the other electronic
devollmlas._ | d?. 'Iiig)e elec(;ronic device according to c%a%m_w he rein authentication data delivery/receipt
module incl des 10a random number data transmission module configured i

number data ftemrgerietatéd in'thé Efe%?ro%é déVice g_%etﬁe %%&%%%igglt%ogn é%\%?gggmtg)r:‘ Bendom
authentication data receipt madule configyred ta recgive oneauthentication datesitemgenerated in the
authentication device in a manner that the authentication data a ten corresponds to the one random
number data item: andon adransmissiorinhibiionnodwecenfigurédrts lwhen fife authentication

data corresponding to the random number
executed by the authentication request transfer module, and
5 a relay operation of delivery/receipt data to be executed

by the data relay module, to be executed for each of the

plurality of electronic devices.

4. The electronic device according to claim 3,
wherelin
10 the plurality of other electronic devices are

connected to each other, and the electronic device carries
out data delivery/receipt with the plurality of other
electronic devices through at least one of the other
electronic devices serving as a relay point.

15 5. An electronic device connected to an
authentication device through a first communication
network, and further connected to another electronic device
through a second communication network, comprising:

an authentication start processing module configured

20 to transmit an authentication start signal configured to
start authentication of the electronic device and the other
electronic devices through the first communication network;

an authentication request transfer module configured
to, when an authentication request signal 1s received from

25 the authentication device, transfer the authentication

request signal to the plurality of other electronic devices



20 data generated in the electronic device is not valid, inhibit the signal transmitted from the
authentication device from being transmitted to the other electronic devices. 8. A terminal
connected to an authentication device 25 through a first communication netwark|. fiitther connected,
through a second communication network, to an electronic MOSLLP - 39 - device connected to
another electronic device through a third commun_ic%tjpn_network, and configured to relay
delivery/receipt data between the authentication device and the electronic device, wherein 5.the
eectronic device comprises: an electronic devicg authentigva}tioqi proa(%%sing module configured to

carry out authienticafion bf the®SIseiohic davice By data

ata derii(\%/ery?rrecéipt conforming to a predetermined

authentication procedure betyeen the, 10 glegrenicdevice-authentication processing module and the
authentication device through the first communication network; an authentication start processing

module configureditguwhen the electrenitideyickehay beer nathehticatedl BAthe duthentication device,
transmit an authentication start signal configured to start authentication of another %Ieg{%nic device

through the fifst CoRfrhERIBHICH NBRVOIRE" dfadthenfiation Tegusst transfer module configured to,
when an authenication request signal s received jron 20che autherication dgvigedetermine whether
or not the authentication request is an authentication request associated with the electronic device
and, when it ig determilledithat the autbesticatiornoregueseis ot anand data items
received from the plurality of other electronic devices
with each other to transmit the aggregated data to the
authentication device, and transmit data from the
10 authentication device to each of the plurality of other
electronic devices.
6. The electronic device according to claim 5,
wherein
the authentication data delivery/receipt module
15 includes
a random number data transmission module configured to
transmit a plurality of random number data items generated
in each of the electronic device, and the plurality of
other electronic devices to the authentication device,
20 an authentication data receipt module configured to
receive a signal including a plurality of authentication
data items generated by the authentication device in a
manner that the authentication data items correspond to the
plurality of random number data items, and

25 a2 transmission inhibition module configured to, when

the authentication data corresponding to the random number



authentication request associated with the electronic 25 device, transfer the authentication request
signal to another electronic device through the second communication. MCSLLP - 40 - network; and
, data relay module configured to thereafter rota datalivered/received in coriérinit)’with the
predetermined authentication procedure between the 5 authentication device and another electronic
device, and the authentication device comprises: first authentication device authentication
processing module configured to carry out authen_ticg on of the electronic device by data

delivery/receipt conforming 10 to a predetermined authentication pracedure between the first
authenticatioﬁl‘a@@icg%ﬁ?&%ﬁ:ﬁti&rg protessi o %) not A

ineffmléalrjllecande the electronic device through the first

communicatiqn, petwork;. 4 determinationnodule coritiguresh to, whenanck5 authentication start si-gnat

is received from the electronic device after the electronic device has been authenticated, determine
whether or notatithentication ofianether elestronicrdendos. isttedbefstartedian authentication request
module configured to, when ,
authentication device from being transmitted to the other
5 electronic devices.
7. The electronic device according to claim 5,
wherein
the authentication data delivery/receipt module
includes
10 a random number data transmission module configured to
transmit one random number data item generated in the
electronic device to the authentication device,
an authentication data receipt module configured to
receive one authentication data item generated in the
15 authentication device in a manner that the authentication
data item corresponds to the one random number data item,
and
a transmission inhibition module configured to, when
the authentication data corresponding to the random number
20 data generated in the electronic device is not valid,
inhibit the signal transmitted from the authentication
device from being transmitted to the other electronic
devices.
8. A terminal connected to an authentication device

25 through a first communication network, further connected,

through a second communication network, to an electronic



20 it is determined that authentication of another electronic device is to be started, transmit an
authentication request signal associatea with another electronic device to the electronic device; and a
second authentication device authentication 25 processi.ng module configuifel-td’thereafter carry out
data delivery/receipt conforming to the predetermined MOSLIP - 41 - authentication procedure
between the second authentication device authentication processing module and the electronic device
to authenticate another electronic device, the authenttication request is determined not to he the

authentication request associated with the electronicldevjcce h;1 %tc Ieggtv Qne oft%onodliltglnsa(l)-(S) are
met: (1) a sp@ﬁﬁ’éfﬂ%nﬁﬁéﬂ@%ﬁ%@d% the' 8lfHehtiCation Feoquest signal; ?2) a destination address of

the authentication request signalis ngt fordhe elect-eondexice rand 18 dhe autheniigation request

signal is received within a predetermined time after the authentication start signal configured to start
authentication; of said apotherelectrenic device is transimitted tolthe althentication deviee2 159. A
terminal connected to an authentication device through a first communication network, further
connected, thtougtra setond EomPsiHiEationAétWdtk. to an electronic device connected to a plurality

of other lectronic deyices through a hird,communisgfign aetwprk, and configured 1-0

an electronic device authentication processing module
configured to carry out authentication of the electronic
device by data delivery/receipt conforming to a
predetermined authentication procedure between the
10 electronic device authentication processing module and the
authentication device through the first communication
network;
an authentication start processing module configured
to, when the electronic device has been authenticated by
15 the authentication device, transmit an authentication start
signal configured to start authentication of another
electronic device through the first communication network;
an authentication request transfer module configured
to, when an authentication request signal is received from
20 the authentication device, determine whether or not the
authentication request is an authentication request
associated with the electronic device and, when it 1is
determined that the authentication regquest is not an
authentication request associated with the electronic
25 device, transfer the authentication request signal to

another electronic device through the second communication



20 relay delivery/receipt data between the authentication device and the electronic device, wherein the
electronic device comprises: an authentication start processing module configured to transmit an
authentication start signal configured. to 25 start authentication of the electié® id-evice and the other
electronic devices through the first communication network; MCSLLP an authentication request
transfer module configured to, when an authentication request signal is received from the
authentication device, transfer the authentication Feqﬂ?esf signal to the plurality of other electronic
devices through the second communication network; and an authentication data delivery/receipt
module confi@lﬁéﬂ%%r‘egea%iing delivery/receipt of data for authent.icaOn between the authentication

device and the other electronic ‘%ﬁ%@ﬂ%ﬁf&wﬁ%g@@ data L0asseeiatad with she electronic
device, and data items received from the plurality of other electronic devices with each other to

transmit the aggregated data toithe-aushentication cevice;and transhiit data from the authentication
device to each of the plurality of other electronic devices, the authentication device comprises: an
authenticalion start sigral reckiptmbaulé tonfigarrdtbFegsive anaitétication start signal

confgred o start auhenticaton of e lecrofiefeyie and e LA chathes sleanic deices

the authentication device comprises:

2 first authentication device authentication
processing module configured to carry out authentication of
the electronic device by data delivery/receipt conforming

10 to a predetermined authentication procedure between the
first authentication device authentication processing
module and the electronic device through the first
communication network;

53 determination module configured to, when an

15 authentication start signal is received from the electronic
device after the electronic device has been authenticated,
determine whether or not authentication of another
electronic device 1s to be started;

an authentication request module configured to, when

20 it is determined that authentication of another electronic
device is to be started, transmit an authentication request
signal associated with another electronic device to the
electronic device; and

a second authentication device authentication

25 processing module configured to thereafter carry out data

delivery/receipt conforming to the predetermined



20 flrst_communication network; an authentication request signal transmissiond L configured to
transmit an authentication request signal to the electronic device; and an autfergigation processing
module ponfigured to 25 thereafter execute delivery/receipt of data configured to authenticate the
electron_lc d_evice and the plurality of MCSLLP - 43 - other electronic devices between the
authentication processing module and the electronic device, and the data for authentication being

data form_ed by aggregating data associated with Thé tlectronic device and data items associated with
the plurality of other electronic devices with each other.

10

15

20

25

authentication procedure between the second authentication
device authentication processing module and the electronic
device to authenticate another electronic device,

the authentication request is determined not to be the
authentication request associated with the electronic
device if at least one of conditions (1)-(3) are met: (1) a
specific identifier is added to the authentication request
signal; (2) a destination address of the authentication
request signal is not for the electronic device; and (3)
the authentication request signal 1is recéived within a
predetermined time after the authentication start signal
configured to start authentication of saild another
electronic device is transmitted to the authentication
device.

9. A terminal connected to an authentication device
through a first communication network, further connected,
through a second communication network, to an electronic
device connected to a plurality of other electronic devices
through a third communication network, and configured to
relay delivery/receipt data between the authentication
device and the electronic device, wherein

the electronic device comprises:

an authentication start processing module configured
to transmit an authentication start signal configured to
start authentication of the electronic device and the other

electronic devices through the first communication network;



10

15

20

25

MCSLLP
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an authentication request transfer module configured
to, when an authentication request signal 1is received from
the authentication device, transfer the authentication
request signal to the plurality of other electronic devices
through the second communication network; and

an authentication data delivery/receipt module
configured to, regarding delivery/receipt of data for
authentication between the authentication device and the
other electronic devices, thereafter aggregate data
associated with the electronic device, and data items
received from the plurality of other electronic devices
with each other to transmit the aggregated data to the
authentication device, and transmit data from the
authentication device to each of the plurality of other
electronic devices, the authentication device comprises:

an authentication start signal receipt module
configured to receive an authentication start signal
configured to start authentication of the electronic device
and the plurality of other electronic devices through the
first communication network;

an authentication request signal transmission module
configured to transmit an authentication request signal to
the electronic device; and

an authentication processing module configured to
thereafter execute delivery/receipt of data configured to

authenticate the electronic device and the plurality of
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other electronic devices between the authentication
processing module and the electronic device, and
the data for authentication being data formed by
aggregating data assoclated with the electronic device and
data items associated with the plurality of other

electronic devices with each other.



