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1 CELLULAR DEVI CE SECURI TY APPARATUS AND METHOD

FI ELD AND BACKGROUND OF THE | NVENTI ON The present
invention relates to cellular device security
apparatus and nethods 5 and, nore particularly, but
not exclusively to a security systemfor protection
of data and access thereto, including read and wite

access to configuration data, in a cellular
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manufacturer of the cellular device.

2. NUM: The cellular device’s phone number. supplied by the cellular
provider.

3. A-KEY: Authentication key. Generated, by Synacom
Technologies Inc. of San Jose, California, USA, for each cellular dévice and cellular
provider separately, supplied by the manufacturer and used for authenticating the
identity of a cellular device by the cellular provider.

4. SSD: An identifier created by -the cellular network in combination
with additional information from the cellular provider’s database and used to identify

the cellular device when a call is being made.



with additional information fromthe cellular

provi der's database and used to identify the
cellular device when a call is being made. 2 These
four information itens are rightly regarded as being
extrenmely sensitive. They are generally located in
the cel lul ar device along Wi th the operating system

| ocat ed on the chipset. (Data Mode) The DM is a
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and th Leque ting.a "SSD update” operation from

the ce ©t0 receive a valid SSD fiel d.
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source ceIIuIar device to a er sonal
device and writing them into a destination device.

The A-KEY, SSD, ESN and NUM information fields are all readable from the

25  cellular devices in one way or another.

A single cellular device can be cloned to multiple destination devices, all of

which will consequently generate calls billed to the original device.
There are several techniques to read the A-KEY, SSD and the ESN
information fields and to write them on a new device. One possibility comprises using
30 a serial RS-232 or USB cable to connect the source cellular device to a personal
computer and via a program to read and write these fields from the device’s operating

system.



conmputer and via a programto read and wite these
fields fromthe device's operating system 3 The
cellul ar devices may be divided into two basic types,
devi ces without protection, in which the information
is readabl e via the operating system and devices
W th password protection. The password is a sixteen
(16) hexadecinmal digit string (which annunts to
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h ve a prot tion passmord but it is still possible
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ai.n.t ass cking a. cellular,. device
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c(paswonts two separate read and wite cormand sets:
one set for upgrading the operating system and 20 one
set for reading and writing fromthe operating

15 syst enbigcamgagellularfesisss conmands can be used directly

. by a heglfs Jeﬁcés%?b& Uﬁegoﬁiéaﬁﬂﬁﬁvb@&nééll&ﬂ@ device is
the source device, or to wite the information if

the deVi ce Peitehithewd ppssweidsrn dlevipesavhere theydatn sead apd dpta
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devi ce's atin tem an e obtai ned
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ypi cafly tanige miilinbOhih KSR plalGAH pad b e

dideviee’ & pperatimg a¥stent apddhus canbd ¢btgiredtfrom the binary operating system

25 file obtainable on the internet, by theft from the cellular providers or by reading the
data from the device.

It is possible to alter the password or to use additional constantly based,
countermeasures to protect the cellular device. The term “constantly based” refers
typically to passwords which are different for different manufacturers, different

30  device models, different cellular providers, different operating systems and versions
etc. However a single password applies to numerous individual devices.

It is noted that the passwords themselves, as well as any additional

countermeasures, can be decoded from the operating system’s binary file, and the
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30 device nodels, different cellular providers,

di fferent operating systens and versions etc.

However a single password applies to nunerous

i ndi vi dual devices. It is noted that the passwords

t hensel ves, as well as any additiona

count er neasures, can be decoded fromthe operating
systenm s binary file, and the 4 binary file has to
be_distributed to_all the Il ul ar. providers, who us
B S0 B oo b SHREuiE oy Ak e S DB’ BEROPS CPR e o
Pagephonied o Ehet fivth MdhufacOier. e TAS phsswordsveraltmst as secure as the
provj der. .Another nethod is to obtain the nobile

t BN %nagenent or PST 5 program which is used
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anal- vz i.nin .

AR dhe bR A, \00d PET RRRRIP L] oo T allged, s
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which sensitive information is stored, is accessible

f tandalongiPFRgrahd writing via the operating system or

t«;y p gdtm@ﬁn?ch(m i) bﬁmanﬂme @E%I&mé, ddﬂﬁml itii b Rigﬁtidﬂﬂn Wwiich
e data network can . be ohtajned.,.and altered to .

i GERRLVE yniprmagipn s glo 'ar*f%rbbi#ef freging end yafheryia he opersing

adghitérh oNkeybitecodpe I'Elietelige 8 YSiice idarifibation épthe datd network can

Wi, t hout acker hei .. requi red tq have any

B B L SR L

r epl acknadditionathe dperatisge siystem canniey eeplced withous aflagkeaibdimg

i ; . . oer At

IR, a0k S SO 36 B8 okofdE BR'd Bltpcoment can

olbe ugests rampvofany hew Bfgnads ingsrted {ntq banevp gersipre of the operating

r %%t eﬂﬁ@ieaﬁtxg e dRRR RildeRBleSWRL 8N ofPVersibs Of e

, 4o
.to’change the ~language of the operating system when
a s¥¥mul ar device is stolen in one country and sold

| N anofhe fepfaestidnt ¥of tSoptRBhE S7vesh 3ROWIS bé YRR thdnge the
cel lul ar devi ces have at Iea%t tgp,sets of . rea
o grvissg

d and
age £ the appratingsystesp dvhen ¢ ogliyl Y Ftalan iyoneisquniry and
OR61Ida4 hddghesdomb@yn and one set is for 25 communicating
O RSB Sl hShGat 0 OREE ALk Pl
s and wrig iastruBidns:roarsetdefor tppeading the operating system and one set is for
communicating with information fields within the operating system.
A further point that is mentioned is that when sending an SMS message, the
sender’s phone number is a data field which may be filled manually by the user and
" thus a sender can appear to be someone else in the eyes of the receiver.
Cloning software is available from the following exemplary sources:
The UniCDMA cloning program is availablé from cdmasoftware@ukr.net;
The NVtool cloning program is available from:certain forums;
The GTRAN CDMA 1X DATA CARD (800M)_PRL-Ver 3.1 program is

available from certain forums;



sender's phone nunber is a data field which may be
filled manually by the user and thus a sender can
appear to be soneone else in the eyes of the
receiver. Cloning software’'is available fromthe

foll owm ng exenpl ary sources: 30 The Uni CDVA cl oni ng
programis avail able from cdmasoftware@kr.net; The
NVt ool cloning programis available fromcertain
foruns; The GIRAN CDVA 1X DAJA CARD (800M _PRL- Ver
3.1 programis available fromcertain forunms; -5-
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t. I [ e o the data node is devoid of
gk € dobid of e by Hiniaton ') MRy OF THE | NVENTI ON
According to one aspect of the present invention
t her gy QUEPPSE eBLTINr  communi cation device
havi Il ow ng readi ng and
wr i t Baeprdifip tedettezaspast efhthn gesent invemigs. tiare ishrodédd aitediular

2 ot , oy . £

GATRHELER de0: UEUAE th acell R 6L S ool APk Wil of
daiactosehangedeettings aache delde commynicatione dpdes, (e gedce being
cﬁﬁ?gl&{‘édt\ﬁﬂxszﬁxt dccirg réé&lc{dr &Lﬂ!gtr'@t tg¥ B G mbid accordance
password. Preferably, t 'e‘d’ew ce unique security
vgthtadenge PqueaRPYIHGEHING Hipkiinea dypanis onh e gesyierd.
Addi bleRRAlY, YheOdevRb LBIBALINEY Yettid 'R ARPHER JHPHONS on the
security setting is a software setting, I'n an
deYitfodi ment, the device unique security setting is a
codi pgdiGeally O hlddhBRely,f B dfldeamicR@dectficydRttAg W 4 béhware
instructions. Additionally or alternatively, the
S ce uni gue security setting is a dynamc
pas SIhGmbbifiert glb H%wicefclﬁ&]ug iy’@&ﬁﬂ?iﬁﬁtitgg’:lﬁ%\w&idg ténfiguration
one-ti sswor.d. Preferably, the. device unique
f‘gé%ﬁl’%rg&w\qﬁdnﬁ@%o istructed using at |east one
devi Addisqelly bf atetiatisely,tthmieivd vaiqué eafityasring dnddyhamic
datajitem In a particular enbodi nent of the above,
pflsrﬁ‘émrg‘evi ce unique security setting is constructed
usi nByefevadlygthe dpmmippasiardisdaneatint paswardd t wo random

dat aPLJefePa%Ef, the device unique security setting is constructed using at least one

device specific data item and at least one random data item.

In a particular embodiment of the above, the device unique security setting is
constructed using two device specific data items and two random data items.

Preferably, the device unique security setting is dynamically changed over a
series of data access mode operations.

Preferably, the device unique security setting is accessible only via a
predetermined communication protocol,

Preferably, the predetermined communication protocol comprises a specified
sequence of communication packets. ‘

Preferably, the predetermined communication protocol comprises a specified

structure of communication packets.



Preferably, the device unique security setting is
dynam cal ly changed over a series of data access
node operations. Preferably, the device uni que
security setting is accessible only via a
predet erm ned commruni cati on protocol. Preferably, the
predet erm ned comuni cati on protocol conprises a
speci fied sequence of conmunication packets.
Preferably, the predeterm ned comuni cation protocol
conprises a specified structure of communication

packefedevicdmay BEindRiy4i 6P ad¥BYatled Witk aRii¥§ ipEstam for managing
associ at| ocﬂ@vvl th a. client programfor nanaging the

thePERSE e RR RS HOREIFAE R'YPS%n protocol . Preferably, the
cl i epbfoRbBYHRRIIbH pRRRi Bebibutad 16 8 tHeRllgR] dotinfinication

comuni cat.ion device.into the ta access r
deyiceciaty; s%@ a3 agpes iRt iafce?sglgs%f? aler ey 1f ﬁaﬁag%f?g il e
dekgad nRyubl Bdcaie seBfdfsicbrrectet ting i s correct. According

to a second aspect of th resent .inventjion there is
pr ovi¢FaHiIng tocg YR, ASRER A B9 AR BTR iPhyided 2

célRlad caBmBniGativh dievitOhavirlpl Didtd geceRankide Fomadbwing sehdiig) aralf

dat a change settings_on the cellular communicati.on
B¢ ohSued RoHIes EeD 3F e el St efiony G, g dbvice
bélfig Eonfiglied td Festridadrarydnte aksdarakeeds analn t@af hatidre connection
.CO ge a _predeterm ned secure server.

pnecti n, i.nvdol vin
TP AFE PR T HHE 8T V& Connection is identifiable via
a deBrefemblynihguetieeundctiyn issiddrtifinige uiaid devicagniue yevariiyc
ne L. . Pref y, the device unique
Segnen&}{u?ﬁgggg’?%%%legl a?%é%&?%g configuration for data
r eacPrefiexatiiy the deviideaniqus sacurity sotisg is Prafimr abfiguratiohdor data
r S U 6 AR g,%“&lggyri ty setting is a dynam c password.
n an enbodl nent, the dynam c password is a one-tine
pas shaeferably] the deviesribigas srewity setting isla dynsmiq pessyrasd.

S €C Ut iph ¥mB&i b Ohd SrnERRShisweidEsla YRl Bsswd:gast one
devi ce specific data 1temand at | east. one random

dat dnjapembodimstte thgsleyice pHguederiie sefiisgs somtrtipd pyng at
1eaf bhd RDick SpeeiPid Anta e ALd +IdaBinb WSS Mht§ RemSPeC fi C
dat_a ite nﬂ two random data itens. Pr‘ fgr ably, the
dov  FEEeahD 8 CEHeA Ay STRED, HGnE & GPHEREE APng e dhvesed
SPRYIBE dita itéiRY dndSwotantlah dat@e@sS node operati ons,
Preferably, the device unique security setting is dynamically changed over a
series of data access mode operations.
Preferably, the device unique security setting is accessible only via a
predetermined communication protocol.
Preferably, the predetermined communication protocol comprises a specified
sequence of communication packets.
The device may be provided in association with a client program for managing
the predetermined communication protocol.
Preferably, the client program is configured to set the cellular communication
device into the data access mode when it is satisfied that the device unique security

setting is correct.



Preferably, the device unique security setting is
accessible only via a predeterm ned communi cation
protocol. Preferably, the predeterm ned conmunicati on
protocol conprises a specified sequence of

conmuni cati on packets. The device may be provided in
association with a client programfor managi ng the
predet er mi ned commruni cati on protocol. Preferably, the
client programis configured_ to set the cellular
comuni cation device into tfe data access nmode when
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de wh n the cgonnection 1S not active.
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r@énmygdmvamdataw@mwamgur ation for data node
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pass%mﬂamﬂrhﬁs‘mfﬁﬁm eﬁaa%%m?ﬁasmdbe a one- t| me
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const ruct ed u3|n8 | east” one device spec
devicerppesiy daf Hems E‘H?F@t mgaamdiatadiem em  Preferably,

t he Bi@féfa@@, 4B 66 BREW sbduditySRltthg MOconstne R Shiby GhE ovice
usi.n ice @ﬁ%éﬁflc data itens and two random

e
S Eﬁﬁgﬁ?gﬁﬁsm@ﬁﬁ°3@ U %fue security setting may be
dyn aIHe e!a{ql:g/ wiiURRgREtysaing day e 9 BamiCfily SBARABEL a series

ofo Jz)t mo e operatlons

The device specific data mode entry comimand may be accessible only via a
predetermined communication protocol.

The predetermined communication protocol may comprise a specified
sequence of communication packets.

The predetermined communication protocol may comprise a specified
structure of communication packets.

The server may be located in association with a client program for managing
the predetermined communication protocol.

Preferably, the client program is configured to set the cellular communication
device into the data mode when it is satisfied that the device specific data mode entry

setting is correct.



The devi ce specific data node entry command may be
accessible only via a predeterm ned communi cation
protocol. The predeternm ned comuni cati on protoco

may conprise a specified sequence of conmunication
packets. The predeterm ned comuni cation protocol may
conprise a specified structure of conmmunication
packets. The server nay be |located in association
with a client programfor magagi ng the predetern ned
communi cation protocol. Preférably, the client

pr ogdaenclient quedrarg unaydbe eondigteed e setofbie udelivlar communication
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’e%ctli‘/fhg is correct. -8- The client program may be
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pr ovid restricting access to a
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cglgjnl,.,ﬁl:@fonggﬂg@gm cati on devices, the nethod
' ri sing: holding device dependent i nformation of
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creat e _deyic ue security _settings for the
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device specific data item and at least one random data item,

Preferably, the device unique security setting is constructed using two device
specific data itetns and two random data items.

Preferably, the device unique security setting is dynamically changed over a
series of data mode operations.

According to a fifth aspect of the present invention there is provided a cellular
communication device capable of communication with an external sowce for
configuration of the cellular communication device, the cellular communication
device comprising a configuration enabler for enabling or disabling the
communication in accordance with a device unique security setting utilizing a
dynamic one time password.

Preferably, the device unique security setting is comprised physically on the
device.

Alternatively, the device unique security setting is a software setting.
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invention. In this regard, no attempt is made to show structural details of the
invention in more detail than is necessary for a fundamental understanding of the
invention, the description taken with the drawings making apparent to those skilled in
the art how the several forts of the invention may be embodied in practice.

In the drawings:

FIG. 1 is a simplified diagram showing a cellular telephone having a freefy
accessible data port for data mode access to anyone who knows the data mode access

code;



BRI EF DESCRI PTI ON OF THE DRAW NGS The invention is
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reference to the acconpanying drawi ngs. Wth

specific reference nowto the drawings in detail, it
IS stressed that the particulars shown are by way of
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embodiment the password is dynamic and ideally is a one-time password. An

W

25 advantage of a one-time password is that even ifit is picked up by a sniffer program it
is already too late as the cellular device now expects a different password. In an
alternative embodiment the ‘read and write instructions and/or data mode entry
instructions are assigned different codes. Again this is preferably done in such a way
that the codes are different for different devices. Again preferably it is done

30  dynamically and preferably there is a one-time configuration for each time the device

enters data mode.



tracking of a client connection for use with the

enbodi nent of FIG 5; and FIG 8 is a sinplified flow
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illegitimate user manages to crack the password for a given device, all he gains is a

30  single device. The operation is uneconomic, by contrast to the current state of the art

where a single password gives access to a very large number of devices.
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Returning to the password enbodi nent, the password
may be constructed fromone or nore of the unique
information itens stored on each cellul ar device,
such as the A-key, together with one or nore
dynam cal Iy changing or random or randomy changi ng
data itens. In a preferred enbodi nent two of the
cellul ar device's unique 20 informtion iterrs are
used tqget her W|th two ot her'’randomitens. In
f ur t her "8 PEBEIPIGe ARd Qeratine o p celbiiar trlaphony Heice agcarding i the
[ Sprqﬁsb‘aﬂv hdenhoﬁ Onlha)e b€ bett@lhrdetstbd Piel ked@EncOto | th& @ra@shY , and
' rrana f}t uni que and preferably dynamc

passv%?a&gm B of the devices registered with
t hat cdiefaré axplq;mmg/atdast oné lembesdimemiof the ientibasn tHsil, it is to be
?ﬁ%g&%g@ éfé é}llxvegtlgmg 1sa§otd@rnﬁledgl?ﬂd fis Ia%q»hecra]t%oglr g)gth&acﬂe%ils of
d sronstipstion \m‘b rﬁhqaalzmsﬁe@tt iafnthe $0;mpe®atst set dortthén dfievtlowing
S CaEPHA I S

G iral e bapAa-ELE Mnfwindl. | PR bR, 4°Gpuld 07 St
uFEbadkmegtsan of b@lhé pragticed oF carried eytiin c@@wam Alsb,it istte be
C théﬂst@ﬁd BaPitk PfaseofoRy Eh@énﬁfﬂglog% Ed18Ydd! HEREis YSiGhe purpose

%ever becones ver¥ ficul n particular, eve
i fof descripiqnaand shayld not heregarded as dignitings cr ack t he

paSSV\Dmfei'@Lbe ds GioWe table\tb 08, al Whit MaétRtesi S san&Qd mobile
Si ngl e devi c gﬁ eration is uneconomn c,
r

o SABRIaieation deyie ce J0 pay werk vth apyiof %@P@leatelephony
sisngdedpash wGSMg CDMEA, TDMA S1x, CDMA 2000, GBRRS enma’ua{ Each

Ol UL Sl S 5 B S i over e

‘it AU@AtEson prayntivevdséoprng amicbe ke obh addition teéeirmumiatisover
|

I?fe J‘Qh?e Iﬂi%glg Sctg&glglg@%%odégicg ?? ﬁgs & t%aha mPut Ei% (}uc% allows

expl ai ni ng at
| rﬁhﬂéﬂtl’a'iqf deyige itas be gonngcted to) ackeMptsy dr fikeclignh devwe 14 to be

i
(O | Bl Bt e £ PRI A i
c&ﬁ?fﬁth‘égn pteghitoig fhwhit ¥ telepboneommhgr lsuegdcrheplekeotp oreke
i Iphxusﬁlaﬁﬁéidcésrhvhﬂwed{oam 8% -and 6 rdpROSRIM d;ig§ad€ AP BiGtar
at her n‘?pdl ments or of bei ng pr act| ced or
F‘P?eg‘“’é‘ﬁt“s P8y i ous ways. Also, it is to be
under s Unfigtuhdiely, édll&laf) flevise€ Abogy @ 6hraly IFNIddRAHRIWhether it is
ose .10 of description

o herei n | & ePUl
an “%13 d[fea“ ‘1““%"(5 r8 385' E’é‘ﬁt EPTPFTAming clie ‘?egf"é néeof to an
ndémpaosed’s reprogiagmirg, clishi ddvidel 16us Ak alisesssal Bt the Gadkground, the

d 0. De 10
S UL AR ) 5 T e el
GSlder mmms afishea\ operating G4, m&g kGRS waalohedskrethht the imposter
Eﬁﬁ sub¥e &Jﬂﬁf Expidif by SuP 'a0%h eo? eg teMlonfNSbatBhs crimes.

ectlon for conmuni ation o
The cellular device 10 in fact enters a data mode in order to be reprogrammed and in

that data mode all of the above activities are typically possible.

Again, as discussed in the background, password protection of the data mode
is known. However, since data mode is needed for initial programming of the device,
the passwords tend to be set for all of the devices of a given manufacturer or for

certain models or for particular batches of those models. The passwords are thus
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several. Thus a reprogramming client device 24 does not know, unless it is told, what

the read and write command codes are for the given device and therefore fails to carry
out reprogramming. An authorized device however has the necessary information, as

will be explained in greater detail below and thus can reprogram the device.
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In a specific implementation, the device unique security setting is constructed

using two device specific data items and two random or changing data items.

Using the above embodiments, the device unique security setting can be
dynamically changed over a series of data mode operations.

In a preferred embodiment of the present invention, the device unique security

settings are dynamic and change rapidly. In such a case it is not sufficient for
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one e dinent, the device ynique_security setting i
const r TSTEY (FEVRY ThSUBROTpfale (jonfigEating, opeatigns catf P?,”“laf
dmwmm:gdm ammu Conbbuts ity aiind xﬁa&doﬂa,nﬁ)r Q>5:ample

dat a That is .the devi
" lafoulf RS G 663 i B Fepgrang, S o ARy, the
medevice maebanmnectbémexdauttootk,dﬁﬁcoahwm eomagsmmerfaces

5 ge&edg?toﬁfer Bﬁysmglomge C%@&e&?&h\hﬂ]?e ¢ellu#;1l"I H%t?/r Z(ner r o be

nment “see I nvol ves a hash
haRossible for meamplm bY sonngeting thh seryersside heth@rwsnmyo the cellular
Pr iR Riwstohﬁgfov %Lag%em%&%hés the nobile device
to authentlcate the password W thout it being
possi biTBe psaveg prqfea‘rlv Spmprigep ﬁéiawbvam»f fwiguesdata of the individual
e alOREN B RRA Tas kiPaBiBH S Potefutd ﬁ&m&ﬂm‘éﬁé Gés'?ﬁin that
seed ata ?g§a specjfic inplementation, the devic

da pdqthey randem; daly- The revfing passards, mxiustons gis which it

d @enemess mmtﬁtb Qetiaé spdcific rdataci6tel oty NiAdtRIONONS lor Sdad Al Rite
d |tens devi ce

|n a odi nents, the
u ﬁ%‘sq Yettons, vl geélﬁfF% P@‘S ﬁe@@b ar opipnpnicatiqn Jevicss, Agd ermit
0\egiry mtcsdata rmsdeat thelaélhﬂmdamﬁﬁemaﬁ demws. In a preferred

. enbodi FRD et ?l;x& &GRI? ege selmpr\e/c? n; In anm (y}ag re?a goc ﬁngﬁl@ éhe cellular
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unlque secu I Ngs are
r PFAvitley who bpugbmhe gemge cormyrgcateo thr@lghftheoiaenmcfe(bf th]: device

I QP lAGY l.
se?tlngs %her %t st ﬁgvéB§“ﬁ ek%%ﬁ££0| clge, figm
sé@ﬂFPFV“§éFWEﬂKEEVWﬁﬂ@%@hﬂ@ﬂ@ﬂgwdgenerates the

setti nﬁ&he PP6RHEd Snfboufthen®y ﬂl@@téﬁl@&% thts gﬁ’tte@ted with 2 password
Conflg gtlon Operatlons at cellular ommuni cat

d&GP WP PAsS T beipg difierept farypach indiyidyal: etivlre derveyp In

exherpdtive elbydank@bs thé datsl adr&mﬁﬁlﬁﬂ&%dnﬁﬂhnagar@ﬂlt@ﬁselveg encoded.
y, the device

repro r 24, Alternative
oy Dol B PR Spibaiimetl PR PGBt Wit e
USBnceI W lamgt mteﬁﬂctseﬁ chfoiB lran3|’d dyta @iode bpaktibil ificthding) Hlﬁétfoélﬁ;eand
a cel l,u [
o g Skl cony e . AP i S P et
fl" he ﬂ@l@ysglegnk mde fweill betOI wiitefor a password before entering data mode.
All other operations are preferably locked until a password is provided and then only

the operations associated with the supplied password are made available. That is to
say, in one embodiment it is possible to provide different passwords for different
access levels. Various levels can be defined so that different read and write actions
require different passwords or successively increasing portions of a larger, more

secure password.



provider's provisioning or managenent networks. The
server preferably conprises a database of unique data
of the individual devices as well as an ability to
generate passwords or command encodi ngs usi ng that

uni que data and other random data. The resulting
passwords, instructions etc which it generates
constitute device specific dgta node entry

i NSt r UGy, instructions_ which

are r egﬂt{e%g%h%mh %2@15 Z:P'?swlord OEBW?{?SC’éteF‘BIﬁmﬂ%% grgaer detail
anBerpiebela™  entry into data node at the cellular

CONMUNI 1§ BHelcOBmBRYMdnE&fng eyﬂgdx%géﬁ A E%lﬁﬁar ﬁe%ceg I%i g?}?% ngssw(k,’r%s are

secur ed |n such a way as

pr BOteeted byyshangwgghe cadsaumbersclor tthe twadymmite cad elatahenery Glode

5 t hiastéltiéhs TOME a@falt&rﬁﬁlvg Y i Bossifl cf) nfodle) %u &t Ilevxces by adding

10

15

20

25

30

o$ n@t ag} confi guration e preven

evl B FEOPPRENE sYstemse e éhey rng)tw thiy detiee m;h a password or
thpasug:hdstah&esdmeaamde In the preferred enbodi nents

t he atRaferen .I's thus %Jr otected with a password or

passwor s, th & JoW tadqido Figng whicheshers moereatar detail the
i n@nﬁgtdmh of Bigl 21| Served QH céiBprided a d&hﬁ@é Wﬁdd/e?server program-32.

e nuni ca t.iQ nds are

© RO il S0 80 S8 et vl Pl pesgesan . Both the
t hsTvermand iy robile devies axecammateda;htm@wd protifd’s RMArGRtwork
vigg_any interface and for any data npde operation
|nclud|ng di agnostic and nonitoring operations,
r eadi ngheRAssWard oni nagsweeds and comumands miapbe mahm @defiital database

Praodbaai ih Secure HaGvorte Whﬁ:ﬁ exsc‘ gge?ér%f% Ilm o each cellngrA&)erder

% forgﬁ assvvord bef or nt e
uler prqeider has W@P%F@@Wﬁo@ld@ldr pmtwder 9 database and

pa;sma@redﬂy, So [HsQevRed B ehet HiELAL |p¥ss€vgrdt Qﬁb&ﬂg&%ttheo Qehtral

as'aﬁlated Wlthfhe suppl i ed password are

avarrapbmaY nopagpal ys“"?"oanyé’évwc’r bytvathenthe siedrinforniation geeded

p@smnbimtdgenmemeqﬁssdbfdfﬁmenhs m&m inf OF di fferent
Various | evels fined so that

access, I C
di ffer en?xr egrgera?{agW| W‘ﬁcﬂ?@ﬁ’gg’ ?"éﬁlﬁﬁ the ¢ellplag projider to
p &n38s tkpsdeyicesswin dyi amqihysxcﬂty &afidchd t§ 8 lclié® Bde Of thd secure

I I SS 16, The construction
PR THD Yool B o8 BRRSIE S descibed Hions 354 1 reprogsaiper's

d&empyter apd thei %PQW\Pf the de\hee c dtheﬁlaﬁivelgn @S GmeRfloned above, the

e abasdi il Ye. fa
pr ot ect éd bc)(/’&%hdgi;?n gl“s']itG e code C%'%%on’sééquﬁe H? E’Z‘ﬁfa"es
wPT 4 othg 3% Genaection viigthe celbilar oetwork/38 @iy be made

ah\taeamby \Bnnecfing the RS S Bh& Jf%é“%?dt&%{ o l{ﬁJ] cgiﬁ:xll CperS (2 ’s
asswords to the operating” system so ™
pplgf"é‘g?‘g¥ Pemapagameat Refmkss passwor d or

Server program 32 is preferably provided to supply an interface between the
database which contains the information needed to communicate with the cellular
device and the client program 36.

The server program preferably contains the algorithms needed to communicate
with the cellular device and the client program preferably acts as a remote interface
for the server program and, possibly, the GUL
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passwords as descri bed above. Reference is now nmade
to Fig. 3 which shows in greater detail the
configuration of Fig. 2. Server 26 conprises a

dat abase 30 and a server program 32. 10 The nobile
device 34 is preferably associated with a client
program 36. Both the server and the nobil e devices

are associated with a given provider's cellular

net wor . r sswor ds apd commands
o e RSP HEI A e
s B i theeetien neograth B2 HCliest progrhmrishis prefordbijisart oF a6t device

C abliéH thE tePnR¥n Likies wilPhiUS, Nno cel lul ar provi der has
access to another cellular provider's database and

conseq FFP?‘VF‘Y; the ¢liegt pregram may beheldivathimibe tiobite device 37. In
pakis waecthe MdBild BB/ide dolfectORA R celflfd: aopadgﬁ ne orﬂgi% and an

acttual |(%f- store any passwords but rather the see

i APl FuPROs dip cogpectiomtor alipw sasurgemedification hBthe internal
pmmteﬂ,ofwa'tewphé@% nevelr usedblagai n.h A c: : elnt -server
progr system pref erapl.y. enabl es the cellular

provi 3@6 %B’er s%ﬁg'ﬂﬁ% b‘aélbei’%g' besopstwsted i standalgnaymede. Such a
plstpadatonk i_xizde:is shovot ie Fig. @. gartélthﬁlafe ?J, g&eq;s ciiﬁ Bg. §g‘g§w@n the
s es A connect ed .as descri be

a%%{l/éee ?3\1/5'?,@ g n(rag%lllra%g?ng rr?% rnog re EB?FEE‘% AP, PYCePH @S dggessary for
prdersinding ghepeasent embodliment.n bt iheataydalate niod8 el device is
R Euted Ao 6 O TN, O btestndhe B o oot i
P HW;EHWEB@@JE?Q ;lﬁg@ of o.ccllglgalapmhﬂexdﬁ la ivelyanall C(;ul’l]lhy
Ng kst 3 BinfBYerR&: 5 1AV onpect i ng. t he
ser‘)\d/ueg{J S| deggf,e t he sylg? emﬂtéo&yhe Se g‘f“‘%r"°§¥°6%¥’fag S

pr ovi Soummisation betresl érvechient mad ier sever Bay beencryptegy snas to
3frevent Baveddaippdth YroR reMiithendiBveStARRnY (i AR fid Bifersing the

at gbase ich contains the 1 nforna

bceetn\}/i\ﬁen t.ge, .d at i

neededr P 8% 5 A agfark Ysing sniffer pregrems.ar  devi ce and

the clinen¢ prefeat@d &ﬁib&?mexﬁﬂlllér Bﬁl_yf&'té/ steragﬁg %t@m‘able without a
ntains the algorjthns needed to

PRSI Ao oBOhE B, Rl ke’ hovsellos, dvieast keymodnt for

pT]xegpla whangiog the phdng back entrivs, rez_tdi@’ﬂhl Heeddmcg;Je;lM@gﬁd t{.a;ke_

the s POSSI t he . In an

noq eriets & OB AMiacdha0s Kevbud ¢ade st i deviee oo DM

fPstir Maiede Inathh enreferineain ebodinhents eiiv @odepisOgitepsdl, 32 described

etedibbloR IR RHIrdsS Preferably part of a client
device which the technician carries with him

Al 't er fiuthe fllpyying, thepreduction ofindividuatipamyotde ohentinanid chdes is
teliplaiiehi | € device 37. In Coe

Whether considering password vilues, read instructions, wﬂte instructions,
DM code or other device commands which are to be- thanged or added, the values
may be constructed as follows:

The construction may use one or more random values, whether numeric,
alphabetic, alphanumeric or any other. The random values may be memory areas in
the device’s operating system or designated fields.

The construction may use a value generated from the contents of the NUM
field. '
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5 this case the nobile device connects via the
cellular or data network 38 and an internal client
supports the connection to all ow secure nodification
of the internal paranmeters of the tel ephone. The
server systemcan, if desired, be constructed in a
st andal one node. Such a standal one node is shown in
Fig. 4. Parts that are the game as in Fig. 3 are
gi ven th&€co S d are
Feggrred ForbEuB ol S0k VA8 SBMRLEBSmORE cBiiEne St e psw
standi ng the present embodinent. In the
st andafrR@nsldort B8y #RRIVakie gr@ﬂéfa@& Sm OGS oq the A-KEY
2g§§€tly to the secure server an arrang
e appropriate in certain C|rcunstances such as
i n t heTac@stiction SRy st @KalRé QibeRREd FBmanyY QoMerdd B {he SSD
c ry having just a single service center, or
the tase of a small scale network provider. 15

Comm”T*W’hMCW meetisetafrodilct &Nd ftblod BEthe RoN@hts SR¥ne or
Qﬁtye%ﬁ&l{xgvaluesﬁei prevent eavesdroppers from

rea sensi tTve 1Nt Srmation whilst it is traversing
the ¢ e, provider's internal network using

sni ff efigNpfQgrams. In one preferred enbodinment the
only data %gfratlons avai |l able without a password

are c lsser information via the cellular

devi cessp iy Ragls, for 20 exanpl e changing the phone
book entrjes, reading and sending SMss, and the |ike.
Devi c &S00 Valyisiorpdam ylusy The erndpmiyalyesangyplbeimernate ateds in

S e dbvier Kipeiatiny dybtel oPldsighkied e1dVRA@bford N the preferred
enbodﬁgpnts this code is altered, as described

her ei nt& FYRFYGPR PR Iustherdisies vpdue geRerated frpw)an algorithm which is
ptiwetdependent add gélﬂta‘tels diJ&l’feﬂaﬂS&id@ 15 ePdry GOSOAR ngmﬁl&d 8 time

[ consi. deri ng password

Bperal SBleE\DaRon B SleBitlve e o drh e Bicsivo the
cts8tt bgsed wpérefor clomple@ne armaadthedololvingt € t 0 be changed
or adggg. the values may be constructed as follows:
The caonstruction may use one or nore random val ues,
whet h&hallsngasesponse f@mn the dévidestkeypadal phanuneri c or any
other;uﬂbgdagndon1values may be nenory areas in the
devi ce's ogﬁratlng system or designated fields. The
const may use a val ue generated fromthe
contennﬂypﬁdnhe NUM field. 18 The-construction nay
use as%?%%ﬁ generated fromthe contents of the ESN

A random value or random values (The random values may be memory areas
in the device’s operating system or designated fields), and

A seed value or values.

The above described value is hereinafier designated ALG1.

The value can be changed every time the device is connected to the system so
that a one-time password, command or code results.

The password. is then preferably required in order to make changes in the
cellular device’s operating system. = Such changes include disabling the write
instructions which enable upgrading the operating system, disabling the read
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field. The construction may use a val ue generated
fromthe contents of the A-KEY field. 5 The
construction may use a val ue generated fromthe
contents of the SSD field. The construction may use
a product or a function of the contents of one or
nore of the followng value fields: NUMfield, 10

ESN field, A-KEY field, D field, and a random
vaI ue dom val es random vaI ues g
gpde P comgeco B g e B RP R 0y BE e o

dﬁﬂk\@:ﬁﬁ feldsf frath €@ oparatingfsgsten’s bﬁla'f}'l les @nd writiog ihom afigy the

e S L R A A i e

evlm‘a}mg e;mml upgradeLis @erformed, rincluding chapging the commands so that
t

# %}Cflu ?)lr ?{g‘@e&ic}é eaﬁ\ﬁaﬁ)bas %gﬂ tﬁ@lﬂoﬂaﬂ%ﬁsbs% that a new

resu upon for exanple
omratmg mystemomax the doeriptedupmiyy:after r?epasszferd has been provided.
&nd f Hle¥h&s Athy be bl
PR YERIEE pRRRYaSnd gt  Sr M6 &Gy ARy be Hhlows:
randorﬁhoa}'SEPé“EfP“ﬁe&ﬁGWVSi ues (The random val ues may
be NenfikMeBéSREeptsiolefelie tHPYds@erd Operating system or
desi gnat ed fl@a(i and A seed val ue or values. The
above lfeecentsd, e Geeepts 2 fIER QPSTAFRESYStEBsi gnat ed ALGL.

The vad hév padsiwdaé (of tha &gﬁ:bmaymwbruj izevrittes intkethe devices
conneghed %gaf?hge Sf%lﬁ?t {é)ﬂ Fiegt?st g 8&9& es untll the

pass pass
tbsaqumhisﬂreabieyemdqgmmed |n order to make changes in

the c 's%cg,l%%eﬁ% 'kﬁa;p%ﬁ%g&e nkrdbed ¥5draiy sHER pRARYRSas

i ncl ude
follows:

The system waits for a valid password or a command, and a flag is set so that
the operating system accepts a new operating system version. The new operating
system is now written but with an unset flag.

A new password (or the same old password) may then be written into the
device, the flag set and the operating system rendered usable.

In a further security measure, it is possible to configure the system such that
once the ESN value has been written into the device via the system, the operating
system prevents any subsequent writing to the ESN information field.

The A-KEY value may be set to be only writeable and not readable.

It is possible to change the protection password in devices which have a
password and, if possible, to add a password to those devices which do not have a
password. The password is preferably unique for each device.

As a further security measure it is possible to provide separate passwords for
different operations. The separate passwords 1ay be provided as parts of a longer,
more secure, password. Alternatively, they can be completely different passwords.

As mentioned above, in one of the embodiments, it is possible to change the

operating system’s read and write instructions for the information fields into different



i nstructions which enabl e upgradi ng the operating
system disabling the read 19 commands whi ch can
access the operating system program renoving the
password or passwords fields fromthe operating
system s binary files and witing themafter the
operating system has been witten into the device,
changi ng the nmethod in mhlch an operating system
upgrade i s_perforned, includl ng changi ng the comands
s ovalugs for sliffereat, deyiices. i ftrif Sirihat Pasyblecty Rangs fheperiodis gommand
| oglitgrevhts tﬂ&%elﬁﬂﬁi"ﬂ&figﬁ‘rcﬁ?reb&ﬁﬁxg JWHes Dﬁ@ﬁfoaéd (DN).
system,ma cC ed on passwor ee
o v ol ity gt S i ARk e dieg oo
t hehapney thé AFKE'S ygit BIRECTYRYefidlds Vid kiealbSice’s kéypad Yt distussed
pr Vld The..devi ce acc Pt S . O

5 {1415 88 R RERY b cikay S B TR shé@ﬁi@ew
new op@reﬁdme(h gmhtykmem offthe preseud srsweotich prevent gy swmmumidation
PagR Rl Hevibe's nﬁr&y&t&L%J E&gr Qteﬁlec&mylﬁ Pc%! ag;h
syst em subsequer ny new up
t Heeypprh osURH doth a!sCm emrtr acH perty cerg%'rpth@t\ uyet&m apnless a live
"Péohﬁlééu&% fbs&@&rsél‘@gcgre(‘s%&r é%ldeg‘cgiibgﬁ’ gﬁ@te' Hfe Wé t&MRection is

gra 'S as ys emwaits for a
10 vaarvfarablaéfsvﬁﬂdo%ﬂwa?bewmed an&lewrfrmagow pasgweords gr via the

t hadt that 1he cobREtiag H%efk)i&fv@tﬂé &ﬁﬁﬁﬂoﬂeﬁfoﬂﬁ\?’d&@ 8084 inS¥euctions.
SySt em.yver sl on rat [ ng stemis nO

e
Wi tt eHERY &F Pf?“’ﬁﬂ%ﬁ%‘%PP ofe 3@ 2 Rnﬁé e Passepst t todpek data
t rtﬁnmﬂﬁatmndthaassbmxd)atmdé, Rt the devidet st peratiny ysfefQmless

" s e B e dRviES TP i GEBIR £ “HAEeD o polpged

15 p@eveb Iamd gcmemtcd fin gusireildrheetisdsto ethe %amd:atio_haif tho passworde and
Qﬁecpﬁag? @5 tnbt i it E&%a%e&’e%@ and gogsﬁ)??' time-

em t opera system prevents any subseq _AL
wrdepmdglt tThe WﬁéerrE@antqfthmm to gnterf thelddvicerh ESH.andthew pioyiges
e &r a%&mlrn%ﬁ%e% xct%aetts%mbfe {80deNiObs HAZ AL, ?‘hleﬁévice

IS pPOSSI ble to ¢ pr otectl on asSWor
de‘ﬂbé’é gongprtedito ﬁﬁ\s@t% ama@e weﬁeds igediately glered, fhapis te w the

20 adfotAle W&erg iskued tvhéﬁstﬁe A&y kS}e STH@ h&'@ Kk&Pis '}J%ferhﬁy %n

Rt e il apoere e e 5t € sy i o

t ahgiseni de separate passwords for - different
82?[ ? tﬁtg delv;g% g éxi%te o%gcge% tg SéSsW(% (93 Hixa a reasogabqg h%g gﬁgsthe
current key is given out an alert may be written to the central database.

=t

25 A further security measure comprises disabling the caller number input field
when sending an SMS. The contents of the NUM field may be used for the caller
number value, thus preventing senders of SMS messages from using false source
numbers.

Preferably, in accordance with the present embodiments, each device arrives

30 from the manufacturer at the cellular provider locked with a different password. For
example the A-KEY can be used. The password is sent to the cellular provider who
bought the device along with the ESN, and A-KEY if that is additional to the

password. These are delivered to the cellular provideér separately from the devices. It
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30 nore secure, password. Alternatively, they can be
conpletely different passwords. As nentioned above,
in one of the enbodinents, it is possible to change
the operating systenis r ead and wite instructions
for the information fields into different 20 val ues
for different devices. It is further possible to
change the periodic connand mhlch prevents. the
cel“ular. i ce fro reb ot £hq when {n Dat a
m S0 possi agc? edﬂ%ﬂu i ‘gfe?e A 8spptgte pﬁiﬁycv% E{b om seed values
d| apdthénnip fdoe sdadythe @de&lSvaH!us cth thnadllubar pedwaider who trépeats the
Jﬁ?fmﬁ& rplggECTORY fields via the device's keypad.
I'scu 5 above, the DI RECTORY field typically
cont ai Ifstht Iab;ovp rséauritpaprocsduies atehmrriddivut, itisin theRmést va kaypad
eWB&QME?H&?b@ﬁﬁ%hﬁﬁﬁ&ﬁé%ﬂJ i nvention prevent any

conmmuni cat évice's o eratlng system vi a
any of akejpadieadp tocchppgedher ogutents of thi I4,pad Keypad, a

USB pOg keypad &k B Jﬁgﬁée defiBe’d BodRQS DM @ata¥BBa&! her
interface unless a live connection is Fresent to a

secur eSuhspapently, dhej glicnt-sasesy sefwre syste Witky centil flatappsgn as
i Sdea&bamtw ?lt?és)éed( of Fikt 23 agua kg @m&t téiﬁféﬁdff t¢daﬁdmt ication
sin [ as I or e ac

B, R it B o G Hviter, PO gt & Bivtop dbe
dabmwﬁmﬁmnmnstructlons One way of protecting data
node v assward is.to ] ock data
commnlggf’d'% %ﬁ‘ﬂgr eﬂ%%f’p@flés §de, with the
deV|ceC&mgpeﬂaﬂﬂﬁ@fEMSten1unIess a key is entered

into tpg, gﬁéxp ATlaﬁYkﬁgldé Sm%&&g @ﬁgl fsQkin eg&h subsequent

devi ce, al ned above enera
s imdifisationeas Meagssewy. t he generation of the passwords and

. COMMBNGSrifAl BHNBHARRYE rypRally 4\GHe-tirde abtforfli fferent for

20

30

each. device and, possibly, time- dependent The
syst enRfadiggnd writieg qellwer nebvagininfrmation fighd§i ce' s ESN and

t hen pkwdin@eﬁdwﬁﬁ@ﬁ@ﬁ{onwodket urn with the correct

code. tg na t.he d C ta Mode. The device

then c ?‘?ﬁlé'étaé witng 9@(‘%“1&1‘[‘)‘?%{%“%?8 adateg spale such as saved
| rBNESlingds ey, iUnk &fn@doneﬁ bat Clleﬁrli' the Sbgcribeewdtldrwikt ioﬁlse these

| SRR Bt Py BRI inione o e B ko oo iy e oy be

t@bepimmﬂxamre&tonkdrwmiﬂblpyotéct as data so that it is not

avai | a’?ﬂ dda‘a ?cf\I g)?%tg&ft%ﬁ *feahL s &&ngﬁvﬂege%\ 0%1%64[?&1}13( ensure that the

connec emwthin a reas
afceltylartdewice only racerptskabgnges oy w-en iefonmagion avlentcomyteééo the

Wichikde §ifle 5£4nd gﬁteﬁ%m’e%mﬂﬂ- tftﬂé hm e. Preferably no

security neasure conprises disa Plng t he cal

nifprEation j§ retrigvablepnd wp epnfigarstiomigfogpnationan by évretsn athowf a
Ofconde@io /el s§8t6n "RY cRA gt adnfifted i RotGad difdd frday Eﬂe%nular

val ue, thus preventing senders of SM5 ssa es fraom
u grqygief %1?@?“‘5 Altprpatively the changes need not come the system, but can

only be accepted whilst the cellular device is connected to the cellular provider’s
system. In one embodiment, the securing of the device may affect all the device’s
interfaces except the keypéd.

Preferred embodiments enable keeping the ESN, NUM, A-KEY and SSD
fields secure whilst at the same time enabling them to be changed when needed by
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various arbitrary numbers may be assigned by the system to each manufacturer.
The database may also hold a device model table. The model table may hold

data such as the manufacturer number, as described above, and the model name.

manufagtures NATHR, and a manufacturer number, thus

The database may also store alerts or abnormal operations detected in the
system such as a user requesting a DM enabling code and not subsequently
connecting the device to the system.

It is possible that additional information may be kept, such as operations
carried out on different devices, when they have been performed and by whom.

It is possible that if the data mode entry keypad code is to be uniquely set for
each device, the code (or its seed information) may be kept in the database and the
required information may then be provided when needed after the requesting party is
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various arbitrary nunbers nmay be assigned by the
systemto each manufacturer. The database may al so
hol d a device nodel table. The nodel table may hol d
data such as the manufacturer nunber, as described
above, and the nodel nane. 25 The database may al so
store alerts or abnormal operations detected in the
system such as a user requesting a DM enabling code
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is preferably] part ¢f an eng¢grypted gonmmuni gati4iBused, the first 4
streanj protocol . The protocol may fpr exalpdtés @Bl contain the

i mpl enented gver a TCP/IP (y4 or v6) tran$gaddidss, other 12 octets
protocpl. The protogol defipes dat a| packet will @atinidegoes.

data phgkets [i3 one|peeferréd7 enmbop$uimnt | Clict idenbifi @tion
the stfucturg givenjbelow in table [L. Nunbsfing engt h

Start qeables: SunctuRGH e ditd ffieldda tha clienfcdinéet RgudstFackieat al
. packet length 2 2 2 3 Nunber Packet type 3 Variable
104 X+3 Bi nary Data (optional field) of Ilength X 15
Tabl e [FolRmitgibe korRad tafuess i aigetver eonnect acknowledge, which is sent

from the server to the client. The data field is structured as shown in table 4

Number | Length | Start octet | End octet | Type Data

1 2 0 1 Number | 134

2 2 2 3 Number | 3

3 2 4 5 Number | 1: Authenticated.
2: Rejected

4 128 6 133 String | Ervor or login message,
null terminated

Table 4 Structure of the data field in the server acknowledge packet

15 In the continuation of the protocol the server may make a data request. In
such a request the data field preferably contains information to be written to the
interface of the cellular device. The data field is structured as shown in Table 5.
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whi ch did not receive the s¥nc packet may di sconnect.
24 Nunbe_r Length Start octet End octet Type Data 1

201 I |dength §Start' VP PEnd octef 4%ype £ PAly MaCkel
Structitye (e progocol, fy CIT et NiutRE | Total packet length
nobi | e/ AeviTy 5 TaKeS @ TeqUEST T 0T [NumbeF PAINECTT ON 10
al | ow [0ATa TGyl ME3STT UCT TERLAT T PBinary QR &5Be written
requesit datafj i's thayeggyen |above | g tlealedact to which
The data fielld i's sfructurefd as shgwn bel P bdlulad &c8 is

3. Nunper Lerjgth Start octef End odtet Typ@nhitea 1 2
01 Nu 5 s¥pver datfrequedt DbtHiffe of the dita fied DI nary NAC
address of the client PC 3 16, 10.25 Bin

addr esi 1§§popsedo dhe seper datprequest is ppslignt;data

TR The dara field is

f istridturdd a§Ho@hSn Wiblld 6 GAM bl Rortdie infadEtias fead Gblethe dallular

octets wll contain zeroes. 24 32 26 57 String

Q9¥R% identification string Table 3: Structure of

t he dajtNunibeel|d engtht hStagtlocen| Ewiometee tType quEBdta packet .

10 Fol{pw ng |t2he comnect refuest i 5 Number \Edtal packadergth

acknow®dge, [vhich {8 sent |[3rom t HeNwsbewes to the

client}.3 The d@aeket | ¢4d 1 S S]Paskdtur dBissy shBinryidata read from the

table @4 length-4 length - 4 interface to which the
device is connected

Table 6 Client data reply, structure of the data field

In the protocol, the client is able to request a service, such as a given operation

in data mode. A Client service request packet has a data field structured as shown in

table 7 below.
' Number | Length | Start octet | End octet | Type Data

1 2 0 1 Number | 10

2 2 2 3 Number | 6

2 4 4 7 Binary | Connected device ESN

3 2 8 9 ":| Number | Service request:
1. Device initialization.
2. OS upgrade.
3. A-KEY change.
4. NUM change.

5. Read phone book.

6. Write phone book.

Table 7 Client Service request - structure of the data field

The protocol allows the client device to provide identification information
about itself to identify itself to the server. The data field may be structured as shown
in Table 8.




10

15

20

Nunmbe

1 Nunber
Aut hent i cat ed.

r Length Start octet End octet Type Data 1 2 O

or | ogin nmessage,
of the data field in the server acknow edge packet 15

In the continuation of the protocol
nmake a data request.

nul |

In
nt ai ns

the s

134 2 2 2 3 Nunber 3 3 2 4 5 Nunber 1:
2: Rejected 4 128 6 133 String Error
term nated Table 4 Structure

erver may

such a request the data
Mformation to be witten

field preferably c

to th
field

urplyer

L:

HBtartjgetets

14 detgt

dévpece

Dt dat a

Is str

eture

0as sho

bh in T

hNambger

26 Nunber

Lengf
Nurrbe
3 Pac

3 Star

t2 octe

2End_oc

¥t Tvn

Numbe

201

r3 Tot al
k et Bi n

Dacket
ary Bi Ln

4| engt h
ary dat

52 272
A to be

3NNmhere

wWri tten

rNumigr phick identifies
copgagted pellplar device

| engt o the interfacke tao whilch the

maufagiurer and model.

devi c @abl@;s Client iflsetificgtiopipfonation packet— stenchirg efdhedata field
structure of the data field In response to the server
data request js a client data reply. The data field

o The eratcst Pederab AioToncleat, bee? URmtiRiPne She dptg field

is
| dohtein gt keRnresdwh ioEpit e cel lular 5 device. Nunber
Lengt A—Star-t—oct et End—oct et —TFype—DPata—1 2 01 Nurber
Total Number., Lenglh, 5005 ogety| 5 gelebet THpes ifee 4
Packetl BinarhZ Bi na 9 data bad—f o e | engt-h—4-
| engt 4 'r?terfal f‘vm ‘Ehthe umperd §
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Table 9 Client user authentication — structure of data field

- Having considered the communication protacol , a client program is used at the
mobile device to operate the protocol and obtain the Ainformation needed to run data
mode at the device.

The Client program is generally not located within the mobile device but may
be located on another device which connects, physically or otherwise, to the cellular
device via a COM, USB or IR interface. For examples the-client may be located on a
In
another embodiment the technician actually downloads the client program to the

computer used by the cellular provider for reprograrmming cellular telephones.

cellular device and it connects via a regular wireless connection to the server. This
latter embodiment is particularly suitable for cellular exabled palmtop type devices.
The client program initially connects to the s-erver program when executed,
preferably via the protocol defined above.
During the course of the connection, Sync packets are sent periodically to and
from the server program so that both the server and client know that the connection is
still live.
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in data node. A Cient service request packet has a
data field structured as shown in 10 table 7 bel ow.
Nunber Len Start octet End octet Type Data 1 2 0 1
Nunber 10 2 2 2 3 Nunber 6 2 4 4 7 Binary Connected
device ESN 3 2 8 9 Nunber Service request: 1. Device
initialization. 2.0S upgrade. 3. A-KEY change. 4.
NUM change. 5. Read phone book. 6. Wite phone book.
Table 7 Cient Service reqd@ - structure of the

dat a fTha dientipeoggmmieadsomd afpr%ﬂgfa tie eqlivlandevise yiathe Sﬁlscfed

PhiRMEAE fdlﬂ%tgl séﬂv&afé u@a slgRf10 5dWBirbdes réthra Whta itd &6 bdrver Yhen
identify itself rver. The data field may be

s@ﬂﬁ@ﬂ@F@ﬂmﬁgﬂgﬁ%ﬁh ef@“f ®Table 8. 26 Nunber Length
Start ved ghphiatuRe ikdrfade/ (GUIPAL the clien? p&gaani\brafaﬁbly@mrapts
e U S o a R R A
Talada padketsisedttto tdesatvird andaha clrentl wixtsrthﬁiuthentnqaam &ntil- a data
S Pragk Bfreieg 0o Shioas gD bREinl L O & e
c cethdar tedephtre. st ruct ure shown in table 9. Nunber

T
na&fithe client (Graphic User Interface), the other is to provide it as paxt of the server so

that the client accesses it when connected to the server.

Typical functions of the GUI include selecting an interface for connecting to
the mobile device. Thus, such a function may be implemented by opening a dialog
box which allows the user to select the connected interface from a list box: say Coml,
Com2, Com3, Com4, USB.

A function to select a device type may comprise opening a dialog box which
allows the user to select the cellular device type. Thus, two list boxes may be
provided, one list box may contain the manufacturer names and the right list box may
contain the relevant models for the selected manufacturer, as held by the specific
cellular provider.

Before connecting the cellular device to the client, the cellular device has to be
changed into DM (Data Mode). In order to permit such a change in mode,
communication is required with the server as described above. Thus the client
program may send a data packet to the server, using the protocol described
hereinabove. In an alternative embodiment the cellular device is first connected to the
system and then a data mode entry instruction is sent to the cellular device.

The “Select device type” may then be disabled umtil an interface has been
selected. When the data mode is entered then all or any of the operations listed below
may be selected through the GUL The operations may typically include:

Initializing a new device.

Upgrading the existing device operating system.

Updating the A-KEY. '

Setting the device NUM.
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termnated. 4 32 36 67 String Password, nul
termnated 5 4 68 71 Bin Cient |P address 5 Table
9 Cient user authentication - structure of data
field Having considered the comuni cati on protocol, a
client programis used at the nobile device to
operate the protocol and obtain the information
needed to run data node at the .device. 10 The Cient
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so that both the server an cI i ent know t
c dArapetisagpn  whicks inrevides | spotey GULT{guche py ohiPs phSRNHE PHP,

r 9adsc dm\@ﬁéﬂ@&smmub@mgl&ﬁyeﬁh}ul ar device via the
server request S|gnals

sel ect ace

and prﬁkﬁ%@ts {%?a&%maﬁéf%{mfl NP SV nPrOgram i 2 TCP/IP
b@cdkmnaualﬂq&hm e from t he interface. The graphi cal
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| $f ab, i35 RMHAE. Tt {s oponBPYOR the §er$ehﬁ) idéntifRhe Rflular device.

Moving now to the server, and the server program connects to the database

and reads and writes information from the database and the client programs.

Reference is now made to Fig. 5, which shows the procedure when the GUI is
an integral part of the client program. As shown in Fig. 5, the server program waits
for connections from client programs, and when a connection is received it creates a
new listening socket, stage 50, waits for a new connection, stage 52, creates a new
worker thread for the incoming connection, stage 54 and returns to stage 50. A thread
is an authentication system for data packets to ensure that data packets are exchanged
in the correct order and only whilst the connection is suitably authenticated.

Reference is now made to Fig. 6, which shows what happens when the GUI is
not an integral part of the client program. In Fig. 6 the server creates a new named
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C i nhie iafid ﬁ{bkw)lorﬂ eeMARhtiMRE Ntub hﬁéag ed) Qﬁl@ﬁgféog edifd.

vvrlt andtg‘gthe option 'ﬂ\{r ed unti
SR IR ™ t°tf€%‘}?°‘rte£& clignt R df Srséiara{e?t@neuwewa theghread
P bﬁftﬁﬁcﬁb&tyerdiss &b:lxm ?l‘hé J%%r thén ﬁ&%\f@ﬂﬁaﬁ%aél{epﬁﬁ €10 Qlient 1P
sgécgcst ed Mérrg ace device .
manur A LMAC &R 8“ ‘é“} fPeit ﬁp*’é%‘ft &d (et an “Apthepticat
s 8hg df notgthaniesendls fablet #hwitiea iRl MipSnd the dabal cRACK et
'S pr elf‘h%rsglbllely thes r\}vtaitst fora disconnect of the named pipe or the socket, or
socket packets or commands from the named pipes. It then terminates the thread on
the socket or makes a named pipe disconnect. As long as it is still connected, client
requests are processed, allowing for data mode operations on the mobile
communication device. After handling the request, processiilg returns to receiving the
next packet.
During the existence of a cqnnection two types of periodic messages are sent,
regardless of the rest of the processing. ‘Sync messages, made up of the sync packets
described above in table 2, are preferably sent at regular intervals from the server

program to the client program and vice versa.



the server indicating the service selected. In one
enbodi nent or depending on the operation, the server
has to permt the operation. In other cases the
server nmerely 10 notes that the operation has taken
pl ace. The GUJ elenent of the client may in one
enbodi nent reside in the server, as an application
whi ch provides renote GUI (such as ASP, ASP. NET, PHP,
JavaScript). In such a case3the follow ng may apply:
The GJlFuﬁlp?&P?reathee A cekiar deviein renrededjorthe dlipnt pregrapp e data
Pr ke {0 s¥htdt RgulbehtdrPals hpreORHRS ceMila RIBS frbth Qﬁﬁng DRSData
Clle@; ogram may be a socket server while t

a@& Ydrss#hEniti ates the communicati on. Except

for th aeﬁmtfeewtsvmadp abd%&o the Rerinéd WHich maj bEsupperRd usmg the
cat d.at th Ilen‘g\For at

er .t
5 eefaodes the FUINE (eiePRG SRTIE i R BEORP Bieaed bijne the
t hyreseht eptiodiptents.e ltcib ht)teds &ﬂd&chi ﬁrace fequdseis praférabily Ebﬁélﬂed at

i s,receiy via t ec erface d
V\,hﬂal ?eo peé Wi ithg I;]:ormec ?d éeﬁtce sItES ﬁt)hﬁmnﬁlaaryl ? %%é }' tﬁe servwes
oplistedrabévefiomowt frevidedr ver to i dent ify the cellular

devi ce. Moving now to the server, and the server
program connects to the database and reads and

10 wr i t es Deviceinifializatians r om t he dat abase and the client

15

progr afRvicd Qmﬁﬁfzﬁ:foﬁ n&‘c@oﬂdﬁlg nﬁwtﬂzagﬁfeh@d Fénﬁ)odlﬁxentmoﬁ%nses

shows the procedure IS an Integral par

of WHtHig adiepdivN 1 ﬂtfgiﬁtamse,/xgadmsébmmlﬁﬁw ths database, genepating

PrOgweghssbRdrd for the AEviceARIRE & fiinBiich Jfgﬁmtnc&w@ iof the mm,m A-
onnectjon is. receive cr es a

e el Rl velopn giinh Hevgarerord o degpegee, s sexang the

Cqrassotd intheskevige Sating fhe Jlagivord a@ﬂpnswgdﬁﬁﬁg ey §pebpriate

- sty B RO RS Sl Rrindh RS i 0 S0k BRepe

20

2schart |IIustrat%39 t he _t hr ead grocedure

30

d atevicp aiontested, areeshiamoaffedtat paskatond (taogee The server then waits for

€ ’%ﬁé‘%@%ﬁ»ﬂﬁm rddpons &ngh; %gﬁukﬁ 48 A 9&8&942%?1}4"%3' cliént Hb%ram,

conn 0 authenti ca
nowakas ddditienal-nepessgry chiangeh to Hbv\slevmtan@appvsﬂbd,mtamh@e

Gde&h'%§$man integral part of the client program
In"Fig the server creates a new nanmed 29 pipe

listener, stage 60, waits for a new connection, 62,
creat epsapgRide:or ker thread for the incom ng
connec |on 64 and returns to stage 60. Reference is

now na the; operatingy SESIGHA | ‘tf’ﬁ"f&’é‘s alq the, Preseptly o preferred

preﬁibeﬁitﬂéﬁs cfnﬁjinsei Refricking aQldvice Pagisord;lafid re ?labiﬁg ahef brRR¥iting

or the cas
operating system compnses sending

system on the connect evice. Rep acing th
the appropriate commands in data packets which, when written into the interface to
which the cellular device is connected, affect an operating system change. The
system then waits for the appropriate response from the cellular device as received

from the client program.

A-KEY change:
Changing the A-Key, or writing the A-KEYon thé connected device using the

present embodiments comprises sending the appropriate commands in data packets



10

15

- S

20

25

5in which the GU is an integral part of the client
program In this case the server programwaits for

connections fromclient programs. The server waits

for a data packet #2. Then if the client |IP address
and MAC are authenticated it sends a data packet #3
with "Authenticated" flag. Alternatively, if the IP
address and I\/AC are not au; henticated then it sends

ed the thread e

DS et o e EPASBY S i et B
I fa chdmge msbarAﬂszYEﬁam OThezas/snbercwts dorahst dpproprigategmbnset firem
t nues erw it exits. The server then
ol ARl B & R Moo broie e e o
program and term nates the thread on socket
di sconQet o EI . 8 illustrates the thread procedure
for the case eg which the GU is not an 15 integral
part dfhapging e NEM keyras grriting thy ANUM inte, e cqllulag device prefepably

t Q@mﬁ{sbse%dxhg a{'}ﬁ@;{rﬁésoonﬁﬁﬁ&s nadzk ﬁ@&@@ﬁ%ﬂn%&% 3nto

packet #2 hen waits for a data acket #8 from
t ﬁlac ipterface 4o, Ihich yherreliwlar dsvise is gonngcted, af&g'e% chonggeindbgNUM
PESRWAThE st tietkd tvhHRE Fdr @ ffhroptihte rdspdmBé o WY dellbl@Sdevice as

ot her [t exits An attenpt is made to connect to
ﬁ%"”@%ﬁé‘ﬁ'ﬂﬂ‘f’ﬁ}‘enﬁr%’% connecti on succeeds the thread

20 continues, otherwise it exits. The server then

wait's éor glat cket #2. If the client IP address

and d plone ticated then it sends packet #3

wth aiheadrﬂgtthe phoeabadt’ of fal edjnlat fdevicd acdohiing kd ti®epelsent

P

ROl Mt ol ine e Wbn ARl Ep b P s
pivwhishowhenhwrittenciatet the dnterface dh e?thlqbatbk G@lhﬂay rdevigenisagrigected,

. f k&tdth ttﬁkemm%npétﬁaﬁ m hIe Jebtpcps tpﬁ&g' 151)%1: QE af’sh@wﬁ r}[r@;ﬁﬂtary

on 25 the socket or nanme i sconnect

Adormatn Jhe seryer theg waity for tbe GPMW&TCSPE'PSP érﬁfn theepllalat devigeeas

p &&ae&ﬂaﬂn thelcliéntpragrafnO 1t fh8 pRondBdsk RdeMaALoh 3 aGAlid fofnat,
mobi | e en%ﬁrmunl catron device. After handl i

n
COERES Rl 3 mmete grneryl format B Grample dig Sgwgw table
pack&éw. During the exi stence of a connection two
types of periodic nessages are sent, 30 regardl ess
of the rest of the processing. - Sync nessages, nade
up of Writephoxe bpelcket s descri bed above in table 2,

ar e pr’ﬁusegeg}?ce)fs ét? g;fp%ﬁ:abﬁ eig % onelbosl? ﬁa\é %ee ];acpand e%s to be
server progr % ﬁ R am an Vi ce V rsa.

@nﬁﬁummr &f the\ipkonezbogke Icambtacondwmd ¢e theconmated devede’s

{;&arg Led i3t th Bf A% @ onPerRd! &n E{?&% Z:F:?desboﬁf wiltten ipto_the

ar- I nt erva s to prevent the c ul ar evi ce rom

e;@ﬁt,dﬁgcq:)}w (semiiing the appropriate commands in data packets which, when

written into the interface to which the cellular device is connected, affect a plmone

book change.

Field name Field type ) Can be empty?
Phone number String ) - |'No

Name String No

Cell number Number No

Default cell dial Boolean | No

Additional information String Yes

Table 10 - Phonebook format
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Mode) and/or resetting. Reference was made above to
the services which may be supported using the 5 data
node of the cellular tel ephony device and which may
be protected using the present enbodinents. It is
noted that each service request is preferably
received at the server with the connected device's
ESN. A short sunnary of eaag of the serV|ces listed

above s now pr.oyi d e Jnl Ilzatlon

oy i P S ingl B Y 5 it "l b ap gt cetula
erchmehunieation deoioe! clRtar natwokks getﬁonkqmtliﬁl}& el i)hEms will be
d ZdLeWée?cg)teg Anc{ tﬁea 39: n%?fg% gl@%‘: }flgrngéag?rq;‘x aﬁe eog ég ge céllulazlir device”,
f uniotendad t@ﬁlcludalbsucmmvetedmehbles NoWgri.ESN, A- KEY

fields I

it abgl s pr@RERThal AR sl o B VAGARASHN e 1R iy,
Salescribeg ulhéhepasrgmwf eepapiei swbodiments, rfgast lalso be prowded in
aRBhBRAHALE a shPIETERDYSindehk. Qﬁ;n@erggl’;p Khcus Wihi& f\’iﬁkei'ﬂventlon

witten into tge Interface to which the cellul ar

d exhichears, dorcspyirscdesatibed; fethe, paniext of a;¥inale embpdisaens ey plso be

md s%ﬁte%r‘l&&nytsﬁ%le\/ﬁb&o&bfnﬁﬁon the appropriate
respon fron1t e cel | ul ar deV|c s received from

the cl {:EpRuEp Ty Rt oben fiFseroesh cApRction With specific
C habodifmeitOthbdaef, i @\VvidentAiud mahf amﬁﬁdﬁsd mddefidatiéd and Viiations

2 SRS hibarebtio et Sled Tt AXCr gLl et fo pubpacs gl

e hchoalematives cmmiﬁttaaem; atnﬂtv*anam thaa fallewithie tieagpditcind broad
@Mtk SRR i del SRET A WoyifRoY BLEM Bl bl applications

cORm e )| acl
C aneptionsd én mmpm@catlhe ataplpxeopmcmcaatcﬁbmthﬂd sntmﬂy by reference

' p%g%{ & CeP n, \M]ﬁa@ g%é E}Et@:ﬂ a& et ﬁﬁw élﬁglgf Fﬁ&ﬁoﬁ %atent or

20

whi ch t ul ar evice |I's connecte
opatestt snplication (wam sperifically amh andividually indieatad taabe éncprpprated
t GrefAPHY RREdndE. € I SRIMYAS BitatibR T idaﬁlffcs&dn% ¥%ﬁfeﬁ& @ Sthis

received fromthe client program 30 chan
CrRERligriRg shifbnot bregnstragd agap taflﬁ’ém?’h@atﬁ“@f%?{m? frevailable as

C prigesi 16 thePeasert RviiRiond the present enbodi nents
conprises sending the appropriate conmands in data
packets 31 which, when witten into the interface to
whi ch the cellular device is connected, affect



a change in the A-KEY field. The server then waits
for the appropriate response from the cellul ar
device as received fromthe client program 5 NUM
change: Changi ng the NUM key or witing the NUMinto
the cellular device preferably conprises sending
appropriate commands i n data packets which, when
witten Into the interface to which the cellul ar
device is connected, affect a change in the NUM
field. The server then waigg for the appropriate
response fromthe cellular device as 10 received
fromthe client program Read phone book: Reading the
phoay ppekcioimeersgl | ul ar device according to the
present enbodi nents preferably conprises sending the
appropriate commands in data packets 15 which, when

witten A géiRilat B&nmﬁ}ﬁ@hfnﬂﬂ@xcfc%amg &Dack Q16 nfoRd kdt”aﬁéwmg
urn the information stored in

deV|c iS co ct ed,

reading a9 \V‘i"é‘ég gin ‘g‘f‘Fo‘H &aif) bi}ﬁ lar gompuriostign, devie 4o phaggs seftings
onfserdrmnmarﬂamnﬁmmn dwieen sm a&@cefuarngtcbﬁigamr»ﬂm AnddcBess

rtecz T tnsfes crtom trer:]a 1 %r oﬁ\é 1, <{aece | ved Lam
TRt P S B g7 e ? “f’hé‘gp ia *B&fﬁef REo P ER & Bt s
unjgue acopgtyi d:ftfngrmmzmg aj passveoyd tphemieth ecroaely drdredhd odliolaa

cogg&g%ggggggkl@ggpﬁﬁ for exanple that shown in table

el ow. phone book: This service is only
applicable if a phone book has been read and needs to

be ’7Wr' t'lgq e ﬁ@ﬁ%ﬁﬁﬁmatioﬁ cfegﬁ% Bpglgi?n IPO ch&ﬁ‘@mgglevme

converte to _the connected ice' proprletary
unfgye seRRrity pREtingit comprised PEYIRaBY prptgid dme% t he phone book
is witten into the next device by sendlng t he
app opri nmmands i n. da ets h, when .
e o Mo R ioe depis® Gl et bnbbeceh st dpvics
unﬂiea'seelmty sstingieofied: safifgect a phone book change.
Field name Field type Can be enpty? Phone nunber

String No Name String No Cell nunber Number No
Def &l t Thelckllulr dbmBouicaion depice dfideit bneherdimfad maticeon

uni%tlé is&glritve%ttir;gagl g cLQinQ é?)gﬁélﬁgf?)g kfoi Qi%ﬁ%ad or data write

instructions

S. The cellular communication device of claim 1, wherein said device

unique security setting is a dynamic password.

6. The cellular communication device of claim 5, wherein said dynamic

password is a one-time password.

7. The cellular communication device of claim 1, wherein said device
unique security setting is constructed using at least one device specific data item and

at least one random data item.

3. The cellular communication device of claim 7, wherein said device
unique security setting is constructed using two device specific data iterns and two

random data items.



32 It is expected that during the life of this
patent many rel evant cellul ar communi cation devi ces,
cel lul ar networks, network protocols and systenms w |
be devel oped and the scope of the terns herein,
particularly of the term"cellular device", is
intended to include all such new technol ogies a
priori. 51t is appreciated that certain features of
the invention, which are, for clarity, described in
the context of separate enbgdi ments, may al so be
provided in conbination in a single enbodi nent.
Conversely, various features of the invention, which
are, 9f or e ¥ldaf cofRsibdtae delibe bN8aigONt Whdkei®Eai@ device
sj ngl e enbodinen%, naﬁ al so he provjded separatelg
UBYINT FECHRY SEing So@amigorhengrdiaveine serss Af dip agtest mede
obdtstemé.i on has been described in conjunction with
specific enbodinments thereof, it is evident that
many al ternatives, nodifications and variations wl]l
be appar diht celbldr rommusikdtioh delvicanoft ¢lemat,t wheldre edidlidengéay
Lt 1 S.d nt.ende 0 c lJ).. .S rnatives, .
b SeckbRAGR CnBERRRT Sufl g S PR i ifaon
ppicel t and broad scope of the appended clains. All
publications, patents and patent applications 15
mentioned in this specification are herein

i ncoklpor dhedeellyar |sepmuriontips edeyichyofy elrar elfc evhergin atdhe
pRB&Ghfitcaatch@unibMoh NBro®BdIE cBxb®al ASselifi&ACRquence of

i ndi vi dual publication, patent or patent application
Gmuw@e?mcgﬁﬂ y and individually indicated to be
incorporated herein by reference. In addition,
citatjon.Qr identification of .any _ reference,in.thi
2pp! Poat 10h AR Chbtient B’ SR 00 GHeEy gad
ptetkd¢rmsned h comheriention -protoasaichmprlises as  siREifipd | srucard  dfo
C&Hﬁwﬁ%ﬁég wkvention. -33- WHAT IS CLAIMED IS 1. A
celTul'ar tommuni cati on devi ce having an access node
for allowwng reading and witing of data to said

cel Iyl ar TEO B CBhmARCABY Ideficd 8f CHANIE Sefisl INHSsic@n
sai.d, cel | ul ar communi cati on devi ce, said devi ce being

2RO TP HHeRhPrasray dergaanaging §3id prdgermingd cggpupiggtion
poakel. readi ng and witing of data in accordance with a
device unique security setting utilizing a password
provided renotely fromthe cellular conmmunication
devilde i fihe edlulat coremuratidihdevie | df wlain 18 owhanein caid ictient
ptggr\ﬂnqg c&lfﬁgsge?{o%t]smd%ﬁﬁﬁ 'c&mﬁ%&igaﬁigx? Xévﬁ.‘]@ intd MidliHta access
sécurity Setting 1s conprised physically on Sal g
meds/fopaccessing of data when it is satisfied that said device unique security setting

is correct.

15. A cellular communication device having a data access mode for
allowing reading and writing of data to said cellular communication device to change
settings on said cellular communication device, said device being configured to
restrict entry into said data access mode to an active conmection involving a
predetermined secure server, using a device unique security setting utilizing a

password provided remotely from the cellular communication device in real time.



3. The cellul ar conmuni cati on device of claiml,
wherein said device unique security setting is a
software setting. 4. The cellular comuni cation
device of claiml, wherein said device unique
security setting is a coding configuration for data
read or data wite instructions 5. The cellul ar
comuni cation device of claim1l1, wherein said device
uni que security setting is a dynam c password. 6. The
cel l ul ar conmmuni cation devijzge of claimb5, wherein
said dynamc password is a one-tine password. 7. The
cel lul ar comuni cation device of claiml, wherein

sai dﬁdeVAQellulaﬂ”tbﬁuﬁmS%H didide RIS ISmCONhEAGt:eE
usi ng at, Iegﬁigﬁgg ce specific data itemand at
aquigs;eopinsglion Is ey a‘(taé‘ eYIBGHNIGYe Sepputy seltingy ar

conmuni cati on device of claim7, wherein said device

uni S setting.is, construct sl ng )
doviite sPfeli SR imeedRast GB% P nlamhomdovie
urmtuer‘rscmitﬁébemﬁg i hee caiitly ui:ﬁgumm'rmth”ﬂl dad ir@id 6le\dhte ewiiie
3§$1 wherein said device unique security setting
S ynami cal | y changed over a series of data access
node operations. 10. The cellular comuni cation
devige OfheCieRtil omntthRERerRd b @lﬁ}ﬂ 5 willa MR device
security setting is acce33|b e on
mwﬁ@&%F@Wﬁﬂﬁﬁﬂségﬁﬁﬁﬁﬂéﬁﬁpﬁh protocol 11 The
cel lul ar communi cati on device of claim 10, wherein
said_predeterm ned comruni ¢cation protocol conprises
a spéci lets&e@téalf@W%me Eoringh Pkt 1o rvhpriicaiddlynapsic
padherdie h bihd-the paswaddi cat i on devi ce of clai m 10,
wherein said predeterm ned comuni cation protoco
conprises a specified structure of conmrunication
pacRet s. TheSelldiirecopwivhightan deupmuidlamt 160 wheleini soid defice

un%{u@ ggalatg selfd RS mu&éavlg ng@l leasﬁsgo%&gg g%girﬁpnﬂid%tg ifBm and

I ent rogram or manag sal
at leg¥tanmicedent ¢t itegr ot ocol .
21.  The cellular communication device of claim 20, wherein said device

unique security setting is constructed vsing two device specific data items and two

random data items.

22.  The cellular communication device of claim 16, wherein said device
unique security setting is dynamically changed over a series of data access mode

operations.

23.  The cellular communication device of claim 15, wherein said device
unique security setting is accessible only via a predetermined communication

protocol.

24,  The cellular communication device of claim 23, wherein said
predetermined communication protocol comprises a specified sequence of

communication packets.



14. The cellular comuni cati on device of claim 13,
wherein said client programis configured to set
said cellular communication device into said data
access node for accessing of data when it is
satisfied that said device unique security setting
is correct. 15. A cellular conmunication device
having a data access node for allow ng readi ng and
witing of data to said cellular comunication device
to change settings on saigdgcellular communication
devi ce, said device being conflgured to restrict
entry into said data access node to an active
conngct i B e Védmicatdbr G848 B NQ&mS @5 UlviheRff Vs@iﬁ
usi ng. a_devi ce.uni que security setting utilizing a

PrifletesRised  pYRniREEoT adreieenl y oIS He WBHiRH aftructure of

coapiiméatichahtien. device in real time. -35- 16. A
cel lul ar comuni cation device according to claim 15,

wherein said active connection is identifiable via a

devizée erﬂecpemuse@uﬁﬂmgcaMt deiiag of cldih 23Tlnaemg @l hagbadtion
saj d ,devi ce

w1?h m%t pxoegcam H)lr &%ﬁagnt% ':a%fi pxed%erm(l:ncg bomm%nécaflon Pﬁ) é:t:?l on for
data read or data mwlte i nstructions, 18 The

cel g‘;" ar T ONIMLY &%ﬁn&ﬁaﬂﬁ%e‘%ﬁe %f cﬁfui"b&“ Qrt?ere 5 %iiéht

sai deVI ce uni que securil ty
pregias worodfigurd, to T said eqliulyr enmmwmmn d?fatce mtp daéaeaceefss

médedtah & satitied &hﬂaﬁ%bﬁc%ﬁﬁ%&um? Qs Q)rie& a

one-tinme password. 20. The cellular comrunication
device of claim16, wherein said device unique _
secs.i t yTHzadeNilfOcobinu@iitgdnr dbdic€ df tiain1 96, abhehd@ sdid @n«fm

devi ce specific,data ten1and e rand
orgegans S ocBReeh o Soith Rl Pl it oree B oA SR ngt
actveairmht@ Bisabidseiiciata as:@sstnale wiheresaidbonguidond o aétivg.
setting is constructed using two device specific data
itens and two randomdata itens. 22. The cellul ar
conR¥ini cAatsorr devivpporide dhtai qenfiguation capeiations astdeadiolai ce

coltufidRioR RRbibdst¥nRBildg B0tk VD AHVGR! by S&D@r&gﬁgn%e; a

series of data access pode. operations

databasp 9f élP‘qE‘b?FﬁWﬁldé'&th%‘FfiﬂtﬁeW‘b@ Igker gqnamusiopton dvises g

mc;iial é&cdéﬁ\ﬁhﬁ@onah’tﬂl fau qu$ge§‘dlkf hﬁik{uesgcﬁrb rlﬁtal 15 BR6EFSHbYiG

et er m ned IIIIlJ
dev1ce ypc ﬁc ddtd %OSe entry commands n res Qme sald entry commands being

required at said cellular communication devices, to permit entry into data mode at said

cellular communication devices.

30.  The server of claim 29, wherein said unique secure data seeds a device

unique security setting.

31.  The server of claim 30, wherein said device unique security setting is a

coding configuration for data mode entry, data read or data write instructions.

32.  The server of claim 30, wherein said device unique security setting is a

dynamic password.



protocol. 24. The cellular conmunication device of
claim 23, wherein said predeterm ned conmuni cati on
protocol conprises a specified sequence of
comuni cati on packets. -36- 23. The cellular
comuni cation device of claim23, wherein said
predet erm ned conmmuni cati on protocol conprises a
speci fied structure of comrunication packets. 26.
The cel lul ar conmuni cati on devi ce of claim 23, being
in association wth a clignt programfor nmanagi ng
sai d predeterm ned comruni cati on protocol. 27. The
cel lul ar conmmuni cati on device of claim 26, wherein
sai s.cl iThakerved lod glaiai1d, svhehf shig ulyganit passedrd$aa dne-time
cel lul ar comuni cati on device into said data access
PHYEY when it is satisfied that said device uni gue
securlty setting is correct. 23. The cellul ar
ni cat i e | i.ent
or ogF am 18 *R0er YL bl S Bl R Red) Gl
coqu'od:teli:uﬁngtah betsst 9a¢ dhvm@ Ipesificideta ifem ané@t lewe onmddmodata
glsable sai d data access node when said connection is
not active. 29. A server for supporting data
configuration operations at cellular conmunication

devw es 14 @&e&tow Bin{ S4TRILSledh SMidHeFcd BN KenrNRuRIY er
r| sin

g? dat abase of uni que seg(ﬁggeégata
co»psgg%wddwswg W flqyice apeeife dpta ey fep s and
node access functionality for using said unlque

sec ta to t c_data
rodih-entih Seuha e fh B e SR ARFS e
dybmwn@y changedi avercth satiesoddada medd apkmtionsonruni cat i on
devices, to permt entry into data node at. said
cellul ar communi cation devices. 30. The server of
cl adtn 20he wireerof nlaigmPy hateiuiaidsdrise epegific dalg arads cplry
coﬂ EULES acclRibRURSRLUSEdYerRRbd doffinunithtion faGoser Ver of
arm 30, wherein said device unique security setting
is a coding configuration for data node entry, data
r ea@b or Mats&vwrdftmmrm whetinQaiE. préltentingl sRi@icatifn
vice .u curity setting

p’?tgcogwmd’%eﬁ ﬁf%e"gg% 3%0‘?“38 éjfech? e e og’ﬁaeckgt% rver of claim

32, wherein said dynam c password is a one-tine

(

39.  The server of claim 37, wherein said predetermined communication

protocol comptises a specified structure of communication packets.

40.  The server of claim 37, being in association with a client program for

managing said predetermined communication protocol.

41.  The server of claim 40, wherein said client program is configured to
set said cellular communication device into said data mode when it is satisfied that

said device specific data mode entry setting is cotrect.

42,  The server of claim 40, wherein said client program is configured to
set said cellular communication device to disable said data mode when it appears that

a copnection with said server is not active.



password. 34. The server of claim 30, wherein said
devi ce uni que security setting is constructed using
at | east one device specific data itemand at | east
one randomdata item 35. The server of claim 34,
wherei n said device unique security setting is
constructed using two device specific data itens and
two random data itens. 36. The server of claim 30,
wherei n said device unique security setting is
dynam cal | y changed over a-zgeries of data node
operations. 37. The server of claim29, wherein said
devi ce specific data node entry comand is :
accessi b hemahMyof\tésmcang)iceebe ek rcoeffumdoarmndCcaft dacinone
oip a p%érgl?té of ceﬁ & Hu%%gtlo%trdeig%es,cthe mn}acg’doiiomgr r%? : 262 alad

s pe d1ofdi1r$ddwe:q ulsprndend finforoatiom pﬁ aachor spdgietlgy @elldlire
céﬁﬁ%ﬁ%ﬂ&f;ﬁk@!”’37 wherei n said predetermn ned

conmuni cation’ protocol conprises a specified

st r usingrseidodevise riprailana tibfomapion ke sate ABvicd aiqee secarityof
W? n?g {-&@azd lgﬁ'll{}g:fhﬂ'lc@»sﬁtgg' ation with a client program

sal term ned conmuni cati on
pr otcee’f&aurmmmd W% Pl é7viess seqhatbay agespegies devicesyigre

sehritf Bdttidky Q%q&ﬁkd ® sﬁﬁi&ftlsgild fr&an d@u’atﬁﬁtmoa@'bﬁtd @%1&%@@11e
conmmuni catj.on devi ce_ i nt.Q sai when it

segufity Sstingtifipng & passyroxd grav ?f‘ée%té]é fﬁéaﬂgwmréa émfr y

setting is correct. 42. The server of claim 40,

wherei n i d e r por n1|s 0 ed ta
oa dicel T G fREP MG o8 pd Wik ah oo Bher
seekdptsaid erdee wilivp séctrita pyiémy s t hat a connect| on with
said server is not active. -38- 43. A nethod of
restricting access to a reconfigquration node of each
one 44f aThd oe@Pd of clgin ¢bI VhrraR sdrING exwpiGrederiites,
cddﬂ? JEBRE SRS oR GOIPUAS FRD or BAL iDL HRNLER HeRRNGEAuration
ormati on of each of said plurality of cellular
ni cati on devices, using said device dependent
|nfornation to create devi ce uni que security

settlngs a urality of devices and . .

conf gurrln{\ % % P%\?%’t‘i’}% OF 540 es° edgriqtytsﬁtgf‘g &2
mmespenﬂumeideV|ce uni que security setting is

required to support said reconfiguration node, said

devi ce uni que o Q
47.  The method of claim 46, wherein said dynamic password is a one-time

password.

48.  The method of claim 44, wherein said device unique security setting is
copstructed using at least one device specific data item and at least one random data

item.

49. The method of claim 44, wherein said device unique security setting is

constructed using two device specific data itemns and two random data items.



security setting utilizing a password provi ded
renotely fromsaid devices in real tine. 44. The
net hod of claim43, wherein said device dependent
informati on seeds said device unique security
setting. 45. The nethod of claim44, wherein said
uni que security setting is a coding configuration
for data read or data wite instructions of said
configuration node. 46. The nethod of claim 44,
wherei n said unique securif3-setting is a dynanmc
password. 47. The nethod of claim46, wherein said
dynam c password is a one-tine password. 48. The
net R8d o{')hedp%th% of glainy fb liEngingaid dedeaingue neviajtyesstting is
dyB@RTeliy KarRll bieRd sdrSs ofGRATAJY glﬁe?a‘i’io sing at |east one
devi ce specific data item an east one random
data item 49. The nethod of claim44, wherein said
devisce UMicelittar SBmfubiction lelitd1Ehphifie of BRShiHGHSH With10Y
méqo deV|§e specific ﬁg%ﬁ htens and  two random dat a
FRhEoures 3¢ coBpEursHiR oh s tiulak copprmifation deir s feliddr d
cotinnivationn deyire quaﬁsihg Va Seifipiragon Se_sﬁwm\ﬁl”ﬂ%xi aésky;ﬁ l@alged
ver. a. Sefi es at.ga node. operations, . cel | ul ar
coltiibiclion ey kot it A Uexice Biave SR SRineoiianen= an
passyoal pmeMided gemaely from tipomivlgupamusitatioh dsadedn el fidld. ar
conmuni cati on device, said cellular conmmunication
devi ce conprising a configuration restrictor for
restricting said comunication in accordance with a
devige UmheQuRilgaskidulikat®ftdelifdot ik Al Wiy SRASEYRLA
rovided remgtely from the cel |l ul ar comuni cation
wi ?/?eegﬁYFF“f"@éfc prised pygsicalfy an sagd deicar  communi cat i on
device of claim51, wherein said device unique
secwity,setting is conprised sically on said .
dovte. "5 Sel o Gibh oBfin B Qv eon ced gvice
unigheajepm By yettidgay eiofiwsmiseltighevi ce  uni que security
setting is a software setting.




