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present invention generally relate to public key

encryption. Mre particularly, enbodinents relate to
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verify the identity of the owner of a public key pair.
sequrengapnections, batweernaviias isgsibical. r k@ pUblig keyinfrastructure,
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s very d U of an unau party to gain

apsiesions allow. thewaii} 46 Creaté Ihe&ey Pahoadd gererdte We tigital
nunber of approaches to key escrow have been
cesifigpigpdemselves, in applications wherein security is of particular

concern, a third party called a certificate authority (CA) is often used to
verify the identity of the owner of a public key pair.

In many cases, the CA will use a registration authority (RA) to determine
whether the digital certificate should be issued to the owner of the key pair.
The RA will often keep a backup copy of the owner’s private key, which is
generally referred to as key escrow. Clearly, the escrowed copy of the
private key must be securely stored and protected to avoid unintentional
disclosure. There is therefore a need to securely escrow a private key such
that it is very difficult for an unauthorized party to gain access to it.
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certain difficulties remain. FIGS. 1 and 12-14

denonstrate a conventional approach to key escrow,
wa@pa4toeygind | ght these difficulties. Specifical | pCT/BF1803/027342

shows a publlc key infrastructure wherein an end user
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enaypigenmivats &key@0. 180 (FIG 1). The recovery data 22
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(10 TR it b eabechte Mol

d %"?2’@*1}’5 Hzr %Eﬁ'é?éll ‘t't.‘:&}rﬁﬁe t&h a%tacﬂggt%gﬁgg%grand a

i'scu bove, Ads e recovery a key

passrdraye ene d Mmmwllc&eysoﬁddmeyemltiee AceyaRernyery
with a candi date password _provi ded

by th
Caardinater (kRG@), Keyfeconaty Qfficer 6*&%@%@&3 ey %eﬁav%u Agest

(RERD Py SIS 2R VT G e o s pf ey Siec 340

(FIGq li? éh@ﬂw@géﬁsmrﬁkéyﬂiscgeﬁé’rét@dtlﬂethéqw manK@Mneﬁﬁserver

FIG 12 illustratees that a private key is
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provided by the administrator. The candidate password must match the
password contained in the recovery data 22 before the secondary site 26 will
provide the recovery requesting administrator with the session key.

Thus, FIG. 12 illustrates that a private key is encrypted with a session
key at processing block 28, and the recovery data 22 and encrypted private
key 20 are stored at the primary site 26 (FIG. 1) in processing block 30.
FIG. 13 illustrates that in order to recover the private key, the recovery data
22 and the encrypted private key 20 are retrieved from the primary site
memory at block 32, and the recovery data 22 and candidate password are
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—

Another difficulty relates to the use of encryption to secure the recovery
data 22. Specifically, the KRC, KRO and KRA key pairs require digital
certificates, which often are obtained by the secondary site 26 from one or
more external sources. For example, in one commercially available system,
the digital certificates must be obtained from the provider of the
KRO/KRC/KRA encryption/decryption code. When the secondary site 26
receives the certificates, they are embedded in a configuration file, which is
shipped to the KMS 180 (FIG. 1) and installed along with a tool kit capable



10

15

20

25

30 shipped to the KM5 180 (FIG 1) and installed al ong
wth a tool kit capable -3 WO 2004/023713

wEROMANE0D3/ 027342 of perform ng the encrypti oPCT/VE®N3/027342
the certificates expire, however, the tool kit is no

of TG0 i o OB, T HEE FEERR S reC AT . 508

tobPkﬁ id hH‘R?ﬁgefr%BTe ﬂf‘péﬁ@nﬁ%e eﬁaﬁ)pﬁénqa@elneme\malr@mvery
are undesi rabl e neasures such as cl ock

data&’é’t t Obgalrang nesreLinmens cedifinatesdintationely fashion (E‘Bél/\be
configuration fjle can be obtglne The conse% encaock

ccan@leps i IBEAENiENkc NS TR Hf@ egl
re%&@gg%les S ec1ét nﬁ o% gé%@ﬁgﬁé‘ﬁﬁg t@ﬁer @%ﬁ@?é@&ﬁg%ﬁ%e

olftaMadd eTienc@idie0ented aregsarticalbily acuecwhien the datendamtite
does not require the password-protected encryption of

26 st ©btain Loe kesfifigatas feemtar pxteredl spHrdccandisrussediangve.

Thdte DR Are o B PRI ah Snprich D oTRESURE IRER: <

détfka r]hﬁﬁgsé 8 ntequméecﬂb';f&&,sw()fd r&@é@ﬁ%r@%f@ﬂéfé@e%

e art by readi ng the followmn

ks,pw@faem‘ﬁaad)es while angiptaiieidg @nchdasjuabm tdwayofg sdarigyici ng
the following 15 drawi ngs, in which: FIGS. 1 and 12-14
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the embodiments of the invention;

FIG. 2 is a block diagram of an example of a public key infrastructure in
accordance with one embodiment of the invention;

FIG. 3 is a flowchart an example of a method of escrowing a private key
in accordance with one embodiment of the invention;

FIG. 4 is a flowchart of an example of a process of storing a first
recovery datum and an encrypted private key at a primary site in accordance
with one embodiment of the invention;

FIG. 5 is a block diagram of an example of a key escrow data flow in
accordance with one embodiment of the invention;
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invention; FIG 7 is a flowhart of an exanple of a
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need for passwords. Wile the enbodi nepts descr, be

d
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In fact, the principles described herein can be
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DetailedtResgriptiane key 20 is stored to a nenory
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r .
by IR i 2 POBIEKRL irfasSRLTRYs Bowh Sirefr
private key escrow is implemented in accordance with one embodiment of

15

the invention. Generally, the infrastructure uses a distributed storage
architecture for recovery data, and eliminates the need for passwords.
While the embodiments described herein will be primarily described with

20 regard to wide-area networks (WAN) and the Internet, it will be appreciated
that the embodiments are not so limited. In fact, the principles described
herein can be useful in any networking environment for which security is an
issue of concern. Notwithstanding, there are a number of aspects of
Internet applications for which the embodiments are uniquely suited.

25 Generally, at the time of escrow a protected private key 20 is stored to a
memory located at a primary site 46, along with a first recovery datum 48.
The private key may be protected by encrypting the private key with a
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perform ng an exclusive -OR (XOR) operation between
wo b4p2i7vat e key and a session nmask. | n any caBE&l/Us1ve3/027342
private key is protected using a session value (i.e.,
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C@ﬁﬁééﬁﬁ%}fﬁ#"é& where the session value is protected
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protected by encrypting the session  val with the
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process 1n greater detal romthe point of view of
makkingrikeyamhesé tiee déssidBpealiué iic prdtgcted by éncayptingethepsession
value with the masking key. Additionally, communications between the
primary site 46 and the secondary site 54 over network 160 are facilitated
by a key management server (KMS) 56 and a control center 58 via secure
connections according to well known techniques. The control center 58
stores the second recovery datum 52 to a secondary database 59 which can
be implemented in any acceptable machine-readable medium as discussed

above.

FIG. 3 shows one approach to the key escrow process in greater detail
from the point of view of the primary site 46. Specifically, a private key of a
key pair is encrypted with a session key at processing block 60. A first
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30 key pair is encrypted with a session key at
processing block 60. Afirst -6 WO 2004/023713
wEROMANEZ0D3/ 027342 recovery datum 48 and the ePCY/Y§10831027342
private key 20 are stored at the primary site 46 at
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the fjrst recovery datum .48 (ELG and the .
QARG Jhedd e phoad KEPVED dFtrh S2anatle POV aitherivate
%? is shown in greater detail at bl ock 63.
pecifically, a mask 49 is generated at bl ock 66
where the first recovery datumincl udes the nmask 49.
ATutfingxwwi $o VEG.CR ¢r¥Cip propeh 4o istoririgsthexfifsb renesent datum
bl ock 68 between the mask 4

AL apein FRREd Brvats Few Sttt rEaaay Siteids (FIG. 3

. 3 i

s Bl or R Rt EER B3, GRLTAITR iRk ¥ el

atiflotk 66 wiRkreahe firberdbierydatansieiudes the heaskefnAary
site 54 (FIG 53) for storage. At this point,

t he
exahdsiver®R«eJORDopatien inpedegaed ab blask efhletweendhe mask 49

o483 S8t 7 SR DR D 5Bkt o
R S e

mapk Mods staredtdidhe phinargsite 48 (FIG. By anddheMitked3 iy sent to
o onciy 30 Pl RS HBEak e ks LB 8 7o
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meingsryJosdtivmholding! the. seSsionked Z0pis Zeeoédpliemented as a
set of key escrow instructions stored in a

machi ne-readabl e storage nedj um accessi bl e

b
pridecriask and thasesaien key typieallyohave an identical l%if geg\gﬂaz sgeh

o8 8 P el Bl e il o e

gesERtERBY Rithel B raRidm R LERIADSENKEN stAg Yenhkiation
approaches. For exanple, triple-data encryption

algosithar drhe illustrated mask 49 should meet the well-documented

Federal Information Processing Standards (FIPS) 140-1 and 140-2.

Thus, the processing blocks shown in FIGS. 3 and 4 can be implemented
as a set of key escrow instructions stored in a machine-readable storage
medium accessible by a processor in the KMS 56 (FIG. 2). It should also be
noted the KMS 56 can be further adapted to generate the key pair and
generate the session key in accordance with well-documented key
generation approaches. For example, triple-data encryption standard
(3DES) and an initialization vector (IV) can be used to create the symmetric
session key. FIG. 5 demonstrates a key escrow data flow 76 summarizing
the escrow process.
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(3DES) and an initialization vector (IV) can be used
to create the symmetric session key. FIG 5

walermnsiziat es a key escrow data fl ow 76 sunmarP@i/ogoo3@7342
the escrow process. -7 WD 2004/ 023713
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acceptable machine-readable storage medium that is accessible by a
processor in the KMS 56 (FIG. 2). FIG. 8 shows a key recovery data flow 94
to summarize the key recovery process.

Turning now to FIG. 9, a method 96 of restricting access to private keys
in a public key infrastructure is shown, wherein an encrypted private key is
stored at a primary site. The method 96 can be implemented by a
secondary site to maintain the integrity of the private key while it is
escrowed at the primary site. The masked session key (MSK) can be stored
at the secondary site at processing block 98. The MSK enables recovery of
the private key. It should be noted that a known approach stores all of the
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stored at a primary site. The nethod 96 can be
i npl emented by a secondary site to naintain the

WO niogg2i7iy of the private key while it is escrOmEs2083/027342
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(SS9 wesnecticit. bl ock 206 based on an adni ni strator
certlfl cate. Processing 20 bl ock 108 provides for

m ni n her

By ST AN BB A BB ERIE B SR e
réﬁ‘getst& ét%{oél@m Bhded O M ddpdiRistatdetdrtifieste, tMOtedshy

Is retrieved froma nenory |ocated at the
blewek dﬂBavau:ies éoxadetermlmmag] whetherideanthenticated &ay kegovery

r ecover, ster

requester i asso la ed wnth a key recovery privilege. If the key recovery
privilege is verified, then the MSK is retrieved from a memory located at the
secondary site and is sent to the authenticated key recovery requester at
block 110 over a secure recovery connection. Block 110 may also provide

for recording the sending in an audit trail for future reference.

Turning now to FIG. 10, one approach to authenticating a key escrow
requester is shown in greater detail at block 101. Specifically, added
security can be achieved by requiring multiple administrators to authenticate
themselves to the secondary site before key escrow will be permitted. Thus,
block 112 provides for authenticating a first key escrow requester based on
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bl ock 110 over a secure recovery connection. Block 110
may al so provide 25 for recording the sending in an
W(amimmmml for future reference. Turni ng NnoweDUFI0G3/027342

one approach to authenticating a key escrow

: @563 hflsrefor e, BBRina tElBs G altGhicay -

séc%ﬁé'k(e‘y@;cfﬂ% rbqhatadpadetdn dseesnd Qdﬁﬂﬁlbﬁéﬁdr(b@mﬁcate

t hensel'ves to the secondary site before key escrow
and 50 obeto;themthtl@qr esThoys recBiEst&rcatkaQG]Q1b60\8|mdarly,diIG 11

st g oBRIcUH A0 FUEOSTHOSHPG 3 Ky VA fedgstar Bt DIGEK 107

SRR P lgieh ARG aPbesk 0, Rret ekt

reguestep islaathenticstiedadtdsloce1 18 Bhd at i, verified that the fist kb¢
nth key escrow requester at block 116. Simlarly

recoverytieauesies ispgrosiated w&h@km mqqyaw RYVitegecst Block 1.15.

B{oER ¢ 0rey oBRRs o guLehrCaRer 2 secork ey Blcolt haliBor ,

ah®BleRR UM %@vﬁé‘s%%éﬁﬁéaﬁ@n%a@ﬂ@kecbﬁ% laydrelcbvéry

verifie the first key recovery requester is
reggiesier ¢ assosatad avitheg keg cecayveyy prmlegeegiﬁhemrmess icontigues

Bl ock 120 provides for authenticatjqgn second key
on o 50 P KB FRSHETY NS Gt 1Ahandiadas or
verification that the second key recovery 10 requester

| SRSHRSeAEL Bk 'én%d‘c%eﬁ%cz%‘fﬁaé( lErﬁ%frle‘@éc@ElaeancT BSsier to

process continues on tot recovery

mataidsthan latowr kek secoR@ryesydtdiis. Ifﬁisteadknxﬁ\mw'egstor reegmber
enbodi nents can be npre secure and easier to .maintain

whichrpasswiardkake perdarkioresgvereeach escEQwed key, PEARGSIESS

cArE R e e BAD ot AIEEE corcaRaE P o

athepticate Penfelhvesad theicohtrol &nteer In &b Ql@mgj, ghey @an prove
aut henticate thenselves to the control center. In so

thibithey arehaythosized toperformaseytnesgverye Thig imaportant togote
rfor rec It is.nmportant.to note that
i el ke o Gestronea of wibB ey het BrAgy oi're
a&v%té%@ouﬁ%é@éﬁ%@@é‘%g%o e Gec Isft. 1R ddefftion, the split
secondary site ition, e split 20 naturé of

niieye Of key eegoviesy 5 prasemed in rlthaihsacIme amferination meam dine

f th t f t f h
pg%}%%ny] ggee )angrsllo&ae;-rﬁr‘ggrlrﬁétlo%n ro%otrﬁ% sle?:o%gr%/ sllgenmugl(:) B1et ©

combined to recover a key. If an intruder steals the primary database, it
can be computationally infeasible to recover any key. If they could
somehow recover one key, that information would not provide any help in
recovering another.

An embodiment of the present invention can be illustrated as follows. A
first site is a client computer that has a first key which may be a 128 bit
symmetric key. Other key sizes are also possible. The symmetric key is used
to encrypt valuable and sensitive data stored on the client's hard drive. If
the key is lost or destroyed, it would be difficult or impossible to recover the
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conbined to recover a key. If an intruder steals the
pri mary database, it can be conputationally

w0 nfogasi7nd e to recover any key. |f they coul d PEDDIEI0%027342
recover one key, that information would not provide

B o e  EHE EliettsBRRntS bos B R Fagbit
séédn‘él ke yﬁng e DES @'.@?“ﬁ@?‘*mi‘é‘?ﬁ‘. :@ftﬁg yahtaﬁo @téﬁ;am 29 égge;ygged

fi ea’cd<eal $he ;mbelsh @emralmea gndom numbesywhichuis sdmetimes called
encr p val uab d sensitive data store
Ay T ERANCHONS o SONESicanls 3 DIaCeat Igformaton that,

Y8 Phposey e dpBRA s P ol IBET s maay,

XOroopdratioh ancthardecend keg abldi thatnomee ity mhtaintenfasked sénd
with a 128 bit second key using the DES au%orlthm

kryiole clientibenstores tb@mnee and &he eppiydled firstdeykand

dE3fals il edlfRXEY) £,k EOMBIRAY Bt oorHridhtly delting it

RS ety Tha dRbRE Sertis thafrRssRd sitohl ékfey 18 d %cond Site,

security 'purposes, Is generally used only once.
whlidheista prastedriay mcovet@Rsarpar Ahealiephcam eomemcbltheesﬁcond

{ he, non e to, obtain, a nasked secon key... The )
B fe Pl ligh s S e et e exrants FY Bitbe) ikasing spegntity
t
tﬁ&ﬁeger man e&ﬁf '?Sng |%E6P !rﬂ g%ﬁynfgo rrrg rthe%\%ﬁ(gﬁﬂgﬁtgn@‘ld/or
ts ensiwetthat Uae‘eamotheabepdcm@d/ c(omaossamma ibeorelife\satord
is a trusted ke%ﬂrecovery server. The client_can

stke sRRdIa ey 9 toa masked second key torarequestent Fosx@mpled -

thE R EERtmar LB kORGP s TRy o b

sBESRIKkE\Std § re@Uiskter onWQf @f&ﬁldéﬁtlﬂyf@*th@%haéﬁer is verified
client-'specified conditions are net before the second

usmga dl@ita!scmlﬁcaiye signed by mesustad $bird partye pnddf the request is
can, demand t hat

VD et far SaMRake afi b merkShsesn KSLRas dthed
bwhéséagﬁ@g&@rarmﬂmé chlierbeigal hbiiR] i IRBRBLGH

i's ver ng a digta certl cate si

teahmetozyy sthffraf therdlgnt'sampany,rm theqlient itself. recei ved
no later than 120 days after the nasked second key was
and if the requester is

d sit
r eceh%?a;@f I¥; ?heh? gq% nﬂ@yﬁ%ﬁgudentally delefed at the client, and
the client cannot access the encrypted data stored on the hard drive. The

client sends a request to the second site for the masked second key, along
with the client's digital certificate, which has been issued by a trusted third
party. The second site verifies the certificate, checks to make sure that the
request is received within the 120-day limit, and verifies that the requester is
the client itself. The second site sends the masked second key to the client.
The client performs an XOR operation with the masked second key and the
nonce to obtain the second key, which it uses to decrypt the encrypted first
key. The client thus recovers the lost first key.
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20 technol ogy staff of the client's conmpany, or the

client itself. Eighty days later, the first key is
waewiazaTinl |y del eted at the client, and the BCT/E81003/027342

cannot access the encrypted data stored on the hard

ohnel oG GO MR BB BRGR AR AL oo

apbratiatdd B ﬁ'tlﬁ(')sfe' Slale] intheCdit, Nl 1Bt linsitadetd tne Particular

trusted third 25 party. The second site verifies the
illustratidrisogiven abbeekA key israladesacevarable b&hencryptqn@ﬂi uging a

A, PB IR0 TR SetrEbinto bub dlieEbadist bfgetotits
p’l%@@f&f dts s'HEQE@Qt Btho?r‘é ﬂé@]ﬁlréﬁ t@ Eéccﬁ)e'r ¢h& secrE'EeJ‘hb's“éEFet

orns an oper a masked second key

|t§élﬂ|stde%tedoﬂa@1 bﬁthﬂ)t\m pidchs of datmarekstpredvn differéntuses
to decrypt the encrypted first 30 key. The client
locatiens; @peveartain Hequsements bavecka be mqtlto rmnﬁedhmz Ji¥hen

A e B Seotita eV E, TR B8 oebBiaties 1,

ehérg?t%d%y lxﬁ@hisrwwecherdn i tkel $s Rlovkted.t ed to the

icular il ustratlons gi ven above. A key is nade
recoverable by encrypting it using a secret, and
t rEhese skitiedgn thaerse owiappeedate poredde foredaingt and

d3EE e L FRS Rl 3BT Peii bmBEHin S gt phdent ©
uﬁéﬁﬁor‘?ﬁaﬁ P |h‘§ﬂElﬂbﬁ€e‘%§an§ v@ﬁ’étz o??@rrﬁ% Ofrﬁéréfﬁréj'vflﬁlfért‘h@t

cat1 ons, ertain I‘eC]UI ments have to be net
embodinents Have béleandescribgd & eonreaghionewdith padlm%mms

recovered, and is used to decrypt_the encr
HaFSoln 26 fp SCORE Q5 NG eRBROdIBNILOr ORI Soo o0k

s Bt Bisme® R 'ﬁé’éﬁw{ﬁ%%ﬂ?#@@#% LT IR s
pFétﬁtl@ﬁ@Odpm Atstudy of tite dravdegs, speoifieation nam:ﬁfollleng

i npl enented in a variety of or ns. Therefore whi |l e
cleiyas. enbodi nents have been described in connection
with particular exanples thereof, the true scope of
the enbodi nents of the invention should not be 15 so
limted since other nodifications will becone apparent

to the skilled practitioner upon a study of the
drawi ngs, specification, and follow ng clains.
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-12 WD 2004/ 023713 PCT/ US2003/ 027342 What is cl ai ned
is: 1. Anethod of restricting access to a private key
wob@r®e23T1i he private key is stored at a pri mnaPgT/851003/027342
the nethod conprising: authenticating, at a secondary

Mrow requestor based on 5 a first

. ertificate; verifying that the .
2oy cschomeHid of dgeiiBIcioFeRg (A S Rats SeVebRdi fhe
PHUARSY s ol S e imaR HES the Mol et 2T 2"

menoaythentiogtitl, ait 4 hec@fda@rn@meya kelytescrawtraqoéstonbasal on
at the secondary site, a key recovery requestor based
adiistadrainisicatageentifisateit or certificate; verifying that

" 0° BRSSO ARl Rl Halbr T S8asprec

\/\K@]Yak Eg@o r,\h;@ggvery requestor over a secure

recovery connect t he masked session key enabling
r ecovezeiving a rnaskqu sassion kayfromothe kehesarewhedjuaster over a

claim1 further including authenticating a plurality
SBFUIR SCTOVE EHMGEQDest or s based on a correspondi ng

L ST MBI B 8 080 P

siej ng required before performng the associating. 25
3. The nmethod of claim1 further including
aut hawthenticating, st fheuseondgryosite @ykesétwyew reayestardrased

based lurality of adm nistrator
OE@r%?cPﬁaﬁ%giﬂ'Sg@?ﬁpﬁ%@g?@m of all of the key

I eCov&fifying @r%teai@n@ybﬁécager;ﬁ%queeﬁbrbef aEsHAREH OKith NY key
the sending. 30 4. A'nethod of restricting access to
renoveatpn%bge,‘ahdrel n a prot ected private key is

stor ‘éé]'nd%g %h aﬁ(e% sesgr%n keyetonﬁe %Oyll rpe%geery req%estor over a
secure recovery connection, the masked session key enabling recovery of

the private key.

2. The method of claim 1 further including authenticating a
plurality of key escrow requestors based on a corresponding plurality of
administrator certificates, authentication of all of the key escrow requestors
being required before performing the associating.

3. The method of claim 1 further including authenticating a
plurality of key recovery requestors based on a corresponding plurality of
administrator certificates, authentication of all of the key recovery
requestors being required before performing the sending.

4. A method of restricting access to private keys wherein a
protected private key is stored at a primary site, the method comprising:
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-13 WO 2004/ 023713 PCT/ US2003/ 027342 storing a

prot ected session value at a secondary site, the
w@eobezi’esl session val ue enabling recovery of P€T18S2003/027342

private key. 5. The nmethod of claim4 further

pasedtiiban BfHoRRd seibh Ve 6 SORRHOL B, T brotgsted
steﬁﬁoravmh@retna@ﬁhg@lemr%ﬁtmr@a@wr i's associ at ed

key escrow privilege; and receiving the
pr ot ect ed session value fromthe authenticated key 10
escrQw reguest o esc connect| on. 6.

The Ret ho §fm€{l~%9q19fr5d?'m g& Ftﬁ?'hmc W& storing the
P CoRifEnticAfiis' § e/ effrol gty *"*@?‘P g Gf qdnifistrator

cektificate;hent i cat ed key escrow requestor is an
admi ni strator at the primary site. 8. The nmethaod of
cl ai NeBiVing thal the autisentisated keyitasceaw mgauester Js assesjated

stors based on a correspondi ng
Vﬁﬁh52¥Y5§&6WybE®ﬂ§ﬁ% %ﬂtication certificates,
aut headdiing g2 Protekctedisebdién k\%\ru@%rﬁw@camﬁém@ted key
bei ng reqU|red before the associating. 9. The nethod
estrow mEguedtarwveharsacned astiray: coboeblion.i cati ng a key
recovery requestor based on an adm nistrator 25
certificate; retrieving the protected session val ue

fromga MefpeYmbaG 6f cPa‘imtﬁ‘?urtﬁ&C%ﬂftﬁHg% %Eérﬁ'ig &l protected

sendlng t he protected session val ue

sasditve naluedbedmiceyorydocated \at the geestdary siker a secure
recovery connection. 30 -14 WD 2004/ 023713
PCT/ US2003/ 027342 10. The nethod of claim9 further

I ncl wdi ng-prar LEVAW of Rim! &' Svherein the authenticated key escrow
requestor is an administrator at the primary site.

8. The method of claim 5 further including authenticating a
plurality of key escrow requestors based on a corresponding plurality of
authentication certificates, authentication of all of the key escrow requestors
being required before the associating.

9. The method of claim 4 further including:

authenticating a key recovery requestor based on an administrator
certificate;

retrieving the protected session value from a memory located at the
secondary site; and

sending the protected session value to the authenticated key recovery

requestor over a secure recovery connection.
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aut henti cated key recovery requestor is associ ated

wWth a key recovery privilege. 5 11. The nethod of
w@b@ismPiwherein the authenticated key recoverl}CT/Uszoos/027342

requestor is an adm nistrator at the prlmary site.

T S i LB

eghdrpearRdikeg ricevany tréq@éstorl@s JBOEARr wum a key recovery
certificates, authentication of all of the

priviiegery requestors being required before perform ng
the sending. 13. The nethod of claim9 further
i ncluding recording the sending in an audit trail. 15

14. Y K j
L T o e SRS ARl fovry

requestort is e sdrairistratioe yt dnelppeafpsibe.ng an excl usi ve- OR
(XOR) operation between the private key and a session
mask. 20 15. The nmethod of claim4 wherein the session

el 021 ve e B Bt ot S RE FenEd lhffiing 2

pIataiRg, ondep r@@é\Vergn#éq‘él@@ton@bh@étl *dheasﬁﬁ‘rﬁésfﬁi@n\zlﬁ*@?lmﬂt? of

a maski ng ke The nmethod of claim4 fuar
adminigaratay |cemﬁ‘ icafesn autbentidasionatasr alkerofi f theat keyt oregavery

adm ni strator at, t rimary sit

rBastors Bead kedtired Betdhe PR iR the 609 o st ored ser
of 30 key escrow instructions capabl e of being
executed by a processor to: encrypt a private key of a

key fd3ir vilhehmathsssb of alairk ey furthel SnW0dROrEcd2dnd he sending
PCT/ US2003/ 027342 store a first recovery datum and the
iRABRARGItdHRIpri vate key at a primary site; and

14.  The method of claim 4 wherein the private key is protected by
at least one of encrypting the private key with a session key and performing
an exclusive-OR (XOR) operation between the private key and a session

mask.

15. The method of claim 4 wherein the session value is protected
by at least one of performing an exclusive-OR (XOR) operation between the
session value and a mask and encrypting the session value with a masking

key.

16. The method of claim 4 further including issuing an
administrator certificate to an administrator at the primary site.

17. A machine-readable storage medium including a stored set of

key escrow instructions capable of being executed by a processor to:
encrypt a private key of a key pair with a session key;
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send a second recovery datumto a secondary site, the
first recovery datum and the second recovery datum

we@p@blo23tge recovery of the private key. 5 18. AEEUS2003/027342

medi um of claim 17 wherein the instructions are

gencri's 8 Mt ePheVrRenT EREE, Hafolid RERAH K67 =t o

fary&ss; anger form an excl usi ve- OR (XOR) operation
betwéen the mask and the 10 session key, the XOR
oper aendra sessuick iecgvery @tuﬁsmea seeendany ke the Hisst recovery

BB S Py e an: Qe eBAolag R erral Bia e dey.

claim 18 mhereln the instructlons are further 15
capabl e of being executed by a processor to generate

the m@sk Ddeerhediura ofpdaindd7r wheesn sthei ingtrgetiensabireofurther
al gorithm 20. The nedium of claim 18 wherein the nmask
caa lepf beings pyecutesd bymap@cassardent i cal bit |ength. 20

25 o RPePEE Bt R ol e it oG

mask eRrfoesh® @XEI@MWe@R (XbR) '@E@féﬁﬁr%e@itééﬁﬁﬁ@ méBR Rt the
the instructions are further 25 capable of being

sessiontiay, bheaXPRo eperation: cesulfing:rint @ maekedaysepslom keyncthe
enerate the,session nedi u aim 17

23. Th
FecOVRD At Iy the Biasked REreion Beguaiih, o of
bei ngieg%ggmgqﬂe@ésgoﬁrk%gessor to send the second

recovery tumt econdary site over a secure
escrow connection. -16 WD 2004/ 023713

PCT/ US2003/ 027342 24. A nachi ne-readabl e storage

medi dfr i nJI"\?dF’IﬂQ"HnSQ foglain §&Wﬁﬁrelﬂé‘lﬁer'@§¥W@HQﬂs are further

coBtIE 4T SEERE T ahfibor BEBHhEE 0 ik Gl o

p_EldGFandati stififdng@neration algorithm.

20. The medium of claim 18 wherein the mask and the session key
have an identical bit length.

21, The medium of claim 17 wherein the first recovery datum is a
mask and the second recovery datum is a masked session key.

22. The medium of claim 17 wherein the instructions are further
capable of being executed by a processor to:
generate the key pair; and

generate the session key.
23. The medium of claim 17 wherein the instructions are further

capable of being executed by a processor to send the second recovery
datum to the secondary site over a secure escrow connection.
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menory |located at a primary site; 5 receive a second
recovery datumfrom a secondary site; and the

waelemnyp7ihg t he encrypted private key based onpP@1®S2003/027342
first recovery datum and the second recovery datum

25. e ngdi ' [t he i td

are i nat meEytesfseBpBle ol flediar by g 4683 set of
key PeeSEDY inRiudbioht eapalle o befroxsdured R « pratdssor to:
operation between the first recovery datum and the
seconetrievecy first teovery datanmxard ape eaciypied pdvatet keyyfriom a
a sessjon key: retrieving an encrypted private key

MePRNAI0LRYRS 3E 3 PEMALYSUR t he 15 primary site; and

decr i t j .

soss! Becida'seE0Rl TRAERA BNt o broecARy M, e the
firstdecapiingr Yheladnenypted gprivdte keyrisisednon tihe et aedovery
recovery datum i ncludes a nmasked session 20 key. 27.
dﬁH@ﬂrﬁé‘lﬁr‘mﬂ FHcoprdreevery WRBHBI n i nstructions are

further capable of being executed by a processor to
recei ve the second recovery datumfromthe secondary

Si temyer TheSpfadien' GFCaHiPd R ACAMBRSHI 1PR. indruéfonsTérR further
medi um of claim 24 wherein the instructions are

capableef beingpexeeted bye prpcessarioed by a processor to

nbi the d ted .pri t i th
o e, iy BP0 QY tortietion betweensghag first
i k i | i : ti :
OV Pl ARG R Rofd feovell’ | d4HLAG: o XOR! béraftion

re¥ulBng 41 Q2884id8n RkEy; US2003/ 027342 perform ng an XOR
operation_on the session _value and a nonce to obtain
a madRElEVING anodNeyPied REVateekey fEam s3 tnaemenyIeGaed @é the

d e protected first key at the first site;
pg@ﬁ%?lsj%'tahg session value fromnenory at the first

si t e;degRAgbting the encrypted private key based on the session key.

26. The medium of claim 25 wherein the first recovery datum
includes a mask and the second recovery datum includes a masked session
key.

27. The medium of claim 24 wherein instructions are further
capable of being executed by a processor to receive the second recovery
datum from the secondary site over a secure recovery connection.

28. The medium of claim 24 wherein the instructions are further
capable of being executed by a processor to combine the decrypted private

key with a corresponding key pair certificate into a file.

29. A method for recovering a key, including:
protecting a first key with a session value at a first site;
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5 sendi ng the nmasked session value to a second site.

30. The nethod of claim?29 wherein the first key is
wpe@iezi7esl by at | east one of encrypting the PCT/ES200E927342

with a session key and performng an XOR operation

vetnoa ot o R AR KGR GeEr e Bigrd g and Bnonce

t@@@eamra/ntaemgésslord@éleératmh@ﬁré.tfsntehe requester is
authentic; determning if the requeSter is authorized

tor ecoverStCDImg keynoncesand thewprotecteds“'trstr keysatalinetfést site;
d thorjzed t ) th

mmsked. sesfing, thel RGN vebIY 151 imemaly 25 36¢ Grekaig: 2Ad

XOR oper aldef il RadlRRCssap VS 78 setond gte! On

val ue at t i SI to ob Sessi on val ue;
and recovering the protected flrst key using the
sessi on value d for recovering a

i ncl 3@ n eem@mqgt ofr@alm IZQyNh@’ﬁﬂgthﬁ fist Key is protected by at

ST AR RGOS |y 1L, G52 Y
mapétat'@a Betebhthé fikdtaey SHd al@t@s.éﬁ dfRskhe second

piece of data; reuniting'the first and second pieces
of data only when certain requirenents are net; 30

o et R ol R BB PLoee of e
t tltg secr etrecé]{)ﬁl\g éjﬁ’é‘yf 9(9%\/@@/ Itéaelegpy usi ng the secret.
determining if the requester is authentic;
determining if the requester is authorized to recover the key;
if the requester is authentic and authorized to recover the key,
then sending the masked session value to the first site;
performing an XOR operation on the nonce and the masked
session value at the first site to obtain the session value; and

recovering the protected first key using the session value.

32. A method for recovering a key, including:

encrypting a key using a secret;

transforming the secret into a first piece of data and a second
piece of data;

deleting the secret;

separating the first piece of data from the second piece of
data;

reuniting the first and second pieces of data only when certain
requirements are met;

after reuniting the first and second pieces of data,
transforming the first and second pieces of data into the secret; and

decrypting the key using the secret.
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