- 1 S05P0026 DESCRI PTI ON DATA COVMUNI CATI ON
APPARATUS AND METHOD FOR MANAG NG MEMORY OF DATA
COVMUNI CATI ON APPARATUS Technical Field [0001] The
~present invention relates to a data conmunication
apparatus including a relatively high-capacity nmenory
and a nethod for managing the nenory of the data
communi cation apparatus and, in particular, to a data
communi cation apparatus for storing electronic val ue
information in a nenory area and conmuni cati ng secure
information including electronic paynent infornmgipgs@nozs
and a nmethod for managing the nenory of the data
conmuni cati on appar at UggsfRPP4 oy More specifically,
the present invention reFates to a data conmunication
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provider in a nenory area and managi ng i nfornmation
about. servi ce@F A0 doHMBNICART BeAPPEBADYUSBVI der  usi ng
the file systemand a nethod for managi ng the nenory

of the data communi cation apparatus and, in

rticylar, to a data conmunication apparatus for
T%ﬁh?ﬁ? i%@eﬁéfile system for each of a plurality of

[éﬁqﬁice providers in a single nenory area and
allowing the plurality of service providers to share
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apparatus including a relatively high-capacity memory and a
method for managing the memory of the data communication
apparatus and, in particular, to a data communication
apparatus for storing electronic value information in a
memory area and communicating secure information including
€lectronic payment information and a method for managing the
memory of the data communication apparatus.
[0002]

More specifically, the present invention relates to a
data communication apparatus for allocating a file system
for a service provider in a meﬁory area and managing
information about services provided by the service provider
using the file system and a method for managing the memory
of the data communication apparatus and, in particular, to a
data communication apparatus for allocating a file system
for each of a plurality of service providers in a single
memory area and allowing the plurality of service providers

‘to share the single data communication apparatus in order to




SO05P0026 provide a plurality of services and a nethod
for managing the nenory of the data conmmrunication
apparatus. Background Art [0003] Exanples of

wi rel ess comruni cation nmeans that is applicable only
in a local area include a contactless IC card. [0004]
In general, this type of wireless comunication is
realized on the basis of the principal of

el ectromagnetic induction. That is, the wireless
comuni cation is perfornmed by an IC card having a
menory function and a card reader/witer for S05P0026
accessing a nenory of the I1C card to read information
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secondary coil so as to forma transfornmer as a

BsyisiemndThetcard reader/witer transmts electric
power and information to the IC card using
[@d&Ut romagnetic i nduction. The IC card can operate

using the supplied electric power so as to_respond to
an EAGUPESS QigMdrefram EPRMEECR tieRIBRARF ittt 15[ 0005]

en e card reader/witer npdul ates an electiric
apfihard® SRLY APRTHEA bRLa TRIEALCS Bl fadtidas 1o
caQ tage of the loop coil of the IC card is nodul at ed.
Using this - 3
[0004]

In general, this type of wireless communication is
realized on the basis of the principal of electromagnetic
induction. That is, the wireless communication is performed
by an IC card having a memory function and a card
reader/writer for accessing a memory of the IC card to read
information from and write information to the memory. A
loop coil of the IC card serves as a primary coil and an
antenna of the card reader/writer serves as a secondary coil
so0 as to form a transformer as a system. The card
reader/writer transmits electric power and information to
the IC card using electromagnetic induction. The IC card
can operate using the supplied electric power so as to
respond to an inquiry signal from the card reader/writer.
[0005]

When the card reader/writer modulates an electric
current passing through the antenna, the induced voltage of

the loop coil of the IC card is modulated. Using this




-S05P0026 effect, the card reader/witer can transmt
data to the I1C card. Additionally, as the | oad
between termnals of the Iloop coil of the IC card
varies, the inpedance between antenna term nals of
the 1C card reader/witer varies, and therefore, the
passing electric current or the voltage of the
antenna varies. Using this effect, the IC card can
transmt a response to the card reader/witer. [0006]
Cont actl ess short-range comyuni cati on systens
including the IC card have been in w despread usesdygrs
to the sinplicity of operation. For exanple, a
e§f§6€] WheCodey 01 ‘?7w&§¥§9”§£n'é¥ﬁﬁé'ﬂkcﬁgkgnto the IC
Information, and electronic value Information (e.g.,
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the other hand, the card reader/witers are disposed
l1oap accdashfdiEpens ergrdatratrhes gntiancgs/daxckShofwaen
concert hall, and at a ticket gate of a railway
ateqtidofermppens scoidére glacesdt frades /carigeabovyeieshhe and
card reader/witer, the IC card can contactlessly
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hi gh-capacity nenory space has been realized. Since
[adus]l C card having a high-capacity nmenory can store a
plurality of applications at the sane tine, the IC
car Govbmctbeesms edofrgr rangd wrainuny cetiongsystems including

the IC card have been in widespread use due to the
simplicity of operation. For example, a security code,
other personal identification information, and electronic
value information {e.g., an electronic ticket) are stored in
the IC card. On the other hand, the card reader/writers are
disposed in a cash dispenser, at the entrances/exits of a
concert hali, and at a ticket gate of a railway station.
When a user places the IC card above the card reader/writer,
the IC card can contactlessly access the card reader/writer.
Thus, the authentication process can be performed.

[0007]

Recently, with the improvement in fine processing
Itechnology, an IC card having a relatively high-capacity
memory space has been realized. Since the IC card having a
high~capacity memory can store a plurality of applications

at the same time, the IC card can be used for a plurality of




SO05P0026 purposes. For exanple, one IC card that
stores a plurality of applications (e.g., electronic
noney and an electronic ticket for a specific concert
hall) can be used for a variety of purposes. Here,
the ternms "el ectronic noney" and "electronic ticket"
refer to a paynent (electronic paynent) system using
electronic data issued to a user in accordance wth a
fund provided by the user or such electronic data
itself. [0008] 1In general,sthe I1C card is used by a
user placing the |C card above the card S05P0026
reader/witer. The card reader/witer poles an IC
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that time, the user inputs the security code to the
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the input security code with the security code stored
vapiethe dfCpugpedes Thillsrey hehpetsoumal "dlgentronyc money" and
verification or authentication process is perforned

" S AR E P EC L arPIed tOt RePREPTR Y e&dECEWPRE @ rPayIgNg )

curit 0] used .dur,ing .accessing the I C card
PE ek SEe B B R, TR R B e Bnee

witll M “runkil p1B8: RES $8N2hel AEDET LY s M8 IhbERELON: Yata

authentlcaglon procéss is successful, the wuser can
itssean application stored in the IC card, for - 5
[0008]

In general, the IC card is used by a user placing the
IC card above the card reader/writer. The card
reader/writer poles an IC card at all times. When the card
reader/writer finds an externai IC card, the communication
between the IC card and the card reader/writer starts.
[0009]

At that time, the user inputs the security code to the
card reader/writer. The card reader/writer compares the
input security code with the security code stored in the IC
card. Thus, the personal identity verification or
authentication process is performed between the IC card and
the card reader/writer. This security code used during
accessing the IC card is referred to as a "personal
ddentification number (PIN)". If the personal identity
verification or authentication process is successful, the

user can use an application stored in the IC card, for




SO05P0026 exanple. That is, the user can access a
service nenory area allocated to the application
(hereinafter referred to as a "service nenory area").
When accessing the service nenory area, appropriate
encrypted communi cation is performed depending on the
security level of the application. [0010]
Furthernore, if the I1C card and the card reader/witer
(card reader/witer apparatus) include a wred
interface (not shown) for gommunicating with an
external apparatus in addition to the wireless gpspo026
contactless interface, the function of either one of
emgpl'ec cahdeand the card Egﬁdgééé’!é taerse?(zi Q%&n&gﬁ H%a
provi ded to an apparatus, such as a cel pﬁone,
aPES SRl tdi Ghé Adpisiastiaft ((EPNna B LORSHBBEed to as a
el ectronics (CIS apparatus, and a personal conputer.
"$ersitch memoageared'he | @Ghear deteching agy eanvbee appldsd
to a general bi- directional short range conmunication
afer erdPREEPr L 904 gncrEpt edx anpivenigitdent he Bhvfermerthge
nication is perforned annqgﬁgonputers and hone
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EM%HHQ the IC card is performed therebetween. In
addi'tion, sonme apparatus can conmunicate wth an

appaLALtHS A NE! itthaRear€ 0t ALtRS $hh G 8l dreddt 1 5WE AR
case, an application can be provided in which
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apparatus and a plurality of cards. - 6

(not shown) for communicating with an external apparatus in
addition to the wireless contactless interface, the functiocn
of either one of the IC card and the card reader/writer or
both can be provided to an apparatus, such as a cell phone,
‘a personal digital assistant (PDA), a consumer electronics
(CE) apparatus, and a personal computer. In such a case,
the IC card technology can be applied to a general bi-
directional short range communication interface.

[0011]

For example, when the short range communication is
performed among computers and home information appliances,
one-to-one communication using the IC card is performed
therebetween. 1In addition, some apparatus can communicate
with an apparatus other than a contactless IC card. 1In such
a dase, an application can be provided in which one-~to-~many

communication is performed between one apparatus and a

plurality of cards.




SO05P0026 [0012] Additionally, a variety of
applications that use an IC card in order to
externally communi cate el ectronic value information
(such as electronic paynent) can be run on an

i nformati on processi ng apparatus. For exanple, by
using a keyboard and a display on the information
processi ng apparatus, a user can communicate with the
IC card. Since the ICcard is connected to a cel
phone, a user can send infegryation stored inthe IC
card via a tel ephone line. Furthernore, using tkesbo2e
card, the user can send paynent fromthe cell phone
y@f@the Internet. [0013] |If a file systemfor a
serV|ce provider is allocated in an internal nmenory

of taaitCogarsy and eerytgeof M1 Rbic@bns Ussk fide bherc
service provider (e.g., user
cadenin fordati bo/ extdweratlilyatbonunifararetilieon ronid oraiatd on
_about the remaining value, or the use history (lo0g))
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gﬁactless short-range communi cati o t at is the
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Accordingly, the wuser has a plurality of cards, each
thisad fardohe setndaed to7a cell phone, a user can send
information stored in the IC card via a telephone line.
Furthermore, using the IC card, the user can send payment
from the cell phone via the Internet.

[0013]

If a file system for a service provider is allocated in
an internal memory of the IC card and service information
used for the service provider {(e.g., user
identification/authentication information, information about
the remaining wvalue, or the use history (log))} is managed in
the file system, a useful service based on contactless
short-range communication that is the replacement for a
known prepaid card and a service card provided by each store
can be achieved.

[0014]

Conventionally, each service provider issues an IC caxd

to a user to provide the service thereof. Accordingly, the

user has a plurality of cards, each used for one service,




SO05P0026 and caries the cards with them In contrast,
according to an IC card that has a relatively

hi gh-capacity nenory space, the IC card can provide
sufficient nmenory space for storing information about
a plurality of services in the internal nenory.

[0015] For advance-paynent-type cards, such as
prepai d cards, to ensure proper business conduct for

i ssuing the cards, protect the purchasers of the
cards, and ensure the credybility of the cards, "A

| aw regarding the regulation of the S05P0026
advance- paynent -type cards and the like" (known as the

an?%d% S lt@l\é,) CQ?&S %% %%Egll?l I frl?eéj I‘LSC%atS.tEat agggn% Shsgtj%ros

0 advance- paynent -type cards st regi st er w W' he

arUtQdid esaandadre ragulisbed Bygh-hedaWe yAhSRory space,
according to the law, for providing a conveni ent

tserid cardo casepsoaintt snEifataent ngentank ebarg dsfedtoring
predetermned itenms, such as a |ogo and the contact

- infenmedd omsbope priimrediss af prepaiaes dar dh¢ointernal
surface of the card) (see section 12 of the |aw).

9 U1T6] When providing a prepaid card that stores

[§¢ aid information in the nmenory thereof, the nunber
0 1e'@roviding services is limted to one due to the
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law. In contrast, when an |IC card function'is used on
t@ dmduree pAepe L b (Likss donéett PhONRkuRaYi BB acalicp! ay
function, the requirenent of - 8
- protect the purchasers of the cards, and ensure the
credibility of the cards, "A law regarding the regulation of
the advance-payment-type cards and the like™ {known as the
‘"purika" law) has been established so that the issuers of
advance-payment-type cards must register with the
authorities and are regulated by the law. Also, according
to the law, for providing a convenient service to users and
maintaining marketing order, predetermined items, such as a
logo and the contact address must be printed on a prepaid
card {(on a surface of the card) (see section 12 of the law).
[0016]

When providing a prepaid card that stores prepaid
information in the memory thereof, the number of providing
services is limited to one due to the printing of
information on a medium regulated by the law. In contrast,

when an IC card function is used on a mobile device (e.g., a

cell phone) having a display function, the requirement of




SO05P0026 the regulation of the [ aw can be satisfied by
di splaying information related to the desired val ue
information (refer to, for exanple, Patent Docunent
1). Thus, a plurality of service providers can share
the IC card function. Accordingly, for the service
providers, the workload to issue a card is reduced
whereas, for the users, the nunber of |IC cards that
the user should carry with themis reduced. [0017]
Unfortunately, when a pluragity of service providers
share a single nenory area and each service provisdebogzs
is allowed to freely access a nenory area of a
I, f . Ser¥i rovi.der L ch r t 'y
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provider. As a result, the service provider cannot
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risk of |eakage of the value information wth high

SEFGANIPLPVIERLS QAT fsdeirggthe ohonfdard deactionls)
Therefore, iin the case where a_$lurality of ier ice
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have a feature to securely manage the information for
[@zctt service provider in the nmenory area. - 9

Unfortunately, when a plurality of service providers
share a single memory area and each service provider is
allowed to freely access a memory area of a different
-service provider which shares the memory, the value
information set for each service provider may be used by the
different unauthorized service provider. B&As a result, the
service provider cannot provide a reliable service. Also,
the user has the risk of leakage of the wvalue information
- with high liquidity, thus suffering economic loss.

[0018]

Therefore, in the case where a plurality of service
providers share an IC card, it is required that the user can
consider the IC card to be a card that each service provider
- originally issues when the user uses the service. 1In
addition, the IC card is required to have a feature to
securely manage the information for each service provider in

the memory area.




SO05P0026 [0019] [Patent Docunent 1] Japanese

Unexam ned Patent Application Publication No. 2003-
141434 Di scl osure of Invention Problens to be Sol ved
by the Invention [0020] The present invention

provi des an excellent data comunication apparatus
and nethod for managing a nenory of the data

comuni cati on apparatus that can store el ectronic
value information in the nmenory area and securely
exchange the information-fers for exanple, electronic
paynent. [0021] The present invention further s05pP0026
provi des an excellent data comunicati on appar at us
(8ffhyret hod for managing a nenory of the data
connunlcatlon apparatus that can provide a user wth

[BatsentOfDodsRens if an 1C card were directly issued by

a service provider of the service that the user is

Jepanere Upeysnigedrithtdndt Abadicamieohdaubdichoisecin e|2003-
manage information about a plurality of service

1ttb3A ders in a nenory area so that the plurality of
servi pr?vkders can share one IC card. [0022]

Di&?%ﬁ%ﬁﬁ? PR hr¥sent i nvention, a data
p LRI Gtans@PﬂﬁfQﬁ”%hQaYhQQHéuﬂF”Ufy space and

managl ng -
{0020)

The present invention provides an excellent data
communication apparatus and method for managing a memory of
the data communication apparatus that can store electronic
value information in the memory area and securely exchange
the information for, for example, electronic payment.
fO021]

The present invention further provides an excellent
data communication apparatus and method for managing a
memory of the data communication apparatus that can provide
a user with ease of use as if an IC card were directly
issued by a service provider of the service that the user is
currently using and that has a mechanism to securely manage
information about a plurality of service providers in a
memory area so that the plurality of service providers can
share one IC card.

[0022]
According to the present invention, a data

communication apparatus having a memory space and managing




SO05P0026 the nmenory space by separating the nmenory
space into one or nore file systens includes
controlling neans for holding a separating authority
key and managi ng the access to the file systemin the
menory space and a first file systemallocated to a
first service provider in the nenory space and hol di ng
an issuer key of the first service provider. Upon
receiving a separate package generated by encrypting,
using the issuer Kkey of -the tirst service provider, a
data bl ock containing a separate el enent packageosroo2se
generated by encrypting an issuer key of the second
T e S r 0
e e B T S e i
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retrieves the separate el enent package. The

sgmanatdnlgi agthoeans ldgcrypdt satdeirse dicabecebenentthe file
package, separates a free area of the nenory space in
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ta co ni cati on apparat us

a CHaaGkkepsckiyd afchdrRELH b PO A Migi@h8SSusing the issuer
communi cations unit and an I C chip having a data
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unit, a contact IC card having a termnal on the

senarigee ol hverbfpadhadan gentvr it iton encornhbng aan ossuer

1 2 g&ratugﬁé;.g., a cell phone, a personal handyphone
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authority.key and information about a new file system, the
first file system decrypts the received separate package and
retrieves the separate element package. The controlling
-means decrypts the separate element package, separates a
free area of the memory space in accordance with the
information about the new file system, and allocates the
separated memory area to a second file system holding the
issuer key of the second service provider. As used herein,
the term "data communication apparatus™ refers to a
contactless IC card including a wireless communications unit
o and an IC chip having a data reception/transmission function
and a data processing unit, a contact IC card having a
terminal on the surface thereof, or an information
_communications apparatus {e.g., a cell phone, a personal

handyphone system (PHS), or a personal digital assistance




505P0026 (PDA)) including an I C chip having the sane
function as that of a contact/contactless |IC card.
Thi s data conmuni cati on apparatus has a nenory area
i ncluding a data accunul ating nenory (e.g., an
EEPROM) and a data processing unit. This data
comruni cati on apparatus further has a data
conmuni cations function. In the case of, for exanple,
a cell phone, an external storage nmedium such as an
IC card incorporating an i@ chip, may be renovably
.mounted to the cell phone. Additionally, the | CsgBbpozes
may i nclude a subscriber identity nodule (SIM
tis . Stori riber,.inf '
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conmuni cation via an information conmuni cation
apewedrds, hasch masotherkat énngtdiny caatdi aecttylating
conmuni cate data wth an external apparatus either
nNGRYEY G- 9w r @ BEIREM)[ @0d3R ke grasseRiny nykE i oiThis
rovi des a service that ensures ecurity of, for
A TR RBC b5 (ERRGE 25EE APEE HGIEt FBRE Usi ng t he
r l.§t authepticatin u ion of- an_1C
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the plurality of services 'to share a single nenory
irspageranihgean tie di@pcamndy B SOsmdva®1pr Asented e ribeon
reduces the nunber of cards that a user carries and
catgnayese.[ 0BAdjtionkRly, the IC chip may include a

subscriber identity module (SIM) function for storing the
subscriber information provided by a cell phone carrier.

The data communication apparatus can carry out data
communication via an information communication network, such
as the Internet, or can directly communicate data with an
external apparatus either wired or wirelessly.

f0023]

The present invention provides a service that ensures
security of, for example, the exchange of value information
using the tamper resistant and authenticating function of an
IC card. More particularly, the present invention reduces
the card issuing load of service providers by allowing the
plurality of services to share a single memory space inside
the IC card. Also, the present invention reduces the number
of cards that a user carries and manages.

[0024]




SO05P0026 Here, when a plurality of service providers
share a single nenory area and sone service provider
is allowed to access a nenory space for a different
provider, value information set by each service

provi der may be accessed by other unauthorized
service providers. [0025] According to the present
invention, file systenms for a plurality of service
providers are allocated in a single nenory space, and
one data communi cati on apparatus can be shared by the
service providers so as to provide a plurality @bspooze
services. By separating the nenory area into a
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file syStens ctions*as a
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(i.e., one of the service providers) from being
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Initially, the entire nenory area in an IC card is
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Wien a service provider other than the original 1C
O HreSLBPT L S¥p TSt RECRENDTY, area to generate a
[éﬁ?gfl|e system the service provider is required for
€ authority of separating the nenory area and the
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For exanpl e, when the second service prov
pldrality of service providers are allocated in a single

memory space, and one data communication apparatus can be
shared by the service providers so as te provide a plurality
of services. By separating the memory area into a plurality
of file systems, the border between the file systems
functions as a firewall, thus appropriately preventing one
of the file systems {(i.e., one of the service providers)
from being accessed (intruded) by the other file systems.
{0026]

Initially, the entire memory area in an IC card is
managed by an original card issuer of the IC card. When a
service provider other than the original IC card issuer
separates the memory area to generate a new file system, the
service provider is regquired for the authority of separating
the memory area and the authentication by the original IC
card issuer.

[0027]

For example, when the second sexvice provider, which is




SO05P0026 a new service provider, desires to separate
the file system in a nenory area of an I C card, the
second service provider requests perm ssion fromthe
original card issuer, which is the first service
provider, to use a nmenory area in advance.
Subsequently, in order to give the permssion to
separate a free nenory area into a file system the
original card issuer acquires a "separate el ement
package" that is required if3o separating the file
system from a separating engineering nanager. [ @&328bo2s
Here, the separating engi neering manager assi gns an

2 ER X&YKL E‘éow&eﬂ 'a%si%%'geg%@éﬂ%rag;%”%ét g, gstJL%m

separation and a system co e separatin
18NgIMeRIyNE rERNdPedn tIeRa@ACT YIRd Ss ARt 3ekhQEK provider
including such data by using a separating authority
- rékgye e pergénsiat efrdihehsepat ateaklarentispaekagehiaond is
delivers this separate elenent package to the card
thestigist sengéce herediden,ssgense doekenpaty Bage iheadvance.

ti thority key Kd, th d i
SHRTIHER tdder YBIOHRY 1 SiFG PHE RMveied tepaharee o
t 0029]. | Th d,| . furth

et R R Qe e A o0 g e

i SARA alguekenent »Rackage andnite fAGgelt RRapunber of
bl ocks) of the separate area that the new service

refuMedie forSsppiradimd the |sEe USyIGEmalT romS Hesekeyating:
egggneering manager,
[0028]

Here, the separating engineering manager assigns an
area key Ki; of the file system newly generated by the
separation and a system code SC;. The separating
engineering manager then encrypts a data block including
such data by using a separating authority key K4 to generate
the separate element package and delivers this separate
element package to the card issuer. Since the card issuer
does not have the separating authority key K4, the card
issuer can neither decrypt nor falsify the delivered
separate element package.

[0029]

The card issuer further encrypts the data block

including the received separate element package and the size

(the number of blocks) of the separate area that the new

service provider is permitted to use using an issuer key K




SO05P0026 t hat exclusively belongs to the card issuer
SO as to generate a separate package. Since the
separate package is encrypted using the card issuer
key KI, a third party can neither decrypt the
separate package nor falsify the size of the separate
area. [0030] The card issuer requests the separation
of the file systemusing this separate package. \Wen
the separating request is received by an operating
systemof the I C card, theggsseparate package is
delivered to the file systemof the «card issuer seBppo2s
the basis of the area ID contained in an argunent.
e SeNAIALE:PackAdsd St hab Qﬁfﬁyﬂﬁ%ru%” stfg card
I ssuer key KI. Subsequently, the separate elenent
IPREKAEE ARdph et S| R Kiget hesseparale ARRalEpackage is
retrieved. [0031] Upon receiving the separate el enent
epackdgsl awsdnphehe sizel dbstihe Bepdafat @ ahesd fpaomovt ben
file systemof the card issuer, the operating system
neFthate decryrE dtlr crapsirs tehpackepamnte fellefitnt thrmakage of
‘ tusiQ%wth% separating authority key Kd to retrieve the
8% &SRS 'RI PHEUl ately after the separation (a defaul t
[é§§ﬂer key of the second service provider) and the
system code SCE. Thereafter, the operating system
sepahat 8sr@ 1B raheasof dihe Jequested ofidR fhom
the unused area. Furthernore, the operating system
syaten tlkénpsshies deparbhcapdckdee sy hem eades&afaring 15

request 1s received by an operating system of the IC card,
the separate package is delivered to the file system of the
card issuer on the basis of the area ID contained in an
argument. The separate package is then decrypted using the
card issuer key K;. Subsequently, the separate element
package and the size of the separate area are retrieved.
f0031]

Upon receiving the separate element package and the
size of the separate area from the file system of the card

issuer, the operating system of the IC card decrypts the

separate element package using the separating authority key

Ka to retrieve the area key Kiy; immediately after the

separation (a default issuer key of the second service
provider) and the system code SC;. Thereafter, the
operating system separates a memory area of the requested
size from the unused area. Furthermpre, the operating

system sets the issuer key K:; and the system code SC; for




SOS P0026 this area to define this area as a new file
system [0032] After the nenory space i s separated,
in order to access the file system the

aut hentication by the service provider of the file
systemis required in place of the authentication by
the original 1C card issuer. Therefore, when using
each service, a user of the I1C card can obtain ease
of use as if the IC card were directly issued by the
service provider of the serpngce that the user is
currently wusing. [0033] By repeating such a S05P0026
separating operation, a plurality of file systens

tGOEX &la it b BB 2023 of Lhe. %ﬁgreggatgﬂ?

separation of t e systemis consi to be a
(ydziual card issuing operation. [0034] Each of the
file systens in the menory space has area

i deitfitbrcilbe arnofyospate ofs asxbaatedt et nabrdoc 36 access

i ncludes a package encrypted using the issuer key of
theef g sysfsrenthe |qntdgakigatiee bupbe seceive mrarider

t.ernal. access having the area identifjcation
Ofﬁﬂﬁ?ﬁﬂﬁﬁoﬁngﬁnﬁﬁér'g@ﬂéﬁg h ﬁH%ET8FnF£8f ar gunent s
. I C .t h ntrol l.ing nea
A e e
witth W ngbasits -tk aneaskbdent idiLatl @BrinEoK ed 0n,

and the file systemdecrypts the package using the
cdSSuEr ukeyadfif hehe iTlce cardbwere directly issued by the
service provider of the service that the user is currently
using.
[0033]

By repeating such a separating operation, a plurality
of file systems coexist in the memory area of the IC card.
The separation of the file system is considered to be a
virtual card issuing operation.

[0034]

Each of the file systems in the memory space has area
identification information and an external access includes a
package encrypted using the issuer key of the file system.
In such a case, upon receiving an external access having the
area identification information and the package in the form
of arguments of the extermnal access, the controlling means
delivers the package to the corresponding file system on the
basis of the area identification information, and the file

system decrypts the package using the issuer key of the file




SO5PO26 system 00351 Accordingly, the service

provi der having the file system can communi cate with
the file systemwhile keeping secret froma contro
systemof the IC card and the original card issuer by
using the issuer key of the service provider. That

is, the service provider can anal yze, nmanage, and dea
with the threat to security independently fromthe
original card issuer. [00361 Additionally, when
separating a new file systam -the controlling neans
sets the systemcode of the file system togethegpabbbrs
the i ssuer code and the area identification
sbofQr mation. [0037] In this case, each service

provi der issues a request for acquiring the area
(oetentification information using the system code of
the service provider as an argunent of the request.

| n addotdiongly,n thespensics qpidid deeghasingttiee file
control ling means perfornms polling on each of the file
S $5/stie pant gommgl eat e va thr ehe i Hieky ishistam whileflkrepdindon

Sfro _ t he corres ondin% file systen1and returns the .
%ﬁﬁﬁg Féama?e%pnﬁéhﬁnﬁyﬁlEQtPBntW%ﬁ%ﬁ'ﬁﬁFﬁoﬂn@otQ?NPrlglnal
cdfH Liesgugf: thﬁs SR Vtih%s\v%sg{lg\/i ]5:'-jeeyr o%a%hgaggggignlp}/rqu%er .
system codée t her e%f. en € 7service provi CFeI‘
TIRACasSesht Nge i1 SHSLeALrt g SBIMIGE, - mddage, and deal
with the threat to security independently from the original
card l1lssuer.
[0036]

Additionally, when separating a new file system, the
controlling means sets the system code of the file system
together with the issuer code and the area identification
information.

[0037]

In this case, each service provider issues a reguest
for acquiring the area identification information using the
system code of the service provider as an argument of the
request. In addition, in response to the request, the
.controlling means performs polling on each of the file
systems to acguire the area identification information from
the corresponding file system and returns the acquired area
. identification information to the requester. The service
provider can manage only the system code thereof. When the

service provider accesses the file system, the service




SO5POO26 provider can sequentially acquire the area
identification information and can issue the access
request using the area identification information as
an argunent of the access request. [00381
Furthernore, after the service provider has acquired
the file systemthereof in the nenory space, the
controlling means may rewite the default issuer key
and the system code when the default issuer key and
the system code are set at i7the separating tinme. Thus,
the service provider can analyze, manage, and deakpgozs
with the threat to security concerning the file

pPYPLEM ot B ety ca provider %edeaor%%d?@tekt\f'ﬂc?a e
Separating engi neering marager who nanages the

i SEPAHALIRN 200 EHE fddR $HEl 8Bt es ANANAGCRsi hPO3RL area
According to the present invention, an excellent data

idamfiicaat bani appaiativs asdanedhpohd ofanBgi S¢cass
menory of the data conmuni cati on apparatus can be

rprrAtded that can store electronic value information
in the nenory area and securely exchange the

[9%4%r mation for, for exanple, electronic payment.

_[OOAFQlltﬁ\ginnct)geo’nalfJ% gﬁcordivn%eto the gr_e%esnt o

i nvEREFBRITERT SFESFI EHY Hat'd CoRFaNidar i o f55Rratts
tﬁﬂ“%ﬂﬁ@zg9gtgﬁrtﬁefg%f in the memory space, the controlling
means may rewrite the default issuer key and the system code
when the default issuer key and the system code are set at
the separating time. Thus, the service provider can analyze,
manage, and deal with the threat to security concerning the
file system of the service provider independently from the
separating engineering manager who manages the separation of
the file system.

Advantages

[00639]

According to the present invention, an excellent data
communication apparatus and method for managing a memory of
the data communication apparatus can be provided that can
store. electronic value information in the memory area and
securely exchange the information for, for example,
electronic payment.

[0040]
Additionally, according to the present invention, an

excellent data communication apparatus and method for




SO5POO26 managi ng a nmenory of the data comruni cation
apparatus can be provided that can provide a user
with the ease of use as if an IC card were directly

i ssued by a service provider of the service that the
user is currently using and that has a nechanismto
securely manage i nformation about a plurality of
service providers in a nenory area so that the
plurality of service providers can share one |C card.
[00411 Furthernore, accaordigng to the present
invention, file systens of a plurality of serviegespoo2s
providers are allocated in a single nenory area and

m%%ﬁ%%l.%iﬁ8m8£gW&QQ&% agé%ecgmmﬁﬁgggﬂioqag?paratus can be

I cation apparatus. Thus, the presen Invention
pERALJYOhEe ain eeflilient data wommniNCcakbons s apRarat us
and nmet hod for managi ng a nmenory of the data
al alhnurirdatve oa @ppartdtyus stkhatl sam preawiide ar@rided idfy the
of services using the single data comrunication
seippdicathist theouser Rgr chereheby wdidicanddativaintisges of
m%%ﬁ% present invention wll become apparent fromthe

ORI GO dRE AT "GBSERI pET OV Bx ERpPary PLurality
o%@%@m@ggﬁio% hrsr %fne%e%%rgo%ﬁ gliheea s%t tl:ggp eﬁb%kglvi\ﬂr%qsi'ty

est . or rrying . e nyentl on .
o£MRAdii BRNESo P ad e AhesRAte | SyeNntd Qi are now herein

described in detail with reference to the acconpanying
(60419

Furthermore, according to the present invention, file
systems of a plurality of service providers are allocated in
a single memory area and the service providers.share a
single data communication apparatus. Thus, the present
invention can preovide an excellent data communication
apparatus and method for managing a memory of the data
communication apparatus that can provide a plurality of
services using the single data communication apparatus.
[0042]

Further features and advantages of the present
invention will become apparent from the following detéiled
description of exemplary embodiments with reference to the
attached drawings.

Best Mode for Carrying Cut the Invention
[0043]
Embodiments of the present invention are now herein

described in detail with reference to the accompanying




drawi ngs. SO05POO26 0 0 4 41 The present invention
provi des a service that ensures security of, for
exanpl e, the exchange of value information using the
tanper resistant and authenticating function of an I1C
card. Mire particularly, the present invention reduces
the card issuing | oad of service providers by allow ng
a plurality of services to share a single nenory
space inside the IC card. Also, the present invention
reduces the nunber of cards that a user carries and
manages. [00451 Here, when a plurality of servi @®dspoo2e
provi ders share a single nenory area and sone service
vider is allowed to access a nenory space for a
d%ﬁ??%%%nt provider, value information set by each
[6@4a ce provider may be accessed by other
unaut hori zed service providers. [00461 According to
t he Theepeatern invieen@tionf prevsist emsetofca ti turedlshtrgs
of service providers are allocated in a single nenory
sePHEEY ghd 6pe @amPleomibai eathangeaapfaraius tafoimmtion
share%lb the service providers so as to provide a
oAl AR YoTREE SRTIATST By seBISRAGEERE. FRRGT YT ga e
LN pl.urality . of, fi.l e systens, the border between
¢ et SRR s et on M S onaP PR e AR
tIPRIQRN 8561 ¥g Pravedd Re-oRee Hfodil b iog SYBLRTRy &
(i.e., one of the service providers) - 2
plurality of services to share a single memory space inside

the IC card. Also, the present invention reduces the number
of cards that a user carries and manages.
[0045]

Here, when a plurality of service providers share a
single memory area and some service provider is allowed to
access a memory space for a different provider, wvalue
information set by each service provider may be accessed by
other unauthorized service providers.

[0046]
According to the present invention, file systems for a

plurality of service providers are allocated in a single

- memory space, and one data communication apparatus can be

shared by the service providers so as to provide a plurality
of services. By separating the memory area into a plurality
of file systems, the border between the file systems
functions as a firewall, thus appropriately preventing one

of the file systems (i.e., one of the service providers)




S05P0026 from bei ng accessed (intruded) by the other
file systens. [0047] Initially, the entire nenory
area in an IC card is nanaged by an original card

i ssuer of the IC card. Wen a service provider other
than the original 1C card issuer separates the nenory
area to generate- a new file system the service
provider is required for the authority of separating
the menory area and the authentication by the origina
IC card issuer. [0048] .Abiger. the nenory space is
separated, in order to access the file system &hepgozs
aut hentication by the service provider of the file

t .S Lred, . I f e hent . cat i by

ST TR AEPUPR L AT BaRER Bl oML EEL PR

[®@@ch service, a user of the |C card can obtain. ease
of use as if the IC card were directly issued by the
servnteiprby) darte ehttihe satodcardddatnt B® ISefands is
currently wusing. [0049] The basic concepts of

nEsenbac endar dgvonimptirdat sower bel wden I&nch Bl cartheand
a card reader/witer are described _next with

ST RfPeREQVEGF Yo thAg 9he [opsbRalwiferasd tntuer
G PRl LS Ao O, ML B L, G
service provider is required for the authority of separating
the memory area and the authentication by the original IC
card issuer.

[0048]

After the memory space is separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by the original IC card issuer. Therefore,
when using each service, a user of the IC card can obtain
ease of use as if the IC card were directly issued by the
service provider of the service that the user is currently
using.

[0049]

The basic concepts of noncontact data communication
between an IC card and a card reader/writer are described
next with reference to Figs. 1 and 2.

[0050]
Wireless data communication between a card

reader/writer and an IC card is realized on the basis of the




S05P0026 principles of electromagnetic induction. Fig.
1 schematically illustrates the basic concepts of

wi rel ess data conmuni cation between a card
reader/witer and an IC card. A card reader includes
an antenna LRW conposed of a [|oop coil. By applying
an electric current IRwto the antenna LRW a
magnetic field is generated around the antenna LRw.
On the other hand, a loop coil Lc is electrically
formed around the I1C card- 2At terminals of the | oop
coil Lc of the IC card, an induction voltage iss05pP0026
caused by the magnetic field generated by the | oop

pah el d o 0L 1L BEr G etrl%a@ﬁa{laéu&;?r Fiige pnduction
voltage is input tot termnals of thé IC card

scmmmmxﬁdailyolnhESEﬁﬁﬂnguﬂmé bhsibecol@aqgp scoffl wleeless
[0051] The coupling ratio between the antenna LRW of

debhe carminicesilen/hativeem andarfertadsr uiiltek. and arheld C
card varies dependln% on the positional relatlonshlp

CR¥dr eBetiREEn reafReh T LIPB o AT a2 RYR B pe ISPRCERF et the

ant e L card reader/witer an d the oop
1550 fﬁ’e'h%mf%maqr&nf SHRRCEG ot S thS

orm on

ar%:é:rg{ad'L Yo nlaBRetfRAE NI %508%535:59& Cgroutnlae th& &ﬁEana

can be nodeled as shown in The card

Liyeades / td odheFOHMhAS €5 Idb§ %b@@tLécas:@uéeeklcdfmy
applied to the antenna LRw so that a voltage VOi nduced

formed Rercodptioi IC lhiralf. t Ae t&mingld inbtal ddae.coil Le
Using this - 22

of the IC card, an induction voltage is caused by the

magnetic field generated by the loop antenna L. of the card

reader/writer. The induction voltage is input to the

terminals of the IC card connected to the terminals of the

loop coil L.

fO051]

The coupling ratio between the antenna Lgy of the card
reader/writer and the loop coil L. of the IC card varies
depending on the positional relationship therebetween.
However, from a system perspective, the antenna Izy of the
card reader/writer and the loop coil L. of the IC card form
one transformer. Accordingly, the read/write operation of
the IC card can be modeled as shown in Fig. 2.

[0052]
The card reader/writer modulates the electric current

Izy applied to the antenna Lpy so that a veoltage Vy induced in

the lcop coil L. of the IC chip is modulated. Using this




SO05P0026 phenonenon, the card reader/witer can

transmt data to the |1C card. [0053] Additionally,

the IC card has a function to change the |oad between
the termnals of the loop coil Lc in accordance wth
data to be returned to the card reader/witer (I oad
switching). Wien the | oad between the term nals of the

| oop coil LO varies, the inpedance between the

term nals of the antenna of the card reader/witer
varies. Thus, the variance2 n the electric current

| RW passing through the antenna LRWor a voltageovRid26
of the antenna LRWis produced. By denodulating this

pHakdANGR, the card fe%@%%/wfft&fr rtrarngﬁ@tv atdedata
returned ‘fromthe I'C card That 1s, by varying

1theaddad of the antenna in accordance with the
response signal to the inquiry signal fromthe card
[@@ﬁﬂer/mwiter the IC card can nodul ate the anplitude

of a signal pearln% in a reception circuit of the
car @deé H%@4¥&M4¢9he Rusard Heas @ é&ﬂ@té%% o ffandcat ke

e card reader/ 0] The_ 1 C card
l‘_%%é }e&gﬁan e O AALE AP of™ b phREAcIa L By %f%@@ﬁme
53 b i gy, £ Oy Gaf ltentﬁepééla& gc%aﬁ%rgwrl Jhdad
one i ncor por at i ng an | nt egr ate clrcult c avi ng
s@:[l:dl’@n@_ﬁr.d FRC tA1N. 1 oBQr b8 HPLh GiHeY it e@miHSES $‘ﬁ?rt§ien,loop

ei ther - 23
coil L. varies, the impedance between the terminals of the
antenna of the card reader/writer varies. Thus, the
variance in the electric current Igy passing through the
antenna Lgy or a voltage Vegy of the antenna Lpy is produced.
By demodulating this variance, the card reader/writer can
receive the data returned from the IC card.
[0054]

That is, by wvarying the load of the antenna in
accordance with the response signal to the inquiry signal
from the card reader/writer, the IC card can modulate the
amplitude of a signal appearing in a reception circuit of
the card reader/writer. Thus, the IC card can communicate
with the card reader/writer.

[0055]

The IC card may be a card data communication apparatus
or may be an information communication apparatus (e.g., a
cell phone) incorporating an integrated circuit chip having

an IC card function. For simplicity, as used herein, either




SO05P0026 one of the apparatus incorporating an |IC card
and the apparatus in which the IC card is renovably
nmounted is also referred to as an "I C card". In
addition, the integrated circuit chip having an IC
card function is nmounted in a nobile device (e.g., a
cell phone or a PDA) and an information processing
apparatus (e.g., a personal conputer (PC) in order
to communi cate data with an external apparatus. In
such a case, the IC card Jngl udes an externa
peripheral interface in addition to the interfacgpEehooe
communi cating with the card reader/witer wired or
Wi T € sly. [0056] . Fig. 3 illustr s..the_hardware
o GUEarPBA-OF T8 Y EPoZBRMIA Thtlor AopAPal e
PSS NG nt Qni bR PLLSRNLaAVERt} Qibvabilerdaheed is also
comuni cation apparatus has an |1 C card function that
réfd s ttheaknker mad vl ath | ddiEdiry, ther enfedentdas
accessed when a conmuni cati on antenna is attached and
carcuigadéripwhateng famcid earthatnsuppl iies mennegd ermal
apparatus having an IC card function with electric
it defi6rdée- 9o adfildvehemt Lexcfifde 2anthaR dat a

'.CﬁnnunLcation apparatus inpcorporates an |IC cfig
ITHETTAING BECST O 1 GPROR aNal g S ¢i PolrPE 905 e
(BF0CE$SLRge Nt S 5% B8 CAL Jiecgﬂ%/ weiter.function

anal og Circuit n-an exanpl e own in the
apiAWthg,. the s dhas the t@rdh/eadcowoike an external

function. However, this card read/wite function is
pawditph@iradl 2dterface in addition to the interface for
communicating with the card reader/writer wired or
wirelessly.

[0056]

Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to the present invention.
"The data communication apparatus has an IC card function
that allows the internal nonvelatile memory thereof to be
accessed when a communication antenna i1s attached and a
reader/writer function that supplies an external apparatus
having an IC card function with electric power in order to
achieve data exchange. The data communication apparatus
incorporates an IC chip including a card function analog
circuit 30, a data processing unit 40, and a card
reader/wrifer function analog circuit 50. In an example
.shown in the drawing, the IC card has the card read/write

function. However, this card read/write function is not an




SO05P0026 essential feature of the present invention.
[0057] In the card function analog circuit 30, carrier
waves received by an antenna 32 are rectified by a
rectifier 31 and are delivered to a signal processing
unit 44 of the data processing unit 40 and a logic
circuit 38 via a serial regulator 33. [0058] The
logic circuit 38 starts in response to a start signha
input froma start-signal input termnal Po,,. The
logic circuit 38 control s tdhye voltage fromthe seria
regul ator 33 and the voltage input froma power supphb¥y2s
term nal VDD so as to supply a power supply voltage

-20Br0AN Fa .ot Ll Coards, [ 0008l he ser al

Fenai ns t ha out ge constant
[@@gﬁfdless of the level of the i nput vol tage. That
if the input voltage is high, the serial regulator
33 Inneéheasesd themdtibear aahlogpedande S0, agaifi dmivatvaisn
the voltage constant. In contrast, if the input
reefierye bys ahoantentre Xepiral reeguf badby3d decrebses dlhe
i nternal _i.mpedance so . as_to maintain the voltage
al&%r%‘-ieaﬁitell["ﬁ%@] to g @&gpééjepﬂ%tz%%stjd}g ¥ ifpAltt %f' }tehéiata

pro regshslline(r:gnnﬂec ?\éé;rl&_ aggo‘;;rlgmc?rgui’\?%ss%%' ¥ seyiatllo“ ng
regulator 33.
[0058]

The logic circult 38 starts in response to a start
signal input from a start-signal input terminal Pgy. The
logic circuit 38 controls the voltage from the serial
regulator 33 and the voltage input from a power supply
terminal Vpp so as to supply a power supply voltage
appropriate for the IC card.

[0059]

The serial regqgulator 33 remains the output veoltage
constant regardless of the level of the input voltage. That
is, if the input voltage is high, the serial regulator 33
increases the internal impedance so as to maintain the
voltage constant. In contrast, if the input voltage is low,
the serial regulator 33 decreases the internal impedance so
as to maintain the voltage constant.

[0060]
A voltage detector 39 monitors the input terminal

voltage from a power-supply monitoring circuit connection




S05P0026 term nal VBT connected to the logic circuit
38. If the voltage of an external power supply drops
bel ow a predeterm ned voltage, the voltage detector
39 outputs a signal for disabling the use of the
external power supply to the logic circuit 38. [0061]
. Additionally, in the card function analog circuit 30,
a carrier-wave detector 34 determ nes whether radio
waves input fromthe antenna 32 include carrier
waves. |f the radio waves jgshput fromthe antenna 32
include the carrier waves, a carrier wave deteckh@Bgp2s
signal VRis output to the logic circuit 38. The
ci 38, can, funt Qut put _a . sjgna
tég@ﬁ Vr fﬁgchﬁg %%ﬁ%lero lseslﬁ?e de sgecté %ethe

vé&%ébd3kﬁcﬁﬁsé£%bfﬂuﬂ el Q0621y HdfO0pkigytgactor 35
extracts a clock fromthe radio waves input fromthe

pRsdetyrmid2dandl geld venhe bbilsagé adecddor 36l &6kputs a
sel ector 36. A clock oscillator 37 is conposed of, for
s el fer dlg@@lxmgrﬁaﬁomaeopfdthﬂxﬁxa¢r@aﬂspdeetrﬁuﬂnly to
card. . The clock oscillator 37 generates a cl ock of
t@%é“ﬂ?ﬁvphﬁcu%?éﬁhency used for the IC card and
&f |vers the clock to the clock selector 36. The
oék sel ector 36 selects one of the «clock delivered

[T omybine; sl e BGLoLa AP ARG Chotdy Adlduaier e,
fromthe clock ‘oscilTator 37 an elrvers

c&etieat-edvel 8ske dtdreaah deoppaANEsE WethBe L&dtarshves 26

input from the antenna 32 include carrier waves. If the

radio waves input from the antenna 32 include the carrier

waves, a carrier wave detection signal VR is output to the

logic circuit 38. The logic circuit 38 can further output a

signal indicating that the carrier waves are detected to the’

data processing unit 40.

[0062]

A clock extractor 35 extracts a c¢lock from the radio
waves input from the antenna 32 and delivers this clock to a
clock selector 36. A clock oscillateor 37 is composed of,
for example, a gquartz resonator disposed outside the IC card.
The clock oscillator 37 generates a clock of the driving
frequency used for the IC card and delivers the clock to the
clock selector 36. The clock selector 36 selects one of the
clock delivered from the clock extractor 35 and the clock
delivered from the clock oscillator 37 an& delivers the

selected clock to each component of the IC card.




SO05P0026 [0063] The card reader/witer function
analog circuit 50 includes a transm ssion anplifier
51, a reception signal detector 53, a reception
anplifier filter 54, and transm ssion and reception
antennas 52 and 55. [0064] When transmtting data,
the signal processing unit 44 of the data processing
unit 40 nodul ates and D/ A-converts the data to
generate a transmi ssion signal that is up- converted
to an anal og base-band. Theg ransm ssion signal is
output fromthe antenna 51 via the transm ssion ggspoo2é
anplifier. A signal received by the antenna 52 is
[g@éfpted by the reception signal detector 53 and is
anplified by the reception anplifier 54. The signa

i s trhencdediveied AR i1the rehdN@n RHAEESSENS-WN tspd4.
The signal processing unit 44 down-converts the
is¢gris kotthesmahsd 0 hapeibaed Signralrectbeishgfidnal
processing unit 44 then D/ A-converts and denodul ates
detretirgRdl eoreegnioiduc emphefd¢yifidltedatd, 2p@0155] The
card read/wite operation between the IC card and the
E e eEA08r FUR | TSR OPhaPEaRA R4 RRA déscribed in
[6§%{Fion to Figs. 1 and 2. [0066] The data processing
unit 40 includes, in addition to the above-described

Si gRgkn PEALESSIHIY ngnhbt 44, t1fe %QQhﬁﬁlpioggésing unit 44
of the data processing unit 40 modulates and D/A-converts
the data to generate a transmission signal that is up-
converted to an analog base-band. The traﬁsmission signal
is output from the antenna 51 via the transmission amplifier.
A signal received by the antenna 52 is detected by the
reception signal detector 53 and is amplified by the
reception amplifier 54. The signal is then delivered to the
signal processing unit 44. The signal processing unit 44
down-converts the signal to the analog base-band signal.

The signal processing unit 44 then D/A-converts and
demodulates the signal to reproduce the digital data.
[0065]

The card read/write operation between the IC card and
the card reader/writer is the same as that described in
relation to Figs. 1 and 2.

[0066]
The data processing unit 40 includes, in addition to

the above-described signal processing unit 44, a central




SO05P0026 processing unit (CPU) 45, a data encryption
engi ne 46 using, for exanple, the data encryption
standard (DES), an error correction unit 47 using,
for exanple, the cyclic redundancy check (CRC), a
random access nenory (RAM 41, a read only nenory
(ROM 42, an electrically erasable and progranmabl e
ROM (EEPROM) 43, a UART interface 48, and an |2C
interface 49. Al the above-described conponents are
connected to each other wisg an internal bus. [0067]
The CPU 45 serves as a main controller that perfeapaBogre
overall control of the operation of the IC card. The

>t ogl a Jn, £_ex | e,
o P A ARt oL LA G008, SLOLRAISL Shtp e aRlns,
£EAVeARPIRNt thdessrd hedryBel OW) s PLAYA QLA DBY) aNan error
operating system (QOS) og the IC card. For exanpl e,
- coheed@RdMbnéxedutesira) dppl egabp D, abeuicydaia rddurbRncy
transmtted and data received via the card function
cheradt o§RE) r cai randemmEcelle pamery eI/ Wil t er réamctrnlon

anal og_cir git 50.. [0068] .. The signal processing unit
AP SR e84+ OMA-TSTIFELFRLLY afR AR CoAVEr PEOGRATNARS

< (AR 150 S, SR UTALL S RLRG Sselty

er/writéer furcti on anal og

450. alhe +8L0RBbveIALRSILAE UBhdodkh @ $Qed0URRe SO RIS S,
A/ D-converts, and denodul ates the received data.

eddD@dher 2Ba an internal bus.

[0067]

The CPU 45 serves as a main controller that performs
overall control of the operation of the IC card. The CPU 45
executes program code stored in, for example, the ROM 42 (or
- the EEPROM 43) in the execution environment {(described
below) provided by an operating system (0S) of the IC card.
For example, the CPU 45 executes an application about data
to be transmitted and data received via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50.

[0068]

The signal processing unit 44 modulates, D/A-converts,
and up-converts data to be transmitted via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50. The signal processing ﬁnit 44 also down-

converts, A/D-converts, and demodulates the received data.

[0069]




SO05P0026 The DES engi ne 46 encrypts and decrypts data
to be transmtted and data received via the card
function analog circuit 30 and the card reader/witer
function analog circuit 50 using a secret key
encryption schenme based on a publicly recogni zed
algorithm [0070] The CRC 47 perforns a cyclic
redundancy check on data received via the card
function analog circuit 30 %nd the card reader/witer
function analog circuit 509 0071] The DART 48 a g
the 12C interface serve as an external wred S05P0026
interface for connecting the IC card to an externa
appéwl&t BB ewngincadbacperyrphorel decPPALs ofatd ger onal
ut er (not hown i n Fi 3). The DART éuniversa
tJa 5089 S \Fé*—rcetlﬁf&%sﬁf?t%*ﬁ pgdcoHvertn analog

CP].aélﬁtjl %]O a%dggﬁé card 23 far wrlt n%un%ﬁ:lggngg%

sefri1al “signal aralle na co

c{Q&YﬁJ 50708 RAM Asledx%ta KA Eé@i:ﬁpﬂ&%ﬁofs}éhgﬁétbas'@? drPd

executes a programusing the RAM 41 as a work

pﬁﬂlﬁtlyAreﬁBgﬁIMmSQﬂ@@rﬁtﬁﬁlded by the RAM 41 is
addressabl e. The CPU 41 and each component on the
[¢®ht®r nal bus can access the nenory space. [0073] The

EEPROM 43 is a nonvol atile nenory unit for which an -
29 The CRC 47 performs a cyclic redundancy check on data

received via the card function analog circuit 30 and the
card reader/writer function analog circuit 50.
[0071]

The UART 48 and the I’C interface serve as an external
wired interface for connecting the IC card to an external
apparatus, such as a cell phone, a PDA, or a personal
computer (not shown in Fig. 3). The UART {(universal
asynchronbus receiver transmitter) 48 converts parallel
signals to & serial signal or converts a serial signal to
parallel signals in a computer.

[0072]

The RAM 41 is a writable memory unit. The CPU 41
executes a program using the RAM 41 as a work area. A
memory space provided by the RAM 41 is addressable. The CPU
41 and each component on the intexrnal bus can access the
memory space.

[0073]

The EEPROM 43 is a nonvolatile memory unit for which an




SO05P0026 erase operation can be perforned and new data
witten. As wused herein, the nenory area in the IC
card is basically referred to as a witable area in

t he EEPROM 43. [0074] The nmenory area includes at

| east one file system In an initial state, the
nmenory area i s nanaged by a single file system
managed by the original 1C card issuer. Subsequently,
a service provider other than the IC card issuer
separates the nenory area t0 generate a new file
system The file separation fromthe nenory spacéOPﬁOOZG
the EEPROM 43 and an access operation after the file
eERPRARSTER 1oar eat dax ripdgrinpd dendinevhaledw, WEDOYS]-  As

4 is a_schematic illustration of the structure of

Fi g.

“%e‘g&}ﬂrre&P's§/§? SMTBITY & Sfendr Yrarka 9ot ke Pesteady
r%ﬁ&%e‘éi g a%"at{#&@{ Gsenl LNy entl op sy shouwn in Fig.
, i's control ~systemis baS|céTIy i pl eménted in
(e f orm of a subsystem of the operating system The
control systemincludes a protocol interface nodule,

-~ andTae GEneoy ermduiheluasd @t flidaat syst efMe [HteM. The
protocol interface nodul e handl es an access request
- anoinifdafli bbabystidm fremaranaes: eknalanggedr byus sirglche
external peripheral interface, such as the UART 48,

TL SYFEeRcRRR_ISE i dt e 8TERENE} 1€ SPSPehBFRdM t he

S&ggé%ﬁén%Qy, a service provider other than the IC card
issuer separates the memory area to generate a new file
system. The file separation from the memory space in the
EEPROM 43 and an access operation after the file separation
are described in detail below.
[0075]

Fig. 4 is a schematic illustration of the structure of
a control system of the memory area in the IC card according
to the present invention. As shown in Fig. 4, this control
system is basically implemented in the form of a subsystem
of the operating system. The control system includes a
protocol interface module, and an 0S8 core module, and a file
system.
[0076}

The protocol interface module handles an access request
to the file system from an external apparatus via the
external peripheral interface, such as the UART 48, and an

access request to the file system from the card




SO05P0026 reader/witer via the contactless |IC card
interface. [0077] The OS core nodul e encodes and
decodes data exchanged wth the file system corrects
the error of the data using the CRC, manages the
nunber of data updates for each block of the EEPROM
43, checks a PIN, and perforns nmutual authentication.
[0078] Furthernore, the OS core nodul e provides
several application progranm ng interfaces (APlIs) for
accessing the file system{e. g., APIs for PIN
checking and nutual authentication during file 80084426
and APIs for file reading/witing). [0079] A
Rl CHliteecEs3 Fhe penfteciidss ol § hea IREBRONK48cser vi ng
[g ,ﬁ file systementity. The physical nenory access
@E ation to a nenory device including an EEPROM i s

melhhekagm@o£%)ﬁggﬁi§ ?5&%%%9 ;Hh!: % %ré}%;gfg%%%%%gﬂs

description hereo provi

wiBiHe 3188 Sy¥pPaaedtAtclhs EEPROM 43 Jiehddgst Alusing
| east one file system In an initial state, the nenory

tlas eZRC,I mammpagethdynmkeirngtedétd essicamrprnages ek
the original 1C card issuer. Wen a service provider
obttHer BEYRAMt A, drdgfisnal PLE, candl pesigamsseparat es t he

nmenory area to create - 31
authentication,

[0078]

Furthermore, the 0S8 core module provides several
application programming interfaces (APIs) for accessing the
file system (e.g., APIs for PIN checking and mutual
authentication during file access and APIs for file
reading/writing).

[0079]

A physical access is performed to the EEPROM 43 serving
as a file system entity. The physical memory access
. operation to a memory device including an EEPROM is well
known to those skilled in the art. Therefore, a description
thereof is not provided here.

[0080]

A memory area expanded on the EEPROM 43 includes at
least one file system. 1In an initial state, the memory area
is managed by a single file system managed by the original
IC card issuer. When a service provider other than the

original IC card issuer separates the memory area to create




SO05P0026 a new file system the service provider is
required for the authority of separating the nenory
area and authentication by the original IC card
i ssuer. After the nenory space is separated, in order
to access the file system authentication of the file
system by the service provider is required in place
of authentication by the original IC card issuer. The
separation of the file systemis considered to be a
virtual card issuing opeféﬁﬂoﬁ. [0081] The OS nanages
a separating authority key Kd for permtting t hgUoF0026
separation. Additionally, the OS manages an issuer
akesh K1ilef syReensser serivacer Pypwniden Gscarduisediefonrthe
the service provider which has separated the file), a
a ghﬁ?ﬁﬁy S dESP AR 119 dPEamPRPE B2t e itf PRAGEREFFateon

bg;tgfeefﬁ)]%g?%ﬁ? Ié i(.j:aerdslé_ssts%mr. golggtzér t-L% {arlgglc?%? sthaecef i:i_lse

Focedure 1 nclrudin rreques or< ar ar ea

sé f&tday hngraand HB“&&%%s@UEﬁénfiféﬁéy%%emlS required.
e issuer of the file system (the card issuer for

atttemriicgithah &f | eheOrfillke sgetam aey MRV isdet i vhi gokiskRs is
the file systemafter being separated) poles the file
reysitrads inuplage o B ysitbent odatidratbyt dei ssigindf ttheard
file systemhas in the formof an argunent so as to
1SRHE T e TRReSAP 2R 1iDmoPfathfrehbly e &Tcber eepriftasng 6
béQF‘;ile ;ésgggH_Subsquentlg nmut ual aut henti cation
P € P Erhed tRiTS PhPs°BFEa 1B and an - 32
[0081]

The 05 manages a separating authority key Ky for
permitting the separation. Additionally, the 0S manages an
issuer key Kr of the issuer (the original IC card issuer or
the service provider which has separated the file), a system
code, and an area ID for identifying a file area for each
file system.

[0082]

To access the file system, a procedure including a
request for an area ID by polling and mutual authentication
is required. The issuer of the file system (the card issuer
for the original file or the service provider which uses the
file system after being separated) poles the file systems
using a system code that the issuer of the file system has
in the form of an argument so as to acquire the area ID of a

‘memory area corresponding to the file system. Subsequently,

mutual authentication is performed using this area ID and an




SO05P0026 issuer key Kl. If the nmutual authentication

is successfully perfornmed, the access to the file

systemis permtted. The access to the file systemis

performed through encrypted conmunication using the

i ssuer key KlI that is unique to the file systemfor

the issuer. Accordingly, a different file system

cannot read data fromthe file system w t hout

perm ssion. In addition, an issuer other than the

i ssuer of the file systeém@annot read data from and

wite data to the file systemwithout pernissiof03F0026
[0083] Fig. 5is a schematic illustration of the

issyarctheveKof I $bevingbupl cwithengisysiem forsurmeagiingly
el ectronic_noney, an electronic ticket, and other

P%m@qdnf SPAeRFeRSUdionghs Felatixadiep Hﬁgﬁeélab%"cﬁ?‘f%-y [I&e

A& i PR LR SRR $3uBFPEinsh Foatrane e%%%ta%s
céramd‘fﬁ%%t@gna@si ch{ed iis§§%grke3?§( @hQPnPQ ue ta the

conmmuni cat 1 ons appar at us use car S ora

fAI €& yERRBAJESr 2Zhe &éﬁ@&f.ackéé@fdlq@ﬂwnbcélfﬁ@ﬁent file

“apparatus 13 used by a manufacturer 23 of the

syppar gbuset anehd algtofage theafislepayatengwapipartat us 14
and a managenent file registration apparatus 15 used

Peirigsiard storadfitdosa agetssumy qIEg5Fhapnthhel spperent

1 en the 1C card |ssaer 21 issues an - 33
thé file system cannot read data from and write data to the

file system without permission.
o083}

Fig. 5 is a schematic illustration of the structure of
a service providing system for managing electronic money, an
electronic ticket, and other value information using a
relatively high-capacity IC card.

[(0084]

As shown in Fig. 5, for example, a system 1 includes an
issuer communications apparatus 11 used by an IC card issuer
21, a manager communications apparatus 12 used by a card
storage area manager 22, a manufacturer communications
apparatus 13 used by a manufacturer 23 of the apparatus, and
a storage area separating apparatus 14 and a management file
registration apparatus 15 used by a card storage area user
24.

[0085]

In the system 1, when the IC card issuex 21 issues an




SO05P0026 I C card 16 to a card holder 26, file data
related to a service provided by the card storage

area user 24 is stored in the IC card 16 on the basis
of a predeterm ned condition. Thus, the card hol der

26 can receive the services fromthe |1C card issuer

21 and the card storage area user 24 using the one IC
card 16. [0086] As shown in Fig. 5, in the system 1,
the i ssuer comuni cations apparatus 11, the manager
communi cations apparatus P2, “the manufacturer

conmmuni cations apparatus 13, the storage area S05P0026
separating apparatus 14, and the managenent file
1§ eqpizst rldt itonaapped dtaislelr5 245 ef thmmsdteed efletedcto ot her
via a network 17. [0087] @ The IC card issuer 21 issues
SERE ICPEArdde8 by Prorde SRR WiseE #8i Hy tiREed

ar [ recepvin uest from.the
i Enf Brdlofod enhdRehRott Atk i Rt R o
TRES Qs caraeﬁaﬂ&@r 1 |.8Rdre2e SIOTAME A @ﬁcwaﬂaﬁ et
used by the ICcard issuer 21 in a storagée unit
1€ SeMCaRduekopl N e ebrihetdGgaradcbbuskssaedidiyg

the IC card issuer 21 to the card storage area user
tige] . onfe0@89tardhee manuf act urer 23 manufactures the
storage area - 34
[0086]

As shown in Fig. 5, in the system 1, the issuer
communications apparatus 11, the manager communications
apparatus 12, the manufacturer communicaticns apparatus 13,
the storage area separating apparatus 14, and the management
- file registration apparatus 15 are connected to each other
via a network 17,

[0087]

The IC card issuer 21 issues the IC card 16 to provide
its own service using the IC card 16.

[0088]

Upon receiving a request from the IC card issuer 21,
the card storage area manager 22 performs a service to lend
a storage area that is not used by the IC card issuer 21 in
a storage unit (semiconductor memory) of the IC card 16
issued by the IC card issuer 21 to the card storage area
user 24.

[(0089]

The manufacturer 23 manufactures the storage area




SO05P0026 separating apparatus 14 in response to a
request fromthe card storage area nanager 22 and
delivers the storage area separating apparatus 14 to
the card storage area user 24. [0090] The card
storage area user 24 requests the card storage area
manager 22 to allow the card storage area user 24 to
use a nmenory area of the IC card 16 and provides the
service of the card storage area user 24. The card
storage area user 24 cof?ggpﬁnds to the
above- descri bed service provider which separate§0?ﬁ8026
nmenory area and creates a new file system The card
seporayesarpravstns 24 gmovedeense stown regeevt céryy the
using its own file system [0091 The card hol der 26
C‘?%%eﬁ”iﬁé’é‘gtehér%: W@%szzr B8Rt %‘@rscéﬂhe P*é%{r%?e ZESSo
Juse a serV|c rov ed b e IC card issu 4
S%I?Lar ey Pﬁsa’é%%s &'é?r 8 8% rse PR S BEETVETCY ? '
(§84j ce provided by the card storage area user 24
after the IC card 16 is issued, the card hol der 26

stomee thl@ sthdaaer arahedsép :Iéhe:eiﬁﬂé‘éltgetlﬁ)é QHrdedtbyage
the card storage area user 24 in the IC card 16 using

atdre rsremageZarea aldepathei ngrdpparatass at4aansket 4 to
managenent file registration apparatus 15.

UShet dEMO&Y, 2 e ardrendldeprrget &ﬁ“béﬁpﬁld9§|?ﬁﬁt%ﬁ¥Vlce
ferV|ce OV|ded by the carg#stora e area_user

00¥21°3t8 protitRe HoSerirte’f ronthé&are EBPHa?%sad%era 21

u§g¥jj% co%%esponds to the above-described service prov1der
which separates the memory area and creates a new file
system. The card storage area user 24 provides its own
service by using its own file system.

[0091]

The card holder 26 receives the IC card 16 from the IC
card issuer 21 s0 as to use a service provided by the IC
card issuer 21. When the card holder 26 desires to receive
the service provided by the card storage area user 24 after
the IC card 16 is issued, the card holder 26 stores file
.'data.related te the service provided by the card storage
area user 24 in the IC card 16 using the storage area
separating appératus 14 and the management file registration
apparatus 15. Thereafter, the card holder 26 can begin
using the service provided by the card storage area user 24.
[0092]

To provide a service from the IC card issuer 21 and a




SO05P0026 service fromthe card storage area user 24
using one IC card 16, the system 1 has a
configuration so that unauthorized person cannot read
data from and cannot wite data to the storage area
storing file data related to the service provided by
the 1C card issuer 21 and the card storage area user
24. [0093] As its nane inplies, the IC card 16 may be
a card-type data communi cation apparat us.
Alternatively, the 1C card3P6~ may be realized as
cel | phone (or a different mobile device or a CEO5P0026
devi ce) incorporating a sem conductor chip having the
s¢¥iggr drbunthe ormrd G094Rge Abtdouger EleubbneguindgC card
descrlptlon is made with reference to one IC card
19 sdifer s78teBNnk }Ef"‘a"’r d‘ W&Fé@%‘—”%‘?%&l Sfs EPadgungineh Griged

card holde 26 each one.ma ra
PT%’S]CE‘“PH Frad Bl e, SAFT AR TR D 4P ehe
glael a&xaoétoﬁqalﬁqepagysdﬁéﬁa élet%' ltﬁsaésm& a
S|ng e nenory area of the |IC car a single

pElatidiecoByUhE atd arappakabys2i Sand lwéedaba sher &8 \virea
providers so as to provide a plurality of services.
usgyd f4separate file system configuration can provide
t he managenent of a nenory area available to a
ific service provider that has a perm ssion of an

Bgs its name implies, the IC card 16 may be a card-type
data communication apparatus. Alternatively, the IC card 16
may be realized as a cell phone (or a different mobile
device or a CE device) incorporating a semiconductor chip
having the IC card functiocn.

[0094]

Although, the foregolng description is made with
reference to ocne IC card issuer 21, one card storage area
user 24, and one card holder 26 in Fig. 5, each one may be
plural.
f0095]

In this embodiment, file systems for a plurality of
service providers are allocated in a single memory area of
. the IC card. Also, a single data communication apparatus is
shared by the service providers so as to provide a plurality
of services. This separate file system configuration can
provide the management of a memory area available to a

specific service provider that has a permission of an




SO05P0026 original card issuer and nenory areas for a
plurality of the service providers that have

perm ssion fromthe original card issuer as well as a
menory area available to the original card issuer.
[0096] In particular, when a plurality of file systens
each being available to a service provider are

managed in addition to the file systemavailable to
the original card issuer, the border between the file
systens functions as a P@wall t hus approprlat
preventing one of the flle systenB (i.e., one o§0?§8026
service providers) frombeing accessed (intruded) by
Otfh‘élrb?tlhé’larfil [esegstans meflog973reds Metthed Plorabifaginghe

Menory .area of the ICcard is now herein

S%%%ﬁ% BEFHFERS r BFT dEE PETRHHEIO® 170™0 FPROBDBILPHi g.
CQra dls frasgswé{‘f ﬁ@ﬁmgggaaéé‘a whi Gf %ﬂg%' Laipal

I ssuer manages on I hal car I Ssuer.” s

oiiéfha§y§ggnﬁs£u§ysten1code SCl is assigned to the
oritginal card 1issuer by a managenent nechani smof a

[6yxtlem code. When an external apparatus or a program
accesses the file systemof the card issuer, the

ext énnpfrappakat,ushen &helprajgramodssle " §GItengs eanh
identification code (i.e., an argunent of a request

: b%iﬂﬂn%%ﬂ} aF @9@? a sgrvice provider are managed in :

addition to the file system available to the original card
issuer, the border between the file systems functions as a
firewall, thus appropriately preventing one of the file
systems (i.e., one of the service providers) from being
accessed (intruded) by the other file systems.

[0097]

A method for managing the memory area of the IC card is
now herein described with reference to Figs. 6 to 9.

[0098]

Fig. 6 illustrates the memory area in which an original
card issuer manages only the original card issuer's file
system. A system code SCl is assigned to the original card
issuer by a management mechanism of a system code. When an
external apparatus or a program accesses the file system of
the card issuer, the external apparatus or the program uses
"SCLl™ as an identification code (i.e., an argument of a
redquest command) .

f0099]




SO5P0026 Fig. 7 is a diagramillustrating that the
card issuer can permt another nenory area manager to
rent or- buy a certain anmount of free space in the
file systemof the card issuer. In this stage, the
file systemin the nenory space has not been
separated yet. As long as the card issuer has free
space in the card issuer's file system the card
issuer can permt a plurality of area managers to
rent or buy a’ certain arfbut “of free space. For
exanple, in an inplenentation in which a file sySP8RP2¢
is identified by a 4- bit systemcode, the file system
can li@.sépas at etiidgnam allweikranimopfchsitx thencaepdrsatuer
areas (the file systemcan be separated up to fifteen
C??rﬁﬁﬁmlt[@?@GPEIF$%POQ¥ iadeg HP%@g%ﬁn§91ﬁﬂQFcﬁra%%¥H%r
service eparates a_nenpry are ermtted
PR AR BE BF £55C Brntn Wi ek 1 S TsBr By LS bR
i $ysdem CI%d%h:q::‘ngté%@s%h%n% 1 Oyl NGV fiomy sy SR
e managenent nechani smo yst em code. en a
h@é(trﬁfﬁlwee@peapa_{:éﬂ&&rye&; .pr @gr BBhg HLaFReTatheifslsy has

syst em managed by the nenory area nanager (service
fpro\dmder) int hbe exd et nalsuappar At s grstteme phegeam issesr

"SC2" as an identification code (i.e., an argunent of
C%P Ref,féﬂ}ésﬁ ebhhRhhY O[EOPGEF MR Y e 15 |t§> ZeBtag¥ dvhy 2
comon_area mna separat a.menory area

C%]étra}ﬁnt ta&fi‘u% Phet Tt FPRS uer Fos i i e'sén an

implementation in which a file system is identified by a 4-
bit system code, the file system can be separated into a
maximum of sixteen separate areas {the file system can be
separated up to fifteen times).

[01060]

Fig. 8 is a diagram in which another service provider
separates a memory area permitted by the card issuer to
generate a new file system. A system code SC2 is assigned
to the new file system by the management mechanism of a
system code. When an external apparatus or a program
accesses the file system managed by the memory area manager
{service provider), the external apparatus or the program
uses "SC2" as an identification code (i.e., an argument of a
request command) .

[0101]
Fig. 9 is a diagram in which a common area manager

separates a memory area permitted by the card issuer using a




SO05P0026 system code SCO of the common area. \Wen an
external apparatus or a program accesses the file
system which is a nenory area nanaged by the conmon
area manager, the external apparatus or the program
uses the system code SCO as an identification code
(i.e., an argunent of a request command). [0102] The
procedure to generate a new file systemby separating

-a menory area is described %n_detail next. [0103]

Fig. 10 illustrates a pre-ﬁ%ocess of separating %0%55826
system When a new service provider desires to

separate the file systemin a nenory area of an IC

- SYErW aNKEe SEPVPELRGHOINGEr aFRue TR HEPNPESE RS r om

th d i t .. Sub tly,
SPREER G °FoTgPeRITHE GEPAFES DY 10 LY ERE menbry L 2
B *Fo°gh Ve et i
a8 e R b A e s T

aphatatives b@Juhé esrdfans @Rakathadsdreef idc@esyst e48 4 om
a separating engi neering manager. [0104] The

- ideparftdangoengodeeli gy mamnageguneont espondseduestheommand) .

card storage area manager 22 who nmanages the nenory
@l in the IC card after manufacturing or delivering

t he gC card, . whereas the neM/sernge grovid r
cor FEEpBRASSIY & 1@ 85PETaEE o A dré§ B¥RIeMPY see

séﬂé&aé@hg Loﬁgégrﬁ a is described in detail next.
[0103] '

Fig. 10 illustrates a pre-process of separating a file
system. When a new service provider desires to separate the
file system in a memory area of an IC card, the service
provider requests permission from the card issuer to use a
memory area. Subséquently, in order to give the permission
to use the memory area (i.e., permission to separate the
file system), the card issuer acquires a "separate element
package™ that is required for separating the file system
from a separating engineering manager.

[0104]

The separating engineering manager corresponds to the
card storage area manager 22 who manages the memory area in
the IC card after manufacturing or delivering the IC card,
whereas the new service provider corresponds to the card
storage area user 14 (see_Fig. 5).

[0105]




SO05P0026 The separating engi neering manager has
authority to assign a systemcode to each file system
in the nenory area of the IC card and manages the
separating authority key Kd stored in the operating
system which provides an execution environnment of
the 1 C card. The separating engi neering nanager
assigns an area key K11 of the file systemnewy
generated by the separatiog”§qn i ssuer key of the new
service provider using this-area (i.e., a virtual §%r826
i ssuer)) and a system code SCE (where "i" denot e$%2h°

index representing an i-th separate file system. The
sepdif&t FAP2 rengih €agiRge RARAGRINAYTeN heéAcry P ar g Yd&a

bl pck incl udin such data _by using the s garatin
23T B KEY RS G0 GERbr ALbCt REs Sibafat Bo P eenf area

agka del i v [ S . k 0
oPRAER, Mg Fhibk SuenSRB AR FUFL AT R0 K.
stQtedaMve tﬁq@eoﬁ(@%ﬁ{g RYstalt NERity dewilkds hhee£ddflion
i ssuer can nelther decrypt nor falsify the delivered
esepasateatebénmend Package. [B20F¢pardtd ngaedgisseeing
further encrypts the data block including the
mapREEd v @@ sdgpar ait eaxsdae ket Kpaoagbe afile hy sgiepenefitie
nunmber of bl ocks) of the separate area that the new
ILRFIATEE ProvEeteRAraTdrRi BRALE s &YsPhgtam TS uer

Sggy.Kl t hat exclu5|%%h% Q%Lgngf to Epiaggﬁgllggg r so

4s 10 pé:é)ﬁ”éfi%feusaln epar at e pac a'gee'.’ -
issuer)) and a system code SC; (where "i" denotes an index
representing an i-th separate file system). The separating
engineering manager then encrypts a data block including
such data by using the separating authority key Kgq to
generate the separate element package and delivers this
separate element package to the card issuer.

{0106]

Since the card issuer does not have the separating
authority key Ky, the card issuer can neither decrypt nor
falsify the delivered separate element package.

[(0107]

The card issuer further encrypts the data block
including the received separate element package and the size
(the number of blocks) of the separate area that the new
service provider is permitted to use using an issuer key Kz
-that exclusively belongs to the card issuer so as to

generate a separate package.




SO05P0026 [0108] Since the separate package is
encrypted using the card issuer key KI managed by the
card issuer and the file system of the card issuer, a
third party can neither decrypt the separate package
nor falsify the size of the separate area. [0109]
After such a pre-process is perfornmed, the card issuer
acqui res the separate package and requests the
separation of the file systemin the nenory area of
the IC card using this seﬂgrate package. Here, g% 26
access to the file systemis performed using th g?@%
ID of the file systemas an argunent. Since the card
[PE%%Jer knows only the system code, the card issuer
performs polling on the ] C card. Thus he . car
i ssieP“Ea %csﬁf%IgttehBaS 1D %Cfﬁgt%‘gr%s%%%&g‘r& gard
. £ tem ] 1o Fi i 1.l a HQC
s AN e e T LS
oHOMRY &ardt hes COMMUNItEaLOPar bt e MdiRBccandct HSahe
(or another external apparatus) and the IC card may
séya parf ppokdgeisiay @ lsdfyathé esizeshdr theangearate area.
conmuni cation interface based on the el ectromagnetic
[9¥RfUcti on described in relation to Figs. 1 and 2 or
usig a wred interface, such ag the UART48 or, 1. 2C49
(he

\ th .
FREFTE™ & RECSRABCApDI TR LT IPHTTY) theyrard issuer

acquires the separate package and requests the separation of
. the file system in the memory area of the IC card using this
separate package. Here, the access to the file system is
performed using the area ID of the file system as an
argument. Since the card issuer knows only the system code,
the card issuer performs polling on the IC card. Thus, the
card issuer can acquire the area ID of the card issuer's
file system.

[0110]

Fig. 11 illustrates the procedure performed by the card
issuer to poll the IC card. However, the communication
between the card issuer (or another external apparatus) and
the IC card may be performed using a contactless short-range
r-communication interface based on the electromagnetic
induction described in relation to Figs. 1 and 2 or using a
wired interface, such as the UART48 or I’C49 (hereinafter
the same applies}.

[0111]




S05P0026 The card issuer perforns polling on the
operating system which is an execution environnment
of the IC card so as to request the area ID of a file
system using a system code SC of the card issuer as
an argunent. [0112] When triggered by this request
nmessage, the nutual authentication procedure
including a plurality of bi- directional comrunication
operations is perforned between the card issuer,
which is a requester, and the operating SySte”‘sW@ESHze
s an execution environnment of the |IC card.
Thereafter, an area IDis returned to the card jssuer
as d0er 88 ni Y eFe PEFRETED NPT Yhirt io8n tBE PRRX Hithdal
aut hentication procedure is different dependi on the
s Gt MEAEROR  ofh (TS GLC ARy 8P HEP T Mo T PaCETy ard 20
: t e r f Lnyent i
eh, S atar e oot ot Pont RereaeT bouB R 0Tt
cb@d 15} ofThBenedr8eisded REOMhUSFgder:., the virtual
card issuer) that acquired the new file system by the
[@Epdration also perfornms the simlar polling
procedure to acquire an area |ID that exclusively

bel #H§8 EBLIFRESTRWYs ER¥P cEePrant depsadpoliyg mieiadar d

issuer, issues a fi|e-system separating.request . to the
e RG L6 P e B A PR = FE AL Stk
d?%éﬁﬂganﬂgEgﬁﬂﬁﬁ§%aﬂf%%u%Eg§a£I@%§”f%ap%@fgimggebégué%n
the card issuer, which is a requester, and the operating
system, which is an execution environment of the IC card.
. Thereafter, an area ID is returned to the card issuer as a
return value. The configuration of the mutual
authentication procedure is different depending on the
specification of the IC card and is not directly related to
a key feature of the present invention. As such, a detailed
description thereof is not provided.

[0113]

The new service provider ({i.e., the wvirtual card
- issuer) that acquired the new file system by the separation
also performs the similar polling procedure to acguire an
area ID that exclusively belongs to the new service provider.
[0114]
The card issuer issues a file-system separating request

to the operating system of the IC ¢ard. This file-system

separating request requires the area ID of the card issuer




S05P0026. and t he separate package as the argunents.
Since the separate package is encrypted using the

card issuer key KI, a third party cannot falsify the
separate package. Fig. 12 illustrates the procedure

of the separating request sent fromthe card issuer
tothe ICcard. Fig. 13 illustrates a case in which
the nmenory area of the I1C card is separated and a new
file systemis generated. The communicati on between
the card issuer and the I'C*ard is perfornmed using.a
contactl ess short-range comuni cation interface §§§58026

on electromagnetic induction or using a wired
apgt e FEPArstehra@lkadeh @ sURRF48r gvmepet9. Sp¢e5ihe Waen

t he separating request is received by the, operatin
SEURTANT S CREC) €5 GG YARE BORY athe Saiadasher Koy s,

j yer 0 [ t 0 card i er on t

2 P R kil (AT R e e B

1 PREKAGR dsS thh hﬁ@ﬁoé"&ﬁfﬁéoto%d tH8| 88pd N GRS dehisserskRY

~ KI. Subsequently, the separate el enent package and
fidre iz eaduirbsieoftdithekIT cotd!l herisgppdBat elasemtare a
retrieved. [0116] Upon receiving the separate el enent

CapI Kagehanl the mewory erephef selparkl eagdeast sepntated
file systemof the card issuer, the operating system

A & MEY ELCEr BY e yist §ePAEA TS parditte EMBHBAE Petkage
58 15, FEPRT AL, SULPEL Yo KB K LR BELLLE R AN
contactless short-range communication interface based on
electromagnetic induction or using a wired interface, such
as the UART48 or I*C49.

[0115]

When the separating request is received by the
operating system of the IC card, the separate package 1is
delivered to the file system of the card issuer on the basis
of the area ID in the argument. The separate package is
-then decrypted using the card issuer key K:. Subsequently,
the separate element package and the size {(number of blocks)
of the separate area are retrieved.

[0116]

Upon receiving the separate element package and the
size of the separate area from the file system of the card
issuer, the operating system of the IC card decrypts the
separate element package using the separating authority key

Ky to retrieve the area key Kri immediately after the




SO05P0026 separation (the issuer key of the new service
provider using this area (i.e., a virtual card

i ssuer)) and the systemcode SC . Thereafter, the
operating system separates a nenory area of the
requested size fromthe unused area of the card

I ssuer. Furthernore, the operating systemsets the
-issuer key K=; and the system code SCE for this area
to define this area as a new file system [0117]
After such a separating procCedure of the file syg%%gb026
is conpleted, the status is returned to the car

i ssuer, which is the requester of the separation.

SEPAEBILONTHESE R Sreeeti EBC pRYYi RV iCANP AR HTF R HHi8Y

file  .systemin th r rea of the |C card
oL T by 40 T PSP P | S3URT TRBPef BP eV T code

SEET Virhe rPh AVd Her 1eaRp - IRV Eh O s P 1RGT ‘éle?grgl&'éé NE$RrRsyl f
the service provider issued” its own 1C card, that Tis,

ankd | €f heiengeguybtddializearrd oinSsHerunudeQil 22k a Hoveyes ,cdra
the initial state imediately after the separation,
1s$recr ssuartheymide arthet bpesypsinm sodenrSEetrenae nissuer

those set by the separating engi neering manager, That
key Krifapd (1 AedreBrerde Sﬁgoépae?f}l%@ﬁ@aom efine this

asecursit set%lﬂ%s %? its own file system depend on
tHe Fepalati ny ernyiTé8ri ng manager. Thus, the new
[§§fﬁice‘provider cannot independently analyze
manage, and deal with the threat to - 44

After such a separating procedure of the file system is
completed, the status 1s returned to the card issuer, which
is the requester of the separation.

{0118]

Thus, the new service provider can acquire its own file
system in the memory area of the IC card issued by a
different card issuer. Therefore, the service provider can
develop a service business as if the service provider issued
-its own IC card, that is, while being a virtual card issuer.
[0119]

However, in the initial state immediately after the
‘separation, the issuer key Kr; and the system code SC; remain
those set by the separating engineering manager. That is,
for the new service provider, some of the security settings
of its own file system depend on the separating engineering
manager. Thus, the new service provider cannot

independently analyze, manage, and deal with the threat to




SO05P0026 security. [0120] Accordingly, after

acquiring the file systemin the nenory area of the

| C card, the new service provider is required to

carry out a procedure for resetting the issuer key K=

and the system code SCl1. Additionally, the size of

the separate area may be changed during the resetting

of the issuer key K= and the system code SC,. [0121]

Fig. 14 illustrates the progedure for resetting the

i ssuer key K11 and the system code SC carri ed oufs05POO26

after the new service provider has acquired the

service provider's file systemin the nenory area of
S??ﬁ?%ﬁi -card. The communication between the new

¢ﬂce provider and the I1C card is perfornmed using a
con actl ess short-range communication interface based

on et g oln u
Ut SrFcarng i Ui ARy 338 SR e

n&RFMi @@ eprl 6Yi thed 1Erdaaii)s thel hen G arvitthepopel @ét nig
system serving as the execution environnment of the IC

re@rigedsoasatoy iosue awogedard Forgqeesttiogt biee fidsmer
system usi ng the system code SC determn ned

K ¥tisell S R Ea Py EEoF h@%&éﬁ»&nat i Astlidd oaalay gukkptsize of
l{ﬁojlzgar\/\@gga}:erall q[gaer% C aggclag éurq_uess:hge%gggttlrggheof the
issuer key Kr; and the system code SC;.

[0121]

Fig. 14 illustrates the procedure for resetting the
issuer key Kri and the system code SC; carried out after the
new service provider has acquired the new service provider's
file system in the memory area of the IC card. The
communication between the new service provider and the IC
card is performed using a contactless short-range
communication interface based on electromagnetic induction
or using a wired interface, such as the UART48 or I®C49.
f0l122]

The service provider performs polling on the operating
system serving as the execution environment of the IC card
so as to issue an area ID request to the file system using
the system code SC; determined immediately after the
separation as an argument.

[0123]

When triggered by this request message, the mutual




SO05P0026 aut hentication procedure including a
plurality of bi- directional conmunication operations
is perforned between the new service provider and the
operating system which is the execution environnent
of the I1C card. Thereafter, the default area ID

assi gned by the separating engi neering mnanager during
the separation is returned to the service provider as
a return value of the request. The configuration of
the nutual authentication pfpcedure is different
dependi ng on the specification of the IC card andysip§q5¢6
not directly related to a key feature of the present

i tion. As h. a detailed descyipti.on t foi
O G 8P P19 ST R o= okt ‘e Rénbtcat i on
APFOCEIN A ISnEAAPLSt £5h oplh8r$ELYI £ tﬁg&\é'rﬁsa LSSHaS, @

change request to change the defau I ssuer key Kl to
théenapesatiing pystamaoiandhenk GgarshingThiveckRy #had0E s
request is carried out using the default area ID and a
theyexdratgenpaokagenmentarcguirbat C ofatdie Képreehaage the
request. Since the key change package is encrypted
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h | t Vi der

the file systemo e service pr on the - 46
configuration of the mutual authentication procedure is

different depending on the specification of the IC card and
is not directly related to a key feature of the present
invention. As such, a detailed description thereof is not
provided.

-[0124]

After the mutual authentication procedure is completed,
the service provider issues a change request to change the
.default issuer key Ki; to the operating system of the IC card.
This key change request is carried out using the default
area ID and a key changg package as arguments of the key
change request. Since the key change package is encrypted
using the default issuer key Kr;, a third party cannot
falsify the key change package.

{01251}

When the key change request is received by the

" operating system of the IC card, the key change package is

delivered to the file system of the service provider on the




SO05P0026 basis of the area ID in the argunent. The key
change package is then decrypted using the card

i ssuer key KI1l. Thus, the key change package is
retrieved. Subsequently, the card issuer key Kip of
the file systemis changed to a card issuer key KiI;'
The status of the change operation is returned to the
service provider, which is the requester of the key
change operation. [0126] Thereafter, the service
provi der issues a change - rsgguest to change the
default systemcode SCy to the operating systems@bpooze
the IC card. This system code change request i's

- p&HMd '@Ej @ t ad énﬂD tn.rhe %%f Q!ﬂgﬁmgﬂtea ! a'ilg ange
system code change pac age ar gunmen of F%

p&YIEd QNG0B en CHENGR HeRAURSH @h@ceaﬁdﬂeseﬁé&emmqe
change package is encrypteg usi ng the new i ssuer key

Tikhs, aHehikeg¢ phatye qavkaie fial séfyiddeel.sysubsmeodely,
change package. [0127] When the system code change
'th%qHE§tlﬁeueece¢Wéﬁlbyfﬂﬁ@ féper av e sysstcbangedthe 4 C
ca t he F é hange package is_ delivered to the file

CETLIANE LAY Sar vy CHD AT o6nt Mhehanas: SogFAThen 1

r@g IDtlonth sgr[\/% %%eglggrhg%ﬁ’]e COd Chantgeskter of

age I’s "t hen decry &ar PPsEY

tﬂgtkey TRdsget Sust.em code change package is
retrieved. Subsequently, the default system code SCE

[cf2dlhe file system is changed to a system code SC'
The status of the change - 47

Thereafter, the service provider issues a change
request to change the default system code 8C; to the
operating system of the IC card. This system-code change
request is carried out using the default area ID and a
system—-code change package as arguments of the system-code
change request. Since the system-code change package is
encrypted using the new issuer key Kii', a third party cannot
falsify the system~code change package.

[0127]

When the system-code change request is received by the
operating system of the IC card, the key change package is
delivered to the file system of the service provider on the
basis of the area ID in the argument. The system-code
change package is then decrypted using the card issuer key
Kii'. Thus, the system-code change package is retrieved.

Subsequently, the default system code SC; of the file system

is changed to a system code SC;'. The status of the change




505P0026 operation is returned to the service
provider, which is the requester of the system code
change operation. [0128] Thereafter, the service
provi der issues a change request to change the
default area IDto the operating systemof the IC
card. This system code change request is carried out
using the default area ID and an area-I|D change
package as argunments of the system code change
request. Since the area-d @Qchange package is
encrypted using the new issuer key KID, a thirdgospgo2s
party cannot falsify the system code change package.

] e - c .S | Ve

e el &t g et o ot el e i iek” HEEE) 1 ot

réhange Package sy deldoner edahge tdie fithensyst em of the
service provider on the basis of the area IDin the
[@Ffiment. The area-1D change package is then
decrﬁpted using the card issuer key KI ". Thus, the
ar ealPPeehdige PEckRagEite prAvideredssusnbs etdhaage vy,

the default areg IDS of the file systemis changed to
- regifedlord tha i R adnul £ ot pe HRARg b mAROR RS s
e Vi .provider, [ s the .
et oFerbl fOTaRY SRR BYLEBL ol Sebe ' Thmsy 1o
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system code S for the file system the new servicé
paclktYe as arguments of the system-code change request.
Since the area-ID change package is encrypted using the new
issuer key Kri', a third party cannot falsify the system-code
change package.
[0129]

When the area-ID change request is received by the
operating system of the IC card, the area-ID change package
is delivered to the file system of the service provider on
the basis of the area ID in the argument. The area-ID
change package is then decrypted using the card issuer key
K:i'. Thus, the area-ID change package is retrieved.
Subseqguently, the default area ID; of the file system is
changed to an area ID;'. The status of the change operation
.is returned to the service provider, which is the requester
of the area-ID change operation.

{0130]
Thus, by setting the secure issuer key Ki;' and the

system code SC;' for the file system, the new service




SO05P0026 provi der can anal yze, manage, and deal wth
the threat to security independently fromthe
original card issuer. [0131] As noted above, in this
enbodi nent, the nenory area of the ICcard is
separated into a plurality of file systens (see Fig.
15). The system code SC and the area ID are set for
each file system In addition, nmutual authentication
can be carried out using the issuer key KID of a
service provider (includird§ the original card issuer)
that uses the nenory area. Thus, the service prévbEeR26
to which the file systemis allocated can anal yze,
pranale, candadebyzey tinridye, khdeddal oris@Clhkt Yhreat to
i ndependently fromthe original card issuer. [0132]
sl ttvodadepenggieinl ¥ Heogethie ceriginvdlderrdctesses. t he
é' e system of the service provider, the procedure
{ ]uding the request for the area ID and the nutua

authenticatign is .basjcally required,, The service
pro%%dé? %%r#%ﬁﬂ@é 68I?bﬁ © °43$GSFSyE?%ﬁ%eT%ﬁ¥u§r€ﬁe°f
159/ SEEMa680es L fdla fNR SEMYLCE p ALY Rag; i g{getefngr m
of an argunent so as to obtain an area ID of the
(sTariyy .aleq. f orhd heyseeur espenst nthd ithe SYshem are set
Subsequent |y, nutual authentication is perfornmed using
fehienchafede | fysiman t hdni sddétidkmey ndtualf abhkemttarmdion
aut hentication is successfully conpleted, the service
°Ht RA Ferried atyiowsd 9o thecessueh&epi Ke: fstefrrviag

provider (including the original card issuer) that uses the
memory area. Thus, the service provider to which the file
system is allocated can analyze, manage, and deal with the
threat to security independently from the original card
issuer.

[0132]

Additionally, when the service provider accesses the
file system of the service provider, the procedure including
the request for the area ID and the mutual authentication is
basically required. The service provider performs polling
on file systems using the system code that the service
provider has in the form of an argument so as to obtain an
area ID of the memory area for the corresponding file system.
Subsequently, mutual authentication is performed using this
area ID and the issuer key KI. If the mutual authentication
is successfully completed, the service provider is allowed

to access the file system.




SO05P0026 [0133] Furthernore, each service provider
(including the original card issuer) packages a
request command (e.g., a read request, a wite
request, a data-delete request, or a areal/service
regi stration request, which is described bel ow) using
the issuer key Kl that exclusively belongs to the file
system of the service provider and carries out an
encryption conmmunication using this package (see Fig.
16). Accordingly, a differfént file system cannot
retrieve unrelated data and a third party cannof0pBag26
data fromand wite data to the file systemw thout
[pE3Hli ssion. [0134] By repeating the separating
operation of the menory area of the IC card, a
pl UFAFERGTBPTE 4 |2y S§EBHECR desdwitderad inghading rihE g.
15.. Egg original card kssuer and a service _provider
O hEt e (T Ped St RET s dAFEESBr BVT BB MR8 st®rd on @
£l 1 o280 UNdel d NRRELE 531 QI PladiRR CALGLSSUEL: o
can arrange areas and ser¥ices using the e system
aBSa/ a6 cebedgbet Qi dnn rafdest | andeveliapatberbbisd nRISw)
plan. [0135] The managenent in one file systemis
usligsrrtihleed sbekowkey Basithak! yxcleiwdipe bepengti on e file
applied to each file system It is assuned that, to
sypamrd the sereiey swremideheantboiarrigesoptberl ereaptbhon
uest and nutual authentication have been perforned

c%ﬁ%. FhéeR usgpg this package (see Fig. 16).  Accordingly,
a different file system cannot retrieve unrelated data and a
third party cannct read data from and write data to the file
system without permission.

[0134]

By repeating the separating operation of the memory

area of the IC card, a plurality of file systems coexist, as
shown in Fig. 15. The original card issuer and a service
provider that acquired the service provider's file system on
the IC card under the permission of the card issuer can
arrange areas and services using the file system, as
described below, in order to develop the business plan.

[0135]
| The management in one file system is described below.
Basically, the same operation is applied to each file system.
It is assumed that, to operate the file system, the above-
.described area-ID request and mutual authentication have

been performed in advance.




SO5P0026 [0136] In a file system one or nore
applications, such as an external electronic val ue
exchange including electronic paynent, are all ocated.
A nenory area allocated to an application is referred
to as a "service nenory area". Also, the use of the
application, nanely, the operation to access the
service nenory area corresponding to the application
is referred to as a "service". Exanples of the
service include access fo®0 eading the nenory, access
for witing the menory, and the addition and S05P0026
subtraction of value information (e.g., electronic
[obdely). [0137] In order to restrict the user of an
application, nanely, the activation of the service
depéﬁdﬁnélbﬁ %h@#ﬂEronheougawxeWG@luhetaw®35§uch as an

aut hor.it a security code (i.e. Pl N) aSS|gned
X eH éﬁFtE%’PJr%nval‘liﬁeerPRFP%e v’éf‘i]f‘ﬁdéagatﬂ%‘: ¥ ce

St SRl BB A4 | oRalLy L he acca3s toct e
P rvi de menor area 1s secur]é% W%% BICS ? aifo an
a I i 8d lgoggy&% QN aish 220GQEAARC e MIN LhEaw . also,
security level of the application. [0138] ~ In this
tiesThodi ENthe dafph BiI@tabY, Shatel ¢ eeHeh@beirstish NMd Alcde@s
a "directory” is introduced to each file system set
the senvérer pempen feat kerk Spamdt ndach thpphpphidarion is
allocated in the nenDry area can be reglstered to an
refgraed toggs a "service™ Examples of the service include
access for reading the memory, access for writing the memory,
and the addition and subtraction of value information (e.g.,
electronic money) .
[0137]

In order to restrict the user of an application, namely,
the activation of the service depending on whether the user
has the access authority, a security code (i.e., a PIN) is
assigned to the application. The PIN is verified at a
service start-up time. Additionally, the access to the
service memory area 1is secured with appropriate encrypted
communication in accordance with the security level of the
application.

[0138]
In this embodiment, a hierarchy structure that is
similar to a "directory" is introduced to each file system

set in a memory area of the IC card. Each application

allocated in the memory area can be registered to an "area”




SO5P0026 in the desired layer. [0139] For exanple, a
plurality of applications involved in a series of
transactions or deeply related applications are
registered to a service nmenory area in the same area
(and the deeply related applications are further
registered to the sane parent area). Thus, the
applications in-the nmenory area and the area are
organi zed. For the user,_jq§T applications are
efficiently classified and gani zed. .[0140]
Additionally, a PIN can be set for each applicatis(gﬁPPPl26
_order to control the access authority for the file
1zyhemssared hi¥tarchi cal fashion. Furthernore, a PIN

{@ﬁ%abe set for each area. For exanple, by inputting a
¥or sone ar ea, user may obtain the access

a
aut hari ggarﬁﬁe al gtln%ai@pgin%@gp%g;ﬁigpiéy?e alea atter ,

the verification process ut henticat’i on

sPFQGLST arensueeassf Wy )ﬂe@?[{/i £ QWG apPEEOL P X Yare

since, by inputting a PIN for sone area only once,
rédicsteserd tana oddmiitcd hemaegesseauirhahict yahi®ravdd (e

applications involved in a series of transactions, an
the fdegipdit rateeesd arpdicelticnn dee phurhdedredhs baidid iton,

the ease of operation of the apparatus can, be
RSB Ge R TR A2 ) Fur TREF RS FPHIIGRELPRY B W dsgory

a%l'%gg‘%ilr ?:bgsaz(::éan abree o‘ci*gtapg.géd? orrVIt%% lqggg,r ytlr{jler ea, and

y code can b
applications are efficiently classified and organized.
.{0140]

Additionally, a PIN can be set for each application in
order to control the access authority for the file system in
a hierarchical fashion. Furthermore, a PIN can be set for
each area. For example, by inputting a PIN for some area, a
user may obtain the access authority for all the
applications in the area after the verification process and
a mutual authentication process are successfully carried out.
Accordingly, since, by inputting a PIN for some area only
. once, the user can obtain the access authority for all the
applications involved in a series of tranéactions, an
efficient access control can be provided. 1In addition, the
ease of operation of the apparatus can be improved.

[0141]
Furthermore, a plurality of access authorities can be

set for a service memory area, and a security code can be




SO05P0026 set for each authority, namely, for each

service executed in the service nenory area. For

exanple, different PINs are set for services

activated in the same service nenory area (e.qg.

"read" service and "read and wite" service). In

anot her exanple, different PINs are set for "increase"

service and "decrease" service of electronic noney or

other value information. Eyrthernore, for sone nenory

area, the follow ng setfiﬁ% i's possible: the inpué 8f

a PINis not required for a read operation; howev F,026

the input of a PIN is required for a wite operation.
S§ 147 eaphgautlyoritn SGHeAH: | £0F |9apdt pgrvdAe ofxedited in

data structure of the file system | n _an exanple
SRR TR ACRTGIOT, 72758 i EPAr SRYAT UG ERA s are
58 B2kl 0, 8o ALAGIN 1hShDLAMIGRT L 0 ARIDY e

space SFtheTiTe system That 1s, “each application
(&ld gcatedqtos& Pe; SENDIY "2EER £ RS cemegistered. tam

desired hierarchy area as a service nenory area. For
aexag exatpep) yditicatead appsifad isans foe. Jincrease™

applications used for a series of transactions) can be
sqgiost endd"decrensSameryiea ¢hmladteodéephynee|cit edher

areas can be further registered to the sane parent
V%I]r”eea)l.nfomiﬁ%ﬁ’n1 n FFEFBATC eI SPTChBSRBPY | 2R 0t Re

i.e. the service ne .area). and the_a .

fcgjl]]c’gclg eaeF%ll%%el iqoessgg‘rs%éﬁ!f}heasmgu%sggu‘rai %gﬁcjosdéwt
r&pfiAat £0R Dl Acks cHReLeighe ndudlN,CaRebenset s 23 pin

is required for a write operation.
[0142]

Fig. 17 is a schematic illustration of the data
structure of the file system. 1In an example shown in Fig.
17, a hierarchy structure that is similar to a "directory"
is introduced to a memory space of the file system. That is,
each application allocated to the memory area can be
registered to a desired hierarchy area as a service memory
area. For example, deeply related applications (e.g.,
applications used for a series of transactions} can be
registered to the same area (and the deeply related areas
can be further registered to the same parent area).

[0143]

In addition, each of the application (i.e., the service

memory area) and the area allocated to the file system has a

security code definition block. Therefore, a PIN can be set




SO05P0026 for each application or each area.
Furthernore, the access authority for the file system
can be set on an application basis and on an area
basis. [0144] Still furthernore, instead of setting
one authority for a service nenory area, a PIN can be
set for each executed service. For exanple, different
PINs are set for services "read" and "read and wite"
that are activated for the sane service nmenory area.
Al'so, different PINs are seX for services "increase"
and "decrease" of electronic noney or other val §§°F0026
information. [0145] A verification unit conpares a
for NeadheRpli ceRéon protesedl apter f BeecHesmomeasthdeaccess

cont act | ess ort-range.  conmunj cation based on, .
alé?*é%ﬂ%h&%ﬁefsipﬁ % SR P hRE IHRP: angpppbigafyion
bg\M aq,lds%%u%t ¥rggq§as§_t for an area allocated to

each application or a directory or with a security
[6p4le) set for a service nmenory area, so that the
access to the nenory area having the equal security
codetiidl ahtowethorEheinet®sy &f estitdnyhbfd ACURSS tiyS for
allowed is accessible via the protocol interface.
a [ gge]ce memde¥ceidd aalfdlecannba $41 €ogyshem executed
variety of service nenory areas that are allocated to
SSppiGcat FORs SRF@P ey |PEdeEant ahtD i oS et eF sERRHICES

nfale are apRLLCaPl € 59 . PRt are activated for the same
‘'service memory area. Also, different PINs are set for
services "increase" and "decrease"™ of electronic money or
other value information.
[0145)
| A verification unit compares a PIN sent via the
protocol interface (such as the contactless short-range
communication based on electromagnetic induction or the
UART48, or IZC49) with a security code set for an area
allocated to each application or a directory or with a
security code set for a service memory area, so that the
access to the memory area having the equal security code is
allowed. The memory area to which access is allowed is
accessible via the protocol interface.
[0146]

As described above, in a file system, a variety of
service memory areas that are allocated.to applications are

allocated, and one or more services that are applicable to




SO05P0026 each service nmenory area are set. In this
enbodi nent, access restriction is set on an area
basis and on an application basis. In addition, a PIN
is set for the type of services applied to an
application so that access restriction can be set on
a service basis. [0147] Fig. 18 illustrates the basic
structure of the file system As described in
relation to Fig. 17, the hierarchy structure that is
simlar to a "directory" i % Atroduced to each file
system A service nenory area allocated to an 505F0026
application can be registered to an area in the
cYels| Yy icdeayerory mudte agvafpte sHoviiiisn empgdingit.one
service nmeno area is registered in an area 0000

a‘a%?%e‘ijesﬁﬁlﬁﬁx‘é?ejas Ed%floﬁl PoRT Bt dtadiGoaad ?’@1%8] The
v ar Ei 18, [ Q d
PELAG AP REEYs 0] G ehpaf op - SRENTDREE#5F s o
of sdiNidBMappi fePfcala abglm@a@;tb@rsoa%@s§sae@@§@t' on
is ensured. A service defined by a service 0180
releftittiioanchhosk, satamel y, seavses W 0108 can be
applied to the service nenory area. [0149] In

(@i}t ion to access restriction on an area basis and
on an ap Ilcatlon basis, an access restriction can be

set FofA- &° skh\iteahgsi Eh%ybaﬁeltq istgugtese upf threcdde of or
h t { t .
sYag y oﬁe?%?Q{%ilgefvl ggény nge S?H Igge hierarchy

orrra
structure that is similar to a "directory" is introduced to

each file system. & service memory area allocated to an
application can be registered to an area in the desired
layer. 1In the example shown in Fig. 18, one service memory
area is registered in an area 0000 defined by an area
definition block 0000.

[0148]

The service memory area in Fig. 18 is composed of at
least one user block. The term "user block” refers to a
minimum unit of data to which an access operation is ensured.
A service defined by a service 0180 definition block, namely,
a service 0108 can be applied to the service memory area.
[0149]

In addition to access restriction on an area basis and
on an application basis, an access restriction can be set on
a service basis by setting a security code for each type of

service. Security code setting information for the service




SO05P0026 to which the access restriction is applied is
defined as a service dedicated to the security code
(i.e., a security code service). In the exanple shown
in Fig. 18, a security code for the service 0108 is
defined as a security code service 0128 definition

bl ock. The details of the security code service are
stored in a security code service data block. [0150]
When the security code service for the service 0108 is
enabl ed, the security codé#5

s required to be verifieg026
using the security code service 0128 before t he °0°F
service 0108 is activated and the read or wite

topdh il dhe gcpess ofmiddr it ionhes usrlisidodk gpfined as a
service 0108 re ecifically, en aread/wite
Sgomhah SRt ﬁtgil’\{g‘F?/ pffff)eoﬁ%cgraggd?%efls@cm Pt §SCLotfe
.sekvice 0 , Ly Pl N.for the_s '
TSt i B BT shbdE L Beinebear, Sty

ch@s firmmede (0840lde diMrddi hbeMne@ SEIVIsCRUPBEPI Yodd €a
allocated to an application can be registered in an

sareaxd MizReddesnieibn [kdyek, ankk tdwradri@actaphdesecurity
| ayered (the deeply related areas are registered in
CodRe SHITeCpapbatsersd) in A seehrbtcasde bprvieetdaky a
bfl for each area, the area can serve as a unit of
ffe“raccess restriction. Fig. 19 illustrates areas
peygred in nenory space of the IC card 50. In the
[ ,
exarnpl e shown in - 56

When the security code service for the service 0108 is
enabled, the security code is required to be verified using
the Security code service 0128 before the service 0108 is
activated and the read or write operation is performed on
the user block of the service 0108. More specifically, when
a read/write command with encryption is used, the security
code for the service 0108, namely, the PIN for the service
0108 is verified before the mutual authentication is
performed.

[0151]

In addition, a service memory area allocated to an
application can be registered in an area in the desired
layer, and the area can be layered (the deeply related areas
are registered in the same parent area). In such a case, by
setting a PIN for each area, the area can serve as a unit of
the access restriction. Fig. 19 illustrates areas layered

in memory space of the IC card 50. 1In the example shown in




SO05P0026 Fig. 19, a different area 1000 defined by an
area 1000 definition block is registered in an area
0000 defined by an area 0000 definition block. [0152]
In the exanple shown in. Fig. 19, two service nenory
areas are further registered in the area 1000. To one
of the two service nenory areas, a service 1108
defined by a service 1108 definition block and a
service 110B defined by a service 110B definition
bl ock can be applied. As uUs¥~ herein, to define a
plurality of different services for one serviceS05P0026
menory area is referred to as an "overl ap service".

Fig. t¥d ovedlfdpreer vare 1900f debimed drwizcesrarnel &bl i ed
to the sane service area depending on the input PIN

daftrttieRalleckt 65 t FRIIGtUsELdone ¥t A4RR (M9 0sepfired by an

neno reas,,a service 110C defined by a service
aiTﬁé&%g¥%ﬁ%ﬁP8ﬁl°%ﬁﬁ%¥: an be applied. [0153] After a
[§f5yice set in a service nenory area is activated, a
read or wite operation can be carried out on the

userrnbkBeke Rimp e sIRKMI €8 PEHOINY,aR6d. s8svIesGidned in

relation to Fig. 18, a security code service can be
atedd res fhotheachegerteired. ihnthdisraad®00i.f Theone of

security code service for the service is activated,
Che v tSIOFIE PO ROt regy v cee sl |1gWsd daftesd PN a

SYEIAd 3REONYELIE S51280 LY, S948 2PN b8l Binea by
a service 110B definition block can be applied. As used
herein, to define a plurality of different services for one
service memory area is referred to as an "overlap service".
In the overlap service, different serxvices are applied to
the same service area depending on the input PIN.
Additionally, to the other one of the two service memory
areas, a service 110C defined by a service 110C definition
block can be applied.

[0153]

After a service set 1in a service memory area is
activated, a read or write operation can be carried out on
the user block of the service memory area. As described in
relation to Fig. 18, a security code service can be defined
for each service. In this case, if the security code
service for the service is activated, the activation of the

service 1s allowed after PIN verification using the security

code service is completed.




SO05P0026 [0154] When a common PIN is required to be
set for a plurality of services, an area including
t hese services can be generated and a commopn security
code service can be applied to this area. [0155] 1In
the exanple shown in Fig. 19, a security code for the
area 1000 is defined as a security code service 1020
definition block. The details of the security code
service are stored in a security code service data
bl ock. [0156] When the security code service for the
area 1000 is enabled (as will be described furtB&€5P0026
bel ow), the security code is verified using the
[8EB4Y ity code service 1020. Thereafter, each service
in the area 1000 is activated. Thus, a read or wite
operdteinon cearmdre Bidr fior medubred he psesetbfocke gflurkdity
service. [0157] Here, when a security code service is
LT EF e FRe2rrIAEGiRGt hBe S e TIUOFSaRA™ t PR
security code service is .ﬁgablﬁd, t he read or mxi%g q
IBPeF R DA CafnoT™ e FETEHECBAS $He 1TSeFaBI BRI e
& he,seryigce until the security code verification
using the security code service is conpleted. [0158]
[#ssshown in Figs. 18 and 19, a unique security code -
58

In the example shown in Fig. 19, a security code for
the area 1000 is defined as a security code service 1020
definition block. The details of the security code service
are stored in a security code service data block.

[0156]

When the security code service for the area 1000 is
enabled (as will be described further below), the security
code is verified using the security code service 1020.
Thereafter, each service in the area 1000 is activated.
Thus, a read or write operation can be performed on the user
block of the service.

[0157]

Here, when a security code service is applied to the

service in the area 1000 and the security code service is
enabled, the read or write operation cannot be performed on

the user block of the service until the security code

verification using the security code service is completed.
[0158]

As shown in Figs. 18 and 19, a unigue security code




SO05P0026 service corresponding to the area and service
for the security code verification is provided.

[0159] Fig. 20 illustrates the procedure for
registering an area and a service in a file systemin
the formof a flow chart. [0160] First, an area is
defined in nenory space (step S1). [0161]
Subsequently, using a registration service command of
a service, a service neno&y area for an application
is allocated in the area. %& “the same tine, a service
applied to the service nenory area is defined ($0&p0026
S2). In the registration service command, the nunber
sefvisercarlrecksnding tte ther wiree amirorarvdkeatbs the
specified. To allocate a plurality of applications in
S¢Her e godehversiiegntion deppaeetisd-execut ed. [0162]

[if §Pply a security code to the service defined in the

T a security code service is registered using the

oGSl 3k} oy REINGSCOMIRL, ol he 527 Vi g (ISR 5

[01 e Security co ce'is reqgistere
atd® ade@i SLERLEON SEY Hige S?%ﬁ‘duﬁ%hfeoﬁfo§mnc9f gl flow

service. However, to register the security code
clsertvi ce, the area and - 59
[0160]

First, an area is defined in memory space (step S1).
f0lel]

Subsequently, using a registration service command of a
service, a service memory area for an application is
allocated in the area. At the same time, a service applied
to the service memory area is defined (step S2). 1In the
registration service command, the number of user blocks in
the service memory area is specified. To allocate a
plurality of applications in the area, this step is
repeatedly executed.

[0162]

To apply a security code to the service defined in the

area, a security code service is registered using the

registration service command of the service (step S$3).

[0163]

The security code service is registered using the

registration service command as for a normal service.

However, to regilster the security code service, the area and




S05P0026 service subjected to the security code
verification nust be already registered. That is, if
the area and service subjected to the PIN
verification are not found, an error occurs during
executing the registration service of the security
code service. Additionally, since the security code
service has only one security code service data bl ock
whi ch corresponds to a user block of a normal service,
an error occurs if the rmurdfer of user bl ocks other
than one is specified in the registration servi &5P0026
command at a service registration tinme. [0164]
seovidiersubriecttd settlee secuiity codle ddrdifiicatconmnst de
all the services defined in the area, a common
abeeady trpgdedereder VIt ils.r &§i sherawd omdt hesvigea
using the re |strat|on service conmand of a service
S‘(‘Ei e’§il)t° [Cg%?ﬁ“ VeridHsardoper Fotat t49apdy han pToc¥ss

o] B ShgTE DS SR s Vel ol the pnosgsseal ot

IS exec ernore ne a

sOL By tdbd@f sdibb{eL entaggsen ¥heesy f %n%e tBer ¥é§1§rlty
menory area, an overlap service (see Fig. 19)

codgistreried HakNEnlheneeGiestiEat y Ofodelwir&8ce camnﬁm,
a service (step S5). [0167] In addition, to apply a
whgthqu¢e§QQQd$otQh@lmmeTbépck ®f) a normal service, an

exrror occurs if the number of user blocks other than one is
specified in the registration service command at a service
registration time.

[0164]

| Furthermore, to set a security code that is common to
all the services defined in the area, a common security code
service is registered for this area using the registration
service command of a service (step S4).

[0165]

It should be noted that the process at step S4 may be
executed before the process at step 853 is executed.
[0166]

Still furthermore, to define a plurality of different
services for one service memory area, an overlap service
(see Fig. 19) is registered using the registration service
command of a service (step 85).

[0167]

In addition, to apply a security code to the overlap




SO05P0026 service, a security code service is

regi stered using the registration service command of
a service (step S6). [0168] In the exanple shown in
Fig. 18, after a service nenory area is allocated in
the root area 0000 and the service 0108 applied to
the service nenory area is registered, a security

code service applied to the service 0108 is

regi stered. [0169] Additionally, in the exanple shown
in Fig. 19, two service neifory areas are allocated in
the area 1000 under the root area 0000. Al so, t§&5P0026
services 1108 and 110C respectively applied to the
seWnicer A cecnehby ycaleasraiee [egrsiiertededFusiheriior e,
the different service 110B is registered in one of
eSS iiPe SRERDET e2PMeNgn odver Fapvicerigites. SAl t hough
[Q fhomn, if a security code is required to be

g%f ed to the service nenory area, a security code

serviceLls tely. regi r I diti 0 f
conﬁgh%hée%%rlgjgéﬁleniggré% iﬁgﬁ th%g %p% |éﬁkiggﬁﬁ5y

af&fisd enadcasedvigemel 18+ 1188, 0o shH0€heas LM 0108
security code service is registered in the area 1000.

ap@lidy] toNher bthevisy wicoerpr avédelrs (tendlsedirag, thesecurity
~original card issuer) wants to register an area and a
cedg i@ ics arpiied wydbhensehuice SOHY deatrediserndth

$e vi ce provider, the service provider issues an area
[y st rati on request and a - 61

Additionally, in the example shown in Fig. 19, two
service memory areas are allocated in the area 1000 under
the root area 0000. Also, the services 1108 and 110C
respectively applied to the two service memory areas are
registered. Furthermore, the different service 110B is
registered in one of the service memories as an overlap
.service. Although not shown, if a security code is required
to be applied to the service memory area, a security code
service is separately registered. 1In addition, if a common
security code 1s reguired to be applied to the registered
services 1108, 110B, and 110C, a common security code
service is registered in the area 1000.

[0170]

When the service provider (including the original card
issuer) wants to register an area and a service in a file
system that is allocated to the service provider, the

- service provider issues an area registration request and a




SO05P0026 service registration request to the operating
system which provides the execution environnment of
the IC card. Since these registration requests are
sent with the encrypted conmmunication after packaged
using the issuer key KI that exclusively belongs to
the file systemof the provider (see Fig. 16), a
third party cannot read data fromand wite data to
the file systemw thout perm ssion. [0171] Fig. 21
illustrates the procedure gerfornmed at step S1 shown
in Fig. 20 by the service provider (including thé&05P0026
original card issuer) to register an area in the
ssevit€ eregisaykdesn sSrdddestsyst ene dferaaamaubiygaémpnvhich
between the service provider and the IC card is
ppeYidgddeuskaguiplorc emtvigrhasst shibrithea d§geard. Since
communi cation_interface based on e]ectromagnetic
tP%ﬂ%cE%%ﬁ?HEFtﬁgPrﬁF%?%ﬁﬁseérPnF%F¥a%%%h StiehengEyRiRd
UARTA48 qar, |2 . [.0172 The,.service provider perforns
SR U Ve PLE A Sl g
e £XBEUIAR BRYLAGOMENLHQ £ihg LisCah r 3R LSSYES AN see
area ID request”"to the file systemusing the system
FE9AelSC ef thhed fpd By shastasead @tQIrRdh. ah@lwdite data
When triggered by this request nessage, the nutua
tauthremtiileatiyoheprodddwte pempisgiom. a plurality of bi-
di recti onal conmunication operations is perforned
[Betieen - 62

Fig. 21 illustrates the procedure performed at step S1
shown in Fig. 20 by the service provider (including the
original card issuer) to register an area in the service
provider's file system. The communication between the
service provider and the IC card is performed using a
contactless short-range communication interface based on
electromagnetic induction or using a wired interface, such
as the UART48 or I°C49.

[0172]

The service provider performs polling on the operating
system serving as an execution environment of the IC card
and issues an area ID request to the file system using the
system code SC of the file system as an argument.

[0173]

When triggered by this request message, the mutual

authentication procedure including a plurality of bi-

directional communication operations i1s performed between




SO05P0026 t he service provider and the operating

system which is the execution environnent of the IC
card. Thereafter, an area IDis returned to the
service provider as a return value. The configuration
of the nmutual authentication procedure is different
dependi ng on the specification of the IC card and is
not directly related to a key feature of the present

i nvention. As such, a detailed description thereof is
not provided. [0174] Afté&2 the nutual authentication
procedure is conpleted, the service provider is$§é80026
an area registration request to register an area in
thdesdridieespsbemisn drie thpebptiagi sy styamemef whbeh 11G the
card. This area registration request is carried out
¥R g arhengi sanhentarmf dhealCaceredi sthharicoftrequastarea

ackage as ar s of the area registration request.

t
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regi stration request is received by the operating
isysdtemiekcthe +& oadd tot Bekay epediagicS bFathenpréasiest
package is delivered to the file system of the
imegntiioa .prdyi sech.ore dedabastisdefciipd ianedhePedh theaot
argunment. The area registration request package is
Pxferiedecr ypt ed using the card issuer key Kl of the
[éfﬁﬁice provi der. Thus, - 63

After the mutual authentication procedure is completed,
the service provider issues an area registration request to
register an area in the file system to the operating system
of the IC card. This area registration request is carried
out using the area ID and an area registration request
package as arguments of the area registration reguest.
Since the area registration request package is encrypted
using the issuer key KI of the service provider, a third
- party cannot falsify the area registration request package.
[0175]

When the area registration request is received by the
operating system of the IC card, the area registration
request package is delivered to the file system of the
service provider on the basis of the area ID in the argument.
. The area registration request package is then decrypted

using the card issuer key Kr of the sexvice provider. Thus,




SO05P0026 the area registration request package is
retrieved. Subsequently, the area requested in the
package is registered in the file system The status
of the registration operation is returned to the
service provider, which is the requester of the
regi stration operation. [0176] Fig. 22 illustrates
the procedure perfornmed at step S2 shown in Fig. 20
by the service provider (including the original card
i ssuer) to register a servite-in the service
provider's file system (or a particular area S05p0026
registered in the file systen). The communi cation
thetawen richd sseaviae rquesicdpachage the de€Craarddi s
performed using a contactless short-range
Selorrananddiic oibe nteed aeaiusated oh Wierackedgndsi c
rin_duction,or using. a wired interface, such as the

&5k 1n 3Eaot H i PR emThe TR r A & Sp PEV FBRY

rf ollindg, on t.he operatin stem servi ng .a
reqis alt R opelde fdy LB (BB Rod th N SRIVIES prdhiter,

wiRILHIQA thi) Leguested @ RE kLS SYSIEMUSHRYAE NS, .
system code SC of the file syStem as an argunent.

[§046718] When triggered by this request nessage, the
mut ual authentication procedure including a plurality
of Biig-.d2?ettlwtalateontiai patdsiureppratoonsd iaf step S2
perfornmed between the service provider and the

s}wg}. At g&gsyggew T SEEviceherevigler (including the
original card issuer) to register a service in the service
provider's file system (or a particular area registered in
the file system). The communication between the service
provider and the IC card is performed using a contactless
short-range communication interface based on electromagnetic
induction or using a wired interface, such as the UARTA48 or
1°C49.

[0177]

The service provider performs polling on the operating
‘system serving as the execution environment of the IC card
and issues an area ID request to the file system using the
system code SC of the file system as an argument.

[0178]

When triggered by this request message, the mutual
authentication procedure including a plurality of bi-
directional communication operations is performed between

the service provider and the operating system, which is the




SO05P0026 execution environnment of the |IC card.
Thereafter, an area IDis returned to the service
provider as a return value. The configuration of the
nmut ual aut hentication procedure is different
~depending on the specification of the IC card and is
not directly related to a key feature of the present
i nvention. As such, a detailed description thereof is
not provided. [0179] After the nutual authentication
procedure is conpleted, tHe service provider issues a
service registration request to register a serviS€eFpPp26
the file system (or a particular area registered in
etdbentidre edystenerto dtheheperatang. syBice@ufoér hen |ea
card. This service registration request is carried
IButs utwyreletardee |Prandgearseyiier asegi serath omplue.
request. package as argunments of the service

The F R AITBAIOR erfuddte TetHRE PRENIHIRALE OPBF_EF MO

reguest, package i s ncrypted.using the issu key. K
abfiiche BapcAdrng on ' SReCTRICH o0 &F LR35 FRa iy

14 Ne S iee@1 o0l BIT AL itQN of AYCSL 2+ PACKRIChe [ 18NNt
When the service registration request is received by

ifhentaper.at RBgssyst emdek atihed| fe€arihtilhetBer¥d£eis not
regi stration request package is delivered to the file
pxysitded. of the service provider on the basis of the
area IDin the argunent. The service registration
[9%tflest package is then - 65

After the mutual authentication procedure is completed,
the service provider issues a service registration request
to register a service in the file system (or a particular
area registered in the file system) to the operating system
of the IC card. This service registration request is
carried out using the area ID and a service registration
request package as arguments of the service registration
request. Since the service registration request package is
encrypted using the issuer key Kr of the service provider, a
third party cannot falsify the service registration request
package.

.{0180]

When the service registration request is received by
the operating system of the IC card, the service
registration request package is delivered to the file system
of the service provider on the basis of the area ID in the

argument. The service registration request package is then




SO05P0026 decrypted using the card issuer key K, of the
service provider. Thus, the service registration
request package is retrieved. Subsequently, the
service requested in the package is registered in the
file system (or the particular area registered in the
file system. The status of the registration
operation is returned to the service provider, which
is the requester of the registration operation. [0181]
As shown in Figs. 18 and 19> by applying a PIN to the
area or the service registered in the file systef058R026
access control can be carried out on an area basis or
defrgptser vstrg tasicardiddisubonesdy \K: whetha sdtriadel ty of
services (an overlap service) is registered in one
pxeridege néhesy Ereseyicgl ueal styptdonaceassshepddtge is
can be defined for the sane service nenory area by
r%\weyfeﬁig a @PW%‘%}G% $BpvPREVicy FRSPPSHBRetRrths n
S enbodlnent ce ng e ccess
Pt Rttt an RE AT st o RE PR g
af@aSLi%rgllﬁ%)éré& ﬁ?Sﬁ{g ifgh candsthe P! Nh\éegvcgtﬁétéprthe
process 1Is optional. That Is, only when the security

ré&fick 13 vhCepefich S8 ve€lrEd alb aheasksvesahhed:i dhe
security code verification is required before
wistcdr tiisnghe hee geratiege odr thaccessinpttibe apeaation.
contrast, when the security code service is disabled,
lsecurity code verification is not required. - 66

As shown in Figs. 18 and 19, by applying a PIN to the
area oOr the service registered in the file system, an access
control can be carried out on an area basis or on a service
- basis. Additionally, when a plurality of services (an
overlap service) is registered in one service memory area, a
plurality of access methods can be defined for the same
service memory area by applying a PIN to each service.

[0182]

However, in this embodiment, when accessing the file
access, the mutual authentication (as described above} using
the issuer key is essential and the PIN verification process
is optional. That is, only when the security code service
for a service or an area is enabled, the security code
verification is required before starting the service or
accessing the area. In contrast, when the security code
service is disabled, the security code verification is not

required.




SO05P0026 [0183] The details of the PIN are witten in
the security code service data bl ock of the security
code service definition block. Fig. 23 is a schenmatic
illustration of the data structure of the security
code service data bl ock. As showmn in Fig. 23, the
security code service data block includes a security
code area, a storage area for the nunber of failed

aut hentication attenpts, a setting area of maxi num
allowed failed authenticatdton attenpts, a security
code use selection area, and an access perm ssi 88520026
flag. [0184] Only when the PIN entered by the user is
(sugxiessfully verified, the access permssion flag in
the security code service data block for the

cor Téspdatahls sef wWhee PON areavriittesetinsbhé hegcwatdgssode
to the service or area is allowed. [0185] The access

spefiis sieda Plagkief £ agorréit e a299ry Saretker defiridsion
o _the _correspondi ng.applicatjon or directo
oL Ptned ir Aot L The BERGEEE of U itges s Ehesiata
sPAIA SR QF tBLaQeéé?'ch} cbiie ACESRID £ By dek aul s G
access permssion ]] g of the service or area for
iGN @3P1 dhkSsed @bty RAdESsS8Fidd d4HR2a6eB88RI Dh&ludes a
After the PIN verification operation and the nutua
sauthient icodti anea ppersadoirage usieyy fidre thesunembkeyodHffaiied
file systemare successfully carried out, the access
a*ﬁhqﬁh§§p§ﬁ0ﬂ|g@t@@pq§eta-sgttlng area of maximum allowed

failed authentication attempts, a security code use
selection area, and an access permission flag.
[0184] |

Only when the PIN entered by the user is successfully
verified, the access permission flag in the security code
service data block for the corresponding service oxr area is
set so that access to the service or area is allowed.

[0185]

The access permission flag is a flag indicating whether
access to the.corresponding application or directory is
allowed or not. The service or area whose access permission
flag is set is accessible. By default, the access
permission flag of the service or area for which a PIN is
required is set to "inaccessible"., After the PIN
verification operation and the mutual authentication
operation using the issuer key of the file system are

successfully carried out, the access permissicon flag is set




SO05P0026 so that access is allowed. In addition, if
the access permssion flag is continuously set and
the 1Ccard is lost or stolen, the user could suffer
nonetary | oss due to wunauthorized use of the service
or area. Therefore, the IC card nmay have a feature to
automatically change fromthe accessible state to the
i naccessi ble state in response to, for exanple, the
absence of el ectromagnetic waves. [0186] In addition,
when an invalid PINis inp#t7 -the nunber of failed
authentication attenpts is updated. |If the nunbers05p026
failed authentication attenpts exceeds the nmaxi num

sal tipyedhdiskeds aytl hepdd .catthoadat ¢ Bst S fSehel Actdies
setting area of maxi num all owed failed authentication

parmihpia, filhg isteorttigfuctiséyceet espbridiendCseayd ces drost
access to the corresponding area is inhibited. [0187]

oF BRfdtraltheoHeer t ¢ ich HE Lo Pore@ny ilossudeessd ul

th nb f fapLled authenticati t t houl d
o e 1, BeheRs cP L, gt s e
AL b SERIOLL) ol LOR AMTIGE,g1 0 ©

a&Ped dNHNeAlskaneded aideed nadutbenmbi £afdar aht eappSnanNdo,
the verification fails, only a nanager of the IC card

fde.qrampllee shpaslatdmy eigeheetrtapgrmariagenves. t he
original card issuer) may clear the nunber of failed
[@f#%enti cation attenpts. To authenticate the nanager

%n addition, when an invalid PIN is input, the number
of failed authentication attempts is updated. If the number
of failed authentication attempts exceeds the maximum
‘allowed failed authentication attempts set in the setting’
area of maximum allowed failed authentication attempts, the
start of the corresponding service or access to the
corresponding area is inhibited.

[0187]

In general, once the input of the PIN is successful,
the number of failed authentication attempts should be
cleared. Thus, a maliciéus user is prevented from combing
the security code. If the number of inputs of the PIN from
the user accidentally exceeds the maximum allowed failed
authentication attempts and the verification fails, only a
manager of the IC card (e.g., the separating engineering
manager or the original card issuer) may clear the number of

failed authentication attempts. To authenticate the manager,




SO05P0026 aut hentication using a private key, which is
descri bed bel ow, may be enpl oyed, for exanple. [0188]
Fig. 24 illustrates the procedure for controlling the
start of a service or access to an area in accordance
with the security code input fromthe user in the
formof a flow chart. [0189] Wen a user inputs a
security code (step S11), the security code service
data bl ock of the security code service definition

bl ock is accessed to verifysthe security code (step
S12). [0190] |If the PINin the security code sel¢bee026
data block is equal to the PIN input by the user, the

a@EIARS PERBhSEE 0Ny 4 | B vdatet ReySeani ¢l Vi€ Qs §8biECBelow,
data block is set so that the corresponding service
noy l empBegedesi@ccoesgirlee (step S13). [0191] For
exanple, by placing an I C chip above a reader/witer,
input via a user interface of an externa

a atu { connected. t read
g 1 7a g s ERE PR ity SR e Ottt 1B
s tofr ange, GOUI G0 L9t &1A%8 B396HcOPaance wich

ectronagneti c i nducti on.
the security code input from the user in the form of a flow

chart.
[0189]

When a user inputs a security code ({step S11), the
security code service data block of the security code
service definition block is accessed to verify the security
code (step S512).

01201}

If the PIN in the security code service data block is
equal to the PIN input by the user, the access permission
flag in the security code service data block is set so that
- the corresponding service or area becomes accessible {(step
S13}).

[0191]

For example, by placing an IC chip above a
reader/writer, a PIN input via a user interface of an
external apparatus (not shown) connected to the
reader/writer can be transmitted to the IC card using a
contactless short-range communication interface based on

electromagnetic induction.




SO05P0026 [0192] As shown in Fig. 24, when the access
authority to the application and the directory is
controlled using the PIN, a nualicious user could
break the security wall by conmbing the PIN (in
particular, in the case where a short-digit nunber is
used for the security code). Accordingly, in this
enbodi nent, the nmaxi num all owed fail ed authentication
attenpts is set in the security code definition area
so that an application of & rectory whose nunber of
failed authentication attenpts exceeds the naxi B@aP002¢6
allowed failed authentication attenpts becones
[opegressi bl e. Thus, the access control is provided.
[0193] Fig. 25 illustrates the procedure for
contAsokhpny imeligc@dsswhet hidre tacdessaasehotr Cey and the

area using the nunber of failed authentication
app}ErRdtion anehehe odhesttogyvf Laweortenkled osdap thtpdith a

. i nput PI tep S21), h i .
mR B BB rnrorbh Tk ShE. b Eaeash e v BVi PO SR
t e 95] .Lf PLN. i nput t he '
PGP PRtk eu kiRl s CRSe N R el B Sl r
igdeiddd tHoenthboskeut g 300ESS m&mcasjg%,f kagehis t he

security code service data block is -
embodiment, the maximum allowed failed authentication
attempts is set in the security code definition area so that
an application or directory whose number of failed
authentication attempts exceeds the maximum allowed failed
authentication attempts becomes inaccessible. Thus, the
access control is provided.

[0193]

Fig. 25 illustrates the procedure for controlling the
access authority to a service and an area using the number
of failed authentication attempts in the form of a flow
chart.

[0194]

When a user inputs a PIN (step S21), each security code
service definition block is accessed to verify the PIM (step
522).

[0195]

If the PIN input by the user is egqual to the PIN in the

security code service definition block, the access

permission flag in the security code service data block is




SO05P0026 set so that the corresponding service or area
becones accessible (step S23). [0196] However, if
the PIN input by the user is not equal to the PINin
all of the security code service definition blocks,
the nunber of failed authentication attenpts in the
security code definition area is updated (step S24).
Additionally, if the PIN input by the user is equal to
the PINin all of the security code service
definition blocks and the7uthentication is
successful, the nunber of failed authenticationS05pP0026
attenpts is cleared to zero. [0197] At step 525, it
sttt deteiad ned wbeidjordiagupdatede sidien bcbmdd ed
aut hentication attenpts exceeds the maxi nrum all owed
ated$sidblautisenpi 8a%i on attenpts set in the security
code definition area (step S25). [0198] |If the nunber
%* qblled authentlcatlon attenpts exceeds .the

n1a||o ai d.aut hent i on atte
accESEBEF m LB G A Y LR R Lh e fue%q%qx t6r
L8 65 1 Gh6AE B0 TitS 06 SOACopANUNg Seryl oy or

area becones I naccessi e (step aresult, a
bIBERLT QS WSRbek Sof HaaVeA! 8dth&RM Caiiinng ttBgoH Nn the

[0199] In contrast, if the nunber of inputs of the
sé&@¢ﬁﬁynnode7def1nltlon area is updated (step S24).
Additionally, if the PIN input by the user is equal to the
PIN in all of the security code service definition blocks
and the authentication is successful, the number of failed
authentication attempts is cleared to zero.

[0197]

At step S25, it i1s determined whether the updated
number of failed authentication attempts exceeds the maximum
allowed failed authentication attempts set in the security
code definition area (step S25).

[0198]

If the number of failed authentication attempts exceeds
-the maximum allowed failed authentication attempts, the
access permission flag in the security code definition area
1s cleared. Thus, the corresponding service or area becomes
inaccessible (step S26). As a result, a malicious user is
prevented from combing the PIN.

{0199]

In contrast, if the number of inputs of the PIN from




SO05P0026 the user accidentally exceeds the maxi num
allowed failed authentication attenpts and the
verification of the security code fails, only a
manager of the I1C card (e.g., the separating
engi neeri ng manager or the original card issuer) may
clear the nunber of failed authentication attenpts. To
aut henti cate the manager, authentication using a
private key nmay be enployed, for exanple. Industria
Applicability [0200] Al thddgh the invention has been
shown and described wth reference to the speci £i06P0026
enbodi ments, it would be apparent to those skilled in
théeusdd aclhatieatd Brnatdce@ dsethe dhdwiitu:m BaYohed negieled
wi t hout departing fromthe spirit and scope of the
aiphverrticotiay diefemmed iamdt hbeappehfied tdloai pE. thg 0RBAjrity
Wi | e an enbodi nent of the gresent i nventi on has been
cscrilded fPLh ¢ d1aRERde of othn Thirdat(Pof- maHyenent
Srn%£g¥1n of aineng%{ area incorparated i.n_an I%carollf )
& Predent I TaVERtd SRPEERoPT I T t6d It RBr ef 35 THE VST
ndY SR LRYERtLALY iy AARRLLCAR A AeTBhNOL Blots. o
managi ng a menory incorporated In an apparatus other
aliftedhtdrak€ €8¢ tnddhdeie SafBeABIMEion LO204] a Thatvdis key
the forgoing description of the preferred enbodinents
nagf Hehenmphveadi oivthaxabeér.presented only for the

purpose of illustration and description and is not
Indittirded apghicability
[0200]

Although the invention has been shown and described
with reference to the specific embodiments, it would be
apparent to those skilled in the art that alternative
embodiments may be made without departing from the spirit
and scope of the invention as defined in the appended claims.
[0201]

While an embodiment of the present invention has been
described with reference to an information management method
of a memory area incorporated in an IC card, the present
invention is not limited thereto. The present invention is
applicable to a method of managing a memory incorporated in
an apparatus other than an IC card in the same manner.
f0202]

That is, the forgoing description of the preferred
embodiments of the invention has been presented only for the

purpose of illustration and description and is not intended




SO5PO26 to be exhaustive or to limt the invention to
the precise fornms disclosed. Therefore, the scope of
the invention should be determ ned by the appended
clains. Brief Description of the Drawings [02031 Fig.
1is a schematic illustration of the basic concepts
of wireless data communi cati on between a card
reader/witer and an I C card based on el ectromagnetic
i nduction; Fig. 2 is a diagramin which a system
including the card reader/Mriter and the IC card is
nodel ed as a transforner; Fig. 3 illustrates thé&0520026
har dware configuration of a data comrunication

t APRAIAHAS sAEGOT 6 Nt 11amal eRboth Vet c@f tbhehe ppaSEne
invention; Fig. 4 is a schematic illustration of the

- fetmauctiscéootd . a TotafolresyShensodfpen aferbeyiaveatian t he
| C card according to an enbodi ment of the present

showehbicodstrrging iy dhgcherarded idladseration of the

sIr ture 0 r ce providing systemusing the IC
Bfﬁﬁ' eﬁFﬁlpgl??l ﬁ%ﬁ$§‘3 8hory area in which an

[&% |naI card i ssuer nmanages only the file system of
e original card issuer; Fig. 7 is a diagram

il gshrating 4 hathelBeical huiSURLonC8R P Mdsian area
manager to rent or buy a certain anount - 73
concepts of wireless data communication between a card
reader/writer and an IC card based on electromagnetic
induction;

Fig. 2 is a diagram in which a system including the
card reader/writer and the IC card is modeled as a
transformer;

Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to an embodiment of the
present invention;

Fig. 4 is a schematic illustration of the structure of
a control system of a memory area in the IC card according
to an embodiment of the present invention;

Fig. 5 is a schematic illustration of the structure of
a service providing system using the IC card;

Fig. 6 illustrates a memory area in which an original
card issuer manages only the file system of the original
card issuer;

Fig. 7 is a diagram illustrating that the card issuer

can permit an area manager to rent or buy a certain amount




SO5PO26 of free space of the file systemof the card
issuer; Fig. 8 is a diagramin which another service
provi der separates a nenory area pernitted by the
card issuer to generate a new file system Fig. 9is
a diagramin which a conmon area nmanager separates a
menory area permtted by the card issuer using a
system code SCO of the conmon area; Fig. 10
illustrates a pre-process of separating a file
system Fig. 11 is a sequenGe-diagramillustrating the
procedure perforned by the card issuer to poll tiB85FPC026
card; Fig. 12 is a sequence diagramillustrating the
opr Peesl W ef othehs epallatsyRfiemegiesihe S&Hd fikeqethe card
issuer to the ICcard; Fig. 13 illustrates a case in
whi dhigt-hé menardizyres 6h whheh |dhaddned ssrseparmtoed damd
a newfile systemis generated; Fig. 14 is a sequence
SRR 17 PEEOFA( FTR7 BIFETPEbERIRY cLiGICares GEERRT e

| ssuer nd a systemcode SC carried out by a

K Kli_,
g?ﬁﬁi%%?if%§wp%6€?d%$s ‘er the new service provider
" ! T
as p[agquir ed J %Jd&]aﬁm §.XS&1§I§&? ;begceosc OSIE%%IQ% mA TR

area of the I C card; Fig.

sépd tisldatal @Bmety t Hee Sidctal HEEd Oby BhdTRIFRHY 138 €&r Qfsitihie a
IC card in which a plurality of file systens coexi st

shytame peatel 80 acs efder atommgnopesation; Fig. 16 is a
schematic illustration of the structure of - 74

Fig. 10 illustrates a pre-process of separating a file
system;

Fig. 11 is a sequence diagram illustrating the
procedure performed by the card issuer to poll the IC card;

Fig. 12 is a sequence diagram illustrating the
procedure of the separating request sent from the card
issuer to the IC card;

Fig. 13 illustrates a case in which the memory area of
the IC card is separated and a new file system is generated;

Fig. 14 is a sequence diagram illustrating the
procedure for resetting an issuer key KI; and a system code
SCi carried out by a new service provider after the new
service provider has acquired the file system thereof on the
memory area of the IC card;

Fig. 15 is a schematic illustration of the structure of
a memory area of the IC card in which a plurality of file
systems coexist by repeating a separating operation;

Fig. 16 is a schematic illustration of the structure of




SO05P0026 a request command packaged using an issuer
key; Fig. 17 is a schematic illustration of a
directory structure in the file system Fig. 18
illustrates the basic structure of the file system
Fig. 19 illustrates areas layered in a nmenory space of
an IC card 50; Fig. 20 is a flowchart illustrating
the procedure for registering an area and a service
inafile system Fig. 21 illustrates the procedure
performed by a service proMider (including an
original card issuer) to register an area in théobppeze
system of the service provider; Fig. 22 illustrates
at heqpraceduhen@esdard byiag servdfhipPkey der
(including the original card issuer) to register a
serVviige iLh the fadhemgystenl bistierioar vfce diprenticder ;
Fig. 23 is a schematic illustration of the data
SEEHGictsr énofha SekursvisfeBode service data bl ock; Fig
24 is a flow.chart illustrating the procedure far,
conERa) Hhot i B HEE RS ot Forb b G SERGLRES GiL (1he didgss
rity to an area in accordance with a security
code input froma user; and Fig. 25 is a flow chart
AT wsyr at o non the rakeseduE£s fOfye @@t HOL | hdigh AN e Rceess
authority to a service and an area on the basis of
att e manbeb0of failed PIN input attenpts. - 75

3

Fig; 20 is a flow chart illustrating the procedure for
registering an area and a service in a file system;

Fig. 21 illustrates the procedure performed by a
service provider (including an original card issuer) to
register an area in the file system of the service provider;

Fig. 22 illustrates the procedure performed by a
service provider (including the original card issuer) to
register a service in the file system of the service
provider; |

Fig. 23 is a schematic illustration of the data
structure of a security code service data block;

Fig. 24 is a flow chart illustrating the procedure for
controlling the activation of a service or the access
authority to an area in accordance with a security code
input from a user; and

- Fig. 25 is a flow chart illustrating the procedure for
controlling the access authority to a service and an area on

the basis of the number of failed PIN input attempts.




Ref erence Nunerals [0204] 11 issuer communi cations
apparatus 12 nmanager conmuni cations apparatus 13
manuf act urer communi cati ons apparatus 14 storage area
separating apparatus 15 managenent file registration
apparatus 16 IC card 17 network 21 card issuer 22
card storage area nmanager 23 manufacturer of
apparatus 24 card storage area user 26 card hol der
30 card function analog circuit 31 rectifier 32
antenna 33 serial regul ator’334 carrier-wave detector
35 clock extractor 36 clock selector 37 clock S05P0026
oscillator 38 logic circuit 39 voltage detector 40
rRdag perpfeOi@B8rAYs UNni t SO5P0026 - 76

{0204]

11  issuer communications apparatus
12 mahager communications apparatus
13 manufacturer communications apparatus
14 storage area separating apparatus
15 management file registration apparatus
16 IC card

17 network

21 card issuer

22 card storage area manager

23 manufacturer of apparatus

24 card storage area user

26 card holder

30 card function analog circuit

31 rectifier

32 antenna

33 serial regulator

34 carrier-wave detector

35 clock extractor

36 clock selector

37 clock oscillator

38 logic circuit

39 voltage detector

40 data processing unit




41 RAM 42 ROM 43 EEPROM 44 signal processing unit

45 CPU 46 data encryption engine 47 error correction
unit 48 UART interface 49 |12C interface 50
reader/witer function analog circuit 51 transm ssion
anplifier 52 transm ssion antenna 53 reception signa
detector 54 reception anplifier filter 55 reception
antenna 100 data comruni cati on apparatus S05P0026 - 77
CLAI M5 SO5P0026 1. A data commruni cation apparat us
~having a nenory space, the&data comunication
appar at us managi ng the nenory space by separati ngoSRe026
nmenory space into one or nore file systens, the
sappaat us conprising: controlling means for holding a
separating authority key and managi ng the access to
4¢heROM e systemin the nenory space; and

43 EEPROM

44 signal processing unit

45 CPU

46 data encryption engine

47 error correction unit

48 UART interface

49  I?C interface

50 reader/writer function analog circuit
51 transmission amplifier

52 transmission antenna

53 reception signal detector
54 reception amplifier filter
55 reception antenna

100 data communication apparatus




afirst file systemallocated to a first service
provider in the nenory space, the first file system
hol ding an issuer key of the first service provider;
wherei n, upon receiving, froma second service
provi der requesting an allocation of a new file
system a separate package generated by encrypting,
using the issuer key of the first service provider, a
data bl ock containing a separate el enent package
generated by encrypting an7issuer key of the second
service provider using the separating authority kegp0026
and information on the new file system the first file
system decrypts the receigtgdygepar at e package using
the issuer key of the first service provider and
retrieves the separate el enent package and the
information on the new file system and wherein the
cbnt rroldaitag commrsi alddoppeppt hat us dpariage aelhemert space,
ackage using the separating authority key, retrieves
the, A3 tes GEFMRBYCHTE A EPPEEBRES SBRRAHE I 66| BYFOLY spgce

b RE0026 6PaLAl s, B [ 188 A 63, 0f JLNC. BBy SRACe, Liens,
ccordance“w e -l nformation on the new fife

£y ShfJhragld abhocalies .t he separated nenory area to a
second file system holding the issuer key of the

secendt s8I VirGe reld¥i @8f . h@ldikhe adakpacomimitahicenty
apparatus according to Caiml1, wherein each of the
k¢y |agds peneging nthcheareser yospac ef Has syatem in the memory
identification information, and wherein, upon
SRaei WilAlg an external access having the area

| dent Elieatbon, Lotormmion o a.fLle: pystam e e
provider in the memory space, the first file system holding
an issuer key of the first service provider;

wherein, upon receiving, from a second service provider

requesting an allocation of a new file system, a separate
package generated byrencrypting, using the issuer key of the

-first service provider, a data block containing a separate
element package generated by encrypting an issuer key of the
second service provider using the separating authority key
and information on the new file system, the first file
system decrypts the received separate package using the
issuer key of the first service provider and retrieves the
separate element package and the information on the new file

~ system, and wherein the controlling means decrypts the

separate element package using the separating authority key,

retrieves the issuer key of the second service provider,




encrypted using the issuer key of the file systemin
the formof argunents of the external access, the
controlling means delivers the package to the
corresponding file system on the basis of the area
identification information, and wherein the file
system decrypts the package using the issuer key of
the file system 3. The data commruni cati on apparat us
according to Caim?2, wherein each of the allocated
file systens in the nmenory 78space has a system code,
and wherein, when separating a new file system iS§5P0026
response to the reception of the separate package,
sépher oo molflreaga reanst stiles mbhergysiem dodacobriifaece with
file systemtogether with the issuer code and the area
thelehnfdimagticonon nflg med dale- sygtersO5PQ0R8 14catye W a
communi cation apparatus according to Claim3, .
SEPRTHIS MERERY t FeSd % ESFPBY © i YStey Qolll%?q%stthe
1$90ex 30QULT pP area ddentitleation, Jnf ormat ion using
the syst'em code of the S&ivrc provider as an

argurment of the request after acquiring the file
system the controlling neans perforns polling on

each mfe Wheaf tbu@yisdaii®noBpphcatiasiascekdihbetsystam 1,
code in the request to acquire the area
wheperitn feiacht pOnthefrivatsivstefs om tHe cemoegpopdéadids | e
system and returns  the acquired area identification |
ared ordratidhce blehel niegresier, and pler@idfa upon receiving

Lcom nrl %&tign a g?évat ustﬁgcor di ngdtqc.%.ai gLS,

BHER =] ACTBEpaIe o SR GRSt T T omiERe: EBcond
irfdM480on on a file system to be accessed and a package
encrypted using the issuer key of the file system in the
form of arguments of the external access, the contrelling
means delivers the package to the corresponding file system
on the basis of the area identification information, and
wherein the file system decrypts the package using the

issuer key of the file system.

3. The data communication apparatus according to Claim 2,

wherein each of the allocated file systems in the memoxry

space has a system code, and wherein, when separating a new

file system in response to the reception of the separate

package, the controlling means sets the system code of the
file system together with the issuer code and the area

identification information.




provi der after the second service provider has
acquired the file system the controlling neans
rewites the issuer key and the system code set in
the second file systemat the separating tinme. 6. The
dat a conmuni cati on apparatus according to Caim1,
wherein each of the file systens in the nenory space
has area identification information, and wherein, upon
receiving, fromthe servi provi der after the
service provider has acquired the file system e noo2e
external access having the area identification
informati on and a package of an access request to the
f11 e s d8irre AT PR R SN GPPREE T 6% (RgcdEeingf to @orim 3,
S05P0026.t he_service, provider, in, the formof argunents
RF T Hk W&?PeFﬁSls%E%b PrPREAEHMt T899 Ay TREGRST 1O*

a? 1 V8165 LA iSQIﬁEGJy I&Qi%ﬁcgﬁgcgmﬁé’tit&e %%I(;eﬁﬂé’”sd;}s”c%m

e systemon t asi s of area 1dentrfircation

cbid WiMhicOBerdicd pRIN f O ARNAG DGR BBMRRY Algist
data conmmuni cati on apparatus, the data communi cation

-afipparaatqus rhagi hige af eneyy tespacies attch trnaghggmé dres
menory space by separating the nenory space into one
pPex fance PRiLLéngyan evach Wiietbe nfhl & eqieatemsngn alve Hordisy of
key for autgenticqging authority to separate the file

R SHEhEN GO 11 TR iTeEUEFE BPn FTFAR F8RL FESR i ng

iégﬁ§§¥ic%%%?§5£ %ofﬁgég%na@rgﬁz Q%ﬁ&f]g&%gﬁgghgs£ile

Service I der are provi ry”space,

sy HenRLHR0de t GOAPT 1 NGRSt £PRS: Ofdert8E8LYEDIn from a
second service provider requesting an

information to the requester.

5. The data communication apparatus according to Claim 3,
wherein, in response to a request from the second service
provider after the second service provider has acquired the
file system, the controlling means rewrites the issuer key
-and the system code set in the second file system at the

separating time.

6. The data communication apparatus according to Claim 1,
wherein each of the file systems in the memory space has
area identification information, and wherein, upon receiving,
from the service provider after the service provider has
acquired the file system, an external access having the area
.identification information and a package of an access

request to the file system encrypted using the issuer key of




allocation of a new file system a separate package
generated by encrypting, using the issuer key of the
first service provider, a data block containing a
separate el ement package generated by encrypting an
I ssuer key of the second service provider using the
separating authority key and information on the new
file system decrypting the received separate package
using the issuer key of the first service provider
and retrieving the separat@ €l ement package and t he
information on the new file system and - 81 505F0026
S05P0026 decrypting the separate el enent package using
thhesestper arPngdautinotiey feey, of earduseingg phethssuer
key of the second service provider, separatln a free

SXT DY AWESS ekt \FEFEod iR AR TG VRFE ht e
1{1% gtm%f %kgaetPc? Hew  fi gpé ixggfcn g%d LLoga A e

e epara rehory area e 3ys

phol i thheakgs Uﬁier{ft%}fl%%t‘igﬁ §]§E(9H‘[gitl%%r vice

provider. 8. The nethod for managi ng a nenory of a

data comruni cation apparatus according to Caim?7,

wherein each of the file systens in the nenory space

has & emthiodeher fiawdiion Enhenemy ioha datdawhenmiriciion

external access includes the area identification
ARRAGH i SRS ﬁa%ﬁqum@un§9§Féﬁ?t%PRﬁ?%%ﬂ?egégﬂn%rﬁi%?mory

ackage, encr using the _issuer t he .f
S ) ROERE 1or o eAPGinBRESs g TRRAFEPR T nomory
555%4“¥$t%u%5365r ifigé Ep§t§$§*”%ﬂé elﬁcg'géﬁgkatlng
authority key for authenticating authority to separate the
file system and a first file system for authenticating
access authority using an issuer key of a first service
provider are provided in the memory space, the method
comprising the steps of:
receiving, from a second service provider requesting an
allocation of a new file system, a separate package
generated by encrypting, using the issuer key of the first
sexrvice provider, a data block containing a separate element
package generated by encrypting an issuer key of the second
service provider using the separating authority key and
information on the new file system;
decrypting the received separate package using the
issuer key of the first service provider and retrieving the
separate element package and the information on the new file

system; and




an external access request to the file system having
area identification information and a package as
argunments of the external access request, delivering
the package to the corresponding file systemon the
basis of the area identification informtion, and
decrypting the package using the issuer key of the
file systemby the file system 9. The nethod for
managi ng a nenory of a d@I%lcgnnunication appar at us
according to Caim8, wherein each - 82 805P002g0g£0026
the allocated file systens in the nenory space has™a
system code, and wherein the method further conprises
t hedesTERSIE st SeRgrehe SYdiserh £aakast YHd g ighe
system together. wi.th the_issuer de.and the are
SR T PO AR B T ol et o GRGIY SOgardErRG Bhat 1%
s SYSHL Wl £E f1d:0 tsggargsﬂf?@ta G2.Qf 21 0E Sepyate
package. 10. The method for managi ng a nenory of a
méd ey sPAFEUDL Cadd i aapRakat NSt 1€ COIfdiragt§ 6n @i tAd new
further conprising: issuing, fromthe service
fproviydeen, aaneqidstcaftdng abquiepagp tadeneindentafeacdata en
~information using the system code of the service
SHTBA éé#ea§yﬁﬁﬂh3§Uﬁ%ﬁﬂ shet hesyarglrest ofafhersecond
acquiring the file system and performng polling on
St eoprgﬁéd?¥1e systems on the basis of the system
code in the request to acquire the area
identification information fromthe corresponding file

sy.St eReandiied UidY REnkBengCaUhdRft Abeaal dgp4 i fication
communication apparatus according to Claim 7, wherein each
of the file systems in the memory space has area
identification information, and wherein an external access
includes the area identification information on a file
system to be accessed and a package encrypted using the
issuer key of the file system in the form of arguments, and
wherein the method further comprises the steps of receiving
an external access request to the file system having area
identification information and a package as arguments of the
external access reguest, delivering the package to the
corresponding file system on the basis of the area
identification information, and decrypting the package using

the issuer key of the file system by the file system.

9. The method for managing a memory of a data

communication apparatus according to Claim 8, wherein each




information to the requester. 11. The nethod for
managi ng a nenory of a data conmunication apparatus
according to Caim9, further conprising the steps of

i ssuing, fromthe second service provider, a request
for rewiting the issuer key and the system code set

in the second file systemat the separating - 83
S05P0026 tinme after the second service provider has
acquired the file systemof the second service

provider in the nenory spade@ -and rewiting the issuer
key and the system code set in the second file spsrenzs
at the separating tinme in response to the rewiting
of eghte sl obdted el 1@IHRA @l i HBARDI G yTRPREY 0fs &

data comruni cation apparatus according to Caim?7,
swhiesreiqodeachndofhdeirf ithe syshedrsfdntHdre coRpp ye s pace
has area identification information, and wherein the
sherhed Fetthey thormiSteas cofle of dfe dfl leesgk vemd; odatdmr
rovi der an access_ request anludiqg t he

tﬁg ervice ,
LR ShedheneF et ot ST ABET ot dd fd padRAgE: BTt 1on
WGE SR BURS o L0 hg ;] 'sgﬁtga{sltneme%fpfms psrulge

ey of the

provi der encfypted using the i ssuer

r&&IPHIGR BEOYhEeteddvdhe hokgyof argunents of the
access request after the service provider has acquired

the file system and delivering the package to the
corresponding file systemon the basis of the area
i dent Thecaetbed forf oamavive zommminvedfi g tiheaar gunent s

of the access request fromthe service provider.
communicatlion apparatus according to Claim 9, further

comprising:

issuing, from the service provider, a request for
acquiring area identification information using the system
code of the service provider as an argument of the request
after acquiring the file system; and

performing polling on each of the file systems on the
basis of the system code in the request to acquire the area
identification information from the corresponding file
system and returning the acquired area identification

information to the requester.

11. The method for managing a memory of a data
communication apparatus according to Claim 9, further
comprising the steps of issuing, from the second sexrvice
provider, a request for rewriting the issuer key and the

system code set in the second file system at the separating
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time after the second service provider has acquired the file
system of the second service provider in the memory space

and rewriting the issuer key and the system code set in the
second file system at the separating time in response to the

rewriting request.

12. The method for managing a memory of a data
communication apparatus according to Claim 7, wherein each
of the file systems in the memory space has area
identification information, and wherein the method further
comprises the steps of receiving, from the service provider,
an access request including the area identification
information and a package of an access request to the file
system of the service provider encrypted using the issuer
key of the service provider in the form of arguments of the
access regquest after the service provider has acquired the
file system, and delivering the package to the corresponding
file system on the basis of the area identification
information contained in the arguments of the access request

from the service provider.




