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FIG. 1

(57) Abstract: Adversarial attacks on a machine learning model are detected by receiving vectorized data input into the machine

learning model along with outputs of the machine learning model

responsive to the vectorized data. The vectorized data corresponds

to a plurality of queries of the machine learning model by a requesting user. A confidence level is determined which characterizes a
likelihood of the vectorized data being part of a malicious act directed to the machine learning model by the requesting user. Data
providing the determined confidence levels can be provided to a consuming application or process. Multi-tenant architectures are also
provided in which multiple machine learning models associated with different customers can be centrally monitored.
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