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obtain a reduction of die size and cost. However, a common approach to meeting a mission
mode Flash reprogramming requirement is to provide a distinct Boot Flash or Program RAM
block on the integrated circuit die. Such memory blocks consume significant die area,

especially so when considering the very infrequent uses of such resources during the mission.

{0004] Accordingly, there is a need for an improved method and apparatus for

overcoming the problems in the art as discussed above.

BRIEF DESCRIPTION OF THE DRAWINGS
[0005] The present invention is illustrated by way of example and not limited by the

accompanying figures, in which like references indicate similar elements, and in which:

[0006] Figure 1 is a block diagram view of an integrated circuit having memory

according to one embodiment of the present disclosure;

{0007] Figure 2 is a block diagram view of a portion of the integrated circuit of Figure 1

in greater detail, according to one embodiment of the present disclosure; and

[0008] Flgure 3 1s a block dlagram view of the memory array of F1gure 2in greater detaﬂ

accordmg fo one embodiment of the present disclosure,
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[0010] A number of terms are used herein and can be generally defined as follows. An
"opcode” can refer to the digital program command being operated on by a processor. A
"BRA PC+0" opcode can refer to an opcode that causes the processor to branch back to the
same location it is currently at and, basically, it causes the processor to march in place. A
"hard coded" value can refer to an unchangeable data value such as a constant. Other

interpretations may also be possible.

[0011) Figure | illustrates an integrated circuit (10) in which a processor (12) is coupled
via a system bus (14) to a memory (16). The memory (16) includes novel functionality

according to the embodiments of the present disclosure, as discussed further herein,

[0012] Figure 2 illustrates the details associated with region (18) of Figure 1. The system
bus (14) generally comprises Address (20) and Data (22) segments. The address portion
carries address information out from the processor to peripheral devices, e.g. memory (16).
The data portion comprises a bi-direction bus (though it is sometimes implemented as a
unidirectional read data and write data pair) that carries data to and from the processor (12).
The memory (16) contains a memory array (24), associated control logic (26), and control
signaling (28). The memory (16) also contains a multiplexer (30) which selects between its
first port (32) and its second port (34) and routes one of these two ports to its output (36)
based on the multiplexer control input (38). As part of the integration of the memory (16) into
the integrated circuit (10), a hard-coded benign opcode, specific to the processor (12), is
assigned to the benign opcode input port (34). The multiplexer control input (38) (a.k.a.
"Busy" signal) is sourced by the memory control logic (26). Interface between the processor
(12) and memory control logic is via the Address (40,20) and Data (42,22) components of the
system bus (14).

[0013] Figure 3 illustrates a typical application in which the memory (16) comprises a

- Flashtype memory; in this-case with four pages (44,46, 48 and-50), any-of which-can be- - - - e e o

secured agé.inst erasure. In this example, the fourth pagé of memory (50) is secured from
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[0017] Accordingly, the embodiments as discussed herein allow for the uninterrupted

fetch and execution of opcodes from a memory (16), with no change in program (52) flow or
suspension of processor (12) operation, even if the memory array (24) is not able to supply

valid opcodes during certain functional states or conditions.
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program which instructs the memory (16) to execute a behavior that will cause it to become
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[0022] In another embodiment, the integrated circuit includes a memory array, a
multiplexer coupled to the memory array, and logic circuitry coupled to (a) the memory array
and (b) the multiplexer. In addition, the multiplexer includes (i) a first bus port coupled to the
memory array for receiving programmed opcodes stored in the memory array, (ii) a second

bus port for receiving the hard coded opcode, (iii) a control input for receiving a functional

state signal from the logic circuitry, and (iv) a multtplexer system bus port. Responswe to the

functional state signal on the control input having a first state representative of the first
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[0024] In another embodiment of the present disclosure, an integrated circuit comprises a
memory conﬁéured for being coupled via a bus to a processor. The processor 15 configured
for fetching and executing opcodes. The memory includes logic circuitry for detecting
functional states of the memory and wherein the memory (a) supplies one or more
programmed opcodes in response to detection of first functional states of the memory, and (b)
supplies a hard coded opcode in response to detection of second functional states of the
memory. In addition, the hard coded opcode is configured for enabling uninterrupted fetch
and execution of opcodes by the processor with either (i) no change in a program flow or (ii)

no suspension of processor operation.

[0025] In a further embodiment of the integrated circuit, the memory includes a memory
array and a multiplexer coupled to the memory array. The logic circuitry 1s coupled to (a) the
memory array and (b) the multiplexer. The multiplexer includes (i) a first bus port coupled to

the memory array for receiving programmed opcodes stored in the memory array, (ii) a

- second bus port for receiving the hard coded opcode, (iii) a control input for receivinga - - -~~~ - ==~ -

functional state signal from the logic' circuitry, and (iv) a multiplexer system bus i)ort.
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Imﬁhy@@ﬂﬂﬂ@ﬂﬁﬁﬁpﬁ@@@des fromthe nenory in response to
detection of first functional states of the nenory,
and supplying a hard coded opcode fromthe nenory in
response to detection of second functional states of
the nenory. The hard coded opcode is configured for
enabl ing uninterrupted fetch and execution of opcodes
by the processor with either (i) no change in a

- programflow or (ii) no suspension of processor

operation. [0027] According to yet another enbodi nent
of the nethod, configuring the nenory further includes
providing a menory array, coupling a nultiplexer to
the nenory array, and coupling the logic circuitry to
(a) the nmenory array and (b) the nultiplexer. The
mul tiplexer includes (i) a first bus port coupled to
the nenory array for receiving progranmed opcodes
stored in the nmenory array, (ii) a second bus port for
receiving the hard coded opcode, (iii) a control input
for receiving a functional state signal fromthe logic
circuitry, and (iv) a multiplexer system bus port.
Responsi ve to the functional state signal on the
control input having a first state representative of
the first functional states, the nultiplexer couples
the first bus port to the nultiplexer system bus port.
In addition, responsive to the functional state signa
on the control input having a second state
representative of the second functional states, the
mul ti pl exer couples the second bus port to the
mul ti pl exer system bus port. Furthernore, configuring

~t-he n‘ermry .al-so-i-ncl udes stori ngthehard coded .O.pcode. e

(1) internal to the nenory or (ii) external to the
menory. [0028] The enbodi nents of the present ¢
di scl osure advant ageously circunvent the need
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for either a second physical block of program nenory
or a nechanismto stall the core while a Flash nenory
is busy. The enbodi nents of the present disclosure
further allow m ssion node reprogramm ng of a single
Fl ash bl ock m crocontroller. WO
20071100940PCT1US20071060846 [0029] 1 n the foregoing
speci fication, the disclosure has been described with
reference to the various ephpdi nents. However, one of

ordinary skill in the art appreciates that various

nodi fi cati ons and changes can be nade w t hout

d artl fro pe of the present enbodi nents as
L. ‘%ﬁ“?%? c““% on%? %B bel ow. Accordingly, the

sa)@ﬁce‘ssora:bn@guremﬂ)rffetqungmﬁmcﬁtmgb@cmcbg,ar ded in an
illustrative rather than a restrictive sense, and al
SHYBteHst #at i ons are intended to be included within
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cause
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memoty, wlipteifhe proceiseiithel In¢ludgs A RIOAMEURIEL, And,hergin tay hard code
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"cog§r|3|ng, or a&¥ ot her variation thereof, are

unchangsdeiether whsrein herhazd ssted ereqdgdnalieder Adransh Bxtrigtinaro ¢ ppmory
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fetchi ng and executi ng opcodes;
3. The integrated circuit of claim 2, further wherein the uninterrupted fetch and execution of
opcodes by the processor is with neither (i) a change in a program flow or (ii) a suspension of

processor operation.

4. The integrated circuit of claim 1, wherein the memory includes a memory array, a
multiplexer coupled to the memory array, and wherein the logic circuitry is coupled to (a) the

memory array and (b) the multiplexer.

5. The integrated circuit of claim 4, wherein the multiplexer includes (i) a first bus port
coupled to the memory array for receiving programmed opcodes stored in the memory array, (ii)
a second bus port for receiving the hard coded opcode, (iii} a control input for receiving a
functional state signal from the logic circuitry, and (iv) a multiplexer system bus port, wherein
responsive to the functional state signal on the control input having a first state representative of

the first functional states, the multiplexer couples the first bus port to the multiplexer system bus



a system bus; and a menory coupled to the
processor via the system bus, the nenory i ncluding
logic circuitry for detecting functional states of the
menory and wherein the nenory (a) supplies one or nore
programed opcodes in response to detection of first
functional states of the nenory, and (b) supplies a
hard coded opcode in response to detection of second
port, and WidreA'K ﬁgl% E)Sthg?unkﬁ&lam%rsy Mhet'h@ b&lﬂoh i hplt H’é%@ncgsé)&cond
urther ‘1ncludes program court er d wherein the
state rdpagseintaticed thpsooke ﬁuomnnnalsﬁaesams roqdbpléeertdoa]vlet? e g¢qond bps port to
h am. count er of the processor remaining
'mennﬁﬁﬁﬁg §§%m¥% %er wherein the hard coded opcode
i ncludes a branch instruction to a nmenory Iocatlon
gﬂ¥en by a current prog;anwcounter pl us zero.

6. edpteaiated crevig of ¢laigy 5. dpmherwhersj the ared qoged P%Oee l?c?&%d @
mtema?mg%le'ng) r§ 08Yif) SkeRf] fohe RRABE. NG an uninterrupt ed
executi1on of opcodes by the processor. 3.
The |ntegrated circuit of claim?2, further wherein the

7. ulth in rralfe%fc?rgmft ?&&Qmiar Ve re%%ﬁ ;He S%Q% %fmgﬁ%gges?atgyof ttll'la“a‘memory

process
represdrit oie Sylectdd ffom tiRUSPENSIneiBtinS oﬂﬁr@ee@ﬁmr sedipextaﬁndcuheck -dim, and

The integrated circuit of claiml, ere t he r
whersiprigs [iGb TG HBRTRG® oy e Jeme PRIt R OBt SRt e second
functidB®4y. array, and wherein the logic circuitry is

coupled to (a) the nenory array and (b) the

multiplexer. 5. The integrated circuit of claim4,

. e.; r
8. \é@ﬁ% 1ﬁ{et3gra{t%l ctn%H t%f ﬁ%?ﬁ(?a\?rll}&a&h :ﬂ‘ger rrée %()edleg oécd'd%tcoxgpﬁseg %g%mgn
opcod@apcodes stored in the menory array, (ii) a second bus

port for receiving the hard coded opcode, (iii) a

control input for receiving a functional state signa
9. friumtebritddagicgit 6F Elaii B Hirth@WehetdiN thedbeRighlobfddeX@dludes a branch

system bus port, wherein responsive to the functiona
instruc§iopt e signal on the control input having a first state

representative of the first functional states, the

mul ti pl exer couples the first bus port to the
10.  niihe mmgeaxekcleygtoénlai@m $, winsein theamematyendides pgepiingsioggured for

f uncti onal Q&nghgnal on the control input

thnﬁﬁvIﬂan%yé%%S%ﬁndPg§e representatlve of the second

functional states, the multiplexer couples the second
bus port to .the ltiplexer systembus port. 6. The
T i heclgregtasydt diepit of plopy %H Fithr gt heai PR dputRGPIEPHSHSRBE Selected
from tﬂ@@%ﬁ esiReiap cpgsumsn %&l@fe@td a (:hécklsﬂhleﬂbﬂt@ﬂle Y 4 Beot TRAREY
(i1) external to the nenory. . The integrated
C|ch|t of claiml1, wherein the second functlona
s 1
I2. g?%%?cggafﬁcscf Qﬁuﬁgyrﬂ?{a}{%} zngée%glﬁ '?l.tlet AP0 féyec{p % Jnre%gﬂectgf? from the
group chiesisking ofitlasin R Aearel MRAM. fir st functlonal states of
the nenory represent a functional state other than a
second functional state. 8. The integrated circuit of

13.  ChaiifedratcWRREA dbriRigar d coded opcode conprises a
beni gn  opcode.
a processor configured for fetching and executing opcodes;

a system bus; and



9. The integrated circuit of claim@8, further wherein

t he beni gn opcode includes a branch instruction. 10.

The integrated circuit of claiml, wherein the nenory

includes a routine configured for placing the nenory

in a second functional state. 11. The integrated

circuit of claim10, further wherein the routine

conprises one selected fromthe group consisting of a
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or mo BRSO P BaTT FeERIBE 1 CRETol Br Be oL bgionAbFDaf g memory.
and (b} Sipplied & Rhrdtodedlogoeae it teBEhnep xodas:tion of y&‘oﬁmﬁbid:ﬂbnaﬂmﬂltes of the

a nenory coupled to the processgr via t ten1b
memorys &hetsitbihy memqry nchigies agoutingicpaligwred for g Cipgith %{niewgfy in a second
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suppl 1 es one or nore progranmed opcodes in

coded rc[pspdm sempsed etnycopoode dhatf fepwts fnuthst proatm sowrtersobthe processor

cmai 2 ORI, 15 AR P BB ARG 0580 o

memotyiecaRAGiwen bittesutiefit frigramevaritgr jblnstemdes a routi ne
configured for placing the nenory in a second
functional state, wherein the processor further

14. |ﬂﬁhﬂa§§3309&gg&ﬁﬂ%ﬁ9%nter and wherein the hard coded
opcode conpri ses any opcode that results in the
p& Bgmany cudgrised f@fbemgemppléé siggousiie ARraspsser halch serfiegred for

u
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states 6fthe aeinapy gl whereiauind @emptyu@) mppbes onk4r mine pmgegnmde&ubcodes in
circyit co I Si.NQ.. a nory conf i

responSe fo PHeEH B PL rsy Rt tongh gaies SEE pispnogt Gpd (fpSilst Thard coded

opcod€ Hiekgaked deRictibebLitaidl fAclicRrekaltd sTBhOREMIBS furtheewherein the
menory including logic circuitry for detectin

hard cp@ﬁdcqﬁceqlf‘alls cgl%%&tlé%si igf enabingrempieyuptsd foipeans %G%L%@nr?éﬁbwes by
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ﬁlncﬁ?rﬁﬂi g%%n\gpvemf Et% gxf?t%%sgé]m él{*tiéesrﬁg cges agﬂggrélg SQU&tgrta%HS%eme the hard
coded@poddegiofpeisdsainy @pedaleiting r&i;[l]mirﬁhdi pioketh ferintdn oﬁﬂnd processor

execution of opcodes b aﬁgéoces§fn Wd%g j%th r. %#%.
remaipigg Bpchigeed; frachVbyFamie 145 edqpegdepeludfs fenaicgpnypiction to a
memoPy RESFHOSvPES AlurR ﬁﬁ'@l%ﬁleé(ﬁlnfeh [wgegpery includes a

routi ne confi'gured for placing the nenory in a second
functional state, wherein the processor further

I5. | lT‘ﬁe Hl(?eg%atgd arc%%r&ma‘i:rg lfﬁt\ggﬁrgi?ﬂ%%?@ngésln?eﬁrﬁ?h%n&?%ﬂgy, a

muluppémag baml@nu mﬁ@nemt)rytdnmymﬂoﬂ&s@n trredngb niragiry modvaplge ¢ (a) the
ey e e e R BSAaHEGH U s st uspor
coupl&d o tEE e RbBO AN B0 Bl Gih g I@l’d@&rﬁﬁé@opcoa&f stdrB@ irl tht ehRteskray, (ii)
circuit of 'claim 14, wherein the nenory includes a
a secomgibpg porhfar ageeivangihe fiprd| cestest opse i (B 2 contr g dnpve Fs rgceiving a
I
funcu?lrxz{l a][]e s@%%}mw?@l g‘if frE) ycn:zrrc];gf?r%b%dc('h\lfre)cﬁ% IE]?‘]G &HIH fbgig Pﬁl@ wherein
respox\m&rtelthm fubetiomal dtatp kiga ronithetanttes inpir) haamfglarf’sst dtats rqpmsbntatlve of
coupl ed to the nenory array for receiving-programed
opcodes stored in the nenory array, (ii) a second bus
port for receiving the hard coded opcode, (iii) a
control input for receiving!8 functional state signa
fromthe logic circuitry, and (iv) a nultiplexer
system bus port, wherein responsive to the functiona
state signal on the control input having a first state
representative of



the first functional states, the nultiplexer couples
the first bus port to the nultiplexer system bus port,
and wherein responsive to the functional state signa
on the control input having a second state
representative of the second functional states, the
mul ti pl exer couples the second bus port to the
mul ti pl exer system bus port. 16. The integrated
the firdt 'ﬂrﬁgbﬁai Qﬂcateg | @ g}uztﬁv)lexfei"&; ?ers s@éd@ oo BRNAIGARSEE system bus
e I's store nal to the menory or (ii)
port, aad( tvhena il re$11;nn$1lqet0rtbcrﬁmyt10na1 FateAignet ¢rotie entend frfpug bhavimgya second

f | ed
st R RS ERUBLL Y U d AHGRERE i ot
the mudRdeee systdn®Bud fgt. menory, the nethod conpri sing:

detecting functional states of the nmenory with logic
C|rCU|try suppl yi ng one or nore progranmed

16. ?rafterdcb'??c{liﬂ 8f HRIPIY, fiuther SHRANSMic hBrdd@UEFEPRBe Rfstored (i)
|rst unctional states of the mermory; and

internad trphie yriemgpr g oh@i) éxicuwbtd thpmedery.r om t he nenory in
response to detection of second functional states of
the menory, wherein the hard coded opcode is
17. cA Mdt@ﬂﬁ@oﬁ@gurﬁg&bﬁﬁﬁgy i h‘bﬁ@ goupled didf £hsho apebeessor, the
executlon of des rocessor wth either (i
procesiy HEHARQRTEHE8 B Ig BBT] S DInEanE oen ozt B Sifertat g hthod
comprififEessor operatlon wherein the nmenory includes a

routine confugured for placing the nenory in a second
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| QBpRAERR PR RpcoFR% oM Ghéd P R shsE AiREection of
opcode =conpri ses" afy opcode res

first fipecogtabsmesofithe meafory;ledprocessor remai ni ng unchanged,

furt erein the oded opcode includes. .a
iiphste S G onCods e R PR et I/ sn gf second
functiGri4l £t@RE oPthe gfeamryz QHateah tHRlHAR @rRlE® opcble isTdeafip®ied Gsl epfibling
claim17, wherein configuring the nenDr% further
|e

unintepripled el FleRpeHtiog oho Sy e pEgressebyi eiler 41 no change ina
progr&{?f‘h&% R ﬁpq{o shgbehglgn ?F Eééscﬂ'?@@%tlon whereift %%érﬁ&'ytn'ﬂﬂudes a

IC clrcuitry to nory array and (b) "t
rouunmtbrtﬁgpte@)feir plamtmlmﬁrmdre ima bacopd Bioetioriah @tmd@berein)th%nprocessor

furthell: 518 élh%b%}grogoé%ﬁpéo 9 wh% Erpﬁe e 8¥1ecﬁ5;{c%¥e E&ﬁn%rlses any opcode

opco des Store
that re8tilEsaiM the(program cﬁﬁ@t@ﬂ@f thelgropesstr emminirgoeictianggd; tﬂ)&hd‘raﬁvhirem the
coded opcode, (i a control ut for receiv

hard CP@Hﬁ’c‘tWB@Fa‘F‘“é‘?%&@@‘P%&?““F%‘HOt ‘H@Q‘PB@% lpeatiop fjiep .bgfgd gt
progrdnh ¥dunfer plus zero.

18.  The method of claim 17, wherein configuring the memory further includes

providing a memory array;

coupling a multiplexer to the memory array;

coupling the logic circuitry to (a) the memory array and (b) the multiplexer, wherein the
multiplexer includes (i) a first bus port coupled to the memory array for receiving programmed
opcodes stored in the memory array, (ii} a second bus port for receiving the hard coded opcode,

(iii) a control input for receiving a functional state signal from the logic circuitry, and (iv) a

11



mul ti pl exer system bus port, wherein responsive to the
functional state signal on the control input having a
first state representative of the first functiona
states, the nultiplexer couples the first bus port to
the nul tipl exer system bus port, and wherein
responsive to the functional state signal on the
control input having a second state representative of

multipft;eggr s??cgrﬂrbgs Ebﬁ@,%ﬂe?&ﬂ Iresﬁ&tﬁs‘i\%sto i @ndRtnbl 46 §i§flalg)‘ﬁliﬂé &ohtrol

econ us port to the multiplexer system bus

input hpeing a fastctast wpicsertative of thedirstduedionpletrdes, the)muliiplexargpuples the
first butsc}))o%tr‘gg th%emnlﬁ{igle)gerr s§'sit€i:1?1 bug It)c()erg, %%tld w%gregnhl%spr{)%rsrfw)/re Y6 the functional state

signal on the control input having a second state representative of the second functional states,

the multiplexer couples the second bus port to the multiplexer system bus port; and

storing the hard coded opcode (i) internal to the memory or (ii) external to the memory.
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