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WD 2004/ 053618 PCT/ CA2003/ 001944 SYSTEM AND METHOD OF
ONMER CONTROL OF ELECTRONI C DEVI CES TECHNI CAL FI ELD
wohbs/syEasem rel ates generally to el ectroni c degrEag003/001944
and in particular to controlling 5 operations of such
devi ces by a device owner. BACKGROUND OF THE | NVENTI ON
In a corporate environment, enployees are often
~ pr SYSTEM ANDHVETH@BLOR QMER@NR@bIQFeELﬁﬁER@M PRACES
to. . be used in performng job functions. Standard
equi pnent 10 typically includes at | east a personal
TECOHNICAL FIERD , and may al so include wirel ess nmobi | e

ggv %g?%qqﬁslg%%l Cesﬁﬂ%g%gltﬁggcﬁﬂlé elgqsg%g ;gér{.&ﬁér% controlling
opRirAtioRE ok ¥udhodeVites ibp @sdevite owdek- r el at ed purposes, users

soneti mes nmake personal wuse of office equipnent.

Enpl oyers may be confortable with some degree of
BAEKIRIUNETEF TAE IRVERTRONI prent, provi ded that the

'nterfere with normal éiob 15

f unclni @ eerpotite envicanment,uempldyiesi yaaftesqyeydedwith access to office
I \A l. . e . t
N
typioaiBrincltidéshat leaiealpeﬁspndmtbntplu&arl(lB@) aad thay\aissr inclage wirgless mobile

di fferent rce ons ac abl e, devic
coRBUTEAIN P EES o e g o e ok By BB st gquipment i
infePtie@ WAMBHIG forWilsnBs SOV EK-2€1ated rp@rpo@é@,&ﬁb&kdmtih'(dsl roake personal
but beyond conpany policy state ? cor |
ugeeRfioHice saHipMes t%ﬁplgwrﬁa{awhetqo oriab %W@" %ﬁﬂre‘a%?efsma use

o "QW¥h LRI Bro@ﬁi\éHQﬁ& fheeisdriaBtEe Idbes 70 intéesreritmeormal job
to one’ known scheme for controlling operation of

fuptinnsr dedsnatingucadditional enstfeand sarformas Wi FePPamY ROICIEHL o
a dey tﬁgség/ F? I{L&{IOT‘J]% JeLPEr S cREFSEME HANSe %rnot the owner of the
soft B Ions that may be execute t he

deldos, apd thdawevamd owmarsnay;kwe(dfffes@‘ﬁ Qﬁ@ebﬂomﬁmﬁé@iﬂe device uses.

A%%ﬁrp ag%p %nqtsg'g%yr cﬁ%ﬁ Hgé{qrﬁﬁatng%ghc@se lfﬁﬁléxgg}o e]h@/hﬂ‘. ployees are

expretedpofdliow, [ﬁut|bey<whi cdmp'%lﬁy mal;cyl statemeetsf aecmporate device owner often
restrl ctions than th

g i ABKEPRES) BVRaa ¢ BPToic BOuieRart sFintt N BS4 Afardip to one

kifoWH $Plenfef foetdtioNiAg o?elféﬂtdrh ﬁﬁélectEBnﬁC&eﬂﬁiéBEa@wﬁHEloads a policy file
| NVENTI ON A system of owner control of an electro

ontegidexice @gfgp‘qngbtge hipe ohpRaTations S aeftwass aralsations that maycbe executed
b)?ﬂ’i@fd'egddé efoléver 1Ak ‘?yLP%VH? §6hénﬁl=f iR SBMELiIABs &Rfrﬁ{v'eﬁte’dgay‘%a]s@r by either

1 Nt egri t and/ or SO aut hentication infornation
daletihgathe @wner pdisnfilecir replacingriitei ayvnes poicy fisowith gussepelisy file which

I
B BRI A e P 0 R g oo or
abgstemszmnd rmethod etdwridn eontndl ef elietiyorid devieest ecei ved owner

control informati on and/ or source authentication
“information is used to authenticate the source. -1 WD

DS SGRE OF PRENVENPRIN01944 A net hod of owner

control of electronic devices conprises the steps of
stor Asystgmefowner control of an electronic device comprises an owner information

store configured to store owner information comprising data integrity and/or source
authentication information, and an owner control information store configured to store owner
control information for controlling operation of the electronic device. The data integrity is
used to check the integrity of the received owner control information and/or source

authentication information is used to authenticate the source.
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i nformati on having data integrity and/or source

aut hentication information on an el ectronic device,
woecewiodsalg owner control information at the el eCT/CAR003/001944

devi ce, and checking integrity of the received owner

control information and/ or determ ning whether the

aut hori zed source is 5 authentic. An erase conmand

may Avmefhod\of dwnlertoonlrbl@f elleetmmmﬂwx:ed@OmD@eS\mmtepwftSmlng owner

AR BT s RS0 Rl AR & B o

dedizé| eeeiviih ewasasatrodnfornatidnt ther dilevtronid dbase,ahnd pbecking integrity of
checki the inte he di taI ned ,er as
the freeiRd owhg qeiondPIion anglo! e Caliise Wik S yBg BRE source s
aulhihtiget hods wi Il be described or wi II becone- appar ent
in the course of the follow ng detailed description,

BRI BN BRSERPPMANd ey Pejpr Qe piegironic d@W&eb\fVB%fﬁm the erase
i d from th
oo BRHAT M) Sl SRTRHEES el dur Blcialsh WD S crased from the
elebtwglrm‘awdel THe resaserapranayysis @nﬁmedimed iupgn eberking the integrity of
t.i on control information onto an

thgﬁgi{?lflm 9%ed§39$c%°%@|§@d 3 is a block diagram of an

el eckurther featitres @éownew\tnmdml aysigras @nd anethods Willcbeoflescribed or will

owner control are ed. Fi 4.is a flow
A R A B S e v o

information onto an electronic device. Fig. 5is a

flow diagramillustrati n\%l a_met hod of inserting owner
BRUER PESCRIBTIONLQF FHE DRAWINGS| ect ronic device. Fig. 6

s ol ow diggd é@&h@ﬁ%ﬁ@m@? @éMuﬂEathtéiﬁm michoélectronlc
an el &ctroni c devi I's a bl ock diagram of
deyiogsaeg Bsasl. nobi | e conmuni catl on deV| ce as an exanple

?LE%M%:.% ra%%lgl%éa%?%%ﬁ@str Tck gk am%&\b@r%rmaﬁon and

ovarmTuntral difoomatisy shionan elestruniddeicect ronic 30 devi ces

Z: :a ag?ﬁ#’ EI Ig&%rynl 5 atrlb%gfbt?%]éé 5%}'%0'88%%% %sfsst%g:%g%nethod of

owrdbr cantvdliaed me;ﬁ@,itwrk gateway 16 and a Local Area
Net wor k . (LAN) The wirel essmﬁitwork

at e
T s ehis cclaagam [stares & el e S g retdg onto an
eléé’trdMEd“enné wi rel ess nobile conmmuni cation devi ce 22
"nmobi e device"), is configured to operate

2004Fig53 5 Eslievctingapoitiesitting amethpg szlaﬁ?ﬂm@ PW§9rs<i°é'FFPh'ﬂf°fmat'°n

| odtéaﬁefé%%ﬁl%?\%?l aptop PC, which is configured to

cate he WAN 12, the Internet for exanple. _
PCs, Figuiis aaftowt dhagrem”qijJTg & grethech of owner control of an electronic device.

Fig. 7 is a block diagram of a wireless mobile communication device as an example

of an electronic device.

BEST MODE FOR CARRYING OUT THE INVENTION

Fig. 1 is a block diagram showing a communication system in which electronic

devices are used. The communication system 10 includes a Wide Area Network (WAN) 12,
coupled to a computer system 14, a wireless network gateway 16 and a Local Area Network
(LAN) 18. The wireless network gateway 16 is also connected to a wireless communication
network 20 in which a wireless mobile communication device 22 ("mobile device"), is

configured to operate.
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14, normally access the Internet through an Internet

Service Provider (I1SP), Application Service Provider
wWOABR)ossmst he |ike. 5 The LAN 18 is an exanpl ePof/CA2003/001944

typical working environment, in which nultiple

conmputers 28 are connected in a network. It is

normal |y | ocated behind a security firewall 24.

W t Hihe t:d)mpunéNs&ﬂemaMmsseagesldep zrlagiep P@emdichnig configured to

b 2 ‘ h '
coffRGEE i P8 VO 12 e IRl or SrmE ks o et el uter system
14b<mbhnduytzhjclsst tre Ihtdhhet tBrougin dnVihtemet iSeevicee Rtavideal(ISP), Application

nessa ent s v a the WAN 12. Known message
S%P%@?@"Ggﬁﬁ%?‘gp ?.f&@e k&r exanmple, M crosoft" Exchange

Ser Ve BAN 180iUsh BRAFhAIE of aT |c|a}°'Woﬂ<§1fg éﬁ\ﬁﬂoﬁﬁ'@ﬁt m Wthh multiple
mul tipl e conputer systens , each whi ch i npl enen

compwiers 2§ iancanested in glm@twor&s tfa oorpsdy foceledbbionia securiy frewall
24-Qitfh th@‘ﬁﬁqw %@E e ﬁEMe'y?é %gfégé?fng o GQeolridife®Béhind the firewall 24,

Messenger, Ver ~or peer-to-peer, or
acts ad maprunnlaa/satgrfaqp for fhercbepovatioh tyexdhange ses$rges botivwithin the LAN

S bl PRFACHR FELRY 122 6 mess soners

incladl, fors echrhple ! Mcrosae®! Erchamgs Swyes, arainidotas ®adrfiesi™. The LAN 18

A NN MR ————

asSMRIGELR CBLWBK™I | dtUS NoRis®E YaihoS!™ fYss&ffer SAOL Instant Messenger, or
architecture in no way inplies that such architecture

othey qliertespsvarwr pPery-tatneer. or SiHIAT Meesagingsclisnly With \(@sieds architectures.
M%staagﬁ%ggﬁg{i MY ﬁgﬁﬁé%@?ﬁseﬁ@ér\’z%rai%letrﬁuf%ti%allﬂbeQ%r kédNaccounts

e art recl ate
adalresabd indhe ravelvad messagss, arsctws thein aseessed gy 8 up@élnrpueiga messaglng

chgﬁtﬁggo%trg‘tﬁ% %;P? ro@'bﬁtgr %g&ér%d%] gé%he Hs?ag g%:é%é@ﬁéf/@ IV&% illustrates a

chaatyser\adrsmcmmowreim ralday iinplis thatrmlch ancietiyre sutessary, as other
ﬁ/%a{n c dat base storage for data such as, but -not
areECUERF Mgy Eét'F% dars, to-do lists, task lists, e-mail

and Aleugr bhlgta Réssads eevers 36 gasho®aliv the LA 1&ﬁﬁbse skilled in the art
el ectronic nmessaging are described for illustrative

wilhgpprgsiate thal @LAWrﬂnoggiecqypﬁr,tmesg SETNRRS SYRPP fesqurces that are

sh%Fegj W&éﬂﬁ@'n@t\ﬁd?kéﬂ WniRitdrapsermai2eehrfthank medSadeCRSver 26 may
arein noway limted to el ectronic devices wt

h
alsreyovide additienshfvinciianably, surhas dynamie slgtagasestanpog for data such as, but
f: e
PFIPIRERS AR ELE5 il WL A8 R bofhon, g pessace
setiesr i 26earlele Sroriic maasaglmweakesadeef@s illgtratiye punroses 9inlye Owner

22 th 1. , .
ool Sieb e Nigtpescud fag e P REA MR Th ARl Cdevicgs. andare
nd myalirﬁnmuitofewmbT hﬂmﬁvmlégwnlehfe?wgmb ?%pdbme%w rel ;ess
at ) e wireles at e maybe, conf i gu
0o e uidlesn enlowdr 46 pied s W aro Lt s ek 20, through
wiYibh fBs$eRes n{é?%e\@xbﬁér?éé WA benshile HBvied 32, SGHEUNGHIOAS agaddressing
nost |ikKely network for locating a given.nobile

of f89 | @@bl@zdg\ﬁ@p B85 SneRding oA Gharyise| Banriy Mg messagssy for wireless

SRS Ry R S LS el AOQLBSS iy 1

Thexwirghdss gateveyt18 noayvacanfgured to eferateavithanare wtha@ one wireless network
20, in which case the wireless gateway 16 also determines a most likely network for locating

a given mobile device 22 and possibly track mobile devices as users roam between

countries or networks.
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conmuni cati on devi ce, a dual -nbde comuni cati on device

such as many nodern cellular tel ephones having both
wdabt@/oasgs voi ce conmuni cations functionality, BCT/CA2003/001944

mul ti pl e-node device capable of voice, data and ot her

types of communications, a personal digital assistant

(PDA) 5 enabled for w reI ess communi cations, or a

| apfThp mobile dévics Zeaaptdreafxaﬁypiﬁ eandaiat noramumicatgqr‘eggwce a voice

stem WI CEER
COWQQJ“&?Hﬂ%ﬁﬁ‘QC%&c&JgLg@gﬁf?'ﬂ"}”ﬂ Catlg}'l %I fice htag%%)@%&?em cellular
telé%iﬁdh'ég hahh@})m ataema voied wnfnuglaatmnaﬂ.lntﬁ?(nahty a multiple-mode device
Al terpative rivate wirel ess. networ e
caBabIaPY @ices oAt GHET BPES Al TSRS SR G LaS bt (PDA)
n‘a‘BIHB FoPRirdi@sé EBMATRREA6hS, @r i Riptdpeortdgdkitiopatempitee sysiem with a
to a wireless network. A wireless VPN router.

witelgssanasieed in the LAN 18 provides a private interface
fro I rAdsgagaswith th
ﬁ?&oug{ﬁ)ﬁ@h%t&ﬂ mﬁ’lﬂ%c@éss'f@fh%WﬂRQ'z nfayd8¥h&ese géswith the

22 W rel ess network private
mobife eiefnae @2tiroagmthiei wikslesganetwark pateway 181 ddeamrfively.ipfvplp wireless

e nded to.en 0
newy Qﬁ R syieh. g% Vyes%srsmgfr%bp Erl\égr{grrg%wr é(g’ t(\?%Nn Srcg/us”cers could be
'mbmnmaﬁ@ﬂd%tﬂmﬁmenmm@% wireless n@tﬁlorISUArqu&sa VPN router,

mpeaBteaHR e AKC1E Bosies aovatginEaecs fom e HAN' o one or more

m?mré%m@é@é&;ﬁ alsnzzfthitdmgﬁ trRtdIgsstietwork ROr afpewammeﬁam to a mobile
hi s e o0 stem 1 ncomn nessa es r el v

s b o chL NS el MBS 455t TR Aoy poveing o

mé%go f’q(ngg r@et%r rédiredliéh ﬂ&f&n Bt %&Qteg Oith the Bk&e server 26. Such

ace, elther a wreless VPN router, the
a messsgesediragtiorsysiern & distioseddn Heited SiatastRatent N, 219 664, which is

o Bra P LA B, P 8

messagES rateived oY temessage saner 26 and addressatkty abisenof a mobile device

R

ge@é\/véWﬁS BRESGHEr iRRFfYES, fé}ﬁaxampdz t!:Olﬁs Mbrb}(aseaelwamezﬁagdatcdhe user's
portion of each nessa sent .fo the

el dRice 2. ATNEG USSR ARIHIE B RO EIAIGOLRN F PERBR0E server 26
?ﬁﬁéa ?ell O@bﬁcéﬂbﬁ rﬁr@t@%@%ﬂﬂ APRbABWay. 2 Phréayh 8 TRAR Yatewas, a list of

vice 22 vi F transm ssi ons bet ween base
messages insa usat's norilbb o8 theThessane 6PREE2H@NAHORSIDY SR Q/message ora

p‘{/"@ﬁ( n &R s Ge. eﬂ%eas&?ﬁ t'hb‘?ndﬂné abGies apet work, a

ce-centric ess ne of @ dual - mode net wor k _
t hat A svireless pptwork 26t horlly eiehv&ds deassagesotenand &en eergmunication

over the nfrastr [ e ;
oS85 S o8 T5% e AR 2 € e TR VAR08 Hosg g anc
dd\ViiedD rrEa mgtésﬁaftlmak 2(Pmalygbr éaaaamnje wagaée-o(eﬁﬁ@s;lremss network, a
net wor ks o-cal |l e net
VT FRIGRS e o sk R0 el nadih ol e and data
cARMAUNBAIGRE S9er the Qérlné infRk RGN Reeahtlytvelopsd ﬁétﬂ/o(KdNﬁ'éﬁ)de Code
are currently under devel opnent. O der_ dat

. DivisionoMki§plerAgogse (CBMA) setvasky and @engea! tpeck%tﬂ%adﬁ o Service (GPRS)

A@QEK&G;\% g'tr?ro‘ﬁé @ ((3&’?Hé&%¥ks)uke3mﬂwah8& BatABASTM Global

Voi ce-centric data
EVQWWKE@G@) ahd HQNE@&WQWS Teleeammuisatiens Sypiems(UMISpre currently

unoeeﬁ'v&vél%)pmenf' Wa&%ﬁ‘é%@ﬁ%%ﬁ%&%&%%%ﬁé not limited to, the
Mobitex™ Radio Network ("Mobitex"), and the DataTAC™ Radio Network ("DataTAC").

Voice-centric data networks such as Personal Communication System (PCS) networks,
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i ncluding G obal System for Mbile Conmunications
(GSM and Tinme Division Miultiple Access (TDWA)
weyel4msssis have been avail able in North Ameri caramaA2003/001944
wor |l d-wi de for several vyears. In the system 10, a
conpany that owns the LAN 18 may provide a conputer
system 5 28 and a nobile device 22 to an enpl oyee.
invlhding GlolpatBytstem igrsMebﬂeZGommmedtldrm @SMeamd dinee Dindsion Multiple

sy DRI, o bd R G I NG BBl I e Tor sovera

ydafé\ 18 When the conputer systemis operating within

t he N 18, n-| ocal erati be rest icted
o ndhe Y A0 ciieny e awhe ST LA T8 ey bfeide gsmputdr system
2@ Qﬂ@‘étrﬁéblﬁeygvﬁ!@ 2B10 &h @ﬁﬁbl&?éé PR codbufeh Systeras REued to an
in such a way that e 10 perm'ssions and

emelquee lstal laplop gpepHisy. febewantple. dbe QOFBQUt?h%VSu%fé L8 may be used either
wmﬁl\\@l’gﬁtage fthceo%rﬁ%%r?fenl'ﬂ Y81 WiheR theSQITmpth&" sggﬂéh’?'l‘s @?eltatﬂﬁg within the

he conputer to th
LA d8mastlodat operfationsemayrpé egstrivtad iy donfigwring pepmissions ang restrictions

RSB b Lo BB BB BERG s vy ot e
pErtidsions aht eestidtions are iyt strefigurable iy thewiser. d—lcd/eamec,ef @iﬁer is using a

oo TPl ok B oY Pt Bown a1

foP BRArABIE OtworlkLased eintfsls inQlteast theIEAR @Btdan $Bme@ies e bypassed.
intact on the-device. A conmon problemwith this ng
%% uter system

of - clbrardato MAHBRICORiTalvErAR CIpERaNC devide SHG8 ambye
2@8 rﬁl)@% derv%@%ﬁ?cgnj O\gﬂér rﬁéf‘@sﬁ%\?lﬁﬁ it @étﬁfbsbﬂre@tw&?fhe device. Such

bl'ock di agram i ustrating a syst em of

: Iocai$eﬁmg$1g)rdm¢evmem;mrat@ns Gt amfylas l@mgs theosettingls remain intact on the

d(%yngeorﬁz nl?]rg{; é%gﬁ\”ltrg%%‘i}lﬁeo |GG ¥ (f“cﬁanlg—rmjs_@)ﬁﬁ)%ﬂsétﬂngs may be’

roni ¢ aevice an owne

- déletedy replaiced) dr btenvise altgred by aAB8r. and an ovvner control

: 222?@?@' On(ﬁlq%ecgiqfamslmgtrghngwgﬁy@tgwofo \ﬁgeerﬁng 4 Foié:r%gtion and -

oRRE6EnR8I PRirMbtioVBhiocart BIRCIBMIE HediGat Mhk dysteat tn B@ 2 includes an
point 230 is alternatively referredto acon

elgeionic dayicaghlran Anoeniferiatian gsertipopoint an owner control
mfd?ﬁltafl?nam% i8h ngni 9%0. ?Itlé)f)\ﬁna‘]iﬂforrﬁé‘t%nQHsertlon point 220 is alternatively

I nt erf ace/ connect or are provided in the electronic
reflervadcte a@lapbramting z»elrmwﬁelre thenowhereaontial insrytion PRt ) inlternatively
re?%r?e %% é%ggtﬁ% o?‘u Eéa\gﬂér%fgﬁ%étmﬁgrsﬁag% 2?? (ﬂ% ?90:‘?%1 lnformatlon
stores2t14, iand ap dntefcfac%%bnsectbt 214 greipnovidetbis thaalectmmc devnce 210 The

ont.r nf or nat. S e and. an
offr b BirpaftrohAE ot o 426 Fidgs AR O ifarmatsn soprgpe24 and an
intbkacs/cofifstior 20D OT He@bw gt .coftrs] infavdnation eartion pan’QB@rsmllarly includes
other identification infor tlontgﬁf?or exa V\:hICh

an gwAen onEe! IRferpalnsysogrce: 434 andan iplsHREe/gRRNEE f%%%

The PNOSIN&@iTbMMtioh3icpé IPd 4tBFes Rifertatidn Luch 85 85 owner name or other
information that is used to control the oper ati on

idenificatiedinfosnations iy example ovhichidentifienan pwreriohthg :e!?&trpraﬁ device 210.
T'ﬁ@yow tch)ﬁi?f&'m*o n @50?} %tBReeﬁ‘lzf Lsﬁﬁjeé fdthafih BRdtiig @Eé@'ﬂo control the

ecor at 1 war e app lcations authorized to
omarafionsofahé etbctranid dexice 216d @wnerteentsbldoforoalian aay. fee example be

s 17406 Sy URSh S AP Bl B BA it

afdieideateddmtine Elebiedrivvevidee2 1OwWTae usa bbowrsdricontrolirformation to control

operations of an electronic device is described in further detail below. The owner information
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WO 2004/ 053618 PCT/ CA2003/ 001944 source 224 and the

owner control information source 234, could be |oca
woroog3aevi ces, conmuni cati on nodul es t hr oughCTiTARIN3/001944

renote nenory devices storing owner information and

owner control information are accessible, or possibly

user interfaces through which owner information and
soeR 224 and thelownef contend informatien sotres 284, cbulditbe local memory devices,

' c 2 s conpatibl e
ot Ehie 8] ERNEE D Ghuch iortreFRI ey ol it acaunep pformation
ahd plwnéretomt@hinfdrmatiomere acru‘eesrmat bDﬂoSsﬂS}e usérantepfaces the@dyh which
and .tthe el ectroni c devic H?? to t by enabl e’
OWNRPIOMMRAN A Qyner GoHE! irﬁ%f = F‘E?oe"t he el ectronic
devi Tre 2ErfAdeféBnhBEioR ML s ICORPRIRE Ivith HRUiréHaeefbondé®or 216 to
i nterface/connector 232 simlarly enables transfer of

egaplish acemmenication dpkeiwssn thepwnesdnfguprtiondgseartiqn point 220 and the
erEtﬁf&{IéT@é\héérQ@ofértﬁ@regﬁéhajo% QMR g\ﬁrr i gﬁg&dﬁe‘é@n%fe‘#r%}ﬂ 'tﬁl‘ﬂe electronic

VI a communi cat1on |ink est et ween
demeezf(hfa:@n dhmowneranformapnmodrce1224. Tihe interface/connector 232 similarly

er{rMeﬂ)trlegsr atFa%%Fdr BPW ?tc&ﬁt]s | ﬁ'ﬁrgrma%% o@rﬂg%é\ﬁr%err&%xnoﬁr%g%%tioﬁ Igource 234

commint Cat
omtot thef aleetrardn rdwtoer 21@rvia secommupization lihkr estabishipd ebetween the

A ROt 01 A AL iLEt BIaBP EOMTRRIGHF 10 g, a8d 232 may

eSMBIRh WirddodomerhiifiEatidf dinRsViHiers WY infdrfacBlicBnmattdre rard. Berial ports, for
transferred to a device are respectively inserted or '
o@Rled 9rn WirslesswseMMutcatiaRt finks stushe as1infrapd {ips where the

infAMABE/cORHYCERS ar‘eﬂﬁfPJrWHo@ﬁ\e@(%ﬁer%ﬁmaTBﬁ aﬁd\ﬁﬁﬁer%eﬁﬁél mformatron

i nsertion ol nt is assocliated wt an owner of
transéerreddaia evrsearecresmvely\h@eléed ¢rest<¢reémth@ nwaeﬂef@rra@tlon store 212

ar?ciLfPre'q?ImQF %ﬁtr%?ﬁuf&rﬂraﬂo#? Sy, an enpl oyer, for

e owner con I nsertion point 220 may be
a coﬁlpn.ro\enersapstrelnmsﬂrtrmiemrmém(is agaociatdd wmh aryowner of the electronic

REERI e AreRerRE Sl A B 04! 185 iy erovloer, for

exsintidle, Oive edwrien foohtralt insértiy peit 2201 rady bg aaccmrrmenlsyetbrronr device
er |nformatr n i Ns

copsleshl ¢ 8 PRI SPBAAET HSUATE BB TgH G JrogsREment. The electoric

dévidee A R GL F SrandERE Wit owRer Mftmadén %Slcbs‘télﬁghrhg‘seﬁbbﬁnﬁﬂmlcatron link
owner information into the owner information store

betwoen {hglouger ipfaraptipnsiasertien paict 220 apd theslegiraniedsiien £i1 @ fhrough the
mté"f‘@ gﬁ}]éc{b?§ FEQ ‘%93521@&91 tHah IH&Q{ ﬁ@ ollf¥ o 3on ‘irﬁ@ r1he owner

pre e owner or a authori ze
intonmation storakmé tJoIesh a’tmgewrsm@esmdmnce oivoenmformatiar has been inserted

ntro ormation
oP 3 ollie, SHAEAZ1SIRGT pieiat? onlv1bE PGS, 8F5 rflyaiifhorized by the
owrmeTis aille forchangeathe @Wnenhfmrmbm)rﬁir&@er‘t@ﬂ tieard@\owser 2dridral formation
ﬁSt (l)%?ft ed once %vner i nformati on has been inserted,
on g eRAYRRIcdsMiCe 8104 nf or mati on insertion 30 point 230
needBéusd fHEBARAII| dvride c6MPI lisibingslioR Yorkd) theO¥BEF Ol dbVIEe 210 is-
el ectroni c devi.ce 210. Wien the owner nmintains

regigirtep once owRerinferrealioahag een ipserask Hierrumenrontrel isfarmgtion insertion
pdi! 350 r?e%g cﬁt h\%ce%s%ﬁgrﬂé EHhtrBﬁédqb)? 2wt brARE elBRYoMiE devrce 210.

I mpl enent e ame conputer systemor device and
Whaathe auner maintainmeantrohevst theroweet cantrol—loimwetron ingeptianatoint 230, the

rnéérﬁ&f mgérﬁ’tg 02?8 'aﬂé %gﬁ %%y?r%ﬂp?%@weeﬁecd e'ﬁ {ﬂﬁ"‘%@% 8%@1%6?‘)%&&8 O device
andcahlarejthe sarhe intexfacerconnector. However, separate insertion points 220 and 230 as

shown in Fig. 2 allow an owner of the electronic device to delegate owner control information
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-6 WD 2004/ 053618 PCT/ CA2003/ 001944 insertion to a
trusted entity. If owner control information insertion
wo0mmitaiel | ed using digital signatures, for egagpLe)3/001944
as described in further detail below, an owner first
brands the electronic device 210 and provides the
el ectronic device 210 and digitally signed owner
ingeotitnrtola trustecdrerﬂty dhowrer @onisa informatibhirsedingds caorfiwlledwiging digital

SRR LR ARl ] BRBE R e s e

elédienidi c@vtcéum é‘ridgﬂﬁﬁd@é/\ﬂ@ ele€ifhid Gdvicen 10y m@d d@i‘(almxgned owner
the el ectronic device. 210. |n nost

i
copiiel iRfapreation g 8 kael: ivThis Grser e ewnﬁfoqu%ags ThAfp iRgertion point 230
mé})"&efhe userd éd?ﬁpdté?f SYE1RRT, WAENGOtHeh Use® & iRserlfid dlgltéhyléiigned owner
same type of interfacel/connectors 222 and

Coﬁbﬂp@‘ti)f rpationinichtheietectrapis dpdice 28@nnect or 216 in t he

el e 0

devﬁ%‘: %h@@%ﬁé@%cﬁ%h@ﬁ h ;ﬁ'lffonrnfatﬂgn ?r%eﬁioﬁgjdrﬁ b6 and the owner
contnolemfbmmmn«mntmi1poms2305|uclhde thetsamgi tyfecofémterfaggiennne¢tors 222 and

23?2%0215@3@{% “t‘?ﬂ %rfagﬁfég%rbgcﬁqr Zgg h’letgg gfegﬁorgéﬂg\?ceg%\@te rHc1wever the

elédn*bﬁibrﬂﬁvio@rmmsﬁytaltemaﬂ%lylﬁndlﬁi@ maltiplednighfaceitonrectors, such that
control infor i i rtion

AR AR 1o BISHEROPOTEGF Y B ARRs Lo Sp QAR BRm g inserton

pofiit QQ@ ahd‘afb\ﬂner%ont@ol GRGIM=EbA insBABh pbAN23Y Ntﬁﬁﬂxg’ﬁiﬁhly a single owner
i nclude nore than one of each type of 15 insertio

coptsolmfornnatloa insgriipn PoBBAMFNd pwher sQatigl informatiep Biegttion point 230 are

sh8\9/ 23¥ %Bﬁlﬁieféjfﬁbé}‘tléﬁ E%t%%amﬁlul?@ nfdé A @rﬁﬂoftébch type of
ovvner ormati on’ I nsert’l on oper ations from

lnsaanﬂmrmmtr btaolarge coopany.dor expEpiarsorporate eampuiensystem administrators

Shéc) %L{%t Ez &P {H“)pge aci@eg$f£ n?épo}qnﬁs%?tlﬁdé%é?éﬁ\ﬁn%qfdrﬁ( %Frglnlstrator‘

can ie reby providi ng nmu

" comnesr sysfonrat flom ang eptgotate Eoimer GEGM Som Waichyadministrative

mner al | o sers to insert digitally.signe :
fulgEs e AP AFes28: HPBP NG RELPIA et dhBaraicht BEgton points
2285 SRfikiyDaHeAlAY BwneaEowss Bsers t60NTRH ergltamsts@ﬁen&»wner control
be used as an owner control information insertio

infgEaionest elegtrpnicHievices, a§|d@§glq§p§§p\éqne3f;h 5§§r§|cgg1lppt§:ﬁ pystem may
bedlf¥lGR dnfvaMé'r G{)}'ﬁﬂ)l W&h%’ﬁb@ G'Qeﬂﬁh peft 080, owner contr pl

are i nplenente , the electronic device

a notg. |?e|s@eb)p@(edlggyan'g@f@gn@@ptmlcdj@lmﬂ@wmqwm sysiem and method of
et %L)@ﬁcﬁ eggtllwgl{aﬁm fdgs OIns’lh g {8 é'_fé& ni éié/l(%nls'é“ﬂ%bﬂ%‘a’éwce 30
ool T f0

0 |nser owner ormati on onto
adﬂpteidlte oferatecwittdn a w|teleslso1eMOrbeNmM|owntln fFig. Bliweer insertion tool 64
8nent s i.nvol ved

skilled in the art.that e, Co
”SPﬁ to @ﬁe%mew BloHpAtgn %‘%&@n‘%%’% in Fig. 3. A

Mobil ghotRMieCapplemt tathbse skl isige afrtlihéthihly the @Hﬂnpﬁmrtt§|nvolved in

in addition to those shown in Fi 3. Also, %ﬁ
angRWhes €00l systemn aIe SN iRig 3. cRAnpHe d&wcsﬁvréwgw &8 further
coﬁﬁ%h@ﬁs frPdddiah %‘th@@e ST in 'F%V 3WARB, the nfibile Bé\ﬂcesm an illustrative

sort usage policy. owner nmay al so W sh t
exgmﬁrtercaf pn@l@@trg@agew@ef foowh@h ap pyesr gy wish ¢a erfaice some sort of usage

poﬂéy A& Bwning% 8@8 vﬂHHgl &onlr §I| the UQ&%%@?%% %I (?‘Péctromc devices,

sucbapmczbde tedephenes andSEDAa forecgger 40, an application

| oadgr _,42 . sert user _interfac

(ul ;11534%10\1\/5: |Q\Fpe$ eeg@o g/!ggu.{Qecromp’nses a mémory 55 a progessor 40, an
application loader 42, an insertion module 44, a user interface (Ul) 46, a wireless fransceiver

48, and an interface/connector 50. The memory 32 preferably includes a software

-7-



10

15

20

25

30

48, and an interface/connector 50. The nmenory 32

preferably includes a software -7 WO 2004/ 053618
wWOCH40ARAR3/ 001944 applications store 34, an BEMENA2003/001944

i nformati on store 36, an authorization record store

38, as well as possibly other data stores associ ated

Wi th other device systens in addition to those shown
applicatiaps sgre BeamewneninfegmationzsteueiIbabh authogratiosueerrd stage 38, as
Wl Risebh S e PR {1 AP Mb U INGF govied SIch in addition to those
slhiowoeaFid.@. t he software application store 34, the

owner, i nf or j.on stqre 36, a t ut hor.j zati on

Fecor BeBion S8 puthHisiar 3l % adfit ot HREh B into which otner
d@)@@érﬁpor@ntssﬁlé¥ Qfritd ABtaTOBRbWEVEteWtiREar) eriRY dbeeﬁ){oethbcsoftware

retrieve data fromthe stores 34, 36, and 38,

applicationsiere 8f dbe owperinipraaiionsire Shcyw the aytberizgtign R fecord store 38 s
prefthibiP b sttbte ASFHeRGMblRES u§§| S'he HasisSaVicBEEmay be able to retrieve

appl'ication store 34 I nhcludes software 10 applications
dath dtonh theestoree 34i a6.taxidl 38 buhwriteeantberiape ogeratiens fon thesgstores are
flé&‘c% Hdgs g b%wrpl'l%’e %eag)hﬁcgﬁbﬁ JqERSHP rg;?ﬂes software
app i OR,  a persornal For managenent ( .
amp:pbmmattmam have lgzemisstaltes onémé mabilecddvioe 3@p2p!1ld roay indnde, for example,

owner informatjon store 36 store —
onL AT Bt GaRBPRITLBA ke Hap Mgt Baffagiierglbing appiicaton.
gariéE Gisi well N6theoappli€atidont.Nahé iodmbi formiatibrostwed 86 storesinformation
as a digital signature &bl i C keé associ.a

te
sqp,hgqlst an o¥ngh g@rma &r og}qr\; ntifigajiop ataflnttaggty(ﬂ”ﬁieq,ourmlétpentlcatlon

mF‘d?HltafléH shE}fé’é JBiitQ Bignhitire\iBHR k8P asyeeRtedlit A18igi@ Bighgture private
devi ce ecifies usage perm ssions and

keyeeftthe @Whgns woer @qmrohmtqrm QBN which@EN pwnestah theymphileydevice 30
S| Jtuﬂ%%rdségé RPnis§i6Re %n& f}eéth&m%thPEHez%RfP@ déﬁ&?%@ & Sbked in an

SCe0sor a8 "t s“connect ed e Wreless .
amthemw(bem vaxordlid.theaagthortinatior redordestorehds. nobi | e devi ce 30
muni cat i, Qns_ Vi I
o TREDRERSRE 48 Roofh oty W G Wikesh FalOidiver 38ng jhus enabes the
maBicddvitedoifor donfrhinecatidns via la wielesenetivoek. cThenspplieationdoader 42 and

th interface connect W, C ni cation w
n§19|di:”ﬁor4/ 4 oS Bﬁe 'Hré‘ﬂlﬁ'\? tﬂ%taﬁogeBWer%fF ﬁ;annectecp to the
mté?*fa@éfcéﬁr%cfd?%ec@ta%w Z3mminicatibn ih ithe Ingeidion @et 64 thidugh the co-
U conponents, such as a keyboard or keypad, a

oRRraligpteriaee/6RMMeEtos Baponent s whi ch accept inputs from
or p*;ﬁé’ HF'@G ﬂ%ﬁ.ﬁ@é ®né Br ok Ol c&ﬁ Jrlé‘ﬁts 30cBPh |k8ytﬁ'>%¥dl 6€keypad, a

own as a sing in Flgjg
dlsblaual o omer@pmaﬁ@ents whigh aacemi hnnUée fd@m% orey et%wtaltq g user of the

moBid 4 %ﬁ% %UJ rﬁthtot] Se rﬁn Ha sfﬁp% ﬁl&% uLnJIF @i ﬁ§h5l.p(g5§%pf)§rent that a

*

PRt en one o nter
miibﬂe devicer30 t;amcallgaxicluiies inmore tlt:bas:namJImmddhe Uh#®isrteretone intended to
tore, 60 and er f ace/ connector 52 through which

r%Pﬁ?SSPh%’%% ?fr{“?@ Ué%‘ﬂ GS%Swuth t he nobil e device 30,
30 atikk t MB6HiH® PIodE Y SinEl0déBVET  dvifedr ridrinition nstarél@m and an

220 (F d bed  ab
oG esto A st Ao oaAion i@ chaosd il Teanonl sevice 30,

afthUs rppEdBatd ah GMEr iPdhRfioR hsdhion %%?QZCPJF@QE As described above,
el ectroni ¢ device. Therefore, the insertion tool 64

an gwn¢r¢mfom@p|lr§ert|onmomﬁ§mh@§ the insertion tqol 64 is normally controlled by an
owner of an electronic device. Therefore, the insertion tool 64 is, for example, implemented

on an administrator computer system used by an authorized administrator to enable services

for or otherwise configure the mobile device 30. Because networked computer systems can
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on an adm ni strator conmputer system used by an

aut hori zed adm nistrator to enable services for or
wobheross@e configure the nobile device 30. BecRUT&A2003/001944

net wor ked conputer systens can -8 WD 2004/ 053618

PCT/ CA2003/ 001944 -typically be used by any user, the

insertion tool 64 may instead be accessible to any
typicatiy e usexy by @ny iuser toeinsertmnetonkeb4onay, indiepd rgengcespble to any

oo R kA BEntBS5 e PRI esER0B et Ry
"log¢yBe bn' tlhfe(@;bﬁ‘i@hte@@ys}t@'nbe inserted onto the 5 nobile

| gzg%;&g&%&%%&%&ggﬁwr at m%%]elnaﬁgﬁed onto the
IR icEe0, ‘a‘ﬁ‘d e iRplenahitad ol é)&éﬁzplé/\vbﬁrb foae! memory component

Insertion tool 6 |S|rrplerrented|nanetvvor

suchapaiRAM shipaftasbimesmon deyied, wha Mamtvedew.t%ms%@ tool 64
is %‘@?&ehf&ﬁ% TBndt #(é(? 851% &8r Q?s‘fu?{h%r JtHe? 'ﬁ@%rﬂ%gﬁ}{ééted device, the

em such as a rver accessi b
owm inforsreatioh etore 60Imaﬁj4bet areugh raemewmsuermmmheaﬁa ﬁiﬁ server that is

o e LIRS0 e el BBt gurer st

sibred®danay iAstaBdcyrporAs @ niemcﬂy' reader Slichms\a shhark catdireagler,cr memory

a CD or DVD drj f or mati o

oo SRS A RPN B Gk e GO BEPYPAVe Bl SRyt e
DI (hrA8NdrS trdfsfiréd béwé@rﬂﬁé%ééﬂtdrﬂﬁol'&@hd&ﬁd mbbneamube 30 via
bet ween the interface/ connectors 50 and 52.

|Cﬁmw1&‘@§mdnh@@t&ﬂ@@ob%twaeséh%dﬂJPdafk?éC%ﬁ‘?Cfos 50 and 52. The
mfélerFé”)’é rHéch?s 66t 5#’E8ul&'%teaaﬁf 8ns iptiratky o@%ﬁ'ﬁ@ﬁﬁ’é}é Sata transfer

I'nc Ing, for exa optical data transfer
canmicpentaciasiugiog hfoasxanmle aapéidaltdataatran%@oefedamﬁﬁ%h @pAyfrared Data

A%r?{:lgf?régtlf]ﬂrpomo {heégﬁ]&?{a\ﬂg%%vn%?esssc ﬁﬂ&ﬂh&ﬁbh& erfaces or wired

or WTE as serla
mtdrfavaamh aSeetiglor Bmser@hjﬁ)nap&nst ©san dommmnnmmgns Known short-

hor t el e cations,
raDAE MTBESS POTLREAIINS MoHEeRR DOVHR. TR le. RlyetigyB iiduies anc
80@ﬂﬂﬂn6§ulé§§é&o¢duﬁ@tottﬁe Bhl@tdﬂthlﬁl’fSUZtﬂ sp”ecﬁeéllohé respectively. It will be
speci fications, respecti

anp@rqrﬁ istosgplrifesdn fhe arh@ablﬁwetoegt ang %P@t ﬁo‘iqﬁl%géq% gbsppgfcations,

a\%ﬂé’tﬂé Gromahe InRfitufRF Biddrizal dridtSectroAika EhgiRé&s {IEBR), gting to wireless
Institute of Electrical and El ectronics Enfgl neers

LAN 2R er¢|@$8a<!6r$@134 reqinebyasks; respastiveli dTerefares 8 gommunication link
be%%eﬁ?ﬁ@ in ﬁBgl ipérjgisthe rn?o%ﬂ& Llidehy ma-gtb%re?%f?éléss @onnectlon ora

connunlca I on tween t e Insertron tool
phyisre:akmnmd eondestione 30 nmay be a wirel ess connection or a

o SRRk GORBRARGR soEReThGHAEHEETHR! HPRAR gpvico 30
neteiatt ﬁ@desﬁ@rﬂﬁls@adsdoh)phkledaxsirgmmhysbmdommactmgﬁ aefpﬂeysesdabonnectlng
a g'rg)rl]a %%tpklgg ki) Iragﬁ%relg@qc ejsoﬁf: ?‘8@82 ggfa&hgﬁgqq f:(hramunlcatlons t'hrough either

pIRIFELEPaEHTPE Dr iWireRdS raféfeh Sthenidy STheg) th@Oﬁkﬁtﬁl@tdeOiaé 30rcould be
W rel ess transfer schemes. Thus, the’ nmobi | e devi ¢

30
capartgd kethe insariopteal 6¢ BY eppnecigtariabprrisss the mopile device 30and the
lngﬂ'ﬂ&ggbl &y b??[)élﬁ‘nl)nlrgdgi{hte?m%ﬁg\ﬁc@@@bu& tﬁ?tvdnctﬁ)tlég p@ﬂdhereof isina

I nsertion y positioning the nobil
lingeof sight @ sinitetn poth af thainsepion ded! 6p.mr by chrresing prsarramgmg the mobile

d%)&fée?bo%rlg;ﬁﬂg ﬂﬁﬁ i 8{1?%03 6%% %rpg §{(~:’hterr1 gfaphgresd tﬁafdatté %ytbgchchanged
The ;;articular operations involved in establishing communications between a mobile device

and an insertion tool are dependent upon the types of interfaces and/or connectors available
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device 30 and the insertion tool 64 in sonme other

manner so that data may be exchanged. The particul ar
woperassans i nvol ved i n establishing conmuni caPCo/TA2003/001944

bet ween a nobile device and an insertion tool are

dependent upon the types of interfaces and/or

connectors available -9 WO 2004/053618
infeoth tha2adde devioa and the ingartiort t9el. nobi | e devi ce and the

[ nse r i
' %\tlvhgr';gnfaﬂS%gt (epc’}ﬂg m%lggb:éévlﬂ:% A nf é/eb%l’tﬁe@%\{/ ifiSerfify owner
mﬁummldrfmtmﬁelrhcmllel elewce303 Osmg;thegwseﬁe)n toalér thiefome thecmhobtﬂa device 30

befo he nobi | deV| r.abl e b
o el b BB o e 5 Sppiaiifob Galple by Blisdino owner
infOYAE orﬁbéfé\%Qhéfﬁfobﬂ@d&ﬁéeB(ﬁs tphﬂ/ld@dhb *tr% !ﬂ@f by me'%ilme? or before the
provided to the user by the owner, fore th

BB dedca 80 oMIguRe orole: @dh%@rme%ew <. 1} Qe Fintaips physical
cﬁfﬁ%ﬂ@l’ e nidlfle AMRE RIS SRS IRBMRATHR hasCudn'18hdedf, whBfeas in the

mobi [e¢ device 30 until owner information has been
|attersaxathplenthsr usgs hampegsessiomet the mopierpedce 3Geutpseferablyds unable to

mﬁ?es @feséf' tRE dgwi:(é O ﬂ%’#&rﬁg&%ﬁ'b@eoﬁ& I@#{t ll.xf?clﬁ{rftﬁé BBt6! bf the owner.

conf Prgdoadind yf ovmeratforlrr@xsn outwlbe mdbde devite 80 isopgrformed using the

di n i.nf { t
B850t B S0 TP, A B RS i B8 @ computer
s;iswaT a%fmafw vgiesaxf & b@der’?ystefﬁ adr?bletretor,foh_a cometet' symnem which may
00 m e a Co ut er St e assogl ate
beyRcHDYS EORIR SeHieriSsT PERUPINRAIL DeReRg U%CM% AYRRS ipfprmation
pr’@ﬁUadlrgf stk Difie AngBMi fooll@Mi is Coperfted By AMBUNE SdevileOliser or an

Dependi ng upon the owner information pre-|oading
adiginisirelor.t he insertion tool 64 is operated by a nobile

gew Wﬂe@%ﬁ{] @'aevu]:é 3895 Wc%%ﬂéctea’vﬂ@ e m@eﬂ‘@ﬁ'técﬁ 64 owner
evi ce

een connecte e I nsertion
informetion is métuemut fram trnesowmrrlmfeve@tloﬁwrmretaﬁ)@r@Wmsferred to the mobile

il B, bl Bk 32 B heb 8B4 B iftggion modue

4430|d tl'[mmemé devidehdD, iwhiatr stores timowher infbdmationt tbeherobynérinformation
ce 30, whi cg%stores the owner information to the
StB nithe e 20 store 36 in the nmenory 32.

At hMHﬁJ'i]gh hie indegiohi ABdUIB Y| i& sAdwh Sn FiR\Bas beiﬁgg:onae@téd to the
bei ng connected to the interface/connector 50, th

inieplage/conngcies Palthiy megile ifeherapiiy dmplenoniatape 2rinfiyae grodule or
a@ﬂ%{tloﬁgﬁétqg ckdidited By fﬁé angg?m tAhes&Hhoe%stFérnsf%Qs tof¥ind from the

ata transfers romt
inferface/ternecton ff w(v@ctueay ltmgccmmu%tlad;bmeumﬂhr@gedh%@rocessor

ad &HH& ﬁ?&e?co'hné lggbégl!ﬂetpigrc?%?étﬁg ro%és?dbg 4‘0%%};1!% mstru%Bd by the

i Nt ert connec cesso
mseryorbte)ol G¥storstart thd insertionenodutes4t before thooWnﬁ4nbena;ttozmr|$ transferred

toittEg tr'r:'l girdtglylgg&raod@ lh% ﬁ&bI ogg’aé%%gg (5nay lg]e %nr\%ured to start the
indertien ARduMe}ywhélteeP bREESIEREMALbNEB Yredve0 ﬁfhegiﬂé@rtﬁoﬁ ool 64 may
start the insertion nodul e 44 whenever owne

SIFTATY %A $eVTe Mogllgioy aeplicalin thals PAGUPCLRY Prggessy (not shown) in

a SbApUteF c}lété?ﬁ oPdSdd dRhvRicHREhSerfibn RIBP64 Sﬁérlafég that i S
execut e processor (not .shown) in a .conput e

syst B anetn injorowtion thahisere-tdeded arterthe mﬁbltecsiﬂwce@() may mclude data
inRBARMPor source authentication information, such as a cryptographic system like a
digital signature public key which corresponds to a digital signature private key used by the

owner to digitally sign information before it is transferred to the mobile device 30. Pre-

-10 -



10

15

20

25

30

The owner information that is pre-loaded onto the

nobi |l e device 30 may include data integrity and/or
weauwms3asit henti cation i nformation, such as a PCT/CA2003/001944

cryptographic systemlike a digital signature public

key which corresponds to a digital signature private

key used by the owner to digitally sign information
Iodmfgnfd!he data mtegrigresidéar semrce authéndicatisin infernaation epalges greaier security

of a)gltngr con rg)gr%f)g% g%sg /ag g@rz %O?i/ fgrg#e%&taéllam rrgth%f Ikt of digital

srgrmfméérat)lw@er wifathiation gragatisr insladelrfot gxangdle,cmname oo wtheplidentifier
eratroB as de rrbed [ fur her detail belowin
aSF ated with fhe 6‘?’“%% henobilg es. Owner information

My 13lanOomet! dtgrol Eéﬂemﬁmh@h digitaRBign&turedt &er used to verify data
identifier associated with the owner of the

intgarity ad gathentigate asouomedata, Whee theQuiehs d|gﬁalmn@ﬁrre public key has
be@h gﬁste?tb YUY LSSt r%ﬁnét%ﬁ%t&r@ 3683 th¥ riGHil@ devik 0! b\hb{er control

aut enticate a source of data, when the owner'’
'nfdrrgattoal whichrepedifies patmissionsegndiersrestistions fos dhe arwbrlmdéwce 30, is

ms;%@dgnﬁ%etbe %ﬁé g%}réeogq, Zpgltﬁ%{i?rg% %etr“ﬁo@%g ?h%s@ﬁ%‘n%@mt insertion

to@ee4mr§showrsmam@l/33 it wit berdpparenh frofmdfig t 'hendrthhtﬂ alowgedldscuption that

d.onto, th il e dev
ovmﬁ-:r 89\54@' |q Q{f@ratnﬁ%ﬁo%}rapynrg%rp%oqptign %ltect??rH% g?\(ré %@efi'gl%]devrce has
béeﬁ‘b'rar@éd byihséhmrgﬂ’canBr irfomation drito tieldeviee. Ap DWherﬂtonfrbhnﬁormatron

and above description that
mw’r?m feat (no¥ shgwmr)ser:mﬂgyrep foebse ity rn%mghﬁegﬂ@w% iz Simiar to the

rnéiﬁ’ﬁéri:i%oﬁ?i %clﬁcﬁﬁg g9 BiRer &ﬂﬁol REfMatisrReeRIaky ah ﬂﬂé’r’fédeft@nnector

owner | ormati1 oh onto the device. An owner control

 compagbleatihdhe interiaseioonectasio. Gwner sapineljneiRAtIoR i 8geriaskonto the

miSiR dM8 3b?ﬁd Pﬁgézé iff tl‘geq?ﬂrn‘r 6¢ s hutiforShftn r@EorH th tf‘r@ Suthorization record

|nsert|on udlng an owner contro
storef38. nhatancautisdrizatioraredoah ah et atteooohilesieyice 1 specifies a list of

sogtg%?er Elelsll p%pgpht@ﬁttag%e% |gta]ﬁ&@ﬁ%%etgﬁ%ﬁsl%rﬂqe?\Qobrlgﬁg%e 30, as well as

padeiiycelisB o eadirsd sutevdre Bpplicatidneithatafiusd be instdlled iondhe mmbrle device
record’'in the authorization record store 38. In an

3%t hori zation record, an owner' of the nobile device 30
Speqghfor@s t@pheveht Qﬁser?n%fﬂ Wa&rEing e Mdr@ﬁﬁtr@lhﬂbrrﬁatbﬁ&b thereby
is authorized to install on the nobi]e device 30,

cifggmventowned setesl,yovaer pmtrobqur@guprp @d)rgfgfqb\l,yaq@tally srgned using the

' 30. Th
0\@%‘?‘% d@%l&%&%ﬁr@%wﬁlﬂg&}{ Béforéﬁér@ée rrffr%;&urbg&e @Qh@ﬁ*&b‘l@devrce e
insert@T mbdgle #d lispretenatsly ctmflguredlto verfifp theedigitah sigoaturrepelibhe the owner

nt
ool YRR grra B9 s el BSos R HE Bl igHelt vafhdfin fa.
them gHeadwiies cpritrol drffermetipn isehal rsmréxeonn thet mabilefdavice 0t 0 t he
or o1 BB SR SeBRRR e R B L oG R gn e ciatally
sr%\%f ﬁf@rrﬁél@:n@%%rd%%r@h@él{'? thie IHtegrivpsf thainfermition @ad authentication
he nobil e device 30 Igital signature

of@@,opfqe@gthe@ggr\eg,mfgrmatrpﬁeﬁoqq@n@wn BECOrding togne known digital signature
tebrmr&lfé@ Br@é‘st'o? iRRFmSid l%dbéjﬂrgrtjélﬁy é@r’?ﬁd R fiisvh&erad using a non-

gnature schenes general |y |nvolve some sort
reuersbieaﬁlge%traimritm @ trafisirmationy KgprgnestrgerShﬁthﬁﬁrﬂSorﬁlcmde Secure

t
AL ARchin SRR ML BEETIk iy SADBR! Glr et
teclnrfrmresﬂlhatq»roddéea upicaapigest facmmnrqgempubmay kisohe used. The digest

is q’re%lf &er?raﬁ%rmede using a digital signature private key and a S|gnature algorithm to
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30 technique, a digest of information to be digitally
signed is first generated using a non- reversible
wdigegs3as gori thm or transformati on. Known di gee€T/CA2003/001944
al gorithms include Secure Hashing Algorithm1 (SHA-1)
and Message-Digest algorithm5 (MD5). O her digest
techni ques that produce a uni que digest for each
gemrafqela dlgntaumgnatyreal Indligital sigratureesficatigasa digital signature public key

furthe [ a digital signature private
CQUESPY H‘gam?ﬁ‘aﬁ’g‘(auq%e ’gﬁé‘gg‘u’t hmto -11 WO 2004/ 053618
PCT | SARDEMEXD dSsWher gentenl andownaticgitra Infasingition, insertionief the owner's

t al fi t di gi '
gt AR B e SRS B P B provies
fol iditBP sigRAuRXbasell S3WIRty EOBWIEH cahal mmafatlonnt ¥f il owner control
i nformation, insertion of the owner'

ln@irr@ﬁ'mmqs@lgp@gy sgnré pefore frangfer 1oeth@é0q>tulg Jyglcgg‘lop hen the insertion
mbifle QWNEH \{)é?l HARbWARS Rrf%] Afstmafior] R4s ditiafyabeen s:gned using the

Si gnat ur e- d security of owner control informatio
OWﬂieraIdlgnfev\mgmatw@mrwate kent rave erinta the @wgiet, aandytha the, anef control
M e trol
fSEEEI WAk LR SRR e 190 bl By urer conto
mfdnrfnaﬂcrrlathamnghmaesamhme bwnérada rmllyﬁ davige i stered to and used on the
ﬁvgeer S |taI si.gnature private key, known only to
and that the owner control information has
not @emsr édm&agﬁrérmaﬁmﬁs bbtaited bgiagoader d:ontrtohihfz)rmamtemeertion tool

& oWHEs ooV oL PSR 7, KBaATaY 50 SFUPRIE LI GHE Jrbgipble o the

mQéHuBr’i‘?ool DBES &tHE Vdrs@mtDomPonSieropidager, laefd@Eéfﬂield(Hbova Owner
tai ned by an owner control information insertio

cqrtbr@l infarmetionais estalishasdirsee Pnarfeb Pheainere gerascetlor\ﬁrﬂréwcﬂons that
thEBnB @hes{e@%ﬁhﬁ'\o‘ﬂ Bn 5{1 Qfegtré}ﬁ&&é\ﬁéebbﬁd lﬁéha“)h@nds to change relatively

l. nser ocal store, or sone f orm of ¥
mfreqwmmy onse eftaldishét dSuthowaer et infosmatinm gavid then be digitally signed

f ' bl
o, 5ROl L A L35 e S8l Gy idtrs have
adoebs Qlsingethe bwaer'stigitdl siynaturel private keyanid this case p_lgned @wner control
SRR R rereRsien B2 RpUT R e EotIPE b Aot Goapiegsystems

afd $BSSoly Bthet @cﬂﬁMt& )fé;'@ﬁé ,8dindS pestlicR/Ed Oty Sﬁfdwmarre:ontrol mformatlon '
conponent to adm ni strators_have

ingefiting taghas R Taﬁgwn&r Categh AYQIMEtER iNpaTtionay tne ransfers the

s@ﬂé@o@?&%ont? | HRGTh A & the AEbli@levicd 3mfﬁeﬂéﬂ&h§ Dpbrhdwiéfen owner
at a location that 1's accessib

cerdrol inffasmatierochangapot ie expgotedimeharged tl’pcggpqgﬂ qwner paitrol information
[ S

BB e SRR AL 0 72,1065 R 8 v ool

a@cﬁwk rto| sigriztioswidri comtrioh sxortriation. t thert mew ownaerséantrol !nﬁ@matlon is

ggr@a atéﬁaé\ ?5{‘5%0&% |g|rbe;J1 laeov{l gﬁl%%aﬁ(g]tl%l @E?e{m%gsﬁ lp?‘efgr%ﬂycl%places all

eklﬂtfr@r doRles Of tHa GAHER Softfol irforfale, ta ek Cribddan flethet Betail below. Wide

g’zed owner control information 25rm be fﬁ/\iﬂ& trol

digiriguHiom et Wneb Caaled) iBioFpRNAEY ProYEP® 1RESIT { ke § gwner contro

ifSrfRfion, Quidr&Nd Sfaré® fethote RETESS of SwiTdrdidaffoloAhatidieqires fewer
I nformation. Wien new owner control information is

updates wherinaw QWsLHERROl mf%mgilfyhlé @siaélighsdiner contr ol
' nf 0 ﬁ@%é@ﬁbsgrbg {'s Pﬂ) EHI §1 ﬁétu@ dgne%ﬁbﬁ?dr E\gaéri‘b%hﬁﬁ information

Wher SContro escri .
oﬁ an bWeer abatral ihfolreation. lnwtxtm tool However in the present example, this would

require that the owner control information insertion tool has access to the owner's digital
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di stribution of owner control information provides
easi er access to the owner control 30 infornmation,
wohermassishar ed renote storage of owner contr oPCT/CA2003/001944
information requires fewer updates when new owner
control information is established. It is also
possible to support digital signature generation for
5|gmtwe prvaie key Uniéssratizrwise desredadlgﬁwlngcﬂfpvvﬁer control information

formation insertion to Y€
orty e SRt e BB Gy RRTRF Rt it imis e
numtfeﬁ biedrBier ystinis that damadcclssstha cemsss digitallsignature prigate key.

gital -12 WD 2004/053618 PCT/ 3/ o
Si oriFen 96 PDS RRYO DATEEIoTS EERNLE0daaN Ingorton module 44,
diglta0sigRatudiveRficlioR bpsraficis £6€ Bér‘f&h"ueunff@’fd‘ﬂi@taOﬂgnamieys \wyified, then
secure co ut er syst ens or corrponent S IS er
the pwnes casirol information is stared erytherfaobilg dewiee 36fin @&ﬁsﬁlﬂ%lzatm record
storeHee hEH\ﬂée 3@%%@&%. gnegbhﬁfoﬂ%'tﬁin i8 nelt Stbfedl 1A tENSYaMt ©f a digital

private owner control information is
S|gnmlrsfver|ﬁlcm¢lom tailtites an ieser of like indichtion nary, be sutputgp@apser on a Ul 46

sn.tch r:]sgritl {S{%Ig\&eéﬁ fgi;é?h’l ggaieo a?%{g%@rﬁ%cﬁt&ﬁ'é{cﬁ@gg%ﬁg{rr& information

inSertidrt tol, iantl anniadication of tlse failack may tlse beobitpet ey Lser @ddhe owner

cﬁmtnﬂ%&%%%c{]rgﬁsé gtalla)?n r Iogvnrsc?tg){%g illr'g%rmaP|§F1 Vﬁ%ﬁéo\péﬁ%ﬁs retry or
otﬁér elékré’d ﬂb&é’ésmgsd);ﬁé?éﬁdmanuﬁ befpetfirhed ohathé Wwowher aontolrioformation

i ke indication rg be.output to a user on a U 46
'ngfﬂ'&‘Pﬂ t8l, thegmabyleAevicgn3le PF Bt nessage may be returned to

the g ﬁrthé:%bérgncb”éf%g%vbr%rﬂ digital %@ﬁéfdr@fpubﬁkmkey amehe present
an |n cation of the failure @¥ al so be out put

exagwle, @‘t laaisba Grah ewnercioformation inseftiamPPEALIOMEPE ANY med'%gﬁv"‘e 30is
pr\é\%%b o)? %ﬂh%rr Bgr%}Heglor LNE&: FhhbAzEd W&drﬂﬁstfrﬁbll i or&&tté ¥nsure that

Fror processli ng operations may per f or ned
a@uratdﬂ ewnemntrobntormbtlom‘s inseded onto theygwbilé dﬁVl‘FQ)%(P Thipgrevents a

!glfne%r%gmyec‘n g &W&f ﬁ?rﬁ E%ﬁﬁ%ﬁﬁ%{?%&w’éﬁz@ pr eg’g {?ékéfgb?her than

th@wmrgdugnél sighatire publicriey ommee noblledevité 80, i nserti on
operation for any nobile de r ef er abl

ei t h&hep awngr ﬁ%ﬁ,ﬂfgﬁtﬁgtl@g aggﬁsh a\fl]eieeag R¥NgH WIS%S to expand or

fuRAS! Riskict #HePlise biNaPfRfrofhie detiss!r fr bh@hgleaéﬁw efisngeneer control
control information i s inserted onto t bil e dev

ingomation preferebynshould baseplaredmAs AeerriPer: 390ySoNRYY SWet contro
mfb(r’l%g{l&{ ﬁ%\éeﬁell%}gf& gﬂmy g Sqqkaé" dridl the fh Sisnel Nef WY 'cGnthﬁYnformatlon is

ot her |ta si'gnature public ¥
dlemwtetmeorm br merel twahmlsa‘a)m abiciviein refriead fopinsetion onto electronic
d formatl on changes, where an owner w shes to expand

O3t Urt her rostri ct the use of an el ectronic device,

for mipofEeesrabRychaxistis fogsubsaquent distribation ofisfgmechaewomwner control

in ref@ﬁérgg::qglpg&gmcl; 39\59 rer%Lﬁ?p%Sg)lepAz\p’@Sj%% b\gﬁ%ra%)oj]\f% inftMhation is

distriS0RE: toddtEnt Seneti REE MERMANGIE inseidhr 1bl, ithd msrmtonomol may be
is distributed to one or nore | ocations from\/\,h

ccpr%"lg@d@drtcp defeet recsiptioRBew PWBST COiTe) ipatiopyand totisgster Flhe new owner
%ﬁr’é matAéWto%e SRYRL @dvidBINAB hexEinicdhe %#Hbﬂ@ gEA8d 30 is connected

ut| on of signed new owner control information
tot tbleedwmﬁrrqontrcl idfovinatizn msertippdedibl As deynshed @Rovevt owner control

m?on[r]\ta{lgA |n%<m ok BRIH 24y ('F?g 2), such as an owner control information insertion tool,

may be controlled by a user of an electronic device. Many modern electronic devices are

configured to be synchronized with computer systems. In such systems, this type of owner
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distributed to each owner control information
insertion tool, the insertion tool may be configured
woOaom@ssas recei pt of new owner control i nfor mRCTaA2003/001944
and to transfer the new owner 30 control infornation
to the nobile device 30 the next time the nobile
device 30 is connected to the owner contro
contrbldnioernation dlSﬁﬂbuttqncmay beIsupparteddycimptendenting\an owner information

coBOTasri L 6BLIR e SHORTPL ARG Bl R op il srphfation i then

tranefairred tortie dhectonittdevick ek Mkt fime stey eledtromit ddvinetis syrichronized with
devi ce. Many nodern el ectronic devices are configured
th?S"’B@”@Sf Bni zed with computer systems. In such
Sy StQinativél SSI% R ovdFRbntrol oMk tidA (ddyOSe36k by an owner ol
PCT/ CA2003/ control information di st ributio
ovwned mebile deyises éhiow a wielere Retwegk. iR BiareN {1 irthe YN 32, and the
; r ' t ' r t trol
GRS P 45 3L £8P ST ETbunercot
infoheaténeotiddei sentle\m&:@NnddsrnotnhetdevmmaeltmedmCé'&Dr iBraugh one or more

ow%]%\{/ 8$ 53'3 ﬁ\pjﬁﬁé‘@ﬁg H)V\'!ﬁt gﬁﬂétﬁbeh tﬁén) E\P/H{.\resrd nqﬁ éngrigturé public key is

pramadlganmawteremdwa afobll@dalide 300wradh Mtduniee‘ad@lummestors 52 and

through a wirel ess net. N
50, Sines RmiTHEIcaip BTksad L paiok ° shusiE Setireg ol iRoig, such as
W|Félébs dr plhE &ﬁmltﬁtloﬁ%ﬂvorﬁ iliIKE InSY\BE lusE b rszsequently transfer
information could be sent to the owned nobile devic

signediunegiconitel informatiarip gn glechnaic devisp that is RakIed ﬁt)'?“mun'cat'ons
ngPgﬁgﬁqﬁﬁércﬁﬂké NRRER fh@%mh@?%(&gltéf%fgh%%‘ pdHe k@Y\ﬁﬁ béen inserted on a

nature publi referab
momletdealcb)BOt tharinsedionguodule 44 mﬂ@ia te VQEﬁYlb@éh the "ﬂtﬁ@rdm gnd the source
t
'd%%ﬁ)frﬁpgﬁ ?gﬁ&é ﬁ%ﬂgregﬁrro? W%%Q%ﬂ%? %%we ygvﬁ%tg i} |sS é%clﬂvee via the
interfaps/céreetiod 50 ndire wieless tratsesyends. phbthla:type of implementation, for

eéﬁ}ﬁ% %b %ﬁ/%\lpgcnqnfrgﬁé\ggpatlogn kS gtborrg%;]l yﬁﬁﬁ&?eof different type of interface

toitiNé AIoBTS Hélice 3D an eleediie? MferntkRioh rseftioatiodlvdenabl ed
for communi cati ons over@§uch ot her |i nks

owneitial iprgge af ovdleg RRAME BTQsmsHip: SR R SHRRSHE 2fb{etio owner
cdﬁﬂofimﬁrr%ﬁ&# |18 ifl9Nis ERaPBle %Bﬁabh/rkﬁéyehd&ﬂ dﬁbﬁWe@lfléétldnSof a digital

able to verlfy both the integrit

sngraféwpu hyyth@fln%ﬁ@orsmgﬁ@a %MB]OSQ&K%{‘% jin ﬂ\ﬁ’f@ﬁ Wﬁ't ?Rﬂﬁeclate that other
chre%ﬁse gls ﬁ)tegfg mé& %%3 h(_‘.{ fifor \(ﬂaﬁoﬁ REreplaced.. In order to prevent

I nt er e“wreless transcei ver 48
rebiaylalttad<st y'pehlcﬁ oldqunerremtmi information is reseivasl ey, theelesipaic device,

ol SRR BRFBEL S, 8 T 5 yrer come

infofraatidnie rep¥aedd oy Wh&ﬂi ieobived 9@nét conttobimforfrétio?® newer than the
I nitial storaﬁe of (tar coaﬂtrol [ nformat{' olnf as_wel | hiah

exielng gANCGASALIN M IaNs (reRg ANatSHeT BRSO G TRLET b a hisher

Vér§oh Hu,hBérS exanpl e thereby dependent upon verifi cat| on

of gi tal W’gnature by the insertion nodule
Tho s@ltt‘@p@gm pwaer ipfofrpationrs inGertad qiipthednehile devise 3Q,yﬁgg the insertion

toﬁlh§o‘é§ JRYiRSSHRE, B nggé 'f@%x@@rﬁ%jbﬁmgﬁ(in%rhﬁgon such as when the

romation I's replac I'n or CErevent repl ay
oveneracligial signaie ptivaié/gubliarkey paivistchange fr@mﬁernahvehsbe updated on

the ?\? Ié@?ylg% 3% rugﬁng ldgggt%r ﬁé“ gwggééh%\fder g‘_’gﬁv{ﬁlg nd otrIJl% u?éertlon tool 64
E:)( ||rmiudegothmn ¢&ypes wit ofomumunmfétlon nabdues (ot rsmptvah‘, eslich nd:sy a wireless

re recei ved owner cont i nf or Lon i s _newer
trqr}§gelver or network connector, %r examplermth are less secure {Fwn the

-14 -



10

15

20

25

30

exi sting owner control information. Generally, newer

owner control information has a higher version
wourodams3cid t hough owner information is insertedCD/TAQ003/001944

the nobile device 30 using the insertion 30 tool 64

as descri bed above, changes to eX|st|ng owner

i nformati on, such as when the owner's digital
mizerfgcs.dtcnn'r(ectmr b2. alhdelhqmbi;e anyegcmmdatasgr@d@pe@dent umy verification of a

t dat
el SR ALt el S S FB Buale TP Sl rpohaton
| NSeTHd foredogl deBériptivh yelates! prictearitt toavriting rwmeomformatlon and owner
conmuni cat i on nodul es (no

h
conirgh E¥QIMagon ¢ MRSQRs AR %ﬁ#@@?@F)demuc ?ﬁﬁa@g e devics 30.

HEW& ek ShoWHRE Hfag alsBaisH 1B @rase bn¥iGhidRA4dA28E b ner control information,
PCT/ CA2003/ 001 i nt erface/ connector 52. In that

wighesb replaging mtlngdaﬁoagatmnewaap@mrﬁfpr%m vdn thisceasep pecause

mf&an?tlondlEQ‘lott %Einé'vﬁﬂl%h% ‘?‘né}ﬁbrpg)rf"'? dGEs alo &bﬂékﬁb\%@r information or

X1 st1 ng owne ormat’i on.
ovﬁrmre@mrolgniwenahqnpwomm beedeat tostherdavigei | I}ASEQdWﬁn ) €13$g command or

U I 3 BB 8 o SAERL Ao Bort o e

insktiorcmodle 445 However, an owner nmay al so wish to erase
ovvne nformati on_and owner control |nforrmt|on
 HBeleM g AGRN Pl s e NG RATLR. ) 09 etag from the owner
mfoﬂﬁ@f dtRdtbiaB6, tHentdn &a@&ﬁnm@rﬁtﬁ@rﬁ%@ueét i @igivay Is@ﬂed andieént to the
bei ng witten to menory on, a device, no Si

e
InperHian MREVIB A4oS WHLTEN QYERY INATHO®PRNTEs RONER |'fl§°fH@?'°" a signed
cocnﬁﬁénd Qr: féﬁ%g&e\ébu‘ﬂ& be ns%h? 859 tha" nfbfle edéiﬁH@TQOdth%ugh either the

e sent devi ce. Erasure nay
lntanfacwgtpnrfaqtm:ﬁﬁ)mnthaJ\mlmleSSetmrtﬁyewre‘*B 1e insertion awdni@d% gsing the
\? ers%?getgr %ﬂ&%rggﬁblﬁhﬁ#é\%ﬁg?teg thr?lf(%rn{r?rﬁa!wm) or chngre@?stthQ Peduest only if
a tigital signature sevedifiedre@itienwise, dloriesrtmiasd di @lquaettlnyaysbaglge@red and an

o038 b BheTS e 09 A Bt coio 0,

refirgee® a SPAMRYstem dreevies that @eﬂtm&@mmd draretyineest, mubotre Further
devi ce 30 through ejther the 15 terc;éﬁe/con ect 0{

orgT Of fAUTR refessIEdrouines By Biendis perREneq.adpe 5 e P0r device,

44, GREODWNBE infO¥RRon Snélidlst e SWEEIRT digital RidHaltdre kblic key in a
executes the command or conpletes the request. only

i f
sighatyrgrhaged 9wgﬁamnir@l sehensy, efasee ofwnar ipferEnationds preferably tightly
C‘%al &4 %é‘% ol oty <5Wr¥er QZst%(ﬂ %Gfrﬁ'ﬁ’stﬁ?d?g nfaY be %Ut‘h@ﬁzé@irto send erase

ure 1n to a user on
cehmands dreequeistsl éedémg ot‘as@md comnmmretquesis todhel mglle devlce 30is
t em 9 n r
thB f?afa?? rreiglcéetéaté a%grpllilgﬂl rﬁo&ﬁ%ﬁ%ﬂ é&éelnﬁ]sggrlrj%at%ount% an owner
mfﬁﬂtylaﬁdirahsémorplebf or aregivrar-cohigolled echsore tegls Femsxampibean meertion tool
owner i ncludes the owner's

suehamdesracion totokeyif be el Rirare i Bhbfiralion from the

meBil dé%lce%@%?%vuﬁrﬁ@@&ér@s@&orﬁ#@ﬁd %éﬁﬁrétbfm*stdi’@whi&h is also coupled to
preferably ht | controll ed or exa

th QM%ﬁfaC@@D@%‘i@rcﬁﬁ lleTRHYeY, §w+9ﬁyln82§mau%?fﬁﬁtzré&°we%§éﬁ%Pmphshed
us‘?ﬁ%ge&&ﬁg@%&rcoﬁt‘?&l‘é@%ﬁé’sur@ﬁibqjiri&@rp%?atn‘ﬂb%ﬂ@l‘ﬁ an grase command

ds or requests to the nobile device 30 is
geresaterf or stope afid antintgriacestor thetracbileodeyibei . s Erasueg of owner control

infePMBHSE praf&laBReoRlroRaGR Y diiiitar MarRef "

Where an owner control system is éonﬁgured to support erasure and possibly other

owner information and owner control information management functions, access to the
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information insertion tool, or an owner-controlled
erasure tool. For exanple, an insertion tool such as
woOheosioas@sti on tool 64 could be adapted to eraBeT/CA2003/001944
exi sting owner information fromthe nobile device 30
by providing an erase command generator or store which
is also coupled to the interface/ connector 52.
ovmeterdlgital mqa;urevwrerate ey risrereferaby agsm@e@ dm erdefe to control the

h I
nFGRER/Brs: el P T ER R GEan SR e P dfbiecronic
degRBe MhkQigial sighatue @miveteokeyi mtohaglthamgnatoret gmerajbnlfenctlons may be

device 30, Era ure of r_control

ackele QB o SROTE SOTBUSY AYSIorDs A parmsiras foaTeBlint or exampe.
OWNess Sidwr P Figy st 6kl Systéné ofl Lth@tilndtmemm@erao lesv@saucess to the
and possi bly ofher owner information an

memanr33 Arefetabiane daviersystiRineinuld beahle wgsera%@ge pperase owner
lnignﬁat onlot alfief BER Y mﬁétlgﬁw t%%@@hﬂ%gg%f)eﬂv/\ﬁlgﬁecﬁlnformatlon or

signature private key is preferably restricted
cammmd$e Any datesiones] suchas themvmemf@rmatlon étsm%@ and fhgcputhorization

reté?rgm??rgs.’{st r}%g Z'}g %?ﬂh%dh% {)P( or 'og/ﬂgldccﬁﬁr%l ffdHnakion %Pe therefore

gnature private ke
preferabilgiotated i pyoiatied enegeory BEEEE 0 ﬁre‘fenabm @i thedysextion module 44 has

writ%%ﬁ ?éqglegpgqr]ss¥%ggﬁ @%L%f@qggpﬁgtltg}[(%%ﬁr@%sgscor}’]trol of insertion

arderid e oBowrﬂatr 66k 87 owieridbAtrolirifolneatidn is mant%[heha@ther device
access to rrermréé;ﬂ Pr ef er.abl %/d no devtm f5 t In one
systen fuavsée%q)réy acreph quner IIARHON gRd QWaRILogiipdprorma jon.

pds@{?fér bR orP%? rsyQtQI‘H*sré?I cdnﬁﬁoﬂéﬂﬁtthﬁﬂhgwwmthe memory 32is

mitting properly Signed information or conman
aotagsibatare swoofigured é@aﬂowsﬂem@ryoﬂméronefﬁt@ﬂﬁéfqnb@ngt'%‘?aé'ms in the

&g@?%%@p@é{l :&gk it b P@ras@edg%%loﬁé fne%%) i 3tiond Sofing owner

or _ owner contro ormation are
infoneeatdrooe o!z@weproehtnolainfqymbtmatuelﬂass rthe rapeeasiosd arigingite with or are

o p pwiasregioodle Yoo W EnlEPeblsTRp BRIt iéfory manager

(n@t SHohwar) isTréViddd to endmagedll m@nfohpdicceés opesations oﬁucl‘semjemory manager
erasure of owner information a owner . contr

isicaptguied foodiracs amavHEA" 1FERPe g S Rhure %%‘%f 7 nfgyetipn or owner

cdriRdf inRiHmAtias GRRSs I tHRVWASErtibm hiddaR! 443|fbr3digital)\&1?gﬁéture checklng and
control 1nformation. In one possible i rrpl ement !

t
auhgrizafien defore coapiRiog dhg gp@qapgnngh Qunek finfepnaation 5 O\gaer control
ml‘o?ml\ gstﬁé}%b @rr%Fl %gfdt%*@all&osﬁkéﬂ” H@'ﬁ%f&rab@aﬂay only be

oeralon tions I n the nmenory but
mslextqd ahgngedi meerasedewhwea d}géalﬂgr@hﬁel&w&@ﬁ@ry I ocatl ons

oL 3 S BT 08 Ay HISE 106l sppatr gpratonsare
infin@led @klyhay arz Hdstkatlvé Ieeampleer(bhhendlgtbaiw@aaﬂe sbheraﬁs or other data
lngaqlgb&rﬁ a kl\ég @b%'ﬁ;ﬁ%‘é%ﬂ}ggﬁ%lgn glan %ﬂpr%ynig%r d b(er].%%d to verify the

inRRAGLAHdOSRIrce B GWnar BRI Midrmaagesr cfinmandsonf i gured to
direct any wite or_erase operatjons. invalv

i nf olnntheireebils [deyirR SO, owne Gagkrol IRFasMAteN 5Hn‘§?‘£q%e'§ 3ny CAuthorization
retcBg‘j thBS8 Slor&in Wéhtﬁor%ﬂ&ﬂec@kﬂétb@' 385 'Wthﬁr&aﬁé’rﬁfébbﬂdgspemf ies

aut hori zation before conpleting the operations
padiipdar sofifvarevarilioationn @aﬁwutw@ﬂ dor instaliagiprap themakile device 30,

'ér @P@ﬁ%ﬂ S)GP n@?g&gﬁk@ %@lﬁﬁa}r ¥ déﬁ(éfl{l%frﬁvuapb@ installed on the mobile

devics3(a Sliohianalutrerigatinueeord prox/eiesfan@dactronlc device owner with relatively
tight control of how a user makes use of the mobile device 30, since only authorized
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25 I't should be appreciated that the above public key

digital signature operations are intended only as an
wOokbaagss@asi ve exanple. Other digital signaturePeT/tAN®B/001944

or other data integrity checking and source

aut henti cation schenmes, may instead be used to verify

the integrity and source of owner control information
sorﬁtwace)mmnat&nslcan bhdoauelionte theweviee.30, owner contr ol

f ti i I d i
t natSEvast Bpelial i pHa GarAafiie Rt BREUETE) B ofie uBee Sooy the
apiicatioh Rsder42.i Asddsedivedatmpe i refar to frerinsertidnanodts 44aittwough the
appl i cations thgt are _authoriz

i l ]
R T o5 58 B By B b ot

m§§’£$ﬂﬁ§\fy%e%%l'1ér@% b@lWéeh ftapPlitatioPRadérsizaint ¢ imerfadetconnector 50
devi ce . ch an aut hori zati on record

0r|dh©Wilr§l§§S Hﬁn'feﬂeé’@f 4&,mr@ug!1@{)e PEOCESIEAOni th rel atively

t f b
' ghleé:é\gﬁér%foﬁiatfgﬁ‘ynagﬁtﬁﬁrg croﬁg‘éﬁﬁfoﬂﬁﬁlo@\bs {fg\%ﬁ% elig?téons may be

reméwmaﬁma Qdrtice §6NtaWae interfase/conneatierS 0t ihey wirplgsssansceiver

4§ pBPerPEE Soiee ol B bl PRERE LRGP Bgrafion op fro mobie

déige) 3006k usér'd coathater4¢sterieqdipped wille en utlmfae:eﬁcnnrlm compatible with

 tpaiaacseeciaTR e B eI NG B BY cBfborate LAN, for

exdmisie, fs@ﬁﬁéf’e%ﬁﬁ@dt@hs pfdvided by bEBipofdte DwhBiyofaied mebllqddye:e 30 may
exchan bet ween the application Ioadel[\?,_éwand t he

be Fetiigve ér@ iR GeriF OBte N PHRING] SIUPOE s (ripstepged to the
mBBﬁeoc'i@ﬁbe YAl q?ﬁd%ﬁ%%?%rrﬂgay éibdf@r iR¥BSA obtfncyofiatedappitstions for the

owner con mat1 on, software a pllcatlons may
mobile deicei 3tbrbva ladabstatshpt ethereaputass 3BIchiag Intret-based sources, with

C VVI rel ess transceiver
Wh@%ﬁé“ﬁ%%%%?%@@ﬁ?ggﬁo ‘hg:g tvvar e applications
conf Tl'lgjmam:sﬁcém lexpler 42 is preferably hmﬂgumd|t@de_termieewtaethsmwr@r control

m?qqfn@ ionyis éfoc'f%&: @\%55’3@8 ﬁ,%n\gy?gg(:) \gﬁ SHEVRT a4 F%fﬂlpare application is received. If

nb BIWREF Ssiftiof PSRN isSftesoMi@n thé enobikrdeties 38)ythermoicsvner controls
connected to a corporate LAN, for

PaySpPTBERSRAINSS B0 FIFCRODP PSS 5o PR SORIENES PPt s installed.
Smérleeapﬁgﬁﬁtﬁﬁ u?’& I58%n tﬁﬁcdil?'iﬁﬁoﬁ\é@@uf:ﬁ oprtibnd &s Sﬁbﬁngra received

or ot er store on the and transferre
applicetion filewh tHeesafenare épplmatmwgtee% gy%\teén?mafy 3 §85t'”%9t'"9 files for

I
BRI S AN SR o A oIt Rl ogramo
udiigy. | rﬂc&vneetcomedfosnatmes submcjmenﬂmingﬁrtedqgnt@dhgm@ile device 30,

s st em.,ma n| cat e,
VTR ST ons Bt i i L PG bl Sher Rt EpidationSoader 42 or
triéqmdrﬁﬂn mbdUl@44raténaure thatsl goftwlarerapplivationsyesiderd en theanale device
whenever .a software aﬁ;)(% i cati on | rece

I PUBBI S POV B ARAREUNS S ARY SOBHT ScPAIR ANt ave not been

aGBYiiERl a1l erdda8 frofPthe Whdile Getits 8D or dthehdive rdmgiered moperable
established for the npbile device 30, and t

appl Incsemencifcymsiancas. ewner EMREeR HPHN ?&%IHGSH OhédBConto an
eie@ﬁ‘&ﬁé bt But J\Phég%hﬂ‘ol'lr%r%é{%ﬁ hal ?Bt t@ﬂb%ﬁﬁéérl@ﬂs Iérder to prevent

orihg a received application file to the software
Ioapmgloéasofomarstapple:aﬂqn onfo thegnmhﬂeylcaﬁ() thaksybgeqyangy inserted owner

&ﬁf o(?g\férﬁ{gtlgr? gﬁ%s%et abf?‘ntowbe tﬁeoﬁwgmro%lvﬁg@d & Bé)§hb§fa‘ﬁ'h§ﬂy disabled,

executindg an 1nst tion ‘program o
permitting only a I|m|ted subset of device functions to be executed, until owner control

information is inserted. Alternatively, the application loader 42 may be configured to
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utility. If owner control information is subsequently
inserted onto the nobile device 30, 25 existing
weabdmas@as appl i cati ons are preferably checked PgT&iARINB001944
the application |oader 42 or the insertion nodule 44
to ensure that-all software applications resident on
the nobile device 30 are authorized software
detprplinee whéthasowrsryinferhdtionriep@pedtiandhe omobile Havicé 3@ whan@ software

e%'pﬁgg t,é]c%g/eéeﬂ/g rrgoo%ha?ie ?rf r g]n Eﬁhﬁuggﬁgd%aﬁjng fh%? O\ﬁRer control
mﬁ:lrr’ﬁéwmhlﬂl B6 @6tabisiag and bk&d foRtHeatotie\ehiew eoptee rapplication loader 42
inserted onto an 30 el ectronic, de

thep detesnines ménether ,oyﬁeh%tr&pétnfqrmaggn% g??’b @sergt%\g] ohj@? event that
O\X/r‘iétl;ﬂ'rf@r\‘r?%n bl biVRertonBolHFbinRioR is¥BOhd, #R 4 JSHI\CQIUnQoédé?Q does

evice 30 that subsequently i nserted owner

najdead @1e rewweﬁmoﬁwarajawcnmn aBMAb Processing ©PREAIPNE may then be
pegﬁ\%gg E?éH%%L@HQ féc%?vteg gbﬁt\)geér@fa%gfg%aﬁg% groﬁleérgﬂtéhb&%ry memory
|oea¢mun erducmmWab stavae whearrecaived, ianfl oif megmary resources on the mobile

gy Rt Redre FESv R s BB A B el suon
wale treit il |§ szl\ggcglgtb\l/\eﬁ\gﬁﬂg soﬂhﬁarer@bhmmons storeds ﬂemhlsormanmmr are then.

nmobi
orpiessP B MaRTRlGSTRecel i BhrboNE SErPUGRE RS ? ngeitsgonto the

mbblﬁtdéwé@%@ %ﬂﬁédgh' soﬂwaiféli 4tidAs ¥t dtore@ of Hrerdbbit wadice 30 in this
and used for .the nobile device 30, the appllcatlon

embeimenty hey sl prteryshble ik @TIeE CoRHp| AR} inserted onto the
mbﬂlf OLERLd 96 habit qg%enﬁrﬂéﬁrthﬁldthelgbﬂ%?e QHﬁﬁbhérhsaére%uthonzed for

wner | nf or'mati on but owner control 1Tnformation is
mstallatnbn tThe mpqunt obmemnryl Me matie ayeiable fassuciv geftwaie applications
ecei ved sof.t C I
m8¥) Qcedpy I, greﬁ%éﬁyﬁmﬁeg éo %é{r ?\;ﬁllalﬁé n?ém&k%ggée;tvpl%ot be dﬁgleted by
stbmﬁgemnmdcleamfetnda:rcssmtyplniaombnm daftwarenapplicetiognsr ar y

and, When Al adeL £ riSeass e e e g atB has been

inB&Hdy dnto FHeahbbslig derRer0C te\@alicEibh Waker 4D teh @atermihe@rwhether the .
the nobile device 30 in suc i't. jS . nQ

t hat
reggiuedisefbyase apaNcatien isaHROTERR e o Blob{ 0\ 30. Ifthe
O\U@é?%htréﬁrlﬁfoﬁﬂﬁtfbn iREIG SuthdridedesofRald Splicationl IRRARE application

en owner contro information i s I nserted ontothe
loadrid2sedrhes thedist toAletenmingrwhsthar ke received seftare arpligation is one of

th? ag{t}'?%g? 35ﬂ§?£0%5pllj§%{%ﬁ¥' CA‘?} gt?h%r%ag:‘goitowﬁﬁfgpﬂlcgﬁm list preferably

intinfles information that uniqelydderdifiethetaathoneéd seftvebee apglicdlions, such as a

RN W R R TR

scﬁﬂ%@@ab’@dﬁho@@v&l@?&rﬂs freé tosonebssfi Ib\hafn% f@mﬁylseﬁWam@phcatlon file
occu erably Iimted, |_}hat ayai | abl e

nqp@?ﬁ)my ggégr@vwa Bl reliahle @ghggﬁp%r@ @laquy QWENET, legem Swner generates a
héé‘ﬂ%%%'éﬁ%u%ﬁzé@%ré( aHBIﬁ:‘éﬁ&%h@ féluaes ttw@ﬁ%h in the owner control

appli cations. he application | oader
infsmationt e ig hﬁert@meto hermekile devicsr Hhtthem onlispastiear versions of

B
losdértaRegemesies & bash airanysecaiteucitmace apmcatmmt and msialis thersoftware
o B 8 G Bl R Rl R BTt 1
ordpploisapporbdiffereatitshing 2lgoatine wediffidrent elédtrohm déeices, ra deice owner

whet her the received software application %n
generates more than one hash of each software pplication and |nclu es each hash in the
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the authorized software applications. An authorized

software application list preferably includes
wonbarosedis on that uniquely identifies the authecraadoo3/001944

software applications, such as a - 25 hash of the

software application source code or executabl e code,

for exanple. Because a software application devel oper )
ovirer Eoreel informatiarsieserted dnéo eaniowned elagirorio figvieg.eAn electronic device

BP0 o PR R 882 o Sebabhes o o

rebsiedy Uftwaes Bpmidation iGfedussef dthar enigueptansédrimatiorssnitian hashes could
i ncludes the hash in the owner contro i, nf or.maft i .
alinae UPSS 1 gEnaral QIS OREONBRTE gL SPeMIE Wrihey recoived
soRiale spHiigdtions bfd ARforled 36 insthi@bhzed software
applicati.ons can be installed on the nobil e devi c? %.O. list that
- The QpsricontreldnormaisndrayaisqBpkraaseaured sofwaie apmpjcation listtha
a v ed . . . tablish
AT SBUnEE RS pRIRMRYA s A LBy ol
mandatdrg sAzeduiret software@ppliaation lish alloves ari oynsr teaenseiFe thekevery owned

G5l bR UPBRE s ESSERnERL 98 BB ISR aSBsggans soure

vice . o
cafngiiedtions, Tor exahipi Sofevadraspplizhtiesdh ageduiredrseftware application list

application and includes each hash in th -
maY B8 LHiEyE e %ﬁé@ﬁ%%@ﬁﬁﬁ'ag&ﬁn &y %Saﬁt%ﬁ&a%%vm the context of
althdr2edBhhIRBtIGAES he ProceBs 6 4028 ppliesttdosder 4R insartion module 44, or a
device. An el ectronic device ma¥ thﬁg, Uﬁf any . of .a that each
furibersievice CoMPPRRIT OR BYSHRIE IR R7TIGYrEE Iq ReTindica H@ﬁg#%?%s”ée atea

. reggiﬁééir Hrtwidre Eﬁﬂﬁéﬁcﬁﬁs??éste\“@&?tréﬁ%ﬂ)il%ﬁévﬁé-SO%n@mzﬂt g@hash of each

uni-que transformations than hashes could also ..
reeirass software goplticalioe nosickes adeshdn theresiuirad isofware) appjication list.

etern - > oot
WEE( gt ABlSe SHEfiibRic Robitel R dh (8RBl A3 ash Roes not
metey aehash in thel requireal softeare aplisationviat, whighpyauidocam wheg @ software

that,. yniquely identifies,sof r L i ' . ,
o W G5 oG ALNEL 5, 292428 s, &
refB&@atualyablA required software application list allows

an owner to ensure that ctronigc

d I '
su ppl@rqrgerct@rqrg\(iqip Hther pqﬁ\éf %@{2{%@%&3 are gBPI}cgﬁsrX ', %Fasure or

oSSR OAs AREIVHE SHERaphicatiBRdaraiceAidlien SDigltal sightirebased control of
Sof tware applications in a required software

sugpplunetions o implementagl by dequiringl 8] Jigital SiNAIYTe PHFNY REaSs or write
c au@ﬁn&ﬁ%b@%&bﬁﬁ%giﬁ% %&gﬁ%ﬁgﬁ’%ﬁaﬁdﬁ. b Yresd offrite command is

ori ze rocessor 40, application
recoiaed frof?,a bystemt orotherouhbile de¥iceod0 @r fram tehegmefevsystem via the

. copponent or stemis_conf.i I RAl] :
ERBRRS ot 5P b 5 el AR oo syt
s@pRAd & Aldntoty nanag@s@ot siowr) lietenmiiek evhaéher diee 8@mmand involves the
t hat a hash of each éS required software pgli atiopd less a
sqffyac® @BPILaHRL Biore)54-h SUFR INTHS 47 swm&m@%@d netSragited unie
digita Signatdbeis SedfiddaBingteslonReris whgitel Sgrititire publykely Stoned on the mobile
present on the device or its hash does not match

dedesh30.n Altheudhespitwags) apiicatipnisemay Be i eXgeytesh by idé.’»vf,cem?‘eﬂ‘s without
' s f. Leat:i . v b
rebiind SEY iR’ QUSRS SycRP BEDAANHA '35 JeSREK, may only be
clianged i wreraséds wheeraldigal siguasalsl is. vexdiedn A% @bpve, (digital signatures
V. | . .
B SRRl SIS SRSH Fettenan,
suchFigppis afidw diagramm #usteating al rhettod ofDnsggrtieg owner information onto an

el%l:tggn% év?éet.) aﬁw%dmegl g& {n(?!ig.%fbegins at step 72, when an electronic device owner
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such functions is inplenmented by requiring a digital
signature on any erase or wite conmmand that affects
wea 0@pasaied sof tware application. When an er aseCDICA2003/001944
wite conmand is received froma systemon the nobile
device 30 or froma renote systemvia the 25
i nterface/connector 50 or wirel ess transceiver 48, the
establishes sanerififoomation tThisrinwbives sechsgperations agieglecting ap owner name or

id%ﬁ%&?na%?b%ggﬁé%%\?ﬁ %\grfei G éﬂéllns“?@&mgfﬁ)l?ﬁ%tewﬁgc key pair, for
exSnple. Fhuowner ipforBaRsHs emdigially sigmat arebseotipdbe eletiearic device at

digital signature is verified using the owner's
stefi -t al si gnature public key stored on the mobile

devipg @teEGIG Al Revpbiisek NRleasaB NiNetRY b@ARGr infymbiton already exists
execut e devi ce SKSt ens W thout 30 reqg uirin

ondheyeleetronit @vmeubxe@e iBg an PwAeKiBloFAlQn %‘2{61 feeexq %Efi\% When owner
mféz?néiféﬁ'drogg no tBH ltﬁ/e QSctr Qucheés"’\“éﬁé*n IM‘II%Perrtlon of owner

iI's verl |ed above, gital
mfemgatm;hutrmowmearpnfesmﬂonola enqwtegldﬂt@ thﬁaelQCtertl@gﬁY'P‘il ahfigp 84, by

our eauthetlctl I
StGiPgPa AT RPTEEPh S 2 HERELOR NG ety Bech, When the owner
inforthationas initiallp béiag &rrsertedi entortbe electienic device, hmeadtrmmecei'ssaﬂly be
en an el ni_c.

o b3 B B, P SBoEFEbAAR ndELE . poerty

pefofrAt HiRdt§ b9 \en af lehstf deRiheiuithofiRation ¢f\iod gwsersaram owner system
operations as selecting an owner nanme or identifier

adﬁhmsig@ﬁ'ératl ng or obtaining an owner digital .signature

prl V ; bifhatioh & cABERY at step 78 where
P OA;E‘E it Bﬁhéﬁr@o&%{eﬁﬂn@%e}/ O\ﬁ?%@d aliohB CAYERD at % ep

ovﬂee(mfomatlon ddreadyeexists Qg‘t’@p e}eptrogm,qievgieedf the digital S|gnature is not
vegf%cg a%]yggt&n? Eecjj At %ﬂﬁ%@? é &%quﬂ ané?%ﬂ &lanh&f l9é ‘iﬁ%%l’t@di‘ onto the

exl s ni c device, by checking
elestropisrdsvicenbnd emon processingds ifvokedaiastph 82. Wsedeseriprst above, error

prlg%%{ngz%?\)g F’lcgﬁ IsHpﬁlogg?(qltlﬁtgse 8%] Ilr%)cﬂca(t)lﬁé %ﬁt érpd?' ot fglﬁ.lYé Gh'a Ul of the
elédioniciRlice And bORIiRYywesariof milmtmmags td amesdrmm tonltqn system from

w%ﬁ@ﬁ'ﬁ%éﬁ%@g&%@%@ﬁjﬁ& qfcﬁ'é'\agsrté%{rlp%%e Ofito the electronic

\é'éi%tep%%ér@%é)d@% sibPaturd RaSRérfied. is initiall y
28 inserted onto the el ectronic device, it ne
nec

Reerowner ormatigh has pgersingfiad, on&araglget;qrw‘engé%ggner control
mfoﬂh%ﬁcﬁ\l is gﬂgﬂéd bﬁ‘ﬁfo%%ekl:%hlé BSREL foRt UE oﬂlh&f &ndBlsy Fig. 5 is a flow

or at east under the
dlagnahoilusiamngra u{etrtddeofdem*hng)lowaﬂr oontel ny‘yrgmaéwn onto an electronic
dadm nistrator. A digital signature associated with the
YfFer information is checked at step 78 where 15

owWneAt stelf 3, Bwhedonabrisfarviation is éstallishedidasédan hamiag owner wishes

device. |f the digital si nturel not . verif
toganiEe! ap slsgtrgric devi Srgwn H:g Qe rmqilpar%qqsgrlj]beéaqiﬁg? z?xg%y include
arl A Rérized s@ﬁh@retabﬁhcaﬁb@ﬁét bAdA eeqﬂmsd e 6ftwars dppiication list., for example.
processing is invoked at ste descri bed

The pwher %nﬁ@e@@%@}lonaytheﬁcﬁlqmé %‘Q@ﬁnb‘eéh%ﬁleaﬁgmage‘“ce at step 94.
Tl‘le{m@%ﬁ‘&lﬁﬂﬁu rﬁﬁé Bvn cofnt?’blI iNtbENn&dnds then Bleck&at step 96. At step 98,

Ice and sending an error or failure ‘
it nselemgmed owhather theatigitabsignatwe inverifigd. Bimerrenessiog. wHlighmay involve
er . in i T f | 8NFig. 4,
oqeggt]lolpgmsfl milay tga n hggé tﬁj‘e&ger&gt %ﬁ/&cm QR NMERGT withT Qe80! ANFig. 4, is
performed at step 100. If owner information including the owner's digital signature public key

has not been previously inserted onto the electronic device, or the owner control information
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device at step 84 where the digital signature was
verified. Once owner information has been inserted
wonom@/oassiel ectroni ¢ devi ce, owner control i nfeCTaAR@I3/001944
is inserted onto the electronic device to set up owner
controls. Fig. 5is aflow diagramillustrating a
met hod of inserting owner control infornmation onto an
was! et tsignedl wising 3hel digitelesignituretpgipate key oamespansling el the owner digital

o B o e SHEBerRAHE S0 00 B, A e o

velifiddo4tsedp @8), as descri bed above, may include. an

authori zed software a tjion li uir “
G of tbare e Soren Y el Sl Shoif B ind HERHhEH at step 101

wHeRHEr it reb&{Qd 6RtdreBntdt infbifiatioh BrafteA Sushedstbytdetdrinthing whether a
el ectronic device at step 94. 30 The digital .signa

version mumbakekine ceseivesiownsr eantit infoRmation in greatss thand ‘éﬁfggf?"“mbef
of %&@9 g?ﬁwnét contrBPinffmatidr. 'P?e g\ﬁﬁ&f dBhi8An AL |st|ﬁ'§3rted honto the

nature -1s verified. Error proceSS|n%
elmmcmeuibe et step ¢02whemthe digitallsignatuse was yerifigd oM iﬂﬁe@celved owner

conglfung%%tlog gl{r}geblt %dd;\%rfng tlsl'é ﬂﬂ)rr%%tl r{‘to%lngap ?’oprfaﬁ? %aéla rs{g)re on the.

owner ormat n'1nc
elédﬁanm\mercesfode@m;ﬂé S)Itl@aﬂﬁiseferrqnpbdmesmhg}s parfsmadiat slepri 00.

Dun P PEARerafons FIsGrARRP e g fps O ol btafioraifes. For
exBmpldA8RhEnds bPAdueyiB o Whle ditafesh et§$en@ath errdargbwaér information
signature private ke{qﬂcor respondjng to

steregan gwnersq:oglﬁgt |gfogn9 qtgrekgs,a soltware apr '8" ?ﬂ)ée may be similarly
prgtj:ees%%c‘i %K/Erlﬁea\é‘a*&&aécgﬁ I?J\Tﬁ;!at 5 né*hl@st@foré'tﬁé‘%bﬁfn%ddﬁ diQkquests are

verified at digital signature is
complétéd.ed at step 98, it is then determ ned at step 101

5 ﬁ“@}%{? & csohnﬁl |Fni%ﬁﬁétYo%q N sel %]%rﬂ}% | Y QESRINCdbvick. Fig. 6 is a

erm nin er a version
ﬂdmud‘i‘a@anoéhdmhmg a ateﬂnademf oa\xmecordmhbfm elentreniedevien Akstep 110, an

o8 ool AR S 8 BURBEE TR, BOREs e, o

exaffphs, tr@@buﬂrﬁf@ ddttvare hgslication for thstallatmrata fahetjon 1 fmlmaa software
the digital %nature WAS, Veri f|

orplrtion SeeeiPg P A QR R CoIF /08 A BT OY Bg'ggr ecﬁ% & Bppicaton, or

a éﬁsﬁé?ﬁ BRiHeMledtRnRIHeRB tOPS iR @ndpbratish irel telikeh Such Bequests may
€l ectroni c device, for exanple. O herw se, error

orjginaéewith agsersa ggfqugp ﬁg@]lcatlorgpggwqwsten@oh @935&)&@ remote system or
deVRS. 3 Gihe? %f%ﬁ%%glq 88@5 ﬁtﬂ%%sf’ & ih@'%ﬂoﬁf& delicd] £ detérmined at step

S|gnatures conmand or requests to,
14, ttea oslariencardrots hmm@bmwammﬁ@aﬂm @penamrb\smffpwd at step

Bl &t tall fth
123536 fis Sl T e BN Crop Bl AR, 565322 b nstaltipn o he
sdﬂWaV@ép;flMataﬁﬁﬂmhatem:trdmg|dbﬂbe si gnat ures bef ore the
ds or reguests 15 conpl et e

, nf heR PWRer 18 lﬁgpp s,tltds 98 @Pd@ﬂgegoq/ggtv\pw%ﬁ%& b®her control
infoAnbiich ekik@: EroP pPocekhiny dPerdioAs & Parioemed rﬁtsltaqﬁ 106 if owner

owner control of an electronic device, At Séﬁ‘f % {1
infopaatian, &yt nelqnear qogtreldaiarmalipna eXisise A descrigpd above, determining
whEHESyne eFcSrﬁ'Fa'tl ein&g %‘?&E? 14 N GhH @on rE@értlnfféﬁéi‘Mr Erocessmg at step

receipt of a so tware application for installation,
1 feunare dis ddgrminedahstepsidithad owner control information does not eX|st prevents
certain operations, such as software application loading and installation, when an owner
information has been inserted onto an electronic device, but owner control information has

not yet been inserted. Step 116 may include such operations as presenting an error
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20 application executing on the el ectronic device, an
attenpt by a user, software application, or a system
wonod4vsi@Bect roni ¢ device to perform an oper at POT/CA2003/001944
the like. Such requests may originate with a user, a
software application, a device system or possibly a
renote system or deV| ce. If owner information. does
messagesiviagisenef thteleetranic deyiteandstubing arserarirdication & @gource from
ol 0
wh%‘c@ftglglo%ﬁa't 8B ancgjegﬁgrgé ré Ve ﬁteh‘?a\fﬁel def Q@Fgctlon in reszoonse to a

eratlonls orrre

‘ ne@éiﬁle determiratiox ahgtem 1 1)4 cauld ket reeeﬁ mﬁtemk when an owner does not

. i cation, step.l22 involves i stallatlo o)

widPBresif Blice hERIGH bt shitfa firriaigh ichs
OWNQVhdrBodt Wﬁér@ﬂo%ti@h &nd bivnérscofieblanfoinetidn Atvestiean irksbited onto
whet her owner contr ol i nformati on exj sts

anslesenisidryCce s detegRived AEsipR 1 ?%w%@%ﬁhegpsﬁ%ﬁw Reymitted. -In the
ca§’<¥"8?é redef\fe‘a RNapdhthtioR0kteB RS inFdts! deterhriiifg thth@ﬂ software

exl sts. escri bed above, determ ning 30 whet her
appligatien instaitian Isopereitiest endpossitly whether die sefiare application is an
p
ool BB 45 Lo THE GRS a2 bl Sortn
is pl@aﬁttembtomlenme ey processingeistperformogdatstep 2. - 4a caseribed above,

ow(gn\%céq rq? H‘?‘%ﬁ\?ﬁ&‘a hi@?/ﬁ%é dl n%nﬁlnrpgeéﬁpsglt&%% ﬁﬁé r%é%nctl\@!ng ForHbctronic

de@ice Bpérativrs dia\softwareipplicaions, baDalsd @Ilstloﬂfequmm scn:ftwdnaapphcatlons
not yet been inserted. Step 116 ma

or GRRGHIER WG Y BP GbBRKECHEPTB TS D JITE toATSuR sb Bl Tesbited goftware
applicticAa 3 AP an SBSFMEIdvited FaB&anitlle, tah%léﬂtr@ﬁkrd@nlbé may be

device and returning an error indication to a sour
configaied {thehsek fpreregpisschsaibvare applicationgaat ster 4§ sfen Certain types of.
| t BRASK at St 122 only when all
orfUEHTELIIER, LB ino el e L 9 122y
redmresltsettwﬁ&Zapphtainnaareofmed does not w sh to restrict

:jﬁ\snét?\? ggg gépe}’t@\'ﬂgﬁﬁ Bl?ﬁf or%%&%vg éncfr%ﬂgﬁ {e?elteé 3 ‘Péfgmeél Qﬁbb&ments by

wayfteikamplendny. nﬁbn)OVarImu& et sylsmns zmﬂ mathods dascrlbed above will
el ectronic

d It e step 118 :
ocGHdpIS Mo GRae bhthe el A Fhetiverliofs & vl tgrsogee of the
inVeRGEh HE HesPbbavaitRRRY hedxpasslysdeepridet® i nvol.ves

det erm ni ng whet her_ sof t war e appl i-cation instal

is FF@Ir ﬁ%@mela OWRRY Irpfgg'gqxqgnf%r}%po:gtﬁg lrggrm p@perattlons may be
se?ﬁ@h'bg%ttﬁé?'?néa%s%‘an ﬁ?ﬁaﬁ %fdnéﬁ:?ess ahstead ef é?%kin@%ﬁgjnl@ﬂsugnatures on

eration Is ornmed at step 122 where the
owmee rrﬁ@mmﬂonoowwrg@ntwlt infosmaiany endiregtricted commangds 5 Jpaupsts, an
r 1 e d
ST SEUE I B4 iy EEARGF (AU S, el nse
enaryﬂt:mreﬂyassbcnatesl vmhrth@bwnerr d’ﬂnecencxyevmmleeWme apubligrkgy of the

ft | ti |
OV@%{ Pﬁ?reg)réggy islga}ﬁi g%g/eegﬁwer@dﬁfaﬁd Rhlﬁ eﬁf?&’ll fice, E%gkaélgns such
asf cb\m*liértlh{(ﬁﬁnéﬁbnt bMBwher €ditrar mférhﬁtloﬁlhﬂmsaﬂ&muorr echsaf tvoaldethen be
plications are

T NC TN T N R

apﬁ%ﬁfe f@Nali %Hélfe@@e %@éﬁdﬁ@é eafPdHly Bat gemefatdd usingPa Jc@;ﬁespondlng
when certain eS of operation request are received

engwatl@rbk@erpgw étyoam#%&ur@wa@the@tcéhomzwléms;e%%aﬁwmed for
exﬁﬁ'\g Wgrestgirie}g&"’i’r{f&{rﬂa%h Eﬁé‘%&vﬁé‘rsco?'n'ir‘él |f1fb%gtlcfﬂ ére‘%H tol electronic

éci ate ove description relates
depiceforer @seand cliinmehtifthb yevice properly decrypts |nformat|on recelved via the

secure channel, then it is assumed that the information is valid and was sent by an
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way of exanple only. Many variations on the systens

and met hods descri bed above will 20 occur to those
waenowlosstgeabl e in the field, and such vari ati ORETA&AR003/001944

within the scope of the invention as descri bed,

whet her or not expressly described. For exanple, owner

i nformati on and owner control information operations
autherzedesoumec Um this lattersicheme ntbassurch and gieyice ghare a public/private key

natures. Instead of checking digital signatures on

paaﬁﬁ

8 Lo SYetHc er control information, and
r esinrddeition], :mmmis: dewice rwisish systems 2% mkthotls desasibed above are

lmq(iqer\éérﬁ:tgqj Eag rlhtqﬁgé of TUgher bg%@ﬁ%@%ﬁ@b%@ f8n §RoMFinFigs. 2 and
3. ﬂge 7944 %iockﬁlib@rﬁﬁ@f ¥ Riirefids keibils eomehupizatiop ublicecakary exdmple of
owner or a secret key shared between

sucivah alemroBIcsBVicanHOWEE IF:@OU%WPB%OC’S*D%H%G SYSTERR apd methods
diskiBEY ﬁ@élh ygfe L&% Ggh?r?é?\g o?ﬁo erdl e%? B&VicdsNs®htdsPredhal digital

erasure rmed only when a valid
assxétamttselﬁ@és)raﬂdpmskbplcgmpem ned. As those skilled in

thes @’é‘f?e@ e@%{‘e%tﬁ a fvd. ik gorﬂ%blcﬁf@ﬁié’vﬁ:@ﬁ%ﬁﬂﬁ&at least

can’ Ny~ a cor €spon
VOiE& Gihy Fﬂat@ @okﬁjﬂmdﬁﬁbm chpdisiijies.t Thambbﬂe uleyise 500 preferably has the

aut hentication co i nst ea sSsSune

coRARRE O BT R PP CaIoL SRANS B 15 1 BIReb D ais on the
fur@ﬁ@‘naﬁ%ro&l@ecﬁlﬁy fkesdvile Gbﬂce diey imeBild@riceamagbereferred to as a data

channel. If the device E‘ %decréﬁ a i nformati on bilities, a
meseaging deyice, atWCPré'aYQ@Q‘%Ir%CQJ phope i pgtaimessedinggababl

V VicRNiwithYorawithou? felephony

WI%%%E&]SE%E@%% H%%B%&)@Bﬁgﬁlogﬁfehor [ (;Ned sour ce. -p
capabiltiies)s Asanentionsd hbons, sudhedeyisgs aee rgfRIreddo pereralifigreig as mobile
de{?Ubl ic/private key pair, or a common synmetric key.

%ddi tion, an el ectroni c device in which systens and
et Mad snabiis devibes0Ginoudesa ﬁansqe,ybeﬁiahtaevlcmoqaswﬁé a display

s2h 5o g S5 e RN AR S SR o
(/09 deﬁhdé%mlembséﬁal @aemgem @aéyboarddma aespaakfrmexanmrepraﬁne 536, a
such an el ectroni c devi ce. i t, shou
shofiriIgst eSS RRMTRYEClpRY Sibs YRl e TR AR iy other device
sub! %8&55‘15 ERY. e ‘t'r%ﬁgceWe? B4 FBFéYerab[f/frﬂillﬁjéb ttayiB®i a0fl receive antennas
I ces, suc per sonal gita assi stants cg’DA% LO
51ﬁn‘iﬂ&j@sl‘ecemerd%ﬁi%rastraﬂﬁﬁéﬁ%EH %140 60 O MYy Iqcg! oscilfators (LOs)
51?9%@‘{65 %?ddt%\/o ondl Brd@¥ d%rf(?@ﬂ‘g&'s%t githid' e féh V@}é(ﬁlé‘%ér‘ﬁory 524, the

nmuni cati on capabl Itles.
dehe devité 50 ideluilesa ﬂo@myro@s@tvme ynadalesBREA-524N 4t can be executed

communi cat e .
oyt R cssapcr g0 B B RS P s h s Byniipapon moduie
5otAea Rk temsanicaiin hbeuleBhi earten iphealitpypf bther epenatienl modules

to as a data messa evice, a two-way pager, a
52&%‘I‘°Pmaérry"19é?%BWBH%“@PF‘%*‘@JP%‘*WB%agi ng capabilities, a

Wi r el*h%ﬁﬁoﬂll@td%(llﬁétéo@%ré@m a fiWo-wayl séramunitatior deMidedaving voice
device (Wwth -or wthout tel ephony 15 ca@abl it

anAsda’c@mpnmmpaagwépalaU@ﬁ gy SrEmic; Bp el ivce 500 may
cogﬁgﬁ'régt% X\éé}ear\%l{é RwBRPL LR asdé?'?ﬂ/' d? @S arldlSy oPMGkA cEmMArGRiworks,

es a transceiver 51 m croprocessor 538,
and niHysal$cagommunicate over a data network The voice and data networks are depicted
in Fig. 7 by the communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations, network

controllers, etc., or they may be integrated into a single wireless network. References to the
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522, non-volatile nmenory 524, random access nenory
(RAM 526, auxiliary input/output (I1/0O devices 528,
we 28@wosadigport 530, a keyboard 532, a speaker B8%/CA2003/001944
m crophone 536, a 20 short-range wrel ess
comuni cati ons sub-system 540,. and nmay al so i ncl ude
ot her device sub-systens 542. The transceiver 511
netwaek 61@bhould thetefote betintamseted ameccongzssing bathtasingis voice and data

a rec r (Rx) 512, a transmtter (Tx) 514,
"egmékapdlﬁ%?aé ate g’l’orgssm |lators (LCs) 513, and a
di giThalcofiinglinidatiph edIRsSRM SﬂSE)uséaib coMimbhipatelvith the network 519.
non-vol atile nmenory 524, the nopi deV| ce 5

TheRSR RRASs Hsgs taisend @gd SCeive EPMAUBICATRN Fignalste [f‘ﬂg 8%1,{{'@ transmitter |
5140l ré@iver 18 Xe?rﬁi”élé‘cﬂe%ahqe ESHrolinfdrRBTIGE RRE Gfe tRaBmitter 514 and

(and/or the DSP 520), including a voice communication
recaiva5a2. B thenoice ansdgta-eammunications ACeHs @lip singiefieaugngy. gr closely-

spgéé{f gl 6fyfr fueﬂ&g'f rth&?%rﬁﬁ%&l@ Q?Qd/‘neﬁe usedih Eﬁrﬁunctlon with the

Frying o ctions.
traantieeS%amd:recé@@* 512. [Mtelfnatm:by ¥ (ﬂfwmimayenmes are utilized for voice

nnun i.cation device haV|n i ce
cofgRRIGa YOS AP e aeserR & e POl idice 5pg,is enabled for
coffiriirlicatio ey ore eobDBaneye né‘tofoao&nw tHenat luralityrof BOs 6118 ean be used to

.geggr%q’;\/\g?r;gugrg% C?PES?%E q: anal oa g\r}gg Ing&\%oé%a’;clgl IK||though two

an‘fhﬁh‘é@ 5‘#6 5-5@%@/ QdiGedFiglat ﬁ1eﬁﬁ<§b’ﬂ@rdé$lcé\560 gdewd bé ased WIth a single
Fi g. by the conmunicalijon tower 519. These vojce. an

‘angkina ﬁé-t%ﬁks|ﬂfﬁwa§§n,sé’bt§>ha'06md%sor?ﬁﬁhi\’9‘§?|Qﬂ?’ H@mq{@atlon is

coHﬁM}@c SRR ?roH‘ﬁwE %ﬁerf{bgﬁc%ﬁ&;nr m%ﬁ@l@ 53§ vi@aa%k%teﬁ&éémﬁe DSP 520

netvvo con be 1 ntegrated
andrthe micrgprogessonb3&| ess net wor k. References to the -23

Ve T HefimEg a8 Egp(tﬁgﬁgrg?#gg%éﬁo& Suol éé\Ws‘ﬁ%’Lﬁh%E%h@ency band,

cosnp@gém sefictien, @odedlat/ei eto. elsxﬂepkncmmﬂumae avmmuatcatiorkeetwork 519

R RRBBSB s35 HE B e ES bf T o 500

inteR&&H féQJp@FéﬁéTHﬂé RioFth Ameticam Alasket ﬁ’la@!ﬁ@bhﬁd@ﬁbbrhmumcatlon subsystem
transm tter 514 and receiver aI %so exch ﬁ owork
51d slesioped tqqpsr%wrtbwe\/bﬂ@mteméD?ﬁaJﬁgrmq g datGPmyRnication networks

anldei) dé§ lgnedto o r# Fat&?ﬁh‘éﬁ %@?Qtﬁb&c&@éﬁ%ﬂh@ﬁbh‘h@ﬁvorks such as

occur a a si requency, or closely- spaced set of
AVIPEJUIM8I GBMA, RS, aloaiwhgransizanetile deipet580 dsisrHad{or use in Europe

578 U PR S e BRI Aq (D BTSN anc e o

voitiel dolvmaghidation meivmek (Dtmmypes: af dabmandlmlsmsetwwl@ both separate and

conmu |cat|o or. t he, |Ie e O is enabled for
intgraf n?%Wé! 2‘8‘1’1‘” tﬂ% acl?ﬁf r@BWor k 519, then a

pl Ur@drhmMm@étidn%t\ﬁérﬁ é@:@éhsb@qwﬁeﬁﬁfedt@forgm ioblledevice 500 also vary

frequenci es correspondi

h
depfgdmgwp%hhsﬁynw Hewrk ASk gsa%%?f??i%sﬁﬂ@ @@wl” gt%aﬁc data
ne‘ﬁh&ks fnotilBBeRB 48 réfidtbfed o'ﬁQIQe ftbik d%ﬁ\g%iﬁ‘ﬁhd@ldéhtlﬁcatlon number

single antenna structure. Information, which includes
assotiated oV eanll dexice. iIm@PRGtdaim, networke,oReMRNeE a nBRVOF '6 access is

oS5O LSBTl Sy, o, , BERS goo iy

reQieescke sabdodbieridentify nuddulen@SHdHmwhick as renmnrg@wsysieem operate the
mgb I% de?n%g I?Soasonfar &Bﬁ%n Ce)(wgrﬂndeal or non-network communication functions (if
any) may be operable, without the SIM, but the mobile device 500 is unable to carry out

functions involving communications over the network 519, other than any legally required
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conponent sel ection, power |evel, etc., is dependent

upon the communi cation network 519 in which the
woub4dos3aevi ce 500 is intended to operate. For PEXAN008/001944

a nobile device 500. intended to operate in a North

Anerican market may include a conmmunication subsystem

20 511 designed to operate with the Mbitex or DataTAC
opettiiohs'stal as Wdnhemengandyosallimgt wor ks  and al so desi gned

o 5 s D Y 1 e ree v

coﬁ@&tecﬁtthe m@ﬂﬂerm&easomreuébm te yérak ahd) Gedenteecatamiuhioation signals,

e SR B R gk R ki, SBoblSecavoo

thé SREBHIYE S5 frdt tHeedonthiinicatoh AEWOYIDS R 16 rélaédtornd réUélv@E512 which
networ ks, both separate and 25 integrated, may

preyades; for sigeal ammRlifcaties. fremiansy dewn cenvIBIoNCAieHI%: %f@vr‘%'r?e'ecﬂon
et@eér’{épr‘hg QEG rovide 'ngEiH%L&tél doRVersies. Wﬁglo % Q@H%l%n@&@lon of the

al so va ependi ng-upon the type of nefwork
reeemtbalgnal allowstneorrisbimplex cammubisalidrignetions, sugle esdigital demodulation

an'amtjfgcogmg el G t?eﬁe ﬁnede@ojl E&9si9BobN gy %e%}?@méri(w‘éégﬁ sfdnals to be

ni que rde on number —associ at e _
traﬂﬁwtteel tol the GrRREordz318 aret procdssed hiodedieg, moddationkanst eecnsling, for

%OB){?M%'@%%@@ fg%%%%ﬁo@ﬁegg lvgfa@gﬁ] 1%%{]’ digital to analog

coﬁv&%hl Refuertgnip tdzsnversluhefﬁerﬁbMa)npnMat@h amj Itreqsmrsedn to the
in order to operate the nobile device

coRERRaRon NS 61O Meca B & U Aigh BNl A TssRver 511 s
sh(){/v@ fPraE%P\ VORY 23 SREER lc‘éh&ﬁoﬁﬂ aﬁ&ﬁatﬁ'e'\émpéﬂlmbﬁ‘@ the mobile

evice 500 1s unable to carry out functions
deivieeobag n@ycloq%udm|rcldtlnl©nhstu30fetrams¢§lm&as woiER @519, firsk apsceiver for

R0 ¥ 7, VOGK Sloffls, 266 a RepREHRBERR for transmitting and
receiVihg dgta siriats, oalayr rstetnamscmwbrm@nfmmkd tegperateawithim adirst frequency
t hav t i

i LS R LREERaN S Sl o R Pheri MR Shcoh freiBdid) bana
si gna:aadutnomroqfre%abing thélﬁdkmigtlnﬁgigatmmsﬁ'gnlam the DRI 5ﬂ®gbo grovides for
nal s over the net na cei ye . .
reSbISE R TARA TS SORBR (1R CXBREn e o PVRBRBIE Iorepmunication
s@r%%t fdineOreBifer §¢?'a\ﬁ&rtra"??ﬂsﬁuttéMBMhma?T&Va@mlvélsirco%\trlllh’ﬂ through

anmpl i fication, frequency down conversion,

fi
auioraifegains eondiol alsﬁnthmtl@plemﬂ&ﬁdﬁayhea%B ﬁ?Po@ta%r téﬁi‘érgf%&er control
a@cﬁgﬁ%&bm& alsQ by ﬁﬁdﬂ rﬁ@nteé\ﬁﬂhé’ BS%Z@'Irgbrtd@f toGRENE! ibi'sophisticated

recei ved sl nmor e conpl ex conmuni cation
cohtmlcnﬂthm'sanssewhr@‘d di gital denodul ation and decoding,

P I
man g@ pr% ghoa%?gs‘#%bg gre %S@Wﬁg%% ang '39&@%@3 r?e rall o?(eratlon of the
m&ihl@ @K/Ee EO@CI’aas;etypea; ofohlumprcg:easlgu bamlomhcoatndllewc%daé bgysed here,
). 520 are then pr,oyi 0
ory Rlematiabhia 0l BP 520 o B¢ e dnefy Sucipeelihs of the
micFopFLRBSOF 538. Q@wu@\feis b&ﬁmuﬁbbﬂcﬁﬁhﬁkﬁmn@ﬂﬁéludm@éﬁIe&kﬂ datadand voice
“transm ssion to th conmmuni cati on network 519 v

comm@nmorﬁ,@re Arerfwm&gqthépt@h e OSFr 2afsidhe gansepivey §11.  Hign-eve
icdtiBh agﬂfcgtlé(% eI tﬁﬁ(/@ic& Q&HHﬂhféﬁﬁdrpéﬁphcétfbn 524A, and the

ternatlv nent s, device 500 may
datm@pumwmmtlom @glicsition | 5248 aneaﬁgrﬁ@iu kﬂe’fh@ nenreplale memory 524 for

exfel:ut%w bglrtﬁ@r%ﬁ:%p\fgéesfs&r 538. For example, the voice communication module 524A
may provide a high-level user interface operable to transmit and receive voice calls between

the mobile device 500 and a plurality of other voice devices via the network 519. Similarly,
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transmtting and receiving voice signals, and a second
transcei ver for transmtting and receiving data
weizgnaissaisor a first transceiver configured toPOPEA20S/001944
within a first frequency band, and a second
transcei ver configured to operate within a second
frequency band. In addition to processing the
the dalmmrmmldi@ﬁos ndaless248meayOBBvide @ highsleved rusen idtesfateoperable for
iver and transnitter control, For ex
sea&nﬁ A [RPEYINGSHT. SHCT B L IRANRRSEAIS o fles: Qfgﬁ?éﬁe% ”fcﬁm?fﬁfé‘ shorttext
méssagey, @fc. Tolvadtrtht hubiEtéVies S0ulthdipiuraty af 8ipkT ¥#th Yevices via the
con?(rol | ed through automatic gain control algorithns
netWeKStBnt ed in the DSP 520. Cther transceiver control
al gOIfHetrﬁﬂ?op%&é%gor%ﬁoalﬁﬁntéﬁ’&t@mﬁbﬁ%r ldBvik® §u5§@te’§&o sléh as the

order to EkOVI de nore sophisticated control

displayrZeRM 5@1auxﬂ%y mdewceﬁrf@@r sﬁf@w%@s@yb@@ﬂ@ﬁamyaker 534,
mﬁﬁ%ﬂ?ﬁé g d, “sﬂ% 68$%E&ﬁm9¥% \?&érlnoéhdjgné Eﬂx other device
nobi I'e” devi ce . ny types o m c

Oprocessor
subsystmwgérrendally&ialgoateh@s 1542 uBertexampis, theanodules 524A-N are executed

oyt FABblRERr 5ie SR R eE ATEIEE B eridaE Betieh lobr of the
mabtsierdeeice bnd themmobile deviod) Thigiaterfacestypitalylinulides a@fadmmmponem

tions re performed t
oS oS IselRY R aea e BpUbUt ogRon By rrogged thiough the

aukMERO @é\nde@rszenwybsawssa Sspebkér 5ad i Mnibfb%h&ﬁ’é §86. Such interfaces -
comuni cation application 524A, and the data

are gpsighated gensialyAn VIdh in§ig.- 5248 are stored in t he
non-gl A th@sil ;H%gg%%sg%éwﬁﬂ{ﬁ e%ﬁ@r’ﬂ#n%n?ﬁurﬁ i€fion-related functions,

nlcroprocesso € Vol
whegeasothersubsysterns olay Eavde "reag}erp'r avardeevicehiugttidnsy &lotably, some

oSl SFEA 86 RS S ) KB nication-

relafedofumetions)i siehday i erdering a téxe medsage kfoBJtBans&H’SIdnabWr, a data
- 25 W0..2004/ 05361 CT/CA2 1001944 the d

cOT TR P Pt e SR MRt BRUOTRIE 0 GASiPuglor or task st or

otheF DA fybefirGensoper abl e for  sending and recei ving
data, such as e-mail nessages, files, ani zer

i nf éInesat 1r@ﬁy8§ﬁbﬁqﬂwgg(qsed,pgglgea@@§opr@q@sor igaieferalpjgstoredin a
pe@?&éﬁt%t&@‘éb@f?ﬁé% r@FIQ/d'I’atiR:l Méﬁ\'ogﬁ 5%1°fln QbbRbn e operatln% system

devices via t net wor k e m Croprocessor
ang|camnunicatieiemedules H24h-Nethe den-velatile oesosy naginelldes file system

fOIIS ée}rgﬁin H%tg:r ?ﬁlfgﬁ‘?’"@% zrr?eg‘n%rg%)ﬁhls%%g élsl)/ %ﬁ&%&rﬁ%&%@ for owner

infointatiophame dw@@r eongbbinfermatige. ¢ dheruoperaiingo ngstemb spstiien device
Oadan her devi.,ce subs stenms general |y ,
R fip badin Bs s ietoar Y e AERua N edlednte aalptle store
suelxas:RAwlcszsbwr fhdter st MRPSSRF, rocHl el mimyhidtion s@ﬁalgmay also
interface between a user of the 10 npbi

c
b SiPTehio A 28, KRS Saariendy WAt ParHoay Lisiarylocated
in tHeChdndRatife Sfegib? 624, TAYRBASBiatilehéMbyEhat bk thmb'éﬁ'\ented for

di splay 522 an i nput/out put conponent prOV|
exgipp ugﬁh Flaeh mEmAaryinanyvolatis BAVS @e@atmmmwﬂmsz

spe

des?‘gﬁ%(tegﬁ n %;é@l @ﬁ@g&ﬂf 5%@@ Ihaﬂ.frﬁag HeQ&f@d%%‘ heal'ﬁgblle device
508 issslyidt apniicatioovanovidingPDA fihcpendlityy such as calendar events, appointments,
and ?Mh‘l%%ﬁig rr]ﬁordﬁleagzaﬁ r%é*;? glgo %tesract with the voice communication module

524A for managing phone calls, voice mails, etc., and may also interact with the data

communication module 524B for managing e-mail communications and other data
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15 whereas ot her subsystens may provide "resident" or

on-devi ce functions. Notably, sone subsystens, such
weaokagkaar d 532 and di splay 522 may be used f eCTanRtni/001944

conmuni cation- related functions, such as entering a

text nmessage for transm ssion over a data

communi cation network, and device-resident functions
transotissicnsa Atteinativelt, all otihe fusrstiorialitytof the voige hemmEnisatignygodule 524A

arﬁ“ltgg fglé O@gg‘gml% ?nosdqu%r%%ﬁ? rﬁ%} B fr{t%@é%d%%h@i“ll\ﬁ pn%dule

per sTied reymbvoidtios memuqﬂvsmrefembmewaésaa file eystemmo facti:e storage of

ddition to the oper tem . an nicat,
Phbade SemsBmah o Tk Pl PR PR Blerdt S0l ST EbbiRY 1o send
arldfdelR aatE' itém§y§’!r%'inb ﬂéelﬁt&f innBorfaricion TWieh  the v01ce and data
non-vol atil e msrmrX al so i nclude data st
i

coTaURioRon Madulasoadb S Eakia fesesiessaIRwaIk 51+ SpavBi data tems are
5

prgfé?aﬁ?}g%a?ﬁléé% |ﬁ§é§f;f§& tsﬁ@(?g%rilié‘d SR e@%egl n.\ggrm'g\{vﬁi}éésq"%ork 519,

witloa dextesponding sebtbfaiata terps eiloeed orsaﬁemlated Mm it computer system,

ol et 8B AR RSB ST G

bef oTte r}nebimadwrdel B00vs manwglytslyechrbmzead With e hsyisayetam by placing the

l gif?a ed $(R)e|}1 %da aé@ograahﬁy WBE;; ¥I8ﬁil?ﬁ %%'IH?PS[F 530 of the mobile
'deRiGRIBDI0g0 a ¥eiid) th @ﬁthe RBSIRyStemn q‘ﬁe%éhélbbh 6363&My awo be used to insert
battery backed- RAM 30 An exenpl ary ap

oWRRIINISSZUNY B OYRE) CBRTPlJaREEAR Brieh e rBBPIc dadge 590 and to

d&&@od&otﬁa&d\ﬂhéﬁi%'rﬁ@ddlé%ﬂ%k Mistflatidiorf ﬂﬁ%b@réadévtc)é 500. This
such as cal endar events, ﬁ@(s/) 0| ntnments, and task

wiredgawnioge rativsyIfertiee heiugeg todoathan encyriion ke pRtorthe mobile device
: e i

SO0 5 TR BHMAINERILS Sy A s T8RS 135 cxaning

ertdrwtldaurﬂormablmmm thawirelessroeimiosk 5’@48 for managi ng

2082?\7@ 6“@“ | ari::g%%g%gg@ H\E ormaf |§h%r|?]d Sagd?gl}]ggal application modules

524N afafaid vedad oatol thefmdbile deviae t500rtatdutli tied nbiweork Gif 8 ethrough an
comrupicati on 524A nd the data cp ni catiqn
a0 L0 55 Fecy BBE. (el e SpTaGe CRETSARRTOTRADSY SRR 540, or
thF&@hVéHyaéthénesm YubgéteRl S4BT Msﬁll@d/ bgles ugerf inl 86 non-volatile
systemto facilitate Storage of M data itens on

t he
ma@ene 824 Tere RAMVISABp| Stigh |f@wbwtyefrb .aaB'!C;at'% dngfaliadiop h'BCfeaseS the
fuﬁ&‘dn??ty othhé Efdile HediRE Hogca‘?id"r%a? %?&ndet 8AfanceH tdhedevh‘)é functions,

i n conj unction e volce and data
ccmnwmmt@atrelatedrfwmliloes o bath, Farexdmplé, secure coinmghigatipn applications
h f
858 0 onE A B 240 A Ao o e
perfoemed uelhgﬁsa mebilsoddvicel 0. with a correspondl ng set of

dat st.qred or soci at.ed. wi oSst. c ut er
oot bR e oS HoRE aBT RPN i dela EoBRcERIT bR, a received

sighe®MBuchS 89 & fbtxf-‘%é@sé%i\e ar Raweb Cpagardmﬁcbad mn Beepnmbsded by the
devi ce 500 i s manual

synchroni zed wit gr i‘}{[ﬁ
trappepivelcy Tl @ IRECVidase F"@ rRIEkPPEQees ey 538, Which prefsrably.further processes

the rr@égnﬁéd syt‘iaﬁ&r 66’%9{ B%hd BiSplag 52@|or Fé?t%?na'@i?’&y 0(5 ah%xmary /0O device
nob evi ce to a serial port of the host

528 var inferenadion, cynep eentrobipprimation cemneads) Q@reqwﬁts ietated to owner
m@}ﬁm%or{ﬁf YRt c%ﬂtr@log\fda?ﬁ%ﬁé%cm Bhwér%f Qﬁﬁﬁ%ﬁ&g RRERed by the

e device
transceiver 511 are processed as described above. A user of mobile device 500 may also

compose data items, such as email messages, using the keyboard 532, which is preferably a
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downl oad ot her application nodul es 524N for

installation on the nobile device 500. This 15 wred
wdawdosadspat h may further be used to | oad an PCT/CA2003/001944

encryption key onto the nobile device 500 for use in

secure comuni cations, which is a nore secure nethod

t han exchanging encryption information via the

conipreiE edphanemene keydoard laigneut in teoRWRR ONstylewakhougbthes| styles of

N

Useetinput ko SieOmnobiler devige 500 is Zrttenenharsed withGhe s aiiy efrauxiliary /O

528, r h the short-ran ni,cati ons ,su
s b, DAY 4ig0R AdPOEn SR TaPLL 58! BrPLSRPA, farety of
sw.mﬁéélld 196k ¥input BWREh, keft. tTHR dOMiposed ahial iRmyTRPEITDY the ds@Tare then
M 526. Such erX|b|I|t in aﬁgllcatlon |nstaI£at|on

transavt&%is%r theeconiieatign aretwoyk of9 vindhet@nceiveewl te 500
and \iR¥n PleRyirie d@ﬂ@@@@@i@ oPBraflRy in%e\/ofdé%hinﬁlﬂﬁcatlon mode, the overall

communi cation-rel ated functions, or th. For exa

\ nmpl e
opsgationeof dagrmebile devies 5%;@1 substantally szrsllamtp th slplagmode, except that

refbig&d & E‘g;ﬁélg a?é’t@%ﬂﬁ{gj? %o i 6éa‘i’<@? 5§£‘%n8t\f6ﬁ! ﬁgﬁéi? ffér”t?é}{shﬁésuon are

ransa orne e devi
gei@ﬁated/%yea ntitrepinariz 536 da\addmorﬁ@lﬁ)e sa:uospmeaasagr@ henhraql@mtdaascnbed
i ved

a re Si as .a text .
SR g Bl P e PRI i coBl gt ntefife Jdor audi
/0 Bévicds, siietad é(ed%lgg ﬂrib\ihgégé rléb@’d}n@%@gltyste]tcm emay also be implemented on
M Cr Qpr.ocessor ich preferably further processes
tng ARG dpdee suth ATYBANORS o BRI S UL K opRys a3 oush the
s&bkereﬂ&efh%f%ﬁép‘fé%) 502 théy 380 BEXkéd &Y bfohéi@aﬁ fMdicstion oPfhe identity of a
Owner i nformation, owner control information, comands

cadingr paiye $hes dwiation ©f a wiesnaalh orjaihes vaiga 6all Elatgd feiprmation. For
e g{bg \% Jn@ﬁdb‘h??é%é&%% ah gorﬁtﬂ{&lé\?\ﬁl% ABRbICE BbrhRf tcatlon module 524A

transcei ver are processe
ardethe rqpbraﬂnglsystem seftwaes, ody defbct| the @eNﬂro@erﬁlﬂmtmynfarrﬁ@hon of an

nGBOE 55a¢ Bband iy 86 hddafllber o 59N 1o 19 e
20044 8h& tahgeConradiictiond Jsauéystem) 590 ¢4 alsalghiaoiuded ircthe mobile
SRR Lo St e b e i Tl AR S ot
cnl‘éﬂﬁy\@n@\é@ﬁﬁ&me&ﬂé"& dBMiefdofPob802I$ € dhortHatfe Wingleds t:cﬂnmumcatlon
nobi | e device 500 is further enhanced with t

mfeﬂitué 19 proyids forprmmunieation mish siilarlyeanabieg syﬁﬁmﬁwawacgﬁwces Thus,
ov!/rﬂa‘? 'lMgﬁ'néhfoh ghgg?ﬁg?\e SlunbP BHtrdH Eﬁbrﬁ%ﬂoﬁ i SRHFIAP %Fid afbpllcatlﬁn loading

ches a rocker 1 nput swtch
ormoatpos esl desssried alovs manpha enapladan tbs grobile devierp00 via the serial port

k 519 h
S G A S4B ol M S B LE 1 Vi@ e
operkHit.i higpreseats\aospeeific eramplie o bn efectronie devibe :lemclaaner control
=8 1 P hons st aorheve L E TPRBTeN el g enition of such

sySiefitabAd ahé&theds milotried élétﬁromea&ﬁéesSBévm@dummrceewer or different
signals for transm ssign are 10 generated

CORRONBHA &N hage shawvmifdiig-i oyould we%fée ghe Sﬁ@%‘i Hythg grt to which this
adpﬁ@di’@h giét Aind &Mardrb RereRIPO KENIEIBY 1818 WIBHEHRASdobY dPehe present

O vol ce communi cations. Alternative voice or
m\eﬁmp@ Fpr exarenle celthougly @Sk cardsisowt less gyplicityceliowingg Fig. 7, it

shoURSYS L BeciliY Mlaf fnPEmbRik iR offleP Rontrol systems and methods in

electronic devices with SIM cards is contemplated. Since SIM cards 6urrently incorporate a

memory component, owner information, owner control information, or both, may be inserted
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t he nobil e device 500. Although voice or audio signa
output is acconplished through the speaker 534, the
wdize@0ays1822 may al so be used to provide an i NBECTAAR@OIZ/001944
of the identity of a 15 calling party, the duration of
a voice call, or other voice call related information.
For exanple, the m croprocessor 538, in conjunction
ontoid SIM terd \aat weed rmEintaimowner qoptiol of ap 2lestropig@evige when the SIM
per a

' stem sof t war.e d c I
oo AR 58 SRS 1, gt S0P et b praniea by
ins@Aifg dwper lﬁﬁbrmétld?fbbrﬁ@mecmmgﬂjgy aha B;Nnér ?mdmtmioangmn - Gould then be
communi cat i ons subs em i s al so
inseried A iheSpoaraer e smencagyios TLiiged e Sl &k kPt
540 THBYAbbIE Hé%?lb@@ énﬂfoﬁﬁ‘ﬁeﬁﬂs @EWC prednnt ingemiohadredntended to be
circurts and conponents, or a Bl uetooth or e% % &%bh ticular
exahples onbin dderstiors, sradificalionsrAndayarighonspay Pe efigctpd Iy fhg partic
epBlrEATBIEE bPthabth the Sl T epBRg HOM it Soop oro nvention
whinhirig defineidrsotetynteyt therclsims appénsied hereio.appl i cati on | oadi ng
operations as descri bed above may be enabl ed on the

nobi | e device 500 via the serial port 25 530 or other
INDUSTRIAIZABPLICABILITYCat i ons subsystem 540. Fig. 7

ke e snheririgns 1SR SnE R P ety g e

above may be |nplenented | mpl ement ati on of such
systens and nethods in other el ectronic devices having
further, fewer, or different conponents than those
shomn in Fig. 7 woul d occur to one skilled in the art
to which this 30 application pertains and are '
therefore considered to be within the scope of the
present invention. For exanple, although a SIMcard
has not been explicitly shown in Fig. 7, it should be
appreci ated that inplenmentation of owner contro
systens and nethods in electronic devices with SIM
cards is contenplated. Since SIMcards currently
i ncorporate a nenory conponent, owner infornmation,
owner control information, or both, may be inserted
-28 WD 2004/ 053618 PCT/ CA2003/ 001944 onto a SIMcard
and used to mai ntain owner control of an electronic
device when the SIM card is installed in the
el.ectronic device. In this case, a SIMcard could be
branded by inserting owner information onto the SIM
card, and owner control information could then be
inserted onto the SIMcard or an electronic device in
whi ch tthe SiIMcard is installed. 5 The above-descri bed
enbodi nents of the present invention are intended to
be exanples only. "Alterations, nodifications and
vari ations may be effected to the particul ar
enbodi nents by those of skill in the art w thout
departing fromthe scope of the invention, which is
defined solely by the clains appended hereto. 10
| NDUSTRI AL APPLI CABI LI TY The present invention is
directed, at controlling operations of electronic
devices. -29
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WD 2004/ 053618 PCT/ CA2003/ 001944 WHAT IS CLAIMED | S:
1. A nethod of owner control of electronic devices,
woamossdiag the steps of: receiving, at an el BCT/CAR00B/001944
devi ce, owner information which includes owner
identification information; 5 receiving, at the
. electronic device, owner control information; using
WHARIS 6LAINED ISwner i dentification information to check
integrity of the received" owner control informtion;
and determ ni ng whether to use the received owner
1. CONfrMéthbd bpswimdricontroinf tleetrelie dévices, compldsing thetstenscof:

upon the check of the integrity of .the e ntr
i nf FIPMNG At 20 Slectigiic ﬁgylﬁ%,do%p ngprma%onm%/gr%gl il h%s owner

ideRtH@ltioh fgdthiatibs:at i on i nformati on includes data
integrity information which is used tao check the

i nt eepeiving, ot thelpdectrepisideuige Gwer cerfFal fbermatigiior nat i on.

15 %Slng i Hé@%lb@éjo@rﬁer%eﬂhﬁ&%on WMasHh kB tdehedRirdegrity of the received '

integrrty rnrormati on of the owner information Is a
owtlegcdreiol mfaynmatlmrrand4 The nethod of claim1l, wherein

h f f Lo i ne: ) .
f’;\u? ﬁgfﬁm@g}% t’tfllq,[l ca%%t?lg L v%d%ﬁh}eg&uﬂélgglhtbgﬁétlﬁp&{ 8 electronic

dedidé Basdd @nehé ohgckeof dttie mtegrlty\m ¢re ovamer rcohtroligformation.
information. 5. The nmethod of claim4, determ ning
whet her to use the recei ved owner contr ol i nformati on

2. bas g RGAod BEciaifi! O\ﬁhé?élntth@owmademmﬁéﬁcﬁ infonfnatiorainciodes data .
bei ng: aut henti cat ed. he neth

intpgrély enfarmationsihiel i P%edaw %hﬁchdﬁ‘? Jieor g&&?é’? reFe'V?a pwner control
|nfUFrH{Bﬂ of -claim®6, wherein the authorized source is
owner of the electronic device. 30 8. The met hod of
claim6, wherein the authorized source is a 'source

Ct 'f]hgt h%?gﬁfpfc[a% t\pﬁerg*g?g{e d%a ﬁﬁe?lg A 16 ehaibn Cofaihg owner

rising I'ng Integrity
mf@fméthﬁ i®uayital siGtati® 2004/ 053618 PCT/ CA2003/ 001944
identification information by use of a digital -
signature. 10. The nethod of claim9, wherein the
4.di gitrRl mathedat dkim 1, Wheferaine dwhyr idemtificatidni ioforroéticn includes source

crypt ographic algorithmto the o nf or mat |
auilp%%qﬁg@nn‘gfciﬁ@at@?? V\(inlcg, ﬁ] 4ged ﬁgytﬁmﬁtlc:@ escatg@&oé%ﬁ% cﬁlvner control

infahAQdnt hm i ncl udes use of a, symmetric key.

5. The method of claim 4, determining whether to use the received .owner control

information based upon the source of the owner control information being authenticated.

6. The method of claim 5, wherein the source is an authorized source.

7. The method of claim 6, wherein the authorized source is owner of the electronic
device.

8. The>méthod of claim 6, wherein the authorized source is a source acting on behalf of
the owner.

0. The rﬁethod of claim 1, further comprising the step of checking integrity of the owner
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12. The method of claim 10, wherein the cryptographic
al gorithmincludes use of a 10 asymetric' key. 13.
wohersvssied of claim1l, wherein the owner contPOT/CA2003/001944
information conprises a description of functions or
software applications the electronic device is allowed
to use. 15 14. The nethod of claim1, wherein the
identifieatiop anfornaationibiyfuse whe idigitacsignatiurees a descri ption of
functions or software applications the electronic
device is prohibited to use. 15. The nethod of claim
101, \ifherraethod b€ claimm erwlmereinr‘rbda digitblcrigrettureris createdi yeappdication of a

descri ctions or software applications the
ergiiadrop pBog B odhs bBRTRRImERN o e Th & 20
nodi fi ed manner. 16. The nethod of claim1, further
corrprlsm the step of determ ning whether to
Tan ofheraefned qﬁrplqmemervﬂ@r%ﬁh% ca/ergﬂgé@furaélsaﬂﬂbﬂgwc udes use of a
syWhdtfiCkeyl he owner information exists on the
el ectronic device. 25 17. The nethod of claim1,
further conprising the step of determ ning whet her to ‘
erf [ {16 i
1o e YT R ierine opldcpilir dRBih 1RRAGS use of a
asymenadfickgyr oni ¢ device. 30 :18. The net hod of claiml,
further conprising the step of determ ning whether to
perform an operation on the el ectronic device based
13JpOoINThan niydabf @mirpet, m'/vﬁéﬂ'eﬁﬂﬁré lo#her @dhidlnNigtbrmationt h:emprrses a

owner control information thod of ¢laim

desgHRtQR,Of iy BERPRnsSr STty ae %QPE%'OE}? I elegiro %&9&/'%@@@ to use.
PCT/Cﬁ2003/001944 receiving, at the electronic
devi ce, an erase command; wherein the erase conmand

14 ndihet Bethadaef claimolnwhereimfhs: gunebsontsol; pfasmation cemprises a

defsf:r‘?rgiogl tgd %{rﬁ%tér%gﬁa%eééigﬁ@atro%ﬁ{eeélé&] ﬁcfefvfb%% BRIMBREA to use.

y signe termning er to perform
the erase command based upon checking integrity of

%r:l'ﬁi gH m]ogy 8]5 ﬁ%}'qﬁg gs\xﬁérr%lng gﬁ}%@ﬂer %gntrg h?\fdmtaﬁ&‘rj c‘afnprrses a

desordgtiod eSfuattiomstonsofteed apgdlichtiovsrtiee alpp(#omtad!e\me Ns parmmittetido useina
\/\%@%{el n the authorized software application |ist :
mo P an aut horized software application by a
hash of the software application; wherein the softvvare
application is used on the el ectronic device

16ypontherdnethed eigiginmyd, Bﬁ@gkcqugqrﬁ@gttmstﬁ%gipeéqm}m@ whether to perform
anséﬂetr%h%namé’ lele%ﬁ‘ér‘n@ﬂevréébe?s%d upbf Wﬁ@ﬂﬁpﬂ\ecﬁwrfé'r ﬁif&‘malron exists on

whereln the electronic device is a wrel ess nobil
the electronic device.

17.  The method of claim 1, further éomprising the step of determining whether to perform
an operation on the electronic device based upon whether the owner control information

exists on the electronic device.

18. The methdd of claim 1, further comprising the step of deterrhining whether to perform
an operation on the electronic device based upon an operation permissions list contained in

the owner control information.

19.  The method of claim 1, further comprising the steps of:
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conmuni cati ons device. 22. The nmethod of claiml1,

wherein the electronic device is a desktop conputer.
w@aQoRds3cike nmet hod of claim 1, wherein the el eeCT@AR2@3/001944

device is a personal digital assistant .(PDA). 24.

The nethod of claim1, further conprising the steps

of : issuing . a cryptographic challenge using an

encr keseiving, atdbe elesirenic devieh @nairasst apmmand; 25 devi ce and -

Wh' C\Whér%ma[ﬁégﬁsgkgﬂmﬁaFﬁ%@ﬁha‘ﬁh Jﬁﬁ'aeﬂn%‘l‘%g%}{ § fo be erased from

rmnin formanoera on

theradaeo@rloemtdelnex: deV| ce based upon determ nation of the

i ssue aphic chal l.e .25.. The net hod of

cl ai ry‘ﬁﬁ&?éée @H%PSQB%E' oMYy is a.public key

of t diéte@ﬁiﬁlﬁg wohkthar toerfRe felerde@tofintdrRibabed usrthbieng integrity of

owner and the el ectronic device. 26. A data signal

thﬁﬁéﬁ'taflks'gﬁ’%@ﬁﬁ?ﬁ%”@&jng a conmuni cati on channel
wherein the data signal includes the owner

information of claim1. -32 WO 2004/053618 .
2(rCT/ trpmethod o gaim 1, whereip gwiner eeniighipfasmatien ingludes an authorized
%%ﬁg ; ing an electronic device to performthe
S nmet oés%l@g%@%ﬁw 1. 28. A systemfor owner control of
an eWhere'mom'ecamenzede softwarprapplicegion Sistideotifiesran authorized software
|nf tio t fi d to store owner }
arfpl%' i aoﬁa% Q?trhegs‘%@(aég ﬁF@ 'ty information; an
omme\nhmmtmélsoﬁwémrammcamn3§ Oééﬁ oMl glétteshi¢ devite®based upon an
EQ%ler cont r.ol |nforrr?t|onfor ntrolling operation
integri W the:

WiFherlepsing Hedhash W@F%‘FF?P IEqHoNst or ed dat a

integrity information is used to check i ntegrity of
the owner 10 control information; wherein whether to
2ise Tt mesbed & Flaitndr wWherain dhe | sleeramia ideyiceris thevireless mobile

ccﬁﬁrﬁﬁﬁlﬁé’d?)'ngdeﬁﬁé” ce is determ ned based upon the check
he 1ntegrity of the owner control information.

29 The system of claim 28 further conprising an

24,754 ABPRLLEIE S Ve LROSSE N oe % SURBD computer

contro owner
of electronlc devi ces, conpr|S|ng nmeans- f or

4 BeingRos BBk eriinerafe SRR AV A ST bigBH assistan
.(Prma)ns for receiving, at the electronic device, owner

control information; neans for using the received
owner identification information to check integrity of

24 he Tﬁeerﬁéthﬁﬁ%f awn faRR& é&'mdn%?rtﬁ@étbsé‘of and means for
determ ning whether to use the recelved owner control
i nf JP$HING @ (rypipgraphic challenge using an encryption key stored on the electronic
device and which is associated with owner of the electronic device;
determining whether to perform an operation on the electronic device based upon

determination of the issued cryptographic challenge.

25.  The method of claim 24, wherein the encryption key is a public key of the owner or a

secret key shared between the owner and the electronic device.

26. A data signal that is transmitted using a communication channel, wherein the data

signal includes the owner information of claim 1.
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27. Computer-readable medium capable of causing an electronic device to perform the

method of claim 1.

28. Asystem fqr owner control of an electronic device, comprising:

an owner information store configured to store owner information having data
integrity informaﬁon;

an owner control information store configured to store owner control information for
controlling operation of an electronic device;

wherein the stored data integrity information is used to check integrity of the owner
control information;

wherein whether to use the received owner control information on the electronic

device is determined based upon the check of the integrity of the owner control information.

29.  The system of claim 28 further comprising an insertion module configured to receive
owner control information.
‘ |
30. An apparatus of owner control of electronic devices, comprising:
 means for receiving, at an electronic device, owner information which includes owner

identification information;

means for receiving, at the electronic device, owner control information;

means for using the received owner identification information to check integrity of the
received owner control information; and

means for determining whether to use the received owner control information on the

electronic device based upon the check of the integrity of the owner control information.
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