;1 Je3eAb>">6Tb). 26 March 2004 -1 CENTRALI SED CRYPTOGRAPHI C SYSTEM AND
METHOD W TH HI GH CRYPTOGRAPHI C RATE Thi s i nvention concerps,.a centr.alised
. cryptographi c procedure and system particularly intende Mar Q4cat i ons
that need high flux cryptographic. 5 _Ln a service systemdistributed as,
for exanple, pay-television, paynent by credit card or by nmeans of
Internet, the informati on exchanged between the operating centre and the

user nodul epﬁ%@éﬁrﬁeﬂmﬁsmﬁﬂe 4SS TERT ANDMETHORWITENHIGH t y and

confidentia the data. Wbmmw RATE/Pe of application, the
nunber of user nodul es can be high, and 10 each of these nodul es sends the

informati on by neans of a concentrator to one or several operating centres
in char g@;ofindetithAntdohyémd anceeriatiyé dogplograshit r proaedtieonand Téeden,
operations are based on encrypted comunications and need cryptographic
means, oartichlarlyietendedifor appligrtions dhatised) Heh BrMCHRRHEPHEher " hand for the
operating centre. It can easily be imagined that if a great nunber of user

modukes 9 a%%%% %;%t%r@ PEABERSCEs, foh@xarHns, OsiyariGsiomapsyraént e oot at i ng

centre wll very powerful, while those of the user nodul es,

bei ng paatd cultyr meaneafhinteroet, the nkrmetice ecbanged bebwaen theoReRWG eason,
while a_proc tal [ | 18t e ac@enticigy t hese
data at Cgﬂ{é)e %g@?ﬁeﬁﬁ%}lrﬁb@@ggélugeﬁg%ﬁﬁg[ﬁﬁ@%ﬁnp%%gf@ a\ﬁnto be i nstal I@ed at
the 20 apdrcahiidentiabiytaf ¢he dathundanent al poi nt concerns the cryptographic
keys. At the operating centre the cryptographic operations take place in a

speci al [.sed _cryptogrgphi ¢ nodul r ti r j [ H to
securi tp.eP?H‘g'Eé %@ﬁﬁg%e %ﬁgﬁécia%8?y@8h'ﬁj%adg§%e? ;/n %]tr%%gleéés'g?? rigch carries
out 10 he egtly pf Gsehbdulepeeats dns infemthtiannipnoweans [odta ehaesiratdriie angedkeys.

F it , thes dul i.th [ [ : d
encl ocuPeverdl e i arise Tohares audhe s aro Eaby i ik BARIPES T,

box, whirgBse bhbeRRIBAE drdHavbdbpVaricrian comtihicaticiiseand eese wsypiograptiat a.
Al t hough these neasures have undeni able gualities, btbhes?1 m.?%l es lrllffel‘
ey eiNREMasdear

s
weaknes 8&ansn ophthier obe dando forc they pgek medules @ngafn o"En
oper at of Wt diyi daheddd; imdbi tj AYPBeVBP ubdsmoaaldsey to

t he dooép%\?fahp%ggp@%n{tﬁ%@ré;ééuggb;e K/’I'aéfbc'ﬁ@%}bai Ihg q?ﬁgi cryp'?ogr gphj ¢ nodul es are
si t 1t edavato bagirbgesged nthecwregtographihmespawf fheweratingLent@pvldiaxHPc keys

are stored. Such a da can ' Sus&cHpi ty and
for the &rEM B‘?‘f'?'ﬁs‘)’ Blm‘?mos%u%'ﬁﬁ?erEgﬁc{[ﬁ'ggyégﬁ/ﬁ%éﬁgﬂ?%lﬁtgﬁ%rg, al t hough
t hese chyh@riBpREmeEddses have a great processing 5 capacity, they are :
not flexible when higher capacities are needed. For exanple, a 10% power

i ncreasg ipvolves the doubling of th I | LR fact -

mmans | ReF BSTASOR RIS BTy OBy Cortionad TR SRR et e BRRAE of pRiceBemg Tact -

updat i ngheab ddnese tHEDdsdrancdwbilete!] sowédidli computéer havectr e antaliedadt! the

devel oped for this purpose. It is known to use nore than one smart card for
t he2lecoreBin@pented i ons in the 10 subscriber nodule, and this configuration
is described in WD 96107267 and in EBU Revi ew Technical N /< 266

"Funct i grghgaMagetal @bin ERBEINS! BBatryABERGMICKE)S ML theougsrating chatrprtheence of

t hese rrultip%{tea cards on the receiver's side is due t at it is

de he f t
necessagtyPlografite eeetioes dpke Rlaccel AsIRFGIAIFed m?gr%@btg,emgaﬁﬁ, A& Br ent
crypt O%E%rﬁgl'ilér %'ti@ﬁttiérp.'i? a'f %E@:‘ﬂgﬁ?h %e £ 3bAsisfePa Aigh &dpacaythe

probl e rocessing an 1 nmport ux of data, it only ensures the
conpat i piokessorwivittichy aarmass csit dhdacriptogmphic japesatianen anst éndemysHadie t he

pr em of finding a pt ogr. e d t f i i1y, agai nst
i ntousi HRIRS ea‘?eyﬁh?%hﬁﬁﬁ%@ﬁm%??&ggbgﬂ%aﬁ e\‘f%ifs, g?&?@%‘?ﬁ%ﬁ? b[|hl Tty
dependi pratéied BRCIGSYB! OQtHRph acsHié oK anteszsisiobme o theydatehencapisliated bina easy 20
updating. This objective is total I%1 acgi evedélg% a ctent ralised cryptographic
syst em P@p Bt ifRpeRed oY At YRS dUF @ Saldl' PSP ?e%ﬂévecﬁjﬁt ogr aphi ¢ nodul e,
characterised in that each cryptographi c nodul e conprises one or several

i nt er f aghdiReul thss®Nmeblesartavenaindeniableer qlalitiesiol these crodalesi tspffeni ts. 25

A monolithic security unit is a unit tr{;ﬁt igcl ug_gés ﬁll It t he necgssa.r
el enentWedknessee it gkt FEFEPHE SYFLFEtaNnsan 88 HUIPBRCACAhEPR PPt i n
or gy tt?aoefh&!ﬁ}{t%nﬁ%%i:ﬁ Yh%g%Yoy@6W@héé/tHé0K‘Eﬁ} Bt thefdoar of i ok adlefoni C

smart card that has a mechanical or electroni'c anti-intrusion protection.
However, other structures consisting of, for exanple, two electronic chips
are also included in the denom nation "nonolithic" as




30 long as they are intimately |linked and supplied by the distributors as a
.single elenent. 26 March 2004 -3 According to the invenijgn, .t
cryptographi ¢ nodul e conprises a first control nodul e in%n@?'&fé‘ %@4

adm nistrating the entry/exit of the_ data to be processed. It allows to
determ ne the cryptographic flux that is desirable and knows the
cryptographic capabilities that are available. This control nodul e can be

mat er i alnedEryh B &Hic mddultdsare SHlated cAPUasiR gdimbesdsic® thodémsryomhavdi ch are
nmonol i thic securltl)a/j units in order to process the data. Each of these units
]

h
consi st thef cayptogrppigr keysi arec stared - abuply aflamage gaRo?y @ARRPRICHPT N8l east a
part of r M 3 iSGUMHEsERt@ W th the interface
nodul e. sﬁﬁgm%e%e;&gg{)ear °§éﬁc%§é@ﬁ§8%@ﬁ¥ ?/ﬁ?'%sstuh IIsecurl %iﬂfjﬁt s, which have, as
i ndi cated previously, a high level of security. This level 10 is achieved
by the Fadhemie. taibpuglnthese ofyptogsaplyjremodilegalr@veca A BESESHBA for
t hi s purpos if s L £ ! J rgcessi ng
capzsci t%ééosa(:ﬁ&'otr h%rse é%ﬁ%ﬁ'?ﬁ%ﬁﬁnﬁﬁéggggﬁ#ﬁ%gt%g?g%%ﬁ'?yﬁl %)?glﬁbslaeﬁsured
by usi ng0% mvaatincreabe invofves hies doublirtgsof theerypiographie meddsswhighfih iactof t he

cryptographi ¢ system|ncreases, the nore the nunber of these King units
o1 T pRRa ks g e CaRe P g Arebe s Songer RE dotlg BB 1Ty
as to tiese ModuRe, amticisidifiulofor Bhard ¥spaiiilydevdbiped foethiy plrposai t s
depending on the needs. This configuration allows to attend the demand by
addi ng the necessary security units. According to one enbodi.nent, .t he
monol i thii® keewrtor Y& ATere thap Qg sgiert AR %’t"etﬂ?a‘g%o PRE™EHANS N Moy abl e

vayg Thiibstlib@WodReCany thiBahlittratbn id18esdbed! in ViSO G60Y26hRBAL @Y EBU
progresses ra Anot her advantage of this solution is their cost,

dly.
becauseq@ﬁ%we?é@ﬁl){ﬁaftN‘/uRﬁﬁs"FéJﬂéﬂ Jrledelupb@ Conpilippal 4GesRs ovel®Mind thus -
h t - . . . . ’ : ! t
orart A0 B8er e bleShoe OF H< Rt GRS RS Feliverk e ROMGS 1 Y 5, e

al so a feetthatlit &f nevessaryl tosiedode gevergh spitces psiog diferent keys catea diferenbting in

transmtting the data to-be processed to a 0 phi d i d

nodul e mafa??‘ﬁgﬁﬂﬁﬁmﬁr @gﬁﬁg?“qen?&lbf’a%83M$eesg&gn%lfer @%séﬁoﬁ e Fﬁé’k the .
datg byproegdsingPhin Saipdrtait fid of damdubely drsunee thy comipetibility nwitrobatidusc

securi t){ nodul es in charge of the cryptographic operations according to the
flux ofS3Ndard&ta. 30 According to this nethod, the nunber of security units
in service depend on the flux of the data required to the cryptographic

nodul e:THid idvastion PHEAYS %o QBREB ™BI probRM BPFindingCa MAmbgrapMié médeeangh power
- to process a great nunber of cryptographic operations in ort time it is

: : r of cr graph , sh
necess&hers biahistecusihepgainsleibtippie. beth at therhysisst Ao '%a%lﬁ@\f%{na gret
interf ek ; t i b &Gt LERNGE & &\t he
securi T Xoary dofelingit (1 GIHROIGHETRFFRELANE ASTHEERINLS D Sny
ad20ni spdatimgpn of the resources 5 that are further available. The interface
nmodul e carries out in an initialisation phase the inventory of the security

Fesour (It oEER s ARy abfleled b3 ¥hlraliSl GG DI SYateh Ebmpind 81 <
char actenirslt nodulef and e deastiare. criptograthig maedweothesacteriseatimehat esicht he
i ti t his. nethqd I i L 0 ypt hi
oper at CORogPHTRRATE SRS Bobdy SeFEM ltfedes e RETH BHF LS LR

resul t gr séferah@onsitbictsecari® uhitkf erent, the control nodule sends an error
message to the console. This console can react in different ways, for

croor, Augonoiin Sreenty Uk L et Bt ST 31 U béesebCRRRRRRIG ey On 1o
and detggtddiapMbi ferdtirs RRBEY 8n 1b sthgld euppdrt iertiér to ensure security.
They generally consist of a single electronic smart card that has a mechanical or
electronic anti-intrusion protection. However, other structures consisting of, for
example, two electronic chips are also included in the denomination "monolithic” as

30 long as they are intimately linked and supplied by the distributors as a single

element.




The result of this test will be notified to the resource list so that the
defective unit or units are not used any nore. In the hyg"?ﬁc@etl 24 case
that the error is not in one of the security units but c M the
,.nits of a same interface nodule, thp_ parallel cryptographic operations
are 20 executed by two security units situated in two different interface
nodul es. In fact, sonme paraneters are stored on the interface nodul e, and

their rmxébfdlﬁ@tdm.ﬁaéhti@momecayptog‘edphmmbuon@ mmaislestdwmstsemumf modwmts I n
order to ensure a goad functlon'ht@% M’E {ﬂf rmdu esd 'M% ssi bl e
to exedlitcbarassof ggaynistraing e emeedt of e daid 1 PEHIPCesse nett goused
These to%?érﬁnﬁé”lh@%r?éto@?édtﬁ@QIUQUfhaW it NgébBleRfg Rivdves QﬁeV\&Wthgt'd].ﬁ’ud esul t

i s known 1 n advance, ey can be executed by testin paral | el several
nodul esapRbifitiesathadare ageliahletﬁms @aﬂﬁolarﬁed'él@rﬁ?@r badgnatgea r‘é’s‘BQ'F%' ' T’P\%s

| nvgnt '09 verd) 19@%8& DARES LRGN tanetnt?@ncflﬂ%%%ﬂﬂtyqﬁ{lt@' ihefdgegsri ption

t ha s re% erence trﬂe anneéxed }% V\/m ch are“given as a
non- | i rpjrmctesg taﬁaiandi.eEaémof theski wiits corieﬁ;tmra:hrmwaplﬁc cakiutgling unit; epr esents

a centralised cryptographic,s stem or di n t f
Fi gur e MEPeRr 89@%5) i % ﬁﬂseg%/aBWc §I§e( e‘fﬂ’ d?eb/g ?H‘g % gﬁt %n: in
Fi gur e cdmmhithidAe " witle the dintirRgeamBailies al ey Kebe amfeam@ed@ueaksmpfmtm system

that is 5 responsible for the encryption in the ope re. The data
to be éﬁ@uryppeas.amcmameaw@ca\mﬁ/ BRIy Sy A el &ve[ fes QPZ’I"FVO i5 88 mat i on

thag AL HG668P ?Xhé Pt Aﬁ%yt‘rﬂég%hgﬁt Bf aWindIO & tARRIrdibbA EakP BESigned @ such

an operation is fequire e operating centre, the specialilsed,
crypt ognapmurposgfsﬂ'emn structents dpi obt iadlowe e et @ghievee 9 PRRCESENEr ol

nodul e i on of

t he coﬁ%)?%q t'%%&?gg Sg&{ ¥r%f 9\% %%Iét 6@98@&8 hlcoﬁ%?%?sy?fg%gg d%“ cbrmdul e
EM t hgteat Suimbsrayf théseohﬁmr sTlpe (menat then nagesmy faixt af ke @qrptmg;-aphlom t he
exterior .neans of_ the c conceived to resist a

ocal SXSBITCEESes, tB e Bimbe: odPeshgine b SUIRTRESe of « he
operator. This control nodule CM after having filtered t-he data, sends

t hEgn t PhisheontigueitivhtDBapdi ensteslal grebMibxibiliy s MMeQ/ptd@ammﬂmmjd above,
it has povverful c_rl%pto raphi.c rrean i n order Eh satlsf the ﬁhtflux of
the celer gystemmsby S8 'é"t’h‘?@ts ePENANG 08, erﬂﬁﬁ%l IR SRONBRrANOY  henpry .

I'n thi g1RxiPAtendtRE dBRMHHIDY Sdding Wt RsbekBarg seBMafyGalitsy protected enclosure

i n order to prevent any non- aut hori sed person fromtakl ng out the keys or

frommdifying the software in hls/r}er own nef. i
Accortling to one embodiment, the monolithic secunty untts are set on the interface

_ modules in an removable way. This allows an easy updating of the latter, as
20 technology progresses rapidly. Another advantage of this solution is their cost,
because these security units are manufactured in-large quantities and thus have

attractive prices.

According to one embodiment, the security units are smart cards following the norms
ISO 7816.

25 The present invention includes also a method of centralised cryptographic processing
of data consisting in transmitting the data to be processed to a cryptographic module,

| said module comprising one or several interface modules and transmitting the data

by means of said interface modules to one or several monolithic security modules in

charge of the cryptographic operations according to the flux of the data.

30  According to this method, the number of security units in service depend on the flux
of the data required to the cryptographic module. In fact, because each unit has not




20 In Figure 2 the architecture of the systemaccording to the invention is
represented. W find again the control nodule CMthat vvorﬁ<q9 as ftware
filter against external damage. As indicated in Figure 2, Mp c"?v%@ | e
comuni cates with several interface mpdules M These nodul es have a
software protection, that is to say, a certain nunber of operations (for
exanpl e, the reading) are sinply not possible. These 25 nodules, on the

ot her hspadgh Yovdi®b pritssseRglent ALSIbRE bEErypidyrapiitivebiatidnk sn befhortttimé he
security units PIM Each interface nodule IMhas a c Eet %ha tHurrber of these
: t

€ e
PI M uniltt § 19pessaer o use sereiak seewEy dnifst dBe Lol Magk eiNEHaRe of this
CM nod | | gﬁﬁggs ' Mhel@ctpUrids. bus towards the
securi m&ud%?tag&s&éeﬁg%ﬁ%ﬂﬁggl re %ﬁtg?gﬁ%ﬁc%ésgfi ni sﬁeg@(for exanpl e, the 30
coding) the result is transmtted to the CM nodu] e, which jnfornms the
entity Qneapf Higsfunstions el theninderdgrg modsle is| theddainistigtion «f the rpgources
di Skri i : e Vi : meaves | ist of
t hesavgﬁk aaﬁ?gﬁ%tg%ﬂg%\#eg%gfé. mnlngéﬁ%g%?d‘ﬁgs le%c’%lg@g%?ler{j@'? h@orhuﬁlﬁ?&;[ hat is
r esponghieblieveritory tdfiether secuiity dnéaibthetl are attachestdar de asi stell jas theihot

necessary..that ..all-the securi | t of. .t S pe. have a
Cry ot olpHrshTEEistEy. TS oo e it By S Yt EreC APk S o RINT 1T, o

ot her ugharasteristicdot these expgipl e, sone units have, for exanple, a unit of the
type RSA; others have a unit of the type DES or |IDEA. These information are

contained i.n the resource lList stored in.the .CM nmodul e. .Thi.s le directs
The. reBnsetlasrutditefbhodmens ohHedre i, Tg MBSt s nmre 8 ¥Br g

Setir i fhe sHmé erypléyrapiieldbeRations HHNAbaes ofsdiesilgealritytumtsiandesdngsingodul es
are cards of the PCl type and the security units are spart cards of the | SO
7816 t {igevarQushersyhst Hitgeirﬁ%'ﬁ’( Ao ditenerty fle icantralomodule sefdt@nt§{E codi ng

of dat Lt ' MSine i t he
decodi ﬁgsgéﬁ‘eaq? ﬁﬂt; %c{j\tsgga? aﬂﬁf(r?dfn g?’? é@f\figiét;%’sgﬁ%réemt‘ﬁg’a’dﬁf%ﬁ"ﬁe‘em ssi on
pur chaesabliahng wiich efcthedsecutity Wptsriatresppnsivie iof the srrgary using@thar ahi s way

an | Moo Anke (i Oulie o SE00H-sollity SHRY b dMflchigUfich ik Y bor data

decodi ng. opera
15 different result.
The result of this test will be notified to the resource list so that the defective unit or

“units are not used any more.

In the hypothetical case that the error is not in one of the security units but concerns
all the units of a same interface module, the parallel cryptographic operations are
20 executed by two security units situated in two different interface modules. In fact,
some parameters are stored on the interface module, and their modification can

produce a malfunction of all the security units.

In order to ensure a good functioning of the various modules, it is possible to execute

~ test operations on the security units that are not being used. These tests can be

25 carried out with reference data of which the result is known in advance, or they can
be executed by testing in parallel several modules with randomly generated data and

comparing the results.

The invention will be better understood with the following detailed description that

makes reference to the annexed figures, which are given as a non-limiting example,
30  in which:




26 March 2004 -7 CLAIMS 1. A centralised high cryptographic rate system

| ocalised in an operating centre and intended to process a to
transnmitted to a plurality of user nodules, conprising a g%&'?f"iﬂ 2%ﬁ‘dul e
(CM and at |east one cryptographic mpdule (EM, characterised in that each
cryptographi ¢ nodul e conprises at |east one interface nodule (IM on which
are connected in parallel, a plurality of nmonolithic security units (PIM.
2. A SY.FigiRear fepréddtis heeftralisbdlergpRbasmhRs syt dtcbRfitg tdthesstaterof the uni t
conprises at |east one calculation unit for the cryptographic functions, a
nmenory &bnt ai ni ng the cryptographic keys, and communi cation neans to the
interface nodule. 3. A systemaccording to Claims 1 or 2 characterised in
that tNEigGeY idpYeddhtd a 'c?ya?ﬁrabﬁ‘ic% stbﬁn@d@%iﬁ?\t@m@mvéh@n;nterface modul e.
4. A systemaccording todains 1 to 3 characterised in that the security
unit is in the formof a smart card, 5. A system accor in%gso C%Iaim4

char acti@Figusa 1 arerRareseaied dingemmealic@lly 918 WROURIOH: AN SYStPEL B3t 6 A
Sysgemy szlé‘%rttRe%HXr@ii :&)hﬁ‘u tﬂﬁ%%%t Qrﬁ\‘e@ﬁfé*h%ﬁé‘% BB ierRAptdY hRat the
nonol ithi'c security unit ? I'M ‘have cryptographic calculation units of a
di f f er enttheyipss, whisthcersrRBLataEDe Tarioes, infarmatign that ara ngpessary dectedi ng to

hos o FURSOREE B LR opoRil, Gl eh: S Bc Bkl S Ttttk Bathee Y
26 Nar Cho 2000 B 5 A ot ol |t Sherybtobl deer ypt 1 an et g ot dat &

€ anarPISBY dat RRRHOITROGIE BTGV BN SHBISTaPBaTPRge BHOdeEM Thr s
congi stiifdlon Bf tHARSTIA Mdlle BV 0 ARAAS BBk R the. cridtbgrdpiddoger ypt ed
or decrypted to a control nodule (CM, said nodule conprising at |east one

i nterf &8 hetin © sad it pHASHPIteatignIgatRstaitasks SaMing fiash the €XIAHRUPES t he
data ! thdifisGRARE RimiflGRBARH) bls it Ry HbPhhdeild FDRSKist! & Idead GRHEK Lo I L S
connected In parallel, 1n charge of cryptographi c operations depending on
t he f| physi¢alton&prdgtaamming” Aoc eyamnpigy epthieepsratioessi ng net hod according to
Claim8 characterised in that it consists in transmtting to several

securi ). uni t t - r C ar |l t a en
return?-ﬁg’ Phﬁ?'t %O%?Wygﬁ%ft@?m@ngﬁ?ﬁ%ﬁﬁ? ngg%h éex gr Erg?rﬂe%cfit%‘}g if

t htd r uaptoesaphié fresduld EM Aoche mirocesapli Aspmeptersschgboes, hibdhaacpovelfulg to
Claim9 characterised .in that it.copnsists in transmitti the to be
ot ocesSUBREATE ey drver ta paitefionifR S LRE el Plecratible C1° A
Crypt ogfisivids HeacRaghNg kSt wds Atsasyi othisexdrple) thechadaletissiteed i n t hat
it consists in carrying out test operations on one or arsl.gveral security

uni ts DhatPhyeisalio protesPd RNCiosURe i OreRidocRiayart ABY MRB-FHBRIAISLAREROR _
ref er epgg téﬁﬁgl ut th%ﬁméo?fmsm %ﬁﬁf@%%@é&%ﬁ@mis@%rm Béfetding to daim
8 characteris 3|n that it consists in carrying out test operations on at

| east three security units that are not currently in use and corrt%%ri ng the

r el /o Figur Adhe eechitecleraPhihe systerasiccarding ta e Byentian Baepesen _
C VP! OF/ARY Sadih e8I BN EIRHCRWURY o & SdMbdTe rihet AgdiRsCaALR or | sed

in tha onsists In admnistrating the security uni y means of a
r esourdambgstAsindicatedlin Rigure 2¢ this nuduls domeynitvtes withssevieel indeniged si ng t he

nunber _of, avaj | e units, thejr._s their, versi thelr,. ..

Vot TgpaRs M, aiteSe Hobifies RS pbkfBrs (GRS REsPRp Iy, 16 Yl Behtain
A D e e e GV
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] ca] caldegatyaica i mrEsah GRkFade flodale IM has a certain number of these PIM units
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5$5+58ewzgisgthggsecurity units. When the desired operation is finished (for example, the

23, A A e b b e b 4 el ke ol

required this operation. [n order to ensure the distribution of the requests, the CM
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security units.

10  Actording to another embodiment, the interface modules are cards of the PCl type

and the security units are smart cards of the ISO 7816 type.

Although this invention concerns in the first place the coding of data, the architecture
described above is eqdally applicable to the decoding of a flux of data. In fact, it is
possible that during an emission purchase many users accede the operating centre,
15 generating in this way an important flux to be decoded. The security units are then

~ used for data decoding operations.
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comprising a control module (CM) and at least one cryptographic module (EM),

characterised in that each cryptographic module comprises at least one interface
module {IM) on which are connected in paraliel, a plurality of monolithic security units

(PIM).

2. A system according to Claim 1 characterised in that the security unit
comprises at least one calculation unit for the cryptographic functions, a memory

containing the cryptographic keys, and communication means to the interfac:e
module. ' ‘

3. A system according to Claims 1 or 2 characterised in that the security unit is

set in an removable way on the interface module.

4. A system according to Claims 110 3 characterised in that the security unit is in the

formofa smart card.

5. A system according to Claim 4 characterised in that said smart card follows
the norms ISO 7816. '
6. A system according to any of thej preceding Ciaims characterised in that the

monolithic security units (PIM) have cryptographic calculation units of a different type,

such as RSA, DES, T-DES, or IDEA.

7. A system according to any of the preceding Claims characterised in that the

control module (CM) has a resource list of the monolithic units comprising the

available number, their state, their version, and their cryptographic capability.
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8. A centralised encryption/decryption method of data transmitted between an
operating centre and a plurality of user units, consisting in transmitting, by the
operating centre, data to be encrypted or decrypted to a control module (CM), said
module comprising at least one interface module and transmitting by means of said
interface modules the data to be coded or decoded to a plurality of monolithic
security units connected in parallel, in charge of cryptographic operations depending

on the flux of the data.

9. A cryptographic processing method according to Claim 8 characterised in that
it consists in transmitting to several security units the same data to be processed,

carmparing the data when returning front the security units, and inforrning an external

entity if their values differ.

10. A cryptographic processing method according to Claim 9 characterised in that o
it consists in transmitting the data to be processed to security units situated on

different interface modules.

11. A cryptographic processing method according to Claim 8 characterised in that
it consists in carrying out test operations on one or several security units that are not

currently in use and comparing the result with a reference resuit.

12. A cryptographic processing method according to Claim 8 characterised in that
it consists in carrying out test operations on at least three security units that are not
currently in use and comparing the results in order to determine if these units are

operative.

13. A cryptographic processing method according to Claims 8 to 12 characterised
in that it consists in administrating the security units by means of a resource list
situated in the control module (CM), this list tomprising the number of available units,

their state, their version, and their cryptographic capacity.




