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[1001] With the proliferation of Internet-capable devices, both wireless and
wireline devices, the number of addresses available for routing IP transmissions
is being depleted. As a result, in some regions users are no longer assigned a
static IP address, but rather are dynamically assigned an IP address to
accommodate the many users within a given system. The total number of IP
addresses available is a function of the number of bits per address. One
method for increasing the number of addresses is to increase the size of the IP
address. Larger IP addresses, however, increase the loading and processing
complexity of a system; and, increasing the address size requires a total
upgrade of the entire IP network (Internet), incurring significant costs.

[1002] There is a need, therefore, for an efficient and accurate method of
providing IP addresses for an ever increasing number of users, and for
efficiently using the IP addresses available.

BRIEF DESCRIPTION OF THE DRAWINGS

[1003] FIG. 1A is a diagram of a Network Address Translator in an Internet
Protocol communication system.
[1004] FIG. 1B is a diagram of multiple Network Address Translators in an
Internet communication system.



transm ssions. [1006] FIG 3 is a zone within a conmunication system
supporting Internet Protocol transm ssions. [1007] FIG 4 is a diagram of
a nessagewDloo7f503 an I nternet Protocol transm ssion in &CTArsod/nids@t i on
systemtopol ogy. [1008] FIG 5 is a flow diagramfor a nessage flow for an
Internet Protocol transm ssion in a conmunication systemtopol ogy. [1009]
FIGs. 6 and 7 are diagrans of processizng IP transm ssions in a
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DETAILED DESCRIPTION

[1011] The word “exemplary” is used exclusively herein to mean “serving as
an example, instance, or illustration.” Any embodiment described herein as
“exemplary” is not necessarily to be construed as preferred or advantageous
over other embodiments.

[1012] With the proliferation of wireless Internet devices there is a clear
shortage in the number of globally routable IPv4 addresses. In countries
outside of the US, namely Asia and Europe, the pool of global IPv4 addresses is
almost depleted. Because of this, users ofien are not assigned static IP
addresses and may not always be directly reached via IP protocols from the
Internet. Network Address Translators (NATs) have been introduced as a
means of expanding the number of IPv4 addresses in a private network;
however, NATs assign private IP addresses that cannot be reached from
outside the private network (i.e., they are not globally routable).

[1013] According to the exemplary embodiment, local users are assigned a
global Network Access Identifier (NAl). The NAIl is used as an individual
address (e.g., jsmith@company.com) instead of an IPv4 address. A gateway is
then used to converts a user's NAl into a local, private IP address via a
translation mapping provided by the NAT. The private IP address may be used
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The NAT of 5 global IP address to a local address. The benefit of the NAT is the
increased capacity in the network.
[1015] The NAT is a router function that may be configured as shown in FIG.
1A. The NAT allows addresses within a local domain to be reused by any other
disjoint local domain. For instance, a single address could be used by many
local domains. At each exit point between a local domain and regional network,
a NAT is installed. If there is more than one exit point, each NAT will have the
same franslation table. The translation {able maps an IP address used in the
regional network to a local IP address. The concepts and specifications of a
NAT router is detailed in “The IP Network Address Translator (NAT)” by K.
Egevang, et al.,, IETF RFC 3022, January 2001, which is hereby expressly
incorporated by reference.
[1016] The NAT effectively allows the routing of a “fake” IP network over a
“real” one. The real IP network is typically the Internet or a system supporting
an Internet Protocol (IP), whereas a fake IP network refers to a local network.
The NAT allows a single IP address connection to multiple users. The NAT

serves as the interface between the fake IP network and the real network.



serves as the interface between the fake IP network and the real network.
WO 03/ 077503 PCT/ US03/ 06956 4 [1017] FIG 1A illustrates a conmunication
syst em 50wbamionorn Net wor k  Address Transl ator (NAT) 52 i RCrarsos/nios@t i on
with a local router 54 and a regional router 56. The NAT 52 functions as
descri bed herei nabove, providing an ipterface between a regional network
supported by the regional router 54 and the |ocal network supported by the
| ocal router 56. [1018] FIG 1 Billustrates a simlar communication system

100 havi Ad047] r eFIGNdA flbigirates] excommitiigaiioncsystem Wit having adleiwakaT 104

nas an daderdTavpiatATE 5 RSBl Eoh i Bk pul 4 4R g

regi onal re?&in‘aw&:téﬂ%ar'ﬂ)é<Nwmsz)fuﬁdiibnéfaﬁ desdribeduii@reirkbove opritings NAT
104 and NAT 6 108, respectively. The NAT 104 is the interface to the |ocal

net wor k /N ideriach atyeen s irdieaalppetweraisuppatted byothe regionglrouter el udes

a transl ' ' I ' es used in the |ocal
net wor k %Hq‘i@teeﬂ?ﬁméf@ﬁlggsWéﬁ%ﬂ&?é@alﬁﬂf}eﬁﬁ%.Ocal network A are not
glhobal |y []goﬂape ﬁltﬁ. H}B/ilhxlstramia Eynilurhmmhmnﬁdh atioat spstem 1gbehaWig 1?)8 is
the interface to the cal network. B (not s orfe o) router
116, The aipnehgottaE 10848 corvmanicstion atith el ATATS. SATOR B0 NAT IR,
add ' I ) t Rat i t hi

[ CSSESTHI AT 134 DasOhR| adlichited (P abliicds ré? arichthe AT CRELHaYSAA W LhI N

| ocal networ are not g ally unique a e used by other local
net wor ks.aqgsboie¢dd IR adgdreas iBn, The addressastAandBabrereisedrik, theuegional | ocal

net work A sends,a cket .tq,.the .regj onal wor k t hr e | rout er

106 10t Mot S 3rE RRSTR Ly Wb eahal PRy T HEidirbed R 1Ay AL o<1

| ocal ”eWGH,kreﬁgééﬂ\/ély.a THeo AT HB4addhesipterfdte MAThel (skatirtwbrkeAs{nates the

source port nunber to a uni ckutep port nunber. To the regional network, all
alt

packet s - fgheminasuprEAtesh py dpcal euter 106m bhe NAEr 104vireludes patranslaign nunber

f . ' . | i k
cends. a g RauR b e hide plfressRE Hselh 6 tocdt peRESHCADNBIE A1
gl obal | RdutdssssusethwithifTlodfihhetwbek Aare not giotallgueiquenang hedydbe Usedddr ess

into a |l ocal address and routes th acket to
by other local networks. The NA'? PO8 lkS the interface to the local network B
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mapping to locally unique addresses used in the local network B. Note that the
addresses used within local network B are not globally unique and may be used
by other local networks.

[1019] In operation, a user in the Iocalﬂ-hetwork, such as local network A,
sends a packet to the regional network through the local router 106 to the NAT
104. The NAT 104 interface translates the user address in local network A into
a global IP address. The NAT 104 also franslates the source port number to a
unique port number. To the regional network, all packets from NAT 104 appear
to be from one user, when in fact, any number of users may be included in the
local network A. When regional network sends a packet to the local network A,
the packet is addressed to the global IP address. The NAT 104 interface
translates the global IP address into a local address and routes the packet to
the appropriate user and/or device on the local network A. As a protection to
the local network A, if the packet is not in response to a request from the local
network, or it is not a packet destined for a predetermined service or IP address,
the NAT 104 interface drops the packet and does not pass it to the local



t he appropriate user and/or device on the |Iocal network A As a protection
to the local network A if the packet is not in response to a request from
t he | ocalwomatwsnk, or it is not a packet destined for a pCcadsosoaysaed
service or | P address, the NAT 104 interface drops the packet and does not
pass it to the | ocal W 03/077503 PCT/US03/ 06956 5 network. Operation with
respect to local network B, local router 110, and NAT 108 is simlar.
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The gateway 204 then redirects the packet within the system. The gateway 204
effectively converts the NAIl into a local, private IP address via a translation
mapping, wherein the transiation mapping was assigned by the destination NAT
and provided by a registration message prior to the communication. The -
gateway 204 communicates with other resources within system 200 using a
Session Initiation Protocol (SIP) discussed hereinbelow. Note that at this point,
the packet may or may not include the NAIl information. Since the NAT IP
address and the port number corresponding to the user are already included in
the packet, the user will receive the packet.
[1021]  The gateway 204 is coupled to an IP network or cloud 206, which is
further coupled to NAT zone A 208 and NAT zone B 210. The IP cloud 206
may be any network that is capable of processing packetized data, and
specifically, packets having an IP format. When packets are sent from the
gateway to the NAT zones, the IP address of the appropriate NAT is included as
the destination address.
[1022] In a communication system having an interface with an Internet
Protocol (IP) type network, specific signaling protocols are commonly used to
address initiation, termination, and other issues involved in a communication.



further coupled to NAT zone A 208 and NAT zone B 210. The IP cloud 206 nmay
be any network that is capable of processing packetized data, and
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[1024] SIP may be used io establish, modify and terminate multimedia
sessions or calls. Multimedia sessions may include multimedia conferences,

" distance learning, Internet telephony and similar applications. SIP may be used
to invite both persons and devices, such as a media storage service, eic., to
both unicast and multicast sessions, wherein the initiator may send invitations to
a session to which it is not a part. SIP may be used to initiate sessions as well
as invite members to sessions that have been advertised and established by
other means. Sessions may be advertised using multicast protocols such as
Session Announcement Protocol (SAP), electronic mail, news groups, web
pages or directories, among others. The SIP transparently supports name
mapping and redirection services, allowing the implementation of Integrated
Services Digital Network (ISDN) and Intelligent Network telephony subscriber
services. These facilities also enable personal mobility. In the parlance of
telecommunications intelligent network services, personal mobility is the ability
of end users to originate and receive calls and access subscribed
telecommunication services on any terminal in any location, and the ability of
the network to identify end users as they move. Personal mobility is based on
the use of a unique personal identity (i.e., personal number).
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message (i.e., IP address of NAT and the translated port number for the user's
private IP address). Note that the translated IP source address and port
number are in the TCP or UDP header. The PUSH gateway 204 generates and
maintains a mapping of NAIl to NAT IP address and port number. In this way,
on receipt of an incoming message from the Internet that contains the NAI of the
MS, the gateway 204 is able to direct messages to the NAI associated with the
target recipient. The PUSH gateway 104 translates the destination IP address
and port number corresponding to the NAI information. The packet is then
forwarded to the appropriate NAT via standard IP routing procedures. Upon
receipt of the packet, the NAT performs standard network address translation to
direct the packet to a private IP address associated with the MS. When the
message is received at the mobile station, the MS may use this message to
start a session, including a PULL-type of session such as HTTP, SMTP, FTP,
etc., responsive to the message content.
[1026] For wireless mobility, the MS re-registers with the PUSH gateway 204
whenever it roams into a different NAT zone. In each zone, the MS is assigned
a private IP address which will be translated into a distinct NAT IP address and
port number when the MS registers with the PUSH gateway 204. When the
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i nformati on. The packet is then forwarded to theﬁ;r)‘roprlate NAT vi a
standard P Hsi'b%ier\i‘gﬁyp?%&ﬁﬁ'@ ash reg'%@’i’%’t fosra pYiBgean active NAT

per forms 5LaArer donShuonkaggiEesh LB Aldchl of & mEbBIRGbdEeRTL Rialt 0 2
vat o 1 'BeERfE, Len ShEbaRy HEE R SRR il of & mabARE bomEeRTy

private | ss”’assocl a ssagé |I's recelved at
t he nobi |&nctaatNAT, addresdvi rport ummtbén stheeBBls@E dateway 204 aeplases che

including a PULL-type of session h as HITP, SMIP, ETP, etc.,. sponsi ve
to the meRNSD EARG Wit Qe}ewﬁl"ﬁn Fetl Andnan pymomk sPRBITBE.RGERoL or &
with the r?éﬁ'?b@@fr 204 whenever roans into a different NAT zone. In

each zone, the I's assigned a pri vate | P address which will be
transl at e[dOEﬁ]o fl@l ||Hmstraw§ the aoddfigeratiandof mrwireiesﬁ)ecommnidalﬁenl\/s

regi sters PUSH y 204. 0 [ 077503 / 06956

8 PUSH gaﬁy&w éé%g "P’té%rg MXE# é? eO{P al\llfqr g%t Ive
NAI MappTRYIP cldiid Séﬁséthéﬁ%@Ymeoé\far@&b%cbél%éhﬁéﬁk%%&fugfh PRGR Mathet ween
the NAI and a NAT address port nunber, the PUSHa%at eway 204 repl aces the

exi sting wymaqd\lwlq B) t(l?@S{‘é&) NATWed FRSKsaate phustr adbas 8peEXAMIR,i n t he

Conmunt o2 PENE and PN 326, Note, thdF RhiH st 8R! BN 226 affs et o an
| P cloud éb?@led T@BHGPcslemml 3B The PBSN GMpsardes MY 3620 uhilk akalPDBNwor ks

t hrough Packet Data SerV| ce Node(s PDSNs). Two PDSNs are illustrated as
an exarrpl%2 semverdd2 330d Ipiiaily. ngnﬁ(@twst@ﬁﬁr%ﬁp%%“@%a% thediP326 are

each 0 Bgﬁg Cég@? I gyt he
PDSN 326 ??ri?/'rg's ! ??)&HP al OdTm\%nén an 3§ﬁtr% %mw c& ar ea,
the M5 ra2at.sTee $eg|sma1ndrelseaosémilyadlge®e1dbmjtheegﬂtewhﬁ Bmaoassae theogighttbe wit h
the gat “"BisN & NAT using an SIP registration process. The SIP registration includes a

local IP address as the source of the communication and also includes an NAI.
The SIP registration is sent through the PDSN, and from there the registration
message is provided to NAT A 320 via the IP cloud 322. The NAT A 320
changes the source address of the SIP registration message to a global IP
address associated with the NAT A 320, plus a port number corresponding to
the sending MS. Note that the PDSNs are not disjoint, and they share the same
private IP address space.

[1028] FIG. 4 ilustrates  the processing of packet data through a
communication system 400, including multipie local networks similar to system
300 of FIG. 3. As illusirated a Content Server (CS) 402 provides packets of
data to the gateway 404. The packet destination is the gateway address. The
packet also includes the NAl of the MS. The gateway 404 then applies an IP
address and a port number, wherein the IP address identifies the NAT zone of
the target recipient, and the port number identifies the user within that NAT
zone. The gateway 404 may send packets to multiple NAT zones, such as NAT
A, B 406, 408. Within each NAT zone, packets are processed through a PDSN
to the MS. As illustrated a packet of data is transmitied to NAT A 406 and then
to MS 412 via PDSN 410. The PDSN 410 routes the packet using the private IP



204. The registration is actually directed to the gateway, but passes
through the PDSN & NAT using an SIP registration process. The SIP

regi stratwornsjonsbiides a | ocal | P address as the source ofPCrhes03/06956
communi cation and al so includes an NAI. The SIP registration is sent

t hrough the PDSN, and fromthere the rggistration nessage is provided to
NAT A 320 via the IP cloud 322. The NAT A 320 changes the source address
of the SIP registration nessage to a global IP address associated with the

NAT A 320B0q5ES o4 NbS 1 2nu Hlve musthar <af i dattaan bevseawashiisnmites bydhe t hat
the PDSNS %?eﬂ?@mﬁl h '&tdgrtfé%@sttﬁﬁlycawﬁ‘é Qs ?}ﬁea"ﬁﬁﬁer Bébl’{ Nﬂ 5)?%1%6655

space. rates e processrng o rough a
comuni caamdmOSyst em 400, including nultiple |ocal netvvor ks simlar to

system 30 [ Fl As illustrated a Content Servyer ) 402 OVI des
packet s o&ngllta':ﬁ% hdlughaiesy® mmrihogaol, Qké)cro‘é%?ﬂ'?%e&q gts & 13k I§at enay

address. a%fﬁrﬁguﬁ’i?c%{éres Sffn 408! 31498, 4n A’N.étbaﬁozt %e’MScheTI@S R4EYegR4 then

appl i es and a port nunber eréin the ress rtdentifies
t he NAT zassigrefd atme/altead@addrm by dine¢ Joced PN 4, ﬂhaMSmreatQSMm SIBs the

t hi t Th 404 k t |
NAT zonededisyanogoraqesl Rndesas Bd detisiiafion TEabeetud 158 matowduiad ' Br ¢
pr ocessedhtdligh 8he doddPPOSNoO4 be Wﬁe t ffugt fdigikstthel selaka i s

dtialtréﬁ
transmtted to NAT A 406 and then é%s via PDSN 410. The PDSN 410
rout es t hrdgraakendibe Ak eidMBr4 12t E he?&@“osmmmamtsnwﬁ? 0BI560€9

nunber - of b Tg 0T the R BT N RS e IARA, R Yaieifs e W8R8 s hoc
and 408. ¢rit62fe bhfswdy. lThelsgatawags zaomnmobﬁ@@ts‘ @ndpremrdsithe samsets in

an I P comuni cation system 400 of At step 502, when the NS 412 has
been assA¢HEEs angk PodindIMiperaelyihes §|%y’99ﬁ8’ afigR At 3@5[50@10 Singee ths P eat es

ooy RSB SARRY AOUSE ok [ HEL IR VMR

i denti fi ebet31P registation axkebsage termdingles atAheqfatéayi12. The PDSN sinply

Forvards [t1 Bgof" PA%? Srg&gtration is complete, the system is prepared to deliver PUSH
traffic to the MS. When the CS sends packets to the MS it directs the packets
to the gateway 404 and includes the MS specific NAIL. At step 512, the system
processes these incoming packets based on the NAl and the MS local NAT
mapping. The gateway 404 uses the MS NAI to direct the packets to the
corresponding NAT address and port number of the MS. Within NAT A 406 the
local routing to MS 412 is performed. The NAT A 406 uses the port number to
identify the MS 412 among all the users supported in the zone.
[1031] FIG. 6 illustrates a timing scenario associated with the processing of
packets in a communication system. The vertical axis represents time, while
the horizontal axis identifies elements and components of the system. At time
t1 the packet is sent from an IP source, such as the Internet, to the gateway.
The packet is addressed to the gateway and includes the NAI of the target
recipient. At time 12, the gateway changes the destination address and port
number based on the NAl information. The packet is then forwarded to the NAT
zone, NAT_A. At time t3 the NAT_A changes the destination address bf‘zlsed on
the destination port number and forwards the packet to the PDSN. The PDSN
then delivers the packet to the target recipient at time t4.



on through the NAT A. NAT A does the translation, and forwards the nessage
onto the gateway. The gateway 404 then extracts and records the source
address awo oportsonunber of the SIP registration at step 508I/USone®sé¢ he Sl P
regi stration nmessage fromthe Msis neant to register the MS with the
gateway, the SIP registration nmessage.termnates at the gateway. [1030]
After registration is conplete, the systemis prepared to deliver PUSH

traffic to the M5, Wien the CS sends packets to the M5 it directs the
packets [1832he JhedM@ymayalseinitiaie prpckef ansier.saeitsiraterdromiimeidp 512,

the SYSt e 1he WS élfé‘?ﬁ%e'sﬂ‘ég%}%tﬁé’\%(tﬁhga ?@?ﬁiﬁmé”%fé?ﬁet'\'@r @ﬁ@r fpe M5

| ocal napplng he gat ewa uses to direéct e packets
to the qmokeis ponmengTWSadMssndsa mqubshlh\mnﬂgh NATL Hevw&rewmlalMSNAT A
406 t he Iocal rout qg M5 412 | tl_o rmed. QIA 406 ses t he port
nunber tcP'ePEI@n'E’Pf‘y I8Ch@s Wis 39ycy -{Ah alﬁ%"@t @ Spyrase ﬁs§l'f3°zone

[ 10311 Fiife 19ATL AUBLAHIBES Ankiib MorEAAARET AsSBRBA 1458 IS by BRTORESS! N0

of packet S In acomunication s tical axis pr esents ti ne,
whil e t hat thoe |taoﬁ'thal paxkebisi thentsent frometrentniemed mat atbepidhpacketsourdes

system At t.ine acket is sent from source,. such as the
ht er net 8t e &7, O d5Ba g thl, sBBlestet ikt oS THATRE 3HARadS tilq

i ncl udes désﬂmﬁﬁbnqio bB8rdsa! €8t, NAGCIPIRitresd béséanthhet h@swﬁtwpoﬁhanges
the destination address and port nunber based on the NAI information. The

packet |srmrﬁbarafottmfart@aadtd@llv¢r§ tNﬂ'PaCBGh@thﬂMSA At time t3 the NAT -A

For var as R3S hachEE kel ERRrC o8k, SoRuRTal o @Redht AL T o The
target resgcpir@ing totome @enbotlimétt. 0HCh7NAB drkr/ USQBBQQQ%ls ifadptdsi] aThe Ms

may also initiate a packet transfer, as illustrates fromtine t5, wherein
the M5 clGurRSPgESinGcomBination of NATIR address and PPAEMREr. Thisdnapingp

D emn 8 TN T R oAU sl T prCiRDe! o S
addr ess igiolallyt hauthldie WP aBdeatsr Ezrseacmj potentiabrécipienber Tdss ingaering omllhe VS
by the NAT A at time t6. The packet then s fromgthe Intern or
other IP ory geeyrence of a user handofF to a new ﬁRLI' zone. Since the num
of private IP addresses that can be used is large, the NAT zones can be made
large. This can reduce the number of times an MS moves between zones. For
example, a NAT zone might cover a city of 15 million subscribers. In this case,
mobility within the city will not require re-registration.
[1034] As described with respect to the embodiments detailed hereinabove,
when a MS is assigned a local network IP address, i.e., a private IP address,
the MS registers with a gateway. The local network is part of a NAT zone,
wherein within the local network each user is identified by a private IP address.
Outside the local network, all users in the local network are identified by the IP
address of the NAT and the corresponding port numbers. Each MS registers
with a gateway using SIP registration procedures. The registration request
includes the NAI of the MS. The registration message passes through the NAT
(of the zone) and is forwarded to the gateway, typically via an IP cloud. The
gateway records the NAI included in SIP registration message and the
translated source address and port number of the registration message source.
The gateway thus records the NAT IP address, and the port number of the
user’s private |P address. The gateway maintains the mapping of NAI to NAT

IP address and port number. Upon receipt of SIP messages from the Internet



at time t7. On receiving the requested packet, the NAT -A changes the

destination I P address, i.e., NAT |IP address, based on the destination port
nunber atwDios®71583 and del i vers the packet to the M5, [ 1033CTNIs63/0@pPI Ng
recorded at the gateway is illustrated in FIG 7 according to one

enbodi nent. Each NAl entry 1, 2, 3, Kis mapped to a corresponding

conbi nation of NAT IP address and portllnunber This mapping serves to

fully identify a target recipient without incurring the use of a unique
gl obal | y adsiresasick to Rnabtidd e gatewaychapsiptas the desiingdioantP aviress apgi ng

will chan on of a user handoff to a new NAT zone. Since the
nunber &E?ngggggép@ﬁ@?yesses that can be used is |arge, the NAT zones
can be ngqe35] ar g‘ﬁe Jétew ‘Y_&@cbmklﬂ% higppitriag thefusersidAlaty e MAVESP bet ween
zones. For exanple, zone night cover a city of 15 mllion

subscri beadsiress ang sDbesﬂélmebel Theyuse tofi the H&Abuwe@s% ihet avatiahlee
ot ai T eq SEMRs a8 I NARTs SRBEN Wil ity hESFGI At RECETRBIBRERS oo

i.e., a ﬁor u@éﬂqarPtm@drc%med mi Imml\/s regl sters with a gateway. The | ocal
network is gart of eregn within the | ocal networ klgl ch user

i s ident ilA036l by F!ﬁp& ,lI{;@fr@tqq:a ROHIQNQ! a JAIRWAY SUFR @S grtgvay 04
users 1N 3 1% piBCasifle IPBaUAS Foddif HbhPtheitdiigt, | Eactifitiecsipd moies NAT and
t he correspondi ng p ers.

registers wth a gateway usmg SIP
regi st r attocn nprobléduzese, ﬂﬁbd\/lSe@rEisranlSiﬁ’ regigiradion tprittlleuldéis IPhadditalssof t he

MS. The re stratlo rressa ass r ou t he J f zZone) nd S

f or war ded? Pﬁenléfg e%§ gcapﬁfp({ﬁhaﬁaﬂﬁ %t'acg% em EQJF@?\)Q tlecords

the NAI igielresednd riboﬁl rﬁxrﬁl@é}* lﬁfdrﬁfan@H diRsstafss Mflintdihatiohatss abRlestedr ce

address and port nunber of the registration nessage source. The g{at eway
a

t hus recdqaisin the Wnslaumrampe%% rﬁ@ transialion mgy bea@s illesiratedpr vat e

por + - numddr P TEE G AR Sl 504 RRRRS dnlolt rddbinlly offosdil 50,
PCT/ USOS/tQEﬁGec@ibnagidressed to an NAI, the gateway translates the

destinati on | P address. and ort nunber accor di ngl
[1037] Continuing with FIG 8, IP packets are recéived and processed in IP

processing unit 906, wherein the payload information and the destination
information are received. The destination information is extracted from the IP
packet to determine the NAI of the target recipient. The NAI information is
provided to the translation map 904, to determine the NAT address and port
number associated with the target recipient, identified by the NAI

[1038] Those of skill in the art would understand that information and signals
may be represented using any of a variety of different technologies and
techniques. For example, data, instructions, commands, information, signals,
bits, symbols, and chips that may be referenced throughout the above
description may be represented by voltages, currents, electromagnetic waves,
magnetic fields or particles, optical fields or particles, or any combination
thereof.

[1039] Those of skill would further appreciate that the various illustrative
logical biocks, modules, circuits, and algorithm steps described in connection
with the embodiments disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described above generally in



[ 1035] The gateway records the mapping of the users NAIl to the NAT IP
address and port nunber. The use of the NAl increases the avail able

i denti fi ew®,03m%75bhe NAI is globally unique and has si gni f PCIALSOBrOG9E6

conbi nations for use than those defined in Ipv4. [1036] FIG 8 illustrates

a portion of a gateway, such as gate 204 of FIG 2 for processing IP
packets received fromthe Internet. Ea time an M5 noves to a new NAT
zone, the M5 sends an SIP registration to the NAI, |P address and port

nunber pr &8s Phdhaihi funstienalin cMVhsthen susht ivackpnalityfisr iepledentad asaddr ess

and port [ |.Qn | S-d | ed

pai 1 in ¢ RaTEre. P ¥aFRlarElgfih s Uph, 1K parear Hbifatth, B oS

i || ustr at eshstrainisl impoéed'ﬂmtrierwewbmsyaiennasmad arﬂsvdtnniﬁmyrimpiéémbﬁt Imppikngs
of potential . target _recjipients, [1037], Continuing with FIG 8, |IP packets
are recei 9%%9@%{ &“89@%%?'% i MaRypg Waye Qs PAgh @MC%%G?PRAH@P%WWPW@C&W oad
I nformati ' i at r ' .nation
|t or mat | P B SO L e B et B Sl R RN a1

t ar get r ethiepscape. ofthe prddertiivantiani on is provided to the translation nmap

904, to d ' t he NAT .addr d t lated with th
Car get r e 0Bl T et AR BHRORAL Bostdnoabscand SRy dsered o
woul d under sérafebtioRakith nﬁ@réa@]dm@eﬁmd%bm@b%@w hERMPREAEAEIUS N9 any

of a variety of different technol ogies and techniqués. For exanple, data,
i nst ruct | RPROMaMMINGS genNaTa PP Pregapsar,sa digiial signel pretessoaldSBhi ps

t hat may A C Fol g .he. 2SGr it represent ed
by vol t 2 APl EAF Gt Bl it BB, G 80reBn e i iy

parti cl es(FR@A) ol othee betsgrammetsie i logiesdevite, atigceterigjate tor aransidter sfic, [ 1039]
Those of skill would further appreciate that the various illustrative

| ogi cal bqi'@ew@? hMM@&qorEWr&rﬁ@sqr AMHcAMgtation iheiesh desigaeditp @griorm
connect i hidliohlke ge st ®Rtsindi skl ' | h’r%lr)r,e ed as

el ect ron?ﬂgle \tﬁ%rﬁé(]{?grge,dgcorrput errrélgftv\grgé%grrahj{)"ﬁ ﬁé;qugﬁgséggp 0 h%Tg

cl early imiarepramessohikait in theattbaradiwapiie pyocassbantyabe aayccaventianal,

various illustrative,c onent s EI ocks, nmodules, cjrcuits, and sf eps have
been desCpqoggas%rbg\ggtrg@%?épypq%ohﬁo er, or state machine. A processor may also

be implemented as a combination of computing devices, e.g., a combination of

a DSP and a microprocessor, a plurality of microprocessors, one or more
microprocessors in conjunction with a DSP core, or any other such
“configuration.

[1041] The steps of a method or algorithm described in connection with the
embodiments disclosed herein may be embodied directly in hardware, in a
software module executed by a processor, or in a combination of the two. A
software module may reside in RAM memory, flash memory, ROM memory,
EPROM memory, EEPROM memory, registers, hard disk, a removable disk, a
CD-ROM, or any other form of storage medium known in the art. An exemplary
storage medium is coupled to the processor such the processor can read
information from, and write information to, the storage medium. In the
alternative, the storage medium may be integral to the processor. The
processor and the storage medium may reside in an ASIC. The ASIC may
reside in a user terminal. In the alternative, the processor and the storage
medium may reside as discrete components in a user terminal. ,

[1042] The previous description of the disclosed embodiments is provided to
enable any person skilled in the art to make or use the present invention.



WO 03/ 077503 PCT/ US03/ 06956 12 terns of their functionality. \Wether such
functionality is inplenmented as hardware or software depends upon the
parti cul awoapjfpliseati on and design constraints inposed onPChaSoyaq9ss |
system Skilled artisans may inplenent the described functionality in
varying ways for each particul ar appligcation, but such inplenentation
deci si ons should not be interpreted aslXausi ng a departure from the scope

of the present invention. [1040] The various illustrative |ogical blocks,
nodul es, Yatous maedificatipnsciol thege embedimeanis ivdkh bei rendillicappasenl ieethose

di scl osed I il e d . r i ner.al. purpose

pr ocessor?ﬂgé(gi"git@?érgwepg%ggcsfgaﬁ?ﬁ%%)(g'&['%ﬁ)d g%ﬁ&é’i@?@ﬁ %%Pé'@ﬁf O(F:)

i nt egr at edther rerhthdditdRtCnithauf depakting desra e ipiritaat scape’ 8l thel indGAlioer ot her
programuabl e | ogi ¢ device, discrete gate or transistor |logic, discrete

har dwar e E@¥potienpeesest inyeption igineitiniendeddpdes limitadgieether embediraents t he
functions r L g p. r

i or opr oceiany heigh HEfiscto, BeOBRTALA M Aided SGRRF SondRlbr Tl the
convent i opdciplesarebsare| feaintesalisdosedrheredtontrol I er, or state machine. A
processor al | npl ted as a conbination of conputing devices,
e.g., a cgﬁéﬂnat ﬁ’gHA&elé gﬁﬂ@ﬁ%&:a m croprocessor, a plurality of

m Croprocessors, one or nobre mcroprocessors in conjunction with a DSP
core, or any other such configuration. [1041] The steps of a method or

al gorithm described in connection with the enbodinents disclosed herein
may be enbodied directly in hardware, in a software nodul e executed by a
processor, or in a conbination of the two. A software nodule nay reside in
RAM nmenory, flash nenory, ROM nenory, EPROM nenory, EEPROM nenory,

regi sters, hard disk, a renovable disk, a CD-ROVM or any other form of
storage nedium known in the art. An exenplary storage nediumis coupled to
t he processor such the processor can read information from and wite
information to, the storage nedium In the alternative, the storage nedi um
may be integral to the processor. The processor and the storage medi um may
reside in an ASIC. The ASIC nmay



reside in a user termnal. In the alternative, the processor and the
storage nediumnmay reside as discrete conponents in a user termnal.

[ 1042] Thwomsmvisouis description of the disclosed enbodi mem®C3/use3/poswi ded t o
enabl e any person skilled in the art to make or use the present invention.
WO 03/ 077503 PCT/ US03/ 06956 13 Various nodifications to these enbodi nents
wll be readily apparent to those skied in the art, and the generic
princi pl es defined herein may be applied to other enbodi nents w thout
departing fromthe spirit or scope GLAIMS invention. Thus, the present
invention is not intended to be limted to the enbodi nents shown herein
but is to be accorded the w dest scope consistent with the principles and

novel feajulgs i atlehssed behfiunicdtibhd dysIAT suippdrthd/Efhtemet\WIP£5166017503
PCT/ US03/ 06956 14 CLAIM5S 1. In a wireless comuni cati on system supporting

| nt er net Pr 60BWBUNICRlRARAL 8 Ao RPMPYisiedhod conprising: receiving an I P

packet havi ng i } tifier
(NAI'); determ %F%g’ﬂad %E%gﬁkﬁdﬁ@gaﬁﬁgﬂg?ﬁ%ﬁs %%SS?E@E%EISM ing to the
NAI'; determ ning a Accdssridehifierdbldd)gi ated with the NAT and the NAI, the

NAT having an NAT | P address; converting the destination |IP address and the
NAI fo the NATOHPTRINIIG:ENCTHAEK AHSI a8 HARSIRS AT GOHPSBRRAIAG 1o 48 | b packot

to the NAT IP addregg: 2. The nethod as in claim1, further conprising:
receiving a Session Ifitiation Protocol (SIP) registration froma nobile
st ation; procedaienyining ppokiatusnberassoeiatetdwiit thediADandhihe N, thHee gat eway

using NAT having an NAT IP address;
converting the destination IP address and the NAI to the NAT IP address
and the port number; and
directing the IP packet to the NAT IP address.

2. The method as in claim 1, further comprising:
receiving a Session Initiation Protocol (SIP) registration from a mobile
station;
processing IP packets for the mobile station through the gateway using
NAT and NAI.

3. A wireless communication apparatus supporting Internet Protocol
communications, comprising:

means for receiving an IP packet having a destination IP address and a
Network Access ldentifier (NAI);

means for determining a Network Address Translator (NAT)
corresponding to the NAI;

means for determining a port number associated with the NAT and the
NAI, the NAT having an NAT IP address;

means for converting the destination IP address and the NAI to the NAT
IP address and the port number; and

means for directing the IP packet to the NAT IP address.



NAT and NAI. 3. A wireless comrunication apparatus supporting Internet
Prot ocol conmuni cations, conprising: nmeans for receiving an | P packet
havi ng a wesBion®bs on | P address and a Network Access | de®Cirfises/0qosiAl ) ;
means for determning a Network Address Translator (NAT) corresponding to
the NAI; neans for determ ning a port nunber associated with the NAT and
the NAI, the NAT having an NAT IP addPess; neans for converti ng the
destination I P address and the NAl to the NAT |P address and the port
nunber; ahdAngaiewalydn aliwiretsssepmmenicRiipasyetem suppertingTiniemeiddradecol WO
03/ 077503 P@Q usn3/ 0695& 15 4. AH%at eway in a wreless conmmunication
system supp ?iCH@mW?'Q? &S SPEIRIEEI: (I'P) conmuni cations, conprising:

Net wor k  Acces &gtk iNdcBEs (Mtﬁiep(wﬂﬁ%?bé&sﬁhq]ﬁmit,aaimﬁ&ﬂtd Rleh#f fifsy a

first nobile station by a NAl associated with the first nobile station;

and transl ati on mapmebilpstadiondy s blAlasseeigtaskwith ghefifst mehilgmiaiipn;o store a
mappi ng of the NAI érfda Net wor k Address Transl ator (NAT) and a port nunber
to identify the fir nobile station. 5. The gateway as in claim4, further

conpri sing: | Rratditdn mapasplatbiokhetNAOpCessihg uniteatissed!tastare arap, _
providing IP packets to the translation ma erein the rra&[[_n ng stored in

the translation mﬁ“ﬁﬁpi@ﬁpﬂfit.@@ NA ta@dﬂéwrkf?@drﬁ%mn%m@l JANGA. 6. The
gateway as in clai moj't nme?!t@ic{eﬂgf)ﬂﬁ%}em@ymbﬁilésﬁﬂglﬁt gateway. 7. The

gateway as in clai rein processing unit receives a Session
Initiation Protocol (SIP) registration nessage fromthe first nobile
Station, andy By RS SRR 4 Fer SSmBRERY" ©f the NAI to the NAT and
IP packet processing unit coupled to the translation map, providing IP
packets to the translation map,
wherein the mapping stored in the translation map is applied to address the first

mobile station.
6. The gateway as in claim 4, wherein the gateway is a PUSH gateway.

7. The gateway as in claim 4, wherein the NAI processing unit receives a
Session Initiation Protocol (SIP) registration message from the first mobile
station, and in response determines the mapping of the NAI to the NAT and
port number.

8. The gateway as in claim 7, wherein the translation map stores an updated
mapping when the first mobile station moves to a different NAT and sends
an SIP registration.

9. The gateway as in claim 4, wherein the translation map is further adapted to

provide addressing to the first mobile station.

10. The gateway as in claim 8, wherein the gateway changes a destination
address for the first mobile station based on the port number.



port nunber. 8. The gateway as in claim7, wherein the translation map
stores an updated mapping when the first nobile station noves to a

di f f er entwhAB/0arsd3 sends an SIP registration. 9. The gat eway/@e3/0695€! ai m 4,
wherein the translation map is further adapted to provide addressing to
the first nobile station. 10. The gateway as in claima8, wherein the

gat eway changes a destination addressfgor the first nobile station based
on the port nunber. WO 03/077503 PCT/US03/06956 16 11. The gateway as in
claim 4, hherléiengatrwayiassin ¢lam #ewbetain dhe fisstinpebilestalipn is lpcataskwithin, 12.
The gat eway fAr-claim 11, wherein the first nobile station is identified
with the NAﬁlgtg\lﬂ'he port nunber. 13. The gateway as in claim4, wherein
the NAI is an |Ipv4 address. 14. The gateway as in claim4, wherein the
transl ati on map conprises a nenory storage device. 15. An apﬁarat us in a

wirel ess t&nhipioaiawanas i eaimsldp phereinghe diredrmebile piagipn dvidepfifigd with
conmmuni cat i i SLAA: s for identifying a first user based on a
Net wor k Accgggi\‘@gﬁ?ir“ﬁgraﬂ ”@i g and nmeans for nmapping the NAI of the
first user to a Network Address Translator (NAT) within which the first

ser is | ed, and a port . nunmber within the NAT that identifies the
:‘Ji rstI usefg-a'il.%? g?gﬁé"’%)bﬁgl"hf’lﬁgngswﬁﬁr%f‘ég‘?n%,'s PUr'PYfLngEﬁ%ri sing: neans for

addressi ng packets to the first user based on the NAT and the port nunber.
17.1n a wirel ess communi cati on system supporting Internet Protocol (IP)
comuni cal4.die, gatewayasdnfalaincémieredrathenigansiation prapkeamprises a avamory

reci pi ent, tgoe nmet hod conprising: formng a destination address for the IP
packet to t FETREP F&V ' Beci pi ent, the

15. An apparatus in a wireless communication system supporting Internet
Protocol (IP) communications, comprising:
means for identifying a first user based on a Network Access Identifier
(NAl); and
means for mapping the NAI of the first user to a Network Address
Translator (NAT) within which the first user is located, and a port
number within the NAT that identifies the first user.

16. The apparatus as in claim 15, further comprising:
means for addressing packets to the first user based on the NAT and the
port number.

17.In a wireless communication system supporting Internet Protocol (IP)
communications, a method for communicating an IP packet to a target
recipient, the method comprising:
forming a destination address for the IP packet to the target recipient, the
target recipient within a Network Address Translator (NAT) zone,
the NAT zone served by a gateway, the address comprising a
Network Access Identifier (NAl) of the target recipient and a
gateway identifier of a gateway on a transmission path to the
target recipient; and



target recipient within a Network Address Translator (NAT) zone, the NAT
zone served by a gateway, the address conprising a Network Access

| dent i fi ewOo(oBlr)0nf the target recipient and a gateway i @emtushs/ersof a
gateway on a transm ssion path to the target recipient; and WO 03/ 077503
PCT/ US03/ 06956 17 translating the destination address to an updated
destination address conprising an | P lddress of the NAT and a port nunber
of the target recipient. 18 The apparatus as in claim 17, wherein the
desti nati on adii@rglaiing thesdestingtion egdeaast totareupdatpd slestination addrgas eway. 19.

The apparatus as in j.0n.18 i t i I ress is
used to transmt t hg&lpghg.h@@[H‘%@eﬁ&@ﬁ@&gﬁ%@’ﬁﬁg W%gﬁgzo. The
apparatus as in cl aigiyédtirecipigrither conprising: storing in the gateway a
mappi ng of the NAI to the NAT and the port nunber.

18.The apparatus as in claim 17, wherein the destination address is used to

transmit the IP packet to the gateway.

19.The apparatus as in claim 18, wherein the updated destination address is
used to transmit the IP packet from the gateway to the NAT zone.

20.The apparatus as in claim 17, further comprising:
storing in the gateway a mapping of the NAI to the NAT and the port
number.



