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iSpecification M x- Net System Techni cal Field The

present invention relates to a m x-net technol ogy of
causing a plurality of organizations to, in
cooperation with each other, shuffle and decrypt a
plurality of input ciphertexts and output data whose
correspondence with the i nput ciphertexts is 10

unnoti ceabl e and, nore particularly, to a techni que of
elimnating the limtatjon_ on.the. | ength of an input

ci phertext and, if one : e%ﬁp fﬁ%ﬁ??y of organi zations
has not executed the cqrregt..o .on, allow ng even
a third party to spec?ﬁf ﬁ%taﬁggg%gVe that fact. 15
Background Art M x-net is an operation of substituting
and decrypting the elenents of an input ciphertext
seguenceiswehihat the correspondence between the

el enents of an output decrypted text sequence and
those of theHepuiHe s20 tCiipheniax sequense thecoms-net
unnot i ceabl e. Prior Art (1)] In a conventiona
mcxch@blogynethedudshngaaplperadf tgppér atgsnandtaons to,
verification apparatus is used to nmake it possible to
speccbypamaoiganivzahi eachhbthehassRBihbt erdcdeedyphea
correct operation and specify the fact (e.g.
Ja@ameéétpapénﬂnpatdcipgﬂrﬁﬁxtzoazdsﬂuumgt 8aéﬁewbﬁ§@
1)). This nmethod will be described with 1 reference to
FrgrresPPREcprBol 1 hPphrat 48PBE FéPBRRERRSTE pPoves t hat

substituti on and decryption ar r I n h
unnoticeable and, mo%g pgrt?cglggiy?c%oyadgeghanSe of

eliminating the limitation on the length of an input
ciphertext and, if one of a plurality of organizations
has not executed the correct operation, allowing even a
third party to specify it and prove that fact.
Background Art

Mix-net is an operation of substituting and
decrypting the elements of an input ciphertext sequernce
such that the correspondence between the elements of an
output decrypted text sequence and those of the input
ciphertext sequence becomes unnoticeable.

[Prioxr Art (1)]

In a conventional mix-net, a method using a
proof apparatus and a verification apparatus is used to
make it possible to specify an organization which has
not executed the correct operation and specify the fact
.(e.g., Japanese Patent Laid-Open No. 2002-344445

(reference 1)}. This method will be described with
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ref

verification apparatus of reference 1 verifies that
the 5 proof executed by the proof apparatus is

correct. Wth the functions of the two apparatuses,
if the proof apparatus does not execute the correct

operation (substitution and decryption), proof fails,

and the verification apparatus can determ ne that the
proof 10 apparatus has not correctly operated. The

pro par at us,.and _verification apparatus of
gF@ﬁgge %§r§‘§§e§ in the following way and

d E
906 15, det ernd 11 COPESONIGHod W T B0, pe o that
s 4Bekl Ui aRLIBHY P0G A0RAT ALUS Bl2e £1puBbLE keyne

IS generate he private key 90

digath ifbubed oh0 aplal- ekt bei park -appar at 43es r983. tkaehthe
partici pant apparatus 903 encrypts a short plaintext

902cbavieRgcatepl edeteknoned fl apghhk akyisusisngot-hecpubl Weth
key 901. 20 Each substitution/decryption apparatus 912

sthst futes oard cdecheptscaapbaput uskephentexheseguence
913 and transfers it to the next ‘
sabptirattisodbeec nppt karcuappahat goree2t( ppecessing
907). This operation is repeated to finally obtain a
plahhsgstuséquencd Jerryp5ivhe, spbopift deildm), desrypbron
apparatus 912 proves by using the proof apparatus of
r 8esiéheatiophapreratusupsti dgtrsniand thaér ypei aoet
operations executed by itself are correct (processing
QBQParﬁtyérpﬁﬁcgploﬁoréﬁﬁ5i¥t88656§egerlfles by using

the verific aratus  of ref rengﬁ. t.he proof

execut ed by tHe PRS AREGLFOHIECEy pi s lgﬁﬁ&% feparatus
EUeN, A LOLRACPAr LY S can gxeayLe i, Nap Loauar

can verl I catl on ara
operated as a mix-net as a whole. Flrst, a private key
906 is determined in correspondence with each
substitution/decrypticon apparatus 912. A public key 201
is generated from the private key 906 and distributed to
all participant apparatuses 903. Each participant
apparatus 903 encrypts a short plaintext 902 having a
predetermined length by using the public key 901.

Each substitution/decryption apparatus 912
substitutes and decrypis an input ciphertext sequence
913 and transfers it toc the next substitution/decryption
apparatus 912 (processing 907). This operation is
repeated to finally obtain & plaintext seguence 911.

The substitution/decryption apparatus 912 proves by

using the proof apparatus of reference 1 that the

substitution and decryption operations executed by
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In the above nethod, the length of the plaintext 902
that the partici pant apparatus 903 can encrypt is
limted to al nost the sane as the length of 10 the
public key. Hence, a |longer plaintext cannot be
processed. [Prior Art (2)] In another conventiona

m x-net, a nethod by Juels and Jakobsson is used to
make it possible to 15 process a ciphertext havi ng an

ol et Proe ot oeig=S2ach difual AHSy Bt i
@Pé'r%‘n’ﬁl?? SRy hug%gp%%t ﬁgg%g_%gg%m

%% afd%u%r%&t%%fgie%%%rﬁpt%ﬂ% §%@fpk§bﬁhﬁéh B¥ the

arbitrary secret key cryptograp nce t he

O%ukﬁﬁin%h%h?@%c&%p@@bnpéﬁbbgﬁkﬁ%|y kiaht §dehirg party
Additionally, in this nethod, if one of a plurality of

OlcGiaNiczald @RS tha sdeeky Bt card oahwhkhe i€l phar bexpsrhashe
not correctly executed these operations, it can be

spediiffiied t22nbypibheaengani zat i ons whi ch execute
encryption and shuffle in cooperation. However, a
third party Imotthen abeoeperedticon which liehe thl wifakihey of
organi zati ons cannot specify the organizati on which

had anof eedr 98Et thadxdbeat partheipbpherpprrabper 4PBonan
The above relationship will be described with

r EPEFERce 1o LAMgLed. tPhalppringheofamef ePehbe 2esgth of

ogﬁrate | nost. t he sani way as_the m x-net of the
61 P& l€1;egxcéﬁpc?ha? °P8ﬁ§ Blatntext $802°halche
nput. I n addition, the substitution/decryption
aBﬁQF&FE?SS can verify each other whether substitution
aq%rq%%rxﬁ%lqa have been done correctly (processing

In another conveniional mix-net, a method by
Juels and Jakobsson is used to make it possible to
process a ciphertext having an arbitrary length (e.g.,.
"An Cptimally Robust Hybrid Mix Nétwork, Proc. of the
20th annual ACM Symposium on Principles of Distributed
Computation, 2001" (reference 2)). In this methed, a
ciphertext to be input is created by encrypting a
plaintext by arbitrary secret key cryptography. Hence,
the length of the plaintext is not particulariy limited.
Additionally, in this method, if cne of a piurality of
organizations to decrypt and shuffle ciphertexts has not
correctly executed these operations, it can be‘specified
by the organizations which execute encryption and
shuffle in cooperation. However, a third party not in

cooperation with the plurality of organizations cannot .
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10 1014). However, any third party cannot verify it,
unlike the prior art (1). Disclosure of Invention
Problens to be Solved by the Invention In the prior
art (1), if one of a plurality of 15 organizations to
decrypt and shuffle ciphertexts has not correctly
executed these operations, a third party can specify
it and prove that the specified organization is
unauth d M _t he ther an this nethod

oL T ERaBraeeeernit ronben BFTa orpRe) e e rEate
ZQH '@fﬁﬁgrtthtgg ?r%?r nart (2), the processible

rtex

| engt h is not limted. However, there

is a problepnd Ill"ilatox}éc &0l J‘?ss}ﬁﬂ”vﬁll'lt %eOfdescrlbed with

organi zations to decrypt an ffle ciphertexts has

net re@iheet by 2§ qexecut gt hesenapenat raRsreany third
party can specify it by itself. It is an object of

t B ephesentini BYABEIORNEO s4mal ey ast Bhedmparhgtt f the
speci fy an unauthorized organization when decryption
apdishubiite (af ekpbert ekbs zarnendopeahbytaxpl w0k tpyobe
organi zations. It is another object of the present

i Avnemtti.on InSatdiéiiom nahe shéskimutabndneomypheéohengt h
of a ciphertext. Means of Solution to the Problens A
paprieciesanesagpar aeus Laceercdi nghes vhethpresshstitution
invention is characterized by conprising: 10 key

eﬁ@ﬁyﬁﬁpéﬁpﬁéﬁﬁshﬁﬁﬁ @ﬁ@?yﬁppﬁgcﬁﬁéeﬁFlﬁ (EFGFﬁﬁﬁﬂﬁgof
S?%E%S.ke%%wggeg?cgg§ k%%r%rgg&% ragn%oeyverify it,
unlike the prioxr art (1).
Disclosure of Invention
Problems to be Solved by the.Invention
In the pricr art (1), if one of a plurality of
crganizations to decrypt and shuffle ciphertexts has ndt
correctly executed these operations, a third party can
specify it and prove that the specified organization is
unautherized. ©On the other hand, this method has a
problem that the processible length of a ciphertext is
- limited.
| In the prior art (2), the processible length
of a ciphertext is not 1imited. However, there is a
problem that 1f one of a plurality of organizations %o
decrypt and shuffle ciphertexts has not correctly
executed these operations,‘any third party can specify
it by itself.

It is an object of the present inventiocn to
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one public key of a plurality of

substitution/decryption apparatuses; data encryption
" nmeans for encrypting given 15 data by one of the

plurality of secret keys of the secret key
crypt ography; hash val ue encryption neans for
calculating a hash value of the given data by using a
cryptographi ¢ hash function and encrypting the hash

e plura

sadErt bt PBRFAoBPYRYI BR CRBRAF k Bou-Fepeki Zhdans for
rpeaLling PLACERSE NG QL L ODU! L1003 PEALILOXL S Bt

Apu ENcryption neans a

| gput tind, bg:gﬁgmg@ag@ wpakgah@zg?iaﬁs. dat a

encryption precedi ng outputs rromthe data

encryption ngansg, J{REHESY BACLYPLIFORLEEAREsARd ikRention
hash val ue encrypti on neans a nunber of tines equal to

S5tbhe1nwAbarcothsubshitHti 8A/ gRCENPL L @AgARPEEak USES;
and output neans for outputting data o%tained by
peogRssi-agtof the repeat means. A consolidating
apparatus according to the 5 present invention is
cHarast effi 2edubyononpr chengranleasr angenent whi ch
receives a plurality of data, verifies authenticity
of each of Gheadatizirand eprpuesusnbygcdatangwticchbis
determ ned as authentic, A substitution/decryption
appapantis1a¥eBEdPRgis10hesacherpredehY FAvRRLFHRTI s

characterized by conprLsin%% data di vi sion neans for
di vi ng each X&VeREREYSC 18R MAEHE d8FacBEqYRALBTi ARG gF @

seorelkey of secrel key. SEVRLOSLEPNYy WhSPobSaohy by
one public key of a plurality of substitution/decryption
apparatuses; |
data encryption means for encrypting given
data by one of the plurality of secret keys.of the
secret key cryptography;
hash value encryption means for calculating a
hash value of the given data by using a cryptographic

hash function and encrypting the hash value by one

public key of the plurality of substitution/decryption

apparatuses;

repeat means for repeating precessing of
inputting a plaintext as a first input to the data
encryption means and inputting, as subsequent inputs to
the data encryption means, preceding.outputs from the
data encryption means, the key encryption means, and the

hash value encryption means a number of times equal to
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cryptography, data encrypted by secret key

crypt ography, 15 and a hash val ue encrypted by public
key cryptography; secret key decryption nmeans for
decrypting the encrypted secret key of the secret key
cryptography by a private key of the public key

crypt ography; data decryption neans for decrypting the

20 encrypted data by using the decrypted secret key to

gefier alepaut BU data hash value decLYpLLan, 18RS L ot

u & “obt ai ne yp

encrypted hQ%%ﬁ%ﬁ!%Eaﬁ% f%ﬂecﬂﬁkxﬁkﬁpﬁeﬁaﬁg Eﬁﬁa&%@?%%y

key cryptogr ash value“verification neans

C@%B%@g%qngt%% @ggrxe edrhashnyal ue with a hash val ue
of the generated output data, if the val ues coincide,

out putting Masibie1UQAGERP LIRS taRd ddcdrda nakuesndo

not coi ncide, outputting hash val ue unaccept ance;
oyt-pekndat aveegyence sgenaratierireanbyf ebmpgesenat ang

a data sequence which contains, as sequence 5
eberanyemennt yhilke eetpivedatapfloraMicghodccdeptanegerisies
out put fromthe hash value verification neans and
waiichenarnieicor nespenti ng theadstnseaofl beingtgensvi st ddta
fromthe sane elenent data of the input data

swhiehcés aedervantdr atyashbfnkifg the el enents at
randomto forman 10 output data sequence; hash val ue

decrypt i on AutERGIGUE G5 SSC YRS POPAgERESafiarg Teing
hash val ue decrypti on _authenticit roof text as a,. .
oFBoFPEeRE SHRPCh [BFGUSS Pl PREMGER: 9aPuBY oFCBRERS LAY
cLerent of, KISDULBAL AN ASPASNGE 43 5 Rt Sadnery o
CgﬁtéhB%@ Bgt% %%%h@h@eekﬁggng QECEB@ k@gubfdgééret key
" cryptography, which is encrypted by public key
cryptography, data encrypted by secret key cryptography,
and a hash value encrypted by public key cryptography:
secret key decryption means for decrypting the
encrypted secret key of the secret key cryptography by a
private key of the public key cryptography;
data decryption means for decrypting the
encrypted data by using the decrypted secret key to
generate output data;
hash value decryption means for cutputting a
value obtained by decrypting the encrypted hash value by
the private key of the public key cryptography;
hash value verification means for comparing

the decrypted hash value with a hash value of the

generated output data, if the values coincide,
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sequence, and the hash values are in a one-to-one
correspondence; hash val ue unacceptance authenticity
proof 20 means for generating a hash val ue
unacceptance authenticity proof text as a proof text
whi ch proves, when the hash value verification neans
out puts unacceptance, that the output of unacceptance
is authentic; and 25 output neans for creating an

aut hentjcity roof .text fr t he hash val

GEOTEPE FER 2 Ren T EE A CEPBor Yokt Sand £ ha hakh 4 i

u c aut h . Cl - )

R T S R N ST
data sequenccpytPUhchr ofbLBRCOULRHE HRIBn AEgHENEE:
generation nmeahs. A verification apparatus accordi ng

t QetBEat Onpr £5€8L a1 BUENELOA 81 ERALBEELIAZEhDYsequence
conprising: hash val ue decryption authenticity
verbhigat| obnanse f okt yet | iyt H0Lbhabh Bcldest yes esthdwasts
val ue contained in a hash val ue decryption

aghbpoti €roy tpeobésk exdleoi net tescak 1 dn andwash arad uerich
obtai ned by 10 decrypting an encrypted hash val ue of a
certatoretependingfiana i apouse daf abstguepees raped tfwom the
hash values are in a one-to-one correspondence, if

t hamhashenahtiedatdi @i tee hppuardaia $ERUOMEt GRiohe
correspondence, outputting acceptance, and if the
hashfoanbgsshret hbtgi Bhe hel aBephe- 2b-baedom to form an

corresgondence, out putting unacceptance; hash val ue
cOFhRY HeR2k? vaFIFF2a%1 on means for, when the

decrypted hash,val ue cqincides wth hash. .V f
cach’ Bl crentar S 86t Bertdhtacleglneatals Y bEEo ineans

- for generating a hash value decryption authenticity

" proof text as a proof text which proves that the hash

value of each element of the output data sequence is
always a value cbtained by decrypting the encrypted hash
value contained in a certain element of the input data
sequence, and the hash values are in a one-to-one
correspondence;

hash value unacceptance authenticity proof
means for generating a hash value unacceptance
authenticity proof text as a proof text which proves,
when the hash value verification means outputs
unacceptance, that the output of unacceptance is
authentic; and

output means for creating an authenticity
broof text from the hash value decryption authenticity

procf text and the hash value unacceptance authenticity
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out putting acceptance, and if the hash val ues do not
20 coincide, outputting unacceptance; hash val ue
unaccept ance authenticity verification neans for
verifying a hash val ue unacceptance authenticity

.proof text as a proof text which proves that for an

el ement of the elenents of the 25 i nput data sequence,

whi ch corresponds to a hash value for which the hash
valye colncl dence erl ol ion Mmans, QUB S onsrat
AR TARC R0 RRY PF tena et ot BYEEPE el kas, pyteu data
AT o e R B ap®l DL (T h accoptance, for

the el enent ;of, dhe:iput, dala  SRYUENCeo idfi nihe hash

val ue decryption authentici verification nmeans
oWtRULS raceeRhaRee Whi Leathethasheqvalueckgir-neidgnce
"verification neans outputs acceptance, or if the hash
val ue coi ncirdenceaneld fdeeaticdn Jreans hkd tatipyt S
unaccept ance whil e the hash val ue unaccept ance
agtheftiicaittiynverbhscabironeredginguthatsaadeeptypaned, hash

~and if the output data sequence contains only data

corlesporditagned ttheaehemknvslaecdptegpbyonheuhashticity
val ue coincidence verification neans and all the
daraofangxiscetheidesewisht pubephgvahaeceptansed Ay

m x-net system according to the present invention_is
cRECEYPEAPZedNh N ESHBERS RgShnEapPEr &Fi pycesfaln element

PRtk R coRar &L uses Ll sangel ! dalhng. pRpar uss ,
LS A0PaL AR Ll SYSLED BAERULIHCL L Abce
and are in the one-to-one correspondence, outputting

acceptance, and if the hash values are not in the
one-to-one correspondence, outputting unacceptance;

hash value coincidence verification means for,
when the decrypted hash value coincides with a hash
value of each element of an output data sequence,
outputting acceptance, and if the hash values do not
coincide, cutputting unacceptance;

hash value unacceptance authenticity
verification means fer verifying a hash value
unacceptance authenticity proof text as a prpof text
which proves that for an element cf the elements of the
input data sequence, which corresponds to a hash value

for which the hash value coincidence verification means

outputs unacceptance, the output of unacceptance is
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publ i shing a safety variable, an area variable of the
public key cryptography, the cryptographic hash

function, and an encryption function of the secret key

25 cryptography, initial setting processing of
generating and publishing the public key of each of
the plurality of 9 substitution/decryption

appar atuses, participation processing of inputting, to
eac

varTaer et bl Ghear DR BPRECES (RETub Te ey Putting
CLIPLOOLARLY. oA des p ELYPLOGLARNL G, hﬁ%;hﬁ%ﬁér?{‘ict he

encryption function e secre crypt ography,

gggg}tw@uﬁ%wa@éeﬁ@&ﬁc@f aige plurality of

rtuti decryption apparatuses, a plurality of

secr et keysa9£héﬁ€i§§€$eHeK§¥m§ﬁ¥ERQHrﬁ@BMs rapd a
plaintext which is different for each participant, 10

abgsasing Lashoointbe Partiisk pANdmaPPas At tis@SiA®at data
out put data to be input to the substitution/decryption
appanehds £Sif cons oha slat vohuprdeesyd hijoof 2 b tipert t 1 agt al |
the .15 data to be input to the

substficdt oo deexypt dobpubppacatpisEsse Wi the atlee hash
obtai ned by the participation processing, to the

conte: | datieideapparae ust et 1 prputedng OWrCWUS putcERioIRCe,
the consolidating apparatus as the input data
seguehcle 20r 3UHER + R Bt FORP SREPTIR | OIF P HerssPagueAns

inputting the input data, sequence and the private ke
SPULRHES pib FRREFIEE y PR bUF aphy 1 e te (fRACCeptanice

sybstitution/decryptiop, apparatuses. and, causing the .nq
if the output data seguence contains only data
‘corresponding to the elements accepted by the hash value
coincidence verification means and all the data, and
otherwise, cutputting unacceptance.

A mix-net system according to the present
invention is characterized by comprising the plurality
of participant apparatuses, the consolidating apparatus,
the substitution/decryption apparatuses, and the
verification apparatus, the system executing

initial setting processing cof generating and
publishing a safety variable, an area variable of the
public key cryptography, the cryptographic hash
function, and an encryption function of the secret key
cryptography,

initial setting processing of generating and

publishing the public key of each of the plurality of
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substitution/decrypti on apparatus to output the output
25 data sequence and a sequence of an authenticity

~proof text, integrated substitution/decryption

processing - 10 of repeatedly executing the
substitution/decryption processing while exchanging
the substitution/decryption apparatus to be used by
i nputting an input data sequence as an output of the

:conEOIL a%yon%ﬁroceSﬁLnﬁ as_a fgrst 5 input data
s&8Y éﬁ& SHHRPWRCERYBR T PRptbPaat as8Guence in  first
.substltutlogkg%%%¥% qunp%%%%%%kgggl%fagn ﬂ%%ﬁnﬁg?E%aﬁach

sequence output mt he nsoli i on processi

I npuU a T: ' nt :

st P PanTdegry ot F DR Br beess ng"f s AR5t par i dzty e
10-8gayancenet brmediababyikr Re8dbPGotography, the
substitution/decryption processing, an outpu¥ dat a
segypreeraphput nhsamriihpakosybshiet vht-eppdeshyptih@bion of
processing is a decryption result, an output data
segdeBeeredt puly Eropregchpsubsthéupibbl dereypbionadh of
processi ng except the final substitution/decryption
ptheepidimglisvanfi pupsogtessodédeypypohonesuparathees, a
authenticity proof texts output fromall the.

- spbesreldtivonfdeerypti baypr oéessengeopet akepnsrEpkography,

defined as a global authenticity proof text, and the
20ndedr ppeiBhcrésunicht he fhipeborbsEodetp bt PARtLCIPANT,
results, and the global authenticity proof text are
oé?ﬁut, verification processing of separating' an

i nput and out put. of ryption

each u% titution/dec yR ¢
appar atus FPG P SA6Cr St FUR PESULE CtRE FRERFEGFEEE £°
d88£¥8§;§gta2§of8§UEL§uta99 the globalgribentieit¥rion

proo
apparatuses,

consolidation processing of inputting all the
data to be input to the substitution/decryptiocn
apparatuses, which are obtained by the participatiocon
processing, to the consolidating apparatus and inputting
an output from the conscolidating apparatus as the input
data sequence,

substitution/decryption processing of
inputting the input data sequence and the private key of
the public key cryptography to one of the
substitution/decryption apparatuses and causing the
substitution/decryption apparatus to ocutput the output
data sequence and a sequence of an authenticity proof
text,

integrated substitution/decryption processing

- 10 -
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i nputting the input data sequence, the output data

. sequence, and the authenticity proof text of each -
11 substitution/decryption processing to the
verification apparatus, and causing the verification
apparatus to output one of acceptance and

unaccept ance, and m x-net determ nation processing of

~collecting 5 outputs of the verification processing

(26, Shbon i) LHPEEPLORe et LD, REBREREL P
HABEE MRS EE 1y s A M8 U e

§§§95thQV€Ptb@nusgacﬂypﬁﬁﬁbgtﬁﬁﬂt naﬁﬁﬁﬁ@t8§ta sequence
ypts a plaintext by’using a sécret key of secrét

k§¥ §HYRLOPLAPDY, tRACEYRES11 AL EBAT ¥PLEEBsKRY Y aafirst
public key, and sends the plaintext and public key to

aigpbst bhuki sa4deseypt ianwappAr ahusnpWt Bathi sedBence in
processing, the limtation on the length of a

ctphett sxbstidubéopraeessgpdiocanpbecekiimgal edan| hnphie
present invention, a verifiable proof text using a
pdbt&cskeyebyeeashpsubstomuthentdeepypiavhon apparas ssng,
is verified by a verification apparatus using 20 the
pabl Lepkeydats sasuefca phupabpeguentor gani zations to
decrypt and shuffle ciphertexts has not correctly
e&@%%géEth@n66@?5¥P5h0nap¥ﬁ??85bﬁGt95053 %b%@??yd??a
and rove that tge s§£0|f|ed 8 anlzatlon i's
URSETRBFFZz8H. BRI ER C DO P PEFOAT8f Drawi ngs 25 Fig. 1

SRt ST - B TLE Lk BLEPRESEEL
sequence output from final substitution/decryption
processing is a decryption result, an output data
'sequence output from each substitution/decryption
processing except the final substitution/decryption
processing is an in-progress decryption result, the
authenticity proof texts output from all the
substitution/decryption processing operations are
defined as a glcobal authenticity proof text, and the
decryption result, the in-progress decryption results,
and the global authenticity proof text are cutput,
verification processing of separating an input
and output of each substitution/decryption apparatus
from the decryption result, the in-progress decryption
results, and the global authenticity proof text,
inputting the input data sequence, the output data

sequence, and the authenticity procf text of each

_11_
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- 12 Fig. 2 is a block diagram show ng an
arrangenent exanple of a partici pant apparatus
according to the first enbodi mnent of the present
invention; Fig. 3 is a block diagramshowing an 5
arrangenment exanple of a substitution/decryption
present invention; Fig. 4 is a block diagram show ng
an arrangenent exanple of a verification apparatus
1

0 di he fi. nbodi r f th .

| AVERET G PGB Ve OB BERCArgrAnt ShbUFndCan: o= Lom
[ i Ci

N T T R e P

€ Seco esen

| i%ﬁ%?hkoghelngégcegtEﬁc Qhacbnghg%%gg#559mgﬁ an

apparatus according to the sécon meht “of the

present inventd oRit HeGerhin®itd ol @t disaghameshewiNgcting
an 20 arrangenent exanple of a verification apparatus

age@pdicRg oo thheveegendaenbadpbrenks8inyheopr esent
invention; 25 Fig. 8 is a block diagram for expl aining

t Bebsphitat iant/det)yypandnFpgoc@sksna bbeekt doagr antfell
explaining the prior art (2). Best Mde for Carrying
OQutsubesl nvditeor act8ptdheegnbotpnehisgodctiet presentnd
invention will be described next in detail wth

r ekbepenWdeet oovhputting unacceptance.

Effect of the Invention

In the present invention, each participant
apparatus encrypts a plaintext by using a secret key of
secret key cryptography, encrypts the encryption key by
a public key, and sends the plaintext and public key to
a substitution/decryption apparatus. With this
processing, the limitation on the length of a ciphertext
to be processed can be eliminated.

In the present invention, a verifiable proof
text using a public key by each substitution/decryption
apparatus 1is verified by a verification apparatus using
the public key. If one of a plurality of organizations
to decrypt and shuffle ciphertexts has not correctly
executed the operation, a third party can specify it and
prove that the speéified crganization is unauthorized.
Brief Description of Drawings

Fig. 1 is a block diagram shcowing the overall
arrangement of a mix—net system according to the present

invention;
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acconpanying drawings. 1 First Enbodinment 5 1.1
Qutline The outline of the first enbodinment will be
described with reference to Figs. 1 to 4. As shown in
Fig. 1, a mix-net systemaccording to this enbodi nent
includes a plurality of participant 10 apparatuses
103, a consolidating apparatus 104, a plurality to
substitution/decryption apparatuses 112, and a

i fi ti , t 9. ..[.Partici t. t
ne Shoun | nreB0PRLaLE Blfr WiRELAR, BRRl ARPaRTLT)

g8 KEN-EOCLYRLLON PaDS, 205 HRLA-CIGLAPLLAD J0EBPSing

val e encrypti on” neans

| . 1
CQB°@BS”E%£§Fegg§8%1ﬁQ§t LEPER @g%%@ BnvEARIOM

nunber roof means 210, out put neans

215. The keyjgncrypLi anpTRaRS 1288 r8RCEKBLIngNanof a
20 plurality of secret keys of sécret key cryptography

b¥rrigbBfcANCeRERbLE KeYalBlnetithe: phpaati iyt obn
substi tution/decryption apparatuses 112. The key

epppyphtoB Heansd2RH absohgenerat esmbo@ineftt ext tioé
know edge of the secret key encrypted at this tine.
Thee26ntaiaventiypti on nmeans 206 encrypts given data
214 by using one of the plurality of secret keys of
secret key FeépyptogsaphploThednagshamakhewangr ¢#pti on
means 207 - 14 cal cul ates the hash value of the given
darsapgensnhgesanet§ppbgr aphar ef hadhl punBPara and
encrypts the hash yalue by using on ubl i c key of
t RECPFE+ari £9 B?esﬁ%g%Ftawgaﬁ%%%ngﬁfig%eaaﬁﬁ%%¥53es
112. The know edge

Iinvention;

Fig. 5 is a block diagram showing an
arrangement example of a participant apparatus according
to the second embodiment of the present invention;

Fig. 6 is a block diagram showing an
arrangement example-of a substitution/decryption
apparatus according to the second embodiment of the
present invention;

Fig. 7 is a block diagram showing an
arrangement example of a verification apparatus
according to the second embodiment of the present
invention;

Fig. 8 is a block diagram for explaining the
prior art (1); and

Fig. 9 is a block diagram for explaining the

prior art (2).

Rest Mode for Carrying Out the Invention
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5 concatenati on neans 208 encrypts the given data 214
by wusing the public key 101 of the plurality of
substitution/decryption apparatuses 112. The know edge
concat enati on neans 208 al so generates a proof text of
know edge of a secret random nunber used for
encryption 10 at this tine. The repeat neans 213
repeats processing of inputting a plaintext 102 as

the first input to the data ry tion neans 2 and.
inputting, ﬁﬁgg Sﬁ@tﬁnﬁgtg% %rﬁﬁgnaa%gven%lon Will

oREn B R BEroReHbant DBEaSyesReFER PehETkaothas
hg%goﬁg slgﬁca¥B%H8§8neans 207, and knomﬂedge
conca

neans 8 a nunber of tinmes equal to the

RE ok @Hgggnbgh%on/decryptlon apparatuses 112. The
0

andom nu know edge proof neans 210
ggngrabg§lggeand outputs a proof text of know edge of
the sum of secret random nunbers used in all the
repeated proeessitng reperfatinengifret dabadimaall! will be
obtai ned by repeating the processing by the know edge
cdeeatrebatii githneafier2f8e TheFoytpul teahs 215
out puts, as a 25 ciphertext 211, data obtained by the
processi ng &fs ﬁh@wnremeéhgneénsazmax Thé esuspem megasding
215 al so outputs data to prove that an authentic
paet kbilpasmagparatusnclegeshaspéncal eyt Aé BRAPREFIRRET

211. [Consolidating Apparatus] The consolid b ng
aéﬁ&ﬁéﬁ@§5f@41P§ce?vé@nspﬁéﬁﬁtéﬁﬁhaBPaFﬁEuﬁl arity of

PRLLLCAPRIL PR URER A0, S o PUELLBRL 211 21
agggrat%%rg SC%%?%tengg%atus 109.
[Participant Apparatus]

Ags shown in Fig.'2, fhe participant apparatus
103 has a key encryption means 205, data encryption
means 206, hash value encryption means 207, knowledge
concatenation means 208, repeat means 213, random number
knowledge proof means 210, and output means 215.

The key encryption means 205 encrypfs one of a
plurality of secret keys of secret key cryptography by
using one public key 101 of the plurality of
substitution/decryption apparétuses 112. The key
encryption means 205 also generates a proof text of
knowledge of the secret key encrypted at this time. The
data encryption means 206 encrypts given data 214 by

using one of the plurality of secret keys of secret key

cryptography. The hash value encryption means 207
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ci phertext 211. The consolidating apparatus 104
verifies that the input ciphertext 211 has been
generated by an authentic participant apparatus and 10
out puts only ciphertexts determ ned as authentic to
one of the substitution/decryption apparatuses 112.

[ Substitution/ Decryption Apparatus] As shown in Fig.

3, the substitution/decryption apparatus 112 has a
data 15 divis on,_means

t k k
v%?%@v%%f?snt ﬁeaﬁ§h 367 U%e%fefﬂgaﬁag%vnﬁﬁ%%ebg using a
know ed ;
GREy BB e ank B IR PR R g vt
I d 1 Efi ti
n§= 558" 4RL 80 enaPE%ﬁdé%atgﬁsﬁé%?éﬁ?F Cheans 314,

09&19&{199{ RoRPALERGE: OGN eéﬁsé POt 8BaNS1 311, Thashn il akege

decryption authenticity proof neans 315, concatenated

dat a-Seshy Pt bAmashhent s Chiyrvipf H0fhaBgNSe B3 batdasiy by
val ue unacceptance authenticity proof neans 318, and

oWt Py ARANSub2bcTReydad R 6lf viisé oplweanst @22f di vi des
each elenment of an input data sequence 105 i nput from

t feb s €SOl bAAtiEagyappan ad pisa A% o¢ s ahbt herThe nowledge
substitution/decryption apparatus into a secret key
302ncatesetien kegnsrydd ogtaphyenehithsis eneeyprext byt
public key cryptography, data 303 encrypted by secret
kieyoel§pyogeaphysear fashr vEPen I0Ze Bndf §Pt BAC BN PUHP§ Eon
ke 5_cr¥ptography, concat enat ed data 305 encrypted

byt ptidi§ ct 1 Rey cryptography a proof text 301 of

know edge of t he ret and a proof

text 306 of ﬂ@ﬁoeaesaaﬁ YBrRSeds &t PPRRBSM AGNEEF S [deRt
t?nSE%%!Bt ConE gggxngOZ as the first input to the data
encryption means 2067and inputting, as subsequent inputs
te the data encryption means 206, preceding outputs from
the data encryption means 206, key encryption means 205,
hash value encryption means 207, and knowledge
concatenation means 208 a number of times eqﬁal to the
number of substitution/decryption apparatuses 112. The
whole random number knowledge proof means 210 generates
and outputs a proof text of knowledge of the sum of
secret random numbers used in all the repeated
processing operations for data finally obtained by
repeating the processing by the knowledge concatenation
means 208. The output means 215 outputs, as a
ciphertext 211, data obtained by the processing of the

repeat means 213. The output means 215 also outputs

data to prove that an authentic participant apparatus
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data. 10 The secret key know edge verification nmeans
307 verifies the authenticity of the proof text 301 of
know edge of the secret key. If the proof text 301 is
aut hentic, acceptance is output. O herw se,
unacceptance i s output. The secret random nunber 15
know edge verification neans 308 verifies the
authenticity of the proof text 306 of know edge of the

SRShCkeR RIS L LLbeqgy ol oxt 900 1
N k d '
Unacsegalse. s kBl Ie secrel key deciyptio

secret key GLyRL0Qranhy by ua’ggraga%i&@wer5%¥i%Q§,oErom
public key cryptography. Tﬁé ta decryption nmeans

3licdeeryphs phileatneyyBkedadalai 33 bypyskagusde 103,

decrypted secret key "to generate output data. The

hask vabyerdegtyptioAnd5tABanst312o0ptpyutstaabash
val ue obtai ned by decrypting the encrypted hash val ue

384thygndsicngatbecppbeyat epkeyat186hat pubbtedkelye

crypt ography. The hash value 17 verification means
3tiphempares2fihe debeypbedohashtyafjuepparaéhushelhash
val ue of the generated output data. If the val ues
cuendifdes hhsh theuénputepinhestestodipubas|peehe

val ues do not coincide, hash value unacceptance 5. is
odeperatTHeL¥oRBaBERALRELIHaPAr BEELYPET 0APRRAAUS 12N
decrypts th? encrgpted concatenated data 305 b

LG TBRF9aPB key 1BRCBLBIFE KeyoERYREOgR SpRYCH IR bt pLt™e
A AL Lt L SN
onkYLQHt PUE : Al B.AR0 0e6LY REEY- GRS enat ed
As shown in Fig. 3, the
substitution/decryption apparatus 112 has a data
division means 322, secret key knowledge verification
means 307, secret random number knowledge verification
means 308, secret key decryption means 310, data
decryption means 313, hash value decryption means 312,
hash value verification means 317, concatenated data
decryption means 314, output data sequence generation
means 311, hash value decryption authenticity proof
means 315, concatenated data decryption authenticity
proof means 316, hash value unacceptance authenticity
proof means 318, and cutput means.
The data division means 322 divides each

element of an input data sequence 105 input from the

consolidating apparatus 104 or another
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data for which acceptance is output fromall of the
hash value verification neans 317, secret key

knowl edge verification neans 307, and secret random
nunber know edge verification nmeans 306 and which are
15 corresponding in a sense of being generated from
the sane elenent data of the input data sequence 105.
The output data sequence generation neans 311 al so
uni ornl he e

ot l&ﬁ?éonZEaﬁéﬁe R g S
3 .

nSenY5r s 3§§r§%%#955§a?ﬁ§ht.c??§”§%{%§?9?§€%33§? chiptie

ogg%ear AR R kR A T R T

b%r?ﬁ%&é?ébﬁg ap HQQEV@E?théeﬁ ¥ﬁ&9§p@édcﬁﬁt§t5§ﬂc|ﬁey
a céftain elément of the input data ~sequence 105, and

t he pashruphyescaneat8nat0nedhfa 0B85 EREFHSHOATBHCLublic
The concat enated data decryption 18 authenticity

pkeef chpansg3iphgener pkesfateepcabenaf ednodatdge of the
decryption authenticity proof text which proves that

t hacdegptydt sdceenchégnated dapaccdHntaknedl® nofakhowledge
el ement of the output data sequence 107 is always data
S5o6btacnet bgndenryprbayseneegptedeconyat epatedtgashed
contained in a certain elenment of the input data
ségidnce 105, and the concatenated data are in a
one-to-one correspondence The _hash valgeﬁunacceptance

aut hent i ci t yffr 66C REahsY3KBOY&REPE 88T ﬁéﬁlQEIﬁﬁaTﬁ
Ua3RO5R RUEE U LCALIELLY, B 00T obk WAL S Pl gYeoat 2

Vehb &h%é&éogf Eﬁ§n§e§}gt'§e§9thfﬁt£ﬁe proof text 301 is
authentic, acceptance is output. Otherwise,
unacceptance is output. The secret random number
knowledge verification means 308 verifies the
authenticity of the proof text 306 of knowledge of the
secret random number. If the proof text 306 is
authentic, acceptance is output. Otherwise,
unacceptance is output. The secret key decryption means

310 decrypts the encrypted secret key of secret key

| cryptography by using a private key 106 of public key

cryptography. The data decryption means 313 decrypts
the encrypted data 303 by using the decrypted secret key
to generate output data. The hash value decryption
means 312 outputs a hash value obtained by decrypting
the encrypted hash value 304 by using the private key

106 of public key cryptography. The hash value
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The out put neans creates an authenticity proof text
108 fromthe hash val ue decryption authenticity 15
proof text, concatenated data decryption authenticity
proof text, and hash val ue unacceptance authenticity
proof text and outputs the authenticity proof text 108
and the out put data sequence 107 output fromthe

~output data sequence generation neans 311. 20

(Verification Apparatus] As shown in Fi he
v‘é?F%ﬁéSPFéﬁna‘BﬁéPétﬁy F09°RESS atlRcT e rw%yeénlawléd ue

verification

e e T
t t t f 4

SeEE VUL A0 SULOSLAR! (0, T | G| 0 MBS 28, 46t

C?ECQB§O§5§ﬁ daga ﬂSErXBEhBDd?gtﬁggﬂ'9%1Mevﬁﬁéé&éﬁ%éﬁ%b

ash va unaccept ance aut enti clty -

VeLi Bufeghton @H@néoﬂggteﬁaéeauagsgta&&y]?@f&ﬁrmm | 914

means The secret key know edge verification means

402-¥ehtEi epet BRCAYLNEAt EShEN L Ohat e S8ELEL0KEYy Susing
know edge proof text 301 bel onging to each el enent of

tbﬁelFpﬂﬁaﬂ@tHe§eaﬁeﬁﬁbli@5keﬁp@fyﬁt@@&éﬁhy
consol i dati ng apparatus 104 or

substi tuti omhdeonypuitonzappargtieacéldenekbtihe peoot 311
text 301 is authentic, acceptance is output.

Qubeewktes @ndstepsancenis oliipltcoTheinecras dojuence
random nunber know edge verification neans 404 '
vetehenss, t pelEeevEPUE afdbin AlRDEECKYDYW@dgenprbdpated

text 306 belonging to each, el enent of the pu at
sSatencer whach| FCFﬁBt%?S%fl%e%t%‘é)"s PSSt hontt o ghe “hash

gﬁ%iﬁ%agéﬁékﬁggﬁlo %eans ?i%ﬂssécrg °£§§tﬁﬁgﬁlé§ge
verification means 307, and secret random number
knowledge verification means 306 and which are
corresponding in a sense of being generated from the
same element data of the input data sequence 105. The
output data sequence generation means 311 also uniformly
shuffles the elements at random to form an output data
seguence 107.

The hash value decryption authenticity proof
means 315 generates a hash value decryption authenticity
proof text which proves that the hash value of each
eilement of the output data sequence 107 is always a
value obtained by decrypting an encrypied hash value
contained in a certain element of the input data
seguence 105, and the hash values are in a one-to-one

~correspondence. The concatenated data decryption
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15 val ue decryption authenticity verification neans
406 verifies whether the decrypted hash val ue
contained in a hash value decryption authenticity
proof text 401 coincides with a hash val ue obtai ned
by decrypting the encrypted hash value of a certain
el ement of the input 20 data sequence 105, and the
hash values are in a one-to-one correspondence. |f
sh,val ues coi_nci in_a one-10-0

h d
O Rl e b ERrane e T8 Shfekar oo nap i ehtnated
t i | j i
Zggﬁgf LBRR e RnoduR by TRECDRSP YR LELEOLRELA R ven
| 05 bt put’
Ssgunssd btk slon erav bt e byl o,

'e%gme§%b§%iEHEi%ﬂﬁ GEr ¥RtLOoBaRRAkrAt ¥§7112. always data
O herw se,  unacceptance is output. The concatenat ed

dabazidear vpt beerguihant Eaktyoveni EbaabtenafeaANga 7
verifies et her decrypted concatenated data
cenhahnedd Aneachertalanentmehtt b€ ouepihpdatdata
sequence 107 coincides with data obtained by
deenyphiceg i0Bhe endr ypeedosoatatehatiedatdatae308 a
contained in a certain elenment of the input data
segeehceoh@5cogme sphadenneat efaeetadht daape wpageeptance
one-to-one correspondence. If the concatenated data 10

celhbPEElaAdvaPECPH AcBRE- B8 ofaNeERFBSpBnb@RRevalue
acceptance is outﬁut.,CIhermﬁsef unaccegtagce IS hat
oUPBGEEPESRCeoRUERENELERENt BTBP Tt hBXF NPt CRi PheTEextR2
sequence 303, an el enent .corr ondi ng.to_a hash_val ue
¢ BRCRRE CRTUNReERFE5REER SE00L FUE Tr oM T Ratht b5l gaton
1gegggn§hqeggeaﬁ%ﬁggkggg|on means 408, the hash val ue
unacceptance authenticrty verification neans 409
The output means creates an authenticity proof
text 108 from the hash value decryption authenticity
proof text, concatenated data decryption authenticity
proof text, and hash value unacceptance authenticity
proof text and outputs the authenticity proof text 108
and the output data sequence 107 output from the output
data sequence generation means 311.
[Verification Apparatus]
As shown in Fig. 4, the verification apparatus
102 has a secret key knowledge verification means 402,
secret random number knowledge verification means 404,
hash value decryption authenticity verification means
406, hash wvalue coincidence verification means 408,

concatenated data decryption authenticity verification

means 407, hash value unacceptance authenticity
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verifies a hash val ue unacceptance authenticity proof

text 400 which. proves that the output of unacceptance
is authentic. If the proof text is authentic,
acceptance 20 is output. Ot herw se, unacceptance is
output. For, of the elenments of the input data
sequence 105, all elenents for which both the secret
key know edge verification nmeans 402 and the secret
random nunber . knowl edge verification neans 404 out put
25 sicideigtadrice mam sattibntang aptderarim inat idet amsdmsition
405 outputs acceptance if all the foll ow ng

C OHH S are : satisfied O herwi se, unaccept ance
s output. - Bot h t ‘%ﬁh value decr pIion
authenticity % ? Tt Foh tion means

d d
et it R N tcyreg (8 The
h@&ﬂ)w\ﬁ%o:‘éee %%'ro tﬁﬁ%ﬁ&e e\ vald Ibel :L%n aneséc ele(r)n%tn@u 54

acceptan ash val e coindi aencé
V%rHef 'ﬁﬁﬁto'?ia'{%a%% A3 RULRLL S Y EEC%%%EnaI ?1% %’ns%ltlﬁgtlng

hash val ue unaccept ance aut hentl city ver catl

MRS r A% Qutzputs s@%%ﬁtt%r&%n/&c(r@pﬂ%% %b@lftatqét @12

sequence 107 contains only data cofrespondiing to

elienemies paceaptestbBoting sseerekenkey:, krowkeddee is
verification neans 402, secret random number

k oovipedtge erhicfrivd atel, onneearpt4dde drdchaghtval tBe secret
coi nci dence verification neans 408 and all these data.
15 ahgper aviroe rokniileNge Spstidifcakiost meanist YW verifies
setting processing 100 is executed in which a safety
v&FicaBEET s&n Taneamy abingsire kopw lgdbki erikey text 306

c r.aph a cryptographi c hash functi on,
%%Ro %1n% %o eachygle%en@ of the input data seguence

105. If the proof text 306 is authentic, acceptance is
cutput. Otherwise, unacceptance is output. The hash
value decryption authenticity verification means 406
verifies whether the decrypted hash value contained in a
hash value decryption authenticity proof text 401
coincides with a hash value obtained by decrypting the
encrypted hash value of a certain element of the input
data sequence 105, and the hash values are in a
one-to-one correspondence. If the hash values coincide
and are in a one-to-one correspondence, acceptance is
ocutput. Otherwise, unacceptance is ocutput.

The hash value coincidence verification means
408 outputs acceptance when the decrypted hash value
coincides with the hash value of each element of the

cutput data sequence 107 from the
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and an encryption function of secret key cryptography
20 are generated and published. Next, initial setting
processi ng 320 of the substitution/decryption
apparatus is executed in which the public key of each
of the plurality of substitution/decryption
apparatuses 112 is generated and published. 25
Participation processing is executed then in which

h of the plyrality. of particj t 103
raterues iReh/Eaferyt ari SBParetRE wH e varian o1

e e e Gt
CHUELORE PRI by YLD (B BLoRPE D, sife pbvraliiice

thE@hEEyd%Ery§E%SC5S c&@¥§a9£d3§%§ﬁtcgﬁﬂained in each

cryptography a pl ai nt ext is different for

ea¢hrpakt bei PABt APPAE AliHEa 103t onc8eNST k61 flat @e § 0w DEN
output to the substitution/decryption apparatuses

t RReHIBLERene@0PFOHEdal L DUngPPRE A NST 1P¥ed Abdntdtectiat &

obtai ned by 10 participation processing are input to

t Bateon86! cdatahgedppar at usr18in aatecems ob f datedi nFire

result is output to one of the

sdbsti satiientdetPpt hod bppacancsesndied dstatdes | Fpud

dat a sequence 105. Next, substitution/decryption

ppoeessirpgei sorigspseésned- | n1hhteh eaepabinifrd data

substitution/ decryption apgaratuses 112 receives the

i APURCHdPacBBRERCEN 1B5CRRATLOT PRS pFPYEE TPRRYCAY® of
enerates the output data

bl i k -y pt h d
SBGEEREEN 67 ANAUTREL s eqtBHEETL0F  { Ha TR RERIT I 15

PLEBEAEC" G499 8 chD! S LIRS (0 28! IMAL: dBiherten:
sequence 303, an element corresponding to a hash value
for which unacceptance is outpuf from the hash wvalue
coincidence verification means 408, the hash wvalue
unacceptance authenticity verification means 409
verifies a hash value unacceptance authenticity proof
text 400 which proves that the output of unacceptance is
authentic. If the proof text is authentic, acceptance
is output. Otherwise, unacceptance is cutput.

For, of the elements of the input data
seguence 105, all elements for which both the secret key
knowledge verification means 402 and the secret random
number knowledge verification means 404 output
acceptance, the authenticity determination means 405

outputs acceptance if all the following conditions are

satisfied. Otherwise, unacceptance is output.
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substitution/decryption apparatus 112 is the input
data sequence 105 output fromthe consolidating
apparatus 104. The input data sequence 105 input to
each succeedi ng substitution/decryption apparatus 112
Is the 25 output data sequence 107 output fromthe

i mredi ately preceding substitution/decryption

~apparatus 112. The output data sequence 107 out put

f the fi |l - 23 bstitution/d tior t

T 00 LRy PRSP SRS BLL o oparat s

S549ReE 107, OHb AL LRTLRC - HBRLLLAAL epLTgs Lo
bstituti / g - at i

PUBELEHL BN OGELYRLL00, 083c 235142 heedl a7 oot

ess ecryption resu

| f 108 output f Il th
SERSPPEO P81/ decrypt | on appar at uses

on/ decryption apparatuses 112 are defined

agzd ghebakauthenti ebiucpheAtet @Xti ridhei d8CHKRhEONOS
result, in-progress decryption results and the gl oba

ahiRgtisChtyeptaatet ext- @ane BHbRUValtBecd@ncidence
above-descri bed processing is called integrated

sybstirt ybhitophdrerypt L0B pnopessi ngac¥epténcat wbmle the
processing is executed then in which the input and
outpht vaflueachacsabstinteat rohhdetigptiyomeapparatisnimeans
are separated from 15 the decryption result,
i AOPr ogkpvssdecegptirbAceresults and the gl oba
authenticit¥ proof text, the inﬁut data, sequence 105,
oufputhgaputpaguente $67ucERE alY heARFELRy Opl¥ofateéxt
108 in eacH,substitgtio /decréption gggagatgﬁ 112 are,
| APGFSFEOPRE Fel Pf FC&t PORTERPEr PSP 19, Enti EhE®3d ¥
verification apparatus 109 _out S a
b

u%g8géﬁ?gﬁc¥?r. ipﬁg%OBePs?ﬁFngp?bngégggésggﬁagﬁsnum °r
eXRGHL 8ok Whi ¢ LheKeRELhGalben RRACRSEhNYalgaUl LS

coincidence verification means 408 and all these data.

[Operation of Mix-Net System]

First, initial setting processing 100 is
executed in which a safety variable, an area variable of
public key cryptography, a cryptographic hash functioen,
and an encryption function of secret key cryptography
are generated and published. Next, initial setting
processing 320 of the substitution/decryption apparatus
is executed in which the public key of each of the
plurality of substitution/decryption apparatuses 112 is
generated and published.

Participation processing is executed then in

which each of the plurality of participant apparatuses

103 receives the safety variable, the area variable of
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for all substitution/decryption processing operations
are collected, if all results indicate acceptance, 25
acceptance is output as the entire system and
ot herwi se, unacceptance is output as the entire
system The partici pant apparatus 103 can use, as the
- 24 first input to the hash value encryption neans
207 a random nunber, a date/tine, or a val ue unique
m x-net session, or data which conbines tgese

to a
VRrhad? KRY sauPeoeRaphYr nEhs, arapEReEenn: Cehas

Th be d hed
“%%%%#9ng e R BB Sl F sl bE SERTRE RN

b
oFadpogTeaRye ehe PR AN e LB LECAUREC ML (1 BPat ey of
fgﬂ%&g%@u%qogvd%%gggklgﬁyangggeggéehx12an9 dectel(y of

be "a decrypt ction n this case, e ihdicates a

S%@E@Etkﬁé %oerse%§%g @t enGhYBLL-apne!r HRET¥Phistatext
L be the nunber of bits in the range of the hash

fuﬂ@EhOES andrbrbett fer BuERepaotibipsnef appkeytot 803 to
encryption function of 15 secret key cryptography. The

nyeberadt Bits @b @ei sutbatges than L by at least 5. L
is called a safety variable. Equation X = [x] G
r epbesentis ibhatdeXrivptann repekdtpeeat thfo@bnthhe
elliptic curve. Wen the addition s%nbol "+" is used
f opnaopoidatiog ebpasktipt 18420 Bbtvehe| dafadplehderednty
operation on the elliptic curve. The m x-net system
oPatkéCHPasent PHPERESHAY aﬁﬁléHPEBntBrBE@S§0%501ldatlng
ci phertext with an arbitrar ngtE and ows
CRPPApaPEy 104 G8F FYnFRAE fhee G?aFF?VEL S Sutpuc to
SgRE LEULReNSE %%%h%98n988%£§£%§8% abP&BRLLLST PRI o
the input data segquence 105.
Next, substitution/decryption processing is
‘executed in which each of the substitution/decryption
apparatuses 112 receives the input data sequence 105 and
the private key 106 of public key cryptography and
generates the output data sequence 107 and the sequence
of the authenticity proof text 108. At this time, the
input data segquence 105 input to the first
substitution/decryption apparatus 112 is the input data
sequence 105 output from the consolidating apparatus
104. The input data seguence 105 input to each
succeeding substitution/decryption apparatus 112 is the
output data sequence 107 cutput from the immediately

preceding substitution/decryption apparatus 112. The

output data sequence 107 output from the final

- 23 -




10

15

20

25

25 apparatuses of a plurality of m x-net participants,
the wverification apparatus of a verification

organi zation, and the consolidating apparatus of a
consolidating - 25 organization. Let m be the nunber
of substitution/decryption apparatuses, n be the
nunber of participant apparatuses, SWhbe the jth
substitution/decryption apparatus, and U be the ith

7 FF%;;;,&%&;@«ggci‘%ﬁ%génof&%a1551:2%g'fz i RS ofEE R Pion
c .
orcEheter | %?ezEaneag%e%%hivlnggfﬁp h rEeTr e PO tacn
0
cAPEbFit 8518P(5863%'E’H°% e Fe§9éx‘3§9?83 of 19, Ffnal
HBBB @%t 8H/§?E§¥§t18ﬁD5 E&ragﬂ 199'99 ngfﬂ ﬁro?ress

Its romt -coordinate o

FBécEgE@EoE-rEBuEE'S @Héeauéhgﬁt§b£€9 pgéaaptsxﬁg 168

Is gl e bit sequence e of L bits, 15 sets e in

tBEthbukowebnbhl S eﬁetBabgtgegtﬂbﬂaa@ce§ptm@n pebALaDhses
the elliptic curve, and pads predetermned O to the

remai Airegdbifi sedl kisi 8 ghepkedawhréhel.catpopnbof hawkng
such an x-coordinate is present on C. If no point is
prasedecri/beipaddenglis thapgedressadeordahten2oesmihs
predet ermi ned procedures, and the processing is
eredutbd ghbtbklsavhhantxctbwr dinafetestfauadovhpret. | fThe
a point on Cis found, it is defined as 1l(e). Since

t ReovE-Hewer iBPEsPEPCERE1IRICHEr ARAALE SRLEAEABBN

(1F(e)) . always continue to be e, ' ,1F(e) = e holds
OBUPBLSFHE 195/ ARATYBE 1PN BEARSPALART iy mapping. 1.3

Detai | ed EX%%%f%lcatlon processing is executed then in
which the input and outﬁut cf each
substituticn/decryption apparatus 112 are separated from
the decryption result, in-progress decryption results
and the global authenticity proof text, the input data
sequence 105, output data seguence 107, and authenticity
proof text 108 in each substitution/decryption apparatus
112 are input to the verification apparatus 109, and the
verification apparatus 109 outputs acceptance or
unacceptance. Mix-net determination processing is
executed in which the verification processing results
for all substitution/decryption processing operations
are collected, if all results indicate acceptance,
acceptance is output as the entire system, and
otherwise, unacceptance is output as the entire system.

The participant apparatus 103 can use, as the
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The first enmbodiment will be described in - 26 detai
wth reference to Figs. 1 to 4. [lInitial Setting] An
initial setting organization for initial setting
determ nes and publishes, by using the initial 5
setting processing 100 inplenented by a conputer, a
bit length A of a plaintext, the safety variable L,
the prinme nunber g whose bit length is larger than L

o5t pbtaonaEchoRthe, BEalr uohie. RACHYPRAGE: ShePhsht]: @
the 10 outpyt. bit.] th L, t Kk
CPIBHoBr HORy hei R AT Rey R (-t Fe'F ohgt Mt SHgno @

dgg%g?&g?QtEEESB'OB QQES]&hlé dcoﬂﬁ% Qt£§Qs£u9§1u8§ in

etre Cryptograp unction

25@211&&8@ 8o H“ oSEUYEREE, i ihpL bits to a point on G
and mapping c froma point on C 15 to a bit sequence
whth LyBtLsiohhe prime nunber g, the elliptic curve C
wth the order g, and the point Gon C are the area
functions ofthkheocpublice keyber yekagwaphybe Bekbtiibkd
Setting of Substitution/Decryption Apparatus] Al the
skbsbwt ut .en/ Heshypt benaappapabyseshi20hddR? Executen, ¢
the next initial setting processing. The initia
sket BngrimmansuBRer( Fighe3ani aléaphiof curve with an order
substitution/decryption apparatuses S fjl (j =
19.. G, b auppivEnPy Sel eeesed (prhoade ﬁ@grnggl&@)functlon
EZ/ qZ at random and saves the private ke in
39ESFPFE?Foh?ﬁeEFyBFP%ﬁapbsraﬁﬁgrg?ﬁéeh I?eaﬂdSé?%ﬁPtlon

|t|aI %hk neans 320 enerates and ubllshes

?BBB Fenkey j Y25%13%] TRIFHRCT R T SFCERt iRy O Pe

283 %20 Inc%agplon Zr decryption. Let L be the number

of kits in the range of the hash function, and L be the
numper of bits of a key of an encryption function of
secret key cryptography. The number of bits of g is
larger than L by at least 5. L 1is called a safety
variable. Eguation X = [x]G represents that X is an
x-fold point of G on the elliptic curve. When the
addition symbol "+" is used for a point on the elliptic
curve, it indicates an operation on the eiliptic curve.
The mix-net system of the present invention,
which can process a ciphertext with an arbitrary length
and allows a third party to verify includes a plurality
of substitution/decryption apparatuses, the participant
apparatuses of a plurality of mix-net participants, the
verification apparatus of a verification organization,

and the consolidating apparatus of a consolidating
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substitution/decryption apparatus S(') uniformy
selects r(')EZ/ qZ at random and calculates y (i) =

Hash (G [r(3)]XcD) 01 _ ) _(j) (j) arOyr nod g 5
and publishes (') and a(7) as a zero-know edge proof

text 321 of know edge of x(') . [C phertext

Generation of Participant Apparatus] For i 1,...,n, a
partici pant apparatus 103 U (Fig. 2) deternm nes a
pl aintext 102 M _having the bit 10 length A As the
f IS EEL 10T, &8Eh Tpaft it PpQHPbFﬁwT% _apparatus 103

i % CFpAHERETOf appar at u
SRy TR a 08 e aBR g hiab Y G PeureF PRERsT of
! 1.). i - bi h iCt tri. Ki , Ki' , S
B T Nt o TR M

f QL= , i .

ey e T A R W o )

(" ’t"hﬂb%ﬁi( Agdakl2)l1 . (") of Z/gqZ and a point El
oﬁbé ét randoﬁF%Thgn, the key encryption neans 205,

data encrypldtonFmeansnd06o-bashmyphufgeneeNpPhhointegral
means 207, 20 know edge concat enation neans 208, proof

t extlueoblfect bans weansp2@8r prothegebeiptiencoeassc, ¢

210, and output nmeans 215 execute the follow ng '

pbecessijegt21® meppahgdifyomna phéntrdertbé gliiphic curve

(m1l),..., and 1. As the arbitrary character string, a

r &ndem inSeguaberalaenafbér biihsquendo®Pa- dEskeohdent ity

date/time is sonetines_sel ected. o
mapping. Both ® and ¥ can be calculated efficiently.
A detailed example of @ is mapping which sets e = ®(E)
upon being given a point E and employs L bits from the
x—~coordinate of the point E. In this case, a detailed
example of ¥ is given the bit sequence e of L bits,
sets e in the L lower bits of the x-coordinate of the
point on the elliptic curve, and pads predetermined 0 to
the remaining bits. It is checked whether a point
having such an x-coordinate is present on C. If no
point is present, the padding is changed in accordance
with predetermined procedures, and the processing is
executed until such an x-coordinate is found on C. If a
point on C is found, it is defined as W {e). Since the
L lower bits of the x-coordinate of the point (¥ (e))
always continue to be e, © +W{e) = e holds obviously,
and @+ is an identity mapping.

1.3 Detailed Example

The first embodiment will be describked in .
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~ Encryption Means 206 el

When a random nunber is used, the participant - 28
apparatus can confirmthe presence of its plaintext
from the final decrypted text set. Wien a nunber
unique to a session or a date/tine is used, it can be
recogni zed that a ciphertext used for another session
is not 5 reused. ..Encryption Processing by Key
Encryption Means 205 cif To encrypt a secret key ei
the key encryption neans 205 obtains Ei(j) which
sQFF§#1e§1§thffﬁrFDCFEEP)F}GSané €al dul ates 1i1 171
() fi1 171 ti) Ki ,KL ( [r[1].] X, [r[1]i ]G + Ei
)[%ﬁét&ﬁicﬁﬁﬁFFBHSresult is input to the output neans
215. Secr et §%¥ Kn mAe%%e Proof _Text GEne%ation.t. 1
Processi ng éﬁl cPf 09 PEIREZGS L5 ,ﬁr{fPlzla

K131, is ' 31.'S. L. 1jpt, Ti.Ap1i).
Oy 88 Spttyc®, By b il s
Lo Hhllpaopiegi L el culctpante o buc
Meanstio% Hata @&Iﬂﬁ%i@,gjt?ﬁéicf%%ﬁé?{@é’ri%lae L, the

31 } and 25
prime number g whose bit length 1s larger than L by 5,
the elliptic curve C having the order g, the point G on
C, a cryptographic hash function Hash() having the
cutput bit length L, secrét key cryptography using a key
with the length L, an encryption function encle] () and
decryption functicn dec{e] of the secret key
cryptography, a function W () from a bit sequence with L
bits to a point on C, and mapping ® () from a point on C
to a bit sequence with L bits. The prime number g, the
elliptic curve C with the order g, and the point G on C
are the area functions of the public key cryptography.
[Initial Setting of Substitution/Decrypticn Apparatus]
All the substitution/decryption apparatuses
112 execute the next initial setting processing. The
initial setting means 320 (Fig. 3) in each of
substitution/decryption apparatuses Sm (i = 1,...,m)
unifeormly selects a private key 106 XHMEZ/qZ at random
and saves the private key in the substitution/decryption
apparatus Sm. In addition, the initial setting means
320 generates and publishes a public key 101 Xm=[xm]G.

The initial setting means 320 in each
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(7) 0+11 j+1) (j+1) {j+1) {j+1) enc [ei | (K , K ,

ci , Si Is; fj+1) 1;+) (j+i) Ti , Ti Pi are

cal cul ated, and c1131 is input to the output neans --
29 - 215. Hash Val ue Encryption Processing by Hash
Value Encryption Means 207 (j) | (j) (S , Si 5 (

Lr[21210)1X(j), [r[2]i(j)]G + 111 (Hash (K 17+1) K I

(j+1) , C (1+1) / 511+1) , Si ' ~ (j+1) , T(j+1)' 1k
11 Ti' 1j+1) , PL (j+1) .. al cul ated to input
S julsfiutiog/ e@f)yptté%ép@@trﬁﬁfmwéanéﬂmf@mly selects
Knowl_edge Concatenatio si.ng by Know edge
O&ncgtze/ggtla&n ISR 26‘ f@ (J*F 25 )5’% T. {j)? [r[3]

IJ)]X(#ﬁ(T7r4%4h&%) HNT (j+1) ! I is calculated to

I nput he out put means 215. Random
Nunber NnomAemge Pﬂm ﬂ 8 t _Generation 15 Processing
by KnomAedge Concdt ehat'on Reans 208 () () ) {1)

Uéh#JQUHﬂﬁ%ﬁéﬂ { xﬁéﬁ‘(fwsgs(g' %o—kﬁbwie§5e'§&50f text
321 of knowledge of %"
{Ciphertext Generation of Participant Apparatus]
For i = 1,...,n, a participant apparatus 103
U, (Fig. 2) determines a plaintext 102 M, having the bit

length A. As the first data 214, each participant

.. m#)
apparatus 103 U, generates data containing CJH = M,

1
Ti'W) = 5, and arbitrary data 203 (each containing

. \ . (m+l) {m+1) - (mtl)

arbitrary L-bit character strings K.l ; K; , Si R
(m1) (w1} ) o ,

Sifm , and Pim+ ) {(processing 200). In addition, for j

1,...,m, a key generation means 204 uniformly selects
elements r(11,”, »121,”, 131", r141,”, and r151," of
Z/gZ and a point E;ﬂ on C at random.

Then, the key encryption means 205, data
encryption means 206, hash value encryption means 207,
knowledge concatenation means 208, proof text collection
means 209, proof generation means 210, and output means
215 execute the following processing 213 repeatedly in
the crder of § = m, (m-1),..., and 1.

As the arbitrary character string, a random
number, a number uniqﬁe to a session, or a date/time is

scmetimes selected.

When a randem number is used, the participant
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() {j) () {j) ai =r[5]i - y'i r[3]i nod q are
cal culated, and the results are input to the proof
text collection nmeans 209. .20 Collection Processing
of Secret Key Know edge Proof Text and Random Nunber
Knowl edge Proof Text by Proof Text Collection Means
209 The secret key know edge proof texts yi(j) and a
i (]) and the random nunber know edge proof texts y
'ij) 25 and a ' }(]j) are collected to generate a proof

t@?PaW@FUF SRyt Fppfefy_@pf PFeEency, oglltsYplalntgxplfrom
IS outp r oof

Lipe $izal chgryBrhduteiy o6 b ﬁ%ﬁn@ngﬂé{)%nawﬁaﬁg to a
210 The eI enent Z |s n| formy sele
at° SPEndm® Tﬁed%[%?%\#"ﬁg léntu FS‘ ra dSﬁi“n ﬁbé?cogmm
I P
par}ﬁ‘tegg?« ?h%%s%%f iRs f%%&na@ﬁga%@%%foﬁﬁgt %“a"i‘?
, Ti Ti ,

ki, , Ci , Si Si' o,
(0)18) 3 (0) = r[4].10) - Y' 10)ZJ 1mf[3] (3) fmd q

i -(Qﬁln&@ pfPdn Phocedyi %};9@ MY 2
OJtput ans 215 (7) 0) j) (|) 0) W Data 214 (K.
, K", ci ToSkencEyipt a é@cnefﬂkey|% 'genpeaked from
the inputs K (j) and Ki' (a) frU?mthe key
encryption means 205 obtains E,” which satisfies
ei(]’) - @(Ei(j)}
and calculates
{3 (3) (5 ) (3 {3
(K, K') = ([r[1],71x, [r(1]1G + E )
The calculation result is input to the ocutput means 215,
Secret Key Knowledge Proof Text Generation Processing
by Key Encryption Means 205
v(ﬂ - Hash(KJﬂ,KJ(ﬂ,cfﬂ,S}ﬂ,S.“ﬂ,T}ﬂ (3
[ria1:”1x")
and
_ vi(])r[l]i(ji mod g
are calculated, and the results are input to the procf

text collection means 209.

Data Encryption Processing by Data Encrypticn Means

206
e;ﬂ = @(Egﬂ)
and
CJﬂ - enc{e;ﬂ](Kﬁﬂ”,KiH?n,c;ﬁn,S;ﬁ”,si”ﬁ”,
Tiuﬂ}fT}'[%”' Piﬁﬂ:}

: @,
- are calculated, and ci] 1s input to the output means
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encryption neans 205, the input clWfromthe data
encryption neans 206, the inputs Si(p) and Si' (1)
fromthe 15 hash val ue encryption neans 207, and the
inputs Ti(1l) and T1'Q fromthe know edge
concat enati on neans 208. |If j 1, the data 214" is fed
back as the data 214. If |j (1) (1) (1) (1) (1) (1)
(1) 1, (K, Ki', ci , Si 'S it ., TP, Ti' ) is
output as the ciphertext 211. 20 That is, the
paiti-ci pant apparatus 103 U (1) (1) (1) (1) (1) (1)
(1} sends_the ciphertext 211 (Ki Si'
, T|Has?uVa;u%n@n?ﬁépbt%%fPt%&?sﬁ#?%)byFﬁiﬁh Y%ﬁt%e
nsoI| ati ng apparatus 104 of the consolidating
E&ﬁl gﬁogn%eafélﬁﬁgrtext Vérification by

Consoll avu g Appar Bor ,

consoll atrng ﬁ%par ﬁu@i g} Vet %I@S Ghé’&? % ?ext
for the entire dataFah@ G@ﬁtlrnﬁ éhats y 33 TC@) {1}
(1}(1) P) (1)(1) ' Pbit%Kl} Ki““i ci , Si
, Sit o, T, T, T[a”(og]?@ i) + [y, 1(0)]G holds.
The proof text for the ehtire data is sent to 5 the

veki bagatilaneappar ahpst189 (1§ b UNOGRSHUM nktd)s 215.
For only i for which it can be confirned that t he

prookndexéddel dsncqddgnddlod Ihrddgs£ikdy (By Knlgwl(elggd 0)
Ki ki', G, S , Ss", Ti , Ti"'"Pi ., Pi issent to
t Rentatshasubst MeahsoAl8ecryption apparatus 10

rocessi 10 In the e a e sho in Figu.l, five
(P 7 Tody 1N & By tr[3]m]G &y

. . (3
is calculated to input ’I‘i ,T; ? to the ocutput means 215.
* Random Number Knowledge Proof Text Generation

Processing by Knowledge Concatenation Means 208
) i 5 I T O GG i
y',) = Hash(X ,K' ,c ,S ,8' ,T ,1,'",

i i i i i i
(]1'

(rrs1”1x”)

and
(3} {j fj i
a'.3 _ r[5]‘n _ v"”r[B];n mod q

1 1 1

are calculated, and the results are input to the proof
text collection means 209,

Collection Processing of Secret Key Knowledge Proof
Text and Random Number Knowledge Proof Text by Proof

Text Cellection Means 209
O
The secret key knowledge proof texts yi] and
) 3
aij and the random number knowledge proof texts v‘.]

(3) {3}
and a'i3 are collected to generate a proof text PiJ =
(3) )
[v, pa, v

1 1

{j} §1] ) 5] . .
! ],a'ij}. If 53 =1 (PiJ), it is output as

i

" part cf a proof text 212.
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data are input, and four data are output.. The nunber
of ciphertexts decreases fromthis point. The nunber
after the decrease is also represented by n. The

ci phertexts are assigned nunbers i =1 to n. In the
follow ng 15 description, (7) 0) 0) (7) (7) (7) 17)
(j) K, Ki' , ci , S , S" T , Ti' Pi is generally

~different fromthe above-described val ue except when

= 1. [Shuffle and Decryption of G phertext by 20

J (
SUbSEFPEEF BRI DeRY yBEPOh FppaFatte} MseRuedtially for |

=1,...,m the substitution/decryption, apparatus.112
S(j) executé@“i qmﬂqgmﬁ[ﬁgicanuBéﬁgoﬁsa Bl?ormly

SSpkPaEEs i1 r%ﬂ?@fﬂ??iﬁ%@igﬁ%@%ﬁ%ﬁ?gﬁ%%%t BeRcRToer
1 i.ni key. 30
105 ROULALNL NG NS, SSLYBLEds2CThel pHeY; 308, 0ou g par

evi as a“Secret key Cipher

SEET et K g%@ygggg[aphy - 32 Ijl IW K , K the

encrypte ata 303 gabbreviated as a data ciphertext

in Fig, '3 —(fdsiCx "5r ¥ ertrypt ed:Hashyalife 304
(hash vatl ue ciphertﬁxt‘in Ftg. 3) ¢ji ,W Si , S

[r[4]: ]G)

o {0) . r[4hm _ v';m2j=1m r[3hﬁ)mod g

i
{0) {0} (6]

= Iy, @

P

1 1
* Processing by Output Means 215
i {3 i i {3) §)] 3 ,
Data 214' (K, ,K/'",c, ,8,7,8' ,T, ,T,'") 1is

. {3 i
generated from the inputs Ki} and K’ " from the key

. ' . 5}
encryption means 205, the input ci] from the data
. . il 4
encrypticn means 206, the inputs Sij and S’ " from the
. . )]
hash value encrypticn means 207, and the inputs Ti] and

i)

{ . .
T, from the knowledge concatenation means 208. If j

# 1, the data 214' is fed back as the data 214. If j =
1, (K;n,Ki“”,cju,S}”,S H”,T}”,TJ(“) is output as the
ciphertext 211.

That is, the participant apparatus 103 U,

. ) i) o m o (n
sends the ciphertext 211 (X, /X' ,¢ .5 5" ,T, ,T," )

i i i
and the proof text P;U,Psm to the consolidating
apparatus 104 of the consolidating organization.
[Ciphertext Verification by Consolidating Apparatus]
Fer i = 1,..., n, the consolidating apparatus

104 verifies the proof text for the entire data and

confirms that
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t he fol |l owing ‘ff

i the encrypted concatenated data 305 (abbreviated as -
a concatenated data ciphertext in Fig. 3) W10 Ti ,
lj1 , Ti 15 and the secret key know edge proof text
301 (abbreviated as a key know edge proof text in
Fig. 3) and the secret random nunber know edge proof

text 306 (abbreviated as a random nunber know edge

proof text in Fig. 3) {j! P. 1 The input data
sequence @105 is divieded int Qntha el enents S,GM to 306
by the” dat a~ di¥$2(%n deans €3225; TR T T
substitution/ ec[w @n apparatus 112 S(j) execut es

q g&% IO[o allé} (i =201, .. , n
g Secr et key know edge verifi catl on neans 307

ShtEe s 151 (7) L) () 1) ()0 vl C rash
E?: ’Cj 1 ]KI T%e %r%lfg 'Fhe segrrettyreaﬁé}%mrﬁg%g]ﬁxgjs stnt J_CO
k% %@ggf\i?gltanga*aggargeaes1@@8 %%‘f' wﬁﬁ,’%cé%%i‘(‘%)-no)
'ng onily i, £33 whikn(it €hh ﬁb)conflrﬁed tgat tﬁe proof
text holds,
Kim'Ki,mfcimfsimrsi,m’T.m!T.,m’Pm_’P.m
is sent to the firsi substitution/decryption apparatus
{(processing 105). In the example shown in Fig. 1, five
data are input, and four data are cutput. The number‘of
ciphertexts decreases from this point. The number after
the decrease is also represented by n. The ciphertexts
are éssigned numbers 1 = 1 to n. In the following
description,
Igm,&'m,qm,sﬁhsgﬁqunT;”hPf]

ig generally different from the above-described value
except when j = 1.

[Shuffle and Decryption of Ciphertext by
Substituticn/Decryption Apparatus]

Sequentially for j = 1,...,m, the
substitution/decryption apparatus 112 Sm executes the
fellowing calculation and verification.

The substitution/decryption apparatus 112 S
receives the input data sequence 105 containing the

encrypted secret key 302 (abbreviated as a secret key

ciphertext in Fig. 3) of secret key cryptography
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[c T]X+[v'i ITi ) For i for which the equation does
not hold, the data is not added to the final output
dat a sequence. The nunber of ciphertexts decreases
here, too. 5 The nunber after the decrease is al so
represented by n. The ciphertexts are assigned
nunbers i = 1 to n. The secret key decryption neans
310 inputs E W= K itj) - [ 2/x(j) | Ki(j) 10 The
data degrypti on means 313 calcul.ates ei(i) _ (Eil]} }
Yi+i) K +EL (j+i) h-f1) )j+ll )j+H) (j+1) (K Ki' ,ci

i St T [ The ha h val
Py SO TREEnSo L85 3 (PO FFA. SB1 AR o) SipRprEext
312 IcuI?tes The concat enated data decrypti on nmeans
314 6+%) fi) 1j) 1T T tj) i i [1/x x The
obtalnedﬂdata sequence is 0+11 {j+1) Ij+11 (j+|) (j +1)
(J+1) )P+11 {j) W) 20 (Ki Ki' ,ci ,S 'S ,Ti 'P
he’ghcr %tlﬁegégﬂsbgﬁﬁg'%@4"?ﬂg§h3%%%gal HL text in

ects t6 ata decryption neans ates

'Sl]d_-Q_%Ilgtlon nfj]OfromJ[1,...,n] to [1,. n] and

executes t he fO||0MAng substitution proceSS|ng K1
)Hns%&rJ]U)nH)zswnﬂl:Kth]
(i) (i+f)
the encrypted concatenated data 305 (abbreviated as a
concatenated data ciphertext in Fig. 3)
L.
1 1
and the secret key knowledge proof text 301 (abbreviated
as a key knowledge proof text in Fig. 3) and the secret
random number knowledge proof text 306 {abbreviated as a
random number knowledge procf text in Fig. 3)

17
i

The input data sequence 105 is divided into the elements
301 to 306 by the data division means 322.

The substitution/decryption apparatus 112 g
executes the following processing for all i1 (1 =
1,...,n}).

The secret key knowledge verification means
307 confirms

Vﬁﬂ _ Hash(K;ﬂ,Ki“ﬂ,cil,Si. 1 i i

The secret random number knowledge

verification means 308 confirms

) (1 il i) 5} i) 1 t9)
y‘i = Hash(Ki ,K; ' C, .S, .
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i . (j+l) c=cn[j] (i) hl) Si 0+41) +5 Sn [j]

(i) - 34 SL[j+11 =S i [ 1 @G) {1+ Ti(+1) =
CTUTL L] (i) {x+#11 11j+1) = P x [j ] (i) ~~+u P Hi

=HI[77 (i) tsi ) ~~+1) 5T ii]+11 =T 7C[ j ] (W
The hash val ue decryption authenticity proof neans 315
generates a proof (hash value decryption authenticity
proof text) to prove that H (') is generated
correctly. 10 The]poqcatenateg dafa decryption
aut henticity prldof; Hé%ns 318 'gemérates a proof
(concatenated data []+1] decryption authenticjty
pFaéfltéQF)wbécerO@ eREEt¥on| dogenepht RA or FRRI fgta 1s
The praoaf can b a _nethod 15 of

' 8PLr BAEE" AR PR h@ﬁ?awiﬁugfdat%nﬁegvga??y
Verifiable ectronic V che S
sl g TEENANERRE £, 5L ehRENRy Sob5e T CRar oAl TR (o0

= nﬂﬁggrvgk%gr the decrease is also represented by n.
The cilphertexts are assigned numbers i = 1 to n.

The secret key decryption means 310 inputs
E}ﬂ _ K'!ﬂ _ [l/xm]K}ﬂ .

1

to the data decryption means 313.
The data decryption means 313 calculates

(4 )
e = ®E )
1 1
(4413 G D (341) G G
g U g M g VT BT p

i T i i i i

(K
) bl

= decle, "1 {c, ")

The hash value decryption means 312 calculates
(3 i) STJRG)
B =s'° - [1/x 18,

1

The concatenated data decryption means 314

calculates

(i+1} i1 {3l
= - T

i i

(3}

The obtained data sequence is

(j+1) GGG (j41) B _ {31}
K.’ o) S 5.7 T' P H !

r r i r i ! H r i r 3 r i r i ) -

The substitution means 311 uniformly selects
substitution = [j]() from [1,...,n] to [1,...,n} and

executes the following substitution processing.
(3+1) (341}

K~ = Kz [J](1)
S S NS R
S s enn )™
e sena

i
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verification nmeans 317 confirnms that {7) ~j+1) |7+1)
(j+1) [j+1) {j+11 20 (D (H ) = Hash (K, Ki' , ci

Si , Si' 0+1) (j+1) [j+1) Ti /Ti * ' Pi holds. If i
for which the equation does not hold is present, the
hash val ue unacceptance authenticity proof neans 318
clarifies i [j ] (i) , E(j) for i and generates a 25
zer o- know edge proof (hash val ue unaccept ance

aut henti ci,by proof text);sfo prove that Ell is
correctl'y genefarrdd.] (Fhe number of ciphertexts
decreasesjhere, - 35 toee (processing 319). The nunber
after Che detrBaddilsiilalso represented by n. The

ci phertexts are assigmed nunbers i =1 to n. Finally,
the outfput dafZ @@d nce 107 {j+1) (j+1) (i+1) (j+1)
(j+1) (jwl) {j+1),fj+¥) {j) 5(Ki , Ki"* , ci , S |,
i %L ,”Tgﬂtéﬁl{ i , H ) is sent to the net

subst i uthnéd@C%ﬁﬁﬁuqﬂﬁ&pparatus S(j +1) The hash

val ue deé¢ryption authenticity proof text,

concat enat edrdata JeGLypl o BYihant %L'u,tﬂﬁ_eﬁi'ftqgfity% Brbor

and the hash val ue unacceptance authenticity pro0o

t @%lndl 813eRknk@alBe ¥epi-bbeathaBnhappanat sc2PPrasnt he
authenticity proof text 108. When the processing is

endedehen dltly theosubskil utbopkdeer yntaitOHiU ppar@dnsest ed
S(j =aplaintext 1.11 [M1 n in which data are
shufrfrleed liys 15 obtai ned. [Processing by Verification
Apparatus] The verification apparatus 109 of the

verifier The concatenated data decryption authenticity
proof means 316 generates a proof (concatenated data

(3+1)
decrypticn authenticity proof text) to prove that T‘;

is generated correctly.

The proof can be done by using, e.g., a method
of reference "An Implementation of a Universally
Verifiable Electronid Voting Scheme based on Shuffling,
Financial Cryptography 2Z200Z".

For all i (i = 1,...,m), the hash value
verification means 317 confirms that

@(H;ﬂ) = Hash (K,

{i+h) {3+ {3+
T P. )

i 7o !

5413 Gl (G#1)
VKT c S s,

r i rey -y r

i
holds. If i for which the eguaticn does not hold is
present, the hash value unacceptance authenticity proof
means 318 clarifies n[j](i},E;ﬂ for i and cenerates a
zerc-knowledge preoof (hash value unacceptance

i,
authenticity proof fext) to prove that Ei3 is correctly

'generated. The number of ciphertexts decreases here,
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receives the authenticity proof text 108 contai ni ng
the 20 hash val ue decryption authenticity proof text
401 (abbrevi ated as a hash val ue proof text in Fig.
4), concatenated data decryption authenticity proof
text 403 (abbreviated as a concatenation proof text
in Fig. 4), and hash val ue unacceptance authenticity
proof text 400 25 (abbreviated as an unaccept ance
proof text in Fig. 4), the input data sequence 105,

t heoouppacedatadsédfenceThe7nuahgr- aéBertﬁéeeﬁ?PF@ase is
random nunber knowl edge proof text 110. For all

varPPi E8PFBASHESASCE0D - ftheVQFPF9FE@XFﬁea€ﬁt?F%lgned
random nunber knomﬂedge proof text 110 confirns that

(ﬁ%)lmPﬁjfs(i) =(HrEPar(1) T (1) IM = Hash(Ki K, ci
, Si, SH . _Fi nal&y) %%% %%OI % da Capgh n e]§%7h0|ds

For all oW ng u 10 and
verifi thwn are dofe sedtential yiF ﬂﬁ%ll”i (ig t
?k g? thelvef?#ldavlon nean§&402 or e%ecutlnfé%% °

{?ﬁésﬁfg EB%%5€FQ?OM?5éEk9e§h9H 9??8§§€hggsgﬁgrlfns

fk? ;i (3), ThHe 'halh) walsie} dkéryhith ol huk&enkXcttlyYbroos
text, concatenated data decryption authenticity proof
text, and the hash value unacceptance authenticity proof
text are sent to the verification apparatus 1082 as the
authenticity proof text 108.

When the processing is ended for all the
substitution/decryption apparatuses Sm (=1,...,m), a
plaintext 111 [Mﬂiﬂmm in which data are shuffled is
cbtained.

[Processing by Verification Apparatus]

The verification apparatus 109 of the verifier
receives

the authenticity procf text 108 containing the
hash value decryption authenticity precof text 401
(abbreviated as a hash value proof text in Fig. 4),
concatenated data decryption authenticity proof text 403
(abbreviated as a concatenation procf text in Fig. 4},
and hash value unacceptance authenticity proof text 400
{(abbreviated as an unacceptance procf text in Fig. 4), -

- the input data sequence 105,

the ocutput data seqguence 107, and

- 35 -




The verification neans 404 for executing secret
random nunber know edge verification processing
confirms (j) i) (7){i) (7)lj) (j} 171 i = Hash (Ki
Ki*, ci, S , S T, T , Ti"[a, (i) ] Xi) +1 T
"ti) I T. (3) ) i 1 A20 For only i for which the
equation does not hold, the subsequent processing is
not executed. The verification neans 406 for executing
hash val ue decryption authenticity verification
processi ng Wer igfitdg e Fgndonynpmbep fnpwledgg pgoof text
correctly generated (a nethod 25 corresponding to
pﬁ&@ﬁ and, for exanple, the nmethod of the
above-descri ped rgference IS The _veri.f.i.cation

used)..

means 407 f &P%cErh aﬁenékg’r}féfa%égPamﬁséPyEPPo or

aut henti.city, verifi.cation .processing LLlLes

THEN i) YT LiER LB REREPDOat BT LLESpEBBE dene
: t,ho I p i.ng to proof and, for exanple, the
> gg#ﬁogo%%l%ﬁé gﬂ%ée-described reference is used). 5

For al |, i Mi. Fabh ¢k "Nk, ' Vhe "tosrPari eBnriféans ' 408 for

executing hash val ueé coinci dence vetification

processing config m8 tch8t +( (B (Hilg) ) Hash (K1(j+}, K

" [j+l), cl 0+1) ,°Si (j+1), Si 0+1) (j+II (j+1)

(hddys). Ti Ti' Pi 10 holds. If i for which the

equation does not hold is present, the verification

means 409 f aorexddutii /g Ihash,mvalthe dradcepngncelculation

authenticity verification processing verifies that 7C
10 [ gnd] veirk ficELipor akej dockappfibedtiahlly. For all 1 (1 =

1,...,n), the verification means 402 for executing

secret key knowledge verification processing confirms

)] ) G W, 5 I il
v, =fbsh(& ,K; ,ci,Si,SJ ,Ti,T; ,
) {3 i} {3)
[a, 1X" + [v, 1K)
15 The verification means 404 for executing

secret random number knowledge verification processing

confirms
o} ) 1) ) 5} bal i
v ! = Hash(Ki ,KJ ' C, ' S,
o) i) ij)
[ 71X + [v', IT.7)

i i i
29 For only i1 for which the eguation does not hold, the
subsequent processing is not executed.
The verification means 406 for executing hash
value decryption authenticity verification prpcessing

i)

verifies that [H, "] is correctly generated (a method

i=1,...50
25 corresponding to proof and, for example, the method of
the above-described reference is used).

The verification means 407 for concatenated
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equation E1(j1 is correctly generated and confirns
that ¢ 15 t[j](i) Wis correctly decrypted. The
verification nmeans 405 for executing authenticity
determ nati on out puts acceptance when, for all data
for which both the verification nmeans 402 for

executing secret key know edge verification processing

20 and the verification neans 404 for executing secret
random nunber know edge verificatian processing outgut
aEeEpt AREEYPEIPR BRENGBFAFI-EXt VER1MESAS 12BePFEFeSS DY

ting hash val ug d ti thenticit
VEFFFLCAET Hapr dLessi hg. andSt REGEFHYCAEPGh2HEand 2407

. 25 f i ng. d_d '
ATERBREI 0ty CBPOBACS: g WOGRE 207 oGt buFAReLt afis,
and LhE oFOMRA 30U, RANS, 4081 0 cexenuti ad hash val ue

coi'nci dence veriftircati on processing outputs

acceptance, pgr fje jconpariison means 408 k8% eeHt kdns
hash val ue coincidence verification processing

OYhRULS LUBSCEERL ARCBasWvheukhe v et bbgati oBrIEans 468
for executing hash 5 val ue unacceptance authenticity

vekbbegat hen cehgsessi Agatout puts acceptance, and the

out put data sequence _contains only data. respondi ng
to theD¢H§ﬁEn£sHa@mdﬁB@eﬁig H;bgqgqugtskgﬁgknomAedge
verification proq?§sin%ﬂ,se@get random nunber

know edge verifi €atidh'10,pyocessing, and hash val ue
coi nci dence verification processing and all the_data.
Ohkeérwi.se furadespianel the savpltonzdgegongt hold 1is

Enmbodi nent 2.1 15 The outline of the _second X
eﬁg@éﬁﬁgmttﬂe|Wegéflcatlon means 409 for executing hash

value unacceptance authenticity verification processing
verifies that n[j](i),E;ﬂ for 1 is clarified, and
eguation E;ﬂ is correctly generated and confirms that c
n[j](i)) is correctly decrypted.

The verification means 405 for executing
authenticity determination outputs acceptance when, for
all data for which both the verification means 402 for
executing secret key knowledge verification processing
and the verification means 404 for executing secret
random number knowledge verification processing output
acceptance, both the verification means 406 for
executing hash value decryption authenticity
verification processing and the verification means 407
for executing concatenated data decryption authenticity

processing means 407 output acceptance, and the

comparison means 408 for executing hash value
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described wth reference to Figs. 1, 5, 6, and 7. As
shown in Fig. 1, a mx-net systemaccording to this
enbodi ment includes a plurality of participant

appar atuses 103, a consolidating apparatus 104, a 20
plurality to substitution/decryption apparatuses 112,
and a verification apparatus 109. The parti ci pant
apparatus 103 has an arrangenment shown in Fig. 5,
which is the same as the participant apparatus of the
f cpshcidmbodi nenifexaepen t REECEHEL AP PR BRHSS FCTHRFANCe,
second 25 enbodi ment has neither know edge
CORCHEENAPTBATREARSMZBRS AOF FaRdOHE Atbes Rt Bl

proof neans 210. ,The -consolidating apparatus 104
D PSanERECSaRe VRS EhGEE PN - DRECSSEHATT Ty Gk b Ea PR e

Substitution/ ' As i _
65ERE BGbIrTCatrOn dBCFTREr ofy SpbaF P b I et &
Epip2 Inactep gﬁgngaggégggggfﬁkggﬁ%fkegwﬁs@ggro essing

ecryption nmeans

-7%8tgﬂg%g?c%§§§éHEEO”aHSaEﬁ?78§tpﬁésaa¥§|y@%gfﬁéaption

mean value verification nmeans 7 out put

d e rabi-eBspBAASHd 1o tBEusTanténtat a
dgFgFégg%npﬁg%a??gﬁ ?%kneggg 72%? hgsh val ue N

dgerypticanpguthentkeirky REQOknonEange 745y i hasht vah ue
unacceptance authenticity proof neans 718, and out put
WF@B&esEh@gda%acdbvisbndomeanmbaﬁskdbwﬂdégeeaehiflcatlon
el ement of an input data sequence 105 input fromthe
1breeeselindat eng hppar atlisc104inecidapchererification
substitution/decryption apparatus into a secret ke%n .
7p20cefssaqr endkey Loyt 8gFaphyCtiREERSEs SRRFGPPEG DY *°
public

output.

2 Seccnd Embodiment

2.1

The outline of the second embodiment will be
described with reference te Figs. 1, 5, 6, and 7.

As shown in Fig. 1, a mix-net system according
to this embodiment includes a plurality of participant
apparatuses 103, a consolidating apparatus 104, a
plurality to substitution/decryption apparatuses 112,
and a verification apparatus 109. The participant
apparatus 103 has an arrangement shown in Fig. 5, which
is the same as the participant apparatus of the first
embodiment except that the apparatus of the second
embodiment has neither knowledge concatenation means 208

pnor random number knowledge proof means 210. The

consolidating apparatus 104 is alsc the same as that of
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key cryptography, data 703 encrypted by secret key
crypt ography, a hash value 704 encrypted by public key
20 cryptography, and a proof text 701 of know edge of
the encrypted secret key. The output data sequence
generation neans 711 generates a data sequence which
contains, as sequence elenents, only output data for
whi ch acceptance is 25 output fromall of the hash

val ue verification neans 717 and secret key know edge
vehief ifdatsitoerimedn®en07 and which are corresponding in
a sense of being generated - 40 fromthe same el enent
ddSabsft ithe liong e cdarsisaqdene&at@3. The output data
sequence generation nmeans 711 also uniformy shuffles
the el enent #5atsiifidem ttd Forfm &H€ out put dat a

sequence 107. \Wen the el enents of out pyt . dat a
S EBE T aPnd P M BEnEPEARG e 142 Banf FrHBES hat

t .edundant. d I s _del b e

DPORRSS g TERG edundRnt Chal 8 br el oo S e FF RALFBREoT
7 t LSE,

B 10 REh (hG HEETYBeR CBnEaeraLed akta

C%%EQR%SQfB%%%$%§CH1§LeHEQE lehged@gkgﬂkigﬁtﬁeans 712,

seque al ways dat a obtai ned by decrypting

enGlypted 1 .coRcatreRatedndakansontal nedrbAtadsekt 8kRuence
el enent of the input data sequence 105, and the hash

Value reefiich @@kinen 713, neadandiAtodbput Selisaecephanegation
t he hash val ue wunacceptance authenticity proof neans
72 zgendrat esazh lashevdkueypnacoeptiahestaot hgnpicopbty
proof text which proves that output of unacceptance
i ;eautshditi,c haFhe vaduepunageansaoreaathgnticity proof
authenticity proof text 108 from

means 718, and ocutput means.

The data division means 723 divides each
element of an input data sequence 105 input from the
consolidating apparatus 104 or another
substitution/decryption apparatus into a secret key 702
of secret key cryptography, which is encrypted by public
key cryptography, data 703 encrypted by secret key
cryptography, a hash value 704 encrypted by public key
cryptography, and a proof text 701 of knowledge of the
encrypted secret key.

The output data sequence generatiocn means 711
generates a data sequence which contains, as sequence
elements, only cutput data for which acceptance is
ocutput from all of the hash value verification means 717

and secret key knowledge verification means 707 and

which are corresponding in a sense of being generated

_40_
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20 the hash val ue decryption authenticity proof text

and hash val ue unacceptance authenticity proof text

and outputs the authenticity proof text 108 and the
out put data sequence 107 output fromthe output data
sequence generation neans 711. The renai ni ng
conponents are the 25 sane as in the
substitution/decryption apparatus of the first
enbodi ment. [Verification Apparatus] - 41 As shown in
Fifgon7 theheamer el poabtofaappaatds 11P9Ith@adta seeretce
key knowl edge verification neans 802, hash val ue
déBbypt Tba autheht PateySeEFPRFEaPFBATARANR M8¥B° hhsh?1so
val ue coi nci dence verification neags 80%% hgsh 5 val ue
bR TiREnsC 8bo”

ukaédeptianc8NdbGLhERt Fert §LEBFIFP At ™ 3hd
thenticity. det ' [ 05, F f
Perets dotht ReaEpaE daca. Boadehte otenry of ofhn: o
ted by th t K ifjcati
e 08 g SqERGRL LTt 57 T0  SarAuEnk el RACEL 28 s
out Pt

_ cr i e
S S RS O

T I i 0 u HE1 i fkTtatkbon
o e M A Sl A

Cebpeiigdanee werkbheaibonoiepns s888cepubputs Otherwise,
acceptance, or the hash val ue coi nci dence
vehibiceatihareneansu8p8rout put s unaccept ance while the
hash val ue unacceptance authenticity verification ‘
means 809 dliteputtheackeptyaricsl. 2O ceCenfhedodepat caatained
sequence 107 contains only data correspondin% to the
elionertcd ademphédoffy thige ossppst dréy sequence 107 1s

always data obtained by decrypting encrypted
concatenated data contained in a certain element of the
input data sequence 105, and the hash value verification
means 717 outputs unacceptance, the hash value
unacceptance authenticity proof means 715 generates a
hash value unacceptance authenticity proof text which
proves that output of unacceptance is authentic. The
output means creates an authenticity proof text 108 from
the hash value decryption authenticity prcof text and
hash value unacceptance authenticity proof text and
cutputs the authenticity proof text 108 and the output
data seguence 107 output frem the output data sequence
generation means 711. The remaining components are the
same as in the substitution/decryption apparatus of the
first embodiment. |

[Verification Apparatus]
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know edge verification neans 802 and hash val ue

coi nci dence verification neans 808 and all these data.
The remai ni ng conponents are the same as in 25 the
verification apparatus of the first enbodinment. The
operation of the m x-net systemis the sane as in the
first enbodi nent, and a description - 42 thereof wl|

be omtted. 2.2 Detailed Exanple The second

enbodi mnent will be described in detail with reference

to Figs. 1, ’55 shiowind 7 Figy | |hi thibs W%ﬁﬁﬁlﬁgF%Q@ apparatus
|n|t|al settlng appar atus 100 determ_nes

9% $Rés 2a SECE Slteh§lh “ROYE- 496 é(FﬁtlékFatéo§aF18F§}5 802,
bl L, nb
By n%e%%ynglgﬁnaiﬁzp‘é&@%sfarvsré@ﬁ%@@ﬁgnt Rgans
C, t hj
P dach ardpRrElingiBints IS ¥RLO0T RGN R08 , pash
KL 16y REOGIRARRN 1 S LG, n]t&ge it ethe LeRILh healtd sos,

encryption ction “enc ecryptron function
d%%%ebuQ%eEQ§c§%9rQEte%%Xn%EXBEOQEQHQVBOQ function

froma bit Sequence 15 th L bits to a point on

C, and mappimge,Clf fheMed enROItY oFn thet @npuli Hata
sequence with U bits. [Initial Setting of

Substuchdlel ansDeanyptiencAppasatepltedAbly the secret key
substitution/decryption apparatuses Srji (j =1,...,m
exeoutledgke veexticaitbal meehti 19220tpeogesbengicAny
initial setting neans 721 (Fig. 6) in each of
sdbsEirminiadaLdeBeypei 8ﬁ5appépattas@§ca>tamgﬁ| téraly the
selects a private key 106 xWEZ/ gZ at random and saves
t ke lomiagte CRBJLLAORReaEEGbSRICL L8R, deREYBEV ORE-

a%%ar at us
acceptance is output.

{A) The hash value decryption authenticity verification
.means 806 outputs acceptance.
{B) The hash value coincidence verification means 808
outputs acceptance, or the hash wvalue coincidence
verification means 808 outputs unacceptance while the
hash value unacceptance authenticity verification means
809 outputs acceptance.
(C} The output data sequence 107 contains only data
corresponding to the elements accepted by the secret key
knowledge verification means 802 and hash value
coincidence verification means 808 and all these data.
The remaining components are the same as in
the verificaticn apparatus of the first embodiment.
The cperation of the mix-net system is the

same as in the first embodiment, and a description
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E;r S. In addition, the initial setting nmeans 721 25
generates and publishes a public key 101 X{j)=[x~]}]G
The initial setting means 721 in each
substitution/decryption apparatus S(') uniforny
selects - 43 r(7) EZ/ qZ at random and cal cul ates vy
Hash ( G, [ ] X) and a (i) =r(i( _y (j) r(i( nod
and publishes y (') and a (') as a zero-know edge
proof text 722 of know edge of x{') [C phertext
“Ceheratfonibdl Paremetpart Apparatus] For i = 1,...,n,
a participant apparatus 103 U (Fig. 5) determ nes a
pPalnt BRE21D9IM:KaWPRY the bit length A As first

data 614, each participant 4011 10 ratus Ui
gener at es dat'§ é@ﬁ?ﬁﬁngﬁﬁoéﬁmEHEIWéigpgﬁrBFFF5F§ega%3

603 (each, containin L b| 1 1) (ml)
O A R CharaErareshpl Redii Ty g & T U

addi ti on, for j = 1,...,n1 a key
giﬂ@}%&%%nsﬁgghgggo4 uniformy selects el ements
r(1]1{i}, rh%]}élQlaﬁng Ek§h$( %pgga%ﬁszﬁgé abfc@mines
point Ei(]1 on Fand key encryption
NEARS,AR%isHaLas SRErYRLEPR Meads HQ6.qiasdktaldlearety
encrthlon means 607, ahd output neans 615 execute
f%k@%mg Brogessing Aldberegeahedbybin ldegondes Dirger
=m and 1. 20 As in the first enbodi nent, as the
athibhr aryy ShaaﬁCEEElﬁticnguraeranﬁam1n@nb@e,oadﬁnn®era

uni que to a
point G on C, a cryptographic hash function Hash {)

q

having the output bit length L, secret key cryptography
using a key with the length L, an encryption function
encle] () and decryption function dec[e] of the secret
key cryptography, a function ¥ () from a bit sequence
with L bits to a poin£ cn C, and mapping'Q() from a
point on C to a bit sequence with L bits.
[Initial Setting of Substitution/Decryption Apparatus]
All the substitution/decryption apparatuses
(4 = 1,...,m) execute the next initial setting
processing. An initial setting means 721 (Fig. 6) in
each of substitution/decryption apparatuses Sm uniformly
selects a private key 106 x”uEZ/qZ at random and saves
the private key in the substitution/decryption apparatus

Sm. In addition, the initial setting means 721

) ()
generates and publishes a public key 101 X3=[x}]G. The
initial setting means 721 in each

i) )
substitution/decryption apparatus s” uniformly selects
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session, or a date/tinme is sonetinmes selected. Wen a
random nunber is used, the participant apparatus can
confirmthe presence of its plaintext fromthe fina
25. decrypted text set. \Wen a nunber unique to a
session or a date/tinme is used, it can be recognized

‘that a . ciphertext used for another session is not

reused. - 44 Secret Key Encryption Processing by Key
Enggyptlon Means 605 (j) To encrypt a secret key ei

Cthe %éyqzeﬁ¢rypndom redans260816be&i ns Ei (7) which

satisfieg 5 ei ﬁl(J)) and | cul at f
[f[|]| "(J)} -] Hﬂ{sjlngG'[rf (X 1 1479) ] CGa+Clél ?J ;%S EIKI (]
Ki' , ) 4 () aThe Caiqwlatlon result Ki(j), Ki' (j) is
i nput t® tFeToutput feal®®$16. 10 Secret Key
Kg%vg gg :’bggfn o brGE AP0 BLOSeRSbNgeaY KEXog, et
I7 Poa[or[3]0 (j) ] Xijf Ijf

(2, 36 FowyRase B s 1D Tl g ahe () 1 ()

P dﬁpﬂ%f% %ﬁlﬁgkgEQQEoﬂngfpba Xc%ﬁgng'ﬁﬁba§§%u§?nt to

t HS

consolidating appar at us as a secret key

knomﬂedge pFaofs text 612., DBata Ene: ol = CesS No 3
by Data Encrypti'on Means o ﬁ% R PP ?

Ui(Flg. 5) determines a plaintext 102 Mihaving the bit
length A. BAs first data 614, each participant
LBy

apparatus U, 103 generates data containing c, = Miand

arbitrary data 603 (each containing arbitrary L-bit

. {mt1) {m+1} {mtl) {m+1) {Bt1}
character strings XK, , Kﬁ P T SJ ;, and P, J. In
‘addition, for § = 1,...,m, a key generation means 604

) ) ) i)
uniformly selects elements r[l]i}, r[2]i], and r{3}i] of

Z/qZ and a point E;ﬂ on C at random.

Then, a key encryption means 605, data
encryption means 606, hash value encryption means 607,
and output means 615 execute following processing 613
repeatedly in the order of j = m, (m-1y,..., and 1.

As in the first embodiment, as the arbitrary
character string, a random number, a number unique to a
session, or a date/time is sometimes selected. When a
random number is used, the participant apparatus can
confirm the presence of its plaintext from the final
decrypted text set. When a number unique fo a sessicn

| or a déte/time is used, it can be recognized that a

 ciphertext used for another session is not reused.
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606 = P (Bl ) 20 ei(3) Ijf and Ijf (i (j+i) (j+1f O
+1) O+1f {j+l) ci =enc [ ei ] (K K ci , S , S
(j#+1 ) ) Pi are calculated, and cigf is input to the
out put means 25 215. Hash Val ue Encryption Processing
by Hash Value Encryption Means 607 45 (S1j1,S.'(')) =
(frf2] (i)IXcj), [ri2] 1j) ]G+ IT (Hash 1j+1) {j+)
lj+i) (j+1) t {j+i} (K ,Ki ci S Si P. {}+1))) ) 1
is input to the output is calculated to input Si(3),
Si* Bycheankep1BNCrPPbEe’ sPReCHYS Cid pRif Mearkneasriign
131 {il 1i1 {71 ) Data 614" (Ki , Ki' , ci , Si , S

i ¥egBfefited fromthe inputs Ki0) and Ki' (7) fromthe

key encryption neans 205, the input @i fromthe
dat a encrypﬂ%bﬁ”ﬁﬁéﬁé'ﬁo%ﬁﬁ§é%aﬁﬁ“1ﬁ% i np ?sggy 0) and

)L E he h I i [ o f
StpchybRERTLIRTI00, 13 5ne ST YL 00, SER8; 207 |

{ i)
e, = ®(E")

i
and calculates

(Kgﬂ;Kf(ﬂ) _ ([r[l];ﬂ]xm,[r£1];ﬂ]G + E;ﬂ)
The calculation result Kﬁﬂ,KJ(ﬂ is input to the output
means 615.

Secret Key Knowledge Proof Text Generation Processing

by Key Encryption Means 605

31 {31 (i} 3l {3} {1 {3 (i
= Hash(K " ,K' ,c, ,8 . :

{3t 8] (i}
@, = r[3]i - r[l]i mod g, and

i
(1} 0

are calculated, and P, and P, are sent to the

consclidating apparatus 104 as a secret key knowledge

proof text 612.

*+ Data Encryption Processing by Data Encryption Means

606

and

s} {3t 1341 (3#1) (3¢} {3+l (31}
encle,” 1 (K ,K' ,c_ .S  ,8' ,

0
Il

i
(3+1
P

1
i}
are calculated, and C;] is input toc the output means
215.
Hash Value Encryption Processing by Hash Value

Encryption Means 607
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back as the data 614. If j =1, (Ki , Ki' , ci , S |,

'Si' ) is output as a ciphertext 211. That is, the

participant apparatus 103 D 15 sends the ciphertext
611 (Ki u) J, Ki' {i} , ci (1) , S {i}, Si' ti) ) and
the proof ‘text Pi(1), Pi(0) to the consolidating
apparatus 104 . [C phertext Verification by
(138250I [ dat! Sg Appgr atus] The consolidating apparatus
consgj i dates data col h,ected fromthe i ci_pant .
apgar atGsessand =20 [¥dids {Kemltd 2dhel Fi fgtﬂlrgﬂasrp
substitution/decryptigan {j¥ul })en(])adi ), {43 (J)
apparatus. Ki , Ki (K, C’iéi, Sr S 8'3' ,'éii i s general ly
different fromthe abeve-described val ue except when
é. bj [ Shuffle and D@cry) tli on of Gi phertext by 25
ubstitutionp/ ryptio ipat atius). S nt.i_al.l '
1§ catcu aﬂ?gteﬁg E%)Bgt ﬁ?uﬁion/ gé’c?&%;éﬁotr%oagg)aér fgtgﬁgbt
112 S(Sé gxecut es the - 46 follow ng cal culation and
vBFPFPc8tPon. The input data sequence 105 cont ai ni ng

t he £ ( reviated as a secret
key P%?%%%%Iggtéfﬁé%%&@%\ggﬁ% s%ct;%)et _key cryptography

cif , cif By 1aKi (w8, &nétyptled Yasa "703is generated
(abbreviated as a data Ci phle,lrtekt in Fig. 6) ci} C
t BeoRnehupt agubask Vakne K04 (faklr evieatey asicaypasin
means 205, the input c;ﬂ from the data encryption means
i)

206, and the inputs S;ﬂ and S;( from the hash value

encryption means 207. If j # 1, the data 614' is fed
| . (1) eooom (1
back as the data 614. If j = 1, (K ,Ki' r C ;S ,SJ )
is output as a ciphertext 211.
That is, the participant apparatus 103 U,

. Y (1) ) n 1
sends the ciphertext 611 (K, ,KJ rC; 15, ,SJ ) and the

i
preoct text PJU,PJW to the consolidating apparatus 104.
[Ciphertext Verification by Consolidating Apparatus]

The consolidating apparatus 104 consolidates
data collected from the participant apparatuses and
sends them to the first substitution/decryption
apparatus. K;ﬂ,KiHﬂ,cfﬂ,Ssﬂ,S;(ﬂ, P!ﬂ is generally
different from the above-described value except when J =
1.

[shuffle and Decryption of Ciphertext by
Substitution/Decryption Apparatus]
| Sequentially for j = 1,...,m, the

. (3
substitution/decryption apparatus 112 87 executes the
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10 val ue ciphertext in Fig. 6) fit Tcic S , S and
the secret key know edge proof text 701 (abbreviated
as a key know edge proof text in Fig. 6) 15 and 20 25
private key 106 ci} x is input. The input data
sequence 105 is divided into the elenents 701 to 704
by the data division neans 723. The fol |l ow ng

processing is executed for all i The secret key
know edge verification nmeans 707 confirms ci) cii
cifbldiopinglcpliuMashopkand Kerifératigp., Si IjlI fi)

fiy 1i}y [ CB ]X+ [ yi ]Ki ) For i for which the
equat i on dodhendtondl dlatenessgaeases 1050Ccadded iy the

final output data sequence ocessing - 47 709)..
RECHURBER SECEPEnSrTodDe deBPEeseeche, a5 enatrbibkrY

fter the d is al ted by.n. Th
CFORGPEGRES afc!absi QhelindRBErs (oF T=VBCHO80 e

secre (ke%,wecryption nmeans 710 calculates 1j) (j}
lj) (7} BBi= Ki - [1/x ]Ki.
the encrypted data 703 (abbreviated as a data ciphertext
in Fig. o)
(3
Ci
the encrypted hash value 704 (abbreviated as a hash
value ciphertext in Fig. 6)
j i
SiU)fSi']
and the secret key knowledge proof text 701 (abbreviated
as a key knowledge proof text in Fig. 6}
P;n
and
private key 106
)
X
is input. The input data sequence 105 is divided intc
the elements 701 to 704 by the data division means 723.
The following processing is executed for all i
(1 =1,...,n).
The secret key knowledge verification means
707 confirms
' ] 9 B 6 )
v = Hash(x”, K", ¢, 8,8,
T ) K)] i
[e "1X° + [v, JK )

For i for which the equation does not hold, the data is

not added to the final output data segquence (processing

._4'7_'
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The data decryption means 313 calculates e ) (j) = 4)
(E 1) (i+) (j+1) (j+1) (j+1) (j+1) (7+1) (K K’

ci ,Si Si'" Pi 10 = dec [eil"1 ] (ciU ) The obtained
data sequence is (J+l) (j+1) {j+1) (j+1) (j+1) 1j+) )

(Ki, ,ci ,Si ,Si' ,Pi The substitution neans 711
unlforn1y selects substltutlon it [j] () from[1,
..., n to[l, ... , n] and 15 executes the follow ng
substitution processing. 0+1) "j+11 = K7L [ J ] ()
K7R2) . (] +1) K 7z [ J 1 (1) {]+I) i {j) +i}=C¢C
721 11 (1) 17+|1 c (j+¥1) S =20 S 1i+1) P. i

(1+1)' S TC (19 Aipeg-o1) Ciphpy tests; feprepapy) herpyy The

1) (j +]) The hash val ue, decryption nean
[kbméeé(gf¥er the decrease is al gg represghgeglquyq The

ciphertexts are assigned numbers i = 1 to n.

The secret key decryption means 710 calculates

{j {j) 13t
g = K'iﬂ - 1Mk

The data decryption means 313 calculates

e = (I)(E.m}

1
(j+1} 1i#1) {j+l) {3+1) (341 (j+1)
( i ’Kil' fci ’Sl .I'Si' IPi )
13} 5N
= dec[ei 1 {c. )

1

The cobtained data sequence is

G+ GG g g
(K,” CK' ,c .S 48 4B ).
The substitution means 711 uniformly selects
substitution = [3]1() from {1,...,n] to [1,...,n] and

executes the following substitution processing.

(3+1) n, L)

K.~ = Km[]] (1)
k" = k3™
Ci(jﬂ) = cx 3] (i) (+1)
S = sy ™
st " = sragr)”
{jt) = Pr[i] (i)(jHl

The hash value decryption means 712 and

substitution means 711 execute operation given by

i) {3

L (3 e
H©O= S'z 33 (1) - {1/x 1Sm[31(1)

The hash value decryption authenticity proof
means 715 generates a proof (hash value decryption

. .
authenticity proof text) to prove that H1] is generated
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25 substitution neans 711 execute operation given by
H =S it [j] () () -[Ux()]s7z[ ] (i)
The The hash val ue decryption authenticity proof
nmeans 715 generates a proof (hash val ue decryption
authenticity proof text) to prove that H (]) is
generated - 48 5 correctly. For this proof, the

nmet hod of the above-described reference is used. For
all i (i =1,...,m, the hash value verification
meanseZtlyconfornshi BaprepFi) thelpetped) ofj #a§ (j +1)
(Hi (j) ) = Hash (Ki , Ki' , ci , S , Si' (j+1) Pi
) ahovasdeprriibegr rRAFERNFRel8qUEEFon does not hold is
present, the hash val ue unacceptance aut hen ici&
proof 10 medwd Pd di dri fies -7¢ [} 1] 1) "2sE K7 %ﬁ&
and ggnerates a zero-& ow edge propf. (hash val ue
uREEEEPERNEET BGPRENT | iFQHSESBE ?gﬁF) to prove that
E.0) i rirectly . et at edirt Thélnunier . ofi*l
cipher?%igs hé&#éﬁgggqhefgé to"o(pi 15%(prb%%ssVng 719).
The nunber after pt'é, decrease is also represented by

n. The ciphertexts are assigned nunbers. i =1 to n.
Thegjpedundant data del ete confirmation means 720
con#irns that, for i =1,...n, the sets of (j+l) (j+l)
(j+1) (j+1) #4 H1)fdd thlich the equation does not hold is

present, the hash value unacceptance authenticity proof
(3 )

means 718 clarifies :rc[j](i},Eij for i and generates a

zerc-knowledge proof (hash value unacceptance

authenticity proof text) to prove that E;ﬂ is correctly
generated. -

The number of ciphertexts decreases here, too
(processing 719). The number after the decrease is also
represented by n. The ciphertexts are assigned numbers
i=1 to n.

The redundant data delete confirmation means

720 confirms that, for i = 1,...n, the sets of
i+l (3+1} (3+1) {j+1) {j+1)
(g g0, M s T g Y

{3+
i i i i i

,Pl ) are not redundant. If

i
redundant sets are present, sets except one are erased.
The number of ciphertexts decreases here, too. The
number after the decrease is also represented by n. The
ciphertexts are assigned numbers i = 1 to n.

Finally, the output data sequence 107
{341} (J'*ll' C;[jm g {j#1) q , Gt P b H {1

1
K" K A e LR T A

is sent to the next substitution/decryption apparatus
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20 (Ki , Ki' , ci , SI '"Si , P ) are not redundant.
if 25 redundant sets are present, sets except one are
erased. The nunber of ciphertexts decreases here,
too. The nunber after the decrease is al so
represented by n. The ciphertexts are assigned
nunmbers i = 1 to n. Finally, the output data sequence
107 0+1) (j+l) {j+1) 0+1) (j+1} (j+I) (j) K K' ,c.

v Syap, Sig ,Pi ,H is sent to the next
sﬁbstltutlon/decryptlon apparatus - 49 S(j+1) The
hash val ue decr

hash Va|Uﬁ gﬁ&c%@ﬁ g%@ H%E %%%?#%ngroogg?ngfgx %ng
Tt t t
ZggﬁEnfp‘éi g?geg Cat%gglf) g\%ﬁt%gg?%‘ggp‘?%%%ﬁﬁ%%ﬁ%’smf
t
gg_eﬁ% oL gé}ent {Eo eBY %%g}ﬁ &8?£?§ 5%#9&9@% 455

5 %grl Egl@&eﬁ§§p%f£ggt ggobt ai ned. 10 [ Processing

i cat paratus The verification apparatus

109 recei vegiihe thauthertisei by PrOGhdbaXEo10811 the
contai ning a hash value .decryption aqthent|0|ty

DéQBEtEE&E18Qldé@b?peybﬁt@ﬁp@ﬁaﬂushasb vahue proof,m), a
~text in Fig. 7) and a hash val ue 15 unacceptance

aglhenteait y1pr omf; { ext iB0Oh{abbdevaated sisuffhed is
unaccept ance proof téxt in Fig. 7), the input data
sequennedl05, and the output data sequence 107. For
all j =1,...,m the follpmﬁng cal culation and
10 véPrbreasiiog hveVdsaéisaglent fAPRYAtEd) all i (i
The verification apparatus 109 receives the
authenticity proof text 108 containing a hash value
decryption authenticity proof text 801 (abbreviated as a
hash value proof text in Fig. 7) and a hash value
15 unacceptance authenticity proof text 800 (abbreviated as
an unacceptance proof text in Fig. 7), the input data
sequence 105, and the output data sequence 107.
For all 4 = 1,...,m, the following calculation
and verification are done sequentially. For all i (i =
20 1,...,n), the secret key knowledge verification means
802 confirms

() ) S IR [ o i)
vy, = Hash (K, (KT 5

For only i for which the eguation does not hold, the
25 subsequent processing is not executed.
The hash value decryption authenticity
(3

verification means 806 verifies that [Hj hﬂwm is

~ 50 -
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20 1,...,n), the secret key know edge verification
nmeans 802 confirms (j) (j) cj} tj) B) (j) yi =
Hash(Ki Ki* ,ci Si ,Si" Lai 01 X (j) +[vi cjl ]Ki
[l ) For only i for which the equation does not hold,
the 25 subsequent processing is not executed. The
hash val ue decryption authenticity verification neans
806 verifies that [H ] . 1 nis - so correctly
generated (a nmethod corresponding to proof and, for
eXafpeet lohgererRcE dof at e CRBGy E0UESEPPBEANST bPePERES
is used). For al
s 5 Tg 68 B Cex LR rﬂﬁéhﬁalsﬁ B shtieckbr RoRasReao=d
verification rQ ssing confirms that , ~~+1) (j+1(
(if’lff eﬂcfe|!+§‘ %%( H =Hash (Ki Ki ' (i+1} ci , Si ,
Toes hot hottp 2t (0L LOnIINHE WheediaOheans
t'He 'hdsh 'va &

does not h0|é)IS presen ue unacceptance

aléto@erf;o'rc 'ewéfuﬁpgf heat ‘%ﬁlﬁ%a'&%lﬁg?dlé%bf Lesikhabtfoh

1 (i is clarified, and equation

EI e@%lg%r@%gghymge@gggted and confirns that c
I (i

) is correctly decrypﬁqg %H Tq$”ver|ﬂ;cat|on

neans 8@5Hﬁ@r=enﬁﬁgiuﬂﬂ N - A

{i+1)

)

;
;
holds.

If i for which the equation does not hold is
present, the hash value unacceptance authenticity
verification means 809 verifies that = [j](i),E for i
"is clarified, and equation E;ﬂ is correctly generated
and confirms that C?t[j](i)m is correctly decrypted.

The verification means 805 for executing
authenticity determination outputs acceptance when, for
all data for which both secret key knowledge
verificaticn processing and secret random number
knowledge verification processing output acceptance,
both hash value decryption authenticity verification
processing outputs acceptance while hash value
coincidence verification processing cutputs acceptance,
or hash value coincidence verification processing
outputs unacceptance while hash value unacceptance
authenticity verification processing outputs acceptance,
and the output data sequence contains only data

corresponding to the elements accepted by the secret key

S~ 51 -
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authenticity determ nati on out puts acceptance when,
for all data for which both secret key know edge
verification processing and secret random nunber

know edge verification processing output acceptance,
20 bot h hash val ue decryption authenticity
verification processing outputs acceptance while hash
val ue coincidence verification processing outputs

~acceptance, or hash val ue coincidence verification

pkoowdsidgg veutfitstunaccepransénahi Fechashryafige number
unaccept ance 25 authenticity verification processing
olitpuiledaecEpranéeatigndrrrecsaipar aaﬁahééau%ﬁ%%e

contains only data, corres ondln to thg Efneg
aEeépradepyet H@réééFéFlR‘Ey POSESStRGuRE gé ¢ data

verificatiaon ess rigt ndom munmper: |, i
kﬁ&ﬁ@@&g@eggpﬁﬁp a?? bpoigé5|ﬁéa aﬁglhas value
ne erification roce n |1 the dat
Rcopt - rodthEaRt ser b e OISR SRR LI T
{ﬁﬁéé §'wh&+§%e§kntwﬁﬁ%én§lgh E%h%%%%é€1vHPacceptance

eason resent nvention IS

Effectlve] E% %ﬁ%%% %ﬁ%& the dechyRiien and substitution
substitution ec[elM] (cm([j] (i)j}) of data by the

substit Uy i @H]gﬂ0ﬁnﬂ¥jQ@fa@Q@éaﬁySth§ aut hentic, that
t he 10 ash value, dec [ ez(') ] (c 7TE[ ] ] (|) (")

)su&@@1th@1@ﬁ¢ﬁ¢ﬁkypﬁlbﬁsbea@ﬁthbe1GIEhehéﬁxicbythhe the
public key generatqq by the pajticipant apparatus 103
equah walpeovedce @plb cprqdfzprobessm@gtms dheacsthy viall ere
decryption proof processing. That the proof

precussi nd itbeegéptiestickn BH tBeopehlier keycaenepated by
enable formis the main reason why the present

i henPrlh IaLPaRs éﬁ@ﬁrﬁéﬁﬁfﬂeétﬁaﬁalrﬁﬁevéPveﬁhe This

ef fect. of the above-d scr
proof process%ng %s Que decryption procf.

‘processing. That the proof processing is executed in an
bpen verification enable form is the main reason why the
present invention allows open verification.

However, the effect of the above-described
proof is obtained only when the participant apparatus
correctly generates a hash value ciphertext. The
substitution/decryption apparatus must prove the
authenticity of its operation without the above
~generation.

First, it is confirmed by hash value
verification processing whether the participant
~apparatus has generated a hash value ciphertext by
authentic processing. If no authentic processing is

executed, it is proved by hash wvalue unacceptance

- 52 .~
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arty,
‘asukek st opddgrayRhian. 2RB352HRF eSFTEP aEﬁ%e,

proof is obtained only when the participant apparatus
correctly generates a hash val ue ci phertext. The 20
substitution/decryption apparatus nust prove the
authenticity of its operation w thout the above
generation. First, it is confirmed by hash val ue
verification processing whether the participant 25
apparatus has generated a hash val ue ci phertext by

aut hentic processing. If no authentic processing is
exathesdiicityi B pPOVRHCHTS AbdH w%ﬁﬁeuﬁﬁé&ﬁﬁﬂ%&ﬁéﬁt 52

authenticity proof processing that the participant
ageaaaﬁ@§8iéSuHaaPﬁg?¥%éﬁa-v@@hg%hFEl%r FRERT Ty 9t hg' e

authenticity o rocessin% 0

f f .t
sHBSPFRGEFS Fd@EPQﬁ??%ﬁsé a?gtggeis proved. 5

Ho . h ' tigl: t

S P At PheenOranERr | ea BhoTrFag 1 BASredtPhor ot v
another part/¢Rant gRRALALUS, TRt ok Stnedphacobiphae
partici pant apparatus is COpIEé y anot her
Eg&%gegﬂagtiepeaﬁ§£yﬁe§hﬁ§9ugﬁa§£9é§8b9ppxpp&iate dat a

n the basis of the ciphertext. In this case, the

substibut hgnbdeahyphionpappar apast dgspypasus he That is,
ci phertext "of the participant apparatus and proves the

agbhantircohy phrtheidentypppanabesatisectheeparyi ghpantr
apparatus is unauthentic. This proof may be an attack
1bzenitheaaipheptextusf whhehpgenechpant appperni ase ffta
a participant apparatus illicitly ?rocesses its
cophéhtektsishefathackipbeatexhs alnatiytal cpesul Ehe
However, if the data is copied by a third this

ciphertext of the participant apparatus and proves the
authenticity of the decryption because the participant
apparatus is unauthentic. This proof may be an attack
on the ciphertext of the participant apparatus.

If a participant apparatus illicitly processes
its ciphertext, the attack occurs as a natural result.
However, if the data is copied by a third party, this
attack must be prevented. As a defensive measure,
secret key knowledge proof processing 1s executed. With
this processing, when an illicit ciphertext is created
from the ciphertext of another person, processing is
rejected first by substitution/decryption processing.

When the ciphertext of another person is
copied and illicitly processed, processing 1s rejected
by the substitution/decryption apparatus, as described

above. However, if the ciphertext is simply copied and
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20 secret key know edge proof processing is executed.
Wth this processing, when an illicit ciphertext is
created fromthe ciphertext of another person,
processing is rejected first by
substitution/decryption processing. Wen the

ci phertext of another person is 25 copied and
illicitly processed, processing is rejected by the
substitution/decryption apparatus, as described ,
ab@eé.WFﬁmevéranyfpﬁﬁél@ugﬁérPé&?e$§l§@in§O€%§$éﬂgaha
- 53 used wi thout any particul ar. processing, L
pFetessiRGtrd bﬁthPeF€8V§ad6§cFﬁ€e§b%9EbﬂgscrFBeths 1S

thod. If thjs i , ,ti1ed, the, i ed cj rtext
edReEBtledtAS BRBABR FYPDFThEbel-oReeT HEsooven
h 5 . th tent f :
CByreEa EPRnar: BeroBAnSbet -Rrbun BYCTi ARG aP BTUPAFREY
of. Lent | ¢aL BLALDHEX! 8¢ LROMLLAC.GI pably -dectypledae
pPaln_ekts. Processing of  preventing Gch an atfac

QnBﬁhvﬁgﬁghﬁdEH? g;gggrgi9ﬁﬁséknQdéHEi&QDC§1§EﬁE§Qts

o
data in Irs I ment” 10 or the processing of

del-ghi PHer edHRIaDt qdataptBat Peaiseeend. enbpdiaesingl bf
concatenated data is no? generated by the apparatus,

ppeefeganngt shenckpabedatknahl yritviesgeis shapbeosopy

can be prevented. Deleting redundant data 15

corbespondg fForpronessengtefl detecihytdel Eiray empoddment
data. The partici pant apparatus sonetines inputs a

char abeeprstesagnguch dslatinadoadinuddetr, datauibekhe
unique to a session, or a date/time in addition to a
20epbafineBRedimpaeSe val ues are decrypted finally.

Var i hi n n nfir in h
d:cLsgfedtChggz@%g@t%%a%%d Baquigyn%%lg%n%rgted by the

apparatus, proof cannot be created finally. Hence,
simple copy can be prevented. Deleting redundant data
corresponds to processing of directly deleting copied
data.

The participant apparatus scmetimes inputs a
character string such as a random number, a number
unique to a session, or a date/time in addition to a
plaintext. These values are decrypted finally. Various
things can be confirmed by using the decrypted character
strings. For example, when a random number is used, the
participant apparatus can confirm the presence of its
plaintext from the final decrypted text set. When a
number unique to a session or a date/time is input, it
can be recognized that a ciphertext used for anotherj

session 1s not reused.
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strings. For exanple, when a random nunber is used,

the participant apparatus can confirmthe presence of
its plaintext fromthe final decrypted text set. Wen
a 25 nunber unique to a session or a date/tinme is
input, it can be recognized that a ciphertext used

for another session is not reused. -- 54 CL Al MS
1. A participant apparatus characterized by 2
conprising: 3 key encryption nmeans for encrypting one
of a 4 plurality of sedret Akeys$! 6f secret key

crypt ography by 5 one public key of a Iuralltg of
substltutloﬁ/de@r9§FFéﬁlpén§pBQPéFé§E§ chagggperized by
encrypti on nmeans for encrypting given 8 data by one
oFOFﬁélEFﬂgélity of secret keys of the 9 secret key
crypt ogr aph hash_ val ue encr¥ tion nea Z?éo%ne of a

calculating){{“a?y FECRASR ORI 08987 trE gl'vérPaa

e glve

URA08aT, ELYBEOSLEPOL Ko dE BRSDLIECTLOD AN EACE LY NSy

one I|c ey o Ity
of,n8uf gbt&etkggfgfcgy iuegllﬁé @Ppéﬁﬁéyﬁﬁét1é§/£éﬁ¥¥ﬁtlon
neans repeat | ng processing of 6 Inputting a

pLaibatexhsag;a first input to said data 17 encryption
means and i nputting, as subsequent inputs to 18 said

data encrypizea gﬁ@&ypt@bacmganl gutpehsripetmgaygtdved9
data encrypti on neans, said key encryption neans, and

2Qasai gyhash MﬁlUHeepEﬂyalkbp otansceenubes of thares
equal 21 to the nunber of substitution/decryption
apparatugesg; c22phandraphy;
hash value encryption means for calculating a
hash value of the given data by using a cryptographic
hash function and encrypting the hash value by one
public key of the plurality of substitution/decryption
apparatuses;
repeat means for repeating processing of
inputting a plaintext as a first input to said data
encryption means and irnputting, as subsequent inputs to
said data encryption means, preceding outputs from said
data encryption means, said key encryption means, and
said hash value encryption means a number of times equal
to the number of substitution/decryption apparatuses;
and
output means for outputting data obtained by
processing of said repeat means.

2. A participant apparatus according to claim

1, characterized in that said key encryption means
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23 out put neans for outputting data obtained by 24
processing of said repeat neans. 2. A partici pant
apparatus according to claim 2 1, characterized in
that said key encryption nmeans - 55 - 3 conprises -
means for generating a proof text of know edge 4 of
the encrypted secret key. 3. A participant apparatus
according to claim 2 2, characterized by further
conpri sing know edge 3 concatenation neans for
eqONPptissg feangi ven aanarBiisaea Brpabl Fexke§fofnpHéedye
plurality of substitution/decryption 5 apparatuses and
gERetBE §YCX VP66t SeexetokeKnow edge of 6 a secret

random nunber used for. the encr ti%&@ 7 wherein aidlaim
repeat means’ corpHed T arg PHSp ELEORg 9 O ©

P B ALl 1 GBEn b Y b Eoh canBr e S nd° KhBf1pdat! 30
o . eans 1put
noans ot R ikl by LR IRELAE, BneTgireh) Bce by ore
NS 1 5§ O%Ztlﬁ%yfgngﬁ REL,0BrMeans:isatdohashcyabeeon

encrypti on neans, sai d knowl edge concatenati on

”%%@%r@t%%@@e%n@fgbh@@ﬁtiﬁé gdpabotrotthe BUMREbwokdge of
subStitution/decryption 15 apparatuses, and 16 the

appaeatds &@hﬂ&ﬁrnﬁmﬂéki&eédtﬁbalphandﬁﬁkyﬁiibunber
know edge proof neans for generating a proof text 18
of know edgeviafred s waiofl reperdt meamdomompriers rseds for
19 all the repeated processing operations for data
f reakby 1n20 polocaissedgbypfr épputicagat hbeppbaéssieng by the
sai d knowl edge 21 concatenation nmeans. 4. A , i
pELEEE paRttaspasatds dagaorEFRYPESORI BEANS2aRd inputting,
characterized in that said outgut means _co rises
as the subsequent 1nputs to said data encryption means,
preceding outputs from said data encryption.means, said
key encryption means, said hash value encryption means,
and said knowledge concatenation means a number of times
equal to the number of substitution/decryption
apparatuses, and
the apparatus further comprises total random
number knowledge proof means for generating a proof text
of knowledge of a sum of secret random numbers used in
all the repeated prbcessing operations for data finally
obtained by repeating the processing by said knowledge
‘goncatenation means,
4. A participant apparatus according to claim
1, characterized in that said output means comprises

means for outputting, together with the data obtained by

the processing of said repeat means, data to prove that
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3 nmeans for outputting, together with the data

obtai ned-by 4 the processing of said repeat neans,

data to prove that - 56 5 the apparatus which has
created the data is an authentic 6 participant
apparatus. 5. A consolidating apparatus characterized

by 2 conprising an arrangenent which receives a
plurality of 3 data, verifies authenticity of each of
the data, and 4 outguts only data which is, determ ned |
ashgueRBAREEEYS BRIANCBASOFTAAt Pt APparhR LS aRRoF U ARLELC
to 2.claim5, char%cterized by further conprising an
3PEFFaRgBRBAt SRRPEAYErifies that the input data is 4
generated by an _authenti.c,_participant . apparatus 7., A
Subst i tut | ofidedt JCIOR ‘Sppardt GSE3 Bharacrarrasa byet oY
c LsiLng:; d LVYLSLon S . dLYi ng

cPORBrSaf JooartatyphSheo  HEHC L Ok LY BOpERED 11y ot
Oagéger%&rﬁgxeé SLYRERYE BPRY. o¥hLelni SrengeyRLed, byng
publi ¢ key 6 cryptography, data encrypted by secret

key+pL¥Rt 8aNaPAYa ¢haRH 2shasheval HEdERST ¥RERENDYC.
public key cryptography; 8 secret key decryption neans

for decryptiglg zheonScendeyphgdappatatukegcebrtihag to
secret key cryptography by a 10 private key of the
pubbim Beycheayptograpby; bilfdatiaedecoyptisingeans for
decrypting the 12 encrypted data by using the
decrypyenesécrbtckeyernfi¢s ghaerbhe duppltdabials 14
hash val ue decryption neans for outputting a 15 value
oBearhafcByPeePypithgnthe eatFypteanhashPybItieSby 16
the private _key of the public key cryptography; 17
hash val ue Veri fi C¥PP&A HEARS/ ASFLEB 8Py Agparatus

cheracterized by comprising:

data division means for diving each element of
an input data sequence into a secret key of secret key
cryptography, which is encrypted by public key
cryptography, data encrypted by secret key cryptography,
and a hash value encrypted by public key cryptography:

secret key decrypticn means for decrypting the
encrypted secret key of the secret key cryptcgraphy by a
private key of the pﬁblic key cryptography;

data decryption means for decrypting the
encrypted data by using the decrypted secret key to
generate output data; |

hash value decryption means for outputting a
value obtained by decrypting the encrypted hash value by
the private key of the public key cryptography;

hash value verification means for comparing
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- 57 18 the decrypted hash value with a hash val ue of
the .19 generated output data, if the val ues

coi ncide, 20 outputting hash val ue acceptance, and if

the values do 21 not coincide, outputting hash val ue

unaccept ance; 22 output data sequence generation neans
for 23 generating a data sequence which contains, as

sequence 24 elenents, only the output data for which

acceptance is 25 output fromsaid hash val ue

véhief idestiver afe ddshaNd LR #Rth2s BeshcdRra8pBhRdFAg in

a sense of being generated fromthe 27 sane el enent
d&CA TP e quﬁé’?ﬂt M&rséguéﬁ&}’a RES28°aRF6Fm y
shuffling the elenents at random.to_farm.an, 29 u
AL PR 67 40 RaSh G&F 68 dBRPypPran Buthent PelEy to
proof neans , 31 f rati h I ption
B Ret arayies2 R o Pata P ot ek CRhraRes
proves t hat Hut 33 Rl HR Lo £RG 8l RIMBRE Qf fohe
out put Qata(ie Jgﬁcejis §%ﬁglway§ a val ue obtgfned_by
deeh¥RtitNg ot he eRGr vRbednbashnidh vahuaieant asngdqghiBnae
certain el énment of the input data 36 sequence, and

t ha hashk svalwes ane ontpulnezte- goe IRicar nesppodaneeis
38 hash val ue unacceptance authenticity proof 39
meanpuftorf rgenekdtd hgsa kashevakueé furatdept mrees46nd which
authenticity proof text as a proof text which proves,

4 breheprsaisponadhgvanue veniski odt beangeanscoatpdt Srom2the

unaccept ance, that the output of unacceptance is 43
agehentileneatd dgt aogptheneans tf 8pter 6aLvagcgn and

authenticity - 58 45 proof text fromthe hash ¥alue
d@@#¢§FWéﬁ é@FﬁéﬁﬂP&iF@e elements at random to form an

output data seguence;

hash value decryption authenticity proof means

for generating a hash value decryption authenticity
proof text as a proof text which proves that the hash .
value of each element of the output data seguence is
always a value obtained by decrypting the encrypted hash
value contained in a certain element of the input data
sequence, and the hash values are in a one-to-one
correspondence;

hash value unacceptance authenticity proéf
means for generating a hash value unacceptance
authenticity proof text as a proof text which proves,
when said hash value verification means outputs:
unacceptance, that the output of unacceptance is
-authentic; and

cutput means for creating an authenticity
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46 proof text and the hash val ue unacceptance
authenticity 47 proof text and outputting the
authenticity proof text 48 and the output data
sequence output from said output 49 data sequence
generation neans. 8. A substitution/decryption
apparatus 2 according to claim?7, characterized in
that 3 said data division neans further conprises 4
means for further dividing each el enent of the input
Spdard Seguehzem hhe haphovhluexdes6rYRRHAD edlgenoft 1 Frety
6 encrypted secret key, 7 the apparatus further o
cBRPPEsES§xsedpEt tREyNaRAOWR B WWEFFEPEARF BN HERFREF oI tY

verifying authenticity 9 of the secret key know edge
pP&8P tégFF FthﬂBtBPgBanlé ?eiytbgngaFﬁgﬁtpggog It

[ d if the 1 f '
ikt hent PETBGEL ALE: RGCHACEept SRS, Tand S150sahEPut
t put _dat [ 13 [
THANS PORCGEReT e RG a At BoeBtence which 14

contains, ag.!he seuence slereacty by LRsaoutaul

data 15 for which acceptance is odtput froma

sakdobashgléovahenveri Eheakbenripansiandnsai d secret
key knowl édge 17 verification nmeans and which are

cor respondi RGiidn dzhte di&isewrse mehnkeirngrgenecahpdi Eeem
the sane elenment data of 19 the input data sequence,
andatni Fornfryrshetf Bingdtihe e20hektamahs af taadompiio
formthe output data sequence. 9. A

sdbsti tatiientdednypt ronrapparactsof2kacedbedingef othe
claim8, characterized in that - 59 3 said data
dEvirsypheAe&ASTRUr KREF conprises 4 neans for further

di vi di ng each el ement of the input ,
the apparatus further comprises secret key

knowledge verification means for verifying authenticity
of the secret key knowledge proof text, if the proof
text is authentic, outputting acceptance, and if the
proof text is unauthentic, outputting unacceptance, and

said output data sequence generation means
comprises means for generating a data seguence which
contains, as the sequence elements, cnly the output data
for which acceptance is output from all of said hash
value verification means and said secret key knowledge
verification means and which are corresponding in the
sense of being generated from the same element data of
the input data sequence, and uniformly shuffling the
elements at random to form the cutput data sequence.

9. A substitution/decryption apparatus

according to claim 8, characterized in that
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29

5 data sequence into concatenated data encrypted by
public 6 key cryptography and a proof text of

knowl edge of a 7 secret random nunber used to encrypt
the concatenated 8 data, 9 .10 the apparatus further
conprises: secret random nunber know edge verification
11 nmeans for verifying the secret random nunber

knowl edge 12 proof text, if the proof text is
authentic, outputting 13 acceptance, and if the
consol i dat i i ighplrta ¢s Vi ipn mfmitch dmstée o GOPREtiSR§
unaccept ance; and 15 cogncatenated data decryption

MESRE S dor 16 1§86xy fiiAGiiHe S8Rty FpEBEEoREat BRat BRUL
Do GBS 4768, d°BGerar iAfa e bqUERCEY GERdr RYi BRPTIC
SSaloed HCaRe5Y SBnt 41 RevRks Ene Soquonas BbEnghie,
o detRL SRSy GRel ol SBcESRE BB copeatenared

f@ggball of said hash value verification 23 neans,
sal d secret key know edge verification means, and . 24

sai d secret J1RNGYPHITRE HNeMLdeRmetiiskisGat i on neans
25 and which are corresponding in the sense of being

26 gener at eGddran theareelerekndakagel velie fiepttion
data 27 sequence, and uniformy shuffling the
elenent oat veandeimg28htostormtt hendotnputimdataknowledge
sequence, 29 the apparatus further conprises .
comoatfetatdd 1f60he30rdatatdatr vt rohhanthent Petpytting
proof nmeans for outputting 31 a concatenated data
déecogptirdscautRentitcthy Epﬁéﬁlﬂéﬁﬁlng apparatus 1s
unauthentic, outputting unacceptance; and
concatenated data decryption means for
decrypting the encrypted concatenated data by the
private key of the public key cryptography,
said cutput data sequence generation means
comprises means for generating a data sequence which
contains, as the sequence elements, only the output data
and the decrypted concatenated data for which acceptance
is output from all of said hash value verification
means, said secret key knowledge verification means, and
said secret random number knowledge verification means
and which are corresponding in the sense of being
generated from the same element data of the input data
sequence, and uniformly shuffling the elements at randem

to form the output data sequence,

the apparatus further comprises concatenated
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10

32 as a proof text which proves that the decrypted 33
concatenated data contained in each elenent of the 34
out put data sequence is always data obtai ned by 35
decrypting the encrypted concatenated data contai ned

in 36 a certain elenent of the input data sequence,

and the 37 concatenated data are in a one-to-one
correspondence, 38 and 39 said output nmeans conprises
means for creating 40 the authenticity proof text
fﬁ@ﬁ@tﬁ@cﬁ§§519gl@étﬂfn&é€%§§tPéﬁo§uﬁﬁéﬁ?|@PFyOBFEBFtlng
text, the concgﬁ gﬁ 42 data dec g%g

aft FORERERN? ShFo 5P Fe Crgﬁﬁlpﬁeaﬁﬁ t&§l$¥|8é00f text .

) |
URe BUPRERT: SELY RGBT PESYCand"tRe Bat poc s Hata |-
s%%%@%%n%%auaaftgogﬂoﬁgﬂngat By data sequence: ¢h.

gener ati'on ‘means Stl utron/decryption

aBB@E@%u%at% %%ﬁgéﬂbggég g’ﬁatShBFESESEBZS

furt conpri’sing data del ete nean for

waer r %ln% QHEDHhcg9b@e§e@6§6§%eﬁgﬂéa'Hﬁthd@Bhtgﬁhed in
el enen del eting”a redundant el ement by subsequent

peOcesskhng clebhkeckeanengnpne akepeBkghenter MhAgWhe
out put data, 7 wherein said hash val ue unacceptance 8

agthenteakbtydpriact aeansncanpheses-gpascbeoresgpordahcag

a 9 hash val ue unacceptance authenticity proof text

asnd 10 proof text which proves that the decrypted
concatenated - 61 11 data contained in each el enent

of the out pdidacatriy FegquienceMesigewajpsagat §or creating

obt ai ned_by decrypting the 13 enc%%pted concat enat ed
dihg éﬁﬁPSPEéHlFM Breeft AFRt14rerefBRt oDt KelPAput

dgg%r§% E%gcgUtgggt$@$stg%goQa%ext, the concatenated

data decrypticn auvthenticity proof text, and the hash
value unacceptance authenticity procf text and
outputting the authenticity proof text and the output
data sequence output from said ocutput data sequence
generation means.

10. A substitution/decryption apparatus
according tc claim 8, characterized by further
comprising redundant data delete means for, when the
output data sequence contains identical elements,
deleting & redundant element by subsequent processing
while leaving cne element to form new output data,

wherein said hash value unacceptance
authenticity proof means comprises mans for generating a
hash value unacceptance authenticity proof text as a

ptoof text which proves that the decrypted concatenated
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15 val ue verification neans outputs unacceptance, the
16 output of the unacceptance is authentic. 11. A
verification apparatus characterized by 2 conpri sing:
3 hash val ue decryption authenticity 4 verification
means for verifying that a decrypted hash 5 val ue
contained in a hash val ue decryption authenticity 6
proof text coincides with a hash val ue obtained by 7
decrypting an encrypted hash value of a certain
eld@fEntcong adinegh i p@chdglersaguehcéheardtPRé Hash
values are in a 9 one-to-gne correspaondence, i

if the
h&SSH U GFed S GG YFe JB62and taresitn thhéieGﬁé’pF&PSnE%e
correspondence, qutputtjn 11 acceptance, and if .the
h 1 TS SISO N (8 T2 S5k SL6 ndT @ certain
cor.respaqond .. Qut puttjng unacceptance;, 13 hash.va
ORI e Vo PTERY OF HoShaUFOrc, ThCWAER | RaLL 8

1 ON nean en
decrynpt I inci it f
Sopram S e e ke des ! oachas dBcvatue of

2 o | et 17
ACEARANGE @l Jdadhochash ¥al ues ndg.aet

out putting unacceptance; 18 hash val ue

unaccept ange autthertdicilkt 19 uepki-héaki eAafBanserfieed by
verifying a hash val ue 20 unacceptance authenticity

pregfptiextngs a proof text 21 which proves that for an
el enent of the elenents of the - 62 22 input data
sequence, Wwhadh carlres padsydio.can raghendlive ty23 f or

whi ch said hash val ue coi nci dence verification nmeans

2 & eqitfiputed ivmaosepisates, velré fyanputhet andeceprardehpsh
25 authentic, if the proof text is authentic, o
otadute igegtadgiege d@prafiésh ¥adupf deREYPFeBT fakhepsicity
unaut hentic, 27 output%kﬁ% gn cc%pta ce; and

proof text coincides ash value’ obtained by
decrypting an encrypted hash value of a certain element
of an input data sequence, and the hash values are in a
one-to-one corresgpondence, if the hash values coincide
and are in the one-to-one correspondence, outputting
acceptance, and if the hash wvalues afe not in the
one-to-one correspondence, cutputting unacceptance;

hash value coincidence verification means for,
when the decrypted hash value coincides with a hash
value of each element of an ocutput data sequence,
outputting acceptance, and if the hash values do not
coincide, outputting unacceptance;

hash value unacceptance authenticity
verification means for verifying a hash value

unacceptance authenticity proof text as a proof text

which proves that for an element of the elements of the
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39

28 authenticity determ nation neans for 29 outputting
acceptance, for the elenent of the input data 30
sequence, if said hash val ue decryption authenticity
31 verification neans outputs acceptance while said
hash 32 val ue coi nci dence verification neans outputs
acceptance, 33 or if said hash val ue coincidence

“verification neans 34 outputs unacceptance while said

hash val ue unacceptance 35 authenticity verification
méapstodapat Sedeeapeanvbichngorzesppngpetgud pidsaralue
sequence contains only data 37 corresponding to the
efereiid chceapteBaBy ¥ailtehgehnca8eRgPuBSELl hef liengemeans
verification neans and ag% t he data

c

39 d .
oOHEPIIE e UNBGERGLAPAG uAAEC BRERHEEOT 1359ACGRFFRFE ot Fon
t ' t laim 11 teri d .
BR et o tor R RtRpE: SRES 5 RROWFRAGES CEEPuYing
HEr- f ey 3 Rilotdager **=u™
L Berep Rby Do ate Theobr orh P anll b he thh¥atels °

Féﬁg@ggaghgagﬁ%%ggHEaQQE§ sgquence, if the proof text

tputting acceptance, and if the

proof text cih@npthaytheniternaubRybhl RgaHRag6RPt ance,
8 wherein said authenticity determ nati on neans 9

ceppusesnfeansehoEnedt bk APcactepeatcer tBE input data
el enents - 63 10 of the input data sequence which are
ageeptadebyisasdidilhasbacrveliukeycknopt &dgeavehefit taitpn
nmeans, if said hash 12 val ue decryption authenticity
veerfif¢att onnneaassoatipptiss d8capteptancelihhi feidalgsh
hash val ue coi nci dence .14 verification neans outputs
aveepeaneéncodenfesHpylRASAt198 PaRDE eBFRErdepcecptance,

verification neans outputs 16 unacceptance while said
h§§hl@aﬁééduHQEEeﬁFéH@ec??ngﬂgﬁ@ﬁ?ingﬁf%ﬁ?Ff?Ea??%ﬂs

n%%@%u%gt Hggcgggggggngﬁilgngaid hash value unacceptance

authenticity verification means outputs acceptance, and
if the output data sequence contains only data
corresponding to the elements accepted by said hash
value coincidence verification means and all the data,
and otherwise, outputting unacceptance.

12. A verification apparatus according to
claim 11, characterized by further comprising secret key
knowledge verification means for verifying authenticity
of a secret key knowledge proof text beionging to each
element of the input data sequence, if the proof text is
authentic, outputting acceptance, and if the proof text
is unauthentic, outputting unacceptance,

wherein said authenticity determination means

comprises means for outputting acceptance, for elements
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18 if the output data sequence contains only data 19
corresponding to the el enents accepted by said secret
20 key know edge verification nmeans and sai d hash

value 21 coincidence verification neans and all the

- data, and 22 otherw se, outputting unacceptance. 13.
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A verification apparatus according to 2 claim 12,
characterized by further conprising: 3 secret random

nu r knowl edge verification. .4 neans for verifying.
e e o e G EhuE e tE Banner CRRbGPclyeoDic

f bel ongi h el f_6.the i
B A e

O%&HH%%%%%gﬁ%%ggkagﬁghsﬁ@qcﬁEgtQgrE%ggéﬁ%gétmggns outputs

unaut out putti ng unaccept ance;

copcatenated data gg%ﬁyﬂhkﬂnv%%EEeEBEHEEMeHQe

verification neans for verifying that decrypted 11

cereatraratedndatanconhabned hhcegehnekenspt 1of shhe nhdgh
out put data sequence coincides wth data obtai ned by

13adeer yplinag deneey pked reeneabanakedsdatapgept ained in
a 14 certain elenment of the input data sequence, and

t heacceptatbecandatepatddhdahavaleei tnacoapthneone
correspondence, if 16 the concatenated data coincide
andtaestigitiyevenéfi.oadbnen t#aper responhgeacegptance, and
outputting acceptance, and if the 18 concatenated data
alé ROE PRtPHE BRéat sedrence9cedraespopdericaata
out putti ng unacceptancei 20 wherein said authenticity
dECEFREREPPORIMBENENC 28 LEBRBESSBSCRREAS Por Sl pBEErfl
a cep%anc , for elenments, 22 of the input dat
SEGYeHCE IRAGR HPEiACERptel ByoBot o5 Ldi i shcratue
k%%i%%%@%%%%evggﬁ%ghg%gbgnmgg%gsaggdafflQhe data, and
otherwise, outputting unacceptance.
13. A verification apparatus according to
claim 12, characterized by further comprising:
secret random number knowledge verification
means for verifying authenticity of a secret random
number knowledge proof text belonging to each element of
the input data sequence, if the procf text is authentic,
outputting acceptance, and if the proof text is
unauthentic, outputting unacceptance; and
concatenated data decryption authenticity
verification means for verifying that decrypted
concatenated data contained in each element of the
output data sequence coincides with data obtained by

decrypting encrypted concatenated data contained in a

certain. element of the input data sequence, and the
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24 secret random nunber know edge verification neans,

if 25 both said hash val ue decryption authenticity 26
verification nmeans and sai d concatenated data
decryption 27 authenticity verification neans out put
acceptance while 28 said hash val ue coi nci dence
verification nmeans outputs 29 acceptance, or if said
hash val ue coi nci dence 30 verification means outputs

unaccept an mgyle sai d.hash 31 val ue unaccept ance
aﬁpwgﬁteeéﬁﬁdv Fte BaE ff poaRE 58 Blepabe aenentance; 1f
% i T, the. outpu % Ea sequence g cont ain honI g%tg
Hecsohiacagafsy, fatd wﬁﬁmﬁﬁﬁi&é ofone
seg, ghofighdsnanl edge, é LORLLOR SR eang, 98l dhe
e v 6

ecret om nunber Ication
%%%@n%%%@,H%E%eagg'H%kdgﬂc%h¥96hEL€@ngg 37 neans

an all the data, and otherw se, outputting 38

U&%QQ%B@@B@%ncé4 oﬁtﬁﬁ&h&h@abhﬁﬁcégﬁéﬁééUS accordi ng
to .2 claim12, characterized by urt her conprising 3

r edundant daia rédlnetse ieoRiuthRRitien tRedes cir@inat 16 méans
when el enents of the output data sequence are
r edmpddsts mbaandfbt batpantinpgedcthptahbe, r édundaaments
elenment is 6 del eted by subsequent processing,
ootfpthei ngratceptangegueicandhothesveseccept pdt biyngoth
unaccept ance, 8 wherein said authenticity
déﬁédnﬁﬁ&ﬁﬁ@nkﬁﬁah@OW@eé@ﬁpvegéglﬁééﬁ@nf@@a@at@uﬂtsﬁgd
acceptance, for elenments 10 of the input data
sé&&éﬁ&erﬁﬁﬁeﬁ QP@bﬁéc56?@&989935?61f1§a§é%?e@eR%§

i on_neans hash. 12 value

Ba o aaea Bh b he ke R o E EVPE 1 b, RRFARRERGi bFa 15 vai d
" sgyndant dafandeb et 60001 §TBL) 00, IEaRS UL AU s dyption

acceptance ue COIl NCl aence
authenticity verification means output acceptance while

said hash vaiue coincidence verification means outputs
acceptance, or if said hash wvalue ccincidence
verification means outputs unacceptance while said hash
value unacceptance authenticity verification means
cutputs acceptance, and if the output data sequence
contains only data corresponding to the elements
accepted by said secret key knowledge verification
means, salid secret random number knowledge verification
means, and said hash value coincidence verification
méans and all the data, and otherwise, cutputting
unacceptance.

14. A verification apparatus according to
claim 12, characterized by further comprising

redundant data delete confirmation means for,
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10
1
12
13
14
15
16
17
18
19
20
21
22

23

15 verification neans outputs acceptance, or if said
hash 16 val ue coi nci dence verification neans outputs
17 unacceptance whil e said hash val ue unacceptance 18
authenticity verification nmeans outputs acceptance,
and 19 if the output data sequence contains only data

20 corresponding to the el enents accepted by said

secret 21 key know edge verification nmeans and said
hash I id t

RESHaCA TERAS 59 GORePHrSET DBCPUFEHNG RatEept aHgeiant
1 AT inet s PYShem %ngca%sw%sgnggn% SQORLhei N9
pFUPaﬂltﬁ par

I CI pan arat uses

%igkbgabgngggggéﬁghﬂspr@cgggﬁﬁé'tgugéaétlng acceptance,

stituati pti on“appar at usé

Vghhfb%ﬂE QR se? apRaLatusg Qngééégﬁénéé'd partici pant
appar atuses 7 conprising’ - key encryption

means for eRgiaRtiinGake sftheant chhyr akik¥mahaseeheheans
keys of secret key cryptography by 10 one public key

otospirdspkumakinky fotr dhtpubsihubtosbdencypt oA elements
appar atuses; 12 data encryption neans for encrypting
gb¥ehhelingatadbyaoseqoénthewpluhabieyaoteptedeby keysd
of the 14 secret key cryptography; 15 hash val ue
enecypti rynbanyledgecubrufacengon megnhashfvasi@ ofsh
the given data by using a cryptographic 17 hash
fUﬁéﬂﬁoﬁeéﬁﬁpéh@ﬂyBpﬁhgnthélgﬁsﬁth yeabycpneeags and

public key of said plurali
sﬁ@éﬂlFﬁﬁPBHPBEcﬁﬁﬁﬁlGﬁleig %BBEFE@%E%%n @%aP%p%%?pUt

nggggp ance Eﬁaﬁ'”%ag&oﬁ ﬁlgglue coincidence

verification means ocutputs acceptance, or if said hash
value coincidence verification means outputs
unaccepfance while said hash wvalue unacceptance
authenticity verification means outputs acceptance, and
if the cutput data sequence contains only data
corresponding to the elements accepted by éaid secret
key knowledge verification means and said hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.

15. A mix~nei system characterized by
comprising a plurality of participant apparatuses, a
consolidating apparatus, a plurality of
substitution/decryption apparatuses, and a verification
apparatus,

| each of said participant apparatuses

comprising:
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

21 inputting a plaintext as a first input to said data
22 encryption neans and i nputting, as subsequent
inputs to 23 said data encryption neans, preceding
outputs fromsaid 24 data encryption neans, said key
encryption neans, and 25 said hash val ue encryption
means a nunber of tinmes equal 26 to the nunber of
substitution/decryption apparatuses; 27 and 28 out put

f [ bt ai ned_b . [
e, L7 OULBULL LG, SaL8 ORLAINed Duyey 830 goRRS 08 .
SORRLR1L%y, 3F SRS LoRagH 02! 100, apoptotue bessainy 5y

PBAL! BLBPAL ggyggﬁaggﬁgs SurY€IL{YERAG authenticity of

eac nd out putting only data which

i s, feterntngd /ascrypflon3gppaihientis; to one of said

substitution/decrypti on 36 apparatuses, 37 each of

sai d substi Hakiz0R/N ¥RbhoRead8 @PRAEALUSESing given
conprising: 39 data division neans for diving each

elgRBNbyObne48rannkenputrdai aysefqueaceet npaysfof ome of
said 41 consolidating apparatus and said-
sybstet ukepnédeptypraphy; 42 apparatuses into a secret
key of secret key 43 cryptography, which is encr{pted
by public kbypshdverdyet egcaphyiocdanaasacippt eglpplating a
secret key cryptography, 45 and a hash val ue .
eheshpredupyobubhPcIKEGN cAGHE OBY aphyd A6CEERFREXKRYLC
decréption means for decr{pting thﬁ 47 encry ted
sBepBt TreGt 8PNt ABISBRFEVPKEYI cFypt DYTFRAPAT B BY 28°
private Ee of. the puglic k cryptography; 4
GBEFTbE1 R rBaneoFar PARERYbETrg: | RSt PO Lo Pulltforson
apparatuses; .
repeat means for repeating processing of
inputting a plaintext as a first input to said data
encryption means and inputting, as subsequent inputs to
said data encryption means, preceding outputs from said
data encryption means, said key encryption means, and
said hash value encryption means a number of times equal
to the number of substitution/decryption apparatuses;
and
output means for outputting data obtained by
processing of said repeat means to said consolidating
apparatus,
said consolidating apparatus receiving a
plurality of data from said plurality of participant

apparatuses, verifying authenticity of each of the data,

and outputting only data which is determined as
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35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

50 encrypted data by using the decrypted secret key to
51 generate output data; 52 hash val ue decryption
nmeans for outputting a 53 value obtained by
decrypting the encrypted hash value by 54 the private
key of the public key cryptography; 55 hash val ue
verification means for conparing 56 the decrypted
hash value with a hash value of the 57 generated
output data, if the values coincide, 58 outputting
hagif healtde &OcepeaRée SaadRd SPPSERELTAPTIESSEEYPES Aot

coi nci de, outputting hash val ue unacceptance; 60
oGPPG 2§4F&Ssequence generation neans for 61

generating a data sequence i.ch.cont aj equence
" 68 62 eleei‘?ecﬁ}so, & ESP t%@sou%ﬁll}tloélﬁg%%a’ﬁ’%}ﬁ%ch

accepE%%%%egscog rgg&g&L from sai d hash val ue
vEFERi Eation means —and “whi ch 64 are corresponding in

a sense of heing &g)e}%fi%rﬁ%éarn%mw 4169 AR ¢l @TRRknt of

data of the 1 nput ta sequence, and 66 unifornly

shuf filing Whe elemmrbsat npardedrt enkokm a8aid67 out put
dat a sequence; 68 ‘hash val ue decryption authenticity

Pieefs TR @RS 1 NG9 abpk raener ahidngaadhasbsvtakue idegypriyonion
authenticity 70 proof text as a proof text which
pepyesathakst hetbash settetralkeg off sacheel &érgnt of the

out put data sequence is 72 always a val ue obtai ned by
decrypbigrgphlye ehdchptied ehaslypt?z8 al pebdont deved in a
certain element of the input data 74 sequence, and

t be VivaSly ne@ihives cate eRCEYeEedt BYoReCTStcbeYeSpURERHERPNY
76 hash val ue unacceptance authenticit

B8RS °f b SorenaE oA TRASA PAI BEPGRECEEN Rheersgaphy;
authenti ci tysépcrroeqcf kteethdeacSry%t%ro%Ofmeta%xst flé)hrl %c%ry%\ﬁ%%’g the
encrypted secret key of the secret key cryptography by a
private key of the public key cryptography;
data decryption means for decrypting the
encrypted data by using the decrypted secret key to
generate output data;
hash value decryption means fof cutputting a
value obtained by decrypting the encrypted hash value by
the private key of the public key cryptography;
hash value verification means for comparing
the decrypted hash value with a hash value of the
generated output data, if the values coincide,
outputting hash value acceptance, and if the values do
not coincide, outputting hash value unacceptance;
output data seguence generation means for

generating a data segquence which contains, as sequence
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62
63
64
65
. 66
67
68
69

70

71
72
73
74
75
76
77
78
79

g0

- 81

82
83
84
85
86
87

88

79 when said hash value verification nmeans outputs 80

- unaccept ance, that the output of unacceptance is 81

aut hentic; and 82 output neans for creating an
authenticity 83 proof text fromthe hash val ue
decryption authenticity 84 proof text and the hash
val ue unacceptance authenticity 85 proof text and
outputting the authenticity proof text 86 and the
out put data sequence output from_said ouéput 87, dat a

sE4GEBREE Sge Bt L8R RBSRST dAG88°SalAivRr FEFERFFDRS 1S
t I,Sing:..- 6 89 hash I d ti .
SGEREH SrEy 56 0e PPN CHATBR NEAGSFOL UBr IFor G  PRatich
d ted _hash_ 91 | [ '
GaLy YTOR g2 BArRoRD &1 o S0t PorhUcabhErgest, YPphoene

[ y proo ex I'ncides wt
h val 3 aj.ne ‘ [
B P A I

S%gﬂi%‘i%l $2ird1 9RgSHRst LhUhibAREdger YRhHGR 8PPakakUsn
and the hash values™ 96 are in a one-to-one

CRLEesRORBERACBequEnkBe hash values 97 coincide and
are in the one-to-one correspondence, 98 outputting

accept ance, hyh ivaltuke deasiyprdlonesvahentdtiicy pe8othmeans
one-to0-one correspondence, outputting unacceptance;
l@orhashevaltiegcai hesdemeduwedetivgation aedhsnftbeity

101 when the decrypted hash val ue coincides with a
haskof02exal ae of peach tesmewbich pheveat phetdbha hash
sequence of 103 said substitution/decryption _
appatat 9§, eaghpatenagt @§4taéc@BFEHEe?agﬁdS?ﬁu?ﬂéehé%h
val.ues do not coi ncide 5 .out putting, unacce

67 Rash v APAESURGEESRPAnEE JBPRURELBP §ie 189S EVELed hash
V%%EE%C%%%%gig%%n§nfgrc¥%£ggxig%e%eg%sgfvghgeinput data
sequence, and the hash values are in a one-to-one
correspondence;
hash value unacceptance authenticity proof
means for generating a hash value unacceptance
authenticity procf text as a proof text which proves,
when said hash value verificaticn means outputs
unacceptance, that the ocutput of unacceptance is
authentic; and
output means for creating an authenticity
proof text from the hash value decryption authenticity
proof text and the hash value unacceptance authenticity
proof text and outputting the authenticity proof text
and the output data sequence output from said output
data seguence generation means, and

said verification apparatus comprising:
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89
50
91
92
93
94
95
96
97
98
99

10

(e

101

102

103
104
105
106
107
108
109
110
111
112
113
114

115

108 unacceptance authenticity proof text as a proof
text 109 which proves that for an el enent of the

el enents of the 110 input data sequence, which
corresponds to a hash value 111 for which said hash
val ue coi ncidence verification neans 112 outputs
unaccept ance, the output of unacceptance is 113
authentic, if the proof text is authentic, outputting
. 114 accept anc and if the proof

) text | L
unaut hent i ¢ 22501 Y8136t BGEEVR lﬁﬁa@&iﬁ?ﬁhig}tgnd - 70
116 thepticity det i nat i .
otepart P bchbeaRcen 8t AR Rt *Br dderpsad hash
dat 118 ' id h ti
afthur o FEHHENCEn Lhe PRLGN N0RTANONUE OBET RN ON

a&ﬁ?ﬁéﬁ@ﬁ@i%@i €88l feDASH,1A204¥ 8l Y+ FOLNELERNELI ue

verifrcation ans outputs acceptance, 121 or if said

héﬁ@aYﬁéHebQOH@EEQEBQEgV§ﬁiéh@@?b@@dnﬁaﬁﬁ $22u0Us PUE S
unaccept ance whil e said hash val ue unacceptance 123

adthent hckl ¥m¥ati bEcahe oDnPRANS2 OHt pEliBcACE Pt ansid

and 124 if the output data sequence contains only
datiast2buedbnédpondphfjoh capheretesenasdatcephash byalues
said hash 126 val ue coi ncidence verification nmeans
aaflealh thendataroné2Zoandspthdencse, i6utheathangy values
unaccept ance, 128 wherein the system executes 129

i apthaldeeeningrpr beesBE ngnof tgepbratPAEC aRENCaROS
publ i shing a safety variable, an area variable of the
184t BUBELBIKBGCEPYAREYr apRY, LEnEPEr JREBgVAphEE ARSHNCT 11
132 function, and an encrégtion fu ct%gn of the secret .
keje 238 EPYPTEgFaphySPI34=ThFfti AP BBEtiIAY Processrag=c’

A
aQBSBaEngaecrypted hash value coincides with a hash
value of each element of the output data seguence of
said substitution/decryption apparatus, outputting
acceptance, and if the hash valués do not coincide,
outputting unacceptance;

hash value unacceptance authenticity
verification means for verifying a hash value
unacceptance authenticity proof text as a proof text
which proves that for an element of the elements of the
input data sequence, which corresponds to a hash value
for which said hash value coincidence verification means
outputs unacceptance, the output of unacceptance is
authentic, 1f the proof text is authentic, outputting

acceptance, and if the proof text is unauthentic,

outputting unacceptance; and
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1l1e

117

118

11¢

120

S 1z1

- 122

123
124
_125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141

142

137 participation processing of inputting, to each
138 of said participant apparatuses, the safety
variable, 139 the area variable of the public key
cryptography, the 140 cryptographic hash function,
the encryption function of 141 the secret key

crypt ography, the public key of each of 142 said
plurality of substitution/decryption apparatuses, a .-

71 143 pl li f . k f th k
cryptogrgpﬁ;??]tlhtf%iQl %gggkgﬁﬁﬁéﬁglﬁhigﬁ%ggr %ngyent

f h, tici t 1 14 i h.
LSRR bheBEdhre 185 00M; SR 0805 08 SR N Bour daca
. e : . . . ’

) 3Bdhekar s FERaoHash LHTheNEeEYDL AN aPRERRILEEY

d@%@i%ﬁcg%ibﬂaﬁighg %akgu§gb§&&ég£598édﬁﬁiygtggpdiﬁésh

appar at uses, are obtained by the participation

- 133 ,Rr 068581 AGnckovaRi d160056hi flakhBYoappat at sscaptance,
153 inputting an output from said consolidating

appar&t ysias hath4dvhheei aptihctlatacsequencecatddbon means
substitution/decryption processing of 156 inputting

t hatibnpyt udataepeguencehahd shédphavhateakey wfiacdsFtance
the public key cryptography to one of said 158
sebsthientticonydeeryptcohiappreanasestants caosengasagd and
159 substitution/decryption apparatus to_output the
oufpthe DEGPY4t daseqaereengadcansagneneelnf daha
authenticity proof 161 text, 162 integrated ,
sG@§€ﬁﬁ@PP6ﬁPGeEPyEPPoﬁlEWEEéésFﬁﬁepi%% BY Fepeabddly

ti th bstitution/ ti 16 [
oRPEDSoRORBAGr R SEnd-L0 bALRL (oTORFOBEr Yt Bh GkS Cata.

ADRAr 2148 L2 50° wReH.PYihgPLhLLBG,ARLLOpUL data

wherein the system executes

initial setting processing of generating and
publishing a safety variable, an area variable of the
public key cryptography, the cryptographic hash
function, and an encryption function of the secret key
cryptography,

initial setting processing of generating and
publishing the public key of each of said plurality of
substitution/decryption apparatuses,

participation processing of inputting, to each
of said participant apparatuses, the safety variable,
the area variable of the public key cryptography, the
cryptographic hash function, the encryption function of
the secret key cryptography, the public key of each of

said plurality of substitution/decryption apparatuses, a
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143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168

169

166 as an output of the consolidation processing as a
first 167 input data sequence, in which an input data
sequence in 168 first substitution/decryption
processing is an input 169 data sequence output from
the consolidation processing, - 72 170 an input data
sequence i n subsequent 171 substitution/decryption
processing is an output data 172 sequence of

i medi ately preceding 173 s%bshitutiongdecry tioE h
pPeHESSRY, CAnSBRERLL KBHEaCT174°sETGER ek%ﬁtgﬁ¥p PoRTERY

final substitution/decrypti,0 175 processing is.a..
dEERy Bt PORLPESGFL hAREoneplt LERERTE 1780 SagleRRe [oipant,
outgut from each substitution/decryption 177

pfbtiessi ng except the final substitution/decryption

178 processic% o151 2RalcR BEOULESS gﬁ‘e&xeepag% 5$§;al:rtatuses

the 179 authenticity proof texts outpu romall the

1 it utianide : 0 i ng operations are
180 supstit ubiantdegyphian Rbosesaing op

ned as a gl obal authenticity proof text, and

tBﬁbs%§%u@§6hyebhepﬁteéulprhBathaeﬁgogress decryption
results, 183 and e gl obal authenticity proof text

are out put, cbedkoraraftiicat peddesedeassioig iabusepagatilig the
an input 185 and output of each

suhsti tut benideatypti eaidppabatusul8énfdearyheion
decryption result, the in-progress decryption 187

r eppktrstuand, t Wbighobak abthénedchyytheobprtegipatggn
inputting the input data sequence, the output data
1890se§8ence, tandatHecaubReALRELDY PPBBFAEERt 2BF each
190 substitution/decryption processi to,.said
vePPREEARBoAT fgipaﬁpﬁrawuéélsnaoeaaggﬂatgaﬂdapparatus as
ve%ichatiog 3gparatus to 192 output one of

acCEpt-RRBE FAG°uRSEEERESNCce, and 193 ni x- net

oLt | NS SR 30kt s of
inputting the input data sequence and the private key of
the public key cryptography to one of said
substitution/decryption apparatuses and causing said
substitution/decryption apparatus tc output the output
data sequence and a seguence of an authenticity proof
text,

integrated substitution/decryption processing

of repeatedly executing the substitution/decryption
processing while exchanging the substitution/decryption
apparatus to be used by inputting an input data sequence
as an output of the consqlidation processing as a first

input data sequence, in which an input data sequence in

first substitution/decryption processing is an input

" data seguence output from the consolidation processing,
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195 substitution/decryption processing operations, if
all 196 results indicate acceptance, outputting
acceptance, and - 73 197 otherw se, outputting
unacceptance. 16. A m x-net system according to claim
15, 2 characterized in that 3 in said participant
apparatus, 4 said key encryption nmeans conpri ses neans
for 5 generating a proof text of know edge of the
encrypted 6 secret key, 7 in said

170 SGBSFPPHFléﬁFBeéPQB?PSﬁ &Pp&rEEES e Eai d data division
nmea s her

171 (54 fsalé 176 Pt e o PR R e s
roof text h

172 Eéﬁquﬁ%. 4R 808E, b rkhBaiad BN YPL o] Socl e

173 Rl 8008,y QCLLL B ELANTBEES 105 VEh, OYERE: data

174 t%éguehEet%%t ﬁ@O%réﬁ %@ﬁglléu@gtB%GEi@n/eeéﬁ tiog
accept ance, d it the 16 proof text is unauthentic,

175 OYtREkLisRggURaceeptkargridRdred 18 @noghpptit dabea
sequence géneration means 18 conprises means for

176 geeegi@hicegoatgatarsequencd whbehitftconydaensypasothe
sequence el enents, only the output data 20 for which
177 ap&epbaﬁdaglsxoapputhérdmnaﬂlscbssatdthashdaqryptuen
verification neans and said secret key know edge 22
178 verictiesatingn imeans iangrebireRsafdecevpEespondsugti ntihde
23 sense of being generated fromthe sane el enent data
179 oﬁutbﬁnﬁhéltﬁpﬁﬁoégt§e§§§u§H§EUtaﬁaoﬂnP¥%rﬁ??

huf f | t
180 3§$§s§égH§ﬁg5/%§ﬁgg%EEggspggcgggggg]ggeiggggﬁge OUtDUt

181 defined as a global authenticity proof text, and the

182 decryption result, the in-progress decryption results,
183 and the global authenticity proof text are output,

184 verification processing of separating an input
185 and output of each substitution/decryption apparatus

186 from the decryption result, the in-progress decryption
187 results, and the global authenticity proof text,

188 inputting the input data sequence, the output data

189 sequence, and the authenticity proof text of each

190 substitutibn/decryption processing to said verificatien
191 apparatus, and causing said verification apparatus to
192 output one of acceptance and unacceptance, énd

193 ' mix-net determination processing of collecting
194 outputs of the verification processing for all

195 substitution/decryption processing operations, if all

196 results indicate acceptance, outputting acceptance, and
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10
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16
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19
20
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22
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24
25

26

26 in said verification apparatus, - 74 27 said
apparatus further conprises secret key 28 know edge

verification neans for verifying authenticity 29 of a

secret key know edge proof text belonging to each 30
el ement of the input data sequence, if the proof text
is 31 authentic, outputting acceptance, and if the
proof text 32 is unauthentic, outputting
unacceptance, and 33 said authenticity determ nation
me&RE T4 SEonPFIEEEE LABEANEREFCBLEREEL i ng accept ance,
for elenent% 35 of the input data sequence which a
accept ed by°sai & M3 88Er &Y SKED Rﬁﬁﬁf%ﬂ@% Eng#?&ﬂtﬁgh
ne%ns, if sai%ehasg 3; val ue decryption authenticity
vEPPFREAET b HeaRs “Bafputs 38 acceptance while said
hash val ue caqi nci.de . i.fi i ans out puts
acceptance,l%r%%ﬁ%sg%%tﬁ%§¥%%£0a§ %5g@8gﬁncidence

verification means . out t%nhU%%_%%Ptc%ﬁg%ig@!sl BeS@isd for

hash val ue unacceptance authenticity verification

Meane QU pYt 8 AEEERt 8RGE, c&NAnofi3chbet HE QHépéﬁcgﬁb@ed
sequence contalins only data 44 correésponding to the

ekepeBatskagsepted by said secret 45 key know edge
verification neans and said hash value 46 coincidence
verificationnmeans anthsalikutHendaearvandonddpparatus,
ot herwi se, outputting unacceptance. 17. A m x-net

syst em accordiikg ded ackdimsipn m2ackafacteeirzedmpn ickat
3. said participant apparatus further conprises 4
kﬂ@ﬂpédéércéﬁ@hﬁ@ﬁaﬂiﬁﬁdﬁﬁangaﬂbreéﬁ@??ﬁt@ﬁgthﬁelQPV§n
5 data by one public key of said plurality of 6_
sUB&R| FRENBRrFEeEPYPt RoORTAPPaF &t bseS ARA74eABFaPfngnG -

gncrypted secret key,

said apparatus further comprises secret key
knowledge verification means for verifying authenticity
of the secret key knowledge proof text, if the proof
text is authentic, outputting acceptance, and if the
procf text is unauthentic, cutputting unacceptance, and

said cutput data sequence generation means
comprises means for generating a data sequence which
contains, as the seguence elements, only the output data
for which acceptance is output from all of said hash
value verification means and said secret key knowledge
verification means and which are corresponding in the
sense of being generated from the same element data cof
the input data sequence, and uniformly shuffling the
elements at random'to form the output data seguence, and

in said verification apparatus,
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27

28

29

30
31
32
33
34
35
36
37
38
39
40
21
42
43
Y
45
46

47

7 proof text of know edge of a secret random nunber
used 8 for the encryption, 9 said repeat neans
conprises neans for 10 repeating processing of
inputting the plaintext as the 11 first input to said
data encryption neans and inputting, 12 as the
subsequent inputs to said data encryption neans, 13
precedi ng outputs fromsaid data encrypti on neans,
said 14 key encryption nmeans, said hash val ue
encryption means 2PPESaENE §@¢ahﬁﬁo@p@ﬁgéS@énéapéﬁatﬁéﬁ
means_a nunber of times 16 equal to the nunber of
sﬁB@Wﬁ?éﬂ?oﬁﬁHééﬁ?BFF%ﬁ feanBpaPht HeEEIYHnY agtlgnpicity

h
? ERdBnT RGAGE: “kHoREBYBIBF oBF REaRE T creEnSIaY! hy %
f text of k f f t
naﬁﬁr%%gtéi <f aﬂ?%eégfa&s%ga%%Scﬂeiiffﬁ% RRETal TERS o
ER ngﬁEa Q§§£¥18§t m?tgxcéepggﬁ f@a%H§ proof text

process ng’ by gé toncat enati on” nean

2451 0 §ﬂkﬂeﬁHEEﬁ'BHE 9@£gﬁ§rxﬁgaegp@gﬁ@éatgﬁd 25 sai d

data 8|V|S|on means urt conprises 26 neans for

further divisdiigg se@elnelieneit sakcirhenkBRBh Adadat a
sequence into concatenated data encrypted by public

28ckpyise¥pheghapbyrand:pupt 008 &ex¥époinkdpwedoel afiert s
29 secret random nunber used to encrypt the
coficahenahpdt 38tdatagudicsawdishbstét atcopt deéchypsa .o
apparatus further 32 conprises: 33 secret random
nerbeetkkew edgeledgefvenifbnatids mS8AnseahE $ard hash
verifying the secret random nunber know edge 35 proof

t rivej dechgppiobf anbhentschbyhear+ Elcabiputneags outputs

acceptance while said hash value coincidence
verification means outputs acceptance, or if said hash
value coincidence verification means outputs
unacceptance while said hash value unacceptance
authenticity verification means outputs acceptance, and
if the output data sequence contains only data
correspohding to the elements accepted by said secret
key knowledge verification means and said hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.

17. A mix-net system according to claim 17,
characterized in that

said participant apparatus further comprises

knowledge concatenation means for encrypting the given
data by one public key of said plurality of

substitution/decryption apparatuses and generating a
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26
27
28
29
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31
32
33

AverificatiorTc’ar}E

36 acceptance, and if the consolidating apparatus is
37 unaut hentic, outputting unacceptance; and 38
concat enat ed data decryption neans for 39 decrypting
the encrypted concatenated data by the 40 private key
of the public key cryptography, 41 said output data
sequence generation neans 42 conprises neans for
generating a data sequence which 43 contains, as the
sequence el enents, only the output data 44 and the
deEPpit éG*xEoRéatBRYL8898aPa PoP GRFENTAREEP AHERST 4858
is output fromall of said hash value verification 46
ne&ks FPEa PR CLeFéP ey know edge verification neans,
and 47 said s%gret r ndowbgu%%er 5@%@ %%%%S for

nsPAg e whicﬁpgre corresponging in
t 0 [ . n fro h enen
IR e PGt S a0 BE e e Forr oo e
S%H&%E'ggph%et%'%E@Btaa%% EARCOBY i 3% %Qaﬁgrﬂh8h§n?utting,

out put a sequence, 52 sald Substitution/decryption

apRakdkusubuebiieht $3p6e8aPELSes180888beBRtedpdaba means,
decryption authent|0|?y 54 proof neans for outputting

apgeneadt agabedpdaka rebmdealiMptibon authepticht yepnepfsaid
text as a proof text which 56 proves that the
deeryphedypaicat erahed datid beahavagdei ancbypeach means,
el enent. of the output data sequence is always data
58ndbsaiidedinbylddgryprhngtehet 2anrypaed gongabenapédtimes
data 59 contained in a certain elenment of the input
dapaadotsefhenagmbaidofheubshchrehat édegayataee in a
one-to-one - 77 61 correspondence, and 62 sai d output
neBRSTé6HERPsed Aleans for creating 63 the

authenticity proof text. fromthe h

h I 64 ,
decrypt i on BECHoREEGLEY PRrooPPPEEE F othe (EOREAT SREPSESSS

total random number knowledge proof means for generating
a proof text of knowledge of a sum of secret random
numbers used in all the repeated processing operations
for data finally obtained by repeating the processing by
said knowledge concatenation means,

in said substitution/decryption apparatus,

said data division means further comprises
means for further dividing each element of the input
data sequence into concatenated data encrypted by public
key cryptography and a prcoecf text of knowledge of a
secret random number used to encrypt the concatenated
data,

said Substitution/decryption apparatus further
comprises:

secret random number knowledge verification
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65 data decryption authenticity proof text, and the
hash 66 val ue unacceptance authenticity proof text

and 67 outputting the authenticity proof text and the
out put 68 data sequence output from said output data
sequence 69 generation neans, and 70 said
verification apparatus further conprises: 71 secret
random nunber know edge verification 72 means for
verifying authenticity of a secret random 73 nunber
kReAnedger presi Ly éne g%ﬁoﬁ@@ﬁ%ttéa%%%% @P@H%ﬁtk%ﬁwlgqge
the i nput data sequence, .if the, proof

aHFﬁ%ﬁtF%Xt 755 ohPBUPEPRE BeXept n%%thaﬂal?f ??EP%E?&RQ
text is 76 unaut he tjﬁg Out%) %tl n Unacceg
75CEBRbat Shat BRCdat ac 0Bcr Y PP bh At RantPRAFS  Uggts |

f f that d ted 79
vehabbaaLton, TEREReL T nuchnlxEDg LAt %ﬁé%f 5f the

80 output d day b d
R

CQQE?&Q@ﬁnéntﬁe éﬁc99ﬁ£éanc8£§ﬂ€@ﬁa9édtagtan@yttﬁgta

sequence, he 83 concatenated data are in a

Oﬁﬁw@t@nﬁeyObfeﬁﬁ@ngﬁmﬁe kéy 8Aybhegeapra} enat ed
data. coincide and are in the one-to-one 85

correspondesaged outputt HAgaacegptaneegeardatlohhre8bs
concatenated data are not in the one-to-one 87
coompespoasencans ofibpuyenaga uiag ceplane eseanence g1 38
said authenticity determ nati on neans 89 conpri ses
neamsa g, ot pbhei AgIactept aherentor endvehlie oggprwf data
the i nput data sequence which are accepted by both 91
sand Seer@eckeptr oﬁp@agéev%¥¢¢u%@?@050ﬁeﬁ%50%n@3%%9%ﬁnce
92 secret randon1ﬂinb g d&e verificatipn neans,
F 65 BBt N SHR d hhoRTvar L] et ypEtan Botheht? ey
means, said secret key knowledge verification means, and
said secret random number knowledge verification means
and which are corresponding in the sense of being
generated from the same element data of the input data
sequence, and uniformly shuffling the elements at random
to form the ocutput data sequence,

said substitution/decryption apparatus further
comprises concatenated data decryption authenticity
proof means for outputting a concatenated data
decryption authenticity proof text as a proof text which
proves that the decrypted concatenated data contained in
each element of the output data sequence is always data
cbtained by decrypting the encrypted concatenated data

contained in a certain element of the input data

sequence, and the concatenated data are in a one-tc-one
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94 verification neans and sai d concatenated data
decryption 95 authenticity verification neans out put
acceptance while 96 said hash val ue coi nci dence
verification neans outputs 97 acceptance, or if said
hash val ue coi nci dence 98 verification nmeans outputs
unaccept ance whil e said hash 99 val ue unaccept ance
authenticity verification means 100 out puts
acceptance, and if the output data sequence 101
c@@ﬁéﬁﬁ@oéﬁﬁycéatan@orrespondlng to the elenents 102
accepted by said secret key know edge verlflc%tlon 10
rreans sai d SSect QUERRTd SRR EFPRAGRSe g 1S Tor creating
i fic 104 mean id sh._val ue
CShRcraEheg et Hu@éPP Snc305 faafs ARath PRt Gat o,
d ot h rMAse uttlng ce n
moxhet %ﬁstgHFaccor rég? EQQ th 8§%?%§?%$F%%d

%akg he%£§gk§oﬁuaakthg gég xek'e@ 2PPanat Hie hash

onprises re ata de efe nmeans for,
WQ%Hu%h%n@c@%b@%hc@aéﬁtﬁ@HHQBQ€¥0995@En§ekgeﬁhaca|

el enent s el eting a redundant el enent by subsequent

PLREesTiAdg Thehkhenkaavkngyopeoskenent badf ene sewput
out put data, and said hash val ue unacceptance

adkhankiceubyice 6QtpAtpreoh sRadsSononpti desamaaguéoce
generating a hash value 10 unacceptance authenticity
pyeakrbeitnaseanp; oehdt ext 11 which proves that the
decrypted concatenated data 12 contained in each

el enent of tshe omemitl igattd osegpeneatinvg furghgrnwgpgrrises:

dat a obtai ned by decrypting the encrypted 14
oncatenate@Qﬂﬁﬁi(ﬁﬂﬁé%%éﬁmﬁﬁrakééw §C9 e VEMkdht cgf 1on

the 15 input data se al d hash
1@e@aﬁlﬁpeaﬁﬁaﬁ?ﬁéaﬁs sBFécaﬁgcegp?aﬁSSre saﬁa?ﬁut

o%umber knowledge proof text belonging to each element of

the input data sequence, if the proof text is authentic,
outputting acceptance, and if the proof text is
unauthentic, outputting unacceptance; and

concatenated data decryption authenticity
verification means for verifying that decrypted
concatenated data contained in each element of the
output data sequence coincides with data obtained by
decrypting encrypted concatenated data contained in a
certain element of the input data seguence, and the
concatenated data are in a one-to-one correspondence, if
the concatenated data coincide and are in the one-to-one
correspondence, outputting acceptance, and if the
concatenated data are not in the one-to-one

correspondence, outputting unacceptance, and

- 78 -




17 the unacceptance is authentic, and 18 said
verification apparatus further conprises 19 redundant
data del ete confirmation neans for, when 20 el enments
of the output data sequence are redundant, and 21 it
is confirnmed that the redundant elenent is deleted by
22 subsequent processing, outputting acceptance, and

- 23 otherw se, outputting unacceptance, and .24 said
authenticity determ nation nmeans 25 conprises nmeans

88 for outputti$Ry ActeEptecelFiordel erimat i @e wFanthe
i nput data sequence which are accepted by said 27

89 &L IGSP KW Sedge WP tdatiD R GfeRienGesr daitd sHegipnts
28 val ue decryption authenticity verification an

90 2R 35 SanE SRAUREE AP AN FACRRSSh Db BREh
out put 30 _accept ance i le said _hash .val ue coincidenc

01 PR R o ey SRt S e Tea Y oheg L0
h I i nci.d verj ficat.i S ut

02 el o TR R e VA R R

93 ayhentiGid ¥ el kihcat i(aji‘aé%r'if/%"’yl%no Ut RS, 464 §RE ance,

an 35 1 f the output ta“Sequence contai ns only data

94 - v3@i 3G [ATESRAME BB @atike RneiRRNLS +36C 8RkRd dRY¥:ryption
said secret 37 key know edge verification neans ang

95 saidhkagh ctalweer3§iceitnonderees sveriithutaticerpteans andie
: all the data, and 39 otherw se, outputting
96 upaddeplahcyall@ cAimicidratesysirdfiaacdndi ngahe oluapmts
15, 2 characterized in that 3 in said participant
97 appacatasced i dfovepat hasanyadowpricsesineans for 5
out putting, together with the data obtained by the 6
98 preEaddicagion §4paSr epErttReaRscCgRtance phave shad hash
t he
92 wvalue unacceptance authenticity verification means
100 outputs acceptance, and if the output data seguence
101 contains only data corresponding to the elements
102 accepted by said secret key knowledge verification
103 means, said éecret random number knowledgé verification
104 means, and said hash value coincidence verification
105 means and all the data, and otherwise, cutputting
106 unacceptance.
18. A mix-net system according to claim 16,
2 characterized in that
3 said substitution/decryption apparatus further
4 comprises redundant data delete means for, when the
5  output data sequence contains identical elements,
6 deleting a redundant element by subsequent processing

7 while leaving one element to form new output data, and

8 - sald hash value unacceptance authenticity
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7 apparatus which has created the data is an authentic
8 participant apparatus, and 9 said consolidating
apparatus further conprises 10 an arrangenent which
verifies that the input data is 11 generated by an

aut hentic partici pant apparatus. 20. A m x-net system
according to claim1l5, 2 characterized in that said
partici pant apparatus uses, 3 as the first input to
said hash val ue encryption ans, 4 one of a m
nEAS&E, “?ad’aﬁ &Pﬂﬁpﬁésea‘s Vaf'de “tni &ﬁ@etrété“gsani‘ﬁsﬁef’a ue

sessi on, whi ch onblne% %he values

a&&%ﬁ%ﬁ?ﬁ%?%ﬂu§ |h§Pﬁﬁg§ y prodl text as SSprbBs Bcxt

which proves that the decrypted concatenated data
centained in each element of the output data sequence is
always data obtained by decrypting the encrypted
concatenated data contained in a certain element of the
input data sequence, and when said hash value
verification means outputs unacceptance, the ocutput of
the unacceptance is authentic, and

said verification apparatus further comprises
redundant data delete confirmation means for, when
elements of the cutput data sequence are redundant, and
it is confirmed that the redundant element is deleted by
subsequent processing, outputting acceptance, and
otherwise, outputting unacceptance, and

said authenticity determination means
comprises means for outputting acceptance, for elements
of the input data sequence which are accepted by said
secret key knowledge verificaﬁion means, if said hash
value decryption authenticity verification means and
said redundant data delete confirmation means oufput
acceptance while said hash value coincidence
verification means outputs acceptance, or if said hash
value coincidence verification means outputs
unacceptance while said hash value unacceptance
authenticity verification means outputs acceptance, and

if the output data sequence contains only data
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11

corresponding to the elements accepted by said secret
key knowledge verification means and said hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.

19. A mix-net system according to claim 15,
characterized in that

in said participant apparatus,

said output means comprises means for
outputting, together with the data obtained by the
processing of said repeat means, data to prove that the
apparatus which has created the data is an authentic
participant apparatus, and

said consclidating apparatus further comprises
an arrangement which verifies that the input data is
generated by an authentic participant apparatus.

20. A mix-net system according to claim 15,
characterized in that said participant apparatus uses,
as the first input to said hash value encryption means,
one of a random number, a date/time, a value unigue to a
mix-net session, and data which combines the values, in

addition to the plaintext.




