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METHOD, APPARATUS, AND SYSTEM FOR PROCESSING
TWO-DIMENSIONAL BARCODES

TECHNICAL FIELD

[0001] The present invention relates to the field of information processing
technologies, and in particular, to a method, an apparatus, and a system for processing

two-dimensional barcodes.

BACKGROUND

[0002] Currently, there are some credential verification application scenarios in
daily work and life, for example, an identity card, a bank card, a bus ticket, a concert
ticket, and an access control card. In some application scenarios, credential
verification only needs to be completed by using specific entities, for example, a bus
ticket, a concert ticket, and an access control card. For some credential verification
scenarios with relatively high security requirements, a specific entity and private
information need to be used together to complete verification, for example, a bank
card and a home/company fingerprint access.

[0003] In practice, in an application scenario with credential verification that only
needs to be completed by using a specific entity, credential verification can be
completed by obtaining a corresponding specific entity. For example, a user can buy a
paper bus ticket or a paper concert ticket from a ticket window, and can get on the bus
or go to a concert after verification is completed at the ticket barrier. This verification
mode depends on a specific entity (a bus ticket or a concert ticket), and requires the
user to carry the specific entity. However, if the specific entity is lost or damaged, a
process of deregistering or post-registering the specific entity is complex.

[0004] For an application scenario with a relatively high security requirement,
security can be ensured by an additional security authentication auxiliary device, for
example, a secure keyboard or a fingerprint recognition device. As such, usage costs
are increased. Although this method can prevent private information leakage, a threat

of private information leakage still exists.
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[0005] In both of the previous two application scenarios, there is a problem that
credential verification is less convenient with relatively low security, and costs of a
credential publishing party are relatively high. To alleviate the previous problem, a
user in the existing technology can buy an electronic credential online. A string of
random codes are recorded in the electronic credential, and during credential
verification, verification can be completed by verifying a random code in the
electronic credential, thereby improving convenience and security of credential
verification, and reducing publishing costs of the credential publishing party. However,
a static random code is used in the electronic credential, and if the electronic
credential is copied or stolen through photographing, security of the electronic

credential cannot be ensured.

SUMMARY

[0006] In view of this, the present invention provides a method, an apparatus, and
a system for processing two-dimensional barcodes, and is mainly intended to alleviate
an existing-technology problem that an electronic credential is generated based on a
static random code, and once the electronic credential is copied or stolen through
photographing, security of the electronic credential cannot be ensured.

[0007] According to a first aspect of the present invention, the present invention
provides a method for processing two-dimensional barcodes, including the following:
receiving, by a server, an electronic credential acquisition request sent by client
software, where the electronic credential acquisition request includes a user identifier;
obtaining an electronic credential that corresponds to the user identifier, and signing
the electronic credential and a user public key of the client software by using a server
private key to obtain server signature information; and sending the server signature
information and the electronic credential to the client software, so that the client
software verifies the server signature information, and generates a two-dimensional
barcode based on the electronic credential so that a credential verification end device
verifies the electronic credential included in the two-dimensional barcode, where the
credential verification end device is configured to generate the electronic credential
based on the user identifier.

[0008] According to a second aspect of the present invention, the present

invention provides a method for processing two-dimensional barcodes, including the
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following: receiving, by client software, server signature information and an
electronic credential that are sent by a server, where the server signature information
is obtained by the server by signing the electronic credential and a user public key of
the client software by using a server private key; verifying the server signature
information to obtain an electronic credential; obtaining a user key that corresponds to
the user public key, and signing the electronic credential by using the user key to
obtain client software signature information; and generating a two-dimensional
barcode based on predetermined security information, the client software signature
information, the server signature information, the electronic credential, and the user
public key, so that a credential verification end device verifies the electronic
credential included in the two-dimensional barcode based on the predetermined
security information and the user public key, where the predetermined security
information has validity duration, and the credential verification end device is
configured to generate an electronic credential based on a user identifier.

[0009] According to a third aspect of the present invention, the present invention
provides a method for processing two-dimensional barcodes, including the following:
obtaining, by a credential verification end device, a two-dimensional barcode in client
software, where the two-dimensional barcode is generated by the client software
based on predetermined security information, client software signature information,
server signature information, an electronic credential, and a user public key, the client
software signature information is obtained by the client software by signing the
electronic credential, and the server signature information is obtained by a server by
signing the electronic credential and the user public key; verifying validity duration of
the predetermined security information, and verifying the client software signature
information and the server signature information; if verification on each of the
predetermined security information, the client software signature information, and the
server signature information succeeds, obtaining a service validity time included in
the electronic credential for verification; and if verification on the service validity
time included in the electronic credential succeeds, determining that verification on
the electronic credential succeeds.

[0010] According to a fourth aspect of the present invention, the present invention
provides a server, including the following: a receiving unit, configured to receive an
electronic credential acquisition request sent by client software, where the electronic

credential acquisition request includes a user identifier; a first acquisition unit,
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configured to obtain an electronic credential that corresponds to the user identifier
received by the receiving unit; a signing unit, configured to sign the electronic
credential and a user public key of the client software by using a server private key to
obtain server signature information; and a sending unit, configured to send the server
signature information obtained by the signing unit and the electronic credential
obtained by the first acquisition unit to the client software, so that the client software
verifies the server signature information within a validity time of a user key, and
generates a two-dimensional barcode based on the electronic credential so that a
credential verification end device verifies the electronic credential included in the
two-dimensional barcode, where the credential verification end device is configured
to generate the electronic credential based on the user identifier.

[0011] According to a fifth aspect of the present invention, the present invention
provides client software, including the following: a first receiving unit, configured to
receive server signature information and an electronic credential that are sent by a
server, where the server signature information is obtained by the server by signing the
electronic credential and a user public key of the client software by using a server
private key; a signature verification unit, configured to verify the server signature
information to obtain an electronic credential; an acquisition unit, configured to obtain
a user key that corresponds to the user public key; a signing unit, configured to sign
the electronic credential by using the user key obtained by the acquisition unit to
obtain client software signature information; and a generation unit, configured to
generate a two-dimensional barcode based on predetermined security information, the
client software signature information, the server signature information, the electronic
credential, and the user public key, so that a credential verification end device verifies
the electronic credential included in the two-dimensional barcode based on the
predetermined security information and the user public key, where the predetermined
security information has validity duration, and the credential verification end device is
configured to generate an electronic credential based on a user identifier.

[0012] According to a sixth aspect of the present invention, the present invention
provides a credential verification end device, including the following: a first
acquisition unit, configured to obtain a two-dimensional barcode in client software,
where the two-dimensional barcode is generated by the client software based on
predetermined security information, client software signature information, server

signature information, an electronic credential, and a user public key, the client
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software signature information is obtained by the client software by signing the
electronic credential, and the server signature information is obtained by a server by
signing the electronic credential and the user public key; a first verification unit,
configured to verify validity duration of the predetermined security information
obtained by the first acquisition unit; a second verification unit, configured to verify
the client software signature information and the server signature information; a third
verification unit, configured to obtain a service validity time included in the electronic
credential for verification when verification of the first verification unit on the
predetermined security information succeeds, verification of the second verification
unit on each of the client software signature information and the server signature
information succeeds; and a determining unit, configured to determine that
verification on the electronic credential succeeds when verification of the third
verification unit on the service validity time included in the electronic credential
succeeds.

[0013] According to a seventh aspect of the present invention, the present
invention provides a system for processing two-dimensional barcodes, and the system
includes the following: client software, configured to send an electronic credential
acquisition request to a server, where the electronic credential acquisition request
includes a user identifier; the server, configured to receive the electronic credential
acquisition request sent by the client software, and obtain an electronic credential
from a credential verification end device based on the user identifier; and the
credential verification end device, configured to receive and respond to request
information for obtaining an electronic credential sent by the server, and send the
electronic credential to the server, where the server is further configured to receive the
electronic credential sent by the credential verification end device, sign the electronic
credential and a user public key of the client software to obtain server signature
information, and send the server signature information and the electronic credential to
the client software; the client software is configured to receive the server signature
information and the electronic credential that are sent by the server, verify the server
signature information to obtain the electronic credential, obtain a user key that
corresponds to the user public key, sign the electronic credential by using the user key
to obtain client software signature information, and generate a two-dimensional
barcode based on predetermined security information, the client software signature

information, the server signature information, the electronic credential, and the user
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public key; and the credential verification end device is configured to obtain the
two-dimensional barcode in the client software, verify validity duration of the
predetermined security information, and verify the client software signature
information and the server signature information; and if verification on each of the
predetermined security information, the client software signature information, and the
server signature information succeeds, obtain a service validity time included in the
electronic credential for verification, and if verification on the service validity time
included in the electronic credential succeeds, determine that verification on the
electronic credential succeeds.

[0014] According to the previous technical solutions, and according to the method,
apparatus, and system for processing two-dimensional barcodes provided in the
present invention, after receiving the electronic credential acquisition request sent by
the client software, the server signs the electronic credential and the user public key of
the client software by using the server private key to obtain the server signature
information, and sends the server signature information and the electronic credential
to the client software. The client software receives the server signature information
and the electronic credential that are sent by the server, verifies the server signature
information, after the verification on the signature information succeeds, signs the
electronic credential, and generates the two-dimensional barcode based on the
predetermined security information, the client software signature information, the
server signature information, the electronic credential, and the user public key. After
obtaining the two-dimensional barcode, the credential verification end device can
verify the server signature information, the client software signature information, and
the predetermined security information in the two-dimensional barcode to determine
whether the electronic credential is tampered with in a transmission process, to ensure
security of the electronic credential in a use process.

[0015] The description is merely an overview of the technical solutions of the
present invention. To more clearly understand the technical means of the present
invention to implement the content of the specification, and to make the previous and
other objectives, features, and advantages of the present invention more

comprehensible, the following lists specific implementations of the present invention.
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BRIEF DESCRIPTION OF DRAWINGS

[0016] By reading detailed descriptions of the following preferred
implementations, a person of ordinary skill in the art understands various other
advantages and benefits. Accompanying drawings are merely used to show objectives
of the preferred implementations, but are not considered as a limitation on the present
invention. In addition, the same reference numeral is used to indicate the same part in
all accompanying drawings. In the accompanying drawings:

[0017] FIG. 1 is a framework diagram illustrating interaction between client
software, a server, and a credential verification end device, according to an
implementation of the present invention;

[0018] FIG. 2 is a flowchart illustrating a first method for processing
two-dimensional barcodes, according to an implementation of the present invention;
[0019] FIG. 3 is a flowchart illustrating a second method for processing
two-dimensional barcodes, according to an implementation of the present invention;
[0020] FIG 4 is a flowchart illustrating a third method for processing
two-dimensional barcodes, according to an implementation of the present invention;
[0021] FIG. 5 is a schematic diagram illustrating signing and verification on the
signature, according to an implementation of the present invention;

[0022] FIG. 6 is a flowchart illustrating a fourth method for processing
two-dimensional barcodes, according to an implementation of the present invention;
[0023] FIG. 7 is a flowchart illustrating a fifth method for processing
two-dimensional barcodes, according to an implementation of the present invention;
[0024] FIG. 8 is a block diagram illustrating a server, according to an
implementation of the present invention;

[0025] FIG. 9 is a block diagram illustrating another server, according to an
implementation of the present invention;

[0026] FIG. 10 is a block diagram illustrating client software, according to an
implementation of the present invention;

[0027] FIG. 11 is a block diagram illustrating another client software, according to
an implementation of the present invention;

[0028] FIG. 12 is a block diagram illustrating a credential verification end device,
according to an implementation of the present invention;

[0029] FIG. 13 is a block diagram illustrating another credential verification end



10

15

20

25

30

device, according to an implementation of the present invention; and
[0030] FIG. 14 is a block diagram illustrating a system for processing

two-dimensional barcodes, according to an implementation of the present invention.

DESCRIPTION OF IMPLEMENTATIONS

[0031] The following describes the example implementations of the present
disclosure in more detail with reference to the accompanying drawings. Although the
accompanying drawings show example implementations of the present disclosure, it
should be understood that the present disclosure can be implemented in various forms,
and shall not be limited by the implementations described here. Instead, these
implementations are provided to make a person skilled in the art more thoroughly
understand the present disclosure and the scope of the present disclosure.

[0032] To alleviate an existing-technology problem that electronic credential
information in a two-dimensional barcode can be easily leaked, implementations of
the present invention provide a method for processing two-dimensional barcodes. The
method is implemented through cooperation of a server, client software, and a
credential verification end device. The credential verification end device can at least
generate and transmit data, to transmit a generated electronic credential to the server,
and can obtain data and verify data, to obtain an electronic credential from a
two-dimensional barcode in the client software and verify whether the electronic
credential is correct. The server can at least transmit and receive data, to receive an
electronic credential sent by the credential verification end device, and send the
electronic credential to the client software, to implement data transmission. The client
software can at least exchange data with the server, to receive an electronic credential
sent by the server, and can generate an image, to generate a two-dimensional barcode
etc. based on the electronic credential information.

[0033] Before the method in the implementations is described, for ease of
understanding, a framework diagram illustrating interaction between client software, a
server, and a credential verification end device, according to an implementation of the
present invention is first provided, as shown in FIG. 1. In the implementation of the
present invention, after generating an electronic credential based on a user identifier
(such as an identity card number, a mobile number, or an email address), the

credential verification end device sends the electronic credential to the server, and the
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server has access permission to the electronic credential generated by the credential
verification end device. After receiving an electronic credential acquisition request
from the client software, the server sends the electronic credential to the client
software, so that the client software generates a two-dimensional barcode based on the
electronic credential for the credential verification end device to verify.

[0034] It is worthwhile to note that, in this implementation of the present
invention, a description is made by using an example that an electronic credential is
carried in a two-dimensional barcode. However, theoretically, the electronic credential
can also depend on another medium, for example, client software that has an NFC
capability such as an SE capability or an HCE capability. In the implementation of the
present invention, a description is made by using an example that an electronic
credential 1s carried in a two-dimensional barcode, because for an electronic
credential user and the credential verification end device, the two-dimensional
barcode has relatively low requirements on hardware devices used and the hardware
devices are relatively universal. However, it should be clear that such a description
method is not intended to impose a limitation that an electronic credential can only be
carried by using a two-dimensional barcode.

[0035] The following first provides a method for processing two-dimensional
barcodes implemented on a server side based on the schematic diagram shown in FIG.
1. As shown in FIG. 2, the method includes the following steps.

[0036] 101. A server receives an electronic credential acquisition request sent by
client software.

[0037] After successfully logging in to the server, the client software sends an
electronic credential acquisition request to the server, where the electronic credential
acquisition request includes a user identifier, so that the server searches for
corresponding electronic credential information based on the user identifier. In a
specific implementation process, the electronic credential can include but is not
limited to the following content: an electronic credential that corresponds to an air
ticket, a bus ticket, a train ticket, a concert ticket, a bank card, an access control card,
park admission tickets, an identity card, a merchant coupon, a membership card, a
driving license, a driving license access control card, or a bus card.

[0038] In a specific implementation process, the client software is an application
(APP) installed in an electronic device or a website. Before the client software

interacts with the server, the client software can register with the server based on a
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user identifier, and the user identifier can include but is not limited to a user identity
card, a real name consistent with the identity card, a mobile number, an email address,
an account name, etc. In the registration process, a login password for logging in to
the server can be set, and after registration and successful login, the client software
can be connected to and communicate with the server.

[0039] 102. The server obtains an electronic credential that corresponds to a user
identifier, and signs the electronic credential and a user public key of the client
software by using a server private key to obtain server signature information.

[0040] The server described in this implementation of the present invention does
not generate an electronic credential. After receiving the electronic credential
acquisition request sent by the client software, the server obtains the electronic
credential that corresponds to the user identifier from a credential verification end
device that generates the electronic credential. The server acts as a bridge between an
electronic credential using party (client software) and an electronic credential
verification end device (credential verification end device), and is responsible for
forwarding the electronic credential generated by the credential verification end
device to the electronic credential using party. It is worthwhile to note that, on the
premises that the server described in this implementation of the present invention
satisfies national regulatory requirements, the server needs to be authorized by the
credential verification end device to access the credential verification end device.
[0041] To prevent the electronic credential from being tampered with in a
transmission process of the server and the client software, before the server responds
to the electronic credential acquisition request sent by the client software, the server
needs to sign the user public key of the client software by using the server private key
to obtain the server signature information. In this implementation of the present
invention, the user public key of the client software is signed so that the client
software and the server can verify each other's identities, perform security
authentication on identity information, and ensure that the information in a data
transmission process is not tampered with. The server signs the electronic credential
by using the server private key so that integrity of the original electronic credential
can be determined.

[0042] In addition, when signing the user public key and the electronic credential,
the server can further use the server signature information obtained when the server

signs the electronic credential and the user public key as attribute information of the
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generated two-dimensional barcode when the client software subsequently generates
the two-dimensional barcode, to ensure that the electronic credential transmitted by
the client software is sent by the server, verified by the client software, and is
authorized and reliable. As such, the electronic credential cannot be forged or
repudiated.

[0043] 103. The server sends the server signature information and the electronic
credential to the client software.

[0044] As such, the client software verifies the signed electronic credential, and
generates a two-dimensional barcode based on the electronic credential, so that the
credential verification end device verifies the electronic credential included in the
two-dimensional barcode. The credential verification end device is configured to
generate the electronic credential based on the user identifier.

[0045] According to the method for processing two-dimensional barcodes
provided in this implementation of the present invention, after receiving the electronic
credential acquisition request sent by the client software, the server signs the
electronic credential and the user public key of the client software by using the server
private key to obtain the server signature information, and sends the server signature
information and the electronic credential to the client software. The client software
receives the server signature information and the electronic credential that are sent by
the server, verifies the server signature information, after the verification on the
signature information succeeds, signs the electronic credential, and generates the
two-dimensional barcode based on the predetermined security information, the client
software signature information, the server signature information, the electronic
credential, and the user public key. After obtaining the two-dimensional barcode, the
credential verification end device can verify the server signature information, the
client software signature information, and the predetermined security information in
the two-dimensional barcode to determine whether the electronic credential is
tampered with in a transmission process, to ensure security of the electronic credential
in a use process.

[0046] As a further description of the method shown in FIG. 1, to ensure validity
of the user identifier of the client software and ensure that the user identifier of the
client software is not tampered with in a content transmission process, in step 102, the
electronic credential and the user public key of the client software can be signed by

using the server private key in the following methods, etc. For example:
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[0047] Method 1: The server allocates a user signature key to the electronic
credential, and signs the electronic credential and a first user public key by using the
server private key, where the allocated user signature key includes the first user public
key.

[0048] When the server receives the electronic credential acquisition request sent
by the client software, if no user public key of the client software is obtained from the
electronic credential acquisition request, the server temporarily allocates a pair of user
signature keys to the electronic credential to authenticate the user identifier of the
client software and therefore ensure that the electronic credential is not tampered with,
where the allocated user signature keys include one first user public key and one first
user private key; and signs the first user private key by using the server private key to
perform security authentication on the server signature information after the server
signature information is received.

[0049] Because the user signature keys are temporarily allocated by the server to
the electronic credential, if the user signature keys are not obtained by the client
software, the server signature information in the server cannot be verified. To alleviate
the previous problem, if the server signs the electronic credential and the first user
public key of the client software by using Method 1, when the server sends the server
signature information and the electronic credential to the client software, the server
needs to synchronously send the user signature keys allocated to the electronic
credential to the client software, so that the client software can verify the server
signature information based on the user signature keys.

[0050] In a specific implementation process, after receiving the user signature
keys temporarily allocated by the server to the electronic credential, and verifying the
server signature information based on the user signature keys, the client software can
directly discard the user signature keys, or can use the user signature keys as common
user keys and user public keys of the client software. Implementations are not limited
in this implementation of the present invention.

[0051] Method 2: The server obtains a second user public key sent by the client
software, and signs the second user public key and the electronic credential by using
the server private key.

[0052] In this implementation, to identify the identity of the client software, when
sending the electronic credential acquisition request to the server, the client software

synchronously sends the second user public key of the client software to the server, so
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that the server performs identity authentication on the client software, and the server
signs the second user public key and the electronic credential of the client software by
using the server private key. After receiving the signed second user public key and the
signed electronic credential, the client software can obtain the electronic credential
information only after successful signature verification to ensure that the electronic
credential is not tampered with.

[0053] It is worthwhile to note that, the first user public key and the second user
public key described in this implementation of the present invention are used to
distinguish different user public keys of the client software. The "first" and "second"
have no other meanings, and are not intended to limit the number, the priority, etc. of
user public keys. A method for naming the user public key in the client software is not
limited in this implementation of the present invention.

[0054] For ease of description, in the subsequent description in the
implementation of the present invention, a description is made by using an example
that a user public key and a user private key are asymmetric keys. However, it should
be clear that the user public key and the user private key are not limited to asymmetric
keys, but can be symmetric keys. Implementations are not limited in this
implementation of the present invention.

[0055] To facilitate understanding of a signature process of the server, the
following uses an example that the server signs a user public key and an electronic
credential for description. A specific process includes the following: After obtaining
the user public key and the electronic credential, the server can perform a hash
operation on the user public key and the electronic credential by using a hash
algorithm to obtain a hash value, and then sign the hash value by using the server
private key to obtain the server signature information. An algorithm (such as a hash
operation) used in a signature process is not limited in this implementation of the
present invention.

[0056] After signing the electronic credential and the user public key, the server
sends the electronic credential, the signed user public key, and the signed electronic
credential to the client software, so that the client software verifies the server
signature information and ensures that the electronic credential is not tampered with
by a malicious user in a data transmission process. In addition, the server further
needs to broadcast the public key corresponding to the server private key that is used

when the server obtains the signature information, so that the client software and the
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credential verification end device receive the public key broadcast by the server, and
use the server public key to verify the signature information.

[0057] Further, the server described in this implementation of the present
invention serves as a bridge that carries the client software and a credential
information verification party. The server is responsible for authenticating validity of
a user, and in addition, the server can further verify validity of using an electronic
credential. In specific use processes, the electronic credentials correspond to different
service types, and different service types are limited by using different service
specifications. For example, when the electronic credential is an air ticket, the air
ticket service includes a departure time of an airplane (this application scenario can
only be a scenario with an airplane taking off on time without delay). Alternatively,
when the electronic credential is a concert ticket, the ticket service also includes a
start time, an entrance time, etc. of the concert. Therefore, in this implementation of
the present invention, before obtaining the corresponding electronic credential based
on the user identifier, the server needs to parse the electronic credential acquisition
request, obtain a service validity time included in the electronic credential acquisition
request, and verify whether the service validity time complies with the service
specification. When the service validity time complies with the service specification,
the server obtains the electronic credential that corresponds to the user identifier.
When the service validity time does not comply with the service specification, the
server returns, to the client software, prompt information indicating that no
corresponding electronic credential is available.

[0058] For better understanding, the following describes the service validity time
and service specifications with examples. For example, assume that an electronic
credential is a bus ticket service, a time for a credential verification end device to
presell bus tickets is 7 days, and a current date is November 1, 2016. A user sends an
electronic credential acquisition request to the server by using the client software on
November 1, 2016, a service validity time included in the request is to November 20,
2016, and a maximum validity time of an electronic credential generated by the
credential verification end device is to November 8, 2016. Therefore, the server can
determine that the service validity time does not comply with a service specification.
The previous description is merely an example. This implementation of the present
invention imposes no limitation on a service type of an electronic credential, a service

validity time, a service specification, etc.
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[0059] Further, in step 102, the electronic credential that corresponds to the user
identifier can be obtained in the following methods but not limited to the methods.
For example:

[0060] Method 1: After the credential verification end device generates the
clectronic credential based on the wuser identifier, the electronic credential
synchronized by the credential verification end device is received.

[0061] In this implementation, after generating the electronic credential, the
credential verification end device actively sends the generated electronic credential to
the server. In a specific implementation process, to facilitate management of a
plurality of electronic credentials, the server can locally generate a predetermined list,
where the predetermined list is used to record a mapping relationship between a user
identifier and an electronic credential. After receiving the electronic credential
synchronized by the credential verification end device, the server records a newly
received mapping relationship between an electronic credential and a user identifier in
the predetermined list. After sending an electronic credential to the client software, the
server can delete the electronic credential that has been successfully sent from the
predetermined list, to reduce resources occupied by the server.

[0062] Method 2: Request information for obtaining an electronic credential is
sent to the credential verification end device based on the user identifier, to obtain the
electronic credential.

[0063] In this implementation, the server is used for forwarding. The server
requests an electronic credential from the credential verification end device based on
the user identifier in the electronic credential acquisition request only when receiving
the electronic credential acquisition request sent by the client software, and then
forwards the obtained electronic credential to the client software. A method for
obtaining an electronic credential by the server is not limited in this implementation
of the present invention.

[0064] Further, as a further description and an extension of the previous method,
an implementation of the present invention further provides a method for processing
two-dimensional barcodes. In the method, for ease of description, a description is
mainly made by using an example that the client software is ALIPAY and the
electronic credential is an electronic concert ticket. It should be clear that such a
description method is not intended to impose a limitation that the client software

described in this implementation of the present invention can only be ALIPAY. As
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shown in FIG. 3, the method includes the following steps.

[0065] 201. A server receives an electronic concert ticket acquisition request sent
by ALIPAY, where the electronic concert ticket acquisition request includes a mobile
number and a service validity time.

[0066] In practice, the service validity time can be a booking time of an electronic
concert ticket, or can be a start time of the electronic concert ticket, or can be any time
unrelated to the electronic concert ticket. The service validity time is not limited in
this implementation of the present invention.

[0067] 202a. The server parses the electronic concert ticket acquisition request,
and obtains the service validity time included in the electronic concert ticket
acquisition request.

[0068] For example, the service validity time in the request is the start time of the
concert: 16:00 on September 20, 2016, and the current date is September 1, 2016.
[0069] 203a. Verify whether the service validity time complies with a service
specification.

[0070] If the service validity time complies with the service specification, step
204 is performed. If the service validity time does not comply with the service
specification, step 205 is performed.

[0071] In this implementation of the present invention, the electronic concert
ticket is obtained for the following scenario: When a paper ticket for the concert is
lost or damaged, the concert can be entered by verifying the electronic concert ticket,
without post-registering a paper concert ticket. It reduces a tedious process of
post-registering the ticket. In this example, it can be specified that the service
specification is that an electronic concert ticket can be obtained within 30 days before
the opening of the concert, or an electronic concert ticket can be obtained within half
an hour after the opening of the concert. Step 202b can be performed provided that the
service validity time complies with the service specification. The validity time
described in step 201 is the start time of the concert on September 20, 2016 that
complies with the service specification, so step 202b is performed.

[0072] 202b. The server parses the electronic concert ticket acquisition request,
and obtains the mobile number in the electronic concert ticket acquisition request.
[0073] 203b. Verify validity of the mobile number.

[0074] If the mobile number is valid, step 204 is performed. If the mobile number
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[0075] In the present step, it is verified whether the mobile number in the request
is consistent with the mobile number in the server.

[0076] It is worthwhile to note that, when step 202a and step 202b are performed,
there is no sequence between the two steps. In addition, subsequent steps continue to
be performed only after verification on the service validity time and verification on
the user identifier (a mobile number) succeed.

[0077] 204. The server obtains an electronic concert ticket that corresponds to the
mobile number, and signs a user public key of ALIPAY and the electronic credential
by using a server private key to obtain server signature information.

[0078] Based on different service types, the electronic credentials have
corresponding details. An electronic concert ticket is used as an example. The
electronic concert ticket includes a concert location, a stand, a specific seat number, a
concert name, a price, etc. Implementations are not limited in this implementation of
the present invention.

[0079] 205. Intercept the electronic concert ticket acquisition request, and send a
request failure prompt to ALIPAY.

[0080] 206. Send the server signature information and the electronic concert ticket
to ALIPAY.

[0081] 207. Broadcast a public key that corresponds to the server private key, so
that ALIPAY verifies the signature information based on the server public key.

[0082] As an extension to the method shown in FIG. 3, after the electronic device
(for example, the mobile phone) installed with ALIPAY is lost, the user can switch the
mobile phone, and after successfully logging in to ALIPAY, continue to use the
electronic credential, preventing deregistration, post-registration, etc. after the paper
credential is lost. Such an application scenario can be applied only after ALIPAY has
performed successful signature verification by using the user private key, the server
public key, and the electronic credential. If ALIPAY does not verify the server
signature information, ALIPAY needs to verify the server signature information based
on the server public key and obtain the electronic credential after the verification
succeeds. In an optional implementation of the present invention, to further determine
that the electronic credential is not leaked, after the server sends the server signature
information and the electronic credential to the client software, verification validity
duration for the server public key can be set. As such, the client software has to

complete verification on the server signature information within a specified time limit.
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If the verification validity duration for the server public key expires, the server
signature information cannot be verified.

[0083] Further, an implementation of the present invention further provides a
method for processing two-dimensional barcodes. The method is applied to the client
software side shown in FIG. 1. As shown in FIG. 4, the method includes the following
steps.

[0084] 301. The client software receives server signature information and an
electronic credential that are sent by a server.

[0085] After the client software successfully logs in to the server by using a user
account name and a login password, the client software sends an electronic credential
acquisition request to the server. The server responds to the electronic credential
acquisition request. To prevent the electronic credential from being tampered with in a
transmission process, the server sends the server signature information and the
electronic credential to the client software, to verify validity of the identity of the
client software. The server signature information is obtained by the server by signing
the electronic credential and the user public key of the client software by using a
server private key. For related descriptions about obtaining the server signature
information, references can be made to the detailed descriptions in the previous
implementation. Details are omitted for simplicity in this implementation of the
present invention.

[0086] 302. The client software verifies the server signature information to obtain
an electronic credential.

[0087] For example, server signature information obtained by signing a user
public key and an electronic credential by a server, and verification on the server
signature information performed by the client software are used as an example for
detailed description. FIG. 5 is a schematic diagram illustrating signing and verification
on the signature, according to an implementation of the present invention. After
obtaining the user public key and the electronic credential, the server performs a hash
operation on the user public key and the electronic credential by using the hash
algorithm to obtain a first hash value, and encrypts the first hash value by using the
server private key to obtain server signature information. The server sends the server
signature information and the electronic credential to the client software. After
receiving the server signature information and the electronic credential, the client
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electronic credential to obtain a second hash value. In addition, the client software
uses a server public key to decrypt the server signature information to obtain a first
hash value, and compares the first hash value obtained through decryption with the
second hash value obtained through calculation. If the first hash value is the same as
the second hash value, it indicates that the electronic credential is not tampered with
in a transmission process, and the electronic credential can be directly used after the
electronic credential is obtained. If the first hash value is different from the second
hash value, it indicates that the electronic credential is tampered with in a data
transmission process, and there can be a risk of information leakage. It is worthwhile
to note that FIG. 5 is only an example, and specific content of the server signature
information is not limited.

[0088] 303. The client software obtains a user key that corresponds to a user
public key, and signs the electronic credential by using the user key to obtain client
software signature information.

[0089] The client software generates an electronic credential that is carried in a
two-dimensional barcode. To prevent the electronic credential from being illegally
tampered with and to prevent the electronic credential information from being leaked,
the client software needs to sign the electronic credential by using a user private key,
to obtain the client software signature information. When the client software uses the
client software signature information as attribute information of the generated
two-dimensional barcode, the credential verification end device can verify the client
software signature information, and further authenticates validity of the client
software.

[0090] For a specific signature implementation method, references can be made to
the detailed description in FIG. 5. Details are omitted for simplicity in this
implementation of the present invention.

[0091] 304. The client software generates a two-dimensional barcode based on
predetermined security information, the client software signature information, the
server signature information, the electronic credential, and the user public key.

[0092] When the client software and the credential verification party perform
short distance data (electronic credential) transmission, to ensure security of
transmitting the electronic credential, authentication information can be added to the
generated two-dimensional barcode, and the authentication information can include
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information, and the predetermined security information. The credential verification
end device can verify the client software signature information, to determine that the
electronic credential that needs to be verified is sent by the client software. In addition,
the credential verification end device can verify the server signature information to
determine that the electronic credential in the two-dimensional barcode is sent by the
server, to ensure that the electronic credential is not tampered with.

[0093] In this implementation of the present invention, the predetermined security
information is used as a dynamic implementation of the two-dimensional barcode, and
is used as a credential for establishing "credible" data transmission between the client
software and the credential verification end device. Before receiving the
two-dimensional barcode sent by the client software, the credential verification end
device verifies validity and security of the predetermined security information to
ensure security of the electronic credential sent by the client software. The
predetermined security information can include but is not limited to the following
content: dynamic password information, time information, random code information,
etc. Implementations are not limited in this implementation of the present invention.
[0094] For example, as described here, the current system time is used for the
predetermined security information. If the client software generates a
two-dimensional barcode at 08:00, it can be determined that the predetermined
security information is 08/00. If the client software generates the two-dimensional
barcode at 10:21, it can be determined that the predetermined security information is
10/21. The previous example is described by using the predetermined security
information as the current system time. However, it should be clear that such a
description method is not intended to impose a limitation that the predetermined
security information described in this implementation of the present invention can
only be the current system time of the client software.

[0095] It is worthwhile to note that, when the two-dimensional barcode is
generated, the user public key of the client software is not broadcast, and instead, the
user public key is directly used as attribute information of the generated
two-dimensional barcode. It can effectively reduce additional overheads and costs of
the client software.

[0096] According to the method for processing two-dimensional barcodes
provided in this implementation of the present invention, after receiving the electronic
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electronic credential and the user public key of the client software by using the server
private key to obtain the server signature information, and sends the server signature
information and the electronic credential to the client software. The client software
receives the server signature information and the electronic credential that are sent by
the server, verifies the server signature information, after the verification on the
signature information succeeds, signs the electronic credential, and generates the
two-dimensional barcode based on the predetermined security information, the client
software signature information, the server signature information, the electronic
credential, and the user public key. After obtaining the two-dimensional barcode, the
credential verification end device can verify the server signature information, the
client software signature information, and the predetermined security information in
the two-dimensional barcode to determine whether the electronic credential is
tampered with in a transmission process, to ensure security of the electronic credential
in a use process.

[0097] In an implementation of the present invention, when obtaining the user key
that corresponds to the user public key, the client software receives a user signature
key that is sent by the server and that is allocated to the electronic credential, where
the user signature key includes a first user public key and a first user key, the user key
and the user public key are asymmetric keys, and the client software obtains the first
user key in the user signature key that is allocated by the server to the electronic
credential. In another implementation of the present invention, when obtaining the
user key that corresponds to the user public key, the client software can obtain a
second user key that is generated by the client software and that corresponds to a user
public key. A method for the client software to obtain the user key is not limited in
this implementation of the present invention.

[0098] Further, when verifying the server signature information, the method
includes the following: receiving and storing a server public key broadcast by the
server, and verifying the server signature information based on the server public key
and the electronic credential.

[0099] When determining that the server signs the second user public key
generated by the client software, the client software verifies the server signature
information based on the server public key, the electronic credential, and the first user
public key.

[0100] When determining that the server signs the first user public key allocated
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by the server to the electronic credential, the client software verifies the server
signature information based on the server public key, the electronic credential, and the
second user public key. For a process that the client software verifies the server
signature information, references can be made to the detailed description in FIG. 5.
Implementations are not limited in this implementation of the present invention.
[0101] It is worthwhile to note that, when sending the electronic credential to the
client software, the server needs to sign the electronic credential and the user public
key to obtain the server signature information, so that when the client software
generates the two-dimensional barcode subsequently, the server signature information
can be used as attribute information of the generated two-dimensional barcode. The
user uses a user private key to sign information sent by the server, to ensure
correctness of the original information of the electronic credential, and ensure that the
user public key is valid and reliable as verified and cannot be forged or repudiated.
[0102] Further, there can be a plurality of user signature keys (including the first
user key generated by the client software, and the second user key allocated by the
server to the electronic credential) in the client software. Therefore, the client
software can sign the electronic credential by using any user private key that matches
the client software. For example, the client software can sign the electronic credential
by using the first user key, or can sign the electronic credential by using the second
user key. Implementations are not limited in this implementation of the present
invention.

[0103] To further ensure security of the electronic credential, when the client
software generates the two-dimensional barcode, the client software also uses the
client software signature information in the process. As such, the credential
verification end device verifies the client software signature information, to ensure
that the electronic credential is generated by the client software and the client
software is authorized and reliable to use the clectronic credential, and the electronic
credential cannot be forged or repudiated. The two-dimensional barcode can be
generated based on the predetermined security information, the client software
signature information, the server signature information, the electronic credential, and
the user public key in the following method: setting validity duration of the
predetermined security information, and generating the two-dimensional barcode
based on the predetermined security information, the client software signature
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key, the validity duration of the predetermined security information, and the user
identifier.

[0104] It is worthwhile to note that, in this implementation of the present
invention, when generating the two-dimensional barcode, the client software needs to
use the user identifier as attribute information of the generated two-dimensional
barcode. This can be applied to an application scenario with a credential verification
end device requiring a user real-name system. For example, when an electronic
credential is a credential that corresponds to an air ticket, a bus ticket, a train ticket, a
bank card, etc., when the credential verification end device verifies such an electronic
credential, a user identity card entity can be used to check a real-name system
condition, to assist in completing verification, to satisfy a requirement in some
application scenarios that require a real-name system.

[0105] In an optional solution in this implementation of the present invention, in
some high-security scenarios, when a two-dimensional barcode is generated, to
prevent the two-dimensional barcode from being used by a malicious user when a
mobile phone or a tablet computer is lost or within a short period of time when the
two-dimensional barcode is cracked, a biometric feature of a person using the
electronic credential can be added to the two-dimensional barcode. For example, a
biometric feature such as a fingerprint of the person using the electronic credential is
included in the two-dimensional barcode. When the credential verification end device
verifies the two-dimensional barcode, verification on the biometric feature of the
person is needed to further ensure security of the electronic credential.

[0106] Further, in the previous implementation, specific functions and specific
implementations of the server and the client software for processing the
two-dimensional barcode are described in detail. The credential verification end
device shown in FIG 1 needs to perform verification on the generated electronic
credential that depends on the two-dimensional barcode. The following provides a
method for processing two-dimensional barcodes. The method is applied to a
credential verification end device. As shown in FIG 6, the method includes the
following steps.

[0107] 401. The credential verification end device obtains a two-dimensional
barcode in client software.

[0108] The two-dimensional barcode is generated by the client software based on
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signature information, an electronic credential, and a user public key, the client
software signature information is obtained by the client software by signing the
electronic credential, and the server signature information is obtained by the server by
signing the electronic credential and the user public key.

[0109] The credential verification end device can obtain the two-dimensional
barcode in the client software in the following method, etc. For example, the
two-dimensional barcode is obtained by using a predetermined data acquisition
instruction. Methods concerning the predetermined data acquisition instruction
include a scanning method, a data transmit end shaking method, a key triggering
method, a voice triggering method, and a method of sliding along a track.

[0110] In the predetermined data acquisition instruction method in this
implementation of the present invention, predetermined data acquisition instruction
methods other than the scanning method need to be set before data transmission. For
example, a data transmit end shaking method is set as follows: shaking twice in the
same single direction, shaking left and right twice, and shaking up and down three
times. The key triggering method includes the following: The credential verification
end device monitors a triggering state of a predetermined key, and the predetermined
key can be a physical key, or can be a virtual key. When the client software triggers
the predetermined key, the credential verification end device can obtain a
two-dimensional barcode displayed in the client software. If the client software is
touchscreen client software, after the credential verification end device predetermines
the method of sliding along a track, the credential verification end device monitors a
sliding state of a touchscreen in the client software, and when the client software user
triggers a sliding operation on the screen, obtains the two-dimensional barcode. The
predetermined data acquisition instruction is described above, and a type of the
predetermined data acquisition instruction in practice is not limited in this
implementation of the present invention.

[0111] 402. The credential verification end device verifies validity duration of
predetermined security information, and verifies client software signature information
and server signature information.

[0112] The credential verification end device parses the obtained two-dimensional
barcode, obtains the predetermined security information and the electronic credential
that are included in the two-dimensional barcode, and verifies validity duration of the
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electronic credential. For example, assume that the predetermined security
information is the current system time of the client software, the predetermined
security information is 10/21, and the validity duration of the predetermined security
information is 60s. The credential verification end device obtains a time difference
between the current system time and the predetermined security information, and
determines whether the validity duration is greater than 60s. If it is determined that
the validity duration is greater than 60s, the credential verification end device
determines that the two-dimensional barcode is invalid. The previous description is an
example. Alternatively, the wvalidity duration of the predetermined security
information can be set to two minutes, etc. The validity duration of the predetermined
security information is not limited in this implementation of the present invention.
[0113] For implementations for the credential verification end device to verify the
client software signature information and the server signature information, references
can be made to the method shown in FIG. 5. Details are omitted for simplicity in this
implementation of the present invention.

[0114] 403. If verification on each of the predetermined security information, the
client software signature information, and the server signature information succeeds,
obtain a service validity time included in an electronic credential for verification.
[0115] For verification on the service validity time, references can be made to
related descriptions in the previous implementations. Details are omitted for
simplicity in this implementation of the present invention.

[0116] 404. If verification on the service validity time included in the electronic
credential succeeds, determine that verification on the electronic credential succeeds.
[0117] According to the method for processing two-dimensional barcodes
provided in this implementation of the present invention, after receiving an electronic
credential acquisition request sent by the client software, the server signs the
electronic credential and the user public key of the client software by using the server
private key to obtain the server signature information, and sends the server signature
information and the electronic credential to the client software. The client software
receives the server signature information and the electronic credential that are sent by
the server, verifies the server signature information, after the verification on the
signature information succeeds, signs the electronic credential, and generates the
two-dimensional barcode based on the predetermined security information, the client
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credential, and the user public key. After obtaining the two-dimensional barcode, the
credential verification end device can verify the server signature information, the
client software signature information, and the predetermined security information in
the two-dimensional barcode to determine whether the electronic credential is
tampered with in a transmission process, to ensure security of the electronic credential
in a use process.

[0118] Further, as an extension to the method shown in FIG. 6, in this
implementation of the present invention, steps of methods are all performed based on
the electronic credential generated by the credential verification end device. Therefore,
in this implementation of the present invention, before the two-dimensional barcode
in the client software is obtained, the credential verification end device generates the
electronic credential based on the user identifier, and an occasion of generating the
electronic credential can include but is not limited to the following content. For
example, after the user purchases a ticket from the ticket window, a ticket system
generates electronic credential information in addition to generating a paper credential,
and feeds back the electronic credential information to the server. As such, the server
can send the electronic credential to the client software. Alternatively, after the user
purchases an electronic ticket on the ticket website, an electronic credential that
corresponds to the electronic ticket is generated and is then sent to the server. In this
implementation of the present invention, there is no limitation on whether the
credential verification end device provides a paper ticket after generating an
electronic credential. In this implementation of the present invention, the electronic
credential is intended to prevent complex post-registration operations for a paper
credential after the paper credential is lost or damaged. In addition, security of the
electronic credential can be ensured when the credential verification end device
obtains an electronic credential that is carried in a dynamic two-dimensional barcode.
[0119] After the credential verification end device generates the electronic
credential, the corresponding electronic credential can be synchronized to the server
based on the user identification information so that the client software can obtain the
electronic credential from the server. In another implementation of the present
invention, after receiving request information for obtaining an electronic credential
sent by the server, the credential verification end device sends the electronic
credential to the server, where the request information for obtaining an electronic

credential includes the user identifier.
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[0120] Further, the credential verification end device can verify the client
software signature information and the server signature information in the following
method, etc. For example, the credential verification end device obtains a user public
key included in the two-dimensional barcode, and verifies the client software
signature information based on the user public key and the electronic credential. The
credential verification end device receives and stores a server public key
corresponding to a server private key and broadcast by the server; and verifies the
server signature information based on the server public key and the electronic
credential.

[0121] Further, in some application scenarios with relatively high security
requirements, the client software uses the user identifier information as attribute
information of the generated two-dimensional barcode, so that the credential
verification end device authenticates user identity information. For example, the client
software uses the user identity card as the attribute information of the generated
two-dimensional barcode. The credential verification end device parses the
two-dimensional barcode, obtains a user identifier included in the credential
verification end device, and verifies the user identifier. If the credential verification
end device determines that the verification on the user identifier succeeds, the
credential verification end device determines that verification on the electronic
credential succeeds. For example, when the -electronic credential in the
two-dimensional barcode is a train ticket, when the user uses the electronic train ticket
to pass through the station turnstile, the identity card of the user can be verified at the
same time, to complete verification on the electronic credential.

[0122] Further, when the credential verification end device verifies the content in
the two-dimensional barcode, regardless of an amount of content included in the
two-dimensional barcode, as long as content included in the two-dimensional barcode
is successfully verified by the credential verification end device, it indicates that the
electronic credential verification succeeds. If one item or some items included in the
two-dimensional barcode fail to be verified, it indicates that the electronic credential
verification fails. For example, assume that when the two-dimensional barcode
includes the predetermined security information, the client software signature
information, the server signature information, and the user identifier, it can be
determined that the electronic credential is successfully verified only after verification
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information, the server signature information, and the user identifier succeeds.

[0123] As described above, the credential verification end device verifies the
electronic credential that is carried in the two-dimensional barcode, and the
convenience and security of the electronic credential in daily work and life can be
seen from the process. The previous description is described by using an example that
the client software includes one type of electronic credential. In practice, the client
software can include a plurality of types of electronic credentials. The electronic
credentials can be separately recorded in different dynamic two-dimensional barcodes,
or can be recorded in the same two-dimensional barcode. Implementations are not
limited in this implementation of the present invention. The electronic credential can
replace the entity credential information in the existing technology, preventing
information leakage in the entity credential, and alleviating cumbersome
deregistration or post-registration steps when the entity credential is lost. According to
the method in this implementation of the present invention, a user only needs to carry
one terminal device (mobile phone) installed with the client software when going out,
and does not need to carry any entity credential.

[0124] For example, user A carries only one mobile phone installed with client
software, and takes a bus from home to the company at 8:00 in the morning. The user
can travel smoothly with a two-dimensional barcode of a bus electronic credential in
the client software. After arriving, the user can enter the company with an access
control electronic credential, and can punch in by using an electronic credential. At
11:00 am, user A needs to go to a bank to process a banking service, and the electronic
identity card and the electronic bank card can be used to process the service. At 17:00,
user A needs to travel to the train station for a business trip. When user A is passing
through the turnstile, the real-name verification can be performed by using the
electronic identity card and the electronic train ticket. After the verification succeeds,
the user can take the train. The previous secure method for processing
two-dimensional barcodes is used once the electronic credential is verified. The
previous example is intended to illustrate convenience and security brought by the
electronic credential for life and work, and is not intended to limit a specific
application scenario of the electronic credential.

[0125] In the previous implementations, processes that the server, the client
software, and the credential verification end device processes the two-dimensional
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software, and the credential verification end device are indispensable in verifying the
two-dimensional barcode. In the following implementations, the server, the client
software, and the credential verification end device are summarized and described. As
shown in FIG. 7, the method includes the following steps.

[0126] 501. The credential verification end device generates an electronic
credential based on a user identifier, and synchronizes the corresponding electronic
credential to the server based on the user identifier, so that the server sends the
electronic credential to the client software.

[0127] 502. The client software sends an electronic credential acquisition request
to the server, where the electronic credential acquisition request includes a user
identifier and a service validity time.

[0128] 503. The server receives the electronic credential acquisition request sent
by the client software, parses the electronic credential acquisition request, and obtains
the service validity time included in the electronic credential acquisition request.
[0129] 504. The server verifies whether the service validity time complies with a
service specification.

[0130] If the service validity time complies with the service specification, step
505 is performed. If the service validity time does not comply with the service
specification, the electronic credential acquisition request is ignored.

[0131] 505. Obtain the electronic credential that corresponds to the user identifier,
and encrypt the electronic credential.

[0132] The request information for obtaining an electronic credential can be
further sent to the credential verification end device based on the user identifier to
obtain the electronic credential.

[0133] 506. The server signs a user public key of the client software and the
electronic credential by using a server private key to obtain server signature
information, and sends the server signature information and the electronic credential
to the client software.

[0134] 507. The server broadcasts a public key that corresponds to the server
private key, so that the client software and the credential verification end device verify
the signature information based on the server public key.

[0135] 508. The client software receives and stores the public key broadcast by
the server.

[0136] 509. The client software receives the server signature information and the



10

15

20

25

30

30

electronic credential that are sent by the server.

[0137] 510. The client software verifies the server signature information based on
the public key broadcast by the server, to obtain an electronic credential.

[0138] If the verification on the server signature information succeeds, step 511 is
performed. If the verification on the server signature information fails, an electronic
credential provided by the server cannot be obtained.

[0139] 511. The client software signs the electronic credential by using a user key
to obtain client software signature information, and generates a two-dimensional
barcode based on predetermined security information, the client software signature
information, the server signature information, the electronic credential, and the user
public key.

[0140] 512. The credential verification end device obtains a two-dimensional
barcode in the client software, verifies validity duration of the predetermined security
information, and verifies the client software signature information and the server
signature information.

[0141] 513. If verification on each of the predetermined security information, the
client software signature information, and the server signature information succeeds,
obtain a service validity time included in the electronic credential for verification; and
if verification on the service validity time included in the electronic credential
succeeds, determine that verification on the electronic credential succeeds.

[0142] It is worthwhile to note that for detailed descriptions of step 501 to step
513, references can be made to the previous related descriptions. Details are omitted
for simplicity in this implementation of the present invention.

[0143] Further, as an implementation of the method shown in FIG. 1, another
implementation of the present invention further provides a server. This apparatus
implementation corresponds to the previous method implementation. For ease of
reading, details in the previous method implementation are omitted in this apparatus
implementation. However, it should be clear that the apparatus in this implementation
can correspondingly implement all content in the previous method implementation.
[0144] Further, an implementation of the present invention provides a server. As
shown in FIG. 8, the apparatus includes the following: a receiving unit 61, configured
to receive an electronic credential acquisition request sent by client software, where
the electronic credential acquisition request includes a user identifier; a first

acquisition unit 62, configured to obtain an electronic credential that corresponds to
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the user identifier received by the receiving unit; a signing unit 63, configured to sign
the electronic credential and a user public key of the client software by using a server
private key to obtain server signature information; and a sending unit 64, configured
to send the server signature information obtained by the signing unit 63 and the
electronic credential obtained by the first acquisition unit to the client software, so
that the client software verifies the server signature information within a validity time
of a user key, and generates a two-dimensional barcode based on the electronic
credential, so that a credential verification end device verifies the electronic credential
included in the two-dimensional barcode, where the credential verification end device
is configured to generate the electronic credential based on the user identifier.

[0145] Further, as shown in FIG. 9, the signing unit 63 includes the following: an
allocation module 631, configured to allocate a user signature key to the electronic
credential; a first signing module 632, configured to sign, by using the server private
key, the electronic credential and a first user public key allocated by the allocation
module, where the allocated user signature key includes the first user public key; an
acquisition module 633, configured to obtain a second user public key sent by the
client software; and a second signing module 634, configured to sign, by using the
server private key, the electronic credential and the second user public key obtained
by the acquisition module.

[0146] Further, if the first user public key is signed by using the server private key,
the sending unit 64 is further configured to send the allocated user signature key, the
server signature information, and the electronic credential to the client software.
[0147] Further, as shown in FIG. 9, the server further includes the following: a
parsing unit 65, configured to: before the first acquisition unit 62 obtains the
electronic credential that corresponds to the user identifier, parse the electronic
credential acquisition request; a second acquisition unit 66, configured to: after the
parsing unit 65 parses the electronic credential acquisition request, obtain a service
validity time included in the electronic credential acquisition request; and a
verification unit 67, configured to verify whether the service validity time obtained by
the second acquisition unit 66 complies with a service specification, where the first
acquisition unit 62 is further configured to: when the verification unit 67 verifies that
the service validity time complies with the service specification, obtain the electronic
credential that corresponds to the user identifier.

[0148] Further, as shown in FIG. 9, the first acquisition unit 62 includes the
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following: a receiving module 621, configured to: after the credential verification end
device generates the electronic credential based on the user identifier, receive the
electronic credential synchronized by the credential verification end device; and a
processing module 622, configured to send request information for obtaining an
electronic credential to the credential verification end device based on the user
identifier, to obtain the electronic credential.

[0149] Further, the user signature key is an asymmetric key.

[0150] Further, as shown in FIG. 9, the server further includes the following: a
broadcasting unit 68, configured to broadcast a public key that corresponds to the
server private key, so that the client software and the credential verification end
device verify the signature information based on the server public key.

[0151] An implementation of the present invention further provides client
software. As shown in FIG. 10, the client software includes the following: a first
receiving unit 71, configured to receive server signature information and an electronic
credential that are sent by a server, where the server signature information is obtained
by the server by signing the electronic credential and a user public key of the client
software by using a server private key; a signature verification unit 72, configured to
verify the server signature information to obtain an electronic credential, an
acquisition unit 73, configured to obtain a user key that corresponds to the user public
key; a signing unit 74, configured to sign the electronic credential by using the user
key obtained by the acquisition unit 73 to obtain client software signature information;
and a generation unit 75, configured to generate a two-dimensional barcode based on
predetermined security information, the client software signature information, the
server signature information, the electronic credential, and the user public key, so that
a credential verification end device verifies the electronic credential included in the
two-dimensional barcode based on the predetermined security information and the
user public key, where the predetermined security information has validity duration,
and the credential verification end device is configured to generate an electronic
credential based on a user identifier.

[0152] Further, as shown in FIG. 11, the client software further includes the
following: a second receiving unit 76, configured to: before obtaining the user key
that corresponds to the user public key, receive a user signature key allocated to the
electronic credential and sent by the server.

[0153] The acquisition unit 73 is further configured to obtain a first user key
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included in the user signature key that is allocated by the server to the electronic
credential and that is received by the second receiving unit.

[0154] The acquisition unit 73 is further configured to obtain a second user key
generated by the client software and corresponding to the user public key.

[0155] Further, as shown in FIG. 11, the signing unit 74 includes the following: a
first signing module 741, configured to sign the electronic credential by using the first
user key; and a second signing module 742, configured to sign the electronic
credential by using the second user key.

[0156] Further, as shown in FIG. 11, the signature verification unit 72 includes the
following: a receiving module 721, configured to receive a server public key
broadcast by the server; a storage module 722, configured to store the server public
key received by the receiving module; and a first signature verification module 723,
configured to verify the server signature information based on the server public key
stored by the storage module, the client software public key, and the electronic
credential.

[0157] Further, the user public key and the user key are asymmetric keys.

[0158] Further, as shown in FIG. 11, the generation unit 75 includes the following:
a setting module 751, configured to set the validity duration of the predetermined
security information; and a generation module 752, configured to generate the
two-dimensional barcode based on the predetermined security information, the client
software signature information, the server signature information, the electronic
credential, the user public key, the validity duration of the predetermined security
information, and the user identifier.

[0159] An implementation of the present invention further provides a credential
verification end device. As shown in FIG. 12, the credential verification end device
includes the following: a first acquisition unit 81, configured to obtain a
two-dimensional barcode in client software, where the two-dimensional barcode is
generated by the client software based on predetermined security information, client
software signature information, server signature information, an electronic credential,
and a user public key, the client software signature information is obtained by the
client software by signing the electronic credential, and the server signature
information is obtained by a server by signing the electronic credential and the user
public key; a first verification unit 82, configured to verify validity duration of the

predetermined security information obtained by the first acquisition unit; a second
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verification unit 83, configured to verify the client software signature information and
the server signature information; a third verification unit 84, configured to obtain a
service validity time included in the electronic credential for verification when
verification of the first verification unit on the predetermined security information
succeeds, verification of the second verification unit on each of the client software
signature information and the server signature information succeeds; and a
determining unit 85, configured to determine that verification on the electronic
credential succeeds when verification of the third verification unit on the service
validity time included in the electronic credential succeeds.

[0160] Further, as shown in FIG. 13, the credential verification end device further
includes the following: a generation unit 86, configured to generate an electronic
credential based on a user identifier before the first acquisition unit 81 obtains the
two-dimensional barcode in the client software; a synchronizing unit 87, configured to
synchronize the corresponding electronic credential to the server based on the user
identifier, so that the server sends the electronic credential to the client software; a
receiving unit 88, configured to receive request information for obtaining an
electronic credential sent by the server; and a sending unit 89, configured to send the
electronic credential to the server, where the request information for obtaining an
electronic credential includes the user identifier.

[0161] Further, as shown in FIG. 13, the second verification unit 83 includes the
following: an acquisition module 831, configured to obtain the user public key
included in the two-dimensional barcode; a first signature verification module 832,
configured to verify the client software signature information based on the user public
key obtained by the acquisition module and the electronic credential; a receiving
module 833, configured to receive a server public key corresponding to a server
private key and broadcast by the server; a storage module 834, configured to store the
server public key received by the receiving module; and a second verification module
835, configured to verify the server signature information based on the server public
key stored by the storage module, the client software public key, and the electronic
credential.

[0162] Further, as shown in FIG. 13, the credential verification end device further
includes the following: a second acquisition unit 810, configured to: before the
determining unit 85 determines that the verification on the electronic credential

succeeds, obtain the user identifier included in the two-dimensional barcode; and a
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fourth verification unit 811, configured to verify the user identifier obtained by the
second acquisition unit 810.

[0163] The determining unit 85 is further configured to: when the fourth
verification unit 811 determines that the verification on the user identifier succeeds,
determine that the verification on the electronic credential succeeds.

[0164] Further, as shown in FIG. 14, an implementation of the present invention
further provides a system for processing two-dimensional barcodes, and the system
includes the following: client software 91, configured to send an electronic credential
acquisition request to a server 92, where the electronic credential acquisition request
includes a user identifier; the server 92, configured to receive the electronic credential
acquisition request sent by the client software 91, and obtain an electronic credential
from a credential verification end device 93 based on the user identifier; and the
credential verification end device 93, configured to receive and respond to request
information for obtaining an electronic credential sent by the server 92, and send the
electronic credential to the server 92.

[0165] The server 92 is further configured to receive the electronic credential sent
by the credential verification end device 93, sign the electronic credential and a user
public key of the client software 91 to obtain server 92 signature information, and
send the server 92 signature information and the electronic credential to the client
software 91.

[0166] The client software 91 is configured to receive the server 92 signature
information and the electronic credential that are sent by the server 92, verify the
server 92 signature information to obtain the electronic credential, obtain a user key
that corresponds to the user public key, sign the electronic credential by using the user
key to obtain client software 91 signature information, and generate a
two-dimensional barcode based on predetermined security information, the client
software 91 signature information, the server 92 signature information, the electronic
credential, and the user public key.

[0167] The credential verification end device 93 is configured to obtain the
two-dimensional barcode in the client software 91, verify validity duration of the
predetermined security information, and verify the client software 91 signature
information and the server 92 signature information; and if verification on each of the
predetermined security information, the client software 91 signature information, and
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in the electronic credential for verification, and if verification on the service validity
time included in the electronic credential succeeds, determine that verification on the
electronic credential succeeds.

[0168] According to the server, the client software, the credential verification end
device, the system for processing two-dimensional barcodes provided in the present
invention, after receiving the electronic credential acquisition request sent by the
client software, the server signs the electronic credential and the user public key of the
client software by using the server private key to obtain the server signature
information, and sends the server signature information and the electronic credential
to the client software. The client software receives the server signature information
and the electronic credential that are sent by the server, verifies the server signature
information, after the verification on the signature information succeeds, signs the
electronic credential, and generates the two-dimensional barcode based on the
predetermined security information, the client software signature information, the
server signature information, the electronic credential, and the user public key. After
obtaining the two-dimensional barcode, the credential verification end device can
verify the server signature information, the client software signature information, and
the predetermined security information in the two-dimensional barcode to determine
whether the electronic credential is tampered with in a transmission process, to ensure
security of the electronic credential in a use process.

[0169] In the previous implementations, the description of each implementation
has respective focuses. For a part not described in detail in an implementation,
references can be made to related descriptions in other implementations.

[0170] It can be understood that related features in the previous method and
apparatus can be mutually referenced. In addition, "first", "second", etc. in the
previous implementation are used to distinguish between implementations, and do not
represent advantages and disadvantages of each implementation.

[0171] A person skilled in the art can clearly understand that for the convenience
and brevity of the description, for a specific working process of the system, the
apparatus, and the unit described above, references can be made to a corresponding
process in the previous method implementations, and details are omitted for simplicity
in the implementation of the present invention.

[0172] The algorithm and display provided here are not inherently related to any
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can also be used together with the instruction based here. Based on the above
description, the structure needed for constructing such a system is obvious.
Furthermore, the present invention does not apply to any particular programming
language. It should be understood that the content of the present invention described
here can be implemented by using various programming languages, and the previous
description of a detailed language is used to disclose the best implementation of the
present invention.

[0173] A large number of details are provided in the specification. However, it can
be understood that the implementations of the present invention can be practiced
without these details. In some instances, well-known methods, structures, and
technologies are not shown in detail, so as not to blur the understanding of the present
specification.

[0174] Similarly, it should be understood that, to streamline the present disclosure
and help understand one or more of various inventive aspects, the features of the
present invention are sometimes grouped together into a single implementation,
drawing, or description of the present invention. However, the disclosed method
should not be interpreted as reflecting the following intention: That is, the claimed
disclosure requires more features than the features specified in each claim. More
accurately, as reflected in the claims below, the inventive aspects are less than all
features of a single implementation previously disclosed. Therefore, the claims that
follow a detailed implementation definitely incorporate the detailed implementation.
Each claim serves as a separate implementation of the present invention.

[0175] A person skilled in the art can understand that modules in the devices in
the implementations can be adaptively changed and disposed in one or more devices
different from the implementations. Modules or units or components in the
implementations can be combined into one module or unit or component, and can
additionally be divided into a plurality of submodules or subunits or subcomponents.
Except a fact that at least some of these features and/or processes or units are
mutually exclusive, all disclosed features and all processes or units of any method or
device that are disclosed in such a method in the specification (including the
appended claims, the abstract, and the accompanying drawings) can be combined in
any combination mode. Unless otherwise explicitly stated, each feature disclosed in
the specification (including the appended claims, the abstract, and the accompanying

drawings) can be replaced by an alternative feature that serves same, equivalent, or
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similar purposes.

[0176] In addition, a person skilled in the art can understand that, although some
implementations described here include some features included in another
implementation instead of including another feature, a combination of features of
different implementations means falling within the scope of the present invention and
forming different implementations. For example, in the following claims, any one of
the contemplated implementations can be used in any combination mode.

[0177] Implementations of various parts in the present invention can be
implemented by hardware, or software modules running on one or more processors, or
a combination thereof. A person skilled in the art should understand that a
microprocessor or a digital signal processor (DSP) can be used in practice to
implement some or all of the functions of some or all of the components of the
disclosure name (for example, an apparatus for processing two-dimensional barcodes)
based on an implementation of the present invention. The present invention can also
be implemented as a device or apparatus program (e.g., computer program and
computer program product) for executing a part or all of the methods described here.
Such a program for implementing the present invention can be stored in a
computer-readable medium, or can have a form of one or more signals. Such a signal
can be downloaded from an Internet website, or provided on a carrier signal, or
provided in any other form.

[0178] It is worthwhile to note that the previous implementations are intended for
describing the present invention, instead of limiting the present invention, and a
person skilled in the art can design an alternative implementation without departing
from the scope of the appended claims. In the claims, any reference symbol located
between brackets should not be constructed as a limitation on the claims. The word
"include" does not exclude the existence of elements or steps not listed in the claims.
The word "one" or "a/an" before the element does not exclude the presence of a
plurality of such elements. The present invention can be implemented by hardware
including several different elements and a computer that is appropriately programmed.
In the unit claims enumerating several apparatuses, several of these apparatuses can
be embodied by using the same hardware item. The use of words "first", "second",

and "third" does not indicate any sequence. These words can be interpreted as names.
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CLAIMS

What is claimed is:

1. A method for processing two-dimensional barcodes, comprising:

receiving, by a server, an electronic credential acquisition request sent by client
software, wherein the electronic credential acquisition request comprises a user
identifier;

parsing the electronic credential acquisition request to obtain a validity time;

determining that the electronic credential acquisition request is within the
validity time;

in response to determining that the electronic credential acquisition request is
within the validity time, obtaining an electronic credential that corresponds to the user
identifier;

signing the electronic credential and a user public key of the client software by
using a server private key to obtain server signature information using the electronic
credential and the user public key of the client software; and

sending the server signature information and the electronic credential to the
client software, so that the client software verifies the server signature information
within the validity time, and generates a two-dimensional barcode based on the
electronic credential so that a credential verification end device verifies the electronic
credential comprised in the two-dimensional barcode.

2. The method according to claim 1, wherein the signing the electronic credential
and the user public key of the client software by using the server private key
comprises:

allocating a user signature key to the electronic credential, and signing the
electronic credential and a first user public key by using the server private key,
wherein the allocated user signature key comprises the first user public key; or

obtaining a second user public key sent by the client software, and signing the
electronic credential and the second user public key by using the server private key.

3. The method according to claim 2, wherein if the first user public key is signed
by using the server private key, the sending the server signature information and the
electronic credential to the client software comprises:

sending the allocated user signature key, the server signature information, and the



10

15

20

25

30

40

electronic credential to the client software.

4. The method according to any one of claims 1 to 3, wherein before the
obtaining the electronic credential that corresponds to the user identifier, the method
further comprises:

parsing the electronic credential acquisition request, and obtaining a mobile
number comprised in the electronic credential acquisition request; and

verifying whether the mobile number is valid; and

the obtaining the electronic credential that corresponds to the user identifier
comprises:

if the mobile number is valid, obtaining the electronic credential that corresponds
to the user identifier.

5. The method according to claim 4, wherein the obtaining the electronic
credential that corresponds to the user identifier comprises:

after the credential verification end device generates the electronic credential
based on the user identifier, receiving the electronic credential synchronized by the
credential verification end device; or

sending request information for obtaining the electronic credential to the
credential verification end device based on the user identifier to obtain the electronic
credential.

6. The method according to claim 2, wherein the user signature key is an
asymmetric key.

7. The method according to claim 4, wherein the method further comprises:

broadcasting a public key that corresponds to the server private key, so that the
client software and the credential verification end device verify the signature
information based on a server public key.

8. A method for processing two-dimensional barcodes, comprising:

receiving, by client software, server signature information and an electronic
credential that are sent by a server, wherein the server signature information is
obtained by the server by signing the electronic credential and a user public key of the
client software by using a server private key;

verifying the server signature information within a validity time to obtain the
electronic credential, wherein the validity time is obtained by the server by parsing an
electronic credential acquisition request sent by the client software;

obtaining a user key that corresponds to the user public key, and signing the
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electronic credential by using the user key to obtain client software signature
information; and

generating a two-dimensional barcode based on predetermined security
information, the client software signature information, the server signature
information, the electronic credential, and the user public key, so that a credential
verification end device verifies the electronic credential comprised in the two-
dimensional barcode based on the predetermined security information and the user
public key, wherein the predetermined security information has validity duration.

9. The method according to claim 8, wherein before the obtaining the user key
that corresponds to the user public key, the method further comprises:

receiving a user signature key allocated to the electronic credential and sent by
the server; and

obtaining the user key that corresponds to the user public key comprises:

obtaining a first user key comprised in the user signature key allocated by the
server to the electronic credential; or

obtaining a second user key generated by the client software and corresponding
to the user public key.

10. The method according to claim 9, wherein the signing the electronic
credential by using the user key comprises:

signing the electronic credential by using the first user key; or

signing the electronic credential by using the second user key.

11. The method according to claim 8, wherein the verifying the server signature
information comprises:

receiving and storing a server public key broadcast by the server; and

verifying the server signature information based on the server public key, the
client software public key, and the electronic credential.

12. The method according to any one of claims 8 to 11, wherein the user public
key and the user key are asymmetric keys.

13. The method according to claim 12, wherein the generating the two-
dimensional barcode based on predetermined security information, the client software
signature information, the server signature information, the electronic credential, and
the user public key comprises:

setting the validity duration of the predetermined security information; and

generating the two-dimensional barcode based on the predetermined security
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information, the client software signature information, the server signature
information, the electronic credential, the user public key, the validity duration of the
predetermined security information, and the user identifier.

14. The method according to any one of claims 8 to 13, further comprising:

obtaining, by the credential verification end device, a two-dimensional barcode
in the client software;

verifying the validity duration of the predetermined security information, and
verifying the client software signature information and the server signature
information;

if verification on each of the predetermined security information, the client
software signature information, and the server signature information succeeds,
obtaining a service validity time comprised in the electronic credential for
verification; and

if verification on the service validity time comprised in the electronic credential
succeeds, determining that verification on the electronic credential succeeds.

15. The method according to claim 14, wherein before the obtaining the two-
dimensional barcode in client software, the method further comprises:

generating, by the credential verification end device, the electronic credential
based on a user identifier; and

synchronizing the corresponding electronic credential to the server based on the
user identifier, so that the server sends the electronic credential to the client software;
or

receiving request information for obtaining the electronic credential sent by the
server, and sending the electronic credential to the server, wherein the request
information for obtaining the electronic credential comprises the user identifier.

16. The method according to claim 15, wherein the verifying the client software
signature information and the server signature information comprises:

obtaining the user public key comprised in the two-dimensional barcode, and
verifying the client software signature information based on the user public key and
the electronic credential;

receiving and storing a server public key corresponding to a server private key
and broadcast by the server; and

verifying the server signature information based on the server public key, the

client software public key, and the electronic credential.
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17. The method according to claim 16, wherein before the determining that
verification on the electronic credential succeeds, the method further comprises:

obtaining the user identifier comprised in the two-dimensional barcode, and
verifying the user identifier; and

the determining that verification on the electronic credential succeeds comprises:

if it is determined that the wverification on the user identifier succeeds,
determining that the verification on the electronic credential succeeds.

18. A server, comprising:

a receiving unit, configured to receive an electronic credential acquisition request
sent by client software, wherein the electronic credential acquisition request
comprises a user identifier;

a parsing unit, configured to parse the electronic credential acquisition request to
obtain a validity time;

a first verification unit, configured to determine that the electronic credential
acquisition request is within the validity time;

a first acquisition unit, configured to obtain an electronic credential that
corresponds to the user identifier received by the receiving unit after the determining
unit determines that the electronic credential acquisition request is within the validity
time;

a signing unit, configured to sign the electronic credential and a user public key
of the client software by using a server private key to obtain server signature
information using the electronic credential and the user public key of the client
software; and

a sending unit, configured to send the server signature information obtained by
the signing unit and the electronic credential obtained by the first acquisition unit to
the client software, so that the client software verifies the server signature information
within the validity time, and generates a two-dimensional barcode based on the
electronic credential so that a credential verification end device verifies the electronic
credential comprised in the two-dimensional barcode.

19. The server according to claim 18, wherein the signing unit comprises:

an allocation module, configured to allocate a user signature key to the electronic
credential;

a first signing module, configured to sign, by using the server private key, the

electronic credential and a first user public key allocated by the allocation module,
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wherein the allocated user signature key comprises the first user public key;

an acquisition module, configured to obtain a second user public key sent by the
client software; and

a second signing module, configured to sign, by using the server private key, the
electronic credential and the second user public key obtained by the acquisition
module.

20. The server according to claim 19, wherein if the first user public key is
signed by using the server private key, the sending unit is further configured to send
the allocated user signature key, the server signature information, and the electronic
credential to the client software.

21. The server according to any one of claims 18 to 20, wherein the parsing unit
is further configured to: before the first acquisition unit obtains the electronic
credential that corresponds to the user identifier, parse the electronic credential
acquisition request;

a second acquisition unit, configured to: after the parsing unit parses the
electronic credential acquisition request, obtain a mobile number comprised in the
electronic credential acquisition request; and

a second verification unit, configured to verify whether the mobile number is
valid, wherein

the first acquisition unit is further configured to: when the second verification
unit verifies that the mobile number is valid, obtain the electronic credential that
corresponds to the user identifier.

22. The server according to claim 21, wherein the first acquisition unit
comprises:

a receiving module, configured to: after the credential verification end device
generates the electronic credential based on the user identifier, receive the electronic
credential synchronized by the credential verification end device; and

a processing module, configured to send request information for obtaining the
electronic credential to the credential verification end device based on the user
identifier to obtain the electronic credential.

23. The server according to claim 19, wherein the user signature key is an
asymmetric key.

24. The server according to claim 21, wherein the server further comprises:

a broadcasting unit, configured to broadcast a public key that corresponds to the
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server private key, so that the client software and the credential verification end
device verify the signature information based on a server public key.

25. A client software, comprising:

a first receiving unit, configured to receive server signature information and an
electronic credential that are sent by a server, wherein the server signature information
is obtained by the server by signing the electronic credential and a user public key of
the client software by using a server private key;

a signature verification unit, configured to verify the server signature information
within a validity time to obtain the electronic credential, wherein the validity time is
obtained by the server by parsing an electronic credential acquisition request sent by
the client software;

an acquisition unit, configured to obtain a user key that corresponds to the user
public key;

a signing unit, configured to sign the electronic credential by using the user key
obtained by the acquisition unit to obtain client software signature information; and

a generation unit, configured to generate a two-dimensional barcode based on
predetermined security information, the client software signature information, the
server signature information, the electronic credential, and the user public key, so that
a credential verification end device verifies the electronic credential comprised in the
two-dimensional barcode based on the predetermined security information and the
user public key, wherein the predetermined security information has validity duration,.

26. The client software according to claim 25, wherein the client software further
comprises:

a second receiving unit, configured to: before obtaining the user key that
corresponds to the user public key, receive a user signature key allocated to the
electronic credential and sent by the server; and

the acquisition unit is further configured to obtain a first user key comprised in
the user signature key that is allocated by the server to the electronic credential and
that is received by the second receiving unit; and

the acquisition unit is further configured to obtain a second user key generated by
the client software and corresponding to the user public key.

27. The client software according to claim 26, wherein the signing unit
comprises:

a first signing module, configured to sign the electronic credential by using the
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first user key; and

a second signing module, configured to sign the electronic credential by using
the second user key.

28. The client software according to claim 25, wherein the signature verification
unit comprises:

a receiving module, configured to receive a server public key broadcast by the
server;

a storage module, configured to store the server public key received by the
receiving module; and

a signature verification module, configured to verify the server signature
information based on the server public key stored by the storage module, the client
software public key, and the electronic credential.

29. The client software according to any one of claims 25 to 28, wherein the user
public key and the user key are asymmetric keys.

30. The client software according to claim 29, wherein the generation unit
comprises:

a setting module, configured to set the validity duration of the predetermined
security information; and

a generation module, configured to generate the two-dimensional barcode based
on the predetermined security information, the client software signature information,
the server signature information, the electronic credential, the user public key, the
validity duration of the predetermined security information, and a user identifier.

31. A system for processing two-dimensional barcodes, wherein the system
comprises:

client software, configured to send an electronic credential acquisition request to
a server, wherein the electronic credential acquisition request comprises a user
identifier;

the server, configured to receive the electronic credential acquisition request sent
by the client software, parse the electronic credential acquisition request to obtain a
validity time, determine that the electronic credential acquisition request is within the
validity time, and obtain an electronic credential from a credential verification end
device based on the user identifier in response to determining that the electronic
credential acquisition request is within the validity time; and

the credential verification end device, configured to receive and respond to
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request information for obtaining the electronic credential sent by the server, and send
the electronic credential to the server, wherein

the server is further configured to receive the electronic credential sent by the
credential verification end device, sign the electronic credential and a user public key
of the client software to obtain server signature information using the electronic
credential and the user public key of the client software, and send the server signature
information and the electronic credential to the client software;

the client software is configured to receive the server signature information and
the electronic credential that are sent by the server, verify the server signature
information within the validity time to obtain the electronic credential, obtain a user
key that corresponds to the user public key, sign the electronic credential by using the
user key to obtain client software signature information, and generate a two-
dimensional barcode based on predetermined security information, the client software
signature information, the server signature information, the electronic credential, and
the user public key; and

the credential verification end device is configured to obtain the two-dimensional
barcode in the client software, verify validity duration of the predetermined security
information, and verify the client software signature information and the server
signature information; and if verification on each of the predetermined security
information, the client software signature information, and the server signature
information succeeds, obtain a service validity time comprised in the electronic
credential for verification, and if verification on the service validity time comprised in
the electronic credential succeeds, determine that verification on the electronic

credential succeeds.



