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TRANSACTI ON SUPPORT SYSTEM BACKGROUND OF THE | NVENTI ON *~~t* The i nvention
relates to a conputer systemfor supporting conmercial transactions, nore
especi al | y vboibo/s3@is excl usively a conputer system for suppeci/épsyosoade of
goods by shi pping, wherein shipping will be understood to include transit
of goods in ocean going vessels, air-tieight) rail-freight and road

haul age, for exanple. For several centufies there have been established
procedures for international trade in goods based around the use of a Bill
of Lading. ABill of Lading is a 10 docunent used in connection with

shi pment of GITLE OF FHIINGINEIONor other party causing a shipnent) to a

buyer (or other receiving party) via a earner. The Bill of Ladi ng |s

gener ated by hEr, 1 er gives over the

carrier for RsalOR SRR T port toadestlnat ﬁﬁm eB|II
of Lading includes an |nventory of the goods received Ier

and a verifi BACK ) OCEHE IR I good condi ti on of ‘ﬁ?‘?@‘goods The
Bill of Lading also incl udes a contract between the carrier and the seller
t hat includes an de i.n the oods at
the destination p?)lt%t r[vtm?ds%orrgecl)grg%alS 6 %S‘ lﬁ%reg)%%ﬁ%féfo F%%gng |nr11édergl Rft er
gener ati of byatshgioagrmaorerespetialy Bid hotm‘xclhadezlylg dosnputet tsystdnl Yori suppdifing
possession 20 of the seller | e. t he good arelntan5|twtht

carrier, the“@?ﬁ ?fIRS’f’dsl_lé}'d?hl‘f@’“baév ggmfs?@ﬁgxg ?@I“Pg‘?m?%{'loﬁgdws‘% ten via
various lntew&ﬁllﬁéde@@%&@cﬂsﬁe hin@eigR, ta@lrefgHe aicoahul e, thlskempis. bank.
Utinmately) the Bill Ladi ng becomes exhausted when present ed to the
carrier at the denglsﬁ‘éecri“GﬁnWStth@fﬁ havecbrsen gatablished; praceguisel for igematienet ai | s of
a_comon {1 ARSACH AbADSLYRERAUVAL LaNdr SIS Mdlathe! NE BinZor LRBRERN Ve Danks
is now described. The goods are handed over he carrier "he di spatch
port. Théocaldmuerengewénatce@ealcal With @lﬁnpmgmqi@oaqfsdfrmerat $e|llr:xe@rto|tter gatds to be
conpl ete and jn. .ord The s takes the Bi.ll of. ladin nd gives
it to his bafk. “Fh sperﬁ‘eln rtp & Pan {%r °§‘ef eé%mc é’aﬁ¥) Thé %nﬁ e%%%élgcgunt wth

t he sal es ambuddibg &swemaﬁ od tivd dahletr h&xe@@&%lleﬂ divea ov@tthepodaf tthe datrieand bi |l |

of exchange ?re al so fPresent for WO 00/ 55774
or shipment from a dispatch port to a destination port.

The Bill of Lading includes an inventory of the goods received by the carrier
15  and a verification by the carrier of the good condition of the goods. The Bill of Lading
also includes a contract between the carrier and the seller that includes an undertaking
by the carrier only to hand over the goods at the destination port to someone who
produces the Bill of Lading.
After generation by the carrier, the Bill of Lading is initially in the possession
20  of the seller. While the goods are in transit with the carrier, the Bill of Lading passes
from the seller to the buyer, often via various intermediaries such as the seller’s bank
and the buyer’s bank. Ultimately, the Bill of Lading becomes exhausted when
presented to the carrier at the destination port in exchange for the goods.
Some details of a common transaction between buyer and seller via their
25  respective banks is now described. The goods are handed over to the carrier at the
dispatch port. The carrier generates a Bill of Lading and certifies the goods to be
complete and in good order. The seller takes the Bill of Lading and gives it to his
bank. The seller’s bank may then credit the seller’s account with the sales amount

associated with the goods, if a letter of credit and bill of exchange are also present for

A
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7 _ PCT/@B99/03091 the transaction. The seller's bank then sends the Bil
of Lading-to the buyer's bank. The buyer's bank now iii receipt of the Bil
of Lading credits the seller's bank by the sal es anobunt and debits the
buyer's acc@ypsdys t he sal es anount. The buyer's bank thepcigpsiosisie Bil
of Lading to the buyer, who is then in possession of the Bill of 5 Lading
and thus able to pick up the goods fromthe carrier at the destination
port. In practice, the handling of the BjIl of Lading by the various
parties is often affected by the existerice and terns of other docunments
involved in the transaction, but these collateral docunments are not

described her enefi@nsabhish. SEteaemdr shyaBY thel serld® HIRONIBIof Ifabidig B tHe Rl ertsaghag s not
itself a paynent instrunment, the correspondi ng paynment instrument 10 often

takes the for AoPuysr BPAK NeW imgecRizhefkthe Bilbpakadinggedity the gerrschapk by #hed roI e
of these docuggpt ] T L

non- negot i abl gﬁ ‘%l ﬁn@{lﬁ%nnq{epgsﬁlggyr“%gge Pﬁtsbvr J&ﬁé%é AT%BM?&&%ﬁg?éem gnat ed
buyer cannot ben ctraisgedBilll of Itading tcaksaebuvbmevmas tten in podsensiod of nheyBilloothand

over the good t the de i nati on ort t tated i.n the Bill of 1
~ Lad| ng at t?r@‘?flt?f’éjtg‘l’s ﬁe 10 PPt t%??dﬁgf tg 535? aé?h es‘t’t‘tﬁ‘”ﬂ?%a@ch port.
The desi gnat egrabit¢eihe @hndfing 0Nthe BUObF By 1BI e vEiouk paktiBgisiofied eff@kdiesy t0 as a
consi gnee. The non negotl able Bill of Lading is referred to as a Straight

Bi Il of Ladine $¥iecernd fams of gihsp dwuaegtérlé\&&vearlactbt dranspgiiont it BEseL of

Lading to be g, negntibaileqtsiaRSict WteiMed heR fMHhE Bake 3B Erelifle M&%b\gpqﬁ@glubuyer
can be changed during transit of the 20 goods. In such cases,

desi gnat ed bugéFadiggisinet fteglf n%}tmebemtsthenmttthMQ@SP@él%lF@h@e!ﬁflnﬁtﬂ‘rtlélegtoods

but is nengly, f ndor see
of a negot ?abl g&bé%tswet[ﬁ? a Iaﬁ%nﬂ{%?%ﬁ%%ﬁ e“?’t’% %Ju% h% ni%@%n@%leé?ﬁ;{% When
the Bill of Laddungnissregendasatibedhdry. the carrier, | t al ready specifies

whet her the Bill [ ne tlable or. of Lading is
negoti abl e when geﬁ?rﬁﬁé’gg‘a‘tlh%m@ Fiaé‘P“'\ngﬂ“a@% ‘tanW ’t’ﬂ‘étmltbl‘fg InpEUEs e r

Party, i.e. tRewdREigNEkiReINEes cdiBdt KehRBgRd! Mn tHiaBse, tthe €drRaf ik bpuddf t he
Bill of Lading is generated as a negotiable Bill of Lading and the buyer is

changed in tr&Rite handh@isr theegopdsr 3tiths degfinationipod t%&etbh‘éergfé?&ﬂ‘smdt‘e Bifleof

desti nati p ¢ I d gu{t . Fhel RsiBisi cal |y
possi bl e ?gr ?%&em“r% tW&gggf;‘ér egggt?(glt e'tdtngcr:t‘%] rétﬂ% k?l ab Bi Iel S? 30 Lading
t o be changed bhyer @y Ipmrrtegottahlepﬁiﬁsds@dm igfreferyed B\ 8 a@ﬁnstg@at ndhe Hewever, it
is WO OO 55 / arties do not endor se
Bills of Ladi %‘g& t,qué@E%% 8 %g%]refmgcrt% as%ﬁ&%fﬁ%ﬁn%ggéndk "do not become To
Order Parties evenHbowouwsght it hiecywrdegmaxi@rachal fdr maaxlp@fﬁmdma td brea fiigbfiablef

Ladi ng. Banks .generally r only, on si cal essi.on .of the Bill of
Ladi ng to SeCl']r? SEUPHE; P ‘?5‘8& %/ﬁs?)ﬂ‘ |dﬁ515’éﬂ‘?¥‘?"(¥ﬁr 23 t aneef dpping ransi\pEReeq i n

the transaoti @BodsSIfsudR amkd, ! RsiBhdidd WiferlrAsl id FaciBA LR liEuIRBaB eGPdnabed t he
per son who phy5|callg possesses It (itS bearer), if it is endorsed in

bl ank. Such aUgigopduoputiinmersly wdstermrdipt @dasee Fape HilkpiiLpding| Abgendatien sed.
The To Order Ragty,dime i 9fttt%tg%9¢99rﬁe%tt 3OIR 1 Ol PO whh hE8i19g0ds

bei ng pi cked up from the carrier at desti nation port. Again, generally
banks do not Wiadihgiogeaprdrbyithe tdmeryit sirbddg spérifias Vdfethendlgr&@méritadlagtcb so will
10 receive) hoI ass K endors d, Bi of L I n w t ho
entering t hens 6% O\}%angn% #){?‘E)%dlg?? dr”tgyls nﬁ% ble “hle? ee“eﬁ?%r I %e“mES%sgfsm on of
the Bill &5 Lagdowghastha TooOtdepPagp)l 1.tk ab81irﬂtedcmt§éil tmdyhehangraute transitended.

However, commer.cial, inte iaries may wsh to el ve a To

Order Party t l?”ﬁléh‘égteea ”gﬂ?d“i‘ﬁw‘t"éi”?fé”t‘e go‘t—?ﬂg {l ‘%\p?cﬂf a‘ﬂltgﬁt%“’éhdorsed
Bi Il of Ladi ngs gangda if ANt 8fdn Blel darrRf whﬁgiv@stplt& oliParahs BREhdibe Gord @ O der
Party, the Bill of Lading nay pass through a party who nakes no change to

the Bill of Ladioarsr amwdusehths Bikpfleagingol el y on physi cal possession of the
Bill of Lading to gs{ stc§ln' 351 & ot fse ﬂ) %r&é?tP%}e§tBt§d or-trme%e?ﬁﬁblte@ll g{slvant age
that confidentiality I's reta ne since a party such as an termedi ary bank
will remaid® udledoane baxchahgedtby ans partyi xomatse:tstostOdSﬂy Bill of hadimi. | Howdfver, &#ds ng,
since there is no evidence 20 on the Bill of Lading to trace back previous
hol ders of the Bill of Lading unless they were entered at sone stage as the
To Order Party. It will thus be understood that, especially in the case of
negotiable Bills of Lading, the conventional Bill of Lading transaction
systemrelies extensively on undocunented physical possession of the Bil

of Lading. Mreover, it is comon for 25 there to be divergence between the
apparent | egal chain of endorsement on the goods in transit, as evidenced
by the Bill of Lading, and the real chain of constructive possession of the
goods through posse55|on of the B|II of Ladlng The conventlonal BiII of

e - - o o — Y a1 o o



WO 001 55774 PCT/ GB99103091 :1_ with the Bill of Lading, i.e. with a unique
docunent specific to one transit of the goods that are specified in the
inventory pan of the Bill of Lading. However, various practices have

devel oped wwoodissorader mi ne the ef fecti veness of the conveneCrGBY9/0BdlL | Of
Lading system One nmal practice is the issuance of nmultiple Bills of Lading
for the same goods by the carrier. The carrier provides the multiple
originals to the seller. Taking the exagple that two originals are
generated, the seller can pass one to his bank to obtain pronpt paynent for
the goods in transit. The seller can then pass the other to the buyer. so
that the buyesuahpiatticeehalphred do potcidarpe BB djdadisg fis baks.fer earplectnd even i f

there 10 are dela th . the progess of the Bill of Lading by the seller
and buyer baffls. béﬁﬁ“ B be??ﬂ}f’pt é E@?F%?VEQ%UE% é?fe‘ivﬁtc‘”é’ll‘g%‘id B#¥%ol | udi ng
in this way. ohleneMBof LANEE Baskt bderill 'rél%%nl@fonl-pﬁdélwp@srs%sﬂoﬂoﬁ?ﬁ'egll?glee for
the sane goods, the whol e systemis le to fraud, even if the original
motive for iSRG SERES el PP iBFalation ¢ Otb%rdiﬂﬁ'gs inyelverbin the tepadction. audul ent .
The scopesfor fra e 1~
Bills of Ladl ng, %rglg%&{ég%g?a F%/&{?éo@ajgﬁlgﬁﬁé err %?tgdeggglgrlg%s o?gliysgblr?'g For
exanpl e, Bi |l IpsssefsesLiadlisrngamygyifbeis zadepidad b&amkséhctr Byl bOLadimahes mor TdTor t gages

whi ch could t s be fr | ent bt ai ned is thu ssipl.e for multiple
| oans, for e 5’%8%5?%4 #@8 E@F ﬁ-ﬁ Oolrdgr Py engo %‘:‘?Fg ‘ﬁflabfo”&‘oods as
security. An@ttaE'@ﬁnde A€ 36dds 66ind HickANGSFon B cdriier Bitelde@inat@ddoRd Aghth, 2 Bi I |

of Lading is 20 forged, then the carrijer ﬁbhand gver the goods at the

destination g@ﬁalkV&a@}Grﬁ@rr@bw%% appegidindess visils Shap 9é gndarsemersfand sei el

t oget her it rPec:@z‘-}gth%ic! HANhdston o SRR %&%S}?éd'ﬁlﬁ oRLASRRY GRENE @ﬁt!:r\’d% tﬁémsreﬂgs
consi gnee or To Order Party. Sco e for forgery arises when information on

t he nature ofss aTeirgerdiarty caitholsth tbbutdnmm5$§slm theoBijleaf Lafling aeraompbe by
obtaining a %Qg&é%&%)’ c#%En tﬂ&% h%% exwﬂdeha%&%vell i ﬁedﬁﬁ%@hﬂ af Fansit
by shi ps, e several Wweek Pch case a
f orger has cavishtdemahhém:tel\mfmstwmompfmr@tbmhd‘amrtwmtereédthough t he
conventional Bill_of Lading procedures_ are jinmperfect, thej ued

exi stence as the R@$n elfhf’%l?fg‘éé? a%e@ﬁ’é“‘?‘%ﬁi}h?fdgﬁ‘ﬁg ﬁﬁ?‘hﬁ" Prﬁ?cieé‘h‘é’? 516‘5%5 trade
is a test@mentint Osiebied Aot OfiBabarty0 o SOLMIRNLS BAE (SRS pmaivra@r native
has been 30 established. Electronic transaction systems are well

establ i shed imrkes prethapgedq sheddill of hlinnaBEaTelisEL e posessigARf ng and
comer ce, | N BORR) GAERFAMREbCor Auf Y AR, Ofnil VA0 LLARAL, RAPCT
transaction instrunents table exarrp es are the conputer systens operated
t o under pi n ebeiixdentaiitc 1qoar:;amdtsmc1eansw swhsas aningermedidry dpps ©alt herhan ITB.kI ng a
Bill of Lading, work ectroni ca evi gus

fails because o“ﬁloggh BRIsEeHRRe §ﬁ¥qﬁ 8f@ﬁ§ée Q(?E%Edr’%?g 3% h%re 1%18? %Y ﬁ%&cet he
conventi axoal dgithd BN oflladingdo EX&tRBR pRlioeShélderé btthe BilkbNigadizl yaledfithepr | gi nal

Bill of Lading. If a conputer record |sa}9enerated to represent a Bill of
Ladi ng and i tWers entqrecha{Spme stags a8 thsrho-Owdprl®i t ti ng party to a recei ving
party) the Bill of {#dihddps GhifdoddORES eépteaalfl)”ﬁpﬁlb(?:gﬁl oft degBidabe Bk lof of
Lading, if the system cannot distingulish between the 10 Copy of the Bill of
Ladi ng recor d-adingt e ecavesitionsigBiaet {iadingl traheactiaspsysistn refies Briensivty padi ng

record at th I r emis
St 11 more proSoAfiEen bhiitaR@lcipl O GPRALor PE MnEBE i Bhimby B O

Ladi ng dexxr ithad takodiesrgaicn bawedrethBapparent legaldihmig of sndvesesleyt o theo gpads er

record that passes, t hrough several co t S ns S thu rone
replication B EAYEFErTY f%f‘?fattﬁ'ethf’ Bd‘ﬁ ‘gtpt!‘i‘cﬁ d“ﬁi ﬁc ‘°aﬁﬁ%"bﬁf §%nf 6 SUM\/ARY
OF THE | NVENTHocdYsIRéaTéfGRO 6443 Qdudhiapdsicasibiibf B Bilpof Leding dTRs gdeémiondl t he
invention are set _out in the acconpanying, |ndependent and dependent cl ai ns.

Features of tHd cfbpdingiaistencis %uﬁﬁellﬂﬁy’"%ﬂ wrHsngse f WPhpilpadiag Gherg must

| ndependent cl) BEoRBARAIARIE ife AR while GORE RALNGn Bk RRLidgNAHghROSE ~
explicitly set ‘out in the cl arnms. According to the invention there is
provi ded a centrali zed dat abase system accessed by system users over a
networ k through a nessage handling unit. The database forns a registry
recording the entitlenents of the users, who are a defined Goup, to
perform prescribed actions in relation to electronically created records.
The



10 electronically created records represent a strictly defined series of
rights and obligations in relation to underlying property. The ‘users’becone
entitled by virtue of their designation to prescribed roles by a previously
entitled “S%'oogfﬁi gnation of a user to a prescribed rol epbfigRogiBesR" d t akes
pl ace by neans of a system user sending an electronic instruction to the
dat abase, these electronic instructions being referred to as 1~ registry
instructions or title registry instructions. The database perforns
according to a common contract ual arran’é‘errent entered in to by all users.
To becone a user, the intending user is required to enter into a service
contract wth,; Ser\i i i i LAt; i er

nder  akes 0" Sorea ey augens: i PRiRhuhd IR o B ALPRORIE ™ och
User agrees, that a@Gperiftednudibeiinvantofy fosobthe @yl of lasienz. of t he System to be
bound by the provisions of. the ruses. The ruje codified in. a rul e book,
together with the P@é" \//"ir’cvéirl8‘€n‘%r?c§8?ﬁ}3?"%\J;ivalgp?“!rﬁg'%f)lé6%‘1%"?‘?5&%5\&&5%”6%%r pi nni ng
and enabl i ng dffte cbaveatioANBINDfOhdihd§/s@dal abase system as a support system for
transactions in property. As a result, each transaction record in the
central database {8&&anRCHERl the igsuance o puttiply Bifle otlading for the saeg 89As  change
and exhausti g, ih@Birié! ThelHRE ptIRIE ML l@foriﬁﬂglsl’@?x{essell%he{)dk[h%ecgé' ty of
the central database can be nmaintal ned vvhofl y automatically by The system
approvi ng or exefpple thahvaseriginaisrast ganctalednibe selse Fapaehsiwiietio disrpait toorbtaint her
nmessages sol I thelr .co gee] t 0 of

| ogi cal rul e?r%(f?aﬁrbﬁg Q?tﬁéfﬁg g%?sellggt ?IES?&%(Samg%/éafnyglﬁéggssﬁgesgtggrr%:the to be
cont r act ual | yugausedthdnyhet Huger3@ll b bidb aopick wske gamis ifomsthe rartidreeven ifithend

el ectronig instryctions to create,. ch e.an 00{ 55774 PCTI GB99/ 03091
62" enallst "1 GO e B ecirab AP B Eika by P MUY MY B £ ect e
users, provi degri@nbiyet SatsellddQllihagt nUiGletedNs cbMERELIUES waPNHRHEYVd: Qnkde

rul ebook. Mdreover, the |legal significance of the transaction record
contents and "eHEPIg8YIstHh&pdRpars e Tors BRsheaame Beads.cBy Myolf s¥siem Bty nmon
contract ual GIBrfﬁG@,ee%{‘Ff-theT&?gri]rﬁ\?%'fi@é 1 ARAYE AARENHEs He MgV Aied in a
whol |y aut omat ed manner by the service provider tﬁrough checKi ng

i nstruction deelf drandulgnt.adhe seipe tfdrefrangnlenschctivityess espagiatip thighyfongeestiftdet ed
parties, SOy: fined in the ¢co ont r act 4al rangerRen Furt her,

t he changfgng 13?18 ?8‘%rslg‘ar?1%fp§?p§ﬂlalfyi g’?r%fgaéjg egéorsae%bfi%ﬂf 0??‘ a{ﬂg%i %‘ %xaaﬁlggéf fect

aut omat i cal | yBills bf badify miebeiraegeisast socurine for l@ans acinbgrgeewhitid couddihg y under
user initiation, subjective 10 assessnent i§.required of the contents of
any indi vi dudl® *r”é*glg‘FBfPYh{é‘?‘ﬂ“?% s tRa posle g"ét"é‘ﬁ%%‘%,oﬁn%efgf F'T?E}PE&’ SPets no
human syst em sy \ikinph sidble AMG AR hI ALO8dsaOsRerth Or t he day-to-day _
processing of the transaction records. Each individual electronic record is
created in the dateltsemplpragti¢esie fongpry didhoRkot badingd ekfianBid ¢frledipeds users.
A recor d 3¢ Cofah SfleDine TABS naf nihd & B dbods R O UsiHfih e 36 Alpelhn AN
instructing user concerning specitic property rights, such proﬁ’erty rights
bei ng vest ed Wi producentie forged Bl afdeding Eegether with bdgusdgenbty impera¢mating & n
accordance wi th the.instructi n&éuser.r' S idns r ct%gonse,fljt%rt%e capabl.e of

conpl ete tranSPEIABITS P SOBYHSE Ohder Q8T PP PEWC Pt BT P t o ot her
speci fi ed usehformiaaonitRcoinde bHS stififent ednd@robulix@d ibg tite foer, fafexidisle By St em
1-loldership is defined 20 b esence of a user identifier of the

the p
hol der/ user i 9P12iNpg &phpetegory HéthF Subpiladyge Ipdiedase ¢HL5eaBRPHER LIRS ni on
over the gconmhimif uXad tid Y8y 605dvhlaPWBIKS, thvHI@SEhsd A forddrdhd!Sondideralk der to
anot her user. Passing the holder status is achieved by the current
hol der/ user si#nelforfgmaletedthg Srgew.i nstruction instructing that another
speci fied user be j tyut LI ho £ 1 t r ncer ned.
25 Each el ectroni c'ﬁ{rﬁgtzéoﬂr chgér%v r{eemg%ﬁ]\a/@r %fejg&lmrrll% g’l‘%‘eg{%@‘“‘s P%a glgéc%rrﬁel%? ary
record (hard sopyedisyiswrers tiof man tregiagttonysysters undecpinwng wfernatiendhgrhdbeis of t he
el ectronic reg T ntitl nt of a holder to certain rights, and
obl i gati ons ian?{s%én eﬁﬂge?}]ey{aﬁtg&gfg’pg?tf yn°| ‘s”abléla}ngnstup%rhort%eemg “fegpaﬁ'n%eﬁfl ei t her
prior to 80 sésmblithedediisdupnisl drdhsafion Bestenisohe Wl egabdisied iayoteen aeeuk idfl ed
user. O her designated roles include contingent or 30 discretionary roles
where the user so designated (and sinultaneously being the hol der WO
0015S774 PCT/ GB99/03091 g of the record) is entitled to designate itself
to a different role by means of a registry instruction. Such different
roles providing different rights and/or obligations. The right to dispose
or direct the disposition of the underlying property is conditional on a
singl e user being designated to prescribed coincident roles and the ~ user
so designated conmunicating a registry instruction to the user which had
created the record. Thereafter, transactions relating to that record are

o, e o,



designations are permtted and the record is term nated. Each el ectronic
record has associated therewith, in addition to specific audit trail kept
in the database. an endorsenent chain recording the legally significant 10
passage of wodbks7and obligations. The endorsenment chai n peT/dBI%0304Ut ed
together with a nmessage fromthe database to the new designee. according to
its role as designated user. Each electronic record is capable of being
nodi fied by the user which created the r.ecord in accordance with a registry
instruction previously sent by the hol dér of the 15 record. The user that
created the record is entitled to nodify, decline to nodify or create a new
el ectroni c r emakidg aid canaercs irb@(ﬁﬁatlca@ﬁ ghin6s ad tHeewtclusibe st cdnaedtiondl @apdroni C
record is capabl e of bein r|I suspended as a result of prescribed
registry i nst?ﬂéﬁcf‘%énsgéﬁgmf)y cﬁ%b %61“’&8%1350‘?’3 tthie CPEBRBFTGSYSIERE RBRIERtY to

handl e transagiikof SLRBAE bayniknt BirachiBys. @l | ows a nunmber of further 20
advantages to be attained. in particular in conparison with the

| ong- est abl i shed tf’fradmtall@nlabaopap@rakbrgsaeﬂlllsngsltrémoa\mk@telqecumq;ﬂ;e\has)bshy

contenplated elect oni c sy Y, Vi
originals 1n prev‘%us}?%m?ﬁ)sl neV| ?glﬁlbgcafl%%(légo r?é?a Sf’%ﬁrcr%a cu%‘rﬁt gg‘ﬁ"[fg from
Hol der to Hol uﬂarthe ¢ondlértibedl St oi:mmgrsyﬁs:naads o tiere hidof iyedik o€iginbliBIRNt S. I N
sonme instances, particularly where a shi is traded 25 ti-nes
(e.g., oil antf Itﬁdylgbdfﬁ eAPYLeSyort ¢S E@e'fagggtf%‘ise‘f‘rﬁegﬁlr?ﬁ“%g @hduitent is
avai l abl e at #hempeatirodf a %Mﬁhg%mﬁt&ymwﬁgwpeﬂﬁb@m beLABAS re@brd

i ndemi ty, which bring a new set Ofﬁf has grown up to try and

ci rcunvent t hiogespis SiicBenalityres adill of b aarfrthwsmqag%ﬁtldﬁﬁngqlmwm@et he
speed enabj escoéb%% @1‘(103 ‘éLga‘ilgmgeéo?& & @@E&QMJ %ﬁd bR &?§WE&C l‘ﬂg in of

being able to get t to reduce |nﬁent ry. 30 t he
i nformati on cbatigg nae:dd |antha uphgnhictinf phavjl Mpréogen ephenedecironic s\NRNOB/EB774

PCTI GB99/ 03091 -9 coI nt The ,pot.ent i

compl eti ng. col IS LGBE iEnCE T Ped Arire op Es dft SPEafld Bheelihs o i gn
proportion of atdee uiresihe H’ll(ﬁtdﬁ.ddﬂmbﬁméﬁtylﬂdbﬁiivufeﬁfec&ﬁ&mm@és tizb @ sevdilC
docunents reduce the risk of m s-keying . as the sane information i s re-used
in conpl eti ngCAPRIEH SYSIFMSRNG Is ‘t“?)mol"ﬁéo %E"%‘P“ BY ERAFTY I Ye frafsaction ehpih| es

el ectronic records to be nade 'tanper proof . Authenticity is thus ensured
while at the sane tine allowing flexibility for users through access over a
public network. for exanple the Internet. Unlike its paper docunent
counterpart. any attenpt to nodify the content of a properly constructed .
el ectronic record held in the central database i medi ately scranbles the 10
record conpletely rendering it unusabl e. Paper docunents are prone to m nor
alterations that can have serious inplications. Mreover. a chain-based

el ectronic mail systemw th the bill of l|ading attached as an el ectronic
record would suffer fromthe sane probl ens as paper docunents. but to a
much greater extent. (4) The use of digital signature technol ogy and

el ectronic certificates neans 1 ~ that the recipient of a nessage can be
sure that the nessage cane froma particular party. In this way the
possibilities for repudiation are limted and, noreover, carefully defined.
This allows specific user-repudiation actions to be incorporated, these
being referred to as business refusals in the follow ng. (~)
Confidentiality is achieved, since the el ectronic docunents can be 20
encrypted to prevent unauthorised access to comercially secret
information. (6) Al of the above factors inprove accuracy and allow for
machi ne verification of electronic records. Considerabl e expense is saved
in re-keying and human verification. A nore secure and accurate system
permts users to be nore sure that the process will work w thout the
necessity for re-processing which is costly and 25 del ays the process.

Furt her aspects and features of the invention are exenplified by the
attached cl ai ns. WO 00/ 55774



-10 BRI EF DESCRI PTI ON OF THE DRAW NGS PCf/ GB99/ 03091 For a better
under st andi ng of the invention and to show how the sane nay be ‘carriéd into
effect reference is now made by way of exanple to the acconpanying 5

drawi ngs i nyWyoskns Figure 1 is a bl ock di agram showi ng i npef/aBég@emf | ow

bet ween system conponents, including the users. the nessage handling unit
and the title registry; Figure | A shows internal structure of the title
registry in nore detail; 10 Figure 3 shows structure of a nessage; Figure 3
illustrates sending a nessage froma séending user to a receiving user

t hrough the nmessage handling unit of the central system Figure 4
illustrates tmm;@ﬂjﬁégﬁknow edgnent of receipt of the forwarded
nmessage originating fromthe sending user, 15 Figure 5 illustrates the
recei ving user's non-acknow edgnent of receipt of the forwarded nessage

ori gi nating from PHECWEAEE prgtenebaspeds ¢fuikeinpeniipy e 65t Q18 the agewpparyipmdi cat i on
of its intent I .t : ; L Elgure 7

Tl ustrates TR RS e R e e R R e
message f | owvdthdhasy pEthémdehendent driigs peapProptiste gidrin tersbinationt éthdr €ran stosauct ur e

show ng the ident h,fsl erti%%getcﬁiof a user identifier, a user division

identifi erD) SR eSS o Fi gure 9 is a block diagramillustrating

si gned nessage fl @ucdidihgigp tRenv@ssmdgerd anstbiiog uredtaliZh dit@deesydomi S a fl ow
di agram show ng sendi ng a nessage fromuser to user with signature
verificati on 285854 AN BRICBIGRENST 2PIgUPE thepugh AviResprgs endling itz afhonal

structure forgeeiskifbdcal I%g@ﬁ_r Yec6@fe e OMIiRmbts S MSusts SARPLAE L&IHhed | cat e
chain; Figure 13 is a flow diagramshowng the |ifecycle of a subscriber

certificate, Z30wf oorrtheyprrinked raiornia; relatignTo Gl EETRLY PETREBYOKe 30 - 11

Eir gg;ﬁt éaljoi Lsele%tréﬁiggﬂki L&t hdoHRY FRbdsQR Tseitel! hdefaed BQH&L LY (SREONM as
obligations in relation to underlying property. The users become entitled by virtue of
their designation to prescribed roles by a previously entitled user. Designation of a
user to a prescribed role in a record takes place by means of a system user sending an
electronic instruction to the database, these electronic instructions being referred to as

15  registry instructions or title registry instructions.

The database performs according to a common contractual arrangement entered

in to by all users. To become a user, the intending user is required to enter into a
service contract with the system service provider in which the intending user
undertakes to agree to and abide by a defined set of rules. That is. each User agrees, as

20  a condition of becoming a User of the System, to be bound by the provisions of the
rules. The rules, codified in a rule book, together with the service contract provide the
legal framework underpinning and enabling the functioning of the database system as a

support system for transactions in property.

As a result, each transaction record in the central database goes through a

N
n

complete life cycle of creation. change and exhaustion, entirely under the control of the
users. The integrity of the central database can be maintained wholly automatically by
the system approving or rejecting user instructions received with e-mail or other
messages solely on the basis of their conformity to the closed set of logical rules
defined in the rulebook. Since every user has agreed to be contractually bound by the

30 rulebook. user actions in the form of electronic instructions to create, change and



terns of its fields to a user: Figure 1 ~ is a block diagram show ng
nmessage-flow for title registry operations: Figure 16 illustrates nessage
conponents showing the Ir> s~ction elenment forthe title Fi?ure 17 is a flow
di agr am showbngsshe process of creating an el ectronic bil pcrEGBdsadong;
Figure 18 is a flow di agram showi ng the process of designating a new

hol der; 10 Figure 19 is a flow di agram show ng the process of designating a
Consi gnee; Figure 20 is a flow di agram_§_hovvi ng the process of designating a
To Order Party: Figure 21 is a tlow di agram show ng the process of

bl ank- endorsing an electronic bill of Lading; 15 Figure 22 is a flow

di agr am showieRighuéthecronic @6 rdaf arél @Git@B@bILN Gindinkl cRdge sffecteidOuER, Bdvidsd a fl ow
di agram showi ng the process of relinquishing a pledge in an electronic bill
of Tading; Ficgri@atahe instructipns Gempelyss LANSHOUR HY rtlﬁeoogr oMersvesf thedemst ci ng a

pl edge. \Ahergigﬂiﬁl?%cg&e{he Rﬁ5§a¥ti&§ S8R g&ﬁén%dandg(ehﬁ'?gggpﬁre%é dss Aubloew

di agram showi ng the process of requesting anmendnen an electronic bill
of | ading; Fiagometi@fy ifematht|comnenagn@atsheminggmerhe The cemsd dafabderyi ng

dment .of lectronic bill of |ading: Fi 27 is a flow di
Showi ng t fle BROCESTIBRRG! I 1B AuREHHINBPorY 8 Erie WOHAE P of

| adi ng:  Fi gulcRecRinglisstractioh @uafbindg BInstiRM A d rlles PGS MmgQiffesiid pRRGEr i Ng an
el ectronic bill of lading; Figure 29 is a flow di agram showi ng the process
of processi ngsa Bwigfiepd i3 tha sepman (copkaciusl agersemgitr e Fathesn BiRsChargie& anpl e of

an endor SemeHinchb@l dhd signfeaQl 8P7 6l BERLEBIN AR awckdaribhiGU okl dihows the

format of a sgstem message includi ng nessage and docunent “i nfornation, and
a title regi shangey nxtthe dranyptionntecand; selebd uedes ciseotiidation] | Nef shlaettivg ( eBL) ;
Figure 32, s .S i Zl tid I eqi shr i ich
party c aﬁl 0ex éags ﬁ%sg%\ﬁ iscrga(?%é\ ¢ t% it%:Cé"ltgeﬁlésuér)te&@Sm?gldgglt %Eﬁrg q’%@mﬂn@? ??rgréxy\{] he
title regi st rdytabasacitd dres: et hdBumansistemosupertisart oraqipliyistatort olesnforthgur e 34

is a table show ng for a.Crggte instructi n the functional el enents of
del i very of &fYUY PCEFYIE °L B AP NATER™SY  busi ness refusal . creation of

endorsement 10 ch@hdh mERANE A8GoHR! ¥Rl Xs efeadd i€ RAOLRAARNGy ahabnwhecor d;
Figure 35 is a table show ng for Nane Hol der and Nane Pl edgee Hol der

i nstruct i ons belegss ie drinedl Creureplentess. oft wedtivibeipaist byt means hE it regiskY ce)
al gvgp;el SOT IRAHRLAAS Senf B URAbnstr B AT A Blee HROIRETE Profii! Agh€CRs! and
property rights being vested in the instructing user. Each record may be created, in
accordance with the instructing user’s instructions, to be capable of complete
transferability to other users or limited transferability to other specified users.
Each record has one holder who is a user of the system. Holdership is defined
20 by the presence of a user identifier of the holder/user in a field of the record. The
holder has exclusive dominion over the record and exclusive entitlement to pass the
status of holder to another user. Passing the holder status is achieved by the current
holder/user sending a registry instruction instructing that another specified user be
substituted in the holder field of the record concerned.
25 Each electronic record can be converted into a physical documentary record
(hard copy) by means of a registry instruction of the holder of the electronic record.
The entitlement of a holder to certain rights and obligations in the underlying
property is reliant on the attainment either prior to or simultaneously with another role
designated by an entitled user. Other designated roles include contingent or

30  discretionary roles where the user so designated (and simultaneously being the holder



chain record; 1 S Figure 36 is a table showing for Name to Order, Nane
Consi gnee and Bl ank Endorse instructions the functional elenents of
delivery of attornment notice, allowance of business refusal) creation of
endor serrent“@],@)'sgx”‘f ecord and delivery of an endorsenent chei/gsisaeyid;
Figure 37 is a table showng for allowed sinultaneous instructions the
functional 20 elenents of delivery of attornrnent notice, allowance of
busi ness refusal) creation of endorsenment chain record and delivery of an
endorsenment chain record; Figure 38 is ‘& tabl e showi ng for an Enforce

Pl edge instruction the functional elenents of delivery of attornnment

notice, allowgmgeeQfabyshitRaso @@J@ﬁélnseﬁrusegtdif@e@en@fronsBg%a?srmtre&i jn record
and delivery of an endorsenment chain record; 25 Figure 39 is a table

showi ng for an@uaetnn. Aneindiffenant rolasproviding diffefant tightaandéwoblBlatiensr si on) t he
functional el errentrﬁ %fahtdt%l 'I\S/eorS of,. attlgr nnent. notitgﬁe,u @Ill owance of. busi ness
refusal, creation O "SHdCr SRRERLT Sitet A dRRipion vf He FPEHY e Sropgpy s

endor senment chaditiorfabe®adingkd ger Beiddddsfznated ab besGibedvicsigeifiant rales@ndnte
Anmendment Jj nstructjon ith a new eBL 30 jdentifier) the functional

)
el ements of dEFiS9EPYEBICLLPBLPITHEG KT L WSruetipn iRt uspivhish dptheeaed  wo

00/ 55774 PCT/ (38403 P0ckeafttd taRfabigAl relftingad tHaNreOdrd GRASMPRIERAN n6 hia, r ecord
and delivery of an endorsenent chain record: and Figure 41 is a description

of the error Slegiguptipppere paapitied @ed theregerdas emsindted.of val i dation errors or

ot her errors in a@:a(ibhnag'g;iOH% rg&?gg%.eaSSOCiaYQ t(plglleé’glz,?lﬂ aH&ft‘ioxPlt:oT e!ﬂﬁpaﬁ§ml PTI ON

PCT/ GB99/ 03091 The best node e iment of the i'nvention IS now described
wi t h referenamilt kept lire tizc dnahpsmn yanngpdoisamenn ghain IrecoByisg eim Bealyvsienifiddne pr esent
systemis; @ toChnol0%hEha ATl &9 nd HbASHL S 8 olsQichiBT dgemdl Gict £ 2d®
message from the database to the new designee. according to its role as designated
user.
Each electronic record is capable of being modified by the user which created
the record in accordance with a registry instruction previously sent by the holder of the
15 record. The user that created the record is entitled to modify, decline to modify or
create a new electronic record or records based on prescribed rules.
Each electronic record is capable of being temporarily suspended as a result of
prescribed registry instructions sent by the holder of the record.
The ability to handle transaction support in this way allows a number of further
20 advantages to be attained. in particular in comparison with the long-established
traditional paper based system and other previously contemplated electronic systems.
) A system of moving of moving originals in paper form inevitably takes
time as the documents move from Holder to Holder in different countries and often
different continents. In some instances, particularly where a shipment is traded many
25  times (e.g., oil and dry bulk cargoes) it is rare that the original document is available at
the port of discharge. A complex system of letters of indemnity, which bring a new set
of problems, has grown up to try and circumvent this problem. In addition to risk
mitigation, improving the speed enables those involved in international trade to be
more certain of being able to get the goods and to reduce inventory.,

30 ) Much of the information contained in a bill of lading is repeated in



transactions through electronic neans. It uses information technology to
transfer nessages and store certain information, and a | egal system of
rules and contracts to 10 determine the effects of certain nmessages and
updates to wbeosswr ed i nformati on, as defined in a Rul ebopkr/aBosobosi s
reproduced further below The follow ng text describes the operating
procedures of that technology and its operation. The business effect of the
functionality of the operating procedur_gﬁ depends heavily on the appended
Rul ebook. The operational rules of the Rul ebook are also recited al ongside
the 15 rel evant operating procedures. The operational rules are mandatory

and bi ndi ng QBIlaMSl @FuMERS. SThE Yot MfeCerrdr aVe briipldizOé Mgl d¥dublind RRd
Rul ebook, and are also reflected in many desug}rgi aspects of the conputer

syst em used o billipplasingnis hith oA e high wararden of dasuments baveseppertamed/Hf em
Ternms gi ven ' ' ' [ t..are def| [ he_Rul ebook.
20 |.~1. Basisd%:h%%!lprgérnzti?|E gegfglf,}ﬂéstdp M%‘Fi‘%ﬁ%’ regélégs(z[s Iéeg/s rﬁ%tt%'fr e¥0f the
present syst emfommtipn issesisddhe corgslstingehddedinemg unit, the title registry, the
user datahase, the user, suppart resources and the user systens. The nessage
nandl§ no dni ¢ 15 B ey POl beErntEas fapes FRerTEn R 4o by e

bet ween syst emmp&ercofanfigntihiens ey aguRadhilber By shemsedvhag Ripiger, and

for keeping track of those nessages once sent. The nessage handling unit,
as used in t H& PrEdaiopsiy s Ave & puplis petyosl. fasyampls e ntgrast. (Ymdike Bdr t i ng

nmessages couplpd WichRem EAMRRARE hPTateRYTINIMANE &eObdnRl: the,

Wﬁ?es once
sent. It works closely with the user database to check user identitiers.
'f he nessage casttibiedglegminic kherd heldnidshd esopindatibese BOnddintaly sduenbles the

registry d user rt .resources via special interfaces. Messages
16 001 55758 BT CEBEPE BBt 10 URERS bt PRt A1 BIAEBR: S

"at t achment s"ajteratiors hhaa ke o€ sHr@nd ignphitatiohd) evlotedver s ahhinchagpdtebdetrdtié maitrat i on
i ncluded in the nes .ale registry is a dat i nformation

age. . The d base, of .i
creat ed fromséﬁﬁnﬁ*éﬁ‘n‘gﬁﬁ’ﬂle?}v Ipdingptashgets BWHHCEPHF ﬁegfogli ‘6‘?1‘?% S‘gf?H?'BB’I ®§at i ons
in relation tamépeGlefls@s pdpRNERGERN But (8 AGmih bichictedt@@i stry records
informati on used in con{lunctlon with the legal rules and contracts of the

present system to(Bhowl e ehdiaal signaning freBnddeeysapd elepiyapicsiesifictey mpansi on to
an el ect ren CcB 'thé rel ieln?gf ngess-ggeﬁcaéﬂsl%rsu thff@?n s ?? fcgﬁé ﬁpﬁsaepa?tficallar

i nformati on about system users is used to iden y proper  an
aut hori zed ugmartg, Il thisiwavabecpssbiides fherepudigmntareslysitaimnd anateh@r, deeftlpi ne t he

thenticit ved f : .by .t he. | ] it.
The user SupdBFEeT cORUTRIE O FeL R bORR At ToA BT “EHRP AL PG PRAE on

about syst em gggESio BBLPEnRNrHERs &f ht BoRI@SENt system bul letins and
alerts, your account status, and sim.lar information; and a hel p desk for
live support by té:r)ephgﬁlénd@pu:él_tm |ac_:hleved. since the electronic documents can be

20  encrypted to prevent unauthorised access to commercially secret information.

(6) All of the above factors improve accuracy and allow for machine
verification of electronic records. Considerable expense is saved in re-keying and
human verification. A more secure and accurate system permits users to be more sure
that the process will work without the necessity for re-processing which is costly and

25  delays the process.
Further aspects and features of the invention are exemplified by the attached

claims.



15 Further support resources may be added as desired. The online user
support resources can be used through a Wrl dw de Wb browser. 'Messages
cannot be sent into the nmessage handling unit and the title registry cannot
be nodifi edwbgﬁ,gg,; the user support resources; they sinppypEhdb®users to
| ook up needed Information and update the information pertaining to

t hensel ves. 20 User systens are a user's conputer facilities, including a
comuni cations Link to a network connected to the nessage handling unit,
deskt op conputer hardware connected to that comunications |ink, and
software for creating, sending and receiving nessages using the nessage
handl i ng uni tgrIEROEKCRE aReonent s Li sted above are central
services provided by 25 the systemservice provider to all users. The fifth
conponent. user systens, are provided by third-party vendors and sen~ice
bureaus. and need f | - Cl 1 ' i t he service
provi der for int erFérg‘cbﬁﬁg ugée?%ﬂgﬁgoﬁeﬂggggnglghgﬁrﬁﬁlgﬂﬁgﬂﬁ)m ? é Sa%’:%gxba éel

il lustrates tcheledinstefievtstierant ivmwande &y say shexwaplt ethe abanpmtingn and 30
transactiqn flows between the conponents. Further internal structure of the
title BYO GRS #UVBEA| GS99/ 03091 -1 G registry is shown in Figure 1 A
Sonme of the nore inportant information flows are nessagi ng between users,
browsi ng the user support services, changing information in the user
support resourcesFighE Usiera dackphagsam sshawingt afosaatiamn oyt betwera sisteme
registry. Reqgndl g TRSRAL mgué%fsf. }‘Pﬁ‘%{éséég?ﬁz&dnﬁ it Hx%'tiﬂ?'reé ns of

conmmuni cation ~ between uséers of the présent systemis electrohic nessages
via the nessage haigdtei ldgshgws internveh stoistuchefchsstitierekiftygs meacdetalessage as it
passes thlroough. Tp)e rgeﬁsioa\gsestrq%ﬂgel ifg eusrlai t al so provides for acknow edgnent
of each message a$'fi't i% recerved indrder to assure the sender that a
message i s actual Figuted illvaraed seddtgar lesaggelfromms isenginghseran lai ra@ivitgeuses uppor t
resources. to, _send anot her. system 19 user a nmessage using the nmessage

handl i ng uni {4 Qﬁgﬁweﬁﬁ@thaﬁ‘ﬁ%“{“% he eIHPISHEeE: yser identifier (or user
D). The online ugghreSYNNihief AROKESLRR ARGR! SkARRedRint 1P ré@PK o AhaNOt her
user's identifier, to find out other available information about users,
check the st £pnmgrasel megsseaeyegnatiag dom heserdingyser. f or use of the present
system 1 throu ' - Dr. i ] . '

repr esentaigtsti ves o?@ﬁu§g1@%e§@$§gglﬁ}8%§{eéS@érﬁé@%@ﬁed@u%ngpﬁeg% |(gr¥heabout t he
user . Regar difpgvatdee nebsapgonpnathg froh olrersetdingusen t he user support resources
and user dat abase .the6jlnft0{mati on .icp t he gze.rtstutgporot resources ariginates
from the enrol | meh{EY5 bLEERIGS G Ui S RAIFRIRP Q5B PP ABHOR? WSBES IO e

enrol | ment. a dsRe€rrorpd&juesej ts information using special online forns

avai |l abl e through _the user support resources. 20 Regarding interaction with
the title registryigueskillystiaies plbiype beadercdd®™§s into the title registry by
sending gy tal |y piy@edlis TRARADERnakiDing b oW BRSAhhRRd! 1 g uni t.

Figure 8 illustrates identifier structure showing the identifier parts of a user

identifier, a user division identifier, and an extension;

Figure 9 is a block diagram illustrating signed message flow using the message
handling unit;

25 Figure 10 is a flow diagram showing sending a message from user to user with

signature verification and acknowledgments;

Figure 11 shows basic organizational structure for certificate services;

Figure 12 shows a sample certificate chain;

Figure 13 is a flow diagram showing the lifecycle of a subscriber certificate,

30  from beginning to end;



By the sane neans, they enter further infotrnation to update those records
and nodify their status and relations to those records and the rights they
signify. Wiile making use of famliar desktop applications such as Wb
browsers, tWOI¥sTH processes have been designed for a farPgreB¥¥Bidievel of
reliability and security than is conmon in Internet applications. 1.2.
,y~tem Security WO 00/ 55774 PCT/ GB99/ 03091 -17 The present system secures
its conponents and information flows ngijoly by user identification.
resource access controls, docunent authentication. nessage integrity

checki ng and nessage encryption. Regarding user identification, the
identity of all i Rigieildualasimglitisg itlesragensofeartita cetshrirecosbapamsgntadi fin | i at i ons
are investig J rtified before usage is permtted. Factors that tend
to weaken thgé@gfﬁgﬁﬁqﬁttéag%e%an i ndi vidual user's identification (such as
repeated | oss of Bigawaii icar dénck| diedgradf sHoougy hessngé ataw ifar iitly , regibgy ) are
taken into consideration in determ ning whether to issue a certificate

i dentifying tPREXYEY. Regarding resource access controls, the ability of a
user to gain accesgufeq caMAudes HeLadeREMPARANRES i B IshBiRESRA R honist em i s
limted to the user's legitimate requirenents. Further, access to and usage
of the system@s®:tracked and audited. Regardi ng docunent authentication,

all nmessages (inc i . t 1 i fgitally
signed by the perggﬁéegrgi%lgﬁlgt%i ‘Jtrﬁ%?{}ﬁglﬁ%%%[%%fcf %ﬁ%;éregﬁ%%{ngécé%#gsbggge, a
system user iofleudingfies itself with the nessage in a way 15 functionally
simlar to a wet-iLnk signature. on a,paper docunent. .The digital signature
has the | egal effgl(gf"?sls?se% ?Wﬁ‘égaﬁcﬁhg‘f’ githe ptr%cgsslﬂrﬁlfigsb%’&ﬂ‘?g ﬁgcdval?oé‘feﬁ;g nessage
i nt egrityochecki ngiguxaniif yil6\g dag@mGhbwing Shediidetty o dBRgRGNEVCHRMheaANV Changes
inthe digitally signed nessage made between the tine when the nessage was
signed and the ti F8URehis\ielloW idiagramp phopangk the IPsRcess oftflssignasiag it T Pedeem 20
verifies a ngggage' s digital signature on receipt of the nessage into the
nmessage handling unit. It then sends on the nessage only if it is verified
as free from tanpéigurg?! Regaflal njagraes shgeingnide yppedessn of bfank-hedogsingden of a
nessage W sheé? ctr(tmr}ebi %'Pﬂi%{n may encrypt the nessage so that, as a practical
matter, it w s B S FENEab! e by users 25 other than the intended

reci pi entls Sone | Egate 22)isi 8o diag@ shbwinig hie: @yakd dldedighaynganPledgee;

Figure 23 is a flow diagram showing the process of relinquishing a pledge in an
electronic bill of lading;
Figure 24 is a flow diagram showing the process of enforcing a pledge. where a
To Order Party is designated,;
20 Figure 25 is a flow diagram showing the process of requesting amendment of
an electronic bill of lading,
Figure 26 is a flow diagram showing the process of denying amendment of an
electronic bill of lading;
Figure 27 is a flow diagram showing the process of granting amendment of an
25  electronic bill of lading:
Figure 28 is a flow diagram showing the process of surrendering an electronic
bill of lading;
Figure 29 is a flow diagram showing the process of processing a switch-to-
paper directive;

30 Figure 30 shows an example of an endorsement chain;



of encryption capabilities. users subject to those | egal systenms will, of
course, need to conply with applicable encryption regulations. That -
conpliance is required by the force of the regulations thensel ves. and by

t he gener al ;@E/sg gnment in the Rul ebook to conply with appti/ga6deSe9i
regul ations. € present systeminposes no restrictions of its WO

Q/ 55774 PCTI GB99/ 03091 -18 own on the use of encryption technol ogy, other
than the practical limts of what its inplenented systens are capabl e of
accomopdati ng. Sonme of these security p‘r’-ocesses wor k automati cal |y, but
sonme require the user to take certain actions. Areas in which users should

consi der active S@&u{emhdmms&mf d;%w%ss%aMawnmxss&@faﬁ&eep' ng, pronpt

action after losing a private key and’general “system security. Regarding
private key siaéterh@aetpfong@noa@née@th ©BRis?y Mistaxiirednd sttacadd clevrssagosf sent in the
pr esent systﬁ?rg el?]g) gitally signed to make their authenticity verifiable.
A user syste é $ a digital signature dzrough a mat hemati cal process

requiring the useFigtreB0 if¥ hblabuhri@ling eheltidle istr filhetions sDlviich dah§ el gnat ure
cal cul atioans. The resul ti ng signature is assocliated with that private key

in a practi cél"?cﬁt“el)ﬂ\*ﬁ hdynekigthl e way. Since anyone with that private key can
create the user’ SFQhﬁ';@%aé&lgﬂﬁLﬁHn%mgkﬂe 118 refREY AlnBRAE hdthe ioﬂdx'ﬁ&&“sp the

private key secret and secure, nmuch in the way that a check-witing nmachine
or other sigrhatgpplewithem:nust be kept secure. Use of smart cards, passwords

or personal 15 identlf¢al %&é‘f( %Wﬂ%% 2 éreaté\ﬁltmcﬁ%gthé hl%tko%gl e?e?rl%utlé LEY

procedures hel p keep private tTon after

| osi ng t he prdelrateotlaeymmedt nbiive, zﬁlewamb bfbuwsinesa rﬁnsauattemdn@ﬁer’mleﬁms uncertain
or corrpro ised, ther to revoke its certificate imediately. A

i ot car " LDy ngttip oS A sk SEAh SPOTTATES B SROE: key ¢ hr ough veri f1 bat | on,
20 but tt ls the @gidelsiiCobEle EHIMngISGA Qer bitBarf PlYaeeHkigyr W th an
identified user. By revoking the certificate, the user disassociates itself

with the rel dbsctons thafuschenyl clomests obselixenahttionmest ratice pllasyageepiur es by t hat
private key a5,6,00f a4t &'Ee@i’dﬁ 88n8orbeheht Gai g%&'&rdaaﬁlﬁ @Elw‘éx@‘ﬁ‘?ﬁr@@dd@@cméﬁt user can

revoke a certificate 1n the manner provi by the user's public key
certifies. 2&h@nk®s@age Handl ing- nit Mich of what a user does with the

present systemis_acc e ﬂg eﬁk)andl in n|t To send a
message t9 anot hef’ guué(el’gp %ﬁ@%%‘oﬁ’t‘f‘ggu 1% tﬂldhrgelﬁﬁgn O“F‘%‘aﬁeﬁ‘g‘j W% the title
registry, or EndoShmBgRtiérs@tetfinckitnal aéraémm delpvenrofatt@tmhen Rotize Dillbvaré 30
| adi ng inthe |tIe rglglstré %u seng, SsS thrto dthe nessage
handl ng. uni tof busaggs én of gndprapmenysan oA BT & an endorsement
chain record:
Figure 37 is a table showing for allowed simultaneous instructions the functional
20  elements of delivery of attornment notice, allowance of business refusal, creation of
endorsement chain record and delivery of an endorsement chain record,;
Figure 38 is a table showing for an Enforce Pledge instruction the functional
elements of delivery of attornment notice, allowance of business refusal, creation of
endorsement chain record and delivery of an endorsement chain record;
25 Figure 39 is a table showing for a Grant Amendment instruction (with a new eBL
version) the functional elements of delivery of attornment notice, allowance of business
refusal, creation of endorsement chain record and delivery of an endorsement chain
record;
Figure 40 is a table showing for a Grant Amendment instruction (with a new eBL

30  identifier) the functional elements of delivery of attornment notice, allowance of business



PCT/ GB99103091 A message consists of a series of conponents, as illustrated
in Figure 2. ‘As Figure ? illustrates. the principal conponents of a typical
nessage are nessage headers, nessage part headers. type headers, docunent
parts) andwwmexsag@ end i ndi cators. Message headers are | iRGIsGED/OI0OK
appearing at the begi nning of a whole nessage to route it (such as "To'' or
"From'), indicate its "'Subject", indicate to the software how to process
it (such as by noting its "Content- Typq") and serve simlar 10 purposes at
the | evel of the nessage as a whol e. Thé nmessage headers are prescribed by
standards and are not specific to the present system The principal

st andar d pr es@rshibéregionebadgeenttatch@ingedofl ant ldEIpeRaif areddorseigérdighdihe Si npl e
Mai | Transport Protocol is RFC 82? of the Internet Engineering Task Force.
Regar di ng ne§§%ﬂém5art headers, nmessages are divided into parts in
accordance 15 wi tlﬂoﬁ:@@l ﬁB%@ﬁcBﬁtﬁaﬂ%‘f@m@%n&@Esé\ﬁ‘dl:rtrhé}%d%%%six’%&tﬁﬁrcﬂa Mai |

Ext ensi ons (M ME). "M ME nessage format is standardized mainly in RFCs 1521
and 1 Q2 of Vqlﬁéthnr?ﬁé'fs@ét’thﬁr?gmelem1n@ﬂ¢%mc$%ﬂece Each part is delinited by
a header poting its content type and the encoding used to pass it through
e-mai |l channels. The nessage pan headers are prescribed by the MM
standards and are not specific to the present system 20 A type header is
contained in each nmessage. This is a part of the nessage which indicates
its type and function within the present system and conveys data into the
present systems logs, title registry, and other records. The type header
is specific to the present system It contains data tagged as elenents in
accordance with the Extended Markup Language and docunent type definitions
prescri bed by the service 25 provider. XM. is a nethod for |abeling data.
It is prescribed in a specification entitled "Extensible Markup Language
(XVIL) 1.0: WBC Recomendati on adopted by the Worl dw de Web Consortium as
of 10-February-1998. It is available online at

http://ww. w3. org/ TR REC-xnl . One or nore docunent parts nmay al so be
included in a nessage after the type 30 header. A nessage nmay have one or
nore such additional parts, each consisting of a WO 001 55774 - 20

PCTI GB99/ 03091 docunent introduced by a nessage part header. The docunent
pans of a nessage are often terned "attachnents"”, ' attached docunents ~ or
the |like. Docunment parts are optional. but are common in npst nessages sent
in the present system The form of docunent parts is not specific to the
present systemand is prescribed by the MME ~ standards. A nessage end
indicator is a line consisting of a single dot marks the end of the nessage
as a whol e. The nmessage end indicator is the standard way of show ng the
end of a nessage according to Internet e-mail standards (mainly RFC 822).
Message headers, nessage part headers, and the type header are technical 10
devi ces used mainly for noving and processi ng nessages behind the scenes
and serving as containers for their contents. The nessage headers are not
signed or encrypted. although the matter within them (i ncluding the type
header) is.



The above is summari zed by Operational Rule 1 relating to the formof a

message in the system |~ ~erational Rule |: Formof rlLte.ssaQ A A’
nmessage shall be in the formreguired by IETF RFC 8 2 2, IETF RFCs 1 ~ 21
and | ~ 2?7 GoWolsshE standards). and I ETF RFCs 18, 1" and | 8ctgpbypsbdier. it

shal | have technically proper convent ns according to the specifications
descri bed herein. 20 B. A user shall disregard a nessage whi ch does not
conformto the requirenments of this Qperational Rule, except to the extent
that another rul e requires an acknow edfftrent of the nonconfornrng message.
Conposing a nessage into this technical formis a task for the user
systens, 25 raF_ﬂg@Mmsage handl i ng unit or any other conponents
mai nt ai ned by e syStem service provider The nessage handling unit does
however require that the nessage be in this required form It further
requires that accredited user, syste denonst.rate.an.ability to conpose
nessages in that f-@rc :%S? mo%]eélﬁ/bOrﬁr%nfmaog%hseén\ﬁ?“oﬁlrl%@?“gfleﬁgc;nb(%a-WéthF%eé?flc? Brms to
fill in. textthedicompaympdradligpl ay capabilities, |inkage with WD 00I55774
PCT/ GB99/ 03091 -21 | ocal databases and document systens, and ot her
functionality to aid in creating a nessage. A user systemw |l only rarely
di spl ay receiyed ~idy this raw form A user system nmay not display
all of the mas_s‘a'geﬁ%gé’g%and except in troubleshooting, ~ only the to,
from dates of seridimesentdystearisiagechneingicad ahg el ibfeastiaqtere hofacklifatet endest . | n
contrast, the e r S (WM.t hi. e used

extensi vely itrr1 %ﬁﬁ’% uoglrg%grspeg[r%gqﬁg;pg&%gtl&g%@ﬁ@%ﬁ?lﬁ%’uEﬁwg%lssﬁeél ly in a
nor e user - f ri medhges and stoearrtah sypbanatiod dnl aulgin! tshxeem afrflarans contfactshe t ype
headers a usual .1y presented in nore readabl e ways, the.type . header forns
oy an | Hor g P SRR R, Bt S B 1 0 SHros et BHET oy ough
the message haymgbd Mg aURlkbook whilhiPeeproaded firterbeRM FhoVESIIOMIAE el | NCi pal
user activities involving the nessage handling unit are the_sendi ng of
nmessages, thedqserihss Ky oprralinapiptlegy fiehetdednolpgt didgts opr@Uieanthe tuginest 15
refusal s to d&féeyéﬂtﬁkeﬁﬁmoﬁm@mw%mmﬁ% ?R;'&Qdu% dQEenH?ﬁéﬁ@iﬂﬁnﬁrth§§§gﬁd39 a
message from one user to another user 8F to a present system resource such
as the title RelgbwkryThv pperatiosalr oadesi ange tRulgbeolf erensplse fragrted longsidecthe (such
as create,an electronic bill of lading)...As noted, the nessage.consists of
2%t ype hekfier Rk 588 bty T PRrieRL AR S mbil L BERBHEE %5 i o
t he headers usgtm werk butonugctdndinpcoaemse with theulabsslq ged ar&Kelgaretedud in

acknow edgi ng recei pt of a sage sent throu the present system, when a
user recei vesm&“yrrg%sg%gaép‘iﬁsi ‘gtﬁﬁf ABPE BIER ‘f%‘??‘b’v\?’iﬁ’%@}e?t“ﬁp%F é‘%ﬁ%ﬁte?zul e 2
(Acknow edgi ngadshkign MppeReRem.requires the receiving user to send a return
nmessage to notify the present systemthat the incom ng nessage was

recei ved. An 25 ackamahgiseiipesiel iegnings inals decymant aredeingd inmiciRydrbookrs proposed
in the ackgow edged nessage. It is sinply and nerely a notice that the
message arrived in proper, authentic form and nothing nore. The recipient
acknow edges Lé e akienatS ssctgre apd/@

The structure of the present system comprises the message handling unit, the

title registry, the user database, the user support resources and the user systems.
The message handling unit is a system for passing special electronic messages
25  between system users among themselves and the system service provider, and for
keeping track of those messages once sent. The message handling unit, as used in the
present system, is a special mail server for transporting messages coupled with a
database for logging and storing the messages once sent. It works closely with the user
database to check user identifiers. The message handling unit also sends information

30  into the title registry and the user support resources via special interfaces. Messages



the recipient declines to proceed with any business proposed in the
nmessage: Regardi ng business refusals pursuant to a received and

acknow edged nessage, 30 the recipient of a nmessage may notify its original
sender thatwblgssreci pient intends to WO 001 55774 PCTI CBPSr/6B®RI091~' 7 _
take no action in response to the nmessage that the recipient has received
and acknow edged fromthe original sender. To carn~ out these three basic
functions. the type header of a nessage,takes on different forns) each with
different functional inplications and c htent. These differi ng forms of
type headers are noted bel ow i n expl aining these basic nessage processes

for creating, mseadhdEhd@Rbptift Mckide JatiBEAEHE Swhich dre HocuR@RHiod bther Mg sage
Sending a nmessage fromone user to another or to the title registry

consi sts of effgEleliptognaiipa inphudedisrihe messpest | the sender transmits the
nmessage to the nmesgagg. F@Q@L'x@g aitRbe ﬁmt%aﬁo’ge&ea‘ie@m%\lié mbhifialrkd b

reci pient. The nessage handling unt c s and tracks a nessage Yl ows as
an internedi amsssatzei wevecrnmlglnghsm obisg)atlaﬁsllmbsalga:ssmaxﬁs uhsactingl. tThe present
system en fou; tﬁ: Lo theil 51{5 . est%?gatlons tﬁ«ﬁfqg ssage to anot her
user or to th& %‘Tg F‘éé S PIOJnat R disyigiB o pRelipn &7 € £98 CHHAta type
header in theoffth Presdnt gyskenio {MRSSBECLALInSVEGs oY sSMBE visérs ﬁrh@el:itféhrfb Qh type
header for a message _sent by a systemuser into the message handling unit,

and to be senteHRNFPEAIAHEIE to its ultimte recipient. Wien the message
handling unit receiygs:A.wdBlis 4 MabTRSFIIERABA bAI sweyrﬁ use%ﬁkéuéehe

nmessage to determne if it satisfies the nessage validity 20 requirenents
of an SMsg. L@gidentife p8NISY ahy anthonzedi wrgrsi fimit yysesshioatherpresgnthsiskeny, ed| t  of

any docunppt syl desahioliin, AR P QLB RSS IS0, A0 uuing

i nformation. tor ase conponent Bf the
nmessage handlumig unit for a period specified in the applicable records

retention schedulfgr &6 25 Records Retention ﬁchedu%e for art 8f each
Oper ational Servi C&° CSTEPRROM H5RNGES AORRTESe &yroflention of Gpits 982%9Hd a

user. Either §bgmRaear Asp BRIBOLE aR ReRRIWsRM baBihband 8RAS VoS §QBEMACt Or
the ultinmate recipient’ s coul d apply, or "both, depending on how the

schedul es in tt#fes, Pndrmﬁ@c@fpwt@p@némhdnébskgerrl\weéém@&rhyﬂ erhengere-mgit-ded and
the optiops C#‘&&%Psu?k{or?é%hré& ﬁ'[ay'b@ ABKL0Ged S HUUHRC hder support resources

can be used through a WorldWide Web browser. Messages cannot be sent into the
message handling unit and the title registry cannot be modified through the user
support resources; they simply enable users to look up needed information and update
the information pertaining to themselves.

20 User systems are a user’s computer facilities, including a communications link
to a network connected to the message handling unit, desktop computer hardware
connected to that communications link, and software for creating, sending and
receiving messages using the message handling unit.

The first four of the components listed above are central services provided by

25  the system service provider to all users. The fifth component. user systems, are
provided by third-party vendors and service bureaus. and need to conform with the
specifications defined by the service provider for interfacing with the message
handling unit.

Figure 1 illustrates the system structure and also shows the information and

30 transaction flows between the components. Further internal structure of the title



WO 00l 55774 PCTI GB99/ 03091 Returns an acknow edgnent of receipt by the
nmessage handling unit, if it received the nessage and found that it -
satisfied the nessage validity requirenents. This return acknow edgnent -~s
a nessage hqy.oesiy t ype header in the formof a "' System fgkagoashgnent ' ',
abbrevi ated BAck. A BAck does not indicate receipt by the ultimte

reci pient of the nessage; rather, it nerely indicates that the nessage
handl ing unit has received and processed the SMsg. |If the nmessage handl i ng
unit receives the nessage but encount er'¥ an error checki ng it, it returns a
type header in the formof a Bolero Non-acknow edgnent (BNak), where Bolero
i's the tradi ng;ifang sRéwh HEF3&EMViACesRAOYF B8 mord imbdiEnBAZAMNNEING! g UNi t
never receives the nmessage, nothing 10 is returned to the sender.

Accredi t ed ugeessagyngtbeivecep Rewis. bowaing theatserouppant defvades.craergir@Biyratioh in t s BAck
or BNak and ert the user after a k arrives or a nessage.remains for a
specified arrghen‘fsebsfupﬁr&rjrrﬁg% eﬁ%n&tusgiig{#g?se‘aangﬁg agpeny ’%@%tﬁe War ds the sMsg
on to the recipi eRegdrding Me:EdaBing eSYee sl @Sdrg NBE @Anddyal inicans eNEREmuridA6en
forwarded, the SMsg takes the form of a Forwarded nessage, abbreviated
FMsg. 15 TPhe Gebsepigst o’b‘i‘e PIETERSE™ BIfeCchanaRessagihed) hrajestes sandded or t he
title registrypi dniblvbibcd bhMesiehoh st b $it PhQRE thicSgANIRGRASRE naldligy mai nl y
inits type header, nessage identifi er;% timng m%pr_matl_on._ digital

si gnat ure (V\kﬁn&ﬁlﬁosprt)ﬂéfssfg? ykaewlpdementielr cash gressege PV ds eakivadhia asder do nal
sender's on [0 ok I LNg to do wth the title
re~istrv. 20835\%@%Seggaggﬁﬁédv#sgggﬁg%ﬂwdg&g% cg reci pient indicating that

t he forwarded nes®RagedifEbysingals ondioe usee duppeitgesoarcss. td feud bumlieesysdne f | ow of
this process of sending a nessage via.the .nmessage handling unit,. To sum up,
the basi Gl nfBFe ST REBR T ee G IRE S G458 10t GHet HEr--REBr s B 25 ( he
title registrijerftifiBSios iger 0D). (The EhliidadeE Bhgpdrt rEbBuRIBSHAGE ohRusaMudbolt @p t he
service provider, (2) receiving an acknow edgment fromthe service provider
(a BAck) i ndi@gtpiiget hidentifike t?rgg%%tg@thﬁagvarlé*e}%r%ama%abﬁwdé@fgs@acwe t he
service provigets Hmddsap\nd SHlic Bhip B usDBE thé breViR® sysRALSAY BFolMt il
processed or forwarded, and (3) having the present” systemforward the
message (now Web-Fivkvgdr interfaag. tAvehoringdergpresknrativéspif @riser mayglso0@)da® zedain 24 ~ '
Reci pi ent;s Ackn Recei pt PCTI GB99103091 Acknow edgnents by
users pr o}:ied‘g}%gg%vgr% ?é\%%egg perational Rule 2. 5 Onerational Rule ?:
Acknvw edgi n~ FMs®Rekartiag shet chamging-of ihforraatiomean theegser supgorarebdsges med skge whi ch
is technically inproper, then.the recipient shall,.if possible, retzirn for
{hat *meesage SARKTRSLLTAROR i et SuBhg AR S RO PEQIRE || oo
reasonabl e opgegetd!BY thichBhewF Gerse)Ri the Qb f1eh- A Gnidithehid@user fiRlate€ak pi ent  of
t he nessage shall return a UAck 10 nessage to the nessage handling unit at
its earliest PEOFBHHRIISBEEPRSIS eAline fyms gypilable Huoyeh dheAlger SHPROFNRSOUISES- t he

recipi entys user Systaih ifLRERn VMR the RileCregisthS Wlrt GRroble £&RIPIE e t O
acknow edge its receipt pronptly. The recipli €nt makes this acknow edgnent
by sendi ng a titestsgisiey &Y sending digelshiigndd meissageshtroigh the afiessegelBandlingunit.

acknow edgnen I . iy i ej t he
UAck, the mssé’ééhté s#ﬁ%%{{nﬁgﬂ%ﬁr{@ﬁ%ﬁﬂ@%ﬁ%ﬁ&% ugﬁél% gm%géog% Aél?&lnéjl(arf%ender as
a type header theinstatfogarfdarimiafs t@thdel reavedsyand dieirighs ey eignifONot ), i f t he sender
of the original S request ed.pot.i fi.cati on .of .dehverv igure 4

'l ustrates this o7 BIUBRTESE ShBR I R P BAIATE SR e SUETP RS e pt of
the nmessage byrotdsses hafecirdedesiged Rir@thr gredier 18RC bPiefibiliyRae kdcued Bam khe user
who is to receive the nessage); in other words, it shows that the FMsg
nessage arri veBen indatemetapplicatie: r eci pi ent' s user systemin accordance
with the technical requirenents prescribed by the system service provider.
By returning a UAck, a recipient does not admt that the recipient has read
25 t he nmessagb2. hdfiystemeSefurityt i onal ity necessary to read the nessage
properly, has know edge or notice of any of its contents. or agrees with or
accepts any obligation in the nessage (see Rul ebook). A UAck-DNot sequence
i ndi cates nothing nore than the sinple fact that the nessage arrived as a
technically valid nmessage, exactly as it was forwarded fromthe present
systemas a -l sg.



WO 00/ 5577a PGT/ GB99/ 03091 If the forwarded nessage does not arrive as a
technically valid FMsg nessage but rather bears an unverifiable digital
signature or is not in the formspecified for an FMsg, the recipient
returns a twpeokeader in the formof a user non-acknow edgopoBIyd3ddk) to

t he nessage handling unit. The nessage handling unit in turn relays to the
~ original sender a nessage containing a type header in the formof a
failure notification ( FNot). The nessagge handling unit will also return a
FNot if no UAck is received for the nmessage within a tinmeout period. The
originator of the message may specify timeout period or the nessage

handl i ng unit w | Thappssnt eyseenbyecdes aslkcdmpdiivats and gifoalatise fides nnByy bjen
address the probl ndicated in the FNot as the reason for failure, 10 and
then resend (10 (REBUBEHOT, ol BtHeT CARalon (oRme AUAC iR ppr dnessage
illustrates tlﬂﬁgmo@h@ﬁjﬁa@m@@I@mr&hcrplgt%ess Accredited user systens return
UAck or UNAk nessages automatically as each FMsg is received, w thout
requiring the recReeEHNg LEFrHidauEDcatign. dbe idsntity A% aﬁp@l}é}ﬂmﬁmﬂinmbeyﬂem equires,
a recipien t}%ﬂrl grgdaf ll&t-g% lu'[\J/ {&gte&and ?esusrag 'V d appears to
haveacrltlca tech nlca aul A cshou not eus 6™ R cat e
that the recHiacmrstthaMtaxldecswcmnth@rehnametvrcff(aemdea-ddltahaserressmg'e:atldm(fsu&% to read
or be bound b nessa i ntends.to dlsr rd t he ssa y
put, a tlt~k ‘]X%e&ega{f’sés a fsglflﬁtdta‘éis ﬁqﬁﬂgé%&te‘a‘él é‘?ﬂ'/tyf 859 é"’%&‘htmt?echnl cal
causes. wher e@ssi@er&RAGREcEmS] WRSier fikdts Alcert BB Ddemtnﬁhgaiecﬁ&rt hat no
further response wll be forthcom ng 20 due to hurran volition or inability

to proceed, i. Regard unéévsa?rémcca%égmmk the ity §f gy ie 8an gecesetgland ur t her

with the antlggtlhé)fcoﬁlbgnéﬁ%s§?-gﬁe pfesént syslBﬁlf‘t'sS'llﬂgteaotoDH\eB&k%f 9Q§<§tu€h’tEsuant to
a Message A nessage ma%/ be receil ved technically intact but nmake no sense to

the 25 recei vicgiiremsets. Fytheh agesssie eadugsese crféheraafetmpusemckmd@udméi ate the
message to a busi rk%gzﬁ'dﬁgnéo%é&leni%n’? \{\%n 1c(:)a.t1to)r? gll gfp%]sfsd‘:’%?glmluhlgﬁ t%hea'itaajesluatl ons,

t he nessage nmay be tnweFcone or W sée rern the freci pient's
judgnent. I n &udohems teyshang as, dighalyr dgiedi @nthenptysonmgnynﬁgwmemrl gy nal

sender of the a&?a ge,.that the recipient |n'§fends # .tg’lée no acti on based on
the nessage aHeitaly S|EnjngRaPessage, a syt ey iyt gBHSEC DBV notify

the origi pal geadesyfimiiiase wenk@mghgu@,onta&% sebRh@nt TRENGS Sighatpe header
in the formof a sent business refusal to the nessage handling unit,

whi ch in turnhasgicdgasl %fqus‘@ressrlhsé&rn@séherf@%lib@ak (FBRf) to the original
sender of the mes%gﬁdl Ei ﬂ&g%@q&,\#lggs&{ea& % Je'fﬁﬁ g050cﬁ yrspgnaﬁ‘te% mhsi pi ent

of a nessage may se h triggers ori gi nal

sender) wi t hi¢viddat dnyohange$ incthe ﬂh&almesgug@qssaac eméét b@deenAhgltlmc ben thenveni ent

time period could be s fusiﬂg and cor{tradl ctory
ace f

T T Sant et SRR g e e hen st Riaiclbdts R SRR ot oL oY

response R® tWeifies a message’s digital signature on receipt of the message into the message
handling unit. It then sends on the message only if it is verified as free from
tampering.
Regarding message encryption, if the sender of a message wishes, the sender
may encrypt the message so that, as a practical matter, it will not be readable by users
25  other than the intended recipient. Some legal systems regulate the availability and use
of encryption capabilities. users subject to those legal systems will, of course, need to
comply with applicable encryption regulations. That compliance is required by the
force of the regulations themselves. and by the general requirement in the Rulebook to

comply with applicable regulations. The present system imposes no restrictions of its



10 nessage. To illustrate, suppose that R a recipient, receives and duly
acknowl edges a nessage fromS, a sender. Rthen replies to S in a nessage
reading "I got your note and will look into it shortly.” R later "l ooks
into" the rrmggﬂjrom S and decides to ignore and di scar geriopedzeBRl - FBRf
sequence, after R s earlier nmessage to S, could be confusing or anbi guous.
R coul d avoid that confusion by including an explanation in 15 the free
text fields of the SBRf-FBRf sequence, or by foregoing the SBRf option
entirely and sinply sending an ordi narylssl\/lsg to the sender expressing R~ s
intentions. 2 2.4. Summa~v of Mess~ue Fl ow and Type Headers Messages in the
messaee handl ry, vide a
hi gh- assuranc!emrrggs%;gﬁm?rgqggcrrgéngg%& lo%“][& E‘tr?t:ﬁa grtr%eg@i&?in ltésg?%\ghzgﬁgt he type
headers in th@p@s@&@gewénﬁv@e Gﬁaalwagicéqmm@iam%the type headers have varying

significance for Ser.S er _va rations,.often anot her
nmessage wWith a resp r?sol’t\t/ht‘aES %?‘653%@8 gegwli ?Ht%m#%al%p%‘étssgﬁlg ARG AT uni t .
Figure 7 summrthleasriiiactiofpeAkesidashidll Qs SRAlEamSidenictiVe RBGitTRRSAGE 25
triggering_ another. Fi ure /A indicates as a table the type header forns

i |l ustrated .wclrurifgarrete? oY \HAEFE PR RF OB AS PR %réﬁw’%éretet rféfngaen%d what
t hey nean. %I’ %y.I n Fi gure 7A refer to the nunbers used in Figure 7.
WO 001 55774 PCTI (B99103091 _? All of these nessages are digitally signed.
and a BNak will reRaghrdingpematakeyi sgfekespingi arsaction @ 4tevalaing calll messagey fehicat i on.
For nore info d I a e he it<-~,
see Section .ﬁ‘%&és S?ﬁg}g%er é%%aﬁlgafoié‘gn%s}e]gﬁea%mgg?lh%ﬁgﬁ@ggrhﬁﬂﬁeslgcaalgg (SMsQ)
causes to exi sy&temwemtasdlgnml 3727 BT =) tltrh&h@trhﬁhemgnpﬂ heaskeeguiting the agrises or
chain reaction. Sone of the er._ types ar e alternatjves. to others.
o “are opt onBivE K JuERrR B e e ot edr e Sebfuy or e
can |ink togetsh@focRedamaOGhtairRaR!dey @ a tohRuityp inheakaris wak OrBiaranfihs
nmessages that conprise a single series or chain, all related to the sane
ori gi nal Sent With $ehprevatedivk §3n cresimibe yEs @yéltsea%wreeftéw%lrmnént;sr &¢8ss of
l'inking rel at gd plrQat@@y's@&?e% aﬁ@ sec[n%cﬂﬂgﬂ [ e’ way tl:m% dedfetient mb@idts0f type
headers indicate the varying directions in messages flow tn the
message handl| pther -‘ulgmrtg deRBws imubelsbe; lm;li £Salren Uscrefémecardsowsswéhom nependieader
form requites n sont user_.id e tion
about docu?renfd%ntl %C%q%ﬁe rress%tmlér Sefﬁmytp?octea'%&ﬁ %’Qg pflﬂ%etgiﬁrr nci pal
means used 15sdoyret he server of the nmessage handl ing unit of tracking the
nmessage and assuripng that it satisfies requirenents, for docunen
addressing and r ouRSEA I NERRY R FEHRRAEIPFDE 1 %?8”}5‘11% Yol ReS5Pury %R‘W@teand
assurance, theyBsaage viaddin Y cHpbmtRECHS fehedt YPeo headeriisoterma
message. and wi'll not proceed if required content is erroneous. The next
sections exammeedigphe Afdigilgbygnapaneaarhe tqagqglup thaheriate key ghrough verifigatioried
Document s ,s gk & AELed rrrca%@@rrar ngaaéﬁ i PERRALS, GRNSh $iifld el YRS header
and one or nore optional docunents cas i n nessage headers”used to
route and promglsmgn@ms"magehe The%a%mal%rn@%%h%%@@i@ privateckeyhadvar i ous

types of type _header ecaogni z e tion
expl ai ns what C?rﬁ,equent§ rﬁ{t£l 3] fggtures %%tha{' r;fva gr%t eat?%ﬁgiégl@éoﬁ (ﬁriﬁ& uni t

and the titl erevegitish. I‘A/usedﬁlﬁ&ewkéhcétﬂﬁwﬁ&':‘mttﬁe mmﬁieuptechdad lb)huhauar apﬁrﬂage.
Docunents inc uded n or "attached to" a nessage are incorporated into the
nessage by a %Ye‘rert ¥&tem m the manner required by Internet M ME standards.
The 30 M §E net hodol ogy provides for transport of the docunent within the
nmessage WO OOI 55774 ’?_ PCT/ GB99/ 03091 through the digital comrunication
channel s used2fg Rk, as i S typr cal of general electronic mail
technol ogy. M ME d f vel i ng
thr ough the e- mai |9§§%§*‘é’"nr"éﬁ%r*9§*esa§%s%€f% S b BT ¢ e
docunent ot hernetsiaaﬂh&nkieng)ante Toi sendrumemagesrszaxpylett wenper it elednonig phl ef mai |

fﬂ:‘nmnglr s. The lasd nsgt rg{n tiﬁg%ﬂes rggrl %kopto ¢ %%gengghts in ¥ ‘%'1&538‘{9 Qn eﬁccggnerg bHIOBf scan

30 lading in the title registry, a user sends a message through the message handling unit.



exam ne their content. The information that the system keeps about a
docunent consists of information about the nmessage (or nessages) tn which
it was contained, its form and information necessary to determ ne whet her
one docunenvopusedting to be 10 the sane as another is indeasdaentical.
That information is stored under a unique identifier for the docunent. To
det erm ne whet her one docunent is identical to another, system conponents
such as the nmessage handling unit conpa & the ' "hash results"” of the two
docunents. A hash result is also known as a mathematical "' nessage digest”.
“Tcryptographic 15 checksum) or "seal" (in technical docunents, w thout
relation to the legal effect of a seal). 2.3. ~ Docunent |IDs and References
The system tracks docunents by a docunent identifier (also termed a 20
"docunment | D'3L eptsi dentifies its document from anong all ot her
docunents | ogged in : cQr di : I operation
rul e stipul ates asA ?g{g?gg\?v}s‘% graggl?%ﬁgré}%ﬁﬁgﬂ%%ﬁ%%ﬁﬁgpg%}%ﬂu'tred 25
For each docunent AshBgura Ligkstrgends pridetpat kempysttenf a tyaicalusmessagehatk |
specify a docunent ID in the prescribed formA docunent IDis nmade up of a
user identd fi'Bresags RGAIFLY &?esﬁaagmff g?aélfrs‘aﬁﬂe AR s S HMEN R 8t WA messagg)

001 55774 PCT/ &BAAi2RQL - 29 The user identifier is the system user
identifier of the user who first sent the docunment Into the system (User
identifiers are edXfissABAdyaders &igchinesPfaext appparingodthe (pesipriag ofidebpl@ent i fi er
and any user gididi9Roltd@NEichia8F$oabe ThnPUdRELateNtst RebEAE URBBYte tPmebUt NnOt
the extension of the user identifier (if an extension s used). The general
i dentifier i ssofiwaerhiogstogfrocgssph tsneiney bicnasingritsciCongnikiipe R, andi sgousl symitagent i fi es
t he docunent | | nen Nt i th resent system.by the
user indirrgd;tt e@ﬁon%wg%rl 0|f g?#f %?S ?g’rh %’r%e'ngt“ %ﬁlre > %fhetaﬁ%‘s arg%e{;{érh edl D. The
versi on i ndi cat etandasdsaarpiosirt i iin spécifid [pd)alnu pesent syeth. Thelipeiadipdl Gstdnd@dver si on
of the docunent. 10 The above three_ sub-identifiers é.f(l)nget per conprise the
document | D. HG§EPHEMessage hepdirinfer eratte ™Al ctfnes therSimgle MY BR®ENt |

al t hough ei t hppiobyl it REE€Igh2 HfMe MRkncNBRARS&AN) T¥skFRrddni que. For exanple. two
di stinct instances of the sane docunent nay share the sane docunent |D, but

must be identical Regadingenesiapppat headws. centipaRcat Sivised miQipptipbatcordmicet he
sender creatipgy, Rﬁ%espjeéﬁgé?&sH{f?d?tmhl@ﬁ&@s‘sec@%%? M !éﬂ@dsibql?_(rgﬁﬁa@).' 1

on-or-off 1ndicator to show that the sender regards the identified docunent
as prelimnargpesegt fomiyi isditungardized rradisly riat RECs t1h2ln aed flpPaloy teef fderbétve t ext.

Once the docupent i.s successful ecor.ded. in the system a sender or
Feceiver of PR sHTnLHE TaRR b Pt AHBLaRE by Aol PC R BBt Rpcknn
system by | ootk RgcddingUe?d fdabs f Bigohthed-mSlRRONEs I RO tHeRGe pdrOeadersI SRS
representative to _be able to review a docunent_ in the present system the
repr esent at i vEFeIfiiged Ry the MIME standardissand arengh spepifis to the Biesssf $¥6™ hat she i s

part of the user’ sy ef@daRhddld AhtARM ihhclPfreQdsal TR iS£BaRTf iR hbgageender or
reci pient of the docunent to be viewed within the division identifiers

i ncl uded in t #bich @disaradts e and Fopmanf wishis thegpiepert Iy stere and sqrwelysi dataine user
dat abase as hgyi j i DLyl ) e » ol i | ed
undor & doounaaPrort el Bl el hd GHE ot RS The SREHER s kbl 1
docunent by i tosthe peasemrsystér. It orties dataftiggedids ekrinents iirs acmardaBceswitls dguent

nmessage nay agso | ace t he previaqusl i eg ocunment wi new,one
bearing the s ﬁ‘g“%gﬁﬁfﬁg‘}ﬁ E?“@%%teiaf‘?gw“‘%ﬁ{/\b\% elinrjong ﬁées%f}rlgﬁé'ltgy?lhedieévé or is
of f (i ndi eati p@vider. KL istaheetgh@GunebYling Sathl Nad prescAbddaiva SRS ER Ao AN ed
overwites an ol der one. A new ~0 00/55774 PCT/ GB99/03091 30

“Extensible Markup Language (XML) 1.0: W3C Recommendation adopted by the

WorldWide Web Consortium as of 10-February-1998. It is available online at

http://www.w3.0rg/TR/REC-xml.

One or more document parts may also be included in a message after the type

30 header. A message may have one or more such additional parts, each consisting of a



nmessage nmay refer to a previously filed docunent by its docunent |ID, and
may send al ong a copy of the docunent. In such a case. when the nessage
handling unit processes the new nmessage, it will check the docunment copy
and docunenfql bsé9, determ ne whether they are identical tgctBBogrBa®Yi ously
filed docunent and document ID. If they are not identical, the nessage
handling unit returns a BNAK; for the SMsg sending in the nonconform ng
docunment Ot herwise. it returns a HAck if the nessage is valid in all other
respects. 2.3.2. Description of Document®-Tvoe 10 The system records not
only a docunent's unique identifier but also information about its form
Currently. on : L rt Lndi orm
Docunent type(l'il %%éﬁ%@“ﬁgpggﬁgﬁgé ar?o ggbfﬁ?ﬁg&ggcgbhgﬁt&ggggsg?%ﬁgd in the
present syst esfienAsrmefl “hidchments't i sigchdadhivcgdoeusientthe ipe Mayurvat pays af t he
docunent or 1~ nessage types defi r]ted for EDI EA .rez.é. Itden@f%cati on of
Users and Aut HRESPT AT P OBTOREY S08TeSHRES FPatel RESTESYISH &XToRP e
messages, parddcambmrpayts tsh@t spepdic he adairessndsystanl and @l pRogibed Bt eapgpent s of
a nessage. Once these conponents are assenbled 20 into a nessage, the
message is°re%{wa‘ld6 be sent to another system user or resource such as the
title registry. Se{ggr2 IRIRAGLIsAMinD eo{sRIiAS M ibYe & Bfafks PRl bt ANt
action via the present systemrequires the sender to declare 1ts user
identifier. Omessagseisptwiple. eBlshmensassaane indidator py ths siindasy stap of sieedigsthtor t he

user identifier, an ifies. the digital. [e. 5 nessage
according to ?‘ﬁaot?agr?gsr%% %(Ca?lr l|n%'it°e1rn %g%:t:lé'?ﬁg%{ragﬁ?ag(ﬁsggﬁgﬁgﬁ(g-g% y certificate.
Thi s verificati on Né¢sedpeSeadess, triesiige \pant headees, Umé rthd mye heage raso t@hhitdy anot her

wi t hout d?éec ion. It also ensures all users of the gresdgﬂt syst em.t hat
only Enroll? edIées oifd Govky REdNByng A PIOFEHBRPTHECS Brtnh i yeres;apd
Messages t hroughind Be coRS8RY Corn@bid|coMentsiNi The thibdSee Beallt®lareMhisitsigid@ Ry a
valid user identifier and digitally sign each WO 001 55774 PCTI GB99103091
-31 nessage ofnCerRicdr Hepvadrihesmaten mithiprbem desdydivgiheypr B5A%) Bser i dentifiers
and how user s di gi4al doyes sOfintnllodd BP 1RG5 Abld PTORTR! I:ORe SUPBMI S the

|
resources such as a Wb browser and

channel linking two digital ormat1o

server. Signi mgssage ip tifeoysiamt:i on stream consi sts of signing the packets
(smal |, dil ital blocks of data) or groups of packets that conprise the
stream 2.4.1. User ldentifiers A user identifier is the name by which a
system user i Qpknoymal Rilk N Forbhd MeQsape esent system Because it is a nane,

the user identifier is different from an, ad S iLncl udi an_e-mai |
address, and ftAh&rEsqes 1o feds o e Ot aE %%ﬁ@%ggﬁw%lﬁ?he
present systemi DA SinkddvBY. a@dNETFREEs 28l0T 885 1 B SFvHer, BURAIChig
speaking, identify a user; rather it identifies a location in a machine
where e-nmmi | Eabniesdy peaper spagn! geceading fodlielfrssigcationkeesebed hgetn address, a
tel ephone JpunBel . Ao UlfiealsoF Blelsifl ERLF RocsTRY cdritorhPiotnFlolbhel 4yt 1 DUL €
tn identifying a conpany, But i1t 1s not the conpany i1tself.” Any of "t hose
attribut es nayicregwionslt Rolet evealt| jp akd estennghathenétbentride y raghireshenconpany.
That identity, ,as Idi sti ngthf rom ?I | other users and indeed, fromall other
conpani es, i s SARY R Ldhe UG TIE "% ki fies. Al system users are
conpani es, rather than the individual enployees or other 20 persons
representing a corr@?al{; .. Therefore, each user identifi refers to a

. I.e
conpany, al t hough ing BPesvaRs iR thiy brepeal fmets aatai]‘sé’F ﬂFdEFft PFFRP or find
out nore bRf otk itRA @O Mksage HRMling AR bor YRy toliRr WSBporehte Mdiridigdd byriHehe user
support resources. ) . .
system service provider The message handling unit does however require that the
message be in this required form. It further requires that accredited user systems
demonstrate an ability to compose messages in that format. They may do so by

providing on-screen forms to fill in. text editing and display capabilities, linkage with



A user may add onto its user identifier a reference to a conpany division
or departnent; and an " 'extension" noting whatever the user w shes 25
Figure 8 illustrates optional additions to the base user identifier. The

di vi si on i dgolobkd7es s and extension (the italicized text ipct/oydosgure) are
each optional and determi ned by the user. They are entirely for the user's
conveni ence and have no | egal significance (see Rul ebook). As Section 2.4.3
expl ai ns, other users may consider the JIdenti fied user responsible for the
message, regardl ess of what divisions 6t 30 extensions are tacked onto the
user identifier. WO 001 55774 PCT/ GB99/ 03091 The system service provider
assi gns each |4t3e tat@habi€ind | dd@iHdnk is@leGRd LIRr USRTIodaBiyerdr Qk lif drearigds €qUeENt
changes in the user identifier are rare, unless the user undergoes a
fundament al d@re§8¢-zati onal change such as a nerger. The system service
provi der deacti vat gl t cogni : ' tifier.after the
user w thdraws or Aﬁgerﬁsygtﬁépﬂné{lllé)gl? rg{eﬁlvﬁg%l%zr'?ﬁ%eﬁzxg{sséggsegdélﬁé%&(tao(ﬁr.n - A

Qrerati onal Rxerlsgsterd maBupylisptayqllds ere hedeat headens, AAk eRrcdpeinutoubldshbotirgy er y
nmessage sent iﬁ'ttﬁ %hz rregsa e. hapdling unit, a pser shal ] inclx~de its user
tdentrfier wiPHi A {hEOm 8NN SRS PG BEFPtopnd 10156t hepders e dsresto In

O ~erational cButtsr, the iypk ihsaseaff deublesss -withiieBthdsh@e ofe USArextRgldly Hot
attenpt to include a user identifier in_a nessage sent into the message
handl i ng uni tdoRGMSIBESS e the pPrgsent sustem eglthoughpiualin ot mege pssr-gissdly mandi ng,
or 15 (b) th : eh Vi i I i.dentifier
fo the uber . oot RSy ot Mol dfims MmO AP0 b pitpea i L ary
to this Oper atdrorsaflabRuivas, thheyps isidemtoser playcs ippontand end defmitivheole ingh¢ t o
retxtrn a . -~ IC,d sssaget QL htg sender agld refrain.fi-omprocessing the
nmessage furtHer. 2GS Feg f FPPRe: Qg ~gital igna re User

identifiers are public to the user group. Any active user can | ook up any
ot her user's 7i7denEifi er in the user support resources, and a user often
keeps lists ' Fo HH%r s as a ready address book for sending
nmessages. BecauseTHREIBindibAl AV ScRRRD iQlMBfg theUpiBlsaded@llidd BB arel i€ USET
identifiers are not a secure neans of 25 authenticating documents.

Theref ore, a serding gemepaigsy theaissving peprikapiviedgmands of resatpt laed hansiting @ént i fi er

that a nessage; is genuinely signed by or associated with the
identifi e% ugrg?l?aﬁﬁg?ﬁgggpc%ﬁat i nference should be drawn fromthe user's

di gi tal signat ur eRegdrdinfehdbgidingl ofSingssagesr eendmp D enepyagp dioly ome nset ited by
reference to a%ot¥19r| Lilsgr ocreicr) gip];ejsgn?gy%tenig Pesourmu(g}?zllét Z ZitAIe registry with instructions
to perform a function there (such as create an electronic bill of lading). As noted, the
message consists of a type header and possibly one or more included documents, along
20  with the headers used in routing and processing the message.
Regarding acknowledging receipt of a message sent through the present
system, when a user receives a message originating from a fellow user, Operation Rule
2 (Acknowledging FMsg Messages) requires the receiving user to send a return
message to notify the present system that the incoming message was received. An
25  acknowledgment is not an assent to any obligations proposed in the acknowledged
message. It is simply and merely a notice that the message arrived in proper, authentic
form, and nothing more. The recipient acknowledges receipt of the message even if
the recipient declines to proceed with any business proposed in the message.

Regarding business refusals pursuant to a received and acknowledged message,

30  the recipient of a message may notify its original sender that the recipient intends to



-33 2.~1.?.1. Creating and Veri~vina D~ al ignatures PCTI GB99103091 A
digital signature results froma conplex mathematical cal cul ati'on, which
produces a | arge nunber unique to both a given unit of data and a given
private key (ﬁ i large nunber uni que to both the signed ggbﬁnﬁﬂﬂmhhe

si gni ng prlvate ey, is the ~ digital signature. Accredited user systens

i nclude functionality for creating digital signatures on nessages. After a
digital signature is created. it can be verified as its signer's signature
of t he signed data by neans of another -A&t hematical process terned
"verification". To verify a digital signature, a conputer runs a function
and provides b th the data that 10, pur orts t o have. been SI ned. an

certificate. e nﬂe?s‘%‘g‘;e‘“ ‘esr?ai‘%en‘é’ S‘ﬁi in V&S fhlmesthe Flecxpdm |hfl lﬁ?ueﬁ“ re on
every nessageackhkaﬂedgtedfrﬁ@a&h&@ﬁzlrﬁnﬁknﬁ@rvvar ds, and every user nust verify the
service provider' s di %ét al %Hature on every nmessage that it receives
purportedly from tife? é’B‘a‘@@e Prapasis JuRsHiPeS: ”\Sr‘yRﬁt}W rg%f“éﬁ?&?&ﬁ‘ﬁéﬁént s
under contr ol dxﬁ%msth?orﬁeracﬁewnﬁ O Freleht ﬁintmsnlare 1H§l§fauér§ b BEn&GR! fRlD that
t he nmessage cones fromthe 15 service provid An accredited user system
has a denohst diffewng fns of e dieadsrsi 4ry ndieglbtehllw mgmhitwgeﬁleseabadlcomsagedoes o)
automatical ly_as negsages Aare recei.ved verifying digital

processes OI'C atmgusendmﬁ,aand rﬁcewmé mes ?ﬁ .
si gnatures on"nessag a ig y sign or encrypt a

docunent sent within the message and forvvarded on by the nessage handling
unit. The pre§ent ;@tem goes not verify any digital signature on such a 20
docunent or erification or decryption is left to the

reci pi ent of the REUAR B tnessAo R bhid €8¢ B.anbtRerl At Sths PBE tedlsiry B6hsists of a
digital- nature sense, neans a digital record identifying the Holder of a

private ké . WIS ERRCiROVEREN CBifsdhe seafer iians ity thi Fetshes ‘ﬁr‘}ilevlafséaﬂl%é‘?m@@éc ause
the private k@ﬁ{t Wic tf?eﬁ%lgxts n%to%Eecquénlgefhé)l%egsééthmmk it BB i Sk

public 2~ key 1s a large nu unique to 1ts private key, and t erefore
the public keyil pasagreflayssed anontemrdiliast eetoreni dlersersfsp alltrsespagesypasetikeygh The

public and prjvate ke are mathematically related, but
di scoveri ng thl [?Per\t/zsi‘ﬁmkerﬂ/m%ep%%%gfﬁaéd matplr}f)l ic key is conputationally

infeasible. If t hercdsegd taathessdgg @ tahistier UREr dri toahd otk yoigitrglstha uppstehievye resul t,
S not

it dermnstrates ( 30 that the di |taII signed unit of dat
altered si hce“‘Fisa%a%“kb? §Pg bgadsr ‘%Fhﬁﬁ‘éﬂ‘ °f§rf8 ﬁ\?%g%r/%\g??@ %}&%3091 -34
(2) that the Gf@bé@ade?' %&%&E&e‘é@rﬁ bflé??stté?xQUQ’é‘r fob b freRhtMBLQIE WL, and

corresponding to the public key | ed in the certificate used for the
veri ficati on. tolteasentoe fionf therataelts ylimate regipient.

When the message handling unit receives a SMsg, the message handling unit:
Checks the message to determine if it satisfies the message validity
20 requirements of an SMsg.
Logs the SMsg by recording its type header, a hash result of any documents
included in it, the time of processing, and other information.
Stores the message in the message database component of the message
handling unit for a period specified in the applicable records retention schedule. (A
25  Records Retention Schedule forms part of each Operational Service Contract between
the system service provider and a user. Either the Records Retention Schedule from
the sender’s contract or the ultimate recipient’s could apply, or both, depending on
how the schedules in their respective Operational Service Contracts are worded and the

options chosen by each user in making its Contract).



identifies the Holder of that private key (the digital signer) as a
particutar user, and so the verifier can infer, based on the certificate,
that the digital signature was created by ~ that particular user. Pursuant
to the Rul ewoolss7a digital signature is absolutely attri bPCEREGB¥/B1t hat
user) if that digital signature can be verified using the public key |isted
in a certificate issued by an the system service provider and valid when
the digital signature was created. Thug;. a digital signature is deenmed to
be a particular user's if: 10 (a) It is verified: The user relying on a
digital signature relies at its owm risk if the digital signature is not
verifiable; (b) TReumerhidkkmstaizmast ofssoapt by tenmessageckhintibay omir,tiffii er: A
certificate which jdentifies non: exi stept, user or a user which does not
have the pri VaERed G Tﬁ&algga?f“ﬁo"ﬂ@ thafdt ﬁaé‘rsﬁ?df Flge{?eése\%ne MUY MeAFer ences
that are err qaROdSnABcknp@lagthdndld ¥ Hangerausy alepamdadetn tie fosmVald d when
the digital signature was created. These requirenents are reflected in the
defi ned ter m SYs&nyfenowledgmagts sl vigied ddek mbnBagkgloes aqtgpdiente aeipt bt bears a
di gital sicgnatur o) AN ' in foregoing list.
Furt her, rf ?errlggrsng%Z}E%glg’go%ﬁt}%ﬁesg%ggﬁag\?fég{ Qll\étewsagidlkcgfe% 2@ ‘ éﬁrjley f)sa%%pl i cabl e
| egal requi r édaeibhs unedas dicpiged trgd procassedstbe RMag.eliddle messeZhaddlingFadit a
nmessage to be verifiable in this way, the Sender nust digitally sign it as
required in C§FENVEYHOMSISAERRVESRFOLIENS AR FIERFEREKINE]D ILgPtyine & YPE ihgadst inrths) . To
sum up, a di giPbf SBEBRINEEacRIGA RHeRS (R IRAY Bord Iy e BAdihd sith&br Private
key. verification of that digital signature indicates which private key was
used to 25 criesewidetprovided H theandssdee bartdéing nuit weyereregdives theussssaghalotteng hat
private key. .In light of proper verification. the pessage.can attributed
Do 1 ts siiGmer Prisdibn? sl et e SR ohls RERAIF upEeRENaL  Sont” A
user shal | divgihtigleh¥k SEgEKk 8RTeE 939 8AGAENaK bRiveN& aTRGSAE erfldizdbi 19 crnit.
30 WD 00155774 -35 PCT/ GB99/ 03091 Qperational Rtrle i ~ Requirenents for
Di gi tal Si Kersptcified amoyngpf jime siithous Riaher 2 BAgaere BNek. di gital signature using a
private key which.corr onds t he_publ i | ' Lficate

i ssued to the uselr:orf)v?dgr%]l%aéc}% el ?? Eahﬁ rgéé?l??tf(lgrerTa%fhﬁsf(ﬁﬁgnégg% 'eﬁ?éetélfl %/ri ce

provi der has drdae foriveraéd, i Sl ks te BYAKoMEBSAgRed Meishe, Stieledted FMsg.

15  The recipient of the FMsg (the relayed SMsqg) may be a user or the title registry. A
FMsg ordinarily differs from its antecedent SMsg mainly in its type header, message
identifiers, timing information. digital signature (which is the service provider’s on an
FMsg and the original sender’s on a SMsg), and in its elements having to do with the
title registry. ‘

20 Awaits an acknowledgment from the recipient indicating that the forwarded
message (FMsg) was received.

Figure 3 illustrates the flow of this process of sending a message via the
message handling unit.
To sum up, the basic information flow in sending a message to another user or

25  the title registry consists of (1) dispatching the message (a SMsg) to the service
provider, (2) receiving an acknowledgment from the service provider (a BAck)
indicating that the message was received and processed by the service provider or a

BNAk indicating that it was received but not processed or forwarded, and (3) having the

present system forward the message (now an FMsg) on to the intended recipient.



and refrain from processi ng~crther a nessage which fails to satisfy the
reguirenents of this Operational Rule. Operational Rule 8: VerE in2 °

: LI essages Received A user shall treat a nessage as of guestionable

aut henti ci thJO,sg%4i s not signed A user 10 may disregard gciRasa@wWhich is
not signed. O ~erational Rule 9~ Atrthenticitvsf docunents A docunent sent
in a signed nmessage is deened signed as received in that nessage,

regardl ess of whether rt is signed as a separate unit. 15 ~ 4 ~ 2

| npl ementation of Djgital Signatures in24kssage I-landlina Unit As

menti oned, one of the principal benefits of the present systemis that its
nmessage handling unit tracks nessages and provides for assurance of
delivery through nmessage acknowl edgnents. To provide nmessage tracki ng and
trustworthy dekpyv&eyipieRils Adk@owleagad ofRSkPM acts as a di sinterested
operational internedi ary, between users. The process of sending a nessage
from one user to aﬁ’fg’ﬂ%%/d%mg%ﬁﬂ?eﬁ pregesgs Bé"éﬁg‘é%@e %eém’d’églg“?an?ed in Section
2.? above. The present section explains how digital signatures fit in that
sequence. In each step al ong that nce, the sender digitally signs the
message. \fhenOpBaganal e efeknawedeing Risa s ays a nessage (including an
acknow edgnent),.from one ser. to another, . i.gitally signs.the. nessage
rel ayed f rom’g'l{éa 819 §fRaf Senderet 48 5’%6‘?7& ée ﬁjm‘g'i”ﬁﬁn 'ﬁ?eé’ 'g?‘f' P B war ded

nmessage att esyglitiPpdshiBle etk jorBial inbspagfa @Imr&ﬁsiagé_ 33he MBRER hadIimi gR@At Ure on
the original nessage. This figure illustrates this sequential signing and

messagi ng proﬁéssgrmﬂvwﬁw@?BSWM¢HP@$I6599/03991 -3 6 As Figure 9 shows, the
message 1 oW pdirg) baly ShAhGmedhde YR LLifat bOR. ;n?s%e SRRERRRE NARE 1 NO
unit proceeds by a sequence {5y ps as foll ows. nessage 1I's sent in
t he form SMsgmeslifie (@ giesvatd Mopdlieewnidi: @ balibsy r@asapasle apsbra@mds a nessage to
the nmessage handling unit for forwarding to the recipient. 5 (2) The
message handling unit issues an acknow edgment in the formof a positive
acknow edgnent, r ef/Rdn’ € refsads artiv@ARKhOFecidlCY Blel (st knyvdiggg e 2 ref er r ed
to as a non-acknow edgnment or BNak. The message handling unit verifies the
sender' s di gi teawiresithpyatipient tormcknowlegrs éfs rechige REMPY  dhe Frsipiant makes ks f or m
and returns a, BAck (& nal o i ni t
properly verities t ggnegglg)éig%{a gsgrlln g%gqﬁg %it}tgu!g?)ae?&g?g%gﬁ Eo?xgdéaﬂn%qﬁynds t he
cont ent i hS coxckeetledanrem (UrEk)t tocherewssagrehdndliog imy Onirecefpaiof thet @cieethefy t he
digital signature properly.or finds,errors in form it retyrns a BNack. The
BACK or BNak FESasErfimesyibes 5% 1 an &g BerBEak TS o SUEAERe oo The
nessage is fofoardtetieibdri natifiQiMA{IicRE $SAE Qerder 5MbE orikihalt $MseShS@elir om t he
original sender bears a verified digital signature and is in technically
proper 15 formtificponpfddyge. handl ing unit returns a HAck to the origina
sender and sends t : toits ultimate recipient as a FMsg.
The FMsg is digité?§§§g?%ﬁg§%§@g§ﬁ§&§ysten1service provi der, That digital
si gnat ur e20 ndi cat €khet trak-ovbe skddencel Bidicaesmréchipt 9€1thel messpgeoby dherinterded 1 t
further attests that the nmessage handling unit has properly verified the
sender’ s di gi IG5t YirartiPEroRethd &y hypaIvhoNg I, TeRve e ﬂeﬁ%ﬁat! F 20
Service Contr ggidsAf MéhE 8at thOPvELALE e ankR8 a§&'§ée@i@h§t&fﬁééiﬁi@nt&rt@¥r‘ SgEmWi | |
provide proof of that verification in accordance with the Operational
Servi ce Cont r icrccofarceowitlyithealtechsiesl' sqsitegreatsupresciibel bhehosygimaervBrEg i s
avai | abl e on t d r. r i i . ryi,ce
o ovi der . A FREGRAS Foht RIAGE hPRRIR: Y AR RS abidh BE T
caused thas FtheS@edstephhSthe AlntiidndBly hdtessattbst Rad itve neqge propeily,t e FMsg
and ?~ its SMsg remai ns the sane, the FMsg refleg}s its lo ig%.and
tracking by tKEPVHedeGioEBOSE GUAER! 1 GAN'ERH-08 2BFCSTHE YypSTeRimanCBNEEY M L 1y, it
I's not precisglendseigP{det Rulebbih) Ok BabRDitEseqiéhe indRatkd Rotkinginfodd thad @Rat ure on
the original SMsg cannot be verified against the resulting FMsg.

simple fact that the message arrived as a technically valid message, exactly as it was

YIBG -

forwarded from the present system as a FMsg.



WO 00/ 55774 PCT/ GB99/03091 37_ (4) A user acknow edgnent (UAck) or user
non- acknow edgnent (U ~P~c) is issued. On receipt of the FMsg, the
recipient verifies the service provider's digital signature on the FMsg. |If
t he nessagewosogsraperly received and verified. the recipi pol/GBIMBEN System
responds by sending a UAck to the nessage handling unit. If the
verification fails or a technical fault is apparent, the recipient's user
systemreturns a UhTAK. The UAck nr U~g,ii s digitally signed by the

reci pient of the FMsg before it is senf™into the nessage handling unit. (~)
A delivery notification (DNot) or failure notification (FNot) is issued.
When the nmessage [ranékdrt@deNinkssiRCREY RS afrive AGKechnicall el AMSHBgENRLagt 0 t he
sender of the 10 original SMsg. 1f the nessage handling unit recerves a
LTNAI ¢, it rdluhipthenbgaron wiyerifpblegdigitpl pighatere or ésrnot Thie Bot sperifidNt af as t he
case r,~ay b : ol i ur t m ser<ice provider.
and that di giegtl\% etg% Seﬁ{éo ?}F gel“gH ggy S h %%%?no%g?&\r/ne?ﬁ Iﬁ%’?&%ﬁ:— %/"%‘f' e@ﬁ%&t
recipient's diugid) & thsingeabehadine e THakesoize hhddise ulihe: mESSAGEhaad! i ng
unit handl es a sent business refusal (SBRf) fromthe 15 ultimate recipient
tn a ~ay 9i moriginakssnder paneajage mngpiieg a type eager indhy formet a falpiggtifieatioy t he

nmessage handl%ﬁgeu i ) di_qi i t.pr e eps..shown. 3.i.3.
Agency and Us(er eglﬁ%)rr?fse%sg‘%lglsllm%ﬁrgoﬁpﬁwﬁﬁg’b%%grgzan&gﬁgéoeun?gkd?Eﬁcéi"?%fy si gned
message and tthenmdaagiredthia ailnBéud petiodr Fhé egiginhyr deaiededsapenaye shegy si gned
by the user |jsted in the certificate used .Eo verif thgﬂdi%ital .signature
(See Rul ebooK!™eoyt Reriod pr Yhe mpgssges apdling umgf W I@PPL"M’E%QS«# RsThesomeina he
user's user ig@Rt il Menabred BE bMoBed HMENXaEE ! tht IFRG: bOhE R@korBe FaildfeS
irrefutably deemed to have the authority necessary for their acts to be

bi ndi ng 7?8 orand Hen pesend the messmisl astpko kther atipn svngededkey is deened to be
certified to the } er's user.identifj i subfield
of the subject fi gfggd:el 3n];11<'§1J5t£::bgers't€ k?ef ‘l{oé‘é LE‘TOJ&C#%@F Qtf;%ré:{ed% %g?/eﬂg{%geﬂ;sg grﬁgear

wi thin the subuectatk et dNABtmdskgedla@bmaticapy i sdneakln eGQL redeivedy Withdutt he

i ssuer of the certificate. Those other fields can be used to manage

i ndi vi dual r EpRBERgIhaTeripEat Brakegay actigpp 00l 55774 PCT/ GB99/ 03091 _38_ user
and their kevs andst@pd LRt RAE AWdlies Bdle¥ibidbdhy cffoDygsevlata BRaMfL AL N the
user's or~anzatton. 2.5. Encryption of Messaged and cunents Users sending
nmessages 14 a rhiseagams sagyed appehrs mg haveia crivieyl technicgbfault.hie Ak Shotldenyot bk s h.
Encryption is not required by the Rul ebook, but users nay choose to encrypt
messages. As ‘fsﬁ‘gT"e‘ﬁ‘z’ﬁ%“’eH‘aLWef‘??émW REShRT Ny P reqefyad [iedp Sﬁ%ﬁarﬁg‘é"é‘ Yecords
whet her a usekadér 1 B6%RE by BRIEBSERE Arli¥BndsSo AlkkdaRrd tBE thelsRo L BERPIP hulfBSSages.
If so, the user or user 10 representative may encrypt nessage using a
public key i n@kdedi¢qigsiaciatiere in Besspgy deliuery Jor apRargwrteihaisalsapsgp-dueregs a

subscri ber. i . S 0 it. decrypts
Tt using 1 s B e ahesp et o IARAR ol AFASARRRANA rifrtRbing 0 Y0
(such as 20 RiMegp Huafedofitiod BE HabiGiGMoNgrotRa S BgLihe rbépisisdag aohandltbng uni t
encrypts it using the recipient's public key. The recipient can then
decrypt it usFRgeyss deal furthey with e gongent pfjthe @Es§Pgeonal Rule |1 O ~ Encrvptin~

ri ~l esscrge.s To the extent permtted by lain) if a user encrypts a
nmessage, the user .shall do so using the public key listed in a certificate
whi ch: 20. ( s Refisingdo Po Basiness Presuking toch Messagef ter; (b) contains a
keyUsage field wh ,aghnésga%a BB [ihed WpRUAl kb BULGUNES [lhe
encryption; and (c) TS pu shed 1 n a recogni zed repository. 2~ 3. Public
Kev Certi 23 catecedvinPuirri geriepy beveusithid weipiest eansotusled thaxmedsegente sstagmedsand| i ng
unit to establish the authenticity, of nessages and optionall oviding for
their confi defftf<4t \t“ﬂ?"“i ‘ﬂtbf r%ﬂgicc’c“?“ ﬂ%‘hﬁrust“l‘fé(ﬁqnl"’ct ?9‘6§S§$e\/ﬁnacye£ei és(mf)%ﬁcg\[ﬂeded by
means of di gi éradthérivisB atdtthEEnorinBii€ thedefipiptt sOjdgiadnt.i i erhefcimstasapaicat e t he

digitally signed data with its signer. In _providi né:] .
recipient may notify the original sender of the message tiat the recipient intends to

.........

take no action based on the message and will ignore it.



30 confidentiality service, the certificate is used to assure that the
person establishing the WO 001 55774 PCT/ GB99/ 03091 -3 9 confidentiality
encrypts the confidential data by the public key of the person who is to
break that empfedsdentiality using his or her private kev. }crigssyessol es and
Structure 5 !~s Figure 11 illustrates. the follow ng roles exist regarding
certificates, independent of other roles that a person nay have in the
title registry, for exanple: 'the Issuer is the conpany that |ssues
certificates, in other words, who creat®8 and digitally signs certificates.
and then sends themto the subscribers listed in them The Subscriber (or

Signer) is the perﬁ@notmﬁ@@imftiﬁmase&a%lr To%":ftﬂi?géi‘irlﬁqrﬁtﬁn% hige Helb AR sedfis 1Qydehe

private key corresponding to the publi y listed in the certificate. The
Subscri ber i sheddgoint the fgar efoh seh dusinesairafesatl(SPREAl0 &E gueasage bandlieg ufitabl e by
that certificate., .The person is.ternmed the "Subscriper” when referred to as
t he person Iié‘{héca IPHUTl‘fgla%se?tuf‘cfrisc%ﬁsglf’ssarﬁg‘sﬁl R it&ﬁg "’”Qﬁ%rfe‘? FaFHEd to as

creating digit@ksagd gnatures. The Relying Party is the person to whomthe
signer of a digital signature, after 15 creation of the digital signature,
sends that 5di gi t al Figirgfallustratesphistprazednes sage to the relying party) who

verifies the digit I t yr The Rel yi ty.then aordin .y . ,relies on
the digital signat ﬁ’lfeergg g&toﬁgq%eésratgigﬂa 3 ngqﬁeog%;ft(é’grpgrﬁggteﬁce{heau }ﬁet%tﬂ}eci ty of
the digitallyofipigileendepsatge24 Hhes Hep dei hekaseiiSredeitddl eClyodtyer @bnvdake@base. I n
verifying the certificate, the 20 Relying, Pariy should obtain up-to-date

i nf or mat i on aﬁsﬁtperl?écoeﬁﬂ Petfiectral TP SPRE VilLpe Fenfesmgent SARTASICHY b |y
obtained 1 omah Al G dhibRtR attely BRLARARCarBlrefiChcdibd i Asfishd B the
informati on about them That directory or at:f ase Is terned a Repository.
It providdd suppoet Toilustate. purposestbatdi. arredipiemgrecmves end idfly eeknewledgdsnag

| nformation oblalned.fIOm.ang of JIRLELSRUCLS, ANd. QLhGH, SOULees, Bp These
certificate-rélared roles map’onfo tr?%’ 10168 A REYHE mess"age’ohé{ndl I'Ng unit
as follows: Thed oill WolAhes @dhdrdyd” IFSBtegrlooks Bl thef hesadee SromS tibdqaideswnt
systemis the service provider) i.e. the operator of the present stem

Ot her | ssuer s ‘&6 aﬂgglsg%gﬁe Aa%%lfé%ﬁptféﬁq”r‘“i‘f’edif@r éo‘tﬁag’é.r mﬁ?i’:&s‘%iﬁoﬂ:‘ %r ovi der
performs the i§sii&he §QkidbhsS UeBuld folt GAURAGHD By id21dfe GREROINEEN inand T hat
contract pr ovi des tghe detlégli I's of uth?vs? re?latﬁons%i\g%. V\B 00?%5774“_ "

PGT/ GB99/ 03091he #¢r Rivefiglds of ¢he $BRFvFRREr segwatical dr Wystoregomeethe SBRE option

Subscri ber| si %nter@. veryone,. who diﬁi t%(} sl ans, messagesp sent via the
message handl PAYCHAPT SEPYEIUNE R TIRZY 1@ heihder PRI IR AR hat

certificate can be verified.

224 _Su of Mes w and a
Messages in the message handling unit serve different functions necessary to
20  provide a high-assurance messaging service. Those functions are indicated by the type
headers in the messages. The varying forms of the type headers have varying
significance for users. and they trigger varying operations. often another message with
a responsive type header. within the message handling unit.
Figure 7 summarizes the type header flow sequence. with one message
25  triggering another.
Figure 7A indicates as a table the type header forms illustrated in Figure 7.
where they come from and where they go, and what they mean. The numbers in

Figure 7A refer to the numbers used in Figure 7.



The Service Provider and all Users are Relying Parties. The nessage

handl i ng unit- and users verify digital signatures and rely on them The
design of the nessage handling unit places its operator, the system service
provi der, iwotobves7tol e of relying directly on a user's di gpCRGBS/gmmAt ur e,
and then forwarding a nmessage bearing its digital signature to another
user, who in turn rely on that digital signature of the service provider.

| f the nmessage handling unit cannot verj,fy the digital signature on a
message 10 by reference to a certificate on file. the nessage handling unit
returns a BNak to the sender and does not process the nessage further. The
message handl i ng Ahiof thadesessliged draliigitalsi ggredadnld aree R agietestilbgbmiatdig@nds. |t
digital signature is verifiable by a certificate distributed to all users.
Thi's two- st ag@nPrEchs Sailssvegidisationbelipri morg rintatmeatiod abeyt| digirl sigoatimgnamd 4. 2. 2.
15 The servi ¢e DEOMIHASTicikSsek RE: Bﬁgo_‘s;tor y. The service provider keeps all
user certificateS In 1ts-user cia abase. Wien the nessage handling unit
verifies a digit alnsprgmiasliseee. antorighiabiensmedsagen(cestg dagey biekiscaidaets irom t he
user dat abase. Wen user verities the service provider's digital

si gnat ur e>on ”%P“ﬁ’ééhs?a@?f)' 1PE heastessi inS seHest B- BN &eaCH9or HRs ofnthe bra theadse

rel evant certydel Gat erdarichieekihids.dof %Qoﬁtita%ydepf%&%i;@iog R rbuntddnbiGt Ur €

oversinplifies what happens in the upper part o e diagram however. In

i ssui ng cer t i4cFreditadsuser $ystems saw fink ¢dgetisr onhasseriase aktof dhe bt hfaded ffomom ot her s
and on the enp I En L whi e tar i acts for use
of the preser‘{%é? Asd;sw .%gstr#%ﬁgﬁﬁéﬁ%%srgél\r%}lﬁﬁ%ﬁ}?ﬁé%ﬁggra é?%%%_% ‘ggg@t‘-‘%z?“g&ea{ti ficate
Aut hent i ci t y Séntcmessadei (SHs®. | Sonde diegisyadmy edfor @ thisi mheesd entinking selaedhaned
person with a publi c“ke&_ and contains other information needed to manage
and |im t!0 t Me§eages aAnrepCiBg " under t akes si gni ficant responsibility for the
information in a TR biffelehPlofms BEGRL HCadBR! Miidste HRY $arABy GRENoMint MBch
certificates to establish the authenticity of messages. WD 00/ 557T4
PCT/ GB9910309essagas fitye imaitie mspiaipe handling finiy Besides findieaf1ag mgssage Bow.i egbled by

verification gl RafGhidbeqthlNACediint el 6] ik ilifiers by LSHIAG, 2
certificate, certifrer (§{|;|ta y sighs it. en using the certitlcate to
verify a di giabalt dsiugreatsanghed toehemaessidee Thetypt header if yhetphiacipgal gehad used gnat ur e
on t hat ﬁlrtibficate to geterm':}‘e Wnether the. certificate is authentic. To
verify the dicgiRaerel it BFEEmapHine OBof iTpue 'B° TERas AR A ERE At ref er
to another cegdsfitd atifeniedtsOdt AbdunicR®, PEFESHA M Rolink CarldedutiRagligUbBEr | ber
identification. The digital signature on that other certificate mnust

li kewi se be ERYigeithyy 1&3&%4@@5%@%#@ mespeehapdingynit\hgcks the dynedsadenus
includes a chided RRGhELANP Wil Sol hiRAld BNEqfed BB Qi dr@hectl IPRL MBS ON
certificates along a generation line ending with a public key that is
reliabl e w tsetiionheiaminesent pf thesd cotntFeqyirement? i | | ustrates this chain

reaction),swhich is sonetines ternmed ' "certificate chaining''. The nunber of
"l'inks'' Tn a certificate chain, in other words, the nunber of certificates
to which a vexl.fi ércludedDogugfegts i N order to verify a digital signature, is

determ ned by the |Issuer of the certificate and its antecedents in the
chai n. The nunber H@‘é‘?‘ij)“‘f GHM ﬁé’ P fRestaes gonsists; of 4 wee E‘T‘Fg%a“ldrf’“f’ e

i I'l'ustration.mére optioRal deBiirhdnts. SRR ASRM RRisagd HtaddpAREND r6@E bAd progkenér of i | e)
The content and neaning of certificates is standardized mainly by |TU

X. 509, and cePtsFaERcaflée nrereding ssetiose mxplaiped dhe ¢aisriPesoot musebesdemdar ds.
The princispal resf@BlAltihe BlseftUlilf: Kelis SEhlonl GRS SyAL SrdREQNTRARL | On

X. 509 20 of the International Telecommunications Union (I TU, formerly

CCI TT) and t heedifiqally tief mie$seges banidbng @hit dndfthe e rrtistrisdess wite dR)MMENS\Or ki ng
G oup of the, r . bnagl neering Task Force, entitled "X 509 certificate
and CRL Pr ofilkgﬁ‘%dg‘kﬁ&lsnacfg%sﬁg,e' termed "PKIX-1" in this document and

el sewher e, has be@uwcirhgltd inciuddd iment tagthchad tdtoaiglassage ars imotpoyedd fmintk| y
adapted. 25 The certificate standards, however, are i open- ended, and
| eave many dePEFIE WA BEr Yaemradhs Wa%‘l?ééqqﬂrﬁdeéwtmmfétﬁgﬁrdfh?@esect i on
descri bes3howiMe REGSRMgySHetiBEs F¥PERIFR of k0 asudRhRIMBinOfhe f RERAgAN
meani ng. WO 00/ 55774 PCT/ GB99/ 03091 :~2_  The custoner-provider

rel ati onshi p between a subscriber and a certifies is terned a
"certification account ' in the present system For each cert~ficat~on
account, the certifies (a) enters into a contract with the subscriber, (b)
confirms the accuracy of facts to be used in certificates, and (c) keeps a
certificate account history. 3.4.1. Opening Certification Accounts




The certifies opens a certification account after a user is enrolled in the
present system pursuant to a service contract with the service ‘provider.
Precisely what is required to open that account depends on that contract.
10 i1.4.1.7. wWddnkiy Certification Accounts The certifies eermmbabdiber may
close the certification account as provided in their contract. C osure of
the account generally term nates the contract and vice versa. Closing a
certification account does not termnate the enrollnent of the 1 S
subscriber as a user of the present syst&m although it may affect the
ability of the user to use the systemas a practical natter, because a

val i d certlfl t i ng
val A Cer i 1) Saba G S BMLI kO S RO0SS i WG AERSABR AN | 10
how a certl fi ceriegal b:é@,trnmc wieeln teclswiogy, MikEodes lmlprdvmmmr taa@kmgtcﬁ”dadyy its

subscri ber, d tetrninates when it pires or revo subsectlons
doscri bo t he. AguiERt dROTEHORREN FoRIRYER, g doeb SFCHEE ap MR an
account i s op@p&fl thealdcinidnt bBér thaN thé bdré Alifmufh ed& sty tdrasrdt @rbugh lamr and
i nk-si gned request together with certain information provided in digital
form Becadsecbennelhe account is new y opened, the subscriber pr obabl y has
no means of digitafjy sw%keGPkél?s 3raQELF Idhbnh®. LRIGMES liv d§e‘§ &oh'séa {M:Jh' or
"boot strap~~ certificate nust be requested on paper. di nar |nl |s first
certificate besumes thefrecanient | dhe aeformtion et ribe pesteoe k@t@s tabcbutcﬂatl@umtm
certifies may J r subscri ber
30 permts or ?#ES comf}rﬁg&:a!tng%g@%{hg h}%%tédg @h% g%ﬁ%e‘gf&%ﬁ &C%FV g%ﬁn?aaén%dr %w des
for publicati derm, and¥NDfddfihthn2{2dessATT: io@%ﬁxﬁﬁ&%théﬂodefdotthensmﬂrp&ﬁeg)tm of the
subscrlber s private key becanes c sed or i.n doubt, or
subscri ber'? l?o?‘?ﬁl?r vﬂ"gﬁl?érs’st‘”‘%ﬁg %gg?fgmﬁlif‘t iHErmEPY Qsaft%ﬂémeﬁr ah“‘?“&l*‘é?pect to
a certifi cate,ldgnhﬂerqugddcb[géntshouI d request the certifier to revoke the

certiftcate. Revocation invalidates the certificate. so that neither the
subscri ber nor tHedeeminer Visthegpae dogymgpidis Bientical 4e pnethrigiystemSompangEy ocat i on

does not make o [ ff {ssﬂe figfdlihd arﬁa.to &@@N@%L@h&ﬁm e thB Qb hehds. has

becone whol |y unreI| Is 1 np ant for the Relying Party to check

t he Reposi tory IAém@desuhtrsthdmb\m 8¢ alrrtamen@n@bl ‘messade] dgedt’t Gereptegearhic n

whet her t tificate. has en .revoked. . Th n

performs t |s c Céc‘km Iénsea;‘?}t (l?%c\gnel?aﬁ PaLentsyy Rhcf af < %ggw@, qeéap%g’ (Sftedr when

a user receivesalpn digital signature, including the service provider'

digital signature on a nessage forwarded fromthe nessage.handling uni t,
the user nust verify that digital signature and check for revocation of the
certificate usef) f obcdn¥dt [DsQRE Refebé@n. The subscriber's user system
ordinarily checks for revocation automatically, wthout intervention by the
subscriber, 15 but Thheysemsisckpealocyespes bhet elourmns ridentifish s tirmed ya t o
assure tha; it t Iy a When
reguired tc? vegg%ﬂénégagﬂﬁs}l(gﬁyu@nﬁﬁés i qar QPT?;\HE FBE %@kuth@[g
Repository Ii sioe\dnqnts loggedciml fbe stystedput Agwﬁlbngiy,sﬂlelqdm:wonmag operationi ode e (or
intheissuer 1 ?ow%rIDistributioriPointsis not in the certificate)
to determ ne B‘f?‘l I'Ceé of revocation has been posted for a certif cafe
necessary jor that ver| fication.

Operational Rule 3: D D Required
25  For each document that a user sends into the system, that user shall specify a

document ID in the prescribed form

A document ID is made up of a user identifier, a general identifier and a

version indicator.



When the subscriber encrypts information using the public key listed in a
certificate, the subscriber should also check whether the certificate is
revoked, 2~ although that check is not currently mandated by an operati onal
rul e. Revocwbioorss7ef a certificate has only prospective efPerGBI%e9il
revoked, a valid certificate remains valid until it expires. Thus, a
digital signature created before a certiaicate is revoked can be properly
verified, and another user may rely on {jhat digital signature and hold
responsible for it the subscriber listed in the certificate used for WO
00/ 55?74 -~44 PCT/ GB99/ 03091 verification, even if the subscriber's private
key had been st ol &he ased idehtifiee 6y the fsyséah @isahdanticiehanie b&emvhbe\tﬂl@eld.the

Onerationcrl Rrle 1?; Time of'! Revncatj on and D| i.tal nature A
certificate rAOSUReRy BiGte ¥Stet“heaFSF’n@e‘Ptin§fsefHe EYPlaipid inSeqtipn 2 %fl)rgeg‘cté“ti on. In

det erm ni ng WaeMsé idéifiePdndSRY N Wi RsiPRieITRAl £ inc bl RGRE &dcORedaISET
considers all relevant facts and circunstances, including the tines

ascribed to tbﬁbnmsféijéﬂ@?Ofdhﬁ:lﬁﬁfrtdmtlﬁble(afranrtgteﬂh@ diugadd-al signature 10 A
certifier snever s i.c t ey

revocation is bef tcg?%agt e’faal é%tn ﬁ%{r g ?%I’%ﬁﬁﬁaﬁ@%w #}gﬁa(g{/e%catﬁlftgﬁmﬁue%ubl i shed
i n the appr opddnsfies thepasimentrfyom dhengcaindocaméntdehnmentht hesenesyisten @rthand t he
subscri ber shoul.d,.specify how so after r cel request, the
certifier nuﬁeré‘?q"‘"é’%% HéuFeéd‘EfBgﬁeécforFé%@étt dt%ﬁ‘r‘rﬁ‘?.i‘éﬂ) ‘publ i cation. 15
Publication into FhieRasi tneiciol iS aReMiod 8 SiphdaefleridietaROSih ¢ veSioadt onl i ne

directory or database containing notices of revocation, certificates, and
ot her i nfor mdb§ ¥KUBEBf ul in the process of relying on certificates. The

repositoryy is |istrgda@se ib& suQ(f'@!tnhﬁ&s \M&@lrh@r é&%&x?@th@ﬁo&ﬁ%ﬁﬂ@ "ﬁﬁet’ﬂ’l‘:lj l be
posted (the criDistributionPoint:) for "all certificates issued by

servi ce provitheyr forp Thiguenidsstifise forathd | dongmami althowglic kigher hntitsele pay |rt0€)r y for
notice of revocalle beo m@n BLld L LG %tttievﬁ"g“s%ﬂct Jtzlmc% Jgg?e?sﬁgx%gim‘{?ne‘%l iy al

signature on a nes hrou e fessage itle
Regf SLrVvV_ 25 s]ilnet}tdsh:hedcsﬁgiemtlbybutsmatlﬁzaeiaémxail eI ectroni ¢ dat abase of

infornmation relating. to_ electronic bills of | adi n In the foll it is
descri bed how t he Blegfl?s thpsehasic cpmppRruEss Afed dapumept g?ﬂ the 15prdes C‘ig?t‘qgm%? ng. A

basi ¢ knoyd edgRuiént tbadhich@iddho RRARE vAl It SnUn-drdf Nickidr BSHMRHat thoie Title
Regi stry is a database application for recording and transfernng the 30

rights and obqen@atfqgewé theodensifige dosumenhaseprelimingry aad pophinging, jaefhiptheeBL) . The

Title L Reld 03091 -45 Registry does not store or read the

eBL docurrent h atr?necgr sfg??le?‘f)r mat i on about the eBL contained in the Title

Regi stry instructiCoxe thfhdummdnhs shéckssfioly rbca:cuedgn dll@csumwmta setdzebf refgvesi npl y an

el ectronic ver .of 1ading,that %ylooThe Title
SRR

| O t

Regi stry i nstorfﬁl&cli%cgumf gent ’FW\}\E‘SWV?IH@“ ‘gf_ourggthfé’f KRB (see
Figure 31)0 TinethBRkeragigpdrheesturkss. B@@kaprsavtegfesénmvé UﬁlCHcI dato esyieswal ent  of
a traditional paper bill of |ading.

document in the present system, the representative must (1) have a user identifier

indicating that she is part of the user’s organization and (2) be equal or senior to the

sender or recipient of the document to be viewed within the division identifiers

included in the relevant user identifiers, and (3) be listed in the user database as having

25  amonitoring privilege.
Once a document is filed under a document ID, subsequent messages or

documents may refer to the document by its document ID. If the draft indicator is on,

a subsequent message may also replace the previously filed document with a new one

bearing the same document identifier. However, if the draft indicator is off (indicating

30  that the document is final), a new message never overwrites an older one. A new



For each BBL, the Title Registry creates a set of records containing: ( 1)
the parties (user IDs) involved; (?) the function requested/ conpleted; (3)
the type of eBL; and (4) the eBL identifier. 10 Creation of or changes to a
Title Regi styo/pofsemerd are made by instructions issued by gptiabdees
parties. These i nstructions are sent as normal system nessages. \Wen the
nmessage handling unit receives a nessage containing a Title Registry
instruction, it forwards the nessage to_the Title Registry. The Title

Regi stry validates the information, credfes or updates the records, and
returns a result to the nmessage 15 handling unit. The nmessage handling unit
adds the res er' n sage to the
oot piont . ToreueR DR Rr e AR RRR Badhityl B OGSO JEPSAET

Regi stry onl yalger aicbgy af siendpecememstihutith @ncasd) whed)thé eessaRs dagiting QiR

i nportant distinction should be,mach beéwee a paper bill of lading and an
eBL recorded PIRCEEHS the B9V MessgRSs df Yl pagsk they Aequenept cqpy ind glogumsnt AP 19 cone i n
sets of threejefmifRriHitHRAILSy are iD&EANS R profiotty) file®ldScudlehOidaad oS urheht NOt
necessary in the present system because the nessage handling unit

guar ant ees’ t hi®. olf ithpyrizg nat depntiend. the messacechandling nndt reurn\@ENAS; oNte Messel
Qperating Carpier: i iLgital signatus and. the Title Registry
records all r?ea?e;ifl%%atrl%g%{))‘rbcﬁélﬁggﬁg%%%&fnﬁ%a (241%3?35 B %%%?agﬁ%kl BE 5786 copi ed
to nmultiple p@gklicis afl thet MpeEtemt i on, but the ability to act is determ ned
by the status of the 25 BBL in the Title Registry. In addition to recording
information and controlling access to records, the Title Registry al so

carries out foup i odubagttyens, nanely (1) automatic
notifications; assurance that the eBL is enclosed when required; (3)
management0 of amendwesisiem gecotds BBLonlind dotymemsisf gnigemn ddentitierh buthelspul es as

001 55774 PCT) BRORBI00T": Forier SRRRE ol o OAAETIRRe B Ohiied o)

Regi stry, a rimgightbr offoinssued to the sender and receiver(s). 4.1.1. Nature
of Electronic Bill=, of Lading,5 In sinplistic r a bill of lading is a
Gocument o gned by soRe TR MR E bRt (g ob e Foputaf it 497Br e n
carriage, a CHodechfsitemOrAstdf@tis Glifid, @@Qloc@neht &pd Ay ahy fithe Bddu@nttdie hol der
to delivery of the goods fromthe carrier. Functionally, the bill of |ading
noves frof? t hBesagetyres defiped for EIMFAB&r and ultimately to the buyer of the
goods, and it may pass through the hands of others such as banks al ong the
way. As they 10 conme into possession of the bill) these persons may acquire
ri ghts and obLigatldentifics ser§ and Awtheinticatibhef Megsagesoni ¢ bi || of | ading
retains the traditi,onal business neani and functions.of a bill of |ading,
whi |l e repl acing i tllsheppzi °§$‘“ﬁé&°ﬁ‘8 SAF lfa Weé;?neets:sta coship?:rﬁ%%%?;’r %lg.typfohqtaﬁeétangnd, an
el ectroni c bi Inkluedd-dardinerg compaiests 9f Omessage| Oadertbate comperitsl aefasemzdunment 15
i n conbi n%{)i on with transactional information. The docunent {)art represents
a bill of P adPR? mesieeeqBE MFERES 1S &ragy oo SEntdp GrriRer SYFIThESeLOy fFsowee syfls o
docunent | D agfthd e regiigy. properties of a docunent as described in section
2.3, including the hash result that can be used to determ ne whether the
docunent is identiCALng @ BaEACAEF perftiming qny -oder SigRIlRYN @eHoGndhiheipseseRtgi t al | y
signed as 20 Rafehn Rhuildd HIRAGRALALIFENL Bdr [REARE COIORIR oPbich rthsa@Ci NG- AS

with all docunents i1 nc Indigtally si gnedr'messages, the digita

si gnat ur e appthe@sesend ststesn ehrtkisifer thesssnigentifienardeverifigsathe digital bignagoe amthet
specifically. The bill-of .|ading doc nt ,i.s t, into th rgd.parts of
the syst elrzng mpﬁfsﬁgen%caorS?gttﬁg‘ag grg&i“%g&g?%c?\r}? eerr%@l['lséti %uﬁléc'%scgglg%gﬁ%aﬁlgisi ng
unit, where | verifRatioaCprodas ibyoli prevefio @ueanér fbm Hipessofoidy nanthet svithewtned t he
25 "electronig bill of lading text" or eBL text. The transactional

i nformation i SS'FEPAt g‘oalf"oe“tsw s &’ié‘?féﬁ %‘{@8 PRSP S et g‘lﬁ{ Ay dr%’ﬁ‘ﬁ%r?t’r.sorﬁor each
el ectronic bi F&vem‘edl@dih@gauléwb@ktdahlsemr Qed Stdeive MHbREgE NBroaghd teafasaper ecor d
in the formof a table which is known as a ' "title registry record". The
title registrpandipgpgit ‘Thus. & useremyss sypp)yore walidryser idensifiey @ digitaly sige carby
certain roles in relation to 30 the electronic bill of |ading, as well as
certain other data. The rul ebook interprets these WO 001 55774

PCT/ (3B99/ 03091 7_ role specifications to create certain rights and
obligations in relation to the electronic bill of |ading. Users enpowered
to change the data in the title registry record do so by sending title
registry instructions in the type headers of nessages sent via the nessage
handling unit. 5 The electronic bill of lading is thus (1) an eBL Text. a
docunent reading |like a conventional, paper bill of |ading, conbined with
(?) a database record. ternmed a title registry record, kept by the system
service provider to record the transactions in relation to that docunment by

e o o N L —p— — —— -, = o b




4.1.2 Title ReQ strv Parties The follow ng are the parties that are naned
ina Title Registry instruction. The terns that are currently used in the
paper world are used where possible. However, new terns have had to be
used, and tweowssani ng of others altered, to take into accRERIGBI R he
specific features of the present systemand eBLs in particular. In each
case, there can only be one User |ID naned as one of the parties at a tine.
Originator is the party that creates the BBL (carrier or NVOC). This field
is mandatory. Surrender party is the party to whomthe BBL wll be
surrendered (the agent of 20 the carrier). If the Originator is also the
Surrender Panessaget dm' tsfohhalod streamOThiyisetlon Styldipedset Rlehtiferyandt hovt ti@ts
contracts wth, tl:t |nator for carriage of the goods. This field is
mandat ory. HOEH&EY Sl’%” remffé?gtef'f that is anal ogous to the person who woul d
have physical posggasi@aiéd stehd tbeﬁtctafménthnteet@w@dpﬁa%foitﬂ&taﬂmbm dhe Hol der
is the party that is 25 entitled to receive fhe paper bil ccjl ng if the
BBL is swi tcm@b ag & Wrbgwewsey\wedservee BBMnmasmﬁtrmnamrem calmmofrwgnﬁr;g or

Consi gneex ( gd | de i Bear er Id .
Either a cPerng'l Slr?eresgg db%g&l&@? oqldrata £°?%E’Tk%§gtg%t OIEEF s the
party that hatscam pl edge on the BBL. A Pl edgee Hol der is a bank that has
provided risk financing for a trade transaction covered by the BBL 30
(typically through a letter of credit). A pledge enables the bank to assune
the rights 2M0O. O0&BhidddiddCTI GB99/ 03091 _~8_ (subject to the liabilities)
relating to the BBL in the event of a default. Wwen the BBL has no named To
Order party or CohiSgndentitist inthe dyme byevich grustpnaigels meMaerithin thtescr i bed
as a Pl edgee RBear ?Jste'ﬁpl B&huse H i qq{am@ thioL e dthrlhe"i1 i Jilﬁg[g c!?plaﬁig&c}ré@
mandatory. 5 To O°der Party is the party t ~s the endorsee

t r ansf er abl einchdggten atvhod)adBBss. aﬁﬁmheTamwththt@Mqu tt@amaﬂbemccrrmdmahm a

bl ank- endor s T der part nsfer Th s.fieldis
optional . l%S‘i(nltﬁlgespl S a%cgat " ﬁ“éatd a3‘%“??150ror‘hatln?t %f'htgy e & nt(j%’ods and is
named on a nomtrmaslt ereadtﬁee a(m@nem&gomaahlee\)/hela&_mai[hmbé teetided. SADPL i onal .

10 Moreover, regl tered an be a pa inaTitle Registry
record. The ‘ﬂ Iagys g‘léftar regy 4d re%ﬁ:?‘%?P%P?Fs‘fq“t}’@f’laﬂa@%ﬂmﬁ“&nﬁ %S | ong as

the User 15D waheﬁfuthelbaertexd@mm@areempﬁ@rbdtnstmee)com N@eldSRhy ofShoe. GB
(root = "Shoe") is the Hol der of a BBL, the user "Shoe. Jlg (root = "Shoe")
wi || be abl ethose 2ftribuishmay ehapme without rpellmtf@@ng thssdemltz of rftmceslpmw Hhefct r oni ¢
Bills of Ladi h t I 3 to an
ol ectr oni o bty oy SARel fork B o8t bR h PR sbRSLAR Sob Pl BuA Lo
tradi tional fthcnxsérmhamsﬁerfsxaxfmsll of lading and the way those functions have
been replicated b%l eratl on of .the t i{,h' etreﬂsgr%, 2{) whi ch keeps a
record of those r }é§5 if’ést%fetci”g?‘ﬁ‘éesvﬁathﬁt an) the ipqiadyal smaloysrs op oy |
those fi @ods pemord rbprédeftidgeQtdhpally. 'BRRfdde, daklLudet 1derifled Gdfers kY a SbRAPR,

i nformation aFout the status of the electronic_bill of |ading and the
rights and oBithqygh PBersabSreviaied; dminterres 2 uper idsnifisr §p fipd, optymorg:; 195 depi ct s

ina sinpli f'a@dzt%élertlb& el 6R} 1d§x§tfﬂé?fnl{ﬁeeusgifsu drd febdRrdeg Qi Stry 2~ record.
The fields in this illustration are explai ned %e low in this section. The
content of a rol eAfysel mayredst oie ity umeqiennﬁerrﬁt reference tq heprﬂ@nﬂmgh‘amn Qser

di vision ide a‘;-t'tﬁ ha i ndi cati ng
departnments gtreb ot Btsm(ot%umt SRO%f q)i)thl{ a"@?{th%ﬂs?%s{‘ out the user identifier
ext ensi oS Al t houfigu= 8f1Uhsttrausepnqnaleaddmbmgo thedasej tscredhnnﬁcxy person able to
digitally sign on pehal f

instruction to ef FE ?W’é‘oeh%ﬁﬁﬁerf A fh‘éenflf”i‘ ftﬁ S%ﬁlzgé gcfft T 6h %’ee)érseeerac unl ess
limted by thgtionaV¥adiitcomibéd by GE/GEO ThOBAE Entirdl9 for the user’s convenience and

have no legal significance (see Rulebook). As Section 2.4.3 explains, other users may

consider the identified user responsible for the message, regardless of what divisions or

30 extensions are tacked onto the user identifier.



user's own system Whilst user division identifiers are listed in the title
registry record, they are ignored when the title registry carri'es out title
registry instructions. A user takes on arole in the title registry when a
user havi ngybheséefui site power designates itself or anotpefcHmRBosi 0 t hat
role. The processes for designating users 5 to roles are explained in
section 4.4. Section 4.2 describes the roles thenselves. 4 2.1. OyQ nator (
arrierl The Originator is the contracting carrier, the user that creates
the electronic bill of lading by agree t with the Shipper. The rol e of
Originator has various properties 10 in the title registry as now
described. As a r i I : t into
the field in a tirr?ﬁ%%rséeg{ %w&eég‘ggeﬁésss%\ﬁéﬁ ug}%g#%g? %‘ﬁﬁ c‘gfern ?’gbrl%,gﬁgl t hough
as a real - woréntgllepr Sctiseqmht aimrigee im thondey identificainre rus eyrdespihelusdyanddogeest 0 act
as carriers in.f el mgalm\émo&e yser can be Ii%rt grd S, tvhtg Orliglgcii nat or of an

el ectronic bit fUoSFghCrRgniFstogal chpngs spghias a mereliy o (98 $YPIEM Sere provider

Ori gi nat or r ofieactivaes dhd WiV @by reeb@iier Onked iBédtilfieohfidratkd nger NAthdawvs Qriigi nat or
(carrier). An O %i nator (carrier) designates itself as such when creating
an el ect r ohi cSBEHed Frvhilgdepserdssugaiided ped in section 4.4.2. Once an
efectronie bill of |ading has been created. no user can designate a new 20
Oiginator for it or chance the user identifier recorded as its Oigi nator.
An Ori gi nat or ObexgtianabRideovheupplung Usdr Igentifier reqeactronic bill of |ading,
and in so doipg esi gnate . hi pper) ,injtial. Holder nd iLts initial To
Order Party o}r}z élvfrg rﬁeg%a fgsgrge'%"%a?eonﬁg\‘f\f% fluang?'%fl mrt’ dof s zsaféalg%f)lflgﬁ el n
section 4. 4. 2idertiipr gitianthe @lferdemypeaified fnerdy thesyaerend an el ectronic bill of

| adi ng; ap(g (3) carry out a switch-to-paper 25 directive -given by anot her
user. 4.2.2. Surrender Partv A Surrender Party is the person appointed by

the Oigi hat ODpdrPridrACRIY & XBRveSWE LRBdgsedee! ectronic bill of |ading. The

tide regishry uses the term"surrender” to nmean 30 the final transfer of an
el ectroni c bifPsesFrallng Aempdia neuds ¢ wienidewifiel 819 BeSr&aE inpEiessage W

00/ 55774 PCT/ (838 03007 pephen delivery of the shipped goods is to occur.
The Surrender Party role has a nunber of properties inthe title registry
as now descr i (mdre Weryis ugenradladingwodesidjnatoed t he Surrender Party (i.e.,

have its lI’? er (bl) qﬁengjls}celmegerxglceagreogialep hgsh%orsggs{gggzp ?11'2” B?thiX’e)’{tgilterfe tongledi)s'er.

In the event of apparent misuse of user identifier contrary to this Operarional Rule, the

BC NXLE

system service provider has the right to return a BNAk message to the sender and

refrain from processing the message further.

20 242, Certificates and Digita] Signatures
User identifiers are public to the user group. Any active user can look up any
other user’s identifier in the user support resources, and a user often keeps lists of
common user identifiers as a ready address book for sending messages. Because users
all have each other’s user identifiers, the user identifiers are not a secure means of
25  authenticating documents. Therefore, a user generally cannot reliably infer from the
user identifier that a message or document is genuinely signed by or associated with
the identified user. Rather. that inference should be drawn from the user's digital
signature, if the digital signature can be properly verified by reference to a valid

certificate.
30



Only one user identifier can be designated the Surrender Party for an

el ectronic bill of |ading. Designation of a Surrender Party is optional at
the Originator's (carrier's) discretion. If no Surrender Party is

speci fied, wo®/&mgi nator (carrier) will receive the surregieBg®3iect ronic
bill of lading. 10 Only the Originator of the electronic bill of |ading can
designate the Surrender Party. Once designated, the Surrender Party is
entered permanently and cannot be chang gd by normal title registry
functions, although it can be changed by amendment of the electronic bil

of lading by its Originator as described in section 4.4.i. 15 The Surrender

Party does nog4bave thermwlﬁwmj@ e registry functions in
its role as Surrender Party 4.2.3. Shin A Shipper is the person contracting

with the originat g Aigkiak sighanyrg respli fram %ﬁ@ﬁ?leﬁﬂlaﬁ’ﬁ‘m@h‘éﬂ Geledationn whisst i on.
Often, the Shi,BRRLsh farfd Giniel mgue% bBARPEL &Y uff ol 3 agle%ﬁvenya@é@& pper role

field has a nunber of propertie e title registry as n escri bed.
Any user can bt dhegd gn@kteedmn‘lfretosmlmbelmg(\cd datg afviathe sighing psisate kehent ihki er
pl aced in the Shi desi ed the

RPS one, us na
Shi pper of° an®Bi%¢ ?n%trlﬁec ﬁr?dete(?)u?eé&vsﬁé/m l"é gunc?o a(lalg'tt;f)ﬁfe@g igtalt | adi ng
has a Shi ppers@l&mrg;nﬁutrﬂasaakhen t he el ectroni c b| I I of lading is created. The
Origi nator who cr es the electronic bill i .ng.desi gpates the
Shi pper, in accor d%‘FE@ d\ﬁ“f“rf‘%’lag‘rea'@rcﬁé‘ﬁgdf Cag ﬁert‘ agﬁﬁﬂﬁb"érs signats §0/ 55774
PCT/ GB99/ 0309 sgﬂxecﬂi‘tﬁ@bﬂﬁﬁéxﬁrbﬁaﬁﬁhertrﬁ&heﬁﬁ'u@cﬂ%oché el leR&HchoneNtrgr ed and
cannot be changed using normal title registry functions, although it can be

changed by amestidyresigief signeere acompaist pinbjalfincgpn pedipioyides bath thedefaghatat or as
describedipn S866sa0 niveberh sifhe ngQ% 088 HR{mAMLE hfifinf QR TR B f O ™

anytltle registry opera|0n§ yV|rtue Its I pper. A
Shi pper’ s pom&gsald@numg dnre(ymvonésmge nlmlt @gedzesh dmtfob&irdﬁg asd Skrypyer muAs
detailed in sectl o on with other roles) a Shi can,

for exanple: {4 %Wﬁﬁd’tr%wgerls—locr%i@i SEPaBee 1 SE°TY | PEPRRE &S Hpggg?”"’ﬁ al so

si mul t aneousl| yurb‘ﬁl’tedﬁﬁ from the message handling unit, or other system components under contro}
of the service provider, if the user is to be certain that the message comes from the
15  service provider. An accredited user system has a demonstrated ability to verify digital

signatures. and often does so automatically as messages are received.

Besides verifying digital signatures on messages, a user may also digitally sign
or encrypt a document sent within the message and forwarded on by the message
handling unit. The present system does not verify any digital signature on such a

20  document or decrypt it. That verification or decryption is left to the recipient of the
document.

A certificate, in this specialized, digital-signature sense, means a digital record
identifying the Holder of a private key, which is indicated, not by listing the private

key (because the private key is a secret), but rather by listing its public key. A public

(89
wh

key is a large number unique to its private key, and therefore, the public key can be
used to indicate or identify its private key. The public and private keys of such a pair
are mathematically related, but discovering the private key by knowing the public key
is computationally infeasible.

If the digital signature verification yields a positive result, it demonstrates (1)

30 that the digitally signed unit of data was not altered since it was digitally signed, and



of the electronic bill of lading; 10 (2) Designate a Consi gnee or
successive To Order Party, or blank endorse the bill so as to nake it
transferable by changing its Holder, if the Shipper is also simultaneously
the bill's {JmREmfo Order or Bearer Holder: (3) Surrendepctifodiizbdr, if the
Shi pper is also sinultaneously its Holder-To Order or both its Hol der and
Consi gnee (which is expected to be a rare case); and 15 (4) Request
anmendnent of the electronic bill of lading or give a switch-to paper
directive) if the Shipper is also sinul®4meously its Holder. A Shipper who
has ceased to be the Hol der of the electronic bill of |ading cannot perform

any functions 4 e\l t Qaty i . 4 J si gnee
is the buyer E)r) tllrtrplil)e?tléfr?? Stgﬁg %Z\EJ%%%L%}\%OWF%Q?eoplfvggeelfe\%&?gﬁ%ggoggéo a(g:cor di ng
t 0 a non-tranpdbdic &by &sted ecthe oartificdxd hded dfr thaderifgpatidih eThaa c€Cofisiey fream, S

designated for, a.tran ab el ectroni ill of lading, the bill becones
non transfer akﬁjlerét.‘ée‘Tﬂgs%g#é Pgﬁétepr}v(%ﬁeé“%‘ pg? E‘gﬁ"éfsﬂg\?ﬁ? ia%ﬁggb?"gfﬁélf?’i W4 sPpy the
title registriheasrii&h cROMfEHEId ddabe coftificates Bt B bighel stRsheNMs@ekatel By
Consignee (i.e., have its user identifier placed in the Consignee role

field). OnPy DAEPIFEEIrPgENtifier can be designated the Consignee of an

el ectronic bill of NG . . : j
Consi gnee to be de%%%%lg? gél?egﬁul%%%lé%lr %g@?%‘%@&egggﬁg%%g%&"‘%@%ﬁ ticl)ehciza?eati ng

an el ect r oni cussh|if thesfdigitadi sigmpture ban W@riegfierhesinrg bapuldiediey hsteding Eoifshgnee of

the bill, if the i Qi hat i s_not designati a To . Order. Party for that
bill. After a" Sdgvd%rmgas?{t%/m ﬁ%rglcf)é’éwld&gsaf‘%r‘{%gi egh?no}hea’%{af PERTTE Y rent
Hol der - t 0- or dereated. TBesak eéigithlciglemired adeethed toead partikul@oaset’glice. 5 Once

desi gnat e the Consj gnee i s entered pernanent and cannot be changed

usi ng nor Srgl title(a}llé ‘§f‘r‘§fff é’ts?rdﬂ§',ngQF?ﬁ&ﬁifﬁLxﬁm’éﬁWﬁﬁe‘“é‘ﬁﬁﬁ&é‘g( ’gy
amendnment of {HaQighBgdnh@R i ndtivelifige;| ading by its Oiginator as described
in section 4.4.5. The Consignee which is al so_simnul taneousl_é t he Hol der of

an el ectronic bil I(bbfhe gratifirgtenas isyyad by e acqresited gertifigr: ) A Regiieale WhisBndment
of the electr Qi@ht?ﬁe@ ialdon-gf(istleﬁtqjsagdr a user which does not have the private key indicated
by the certificate will lead to inferences that are erroneous and potentially dangerous;

15 and

(c) It is valid when the digital signature was created.

These requirements are reflected in the defined term “signed”. A message or
document is “signed” when it bears a digital signature that can be verified as provided
in the foregoing list. Further. if a message or document is signed, it satisfies any

20  applicable legal requirements regarding its form (see Rulebook at 2.2.2).

For a message to be verifiable in this way, the Sender must digitally sign it as
required in Operational Rule 7 (Requirements for digital signatures).

To sum up, a digital signature associates a message with a particular private
key. verification of that digital signature indicates which private key was used to

25  create it, and a certificate indicate which user holds that private key. In light of proper

verification. the message can be attributed to its signer.

erationa e 6. Digitally Signing Messages Sent

A user shall digitally sign each message sent via the message handling unit.
30



(2) Surrender the electronic bill of lading to the Oiginator-carver or
desi gnated Surrender Party; and (3) Gve a switch-to-paper directive for
the electronic bill of lading. If the Consignee is not also the Hol der of

t he el ect r owbooks7’td of | adi ng, the Consi gnee 15 cannot per€TGBY%m3g1Itit] e
registry operations. 4.2.S. To Oder Partv A To Order Party is the endorsee
of a transferable electronic bill of lading. The role field for a To O der
Party ~n the title registry has varlous3 roperties as now 20 described. Any
user can be designated a To Order Party f e., have its user identifier
placed in the to-order role field). Only one user identifier at a tinme can
be desi gnat GMM&M&&@MQJM@%C bill of lading. 25 The
present system does not require a To O der Party to be designated. In
creating an elkbet wsenthgllsraare ist digigadisigganneyeingrd gibiata ksy which caersipgnditre its
initial To Oger r may al so
designate a 9 @ﬁl}e A}t?e 3 Br}?éﬁnjf’%ﬂgﬁsﬂ%@?}gﬁ%gg%ﬁ} naﬁ%ﬁir?zﬁed Cﬁqundorsement
on the bill allbﬁtiersyﬂerm mngviee p,rs»@den klanke figharto |rmrtnheBIW< mesyRe00 ltFetsérider

PCT/ GB99/ 03091 §% Order Partv role Held. Once eS|gnag§q% a To Order Partv
may desi griat € TEGEE GOUAOLYSIE HFLE A Te g WHOLTE WY eeriertements
described in semt DPSallorthi Bud- Once a To Order Partv has been designated, it
may be changed by- the process described in section 4.4.3.;. A user whi ch
is the current To Order Party and si nmul taneously Hol der (|. ., a Holder-To
Order) of an glegts ; J Rhas,.yhe power to: (1) Designate a
successor To UOrder Z) Designate a Consignee, and

t her eby convet tzselrhknlbrlremtzmmage bsbﬁ quafnohelﬂe nghémtity @ inonortsigandsf euabl e bill:
10 () Blgpk endarse the bil ng t hen d S|gnate a new Hol der, thereby

neki ng t he’ bi "% f’%?@f"ﬁﬁ’r’é‘f @ Hé"’h‘é% earer Holder: (4) Pledge the bill
by designating a Pledgee; (S) Surrender the bill to the Originator-carrier

or designated Surrender Party;
Operational Rule 9 4 ytggnticigg of documents

A document sent in a signed message is deemed signed as received in that message,

regardless of whether 1t is signed as a separate unit.
15
242 le atio igital Si res in Message Handling Uni
As mentioned. one of the principal benefits of the present system is that its
message handling unit tracks messages and provides for assurance of delivery through
message acknowledgments. To provide message tracking and trustworthy delivery,
20  the present system acts as a disinterested operational intermediary between users. The
process of sending a message from one user to another is a multi-step sequence as
described in Section 2.2 above. The present section explains how digital signatures fit
in that sequence.
In each step along that sequence, the sender digitally signs the message. When
25  the present system sends relays a message (including an acknowledgment) from one
user to another, it digitally signs the message relayed from the original sender. Its
digital signature on that forwarded message attests to the verifiability of the original
sender’s signature on the original message. This figure illustrates this sequential

signing and messaging process.



and 1 S (6) Gve a swtch-to-paper directive for the electronic bill of

| adi ng. A To Order Party cannot perform any operation in the title régistry
unl ess the To Order Party is also sinultaneously the Hol der of the affected
el ectroni c Wl db/s8hs | adi ng. Such a To Order fartv that is péfesédugodrol der is
terned a "Holder-To Order”. 20 4.2.6. Bearer Holder A Bearer Holder is

anal ogous to the person |n physi cal possession of a bearer bill of |ading,
i.e., one that is transferable by changl$g physi cal possession of the bill.
A Bearer Holder is created by blank enddt'sing an electronic bill of |ading
and then designating a Holder as described in section i.4.3.1. Thus, a
Bearer Hol der is SﬁlsanM‘e 33hbWE thoheBkieeAfovd diANKRRE NS QeriRla86] [omEC bi l |
of lading. The role of Hearer 1-1older has various properties in the title
regi stry as nowsgisderdliseynit paceedsara savenpeofess emiatlews. a Bearer Hol der

Shior sed el ect rontd A rigs paf R eRh s g7 slBhARE R B Puthstha 2 O AT
one user at asehiywEmessdye ietht hﬁssh@J iadlinganH féroisvardindRe aearecipientder ) of an

el ectronic_bill of lading. A Bearer Holder exists only tf an electronic
bill of |ading had? )oE’éent?sé%ﬁ(haé‘ﬁ’éﬂﬂr %HISSLBFéﬁkaCQWH?@&%w the fermsef apt i onal .
An Ori gi nat Orpc(sﬁﬁré Eéié‘x&)dedérﬁlen@rr&é’&édﬂ@a@&'a@ék%%rn hiGe Qdkk&wl@i AtieRGeqOr the
current Hol der-To Order can bl ank endorse it. Successive I% ders of an

el ectroni c bi folas afnod- admnglemndwbghaﬁbdmasa@ésndlldgwnwcnfmea:ltelsemied’s4 3.1

As nenttaned bo\{e whi | e %in el eﬁ{ronl c hil d| n s bl ank ndorsed
desi gnati ng ad'BiA! gigratrs o8 clesgts e@‘ﬁfé‘é’laﬂﬂ; SHES 4BARP . 10 The
current Bear efhe BRLiAseARYir4RShA0AE %ax?dlx%k'%ﬁi@%n%%érhb%rﬂﬁi‘{h@Qn@ﬂ@l@@ﬁ‘c{er glser the
Hol der of the electronic bill of Tadin he Bearer Hol der al so

el i i nat el9 t sdigitnl sighgruremd Vindythe wentmtamkoreqﬁatm@eriéﬁte ragsengd dsndinatuniig a To

ader QPR kR po%ﬁ@ dm-m%mﬁh’t[.l{eep%pe&%{: Bhas il Hah O AEhe GRG0l C 61 11

nate a new Bearer er (by
desi gnati ng aThearckioh siedk rhedsagt helgnbcabbkthe@&wirs@dnm;ﬁ@thm c bill of Iading).
The Bearer Hol der cannot. however bl ank endorse the bill, because it is

al ready bl ank endd?)s ke message pefarwprdedewish Fdormyemeagetsy Bying tihéeeBfaconvert

t he el ect
o e oy e b SRS AL ABRLSLARLE Y o LIBRL opy oo v
el ect roni ¢5 bi formothe Inaadsagghirﬂhag nmnfdnrmshadﬂatml the briginal sedder E’dlcbebgés thhe bil |

by designating a Pl ed Regquest. anendnent _of the - and. (6) U ve a
swi t ch-t o- pap PSSR0 & g‘%i““{“ﬁ TEHRIER D i S e Bfsq *aBiC’H@“Yz&g%é%

PlledQee A Pl egke%,?sten% séyitd fBNALAThh kil thmema&tes g e vk PG @Sthel N the
el ectronic bi | adi ng based on financing of the shipped goods or

assuring paynemticd providere and Thisrtiiredtgee thaolthe heségd tradlinghesehssrmomrlyi es in
the title reg{/esnt eX:the sender's digital signature on the original SMsg, as the Operational
20  Service Contract provides. On request, the system service provider will provide proof
of that verification in accordance with the Operational Service Contract. The original
user’s signature and the original SMsg is available on request. from logs and records
maintained by the service provider. A FMsg has a type header form differing from the

SMsg that caused that FMsg to exist. Although the substantive content of the FMsg and

19
W

its SMsg remains the same, the FMsg reflects its logging and tracking by the service
provider run parts of the system. Consequently, it is not precisely identical in form to
the SMsg, so the digital signature on the original SMsg cannot be verified against the

resulting FMsg.



WO 00/ 55774 PCT/ GB991 03091 -~ 5 Any systemuser identifier can be
designated a Pl edgee (i.e., placed in the Pledgee role field). Onlv one
user identifier at a tinme can be designhated the Pl edgee of an el ectronic
bill of | adwoaossdesi gnation of a Pledgee is not mandat or ypcicBed/giesn- To
Order or Bearer Hol der can designate a Pl edgee. One Pl edgee may al so nane
anot her, succeedi ng Pl edgee. \Wenever a Pl edgee is designated, the Pl edgee
is also automatically designated the Fpg_er of the pledged el ectronic bil
of lading. So long as the Pl edgee renmains Pl edgee, it is also Holder. A

Pl edgee which is 10 also sinultaneously the Holder is termed a Pl edgee

Hol der. A Pl edgee(4an wWeasignatledgnest! CRRES Of used mofRykideldbmedtt Snals gk
identifier fromthe Pledgee role field and thereby relinquish its pledge. A
Pl edgee whi cHssted aPagessinndl it Beiss B reriiepoyaidies (he, srviceaprpyidergedigitadl der)
has the power_ o ' i sh i | by .del.eting its user

i dentifier frséfﬁ’qgft“ﬁé"%ﬁf“%%}”égée l?f‘{?% By ,P¥°?§'§P-V 'Eg?qgerdc%dg %ﬁeﬁr té‘géeé‘%‘i}‘ys

desi gnati ng idssekysteirh@sgandOrtgetenBas tay vadid d e 8le@asd AMdGn®ivhk. off thading is
not blank endorsed. If it is blank endorsed. the PledUee Hol der sinply
removes it wsehcatige filsfor artechpigeh fareis pppatefdethe ofcepignit e Juskr sydten edtympeconi ng

Bearer 20 "bltﬁlﬂ j el X ). G ve a_swtch-to-paper
directive for 'eeﬂelf gzé@lr éJn?l\%%B% ﬁ'lgg%b ﬁ?%{lg?%gqheal%gl)pf% éﬁ[ﬂe}@ws |ng ?egorg "Jiccessive
Pl edgee Hol degnt idthehchtheskge datdbhgedit. cannot, however, designate a new Hol der

which is not also Pl gd@qﬁe. As nentioned abovg, a Pl edgee which is not also
Hol der exists onl )i LGy yrotigicagion {DNgt) 1 qrefa ‘é‘@i%’f’ﬁﬁatﬂﬁléggoﬁ 1f) deppsA-
desi gnat ed Plwfgege flesQod DRdiHY \Qlii"crreceﬁ@ga dges it?%y%@blﬁ_%:}t&ttﬂeseﬂ\?@gg to

desi gnat e anot her Hol der whil e al so Pl edgee. 4. er 00/ 55774
PCTI GB9910B09tiginal BvSEhelf Hel desage habdimg pait trgceivap a iR Nt ietdyed FNot phsi cal
possession of the bil]l- | adi ng docunent, if the electronic bill of |ading

0 .
is swtched t‘ﬁ‘gﬁﬁ‘bé‘?n.derThgh?—IB}“%rorr%\ioé' f 3%l tdieh 585 Ao tie: BFBbaKtfig@li n t he
title registr i - : Mo =Yl A
designated a gm? éérqgt\(l\tlh.gg%&ﬁg%mf 2&0 ﬁ%}é%ngqlh Z‘ﬁ%‘%a? ?léggt%r};é@gesgc fl%gpr?%é Hol der
role field). erifighiltyef theescipa¢nt a digilsignamrdm thherddadrdrk.of an el ectronic
bill of lading. It is mandatory for every electronic bill of |ading has a
Hol der at all ti rré@cfl?edfﬁgf %@“‘%&%é‘f‘i‘&ﬁmﬁ?ﬁ/? Ise’it?bé“‘élfﬁsrr%lﬁbaér(.%%) IETBF‘d@? cannot
delete itgs Uﬁﬂﬁmﬁtg%g}ié‘nit 8fa Ldyommidieo Hadder role field. LO A system user who
er

is currently the Hol of an electronic bill of lading can designate
anot her syst em usdiguas ! e fot dert, illustrhgsthe ressdgd Handling ual BovsPhigdthee. The
Hol der of the eL ctrgnic 6i 11 of lading may change as long as the bill is

SRS

active (i.e S PR AR®n the bill is created until it is
surrendered or switched to paper). 15 A Hol der has the power to: (1)

Desi gnate a Pi'gdgeeaeH%l dﬁr| or_a Sgi%ﬁ‘ essive
20 In the present system. a digitally signed message and the documents within it
are legally deemed to have been signed by the user listed in the certificate used to
verify the digital signature (See Rulebook 2.2.1(1); Operational Rule 6).
All persons using the user’s user identifier and a private key certified to that
user are irrefutably deemed to have the authority necessary for their acts to be binding
25 onthe user (see Rulebook).
A private key is deemed to be certified to the user if the user’s user identifier
appears in a subfield of the subject field in a certificate. Other fields may also be appear
within the subject field, at the user's option in cooperation with the issuer of the

certificate. Those other fields can be used to manage individual representatives of the



Hol der (if not also Pledgee); (3) Gve a switch-to-paper directive for the
electronic bill of lading; and (3) Request anendnent of the el éectronic bill
of lading. 4.3. States and Tv~es of Electronic Bills of Lading 20 Tradition
built up ov‘gﬂo&gﬁ,@enturi es provides several taxonom es fgir/EhdofoSoopf

| adi ng, which can, for exanple, be clean or claused, straight or
"negotiabl e", and so on. These distinctions generally persist for bills of
lading in their electronic formas i npl.eémant ed in the present system A

bi | l-of |ading document sent into the present systemcan, for exanple) be
cl aused or cl ean. depending on how the Originator and its 25 counterparties
draft the eBlusekexl. thédoWweneind t Arabd @SE atdiaMaividuas] adivitel RGTHIONE Retween
bills of lading, the functionality of the title registry adds a new

t ypol ogy baseiasiFaliet her the electronic bill of lading is operationally
active. That functionality al so adds sone operational nuances to the
concept of transferability and distinctions based on that concept. The WO
00/ 55774 PCT/2XRO9EOGO®{bN of ¥esshgdslandDogunssntssect i ons exam ne t hese

di stinctians basegj on %ﬁeroati onal .activit alnd transferability. 43;3 1.
Operationdl St at e 8% AFCEEJRTNSHT L2 esreq Kafng PASDRS RO R & | i f e
cycle of creahdyoRisRNEdcBHIdN AL ADRequirb® b ARE RiiicBEBk, bliAhsetsh@ayf khdoge (LTI Sty
can performon the electronic bill of |ading vary dependi ng on which state
the el ectr oni®ECBPYMeSHLESYading is in. Briefly, the electronic bill of |ading
has three operati aQ@hpishah&din HelprdsSntGy8ah Gk hsOf PutaBRseBbdotdd QyRthBl Luse/BY
transfer into a suspended state while” an ‘anendnent i s pending, and al so has
a 10 term nated wentepreaditativie psesusharged topnoripd nedssagesr oHise. thiel userodr dsadi ng

havi ng exhausted its functionality as transaction su rt J.nstrument. The
netive ot Dt e paede, B7 Lol e L BRI P o HORER SR BT C i 1)
of | adi ng. Thestaftsemicespratideri & dubscgiberupOadrevdignott thet elessage; ald eksapd Of

| adi ng enters syspended status indicatin unr esol ved anmendnent request.
The act | ve. sTERLTETEL e R S B Al Fon Sansrea et Gt S8 B rat od
In the actiVvan&tak euck ReanchMBE) Badll dh thé Inborfing hittiapd teaneshe hirimag edif ed as
described in section 4.4.3., or pledged, anended, sw tched to paper, or
surrender ed. eTerepts ifspwadeedegpisnte publickayerldd ricipient priythen decryht it hengisver to
request afn am;iggtrer%%;. of the electronic bill of |ading does so. The

S,

suspended state en and the 20 active state is resunmed, when the
Originator denies the request for anmendnent, or grants the request and

conpl et es the( amandn;e ., \Vile an ﬁl ectronic bill of lading is in the
suspended sta%—%—%%%%%@ d f : ¥ ble other than the granting or
denyi ng of a TaHuesdn: b&miREBAUTE Ma usdh@ickprsii matad i atklshad BB afind when a
party with the nec_essar}/ power 25 surrenders the electronic bill of |ading
or switches i'feR@lipspdptedimg syt e ek er mi nated state is irreversible.

Mor eover) 010 @per &l k QB3 b AkfucPRERIALRiRPA an el ectronic bill of lading in the
term nated state. Section 4.4. below describes in nore detail the
operations tHhat caeyenan kellsaga fald whishindicstes|taadiitngublis kehanmy de vetderen t hese

oper at i onal sta St?dn‘%nod

(c) is published in a recognized repasitory.

(9]
W
(=]
el
<
g

Public-key certificates are used in the message handling unit to establish the
authenticity of messages and optionally providing for their confidentiality in transit.
The authenticity service is provided by means of digital signatures, which depend on
certificates to associate the digitally signed data with its signer. In providing

30 confidentiality service. the certificate is used to assure that the person establishing the



Wo 00i Ss~~a -Ss 4.3.2. Transferabilitv States PCT/ GB99/03091 The criterion
differentiating the active, suspended, or term nated status of operational
activity is based on the stages in the life cycle of an electronic bill of

| adi ng and waeosswsr at i ons that should be permtted at eacPCHEBYO3IIThe
criterion differentiating ~ the typol ogy described in this subsection is
the transferability of the electronic bill of ladin~. Since transfers are
operations consisting of designating amgther user in a particular role,
transferability differs only perhaps conceptually rather than functionally
fromthe operational states. The system distingui shes between three states
of transf er alsenfideptialignerstyptsribhcontidentialrdatadyyatbe eublickay of e agrsen whalispd edged. A

non- transferq}géaﬁk%gg&ﬁd%ﬁ ﬁtgtugn gglsv\/p ﬁOatQkévg' nator) current Hol der-To
er desi

Order or Bear BS a Asi gnee for an electronic bill of
| ading. Entry into the non- transferable state is irreversible and permanent

as far as tragnsferabhi state is concerned, and ends only when the

el ectronic bl%@%@ﬂq%'%a Ethe 1 ~ term nated state by surrender or a
switch tospaper. hsapgh@r abiillistiestBl GolhARYESIed! &isNAbgRRSiIcBhgcbd h an
electronic bill of lading in the non-transferable state. A transferable

state i s ent épd&genganidi ateaples ihviba porsod awy hawe ia sheditirseadygefor Pemple: or bl ank
endor ses the new GheebidM fie Blbanthal ALAGerHEARS [PEARIrdd whd tdafe” P! ed

while a bill is pledge transfera ity state en S
made non-tr ansf dizablesi@o Cb‘}dﬁdﬁ@l zgnd&ttemrsgﬁat@un@ﬂ@mbscubermhﬂcﬂ inhienbi | | enters
the term nated op i,0n current To Od Par r..Bearer

Hol der of a transf%é? gBtfsér eir ?qr%wr) &eﬁﬁﬁ?%ﬂﬁe%ﬂcac%§§°9t§ aﬁ'g}ééj?‘ﬂ%ﬁf Ogarty or
Bear er Holoderthe poGitedafcorapdnaingitghe guiiiicadel Nged fmahé)éelnliﬁcﬁieedgesx)bscmer
designate a Con5| ggnee (making the bill non- trangf er bI e). A_pl ed%ed state
is entered wieA!ss Wppgean ‘H%%Fr@ﬁ‘f%& digiy] spgnayyFrs evenfipdle zéhaf cemifFas a

el ectroni c bilelsoRfis liagiedGne FRELLHRAIGH S trafeRed RESs WREDLHE 181800 e® €nf OF CeS
or relinquishes the pledge. In the pledged state, enforcenment or

rel i nqui shmerrertigicatefvad pﬂeedlgeerawberpe%srxbloes ciphiengsigital gamnuess o be amended or

L ened 10 paper T RaNRE Yl (i Doerdi 3 AR R Bler Br PUEEAS R Bl

Order Party, or Consigne € no eratcions
El ectroni 5 Bidréasionfof Iﬂaaddh@xm sxgnature sends that dlgxtal signature with a message to the

relying party, who verifies the digital signature. The Relying Party then ordinarily
relies on the digital signature and the certificate to establish the authenticity of the
digitally signed message.
The Repository is a directory or database. In verifying the certificate, the
20  Relying Party should obtain up-to-date information about its current validity. That
information is ordinarily obtained from an online directory or database of certificates
and information about them. That directory or database is termed a Repository. It
provides support for the process of relying on certificates using information obtained
from one or more [ssuers and other sources.
25 These certificate-related roles map onto the roles in the message handling unit
as follows:
The only Accredited Issuer of certificates in the present system is the service
provider, i.e. the operator of the present system. Other Issuers could also be accredited
in due course. The service provider performs the issuer role pursuant to a contract with

30  each user, and that contract provides the details of this relationship.



WD 00/ 35774 -59 PCTJ(GEB99/ 03091 As noted in describing the states of
operational state activity in section 4.3.1., an electronic bill of [ading
typically passes through a several transactions or events fromits

begi nni ng t@oghskr4Ni s progress changes data in the titlepdoghddloses r ecord

for the electronic bill of lading. Through the rul ebook those changes in
data in turn effect 5 change the rights of systemusers in relation to the
el ectronic bill of lading, nmuch |ike a paper bill of |ading changes hands

and transfers rights along its transact40enal course. To effect these
changes in rights, a user occupying a role having the requisite power

desi gnat es ot her ers to yoles. Besides desjgnatigns, a user in a suitably
enpowered rol e nayﬁepgf’rfvl%lﬁﬁ‘?vdfeﬁeap‘?@gea%fﬁ Sﬁsé@ﬁré’@? ™S heY Y e SMoegi st ry
record as weldigitallisignsl hesogdsi ont @8I MeRsed RRFIBnL RN &t iHoNebschibk® Jral | owi ng

is alist of instructions supported by the Title Registry. The functions
avai | abl e t o cpaificstely whigh Sarrsaificatedan b werifede 32. ( 1 ) Create - allows the

creation of a rec ' Y ' w .

Hol der-transfers ﬁ% %éﬁgiﬁv'%gﬁgg@’g%l?%eyg@ﬁﬁgr g%rg(%d.ﬁ%?ef%%g @r@mﬁ%ﬂ edgee
Hol der - ranesitanPhedgedHtikitd sigoatutes ambfebr on thepl ddgaesdign afithexiesshgeng BBL
record. (4) Nang. To er - nanes To Order.party . in an existi BBL
record. Name h&ﬁ??d‘ﬁ@é’g@cesnlésn%%ﬂaaor st ﬁﬁrgésthcgaf’ﬁo%%r’s‘f’itﬁegr%BE% FB%& d. (6)
Bl ank Endor selirectlvesiomasr’ ¢ digital sighatghe,ranp @ieh Yorwardaip Lntessdge vgarBilitsidggar d. 20
(7) Enforce Pl edge -nmakes the Pl edgee H?I der the Hol der and To Order party
(if oneis néﬁ%‘ﬁ‘%reotf’ ago Fra?‘%f’e‘?’}&’mnet_“BfoEy PR thay digitak pigpaiurpmsf theedesyiee (8)
Request  AmengiBider.1f he Qs EShadniSnoiriCafidth Qlrit} theafiBRsiEDEBRL L Shsh§ ated to
the existing BBL record(s). (9) Grant Anendnent - grants the anmendnent by
updat i ng 16r dveaeleienes BRLcenHicate oorfde)the messhge Mndling Watgietnsya BYak0p tBeny

Amendnent - denjes the amendnent, by retugning t.he BBL records) .in the Title
Regl stry 1o CHBET i % 2T BOPRR s enee RS Ttims Ry GeRe g
requests the digitay nahorallt @essagRatigat an saids.gi aligiphpighatlk it effistle 0FiLgi nal

BBL. WO 00/ 55774 PCT, GB$91 3091 -60 (12) Surrender - returns the BBL to
the Origi nat GFHHAFYe AiSIFPRte orallcsers) ThiAEWRIAELS HOtRY'S CEHHPUCP 2EfetdfHll age) .
4.4.1. Title ReQistzy2@perations ~n General S Each operation involving
title registry records is described specifically and in detail in the
sections Bfter thile eneice piswidoris, the Rerosieryt i s ssotcesPravider eersilseser t hat al |
of the title i : i h C cof 14S] : er al
nmessagi ng f raﬁ%?&g %f I%P%élazrirggsﬂég%ge%g% 9 ﬁ’gg%% %Mllér%c%ﬂ%{ééggg% ??hgg‘g?f ecting
the title regignatue. it obtaine thapbddsh eshificaterfeam the ofer ditebase sWaerea brandrifieg unit's
SMsg- FMsg- sequence. .10 explained in sectio 2. and . as.idlustrated in
Fi gure 15. D:\ﬂflﬁeéﬂ?eep"i‘g‘,ierrsélfgéﬁglaﬂ%'@t%%%? gies Tgedgr?%{aé"g “Pﬁ%‘déﬁ/ér&%%‘hge sent
froma User tsoithie desmageifdardlyichgkldgiatre@bitdriie Central Systen) reference
nuneral 2_denotes h,he ihput fromthe Message Handling Unit to the Title
Regi stry & the CARSReFic SjRuptaT, overimpliise oVt RRPRERS A0 HsnBRRSE PRt 8% urn code
fromthe titlgakRgl RweVer! G934s8inh TeRAMRHAES SheOlssubp rdliBE ofl ifeMRsEn YRERLE-
reference nunmeral 4 denotes a notice in the formof a FMsg to the affected
user (if requiomeethers agrdonrthq enrelireant propess bl wWischiesarseaist intopprackdel weokent to

t he sender of | J re specifically, to perform
an operationtgi ﬁﬁﬁﬁggﬁéggﬁﬁﬁ&gﬁgﬁﬁFﬁkia%géng?y: ( 1) The user initiating
t he operation sends a nessage having a type header in 20 the SMsg formto
t he nessagﬁ handl i .uqit. That SMsg nessage includes in its type header an
el enent Ih.er%ﬂ—fﬁgﬁ#%%F#%§@%§ﬂ¥lIustrated in Figure 16. In addition, the
sendi ng user mnust ApEdrteitaiens h doh@al f36or@ BlhichGddntifiss AndbodUpEroh with of puBlicressage.
The eBL Text need not be included in relinquishing, ,ar enforcing a pledge,

requesting orkeeff Gngtatseherarormation mesded go mnaegdr ligpit é‘&ﬁ‘?eeh“d’e]ﬁf“ﬁg t he

el ectroni c bilnedked 3@hikiGant FRepoRMiligO R L HE infoFNOAGH T DRenifitNE wender nust
include the eBL Text in the SVMsg nmessage. In no case is_ it an error to

i ncl ude a eBLRehdRg Pagresiiclyon theaquificetes o Pieblishvihg anbienisiiohiBeseagsdt i ndi cat e
the recipient of aii FMsg nessage, because the nmessage handling unit and/or
title registry will determ ne automatically as described in the sections
bel ow which users are to be notified and send them FMsg nessages,

regardl ess of which 30 recipients the sender indicates in the SMsg nessage.
As usual . when the nessage WO 001 55774 PCT/ GB99/ 03091 -6 |



handling unit receives an sNNsg wth the Instnzction elenent, it returns a
Wck (or BLlak if the sMsg nessage is technically invalid as defined by
prescribed criteria. (3) If the SMsg nmessage is technically valid, the
nmessage hanwbiowgsTani t passes an Instruction based on its POVGBIEGINN
element to the title registry, which processes the Instruction as expl ai ned
below with regard to each specific type of Instruction. After processing
the Instruction, the title registry retytns to the nessage handling unit a
code indicating whether the processing succeeded or failed. (3) After the
title registry has processed the input fromthe SMsg Instruction, it
reports the actioﬁhtaumﬁﬂettedeuenﬁ@m@ohhemﬂMHad byheerfentiter oOh digiel SMsg) 10

in the form of forvvarg y SS@"EFS .each of which E S,.a hi e header in the
rl~lsg form SRAPEH Q<8r ’C(}téi SH? PRI e d SHYHY digta S‘I‘J‘éﬁ Hed MBI ow f or
each title regingtthey cfdaatbooRrifv 4 Highblt Sinatuhe tRES&ARE nh@tnﬁgﬁfﬁ%e%ﬁﬁal forwards
the FMsg nessages to the affected users and they each return a

nmessage, the SHBAQERD thasertifipaie Qrleermiae wheiberthe ¢erificaie isautpstic. ofo véndy or i gi nal
SIBg message (i fighdl iRt Galioite, Bl RS AN aqqe%;y;%g Ifgk he title

regrstry carrie e i nstruction and sent e re
noti fi cati onebtain &t hewssey pubke sey ahfl sdsenter ldmtrte:aMn t Herdidial iusnature on

acknow edge t Vb fic t| on retyrnin t he S e handl i ng
unit returns tgaef\ Klo &ﬂr)}%ta% usS[ehl‘ Wseggv?rﬁeeg éa%}r%a}% hlen%tyT&E"%i\;éﬁn nmessage

has the sane thwehéldes 3t dhuigtredcBora st @fificaioReb! e UKAGPsigexeePén tdadcates S SMsQ
type header cgnt ains an glaement named | nstzuction, as illustrated in the

simplified e Btensatian Jine ending Wiapublis key ihetiipreliahlewithaut bying sertifiedt he

i nformatign necessaye 12011RERE Bid dhintrbdctibn. WAIHKSE EotmetifRs RXRLAHBRFE AL Jr eat er
detail in the subsections of this section. 25 Operations involving the

title registropaiaing -t Fee rOpgr ofedinkngena canficaneaing it dten wordsnisnpymbdial ef f ect
them can be e t.o e i C 0

transfers, C% ﬂiI%i%isf I thfg 2 ve&@r@r &%t ;@f(%F lg%ﬁ% e“rn(:‘fg%ifryn{I ﬁ% ‘%‘ {}?}a %erfchr ng to
paper. Cr eat [ dnrmnfnedmy Bk &star omhe cémﬁdateafnd i ditagdérss xeftlﬁeeurhhmd Thy mamber
Oiginator (the caryi erlf étthOI 5%’?’?4 g}% lI?CT/ (B99/ 03091 Transfers occur
as users charg¥ ‘faﬁe rom the dbreg cerififatsh PAog R BRAIYHAU el ectronic bill of

| adi ng purssuant to the Rul ebook by designating users to roles such as To
Order Party, Holder, Consr gnee and the i ke Pl edges result from financi al
institutions He e S FEHGEdd0UIE A pl edge nakes the

el ectronic bill OfThle"E.‘detélﬁ aemkmw cEfoG&H efseﬁﬂrd&éarm&ar;wnmaso he
institution has extended in financing the sale of the shipped goods. Wile
desi gnat ed aswRlcert§eatss it He pfeseranieat confrsmite thoseomandands.enf or ce or rel i nqui sh
its pledge. Amendi of .a 0 i.n aut e by the
Originator of an e-q?l g nCI ‘Sta‘b“%ﬁs tormuﬁh%jkev Ceortﬁﬁcr%gﬁrestec mmemﬁ al ﬁs@éers 10
Sur r enderting cmmum&rraflbm Télb@nﬁh@&hﬁmrlﬁxxdm {Tu cfbnﬂealdrﬂthhmdnhﬂﬁrsttosf cour se.
The eIectronr bi || adin u red o th |na carrier) or
t he Surrender paF © ?f‘ﬁb 58’3?28? ftE g%@ﬂ% orkipg tge eé‘)‘ettE’T’ﬁlégeﬁnfggl nat or
or Surrender ﬁfskwrcweh{médhmoset:mﬁ&tmrdlm Prlaﬂleprqlﬁﬁdthﬁeteﬁﬂ&d ‘pgiixvery of

t he shi pped goods. Swi tching paper can be performed if necessary to
convert an el Bchisgigcrmest and f@e\d\*ef‘?’dﬁﬁ ogen B‘gbldp‘éﬂ“%?ln?lﬁlf’“&me I} SQUELt a user
in an approprgie i@k, The remminder of this section exam nes each of the
operations in those categories in detail. 4.4.2. Creating an El ectronic
Bill of L3%ing 20 mee@miwgteaaﬁanéaréstMV@, il fuitsf opeacthdey. iand tl¢axt imasy a new
record for th he,title.redistr h BL Text.
The record co‘% tE%itrsntg bL‘)EI (gftrt].lf%eq‘ K f’pégh %%Pg 5%\3%{1\6&%@“{ g{(:ﬁ&?q%%rsllge%l%%g@ he

bi I'l. Onerati peseht Spste® ilmBlemefis dtd degilant foheahd @edningBi | | of Ladi nQ 25 V\hen
creating an electronic bill of lading, an Oigrnator shall: (a) conplete
the title regi stry |nstruct|on by: (1) Supplying the docunment ID for the
eBL Text; (2)3 t i pper; (3) Stating whether the electronic
bill of Iadi ng I s transferable or non30 transferable, and WO 00/ 55774 -63




(i) ~~non-trans'erable, designate the Consignee, or PCT/GB99/03091 (ii) if
transferable, etther designate the To Order Party or indicate that the bill
is Blank Endorsed, (-1) destgnating the Surrender Party (if any); (.i)

desi gnati nq?,ég@ I;lgl der of the electronic bill of |ading;, ddd)cmbhse the eBL
Text mthe formof a document; and (c) sign and send a nessage (including
the title registry |nstr|tct|on created under sub-rule (a) above and the
eBL Text to the title registry via the nessage handling unit. 10 The

remai nder of this section conments on tHat Operational Rule. The Oiginator
(carrier) creates an electronic bill of lading. The present system does not
distingui sh bet veg. Usehfer $00idf i fohG sy ANolEeChRAL SLRIGECT Oni ©
bills of I[ading and users 0 canno e tithe regi stry does not restrict
when an Oi giamatdr mjﬁcauicmatceotmﬁ’ ie teqiresomi sgstdsd. bt ¢acbf:ert1ﬁ<dnmgacc5mg,ure 17
illustrates c¢reation ectronic tlontaks pl ace
by the foll omenéng’teéﬁgmf“ 19 2 CRRE ‘&t}h‘ggfubé%bteégr!’) ‘%ﬁg ‘Qi"i‘iﬁrlab‘roﬁreat es a
nmessage to thetstesesage im@ndichlg abdic) keepiEcdiE@rgRcdiashidoyype header in the
SMsg form_ 20 (2) The title-registry is then supplied with the required
informati én. In the Instruction el ement within the SMsg type header of the
message, the;Qj gbgﬁﬁwﬁ_@ﬁ%ﬁ&?ﬁ&gﬂ inserts the subel ement CreateBBL.
which direct$ th ItTe registry to create a new electronic bill of | adi ng.
Wthin the Creat e@&ceetifenemsahm@mtign n«a;pmrt aﬁprea:\iwfei e snralled privlesr predent
paraneters, as_follo 25 (8 t he sup | D for
Phe accompang T GUERLAEE stblee ey PPt S aRYIEE S ASTHETA fre new

el ectronic blrédmrecftolo@ehmg achJuth:Iebﬁlds om&@odohaiaﬂt.e" (i.e. transferable as
described in section 4.3.2 ) or "'non-negotiable" (nontransferable as
described®% n section 4.3.2. ). The title registry checks this indicator of
transf erabi | istgy; agai nstiodigd estif@sbgRadgsksf or the el ectronic bill of |ading
to deternm ne WO 00/ 55774 PCT/ (B99103091 - 64 whet her the rol e designations
are consi stent wnhhe pratifier ge gehserzhtst gay glose msrf:ﬁﬁb”quaw@m B BIOVded for t he

bi I'1; () thenddds r&@t @l'i)su% $hd &%dﬁgg&cﬁﬁl? te%aféﬁﬁl'& chifiaBanfi VRE vérga i ndi cate
Wmch user is sending the nessage and creating this electronic bill of

| adi ng; (d) t he OFlcgingat sertifreagion| ascoump aloésf yotateSumarentBerenRélmeyt ofidrrendi ng on
mgf,‘hte L et il |sul?sgr|1€eg;[aoéﬁs:§£%fetge presEent s%/lélt%g%l hou0hai?mage§éct he ag‘Jﬂy oqqhel &sgr behal f

to use the system as a practical matter, because a valid certificate is required to send

messages via the message handling unit.

342 Cerificate Life Cvele
20 Figure 13 is a flowchart showing how a certificate begins when issued,
becomes valid when accepted by its subscriber, and terminates when it expires or is
revoked. The subsections describe the events shown in the flowchart in greater detail.
When an account is opened. an initial certificate is issued based on a paper and
ink-signed request together with certain information provided in digital form. Because
25  the account is newly opened, the subscriber probably has no means of digitally signing
a certificate request, so this initial or “bootstrap™ certificate must be requested on
paper. Ordinarily, this first certificate becomes the initial account maintenance
certificate.
The certifier may publish valid certificates in a repository, if the subscriber

30  permits or the contract between the subscriber and certifier provides for publication.



(e) the Originator specifies the user identifier of the Shipper of the new
electronic bill of lading; 10 (fj the Originator also specifies the initial
Hol der of the new bill; and (g) the Originator may specify either a

Consi gnee owoaossy7{r der Party, or the Oiginator nay Bl ankcEosswiseit he new
bill and thereby nmake its Holder a Bearer Holder. If a To Order Party is
designated or the bill is Blank Endorsed the Instruction nust al so
indicate that the bill is "negotiable" If a Consi ghee is deS| ghat ed, the
15 Instruction nust al so indicate that Ai’he bill is to be "' non- negotlabl e".
(3) The Originator includes in the nmessage (or "attaches'' to it) a
docunment that is {fahsakeepiiz dthge Ld¥diivefs metdylbeafmés&la E&miied%’r if he eBL
Text. This docunent nust have a docunent |D and sati sf e ot her

requi r ement s doRFcoribhn gbsiibgsienasr wiskes oibe bprndsaycits thzazwas wihbtespecThe title
registry stongy Lia@OGUTRALIRD LAY LRt e LRERARD LARPIE. ]?e%ﬁﬂcgw”e“t
retention sche ul it general'ly unnecessary to attac

i nst ances of Rehecasan'mvddctumnterbgzcmacb thgtynetitbertthresupscaiber rmetlmfcemﬁawrmg

mul tiple gounter par. gf a, single bill of |ading on paper. Because all
users who “need to™s ?y H¥*%thange the electronic bill of lading can do so,
users can f orego Simee contdish alveamd: ciakp Uhardvoked batificikd andsildp, taved e

copi es. 2~ (4 The Originator then digitally signs the nmessage containing

the eBL Text hdthas peeeme &holr%}ugele?é&q YrintiRoFantderthe Bplynet ey tedselge into
the message hﬁé’ﬁéﬂo@i@org%&d i R cé??fs@%ﬂ)ﬁo%ﬂtﬂ&&Q@@sceﬁzﬂr@v)ﬂ&ﬁéﬂgg

handl i ng unit checks the nessage for conformty with the nessage validity
requi renents cemﬁcdttddasrt@exareableadk T(h’é me'swgablztddhm O pe}fotm:r d:wgcthedewhdm icati on of
t he Orlglln)at nﬁ gdw%'l nlat £.00 qlee nessage, . es de Ztle tregl stry
and/ or nessag& HEndi T lﬂﬁn gl R Ee KPS PEr I Y ¢ heTHBs Sighae s Yo
001 55774 PGT/iAd2AMd) e Fdrvice prévider @i diditad kighatgd ainld eessage rwitded/ @6mfthed or any

other fault in the nessage.is detected, the neasa%e_handl ing unit _returns a
BNak to the @?S@%ﬁﬁahaaﬁ“m‘-’(w the psse mnst varify that dietidlpsignaiagy apd) cpwekt BEhni cal | y
valid and_si gbgfldsidnlofite deGRARAENE: hR veBhcalisi! Th@nglH‘jg'ﬁ)qr § Qsek I@f‘sté?ﬂ?ssage i's
stored. (7) If the title registry and nessage handl unit finds the
message to b@r@ngﬁedheakﬁdmt rerdnatiompitgmatishlly Wlthowte@télf’vdmfoorb)’t%squbm ectronic
bill of tial roles as
desi gnat eg)db {h@ @ngﬂ’ vgllr;he%? gbeé%lstré %S?}gl@%élssajrgg}:até??o‘%? g) The title
registry sends a nessage through the message handling unit having I O an
FMsg type header to nd HoI der of the new el ectronic bill of

| adi ng, and t6*HHE . 4582 i s designated. The message

serves as nNotwgs ;Q&wkéazem Qwatd mgu@fszgtnb@zréwewue}cei@&rr Sl chbdil the REpdsiagly ng and

of the rights and obligations associ ated
listed in the crIDistributionPointsfield in the certificate (or in the issuer field if

20 crlpistributionPoints is not in the certificate) to determine whether notice of

revocation has been posted for a certificate necessary for that verification.

When the subscriber encrypts information using the public key listed in a

certificate, the subscriber should also check whether the certificate is revoked,

o
w

although that check is not currently mandated by an operational rule.

Revocation of a certificate has only prospective effect; until revoked, a valid
certificate remains valid until it expires. Thus, a digital signature created before a
certificate is revoked can be properly verified, and another user may rely on that digital

signature and hold responsible for it the subscriber listed in the certificate used for



wi th designations of relevant users in the new electronic bill of [|ading.
(9) The title registry then confirns the successful creation of the -

el ectronic bill 15 of lading by returning a nmessage through the nessage
handling u g a BAck type header to the Originator ed the
neM/eIectrgwchE*rr | adi ng. That type header includes gaﬁgg%?§@?r0n1the
title registry of the actions it has taken. Once an electronic bill of

| adi ng has been created, it beconmes active as described in section 4.3.1.
begi nning when the new record is createttin the title 20 registry. The
information entered into the title registry when an electronic bill of
lading is creat i ncl ud the .eBL Text .an sig t| on all.remains in
the title reg‘llesl?rgzi}logn%veﬁ\}g?h?éSBlfscmt’er SpD i ﬁ%et]&eég‘agggernssq Eﬁgle ﬁ’ércgtﬁem fied
in the appl i cshblid haettead teoskeschedul e. Entry of the neM/eIectronlc bill of
lading is also noted in the chronol ogical |ogs of 25 nessage flow, and that
log is retained for as speC|f|ed in the appllcable retenti on schedul e.
4,4.3. Transfgpg ‘ : ‘ fSidhagldg Transfers of an

el ectronic bi aalng pass rng gations fromone 30 user to
anot her. A usér C#‘rﬁﬁ@# ast revakede at deélmegrﬁla'qu a'hot myce usérrevaraton ol e
(el d VO Opl AR RN CHIRIOR0 L SRl IS Bl SRERLRYSIAM Lscagniges o
transfer by on&vhvlmfdm abd c&cmmeasMc,ludirrgamsfteruestaacrabe@o‘asﬁgm&esagé lransfer to
a To Order PartY and trqu;er to a Bearer Hol der by bl ank-endorsing. For
transfer by offS“P@l Qeq el eiGgl g &8 transferring the rights of a Hol der
is ~ anal ogous to transferring the physical possession of the bill of
lading, if it were in tangible form This transfer consists of the current
Hol der des{ gnat i ng* serdfigs s siates o npticg S revoctign shathisdimgeldrevacaion is ansf er
s similar t OpdiRkiRg aBufARRE whbA lnofile Liagéva&non 3 PR ix0the. appropriste
"non-negotiable'". An electronic bil | ading wth a Consignee i s not
transf er abl e ¥€posiorfo T@ectentrapabett\yeeurthmqmiﬁﬁr@nd)ihelﬁebsngdyIsmutd epedidy sed. The 1
U Consi gnee, a er) nder I adi ng
and take deli %})8?3/!1&? rf(ﬁenq o %queléé %Ef r%‘ﬂg g an{? e?}egﬁ'{h %Irgédl%s'tpcibrévoggm\l}men this
is perforned thybughlpﬁmcglolnat or creati ng a new el ect ronic bill of |ading,

designating a To Party is simlar to iss a negqoti abl e paper bill
of | 51 ng o t he JubftsHEn s g Bemostam s IR e Aqepigon & an ole

directory or database containing notices of revocation, certificates, and other

information useful in the process of relying on certificates. The repository is listed as
the location where notice of revocation will be posted (the crlDistributionPoint)
for all certificates issued by the service provider.

20 The message handling unit checks that repository for notice of revocation of a
certificate when verifying a user’s digital signature on a message sent through the

message handling unit.

1 Title Regi

25 The title registry is a central electronic database of information relating to

electronic bills of lading. In the following, it is described how the title registry

processes electronic bills of lading. A basic knowledge of traditional paper bills of
lading is assumed.

The Title Registry is a database application for recording and transferring the

30 rights and obligations contained in an electronic bill of lading (eBL). The Title



1 ~ Holder (probably the Shipper). As long as the To Order Party is not

al so Hol der and thus Hol der-to-order, its capabilities are very limted.
When an existing Holder-to order or Bearer Hol der designates a

Hol der - t 0- oWO®0/557t4e ef fect i s anal ogous to endorsi ng theP@i/GBIMBMdIadi ng to
a specified endorsee. For transfer to a Bearer Hol der by bl ank-endorsing,

bl ank endorsenent flags 20 the electronic bill of lading as being bl ank
endorsed and elimnates the existing To g)der Party. It |eaves the
electronic bill of lading transferable S|nply by changing its Holder. It is
t hus anal ogous to a paper bill transferable by bearer. The next subsections

exam ne in grReisety dded Adtlstdrhos@ad thansiledoczumbntdit aCbidy ifeRE6d sducthei | | of
| adi ng. Pl edges of electronic bills of |ading, which are transfers of 25

i nterests for Hufipieed inthe %éks&egtsmzaﬁrwonaws dheabi! 9é Rding deasenbitself. 4. 4.
4.4.3. 1. DestRu@fgyn @ecﬁgllug%rm'gﬁoist 951'11%@ tﬁTlsngpd Rifs. the Holder is

anal ogous to the person who woul ave p yS|ca possessi on of the

el ectronic bill ofThkdainBegigtdy mstrtmmremgethangutfbthe efddcigmefired ®Cas BhBBET or e,

t he Hol der. th n e recei hi |1 | adi ng,
1° 00 001 soSe PRy sihyeiid bt R BodkBINE i W RBR Fq‘f‘é*’d?%g%?
swtched to pmamonall-‘papérmerqflacﬁngt he bil I i s blank endorsed as described in

sectl on 4.-~1.3.~1. Bear er Hol der desgrl bed in section

.2.6. Thus. desi gF'ﬁ{aF?C gé@ﬁléﬁv%ﬂ%f&mrmﬂeawb.m et Qfiee9ids contanings| (Ahtheendor sed

i ndl cat es Whopatids|(uRensgirebivhd; g tﬁ@ﬁﬂn&tt(ﬁq'e(ﬁ&s%@@&ﬂﬁlﬁe& ke tRaRpE oibéﬂL when
the switch-to-paper directive is carried out. However. if the bill ’is also

bl ank endor setnd (#iBs eBlaidentifien Hol der is equival ent to designating a Bearer
Hol der. The initi i n e | adi ng
is creat eg@ Ther ea t{{?}l%?ﬁé Cﬁanl Fssgﬁgv\g?/tge ﬁﬁ@% }-%ﬁgegr:g?%ggg sg%uﬁmn?l tle

regi stry can mmegr by ubthbnzedtpertnasérmeiedenmcﬁmsrafc sdmt adheorhial syenemrmésmgks eld. It
does not enpt%, field a}l i nstr.uct Jg desi gnati ng
a Hol der e S miesaes ?”ﬁ‘ ‘%‘% t“H‘érfe“teh"ésuang‘F?‘sﬁ%et F‘Bﬁa‘?’% % ‘é‘FS’% &g a To
Order Party. ﬂamcgmahu fogvaddsGRN FeGaROo tiRy Tiilk ReKietg OThs TG Rdpesuelvakdateani ¢ bi | |
of lading. It | ways aut omati cal I%{] conbi ned, wi t h desi gnation of a

Pl edgee; so tﬁlh%lt1 FRAUGReF RS 9 R4 ite 5§6®F‘§d©%‘brq“§“%1? WP o theomepsagegnat ed

as Hol der y5 Thgpdgis ﬂﬂﬁ?h@ﬂle&ége@xaﬁﬁlﬁﬁ%ﬁ Ads HOLESE «d fhe %H{dQﬁ@ﬁl'eé‘sa?enﬂd”eed 1~
not be included in a title registry instruction. O-erationnl

Desi Qnat m~a Herdasds the m:be\smgﬁageemathnewmmtd& aamdancee\ium:msmqnpcs put| df of

| ading, the c n e f th ctro shall: 20 (a]
Conpl ete a ti lé&rééérb#%/ﬁf tI?eB'H’ HeEGh ‘tr)ucno?wasl’fgg IE'%FS&%r' for that
el ectronic bill ofOdedaipodgnt ﬁﬁlﬁ'lc(ubl’j shohIthaex’mdte bewe&a pePattbilbbf 1hding ardladct r oni C
bill of ladin e fa f a doc a n and. send nessage
(inclaiding t feﬁ?fgﬂﬁééﬁm& ¢ RRgiste ﬂ“’FéiZ’t“)s ?gdé’ﬁéyﬁ“i Y §0m%InSgls;0 g%feﬁ via the
nmessage hamdl td¥giddRP t ThelddQcepe BRINGKIBIe fgidalti i§ nSERdckRiry G M¥EIEsEntOfHsttat
Operational Rule. A user can designate a Holder only if the user is either
the current HPICAWE th messagediapdinggmitgupiapieesothe I°§ainhlg°°n8}“ of therargsnsror

creating a neywvelceeiNANV&seP bbbradly ALY eBL (using digital signatures) and the Title
Registry records all rights and obligations in a single place. The eBL can be copied to
multiple parties for information, but the ability to act is determined by the status of the
25 BBL in the Title Registry.

In addition to recording information and controlling access to records, the Title
Registry also carries out four additional, functions, namely (1) automatic notifications;
(2) assurance that the eBL is enclosed when required; (3) management of amendments

to the BBL; and (4) conformance with the rules as stated in the Rule Book.

30  Maintenance of endorsement chains.



WO 00/ 55774 PCT/ GB99/ 03091 -68 A Hol der may designate a new Hol der only
when the electronic bill of lading is active as described in section ~ 3. 1.
Further, if the electronic bill of lading is pledged, the Hol der may

desi gnat e awipQwséled der only if the designator is al so Pl epgpessidosi he user
designated the Holder is also sinultaneously designated as the Pl edgee. An
5 Oiginator nmay designate a Hol der only when creating the electronic bill
of lading. As Figure 18 illustrates, to designate a new Hol der the

foll ow ng processes are involved: ( 1 )GUS| ng a user system the
appropriate user creates a nessage to the nmessage handling unit. 10 (?) The
user identifier i r er tn
the create nessaggvﬂbeg%?%%%%ggt %épl%tggv Ho d2§§§E%g§ |q'gseutr11tthi |§ glggérﬁ t\?\nq{lﬁ
appropri at e tsaodsr pod rededver(®st ruct i on el enent of the nessage type header.

Further tagged data, such as the Docunment ID of the bill to be affected, is
al so required there. (3) The user then digitally signs the nmessage
cont ai ni ng thﬂw@mﬂ@mm% and sends the nessage into the

message handling ynit t he nmessage, handling unit

checks the messag §‘m§lﬁ(“ﬁé“ﬁ‘c“ﬁfﬁ kil o g&?gl\‘}%ﬁaf‘gﬁcﬁ‘@e'ttﬁ‘én%&e‘imsﬂmdgw

si gnat ure. ng%wmss@%mﬂ%mdag 1rp£unnag@ngé&nraétlfsﬂ Batl GfHa ?é ¥d a'dé&n&nﬁck t he
formof the nessage. If the messa? ling unit and title registry cannot
proper |y ver idniitlingghediofier tol devggna i!llﬁcgo@ﬂﬁ frpoyethe garrier.  Fvdetidpally, drerhil26f of t he
message corr I

sender's di glqg Ps’ﬁ%geﬁar}f"ﬁ@g?%&{%gl ‘JH‘ %IH&H écgthg'\@éc }htéo%e val i d,
the title regingtit may passpldam@cthd:)yamlhaﬁgthng shheasc!mnkseaibng)fhetww Haol ey role
field to e t he user identi

Hol d th
Lo hoadlf . ' Bhs iRE sk i bt elba TRt &b hRR b PRI halt L1 e

registry recq-erau&ptblﬁ hat bill. 25 (6) The title registry then confirns the
successful designation of the new Holder b returnl ng to the sending user,
t hrough the nessadé® EEHPHAPULST tlading Faiips adytiongly busingss, meping gdyc

header. That gyagnheadss omelh?%meaeﬂmﬁs Jaf)&'ﬁédhﬁq bith bRaf RO SLEK, Of the

actions it has taken. The title registry notifies the newly designated
Hol der of it sTaithat egdeﬁnlmtromci?@@@a@mnst@m TBIGHOBO Hrord®f9 dpamieghat i ng a

new Hol dﬁ;)s ge%&g{)k% (ﬁ%%t%éacamﬁ%or&lg? status of an electronic bill of

| adi ng. Pon occurs as part of creating the bill,
the conpl eti on of Tﬁxhdo@m&&tpaﬁr‘reme:{anmssbﬂll ofding.t ke tochinentndipitdlya@ned/e st at e.

by the carrier, has a document ID and the other properties of a document as described
in section 2.3, including the hash result that can be used to determine whether the
document is identical to another. The bill-of-lading document is digitally signed as
20  part of the message creating the electronic bill of lading. As with all documents
included in digitally signed messages, the digital signature applies to the entire
message, rather than to the document specifically. The bill-of-lading document is sent
into the central parts of the system maintained by the service provider via the message
handling unit, where it is recorded by its document ID. This document is termed the
25  ‘“electronic bill of lading text” or eBL text.

The transactional information is related to the associated bill-of-lading
document. For each electronic bill of lading, the title registry maintains a database
record in the form of a table which is known as a “title registry record”. The title
registry record lists the user identifiers of users who occupy certain roles in relation to

30  the electronic bill of lading, as well as certain other data. The rulebook interprets these



The title registry record containing the designation of the Hol der remains
inthe ~title registry and available to permtted users for the tine
specified in the applicable retention schedule. The title registry

i nstructi orwevd/esetd N~ the designation is al so recorded i np€HeBEs®NOl 0gi cal
| og of nessage flow. and that log is retained for as specified in the
applicable retention schedule. 10 =1.=1.32. Desi~natin_ a Consignee As

section ~..2.=l e:cpiains, the Consi gngﬁ_of an electronic bill of lading is
anal ogous to the Consi gnee oE~ a conventional non-negotiable bill of

| adi ng. Designating a Consignee nmakes the electronic bill of |ading

non-t r ansf er ablk epdcifieanidnoad crpme Bértadrighpe sddostiighttnns Of relafien €Os ieoRenic
ordinarily ogcurs only once in the |lifetj of 15 an electronic bjll of

| adi ng, so oﬁ?&g‘)ttlf’fgn%o%fsﬁﬁ@éwi‘"&@é’ "fh?’éﬂedhggm? 1“Iq“‘e‘&ﬁﬁ TREIStYE SeUR AP EXDY r emai ns

may desighate a 'C-’OHS_I ghee in creating an el ectronic bi of lading 20 (see
Oper ati onal Randing3pit. B, To designate a Consignee, a Pl edgee Hol der, Bearer
Hol der, or. Hol der 219 Iy . i i | f ladi shal |..  (a)
Conpl et e atitle Fiéé;?ls{tggwibgfs?ﬁg% Allggﬁl{igg)l "’g‘ne%h tleégtaﬁg eﬁgfeaér}%%lﬂfeoa(r t hat

el ect roni ¢ bicbhveafionah@hpeg billasfdadfy, cdhbifedywitia () asienbasa revesis aged 4 fitd at di ng

the title registry instruction, to the title registry via the nessage

handl | g uni SSERINEFSIR: BORRIDY P Y enh Serse roviFG L G ! inSPRECUEnEBA dor To

designate a GRS eRt tuledt by WhichiIphtels ise?d acdbireli @ dn@dbRgdiiohd urkr it adi ng

shall 30 performthe procedures regarired in Operational les I-1 and | 5.

The title redhest)to thoyylenopls5774 PCT/ GB99/ 03091 -70 instrarctrons

designatijpg the .sane user as both Consignee and Hol der may be sent svithrn

the same rnessage The renai nder of this section comments on that

Qper at i onal Rul.2. Thle Regisgy Pattiesr nay desi gnate a Consi gnee when creating the

electronic bill o i not er. th r -gg} h urned an

acknow edgnent nofﬂh% f}bﬂﬂgg‘{gﬁ%q a&leﬁgéaté?l[ct%aré‘ dﬁhag’ﬁglpﬁg%ﬁgél eeﬁéns'ggécessf ully

created. The temfsrtentardolrobarly usddh diey paper Bedd are used dbere phossitie KBdvawtr oni ¢

bill of lading may al so desjgnate a Consi gneg. As {Een%i oned, an Ori gi nator

nust be creatHg® 12y el Brvsedging thegneaningioh gthers aligedy &t hadf et

Consi gneeys Thge GA4Eife ManldQ! d8he prlseRf §8lemndRERE & pdioblier Inndh eRsihat e a

Consignee only if the bill is active and transferable. As Figure 19

il lustrates, 9apoplsdegrratser ID Govesliagneeof thdpardesal Wty st eps are perforned: (

1 ) The appropriatf; . C . h i unit; 1

“ 12 Tnhat moo RgliSRE LCE BLER 48 HERPRE el Joe R P % 1 new
mandatory.

unchanged. Ongfdatd R LS ihstAicion e i YPRthkiterstor %ﬁ&rﬁ?lﬁc via the #ks&kd 91 nat or

Surrender party is the party to whom the BBL will be surrendered (the agent of
20  the carrier). If the Originator is also the Surrender Party, this field is not used.
Shipper is the party that contracts with the Originator for carriage of the goods.
This field is mandatory.
Holder is the party that is analogous to the person who would have physical
possession of the eBL if it were a paper document. The Holder is the party that is
25  entitled to receive the paper bill of lading if the BBL is switched to paper. When the
BBL has no named To Order party or Consignee (blank endorsed), the Holder is
described as a Bearer Holder. Either a Holder or a Pledgee Holder is mandatory.
Pledgee Holder is the party that has a pledge on the BBL. A Pledgee Holder is
a bank that has provided risk financing for a trade transaction covered by the BBL

30  (typically through a letter of credit). A pledge enables the bank to assume the rights



Consi gnee's user identifier wthin appropnate tags in the Instruction
el emrent of the nessage type header. Further tagged information. such as the
docunent ID of the bill to be affected and an indication that the bill is

' non- negot {YoRsmms i S @l so required there; (3) The user tRefGHdzbal | Y
si gns the nessage containing the Consignee 20 designation and sends the
nmessage into the nessage handling unit; (4) As for any nessage, the nessage
handling unit checks its authenticity b verifying the sender's digital
signature. The nessage handling unit ar@for title registry also checks the
formof the nessage. |If the nessage handling unit and/or title registry
cannot properl.Yy. I d e iRGOrrect,
it retuPnspa (%Je\é Otﬁeyl awﬁfg %e“@sf%n der’s dLﬁ ?{eg{éﬂéef pu\r)vfggl“sp\?gﬁ“l fied and
t he message ihas ﬁmumdedx/m Oelder pixey b Cbxﬂxgnesg(b&mm)ﬁndd'rwdgese Ptaeeeec){tﬂdtﬂtis of the

Consignee role fie|ld fr e t he | fier w, Consi gnee
listed in théle?fé‘bg‘}a(ﬁ% at %@Ee%é@f% I*fégefﬁhgﬁ‘é T8 aré’gﬁdgter FF confirns
t he successf yhandgsivgnati on of the Con5| gnee 30 by returning via the nessage
handl i ng unit a DNot nessage having a SAck type header WO 001 55774

PCTI GB99/ 33091 - 770 Qsder Rarty ésridie partyTHhat lStt%@dhféa‘U@fra iransferrbles(nagatiepler t f r om
the titlere tr fLon I ry notifies
t he new Cons%gBhLee%&?ﬂﬂ% ﬂg%fgtg’vl g%a??(;ohnan'l%? t he eﬁg&geﬁe I)lnglma T8 @I‘t{e current
Hol der ( per hapsy)tthandegbic BBE. ”ﬁlasrﬁeldwzpagmlas the one effecti ng the Consi gnee
desi gnati on), theCnotl ce. |th tﬁ tt he fo g, fext é; oti,ce: "You have been
desi gnated as t he "EHIEIEF 537 PHIS %‘%EW“SY b| IT’r SEOPRA S 1SSt dance
with the Rul ebaaknsidyble/(nohriexotitbly)BBL.CaRdAd iy oftfonkiol der of this electronic

bill of lading in addition to your desi, nation as a O der Party

Consi gnee)l Bear er MoFeoptre gftyeld Ser@(’("gﬁ@r &R Ree? P‘I‘rﬁ’v‘l“c?e ide Registry Feﬁ‘?fén behal f
of the Origi n@x@%tl@ﬁeg‘iéﬂ?&vtﬁgcﬁjn@ﬁ&ﬁl@n&ﬁ ¥ & Q‘fy z{sa:gﬂélg; thd USerGBIshigy ) that
t he goods are now hel our order urtﬁ if the new Consignee is
al so the Hol dkg sametrogimgme.dwe insienqehd tepetsey ivhoe- GB BpotretInon) agthe Holdae Titl e
Registry a “ g f [ [ ut period
of 2=1 hourﬁégﬁ%\%}%& ﬁ%@ﬁﬁ tr!’cpl ergr%g‘?ﬁgdrl&grgg\gééalds%%% aBtLe vmth t he
new desi gnat ilolderpr ovi ded that the SBRf nessage is sent before the

desi gnat e\cfi user 15 takes any other action in relation to the bill.
Alternatively, it may accept the app0| ntment by returning a UAck, letting
the tineout p R oRk § jiggtion in relation to the b||| ot her

t han returning an SRf Demgnatl Consi gnee makes the el ect ronic bill

of |ading non-tr a8 BEHINd GHBGIUQRAT Hhoursr ip FFe“t’toPt“I gn sledoic Oyl ¢ éa‘l!l‘ifﬁjat ed. 20
The title r eQHréirrBMpeH‘?&erSIesCtﬂﬁtr@ﬂéEI Bé&h E&Qrﬂﬁ%hﬁrﬁ{c’u% 4 vild6r G@AS hahee
remains in the fitle registry and available to permtted users for the tine
speci fied in thhavanghwse Eeastiensrhave hednoreplinated diyl the oftvatian of] the tidg iregisty,

i nstructi n I ol ogi cal
| og of m&aéi‘“ﬁc%#g“éﬁg’?‘% ﬁ@ﬁ 5519 gml %QIF %tcﬁ §@n§§h{r‘§ﬁ9f§g&sp cf;olmeec{g 9{09{

appl i cabl e r efieddstin @nitls cé'mﬂnylrecochShedmlb 1Bgisry fless griatnangn @boldicthOswdms oPar tv As

section 4 ~. ~ n der, Party. of. an el ectroni.c of | adi ng

< anal ogous oS deRsRby g R SotRe HiioR oS [ Rerer S an

endorsee, thetTo Order Party can further transfer the bill. if the To O der

Party also holds it. For an WO 00/ 55774 PCT/ GB99/ 03091 ? electronic bill

of |ading, the pr&gesfsl‘hﬁ%nxfé@m simplified) yex dheelagical Syt rof @otitle epising ¢

desi gnati 5 aesh@CRRIIUR lr;rfﬁxs(mlﬁis%ttéor?dié é/xp?amj:dlﬂglha"?ﬁ thd se@ion. @

Hol der-to-order). ~erational Rrl igncrtin,~ a To Order Partv 5

A. An Originator iy ceeit ghatate éelir @'@Qfearus?falﬂ?‘}}lﬂieh inchuding alpserrdigsiont r oni ¢

o egg on 20 e 1?@% (Rgh %ﬂgé‘tgeﬁv&%ﬁ% indiBhind QefARREADS! Gindk HOuX dPr Party,
the user), but without the user identifier extension. Although a full user identifier is

listed, any person able to digitally sign on behalf of the user can send a title registry

30  instruction to effect a change in the title registry for the user, unless limited by the



order of an electronic bill of lading shall: (a) Conplete a title registry
instruction designating the To Order 10 Party for that electronic bill of

| adi ng; and (b) Sign and send a nessage. including that title registrt:

i nstructi onwotogrsd7tye title registry via the nessage handl i PQT/GB99/03091
ORerational Rule |18: Designating a Hol der-to-order 15 To designhate a

Hol der-to-order) a Pl edgee Hol der, Bearer Hol der, or existing Hol der
to-order of an electronic bill of Iading, shall performthe procedures
required in Operational Rules | -1 andT77. The title registrv
instrarction.s designating the sanme user as both To Order Party and Hol der
may be sent Wiskhi Bwhh@stsAMEWRES S8&edivididn Th@uifieRBird Giged of thiife s@&id 0N
coment s on that erational Rule. An Originator may designate a To O der
Party when crré@&rd-rcs)geﬁarfelgéqr@twf‘@ﬁhq:tﬂtﬁrFslstafcarr&'diOH@;tleﬂsgIStwcast@;ﬁmm. the title
registry has retur e ndli.ng unit
notifying the Oi ﬁﬁ%{g%eflﬁlg{aq%gggﬁm%g%& eggheélr}c%%gsﬁ?ﬁ%eg}lggtﬁ zligtltgd. The
current Bear epowdotidegnatef itelier slogret useniochdirdit. Tie dramdtssegiondssignhemy W@asi gnate a
25 Consi gnge. e To Order, .Part y.al.so designate a syccessive To O der
Par y 11 the BESRTEETRRCSdr i Py 47 AredbactaBles femedves e

Hol der-to-order). As nentioned, an Oiginator nust be creating the

el ectronic bill of |lading to designate its To Order Party. The current
Bear er Hol der"f—@—l%lﬂé‘@f—o—m L er may designate a To Order Party only if the
el ectronic bill ofrpkagihfic & RCLdntEctAR dardlr. HeARS R 2RLEs the MEQN 0R 774
PCT/ (B99/03091 73 Figure 20 illustrates the process of designating a To

O der Party, ¢Hedinhbsagrdemeniovittothe Sbigpest Byssrole(of Driginioe hagoymriops pragegtiess er
creates a,fres e.ta. i Jandling unit; (2) In that nessage, the
user desi gglrgt%glgcam%oreéﬁlearq%é‘ggg%ng%Iisti ng the new To 5 Order Party~s user
identifier wthin spnapr bifuactioag) poivar. hpeusenGinive ehtieren ired eedield iafa titlae
nmessage type header. Further tagged information. such t he. docunent | D of
the bill to bEEAFY SEPEAOLAN OREPHRE BTEDoATOHEE ™ EETaEt BAREIIT of
lading is "negey taalnQisers wdll BY &0 hQ6tUk ERek e (3) The user then digitally
signs the nessage containing the To Order Party 10 designation and sends

the nmessage into tQpy pRestseiran heliued asgha Priginatounf apsleptpnicnil) ofladisa e, t he
ressage hand! khgeHBkdinehE i e hiBindl RAG! Ly DY verifying the sender’s
di gital signature. e nessage Randling unit and/or title registry
Every electronic bill of lading has an Originator (carrier).
An Originator (carrier) designates itself as such when creating an electronic bill
of'lading as described in section 4.4.2.
Once an electronic bill of lading has been created. no user can designate a new
20 Originator for it or change the user identifier recorded as its Originator.
An Originator has the power to: (1) create an electronic bill of lading, and in so
doing, designate its Shipper, initial Holder, and its initial To Order Party or its
Consignee, along with other roles as explained in section 4.4.2; (2) grant or deny a

request to amend an electronic bill of lading; and (3) carry out a switch-to-paper

25  directive given by another user.

422 er Part
A Surrender Party is the person appointed by the Originator to receive the
surrendered electronic bill of lading. The title registry uses the term “surrender” to mean

30 the final transfer of an electronic bill of lading to its Originator (or Surrender Party)



al so checks the formof the nmessage. If the nessage handling unit or title
regi stry cannot properly verify the digital signature or find the form
incorrect, a BNak is 1 ~ returned; (5) If the message handling unit and
title regi SWS)VOOB Aperly verify the sender's digital signapgt/gpendoedii nd the
message valid, the title registry changes the content of the To Order Party
role field to the user identifier of the new To Order Party listed in the
nessage type header. The former To Order Party ~ s user identifier is
removed fromthe 20 title registry recotd for that bill; and (6) The title
registry then confirns the successful designation of the new To Order Party
by returning L : ' t t hr ough
t he nessage h@he Ilﬂélygegﬁ(?ﬁ?eg&ﬁgq/é({agig tf@%@érﬂgﬁgﬁgﬁg?aﬁ (r}%%tg?stasﬂ?%%t he
title regi strof pofpetiaeinaind titizrrsgistty asasw tledksbed. 25 The title registry notifies

the new To Oder Party of its designation. ,|f_the.ne .designated To Order
Party is also the Wr‘{%‘éfn"[an|Q8|d8§$“a{°géﬁﬁ1§b"§eﬂ€ﬂr%ﬁj@h(lf-h a‘édﬁeusﬁ‘g@% €' as the
one effecti nglded (FHesurRatérPafeslgnad)i on), the notice includes the
following text: "' You have been designated as the Holder of this electronic
bill of Iading i nCbcenedasiddentifierisan brodemignatebhr Sumendgs Fartydorgn elestienic apaci t y
as Hol der of {:hi,Bl.3Hc€l ectronic bill of lading, in addition to your
designation as a To %)rder Party, WO 00/ 55774 PCT/ GB99/ 03091 74

Consi gnee) Bear er DesigWitiodgde) Syreenfi¢rnRartyyist aptipsad ray i thee Opigimetod e (dariayisy i r m on
behal f of the,.Oxiginator.of thi,s electroni il of |ading..(the carrier)
that the gooadsls(gz’ra‘:’rt lgn'ngftvxl/] Ohse"\"(ﬁn(iecr)lpgrctyvulrs 5 erc%}%rgf fhe Q%Lﬁ'}aﬁoér(?m?efr)n\?ﬁlere?\eéﬁﬁ% O der
Party i s al scubetdded electronimbill bEMeinge t he designation by returning to the

title regjstry a S Wth a pe header Lp.the SBIif ~ fogrmwthin the
t reout oET od of DR R OREAiSE0S B PGl b B LS R e PERF d | s
updated with g new designation, provided that the sBRf nessa_e is sent

bef ore the designated user takes any other action in relation to the bill.
Al ternatively, it Qmaydadgrapse. haSugpsisT Remme it crsred atrmepsniy 2ad ARt ¢ et t i ng
the timeout pgei I - QAR ] W sl B i By bRenddnt Ot her
than returni ncgﬁg%%ggg&?%ﬁgﬂ%&f}%ﬁé‘é}gﬁg&’a&%gu@ﬁer Par ?ggemé'n ngne ni S
current |y desifgmatietona kidlsofiddingliiylits Qrigia®f ey debérivedin sdepingrad. i ng a

successive. To Od Rarty. begi nnin en the title reqisfry.is ted.
When one ﬁ"o Odere[rlbﬁrﬁlflr%d&?g%pg?gﬁo\{@ ‘éecg]é?s‘fo\‘/*’ee; oP %’é’rénlgatr't;eyr,eg{g e bill

remai ns transfuadctihl &, itswblt bs Suienddr 2agf er possi bl e only by the successor

begi nning when the title registry is updated. 15 The title registry record
containing the designation of the To Order Party remains in the title
registry and ayai [spijper to pernitted users for the time specified in the
applicable retention schedule. The title registry instruction effecting the
desi gnation is al bShippesitiaepérpontdeatracip®Woh Sigi asiginatoggarier fpgibe shipment ow,  and
that log is r i of .S, S | fi.ed:d.Q |I {0 chedul e.
20 4. 4.3 5 oia R heon JBARL MetiioB R o BB B T o o
bi Il of | adi nghipmer rd¢ field hasachpmberanipfoperibs in theytitBaegisiry asiobwdescribgdeat i ng a
Bearer Hol der for [t consists of blanksendor.si t i . -.endor si ng
consists of fl aggiAr‘lnd' Lfsﬁreésagfbggfsr’%%i%g%ﬁ ?kf‘ppgf Elleéi I %egf?g%s@t}éi}:%bfﬁgﬁi g%lﬁ@ndor sed
in the title (b Shippérsdleyieldphi ch has the effect of nmaking its Hol der at that

time its Bearer Holder. The new Beare der t hereafte ransfer the
bill sinply by chanyyRgf ‘lsffscamg? 6“@?5“?%5‘{ @g‘SEWPﬁé’gE‘%/ﬂe“éfé’BFi%l}#fiﬁdz’?%. 1. In

other words, a Beagwfy i@t biliSoflidigheial 8Shiphtr dasiglattakvhen theleRecbn®d WL r oni C
bill of lading. = WO 00/55774 PCT/ G|§|99/ 03081 -7S Designating a new Hol der
has al ready p@@hdlégakﬁéfeeﬁfif-n section 4.4.3.1. This section focuses on

bl ank- endor si ng elﬂ‘fétdr%a%)lrH}Jolé?cafa%%%}lﬁ%wc@&ic i Mdiy e SibnaRid i Shipper, Bl ank

Endnrsy'rg an El ectronic
in accordance with its agreement with that Shipper.



S,~ ~In Oiginator nuv Bl ank Endorse an electronic bill of lading in
creating it (see Operational Rule 13). B. To Bl ank Endorse an el ectronic

bill of lading, a Holder-to-order of an electronic bill of |ading shall:
(a) Conpl etwoaosssrid e regi stry instruction Bl ank Endor si ngre1iaB998091
electronic bill oflading (h%te: The To Order Party designation will be

automatically renoved by the title registry upon processing that
Instruction.); and (b) Sign and send a_4{essage, including that title
registry instruction, to the title registry via the nmessage handling unit.
1S O-nerational Rule 20. Becom ng Bearer Hol der bv~l ank Endorsenment A. The
Hol der of an el ecOnendeighatbd, thf Shigghrng pEreroeey dntesedBadroalinodbt dRingedien t he
I nstruction effecting.the Bl ank Endorsenent is enter into the title
registry recdofigs "gma “\t]%Te&’éVY ‘B‘PW@S‘H@‘ 14 &Y bﬁﬁéweggﬁéwweab‘?f By an
I nstruction thciblfc GiATRIadMg WP &S BEBInASr dHRsdrbed muedonn 48f f ecting the Bl ank
Endorsenent. The new y desighated Hol der thereby becones the Bearer Hol der
of the newy Bl ank Briphsr dees =it dwgve dainowsi kd perforiaatiy riifle regpistnatpepationRul e
2.(~Tra er. by.arer Hol er.?S A Bear lder (1 | der .of Bl ank
Endor sed &l ect™ irb% vf:)rllulelofcl)tfé %’%3? ﬁglpﬁ%yﬁégﬁa%raﬂ %ffr n((iae\f\}vﬁggfne&h%%(i%r by the
procedur e reqdiidadeing aGhgpat | AndzkailRillnesedtion 4.1 rin desbigaiah i) otheRésHO| der .
The remainder_, of this sectilon comments on that Operational Rule. VO
00/ 55774 PCT/ Y888 308Xl y the Originator creating an el ectronic bill
of lading or the gyDesBhatdOHIREr drPicAgte if thAShippeR NalRNHRIBRecasly BloRfet I ONi C
bill of |adi n%. An electronic bill of |ading can be bl ank endorsed only if
it is active,olthegiesremabilorflading: not pl edged. As nentioned above in this
section, for one BEafLinkioh ¢8hsiglee 3r BlcaltkivENI WragbaRl) dr ik Wil ©
anot her, the Beargér3 I-elolggér Si rr%’%ed(rasi gnaltves a new Hg’l oier as déscr}?% bed in
section 4, 4. 3ill soTay tnakakeait Beasferrblpidiyderanging ntsnideldere xii the sShigper édglso t he
bill's current | der, t.0-.0f.d | an ndogr ses ,§ 10 Figure 21 illustrates
the process of™H aﬁﬁ%ﬂéﬁ&o@g?%ldgﬁ?%bé%fPrgéﬁaécr |°Her'of | adi ng, the operations
of which are now @BSufredieslhe 6illl if)thd $teppRp Brabprsivil@neoasly its HORIESSo Ord¥eSSage
for dispatch to the nessage handli ngﬁunit; %e%) 'bn t hat nessage, the user
i ncl udes a b!%ﬁRthéﬁ%am@éa’} feAngiges (wWhish isfxPecgrdo BF 2 Freese)) 2k ~dor se tag i n
the Instryction elfnRiues? lameifindfE 98 afdceidcridfic NBRAE NadidgUért I8 a tspgeQ- dat a,
such as the docunent ID of the bill to be affected and an indication that
the el ect r onirapgidiectiye, if tgiShigperds alsabguitangeyiskits Holdesl so required; (3) the
user then di gi ! al Ly b Sul"Gs RIS o6 AU BbRENGE kB 1ha KENGRkdRy 1 20 and
sends the nessage i n he nmessage handl i1 ng unit;

cannot perform any functions in relation to that bill.

20 4.2.4. Consignee
A Consignee is the buyer or importer, the person who is to receive the goods
according to a non-transferable electronic bill of lading. When a Consignee is
designated for a transferable electronic bill of lading, the bill becomes non-
transferable. The Consignee role field has various properties in the title registry as
25  now described.
Any user can be designated the Consignee (i.e., have its user identifier placed
in the Consignee role field).
Only one user identifier can be designated the Consignee of an electronic bill of
lading.

30 The present system does not require a Consignee to be designated.



20 (4) as for any nessage, the nessage handling unit checks its
authenticity by verifying the sender's digital signature. The nessage
handling unit and/or title registry also check the formof the nessage. If
the nmessagewhagpdlipg unit or title registry cannot proper bgrigbd/dspwit he
digital signature or find the formincorrect, a BNak is returned; 2~ (S) i f
the message handling unit and title registry properly verify the sender’s
digital signature and find the nessage valld the title registry nmarks the
electronic bill of lading as bl ank endot%ed and changes the content of the
To Order Party role field to enpty; and (6) the title registry then
confirnms via the - han Ut 0. Rl dor sement
by returning a DNg;'?SC?r%gEan ﬂgé\t/l:aﬁlé gﬁll ot | hﬁl@ggﬁ Zczr eramtgoca'?hg&&ng{% é0)0/ S5774
PCT/ GB99/ 030%onsighiee o elwdmli if thh@tigingtpes h@atdagnaltmgh lid ©sdea Pargypior thaf bilhm t he
title registr C ns i.t has.tak ew Bearer Holder is notified
by the foll OV\'AX att&?) (iaﬁ%?'ﬁegﬁi' %@%@g%r @%H 3 V%Teﬂ’egﬁldﬁretgioéq‘?éf’éd as the
Hol der of th|Beaedreibldesmneledmmateaqfonlsngﬁkeng in accordance ~ with the Rul ebook.
By virtue of your capacity as Holder of this electronic bill of lading. in

addi tion td your &S giFHiEh BECopstEReces GUFCPRITPNNEY H8T tHEY, bemaaneed or
Pl edgee. we ({1 rowsiiem &%;svry%caérgvm%ﬁgh ¢ 04N el dRarpad BERAELdnfnt Lt8e

Oiginator of this electronic bill | adi n the carrier) that the goods
are now hel d dlestrppigbillnidasing bVT‘lﬁ@rltﬁéwoBése#eé?ﬂ ingestionghf-T.ever se t he

desi gnatl on by r et’llﬁr @ogg%éegw%nﬁ %}Algo s?m&'l?ang:&g %J oogggiﬁgggtrc}% lbﬂl%ft ype

header in the SBRf tTorm e timeout p &rio fours b egi nni ng
when the titlladingbhasshepoweeword i s updated with the new designation,

provi ded at the nessage i.S en bef. or. deS| ghat ed user takes any
ot her act nin réﬁﬂ?f%?‘ft%e"gﬁlémlﬁ’lt e cle ﬁflr?'ﬁ??fﬁtﬂ;‘ % it may accept the

appoi nt ment by ret(msunragdeath@/é&&mnhcﬁim bN@dinB & thé TRQubtoPEIrh@Gr Bésafaged Or
taking action_ in relation to the bill other I ~ than returning an SBRf
Bl ank- endor si PHreaferEPdsePdnic bill of |ading nakes it transferable by its

Bearer Hol der. Thesyfdik 8 sWig@leshhpbr BREATLrF HelREMIANODiL BEIBhank endor sement
remains in the title registry and available to permtted users for the tinme

specified in Hhee @?mign@ealblnet 29 theHelder ofithe elaettpnicebill Phiading; the Consignse r y
instruction eff (}:%DCHM &g tlﬂgfeg%prgg QNichs @l so recorded in the chronol ogical

| og of nesSage W, an Pe¥ P8t ai ned for as specified in the
applicable retention schedule. 4.4.4. Pledge Transactions 25 Pl edge

transactions reflect the activities of financial institutions involving

bills of I|adi ?rg—L%EPékéﬂgqé@t hree mai n pl edge transactions, nanely

designating a Pl edmfsodcelphrr(t}qwfemnw&s@ ok @A ETsra A el c@RhR I bladin@ITREge.

Regar di ng des@gngtl nnga Pl when the current Hol der-to-order or Bearer
% el

Hol der design éd@e@fdei ParBhine g leysgistry danyariope PropaTiss £haowl edgee
role fieldgf Offescribed.

Any user can be designated a To Order Party (i.e., have its user identifier
placed in the to-order role field).

Only one user identifier at a time can be designated the To Order Party of an
electronic bill of lading.

25 The present system does not require a To Order Party to be designated.

In creating an electronic bill of lading, the Originator may designate its initial
To Order Party (as the Shipper instructs).

A Bearer Holder may also designate a To Order Party by an instruction

removing the blank endorsement on the bill and entering a user identifier in the To



30 the electronic bill of lading. It thereby converts the bill to pl edged
status, "and thus WO 00l 55774 PCT/ GB99/ 03091 78 suspends the ordinary

powers of the To Order Party or Bearer Holder while the bill is pledged, as
descri bed i womessmon 4.3.2.. Designating an initial Pledgeercssyesnsl
el ectronic bill of lading is analogous to riving a conventional bill of

| ading to a bank as a son of security for a docunentary credit. Once a
Pl edgee is designated, it may al so designate 5 a successor. Regarding
relinquishing a pledge, to return a bil1 from pl edged status to ordinary
transferable status, the Pl edgee deletes its user identifier fromthe
Pl edgee rol e Grded Rhrty Thiatielde|@ict designatelNETs Olrded @uits MAR dési@btetaRcqRbRege.
Regardi ng enforcing a pledge) if the Pledgee nust e:cercise its rights in
the 10 secur i FYETE8RIABRY hipdpraament @8 descrbadan piclieryd S desi gnat es i t sel f

the current Hol deiy,to, 9 @Rker P'a;tv flas HRe P Rnatarit iﬁa@@gclﬁfx?e\ﬁic}gl{ﬁé %ropéggn
bi1l of Tading had been

desi gnated, or Bearer Holder if the electronic
Bl ank Endor seigscribpdin sgegbid.-3desi gnati on by the Pl edgee is ternmed "enforcing

t he pl edge'. The f,ol ]l owing.subsectian escri be, t.hese tr tions in nore
dotall - 38 2. aa. 1 pEShit e HOSSENL P DIE YE 3 SBEERhER BRCE b cagee
al ways i ncl udédddasi @ta) ofan etkerenidill dé ladindhentha poveswtdl edgee i s desi gnat ed

by entering a user_identifier intq t Pl edgee role field for the
el ectronic bill ofD) d‘igﬁﬁeﬁf‘ﬁ&‘?ﬁr% ,rs‘irﬁéni"clrlﬂéel?‘légi stry al so enters that

user identifier 2@)ip¥s@nitbe bR, ah@lherebi Bdriert Rickecthifd hiRRf BBRE kitbes t hat
two-step process in greater detail. Qnerattonal Rule ?7?. Desjgnation of~a

Pl e~~, ggHol dernopgrangfepple 88k t o desi gnate a Pl edgee Hol der of an el ectronic

bill of ~I gdi ng (orsf - [ dgee
ol der) , The ol dg) Spetpdtsoihy g th HElierhl J.PR B, baE mlling tne
i nstruction delirgmé&ribigbyahehedBeeertilidter , f or that el ectronic bill of

| adi ng: (b) Attacta‘})tlJ}e eﬁllé\}@s t‘f of that g%ldect,roni c bill of lading in the

formof a docurment? '&FEE 01387 A PCI1 8899103091 -79 (b) Sign and send

a nessage i ncl udi ng) Sumehder nisd Billas RNOAGIAteBlarke vt désgdatee Suabmlef Bgtyst fw vi a
t he nessage P@Bdl ing unit. The remainder of this section comments on that
Qper at i onal e. The current Hol der (including Bearer Hol der,

Hol der - t orpr der, Q6) Cﬁb@gﬂﬁ?ch-to-paper directive for the electronic bill of lading.
A To Order Party cannot perform any operation in the title registry unless the
To Order Party is also simuitaneously the Holder of the affected electronic bill of

lading. Such a To Order Party that is also the Holder is termed a “Holder-To Order”.

20  4.2.6. Bearer Holder
A Bearer Holder is analogous to the person in physical possession of a bearer
bill of lading, i.e., one that is transferable by changing physical possession of the bill.
A Bearer Holder is created by blank endorsing an electronic bill of lading and then
designating a Holder as described in section 4.4.3.1. Thus, a Bearer Holder is simply
25  the Holder of a blank endorsed electronic bill of lading.
The role of Bearer Holder has various properties in the title registry as now
described.
Any user can be designated a Bearer Holder (i.e., have its user identifier placed

in the Holder role field of a blank endorsed electronic bill of lading).



Hol der) can designate a Pledgee. If an electronic bill of lading is

pl edged. its Holder is invariably also its Pledgee. and that Pl'edgee Hol der
may thus also transfer the bill. A Pledgee can be desi~~nated for an

el ectronic f lading only if it is active and transf As

Fi gure 3? iﬂdudg/ts%f es. designation of a Pl edgee involves ?@EP%W@\?\A ng
steps: (1 ) The appropriate user creates a nessage to the nmessage handli ng
unit; (2) In that nessage, the user designates a Pledgee by listing the new
Pl edgee' s user identifier within appropi4-ate tags in the Instruction

el ement of the nessage type header. Further tag;ed data, such as the
docunent I D of th ill to be affected, I 5 al.so required there; (3) The
user then digitall lPys?'lj’n‘ésert Het YRS sUyRe @Sﬁfoéﬂleﬁi("ﬁﬂ Rfea %Ieérﬂrgg@dﬁégf@fhati on
and sends t he:&assagsl dfMdthet e nmessage handling unit; (4) As for any
nmessage, the nessage handling unit checks its authenticity by verifying the
sender's digital <V §eaeutelderTaestheslyagen ieiasaemagilliaf fadmgchos ibetreblarlgi stry 20
al so check the,forimpf tep&r%§g9§1305 iohfle message handling unit or title
regi stry cannot propernlky verity the digital signature or find the form

i ncorrect,> a BNak AnsOnighaiem(edrier),~ih cldatindhan eteswagebithaf thdinggoruhe turtsat titl e
registry propgr,l i.fy the sender'.s digital signature and find the
nmessage val i ,Olfi%'e%ﬁrfjf%ca?Eléfﬂ%‘f"rr‘lg}rs?:ﬁanges the content of the 2~ Pl edgee
role field to the Sus®isived®iders dfan eRtudnitcbiNeNatihg d@iesigriatli @l ddstrifelgn Message
type header. The forper Pledgee's user identifier s renoved fromthe title
regi stry recofthoor-4fhat Apimentioned abgrs. (il an electionie) il i dpding ys Blenlo enter s
the new Pl edgggoSed! 8&lenbdl@NtidIae s eqmvgleﬁth@dé?%?%rg_ its@etref iElagk i n pl ace of
what ever user identifier was there; and (6) e title registry then
confirms the succd$sturenyBsirgmidelfesmayfdesigrate @ Wiclers@] wdmekengoanothet weeni ng, Vi a
t he nessage i i g ] ) 55774

PCT/ @9910303?9 §1[lso %9?‘3%@”%%‘5%‘2’?9?‘3‘“ phEaRg 33? %\éafﬁ‘g[?gitd%g}’&hael?\é@r“g?gﬁ% §sudes a
report ti-omribhkebt irtthevisgegiesblagk ehddriveear bndrssigratilas Takeder Fhey bitl e
registry noti(f:i es the new Pl ed; ee Hol der of its designation as such.

Desi gnating a-Prédfee for an el ectronic bill of |ading nakes it a pl edged
bill as ~ descri beue biirehEBédrd MoteBoflan RRGOMObING WARE hhdBe pdvidr@o:r €gi Stry is
updated. The title registry record contajning the designati on of the new
Pl edgee Hol der rerbiPieiznse # Rew BearepHplderi (BY Aspienpinga/aaw Bolfe foothpblank t t ed
users for thenihi®) SRE6hE bﬁldof'le{?iiﬁgl?.e]‘ﬁeo@éa'ré}%!lo%r ERLONEI WS 6B I6rse ThE
title registry instruction effecting the designations is also recorded in
t he chronol oghehill. basgpseft ivadeedygdanklepdgrsednd that 1og is 10 retained for as
E)lp:glgfel ed in the %%ég%%l:?%%r%tﬂa&? ax?actng'glw Snvéte fle Ze"l'e&x‘om%%lil'l Qﬂlgc'hﬁgh ng a

to one transferable by designating successive To Order Parties:
20 (3) Designate a Consignee, and thereby convert the electronic bill of lading to a
non-transferable bill;
(4) Pledge the bill by designating a Pledgee;
(5) Request amendment of the bill: and

(6) Give a switch-to-paper directive for the electronic bill of lading

2.7 ee
A Pledgee is a financial institution which has an interest in the electronic bill of
lading based on financing of the shipped goods or assuring payment for them. The

Pledgee role field has these properties in the title registry:



Rel i nqui shing a pl edge renoves the current Pledgee's user identifier from
the Pl edgee role field, which in turn has the effect of returning the bil
frompledged to 15 transferable status. This section describes the process
of relinquwsdweosg77un detail. , Q-2erational Rule ~3: Reli nyaT/GH/00991a Pl edge
To relinguish a pledge on an electronic bill of lading (other than by

nam ng a successive Pl edgee Hol der as provided in Operational Rule 2=I),

t he Pl edgee Hol der 20 shall. (a) Conplete a title registry instruction

whi ch (1) renoves his designation as a> | edgee, (2) designates a new Hol der
as required in Operational Rule 1=I, (b) Attach the eBL Text of that

el ectronic bill ofnyl gelemousenidehttict QEAMLEfdedohREUAPRIgeS( £C plakdth @Rd send a
message i ncluding that Instruction and eBL Text to the title registry via
t he nessage PSHRSFidgfielht. Figure 23 is a t7ow chart illustrating the

onChat Cper at i orall A e ATy Ed0Se! BRSRAEE, BLebie sl SR T e

Pl edgee Hol datl ofiiingel i nqui sh the pledge in an electronic bill of |ading.
An Originator canuoot c{esi g%g{ a.Bearer It—lol der when creating a bill (or in
any ot her® ci r cunstAISRELP OTREPHE 1s 19 MR | s to be transferable, the

Originator desi gnatRfleATd Orddr @eBeltaF HyldeOtnaRsithte SPIdARQS ) OndVbPRdgaN t hen
Bl ank Endorse the bill. Cearly, an_electronic bill of |ading nust be in

the pl edged BPaplsnaBs apofher precaeire Plgdgeel iWhyarish 2iRiedepn sdigaiename) thaqui shi ng
a pl edge Conplegles iOhis MRbtdeGIy Béigﬁﬁt@&i%q{gl@ér%fftﬁeeélgdgiﬁ’ ereb@niaau%fedgee I's
designated. This is Inplemented by the follow ng steps: (1) The current

Pl edgee cr ealkedingaSeiosg agde PledgdsgemuinsRigéeehanidlalsadlolder.t A Plglg¢edyhitnist hat
nmessage, .t he_,cur.rent i,ncl udes Rel i L shPl edge subcl enent within
t he I nst }%ct?l‘géongléﬁléar?gn4sglggeel[§%lger&%t§§"ée§leaa%l§qegc ﬁ@?&’er. Further tagged data,
such as the docurneitedgds caf déshmataial shcdessoh@r afaf deleedts us® 1@dnsifer fagutheed; (3)

The current Pl edge n digitally signs the message containing the bl ank
Pl edgee desi g'ﬁg%egéﬁc égga’%“gﬁg'§b-‘trl’?l%“q¥b‘bg‘é§@d%t o the nessage handling unit;
15 (4) As for anya PRasRG@ichibaIseBERARANAE HdGek (e!, 2 PRAGKSHbIEE) has
authenticity by verifying the sender's digital signature. The nessage

handl i ng uni thegawerpt | e registry also check the formof the nessage. If the
message ndl i ng kL : | ' : Y ' e digital
si gnhat urggor fi nd(LII ?Eg"%gg}rlr:ltlk h!fgg{ E’%? ?Etg%émq{}gﬁge@{ef?ﬁﬁ}gdt;h é!(g{)eh%?)Sé)Mlaf t he
message handfieldg unit and title registry properly verify the sender's

digital signature find the nmessage vali h itle registry changes
the content of th@ft%’dfgﬁﬁé‘%plrﬁgqeebyqueﬂﬁ%%f’%%%"rvgﬁ/?o g)ﬁ%er%é‘)% ’Tﬁge glle Y08 egi st ry
t hen confi r neiltdTeadiigGs Ra Blank erdrdeB Ui iSE BRAK eforsebanPiedige Hoyer inpiyni Ng, vi a

t he nmessage handling unit, a DNot messgcge havi ne? a BAck type 25 header to
the sender. MRAVes PpasHadensitier fomythesPledeee soif tfiefd JRFTENe PEMg PESi'stry of

the actiops HoldeAst ke ond¥P pRAtdace is given of the relinquishnent of a
pl edge. Relinquishing a pledge discontinues the bill's pledged status and
returns it to traddBsieaswichstoznape diveefivaforils shpseranie kil afjlading; padyi stry i s
updat ed. WO 00l ; / 5 Bt ITheepIE &Rk SHdider" d
reflecting the re@?%ﬁﬁgg rrgﬁtﬁ%ggfsggﬁgkgg%gé%mr%mﬂq ns IEd;]‘th he&%,eirt e rt’egi stry
and avai | abl owevepdesignateachewddrider fvbichtidyet tisoBledgeeci fi ed in the applicable

retention schedule. The title registry. instructi ffecti .t he

rel i nqui shment i SE‘%%%’OPE%Bbrc’a%'(fefigﬁdsgfﬁé'hlc?ﬁt’sorhogﬁgﬁ?@gﬁr f’%scgis ?)r]r‘]?rlrr{a@lg%rﬁ'e f1 ow.
and t hat 2509 Thé tifler&lif9tnilRt aakwly SRa@hkd @lhdpde ilkethadldeakldeddeehant i on
schedule. 4.4.4.3. Enforcing a Pl edge BP/ enf,or?i a pledge, the current

Pl edgee Hol d@8FmuttheRledges tq degignate gpothier Belderphilsplsaitdsi8Sces the current To
Order Party of the bill if any, and thus becones its 10 Hol der-to-order).
If the electronic bill of lading is blank endorsed (and therefore has no To
O der Party) A& sHpldedgee Hol der sinply renoves its designation as Pl edgee,




| eaving itself the Bearer Holder. This section describes the process of
enforcing a pledge in detail. 15 Qneratinnal Rule ?-1: ErT orctnga Pl edge
YYhen a To Order Partv i,s De.si ng ated To enforce the pledge on an

el ectroni c Ppblobsats | adi ng when a To Order Party is currengdyca®ps@nat ed, a
Pl edgee Hol der shall. (a) Conplete a title registry instruction designating
itself as the To Order Party and renoving its designattvn as Pl edgee; 20
(b) Sign and.send tke nessage, includi % that title registry instruction,
tothe title registry via the Message ndling unit. Qrerational Rule 2~:
E~, orcin~a Pl edge Wien Bl ank Endorsed To enforce the pledge on an

el ectronic bill of nI

| ' | edgee Hol der sha‘ll ﬁgld%gﬁ %%Vevf/ﬁeosgceﬁlg e[tore %a?:}%ssfg%sﬁbgg e|S@1r?orfem)w ng
its designat ilaingdocihedgé dre e(dobrorﬁc il ﬁnmﬂugmdwacméssp@ex; Thaélolddt rie t hat

title registr nstruction, .to t itle re i,a the nmessage handling
unit. 30 The %Eﬂ&ﬁ NSRS BPPETifsdn Q‘(Sg‘flf Eﬁ%‘%ﬁﬁg%‘t ée%rhbefjhat Operational Rule.
WO 0015577A PCT/ GBRAP/s9si€R huserBideddley chih@e Gusigted PIHRUBEE . Of hatd 8l @et ronic
bill of |adi ngfgcan enforce the pledge. Generally, sonme event nust have

occurred gi viif “ﬁ?’s?éac%‘ntﬂl‘?eHW‘ed%{@gelé)r| ght to enforce the pledge. However)
the title regi Strbnﬂ%@ufb?%tdtﬁﬂéjéaﬁ%e'tlﬁtl-fblmgfﬁeerle&r&? Elll%‘i‘i’a‘aﬁ actually has
such a right. 5 Figure 24 illustrates the process of enforci g a pl edge.
Enforcing a pl edgh iwnendstosy fhoe@ridectioaictyl 0fsladi%hlagﬁé10éd:¢r ptsallginpstfant i al |y
the sane process f n g new To e electronic
bill of IadiAg T 15p 4t i i Z‘Bg’éeed PORPISE Canach 9“‘? {hé o 1Xe&8her ft£° the

subst anti al | )Hdlch,@rcﬂaﬁﬂdas rel i nqui shing the pl edge I eaV| ng the fornmer

Pl edeee | der as .t he Bearer, Hol der title re s not notify
any user I;%af f ect ed BYPHETHIDE CHTRHY tg‘f Lﬁ%ﬁﬁ cfgesles ?‘ﬁﬁ?ﬂgﬁ‘dlf‘%ég &H¥ or ci ng
Pl edgee Hol defes;gmye a{m@mexfgoszérheaarlamemméemme%theEmleérqs 51§ Redteedge makes the
el ectronic bill of I|ading transferabl e,ﬂ{yl former Pledgee as its new

Hol der - t 0- or der ofh@ERIder ofHGE glsptronice il améhdmée £ tong a5 gkl iy i s
updated. 15 Thgli f'&‘oxﬁ%&'tﬁﬁé When R@&ﬁ %}@&Sﬂu‘i‘&ﬁh&%ﬁ&%&f‘dﬂfswﬁ&}e@t&' edge

remains in the title registry an ava| e to permtted users for the tine
speci fied in paps).applicabl e retentlon schedule. The title registry

i nstructiqn enfor | edge e chronol agi cal | og
of rressaglg f1ow, ‘éngglfjﬁrhq lecgpqg'ée et @R%‘%F cal)i d§f3ee§f’lp ey 3 |?’i’°‘feﬁ§9
appl i cabl e r efcddr i(if Ao Pldee);, (20GHe 4. shritcHAremgertiteSivie dorftheeédtonic®ilBi | | s of

Ladi n
g of lading; and (3) Request amendment of the electronic bill of lading.

tates and Tv tronic

3]

20 Tradition built up over the centuries provides several taxonomies for bills of
lading, which can, for example, be clean or claused, straight or “negotiable”, and so on.
These distinctions generally persist for bills of lading in their electronic form as
implemented in the present system. A bill-of-lading document sent into the present
system can, for example, be claused or clean. depending on how the Originator and its

25  counterparties draft the eBL Text.

However. to these traditional distinctions between bills of lading, the
functionality of the title registry adds a new typology based on whether the electronic
bill of Jading is operationally active. That functionality also adds some operational

nuarnces to the concept of transferability and distinctions based on that concept. The



Once filed in the present system a docunent, including the docunent
serving as a eBL Te;tt) remains unchanged. just as it was originally

recei ved. Subsequent references to the docunent nmake no changes to it and
nmust mat ch wdeysdpaunent's 25 attributes entered into the ROTeGENO3SYSt em
when the docunent was originally received. Anong those attributes is a

mat hemat i cal di gest of the docunent, which the present systemuses to
conpare all subsequent references or in;tances of the docunent purporting
to be the sanme) in order to assure théP'They are exactly identical to the
docunent on file in the present system WO 00/ 55774 PCT/ GB99/ 03091 -4
Al though t hefopb®Rm@MHubYHdnS Bxithint the8@VRLANI0BX bl A fREUIPN heiGharged, the
title registry record for a particular electronic bill of |ading can be
made rel ate tensirabdy.her, perhaps nore recently filed eBL Text through the
anmendnent process. Although ternmed "'anmendnents", amending an el ectronic
bill of lading | eaves the ~ existing docunent unchanged and nerely nakes

t he docunent 4Byl redemationaiStamst he title registry point to a different
docunent as the operatjve Text.. Each title registry record includes a
field con?ai ni ng ‘h&%k%ﬁyi’ﬁk of E[gac{“&ﬁ PRYYEs E}B?‘ngsﬁgﬁjﬁliﬁxﬂge LSRR Anat el d
serves as a {eghRREUIC Tht Opdrhtone Bt heXtle reaiitly chiapgfond oh e Geabapbinds t hat
field to list a new document IDis referred to as _anmending the el ectronic
bi Il of |adi Hgineeerdependinggugiicth gate sharelectppicuii ot ladioges s Briefvafiged and
avai | abl e 1 Nellihloif 3 LTI fhrde YpbfafloF LEIENE R crdhlaSplo MERGIPREe, PT OCESS
occurs in two basic steps: First, user requests the Oiginator tf'o anend
the bill, anthay trensfernato@ sugiendgdostate iwthile an gmgndreend is pRadingsandhadsorlmguest . | f
the request | s granted, a new.docunmgnt ID i.s, suhstituted for t former one
in the 1§§t i telnélg"ltgcéftg%r‘flh,mharﬁﬂmts&%’“fnﬁﬁﬁéeﬁé??’%Rgll aﬁ%‘i”ég El?lv“fgheem? ‘l‘sP e‘ISr egistry
is then appl fwdidnalidylaea gu3sdtioh wippdrt @Btruthextt so t hat the pre-amendnent
rights and obliga{ions of s%ften1user .resune inrelation to t

e

h ew
document . Because! RerEUYSSfAS brging vhen e REnRPraregx STepigd an E"“?BBQIbﬁI Uhe
Originator’ siARRr a%alactive REE R Siafelubted SHRAhE WRtranif e ¢#q tenfedr the one
already referenced in 20 the title registry. Qher interested users besides
the Ori gi nat sisperdad plats énsicating aninmesalyad amentinephieauash elhegistive siate epds| e
regi stry,sus t - reni ' adj t I Ll enregistry
| notruct 1 3ne g g SRFEEN P g 1 e ot 2 0 a0 1 leckbdt Bl
anendnent reqfiésling ddnebd trtdsferneé g Sleseyibelb érs sentibn ph4Less prigeddiambmigde bet ween
the Originator, ng ot her users in determ ning whether or howto anmend; it
sinply 35 su§ﬁ§%ﬁ R PEYTIGS Vi ng that title registry record until the
request is eitherTelegispehded sgkeant ederdd tih aapatybsitht it gdweBlo Teytkst abhus, the
title registry instructions regarding amendnents are threefol d) nanely
request amendmerftmenpptife elé“r@ﬁﬂﬂ%‘h?f latige desiyoahntisRended skts e teendment
title regost hitivensdé UClbidhtdS URRLHESORARLG dQRS (RS tR Gt RG Atbnhient! bt | ©
registry and is fonvarded to the Originator for its consideration. The

grants the request and completes the amendment. While an electronic bill of lading 1s

in the suspended state, no operations are possible other than the granting or denying of
a request for amendment.
The terminated state is entered when a party with the necessary power
25  surrenders the electronic bill of lading or switches it to paper. Entry of the terminated
state is irreversible. Moreover, no operations are possible on an electronic bill of
lading in the terminated state.
Section 4.4. below describes in more detail the operations that cause an

electronic bill of lading to change between these operational states.



WO 001 55774 PCTI GB99/ 03091 -85 requesting user would ordinarily include a
docunent explaining its reasons for the request. and perhaps also a
suggested revision. Any ensuing discussion will not involve the title
registry untw+ g3, O i gi nator decides to grant or deny thedRiHesadee A 9r ant
anendnent title registry instruction fromthe Oiginator substitutes a 5
new eBL Text for the one previously referenced in the title registry

record. The electronic bill of Lading then regains active (rather than
suspended) status. A deny anendnent titi58-registry instruction sinply
returns the electronic bill of lading to active status w thout any change
toits title g9 s he remai nder of this section exam nes the
anmendnent pro detail. 4.4.i 1. Reguesti nE Anendnment The

anendnent process fmaanﬁimimeitﬁfe}dﬂdiaiiag thequbat suspendedeod reminated hatusr ejuest i s

directed mainly to the O, but is recorded_in the title registry in
order 15 to sﬁgﬁétﬁ’&alfaﬁ?‘f‘ﬁé? {"FF ‘?Pstg%fti‘%ﬁé“ ‘lhﬁFfC‘éP'%JFPBW destronie bidh e dadingni ¢ bi | |

of lading whi Lg e éﬁfﬁﬁgﬂﬁ%oul@qyﬁe?}m&éﬂ P eRdisige. ﬁ%&mﬁldmnh&u%r eat er
detail bel ow. Oper afl onal ?h~ Rentre.str adg an Anendnent To reduest or
¢

propose an Janmwazgycﬁesqrﬁed @Bhlﬂéb@?ctlontl%thﬂéﬂ ralghy| of thexddecgrapic Gilkeft e a
title registr st h a est b) Sign
g Ya d'irp’ gfﬁ(&% krgx[&férp aIIe gJ aﬁ&{p Qonm?ﬁ\&ng? g&@ﬁ nFI e{nﬁ{'ﬂ uSe.r( ) g

and send a nessagé contarning th nstructi egls?ry Vi a
t he nessage h@mibmlaxgolgmansfe@marchfftr@ maly petbibes centeptudiyamthemanaiinationsllyRe~~uest

25 The Originator,of an electronic bill of lading in receipt of an
anendnent rquré’g’tth??)‘?ﬁﬁpﬁaéat% Y the nessage handling unit shall either: (a)

G ant the amendmenThe 8Guasdistin@iisHed bethRery thrdbestaestirmiterabifty Qshely 36n-The
remai nder of this section gtg ;ﬂtlf on that Operational Rule. WO 001 55774
PCT/ GB99103809 iransigyabig, jrapgberafls and pledgestyuest amendnent of an el ectronic bill

of 1ading, The b Ik iStanliBraBE dateisArO LBl SS1URLiRENkRE amadiRNt |5

requested. Figure 2~ is a flow chart illustrating the process of requesting
amendnent of &hdeziog Besremilelddsidesignates ladipinpignee Thrcansalesronio bilk dfileding: obdys are as

follows: 5 ( 1) hSonatPan"e’BBfe %a?e %%?rrige?siﬁgtagcﬁ Smiihieny 39 8 éaﬁsefe:’;’??ﬁgge

handl i ng unit u5|n a user ncliudes an anend
request int hetatenst tancérhat) ae& &lﬂﬁmtonlgf whére theeslsageict Mﬂeothha'xﬂgrcnrers'l' e t agged
g? ]E 2 Clt 28{ uldes térgfnag (acs!cjarttaegy sun'enc?er o%‘ Qeswﬁclzhetcot Iga%er CTrgxllslferablhty stafe Cgl ge(s) axbee
not possible with an electronic bill of lading in the non-transferable state.
A transferable state is entered when an Originator designates a To Order Party
or blank endorses the new electronic bill of lading. Transferability is interrupted while
a bill is pledged. The transferability state ends when the bill is made non-transferable
20 by designating a Consignee or when the bill enters the terminated operational state.
The current To Order Party or Bearer Holder of a transferable bill may designate a
successive To Order Party or Bearer Holder, designate a Consignee (making the bill
pledged), or designate a Consignee (making the bill non-transferable).
A pledged state is entered when a Holder designates a Pledgee for a
25  transferable electronic bill of lading. The pledged state ends when the Pledgee enforces
or relinquishes the pledge. In the pledged state, enforcement or relinquishment of the

pledge are possible. The bill can also be amended or switched to paper. Transfers (e.g.

designation of a successive Holder, To Order Party, or Consignee) are not possible.

30 44, Operations on Electronic Bills of Lading



10 (3) The user then digitally signs and sends that nmessage to the present
system: (4) As for any nessage, the nessage handling unit checks its
authenticity by verifying the sender's digital signature and al so checks

t he form ofwd besstassage. |If the nmessage handling unit carrcIvGEm9opmI |y
verify the digital signature or finds the formincorrect, it returns a
BNak; 15 (5) If the nmessage handling unit and title registry verify the
sender's digital signature and find th%ﬁ[ressage valid, the title registry
flags the electronic bill of |ading as having an anendnent pendi ng, and
changes its status to suspended. It also enters a request identifier to
track whi ch requeat netd @cdesetitidpthe suﬁpeﬂqﬁehtmﬂts&waﬁdwwme@tmnﬁ3 pperations
relating to the requested amendment; 20 (6) The amendment request i|s

f orwar ded t o2t ﬁé’—c'@q“gﬁ%‘i‘fo‘?dmgr &/Pigally passes hinweh PrSPEerd dgnsecgns K5 fHENtY 0 t he
Ori gi nator ofgohdig tﬁél‘ﬁﬁﬁgmng Brhis lorddfesd @rﬂhé@dat‘é'x@thte b 1B ﬁ&?&?o#a?&qg dNg unit,
a report that a request an aﬁen dnment been recerved Tromthe sender
of the nmessagctramabifl BE 15@1@ tlTﬁw@gh@glrstebgohthew chemges int #wsa prwoesféieng of the
amendnent .re INiQ n the. ness handl i ng
unit, a %}’ri;zg)?ésg%gxg ée?% fr LiSe in r%la 19 to%ﬁe Q?{]ron bﬁl ozﬂ?dl%{; %%%Ek € arp ot type

header i ncl uqbepzerallr efladihg f:lliahg&stlh&dstari:llt&nﬁfeglr@lt‘s)almlfg ltsh&nﬁtetﬁdxﬁn&uksfe has
t aken. Requegl{DiLfgt% ndnent | ves the electropic bill |.adi ng t he
ég‘fsﬁﬁ

suspended st g fsh%“f‘irPF‘é‘pP”é‘élasrP \hayige ﬁﬁdﬁ‘ﬂ%ﬂte PPHEY e is no
time linit figggghatedbohePuden Bird1al i Bided ddsibabuicnbad wker in0L Hidhnib @ﬁgowbéfeda gr ant
or denial of the anendnment request. WO 001 55774 PGI/ GB99/ 03091 87_ The
title regist role mayopediors fothss operationn affedipacbe tileregiswemasnshes melai TS i n t he
title regigstry, d rmtted users for the time specified in
the applicabl ecnr%lgt %S?I%{?égh%g%:ﬁpégﬁ]logg The title registry instruction
requesting the anﬁhn:lﬁﬂnvvmngsaal 1) otfemmtmxisisnpuoned ohriondlusgRegiiry| O of
nmessage fl ow, ret ai ned. f or §peC| fied in the applicable
retention schﬁér%? ?’és av?l‘ aﬂleggﬁarﬁﬁeﬂﬁ?@é’m&aﬁ'z%ﬁé‘r{a #¥HT > Reguest The Origi nator, to
whi ch an anmertirenCrearqUdisivs the cuhﬁdmeécxbrdihl‘tlﬁfhﬂdllegim foleewt BBL.r equest as
described in this subsecti on. O&)eratl onal :J?fB?S D(?nvi ng~n Anendnment
Request To déAy a P@&H@?PWW"& C’(‘:FfélpéBE“%%tng LiRe®tect ronic bill of

l'ading, ifss @) i NGLOPIABA Lo1dérd) nfRP] BlegeR Hdiddr @r "u%ﬁéfé& Haléd@ﬂr[ metion in
the formprescribed formto deny the 15 request; and (b) Sign and send a
message, | nclemmlmﬁgBBheﬂCOﬂdnst ruction, to the Title Registry via the message
handl i ng uni tea i t S i nt, t Operational
nand! Fg Unt S URGGETBERAST ot P S0RBFRAT SPIIRA Reg)chhat Cperats

anot her user (§) requmstohsngraereminésmeccimlqhee 1ﬂ'h3e>bi;tinlg BRlstcdndve suspended

status for t Qg) o b%lnig% cci)orse - regn%{] é’s theh'Fo E)rd%}J ;?a%tv il an existing BBL record.

20 (7)  Enforce Pledge —makes the Pledgee Holder the Holder and To Order party (if

one is named) of a transferable BBL, in an existing BBL record.

(8)  Request Amendment — requests the Originator to amend the BBL(s) related to

the existing BBL record(s).

(9)  Grant Amendment — grants the amendment by updating or creating BBL
25  record(s) in the Title Registry.

(10) Deny Amendment — denies the amendment by returning the BBL record(s) in

the Title Registry to their pre-request amendment state.

(11)  Switch to Paper — requests the Originator to crcate an original paper BL from

an original BBL.



anmendnent. The title registry does not inquire into whether an Oigi nator
has a |l egal right to 25 deny anendnent or whether any user has sati sfied
any conditions agreed upon with the Originator for obtaining an anendnent.
Fi gure 26 'tvblbﬁ 794 €s the deny anmendnent process, which ppefeasoIMs

fol | ows: e Oiginator creates a nessage to the nessage handling unit
using a user system WO 001 55774 PCTI GB99/03091 88 (2) The Oiginator
expresses its intent to deny the anendnent request by including a tag

i ndi cati ng deni al of an anendnent reque@ﬁ' in a formprescribed by the
service provider. The tagged data includes the docunment 1D of the bill to
be affected t e fiigr q ied; 5
(3) The &1 g1 &k o Thoe areTalT vk e CrE OB AR e SRR o o
message handl dongaaynf ¢ariagd) As for any nessage, the nessage handl ing unit
checks its authenticity by verifying the sender's (Oiginator's) digital
signature and al so checks t he formof the nmessage. If the nessage handling
uni t cannot Ve Rk ,i gGb@kalsi gnature or 10 finds the form
incorrect. it returns a BNak é{ I|f the nmessage handling unit and title
registry pt oper | y Epgh PREGALIOR dnvelingetitiesregisiny reaqrdsjsiesarine snepidicallymad ime
message val i dyedilng teistdind SG Fd Ohe! BBk ! 8 séckigInSs 4k o%'cseehatqn'? bill of
| ading to indicate that an amendment is not in process any |onger; (6) The
anmendnent r eqtheditle registhe ppekasionm heieda tcomire Y@y off WAt the Fnerat ntCBseglmé
registry then 1.0l pat qr._..of i il | adi ng, via
t he message hfat ﬁﬁ%%k Biothg F‘?Ssé%elrlg‘b@?ng{nﬁ agmgpe?an%gtaff ctmgtl{%tltle rQe YIS o
been recei vedacf;dsmphshdnbbssenderofohe mlasagaelszsﬂgmg urat’id sﬂrﬂg) F'm’!sg}DNcbtt keguenegi stry

t hen confrrms t he Brocessr ?gﬁd t he a ndpent geni al by returning to the
Ori gi nat ofY a PRGN iReige 4 AR a3d ]‘ﬁﬁa'ﬁ ideiBbNder in the formof a 20 BAck
That type header lmr:lguriee eférer@%&mérmrm@ntaes tHetIMBso RGLazk kdht @bmt1@sepCt | ONS
it has taken. ing a request for an amendnment discontinues the suspended
status and re!touhfn egshge Randing Unik of B Cenwdl Sygem rgferepcarumera 2sdeaetesthbegi nni ng
when the titl % t T I [ Y, 0. ont ai ni ng
t he designati %ﬂﬁtg?d ttrtr% Mo%aéépﬁ%dﬁg Ug§ to “fé g Rt%%ls&g OHhre CJnﬁgln%\gg\(ﬂ;lar | abl e
to permtted nefeeemse ﬁmneralheiemtmathsmem fmckecfrotmthe tide agrstry oeabxidmgrsectcmtorf on
schedul e. . The title re |str i nstruction den th nen is.al so
recorded i trrtrﬁd?:tﬁlraﬁ%‘bq%ﬁtﬁl %’?Fenf%ﬂ‘"befal#égg an ?ﬂ“gw,“ tgﬁgﬂpﬁgg‘% %ét‘? 8¢ ot ai ned
for as speci faffdtet msdr g ranaﬂ&d)p@blreferee&eenﬁnem 5seh@eld PNoBfibtice sent to the

sender of the SMsg regarding completion.
More specifically, to perform an operation changing data in the title registry:
(1) The user initiating the operation sends a message having a type header in
20  the SMsg form to the message handling unit. That SMsg message includes in its type
header an element labeled Instruction as illustrated in Figure 16. In addition, the
sending user must often include the eBL Text as a document in the message. The eBL
Text need not be included in relinquishing or enforcing a pledge, requesting or denying
amendment, switching to paper or surrendering the electronic bill of lading. For all
25  other transactions, the sender must include the eBL Text in the SMsg message. In no
case is it an error to include a eBL Text when not required. The SMsg message need
not indicate the recipient of an FMsg message, because the message handling unit
and/or title registry will determine automatically as described in the sections below
which users are to be notified and send them FMsg messages, regardless of which

30  recipients the sender indicates in the SMsg message. As usual. when the message



WO 001 55774 PCT/ GB99/ 03091 -89 4.4a,3. Ganting an Anendnent Request An
Oiginator, to which an anendnent request is forwarded. may grant or deny
the request as described mthis subsection. 5 C-erational Rule 39:

(' zuntin"gwooussemdnent Re crest To grant a request to arRETEGRIPEINBL Text
of ~an electronic bill of lading, its Oiginator shall: (a) Conplete a
title registrv instruction in the formprescribed by the service provider
to grant the request; and 10 (b) Sign and send a nessage, including that
Instruction. to the Title Registry via the nessage handling unit The
remai nder of this section comments on that Operational Rule. Only the
Origi nat or  ohar@illing Ligi€ tdcinesCantiMsh vath thadhfgueaivnGlaieht, aefuitra WgRM(os 15
request to amend the bill. The Oiginator cannot initiate an anendnent on

its own. A r&eleidtheriss messoes ipiseknicrininvelid ey byRsesciied crlsenal so the
Hol der or the Cong’hgﬂgcesﬁsf rﬁggao '15' tle(t:hn%claH$ v?lmaﬂg%sggpgandngg asrgyss-t have

t hereby have susp regrs |nq GPPE into

whet her an Oah @istadtioh A8 o itk ngéttm&@oh&mehht@ tm&dagmy WARYHQSdcestts ~
granted, or whether .any user has satisfied anx condi ti ons agreed upon

with the Ori dientasiorctipmes exmainedi belpvawithregnidnin each speificetypd of [nstrutioat es t he
process for %\f%ﬂé‘xjo s1§%{h§?xﬂ8§&lomp Ak A0 {PQFERJ?—ES to k[é‘?nes%'!:%dﬂ Sﬁe S are

i nvol ved: creates a ssa e ssage ing unit
using a user ca&lscylsatmmwhétﬂgrtﬂ'mo@ssn@g méaadedemﬁmbéses its intent to gr ant

t he amendnment request, by |ncl din a tag indicating.grant of an_amendnent
request in the fotLSn 6‘#8%/ tb‘? btg SttWeH‘égerP%eéseg d‘g’P 1R g% dat a

i ncl udes the mhgaMesiod, dedpohd iheh txat,tmee eeael@émwa{ermam%é der Fikeeslisand t he
docunent 1D of the nOew gfygctron?c bill cof | adi ng attachend If 30 tjr:e

anmendnent0c orbibedermmaefl forwsrdingahessazeoerich obivhich has a yaeihaaderiimthe meformul tipl e

WO 001 55774 R I GB99/ 03091 - docunent in,t nti ng
Instruction. THE S FSHEREI ?lqﬁsa&c%lsnﬁf’gﬂ%? %?:lg‘r"o acBltFF %?‘S adi ng
into rrultlpl%gya@;dnct el ectronic bills of lading, it may have multiple

I nstructions, all wi th the sane anendnment request identifier, but each
i ndi cating a sepaft aftefoberresssage handiingr wiihdorverds tb%ﬁé’?sat@eséﬁés Textbe i ncl uded

in the ~ massa?fgged &S%)S aIHa ﬁ:g@ééﬂ'rgﬁ\tnor t %ﬁes%gltflflln yg%lhgﬂﬁl g@ﬂﬁﬁﬁq§ t hat

nmessage to the nessage Ing un it nmessa message
handl i ng 1ni tto aResdnden d55thariaeial sasd mehkyge/erdefxyemguotlh@tlsxermdeu: ngessage
(Oiginator's) digital signature. The message handling unit and 10 title

registry al sdddepsiag thahher Flerregstnt W‘%%éb“emswcnf’%én%f"@} thg related, F¥EQr e
cannot be Veidolieiiond wlafful XLl e bdic or@cﬁ§%§ﬁle?§fa1ﬁ%qgﬁx Qe IrRGLg ect, the
s

nmessage handl'ing unit retur message; age ndl i ng
unit and tit |r&t1ﬁﬁﬂlb8tblyyreml‘rﬁ)r|£geﬁ Itmckz:etht fmyestage hswilidgning rebugss taaFNasi gnae ur e and
find the nmessage valid, the title registry resets the flag on the
. sender of the SMsg message.
20 The SMseg message has the same overall structure as any other message, except
that its SMsg type header contains an element named Instruction, as illustrated in
the simplified example in Figure 16. The Instruction element contains the
information necessary to update the title registry, as explained in greater detail in the
subsections of this section.
25 Operations involving the title registry and the SMsg messages, and
Instruction elements that effect them, can be classified into the categories of: (a)
creation, (b) transfers, (c) pledges, (d) amending, (¢) surrendering and (f) switching to
paper.

Creation of an electronic bill of lading is effected by an Originator (the carrier).



15 electronic bill of lading to indicate that an amendnent is not in
process any longer; and (6) The title registry then confirns the processing
of the anmendnent denial by returning to the Originator, via the nessage
handl i ng unjly.edsNot nessage including a type header in pRpcheFPf 2
BAck. That type eader includes a report fromthe title registry of the
actions it has taken. 20 Granting ~n anendnent request discontinues the
suspended status and returns the anended electronic bills) of lading to
active status with a new eBL Text, begi¢hing when the title registry is
updat ed. The pre-anendnent title reglstry record remains in the title

regi stry and avai labl er s S fled t he
applicable retent |T§% %E:Shog %E me%56%%$e§l%m”%’%rae‘8?s E;ra%/lgrn?snlg F e ctthSIr% bélpanti ng

t he amendmentofiladiad parsiuaBC @ xﬂedtuldhodmey déuigmﬁxlgogsefsado roleg savh @3ERsOgRr f | ow,

and that |og |s retained for as specified in the applicable retention
schedul e. 4E. 72, Ralder Congignsengpddhe ect ronic Bill of Lading WD 00/55774
PCT/ GB99/ 03091 9bleﬁuésrremeﬁdmnma@Iueﬁiuh&m &SIEhAtin QhenhsBRELL 151§d al ogous
to the presentation of a paper bill | adi n gs consi gnee endor see
(gener al | o t he plsdgemakss thergiesirorie )DIUth 1%41@ @Bhgp‘@rtolcnllﬁ’f@@ldpncrﬁd)t thathhe shi pped
goods. It doe i i.cates that
Phe bi 11 is royiiataBadaL HanblEuk e of 1€ sHpeedbpar MRILoGIRbER S

foll ow ng carnsﬂ”dadge:ndnerﬁnamaeimmunmau etfofck oorfehhcanhhngple@gel ) a ConS| gnee, if
it is also the Hol der; g %% bqg%re t hol oborde The hill nust
be active and not Aﬁ’i’“é’ﬂ’é‘éa helesrgais ading b ot ?fé%a g by heRrieinass of p9 st 1 at es
t he process (H]eoﬁﬁﬁlbemﬂﬂ'ﬂdd[}@o@ﬁe kg6 catiircusdis| | of | ading which is perforned
by the foll owi ng steps: ??'Th Consi gnee or _current Hol der-to-order
creates altessage SPﬁe‘tdﬁe“?n%S‘éggﬂh‘éﬁ&k?‘ﬁﬁ“%ﬂ}lt"f lpdingchag rynsigsrcoutset R (2) The
Consi gnee or Jrighd&t vt hor Ui L&&ha&d@&o% éﬁgﬁmm&m&)&lthmnfeaaé?‘pwscr' bed
by the service provi e Information I ncludes the docunent 1D ‘of

bill to be suitheennier edgent ¥ gy isTne). CheIrigiwacor or Swipinderr Barty will then setlimn
digitally si JEssage handling unit; (4) As
for any rressgrgétm%tqﬁe&g&qgmtf&%h %fgfqﬁe;hgppwg%ecks its authenticity by
verifying t he sencSem'cmngltogpdpai caﬂlbglpanfmrmed ifTieeessag sagmvéramdelequgnisrbilt and/ or
title reg SO chec the formof the nessage. ﬁ the message handling
unit or t ?Af?gst?lpflpeﬁ W&P’Sﬁﬁq&%mﬁ“B’r%‘p?BPrPg"%?“fy the digital

si gnatur e Or “find ThB Erefn@inderi GICMRY etion te@mies sagieoth ardbieRgiondid s urns a
BNak; (5) If the nmessage handling unit and title registry properly verify
t he sender g categories in detail.

4472 i ectronic Bi adi
20 Creating an electronic bill of lading initializes a new record for the bill in the
title registry with a reference to the eBL Text. The record contains blank fields for the

various roles possible for the bill.

e l3: Creating ctronic Bil
25 When creating an electronic bill of lading, an Originator shall:
(a) complete the title registry instruction by:
(1) Supplying the document ID for the eBL Text:
(2) Designating the Shipper;
(3) Stating whether the electronic bill of lading is transferable or non-

30 transferable, and



digital signature and find the nmessage valid, the title registry flags the
electronic bill of lading as surrendered; and 25 (6) The title registry
then confirms the surrender by returning to the sender a type header in the
form of a HWobossthat type header includes a report from tHeI/GBWI09 egi Stry
of the actions it has taken. The title registry sends via the nessage
handling unit a FMsg nessage to the Originator and Surrender Party (if
any), notifying themthat the el ectroni _’_bi |1 of Iading WO 001 55774

PCTI GB99/ 03091 -92 has been surrenderedand inform ng them who the current
Consi gnee or Holder-to order is. Surrender makes the electronic bill of

| adi ng term nat ed begi®mnfmg-ndrefardbheddsighbe keabinsignae, brs updated. 5 The title
registry record (includi 9 all &ri or transacti onz) of the term nated
electronic bill of Iadi”hg PRYEPRe qferidsasndls ihe 1 Lyrthyp 8htr95g%4i% bl e to
perm tted useksyfarpibAEEAdb¥By SPecified in the applicable retention
schedule. The title registry instruction effecting the surrender is also
recorded in the chbdrugrogingik Slioegndef Pareséagw. f|1 ow, and that log is retained
for as specified i he i e tention hedule. 10 4.4.7.

Swi t oh- tooPapgr DI ShPRRP L RN of 5 SRR REHEME. 1O 1 T ng from
paper to el eqgbyr onugachokdBBLA kSR theGbmed laSiotimentXdndi nat or of the bill to
print out the bill-of |ading docunent, sjign,the Pri nted versign, and pass
it on to the (flext SgpRroOHBHT ﬁg@‘“ﬁéer(t‘%’“défs? ’é‘gi”ledﬁg’sT%’”Fé&fcé%f)’]f“‘egﬁn@ 7. As a

t echnol ogi cals,R-QE @8 Fboveland e RBLETSS 30Be Hhb FaBESVM 1RH hBCAR Rahdlink MR
Originator and passing en route through the title registry so that it can
flag the electronic bill of lading as term nated, as described bel ow.

Qoer ati on Rul e ; i - ] t] =L dged Bills 20 To
di rect th@ Oigi ngr?eo?e%c%dfntdg%fté Se%::ét&rl(g{ﬁo(@n&?lﬁloln\c{)@ P%g%tﬁédgmlgh is not pledged
to switch it to pdpefrigmatoe@urieddreates Kudletronik bdl & ladi(g? )The ptesenShyispper

Hol der, Hol dey-t o-qrder ear er Hol der r. .Cansi_gnee Hol der shal.l, (a)
Conpl ete & ¢ 1 0Fe A51aEty BEREFT wevr ok s OFnENrs e SR TR ¢ BeH0 tike 2hr vi ce
provi der to difi&ipig dnbasety wigh qaahar to switch to paper; and 25 (b) Sign and
send a nessage, including that Instruction, to the Title Registry via the
message handiing Uff fitle ©BIsEY goss Ael regtyigt avhep an. W@teq{n:gyncr%welﬁrpé&ti ves, f
rr~(~~g diPilpgofQdidhr ect the Originator of an electronic bill of [ading
which is pledged to switch it to 30 paper as required in Rul ebook ~ 3.

7(2), its Pl edgee Figoreld? ilbigtmates creation of an electronic bill of lading. Creation takes

place by the following steps:

(1) Using a user system. the Originator creates a message to the message
handling unit. The message has a type header in the SMsg form.

20 (2) The title-regisiry is then supplied with the required information. In the
Instruction element within the SMsg type header of the message, the Originator’s
user system inserts the subelement CreateBBL., which directs the title registry to
create a new electronic bill of lading. Within the CreateBBL element the Originator
specifies a number of parameters, as follows:

25 (2) the Originator supplies a document ID for the accompanying eBL Text;

(b) the Originator indicates whether the new electronic bill of lading is to be
“negotiable” (i.e. transferable as described in section 4.3.2) or “non-negotiable” (non-
transferable as described in section 4.3.2.). The title registry checks this indicator of

transferability against roles designated for the electronic bill of lading to determine



WO 001 55774 PCT/ GB99/ 03091 -93 (a) Conplete a title regishv instruction in
the formprescribed by the service provider to grant the reqgaréest; and (b)
Sign and send a nessage, including that Instrtrctron, to the Title Registry
via the nmesggmsbandl i ng unit The remai nder of this secti eor/6809/B0S ON
that Operational Rule. The current Bearer Hol der, Hol der-to-order, or the
Consi gnee Hol der of an electronic bill of lading can swtch it to paper, if
it is not pledged. If it is pledged, onl%/ its Pl edgee Hol der can switch it
to paper. In exceptional circunstances he system 10 service provider can
al so issue a switch-to-paper directive, but only if a critical user has
been inactivalgdner Ilﬁe rBlQ%eﬁ%aﬁbr%@xr@&&x\!ﬂst@@crqu'l le Aok dBEN of nﬂo%rn%gcﬂﬁbﬁ et he

el ectronic bill of |ading wo be permanently ' "Stuck" inthetit

registry. A chisting égtthepillsr i s one which is: ( 1) the Shipper, if also the
Hol der; (2) the e nsr

current Hol der - tg?g)sthgﬁﬁ mat}) al§ gﬁ Bi'T wﬁgbeﬁﬁ%ghgdté Clgt%wgm&ﬂsérét 15
Bear er Hol der sending &8 snebdage dmdlclreanSg faisettgeshic bitl of Bjiinkhe current Pl edgee

Hol der. Wen the s service provide activates user. it checks
through the title! %{)eéj‘F QTHI“‘{OB ”&étae‘r‘)ﬁ’ﬁ‘ég"v%g‘flﬁéﬁlertpr*}@y L@B?“dﬁ’@cqﬁ‘p‘i"@éhebne of
the above rol @g Ghatdr iB@nds B JutRtieS aRt agit 18 Rct B RBRRRalAWAEL tHe ViR id NE
electronic bill of |ading must not already be terminated when a swtch-to
20 paper dir eg#mendsrgds g ven As Figure 29 illustrates, a sw tch-to-paper
instruction is i Le{gg e reates a
nessage to the rrengs)age and Irnﬁglk?%’%ﬁs'gsﬁé 1%1%@%&2@% erép@%gf?%)kev&
instruction |§eqtn¢m|CLbdefl¢dimﬁ cating SWI tch to paper. The Consignee or

Hol der-to-sprder i i struction. for ri ed by the
service pr@vr der . %ﬂy& P 'réart%ﬁsos?‘nw e& \§ gaﬁgﬁdeﬁ% uH]?TE ﬁ %6f the bill to
be switched to papgythe (Bizinkide mag &pectih @ithediaglonsizhet o8 lagRSOABOPGEN6tSthe hat
nmessage to th§ nessaglﬂ %ﬁ@_& ; WO 00/ 55774 PCT/ GB&%lOSOQl -94 (~4)
As for any meSE&JEOr PRY séf&grsraérrdr%@ﬂhmdtthen@e ¢ i's Heidenaieeer ty by
verifying theysgadera o @'r&l‘ P@Ay i u&r@farea @r thd Bl xETB{%%ﬁﬂﬁdd??eBdrhé Diritabs  and/ or
title registry also check formof the nessage. t erressaehandlrng
unit and titl @urteagqowmyateahmobe pitloiseinegptighle’]. f If 2 Iﬁ'@nﬂgf@f# tinHesigngiaditthe e or
f1nd the 49 MabfGAb Al ibiale b oR Pk REdohbOBbN, Tessage hand! | ng

unit; (~) e nessage unit and t e registry properly verify
t he sender s di gi t(al Thﬂ @ngmalmrencémtds ini thelmedsazerfers sittgphes/ad itds ddchmentithat e

fl h I bl | ad
(8) The swi ¢ R BB GitpL e RyLer nes T rrcteft 5% Al SbFRE S b T he

title 10 regi stibsunseantd ngd tisfyne GtHed reqaira@hent idchingl @6quesdas, Getbodt lin Of

| adi ng, via the nessage handling unit. a report that a directive for a
switch to pap¥ctitfas3 PEYs ﬂéf'c'é‘\'ﬁefaglftf"oﬁ‘?fﬁsrl@lssdgﬁﬂ%"rmEffpr?‘ﬁéﬂdn%%&é%“cah#ﬁe title
registry d@esd&%hebtﬂh‘éﬁtf&ﬂ%ﬁéﬂufeh%r (%Elgérﬂ@t&hecre%m‘}% %&!{Ehr}ﬁulhﬂle H&ﬁn@é' 9' nat or
has performed this directive. Regarding the directing user''s right

conpel per f or fethe sanst dociaend by @apalpgyeto theepragtige ofssudtigoptiplg counterparty héat i t | e
regi stry thengegpf s fat t r egLive by
returning to tﬁ%gsbﬁe]nggrahv a t%@gsrreisag’gléée% ahl Ekgfsrs‘)ror%Ot g%fittgaspe?% kﬁhéd@{e in the
form of a BAcklecthatbili yhleding agtedo sonudersdes faegoghocdnfifsionrmd Ideplttattohehat egistry
of the acti ons, i 1, hgﬁ taken. Switching to paper makes the el ectronic bill
of |ading terATHI BHURISEAPEhe title 20 registry is updated. The title
registry eecord (i@yThslOfiginadol theh iddditally Sighat inSye obnidiiag tiRr éBINAEed
electronic bill of lading remains in the title registry and avail able to
pernitted usefdd ‘P‘Eﬂmttaﬁ’é’l@c Jesignatiaeard; saais ithe mefenss B ihE gifsaes hepdingiugit

schedule. The titl )A@%sa‘mwsmsgafreengé Itpéﬁm@sfszg%qrahm g cﬁ&ék&% &resa@eper is
al so recorded in the chronol ogical Tog of nessage F ~ and that Iog IS
retai ned for &s epbonity edth thet masagypvarhdajolrequrremem,rlodu@cmedthed< off it °

Endor senent | e |st rse n i n for
each BBL. Thgt‘{llgH1 %c%;gt?r‘g;r‘;tgﬁg alcril1 te tXe(“t::t slgf"%%l' g%r‘gﬁl es g%ctgngggct of
carri age. 3The Theting egistpy @il @ressage handling unit also checks the forrn of the message. If



WO 00/ 55774 PCT/ GB99/ 03091 -95 nmanages the creation and delivery of
endorsenent chains reflecting the contractual state and transfer of the
BBL, respectively. 4.5.1. Creation of Endorsenent Chains 5 The Title

Regi stry crwet@ss7as record in the endorsenent chai n whenevecT/aBysmaogparty to
the contract of carnage is naned. This occurs when a party becones both a
Hol der and To Order party or Consignee, as a result of one of a nunber of
instructions. These instructions are: Name Hol der; Name Hol der and Nane To
Order party or Consignee; Nanme To Order "or Consi gnee when the Bearer Hol der
nanes hinself the 10 To Order party or Consignee; Enforce Pledge if there
is a To O derth@dipital sigadite canot haeeBidd orandoGEaBilt iNIRNHERRE i dbteR8Bthe
circunstances. Grant anendnent creates a record in the endorsenent chain
when there i nesfree Bpndling pitretyeny aiak foghe QUEHBEP™ and (i) the Hol der who is
al so the To O der  paft .consj_gne id).,the Holder .who is
al so the Consi gneé@bgéghgggsggg%%%Ql%}]%p ‘!Bat?et %Fﬁ@lg%tvagﬁeaﬁgn%ﬂe&aﬂtsf% 15
creates a redabraled and theeRndon seided inaklamessageasisibraére is an eBL with a new
eBL identifier. In ;]Fi S Cﬁse, the record i s greated_for each eBL anended
when the Hol der i§7al & tieropnaage msssaet yiaptingotil (prsghe pressaes, i poy

busi ness ref Ugikd hifd @@RRERE @id. 4 REordifdr tRe ROGEISIHOMicHRINMBVESnd R rdRALY | SSuing
t he business refusal fromthe endorsement chain. 20 Figure 30 shows an
exanmpl e of t Hbe Yaegistinpinddpr Biigbrolss s Atsigapsd By theiuiginatar arerdniesedrip thas

regardi ng whep.qqp endorsenent chain is created are described with reference
to Figures 31 to 37. ~,~ Deliver of Endorsenent Chains 25 The Title
Registry will del i%)éhe greseisuyreants ¢ wassage thfoogimise msssagshimmdingnunttheving f
functions,are eted,. nanely: | ~f | der ; Pl ee Hol der;

Enf or ce P*@dga& é’@@gfadﬂk%%ﬁp?r@agﬁ’tl eﬁﬂgeitﬁ%%%%@wcﬁgﬁoﬁ@’ 6?3‘? and
Surrender BBlip the ¥W@r&HdbORbr4 itPGEEI iCR894ARA0 1TheOBeskhR skl @s RBGdeSsfrthe Wi | | not
deliver the endorsenment chain if the record is enpty. The definitive rules
regar di ng wheiieatian ahifippavestesiionic bl of Ipdingyad;of eaiphizrapd aldigations assosiped
reference to H - = [ A Regi stry Information
A Wor | dw de V\\/Eilgg&%gtﬁ g%%%é[??l?‘zﬁné%e?gn 8153?\!86 e%gtlrdﬁce%gtgr gglﬁg'ser S interested in
an el ectronic bi | (9)cFheltitid iremistry ghefni cauffirmstthe suscessfulraagatios phthe slectregicdtither

i nformati a . 1t. 1n general the [.nfar i n.electronic bill
of | adi ngpéns %ﬁ%‘#l%éﬁ?uﬁ 5@0’8?55:?%39&[0 gh[ &’g “geg%a\f%?@%‘?@?%&f" é’?&slg goér?f:?act W th
the user supplyyd Radérhe the TUridirasr WhB -crda@eheeiew didttrdlic BACETIBARES ETH type t hat
contract) certain_ information may be disclosed to certain persons at
certain timesheadgiéncineps ajepent fiem shedibletsaisiy f & aghpPs thah@hdr t Layer Security
(formerly Secure S0LKELSLAYHE)bifi DrAFFHE Sal MRIn QRLYIPLORESh hdeatsfi ed
user representatives have access to title registry information. Further, a
user represendeatribge insectiobtded. h begiwing whidnythe fnewheecordsis  ondated nnt tho itle

moni toring, priyileges according to the user database. 15 Besides the
interactivVve S1'te, users can obtain information by tel ephone inquiries
to the service prOihededmiagbpeiask intdihe tidle ety lwhah hatleanmicapipof dinge to t he
Wb site apply to the staff s lying.information at the hel p.desk. The
I or e 1 on t hateais greyiding o PEE R oBf destknSteP el B e P Bpe of

i nformation apdildditoRinginef udeRor @EURE lspddEied S the ablicabie fialieS schedul&er can
obtain copies_20 of nessages it has sent or recejved (although nost user
systems keep EWPi elthegey e%é@?!“‘f bill efslading fspalsnpoted iy the ichioplagieal legsel i ng
unit to ob}ai feQa&ORYw Mdd! thhy! l|6§|i§' REnd @t )as sEUAdANOhEBbHIRADIE Retbhtioh®
registry (either current or archival, a user can obtain information of

whi ch the useschedilg or was) entitled to be notified, or which the user had
previ ously provided. Again, a user systemordinarily keeps notices sent
fromthe present system 25 as well as copies of information sent in, so
retrieval of thg iThofapsfiamdivobktthRiqBitsébidisystemwill rarely be
necessary. The notjc sept en a Consignee, Holder-tq-order, or Bearer
Hol der is desi gnat B8n '%%Pﬂﬂbg@%@m&cml@ ll"%@’éaﬁaﬁﬁ ﬂ@qi e @?h%téqnétfmg’f °¥i ght s
noted in ghe pieeeshiondr.SAGIskOMBkes ASrailtky byAgesniRigainbthed usehi £rMpficement
chain leading to the newly designated 30 user, as the next section

descri bes. wo ool ss~~4 -97 .1.6.1. Endorsenent Chain Reports

PC 1'/GB99/ 03091 The title registry reports information about the to-order
endor senent chain, the sequence of transfers of an electronic bill of

| adi ng by to-order parties, to users having .S certain roles in a
particular eiectronic bill of |ading, as described below In nmaking
transfer information avail able, the present systemis designed to strike a
general bal ance between the privacy interests of systemusers and their
need to know information that affects their rights and obligations. The




i npl enent that general bal ance, which may be acceptable for nost users but
perhaps 10 not all. The present system does not prevent prom ses between
users suppl enenting the Rul ebook and i nposing greater restrictions on the
avai | abi l'i t‘yog({/ssy.gf ormation. Thus, the technical ability dcq/@baso t ransfer
information Is 1 ndependent of the right to obtain it; so even where the
present system gives a user the option to obtain transfer information,
prom ses between users to maintain privacy may restrict a user's legal 1 ~
right to exercise that option. As part-0§f that general bal ance, only

i nformati on about to-order transfers and pl edges. The avail abl e information
about pl edges.incl udes infor i pn_abaut tra ers by .one.Pl edgee,to
another can de gredt Sl leRra s Bl AR H R S 81 e P R ot her
rol es, includkngifBeaifélyHodmdfeF 8y ons Hudder ay ai duadeksdr, wxsfepio 4 ltahsigite.
endorsenment 20 chain_w || indicate when an electroni¢ bill of |ading
beconmes Bl ankaEsiEfde & &g Order Pama andgamstesty aagfﬁr%ﬁéHer_(‘?-"fb?@&é’wmflflg-i s again
transferred to a Fg dehder vbyRakiHoider RE GROLIAARRERInE Yhe¥fohBRRNM o1 ddREdET
transfers is, of course, subject to governnental search of the system
servi ce ppPovisddegous ¢ trimsfeayncethe physigal gessepsion fod theabill o 1ading éf Miweedini n t he
present syst . r i LR Ldesi i makes t he

el ectronic b?ﬁglbgfoﬁgd?}ﬂg{r%ngﬁ?gﬁgﬁg gt&%ﬁ?rg%ttlhtg t Igrersi}g?lagtﬂ ggg%ﬁ%%erhdorsenent
chai n. | nformati oRoratemster tor alefisiynse,ahd etnsthess gnalhr ®Nmakingaa Gapesibihe | s

therefore no vaj | abl ¢, and indeed, is non-exi.stent. |nformation.is also

avai |l abl e onIH "fgors""ﬂg*?ti 8rd§°’8fl']?3°ﬂ§5?/\,f'|i ‘éﬂel{gﬁtéonbﬁxti'ﬁ Oﬁﬁém%lgft{‘%gggﬁwefsr ansfers
OCCUrring outndi gensfdisbiPieens @&&tmafv(&ugapaag Af el RBnke k@kde@Ni Thebi | | of

lading 30 is switched to_paper or before an initial To Order Party is

desi gnat ) 4rossigpfenibiise Helder. pgn oemisy the esctrenipbid/of Fyog and take deliveT | e
registry. ThergeQp&isof the information includes transfers both before and
after amendnment of the bill (if any). Users who have the ability to obtain
t he avail abl e trahef eausfenforn Ooler Pamd whent thisris IpeHermed &s anh@riginatpr ity to
obtain it, ar fol | owi ng: dor. ¢ t. &nf ' L Qi le to a
To Order Par tcyealagge%sn gyoﬁ?%@lor\%g? b@ogpg‘g@ﬁ’ e%‘-%ggglgra ??éﬁé@hg[}s %}l‘g%%gobt hat
precedes t he issayasiepnpblE @afdr @il ofRadifig/to théidesTgme deler, Rat hapndimarit tobhkeai n t he

user identifier of the transferee or Ple d date and ti of the
transfer or Oé%fgépwﬁaﬁ}g téﬁﬁ@‘?%"é’ne‘?ﬁ {OP&%S%?@@H& 'I‘Sa‘bqté‘lsf’égzdeﬁﬁ? ent

Bear er Hol derinisSH@8er k6l ofdet. li@Wapabliies 8RCRNE GmAtdeWHek AR skitingOHolRbragge t hat
precedes the requesting Bearer Hol der, the current Bearer Hol der can obtain

the user i derfrderir Besrert Helder, dgsighateee Beldprewiise BaFigs & #9tPEOrh of the
transfer or %g&gg% thygg\m%ﬁfg]stgggﬁgcide?feﬁomgi on avail able to a Consi gnee of
e bi 0

a previously transtera I's as ows. For each transfer or pledge,
t he Consi gnee canFobtaister tthe BegrewHelder teblenk-¢ndorsipf, blagk ¢ndarsehent dagor

nf o mat 15 A0arFanrs YL HeegR B bl Ry R, PR
Order Party. It leaves the electronic bill of lading transferable simply by changing its
Holder. It is thus analogous to a paper bill transferable by bearer.
The next subsections examine in greater detail these transfers of an active
electronic bill of lading. Pledges of electronic bills of lading, which are transfers of

25  interests for purposes of securitization, are examined in section 4.4.4.

es ing T
As section 4.2.8. explains, the Holder is analogous to the person who would
have physical possession of the electronic bill of lading, if it were a tangible document.

30  Therefore, the Holder the person who is entitled to receive the paper bill of lading, if



foll ows For each transfer or pledge, the Oiginator of a surrendered or
switched-to paper bill can obtain the user identifier of the transferee or
Pl edgee and date and tinme of the transfer or pledge. 20 The endorsenent

i nf or mat i onyev@sshabl e to a Surrender Party of a tern nat eechcB99/03®1as

foll ows. For each transfer or pledge, the Surrender Party of a surrendered

or switched-to-paper bill can obtain the user identifier of the transferee
or Pledgee and date and tinme of the transfer or pledge. Mreover, transfer
information is available only if the el'€Ctronic bill of |ading 25 has

becone transferable at sone tine in its history, and only if the bill"’
status IS NOfhd dlecBbhi@bilPdf 1AdISe &isTRcHed o p4RASE@Hhet, 3 thObRGS Hank E{aggeoseﬁent
chains are sent to the designated user whenever a Consi gnee,

Hol der - t 0- or dedescypedBmaseeionHb . deh. ltSsHQié@,ﬂlgraaBemier Bgdet, dgsaibed frc egctipn oyt ed
ocunents M0 Q0mR dcdichiihe R/ 302 b e 5 Bl Y O?Hl"%ats Seihaleough and
used in the prese SyS Ee docune

i ncor por at e athoews! lhbyxcdffaﬂebelameleand rt:d@ate the @apep (il twher theedwiichSo g@%blm%nt s to
be nore cqncise.. The Rul bookﬁdeal S Wltf“a{ ssues Laplgt rise in some | egal
systens cSnc ATRTHG HGUTREAYs RATEDhdt diedil! By 2lse plank fadorsed. designating &
situations. l}l&ﬁc[er%&éﬁhﬁ@[@mWesﬂvﬂ&tmt?eakhﬁomépceSS of looking up the

ref erenced docunent through the perlink mechani sm comon in the Wrl dw de
Web. In XML docunéht mitighdlolfse s @y@@e%wagp@eﬁﬂ%@il@ktllecrfriemnemqr@at@s an
entity refer ) r i ocunent .
However, di fﬁh g:&ﬁ%g&:@g?ﬂggl&%hg{opdr}goﬁr%%%ggﬁgdﬂéocﬁﬁﬁ clB‘Ql gﬁ’nsg?stgu\}gl | abl e
and 10 cl ear lugerri e fian oettle Hﬁkdexppked]emdét ddeos@ ediphf thefitld beiss cohtest. pr esent
system permts users ost. ¢ enced documnent s onl ne . in the
online user suppo [‘ r”g%&%etgr Q‘Tsfgnf’%‘ygt ?12’?10 aﬂ”lVaEﬁ éorftljbd ers&yw{déﬁ‘ft &P% t hr ough
t he Hyper TeXtmsTﬂilatftﬁlpibﬁ'tdeHgﬁh&]ﬁE @l T§ Hrdd?) Partyh @le QNI iaCOSspRed) Iodt IGR]
commonly used in the Worl dw de Web.  \Wen the docunent |s post.ed, the system
servi ce provitgeqrsiag él?egﬁsctwwablurﬂfflac}xm r 45 Suslways gtomasicaly rambingd’ wi

agreenment W tfsibAGRVTLd PRAYKERe tﬁﬂth%Késdésfgﬁatg@%ymtge@%ahll\aﬁw 8lso
accordingly. The URL is unique for all docunents onliné in the user support
resour ces. | ridesipratesiasriiaidersybe desjenatinn ofer Rledgee ps Uolddeis aplomatic ehgcngadnt s
pursuant {0 r support resources. Unless the
posti ng ulfseran%tg gﬁhbedlg?'d?ngeélrs%cngt?u#%@l der agree otherw se, the 20 posted
document is available to and visible by all systemusers via HITP, unless
arrangenents are made to |i 0 it using the Secure Sockets Layer

D

(SSL, al so krieReratpgabiulele Lesic @ 8e&rity (TLS)) and specified cl asses
of publi c- keyrc@kihdid 5%e%u@ﬁoﬁnﬁ@m&m@aﬂloflraldRquZe curPIRh bRt dfomwe Nf ~, ~, CPr
docunents in user sup)oort resources A user may post a docunment for
ref erence to 4s&owséll ofigdingrshal .esour ces by further agreement with the
system sesyi Cg) Pr @YhBfke o elregili inSird3abdh Sost F»gméhéem 138 mkher aspects
of the title @egl st?{é {euanc[telrg gtbarnernow dévsg\ézgl bed. ¢ (§E55774 -100
4.7.1. Si ml tdavérons bEUafdadingnsndCTI GB99/ 03091 I n m)st cases the Title
Regi stry acce s op) S strutlo . EX5e ion is
gL St Y 2COR!S, et e BT Bl RSB SRR G A orals S

and

(c) Sign and send a message (including that Instruction and eBL Text) to the title

25  registry via the message handling unit.

The remainder of this section comments on that Operational Rule.
A user can designate a Holder only if the user is either the current Holder of the

electronic bill of lading, or an Originator creating a new electronic bill of lading.



5 instruction can be issued sinmultaneously. A Nane Hol der instruction can
be accepted sinultaneously with any one of a Name To Order, Nane Consi gnee
or Bl ank Endorse instruction. A Nane Pl edgee Hol der instruction can be
accepted si Ry jaaequs!y with a Name To Order or Bl ank Endecggsodiggosuct i on.
10 The S|nultaneous functions described above can be issued in the sane
nmessage. No ot her sinultaneous functions are avail able. The sinultaneous
functions will be available only if the sender has the right to perform
each of the functions separately. 15 4.-982. Miltiple eBLs In npst cases,
the Title Registry accepts only a single eBL at one tine. The exception is

with the Request of Hﬁd%ﬂhafzﬁ@?ﬂﬂ&{?% W BSEH @W ﬁHenBége@ctl%%%‘ﬁ? flpeﬂ??s% ment,

t he sender may reques & carrier to anmen t or
conbi ne. | n aasiyvk g destribed sewckém 4 2ubwther, iftee e:lecaastmmllof ladmgtslqmédgecBBLs from

a single 20 BBL..ln a canbine, nde uests the cr n of a single
BBL from nul t&‘ﬁll_@l%éﬁfy%ﬁ&naﬁas’ﬁ e]flosl%é é§f%g\r?l§ﬂﬂ??é‘?ft’5 alf‘hglaﬁs &@CE tieng user
sends a singl gsepBksidrtelnBe Holdee isRaG §1Trr{chane@iMiy dbBgriaked s cpxedgeel | Apespond
with a G ant Amendment issuing multiple eBLs. For a conbine Request

Amendrent , 3t herigisgigemey ¢rgisodes Heldarntyivhan qatingthe slgptsonicpill nelading | e
Regi stry, and the g;g&@mrumg tor&’e f?al? ai%BEx ﬁbﬁn@@énwgt&%% !1:25“' ng a

single eBL. In no ot cases canrru |pee e I ssue I'tle
Regi stry at ommolvedre. 4.7.3. 'types of BBLs WO 00l 55774 PCTI GBQQI 03091
-101 The Title Reg(hgﬁg. caters fort transp‘ﬁ reSte |abt \
non-transferabl e ( %3 8er Bpteny thegperop %uﬁ'eﬁf SdefneFSﬁ%e 8 lfehrgessage
negoti abi | i tyhafdlihheniBBL. A transferabl e BBL is represented by a named To
Order or bl ank- endor%ed BBL. . nontransfera&l e BBL ,is rge@ﬁesent ed by a

named CondPgnee HBE) TAniscridenigels e dregeOpn e s devigiagas ths mrghiolder. ngI st on

a single BBL. th-EQ%at-E'rﬁelsﬁﬂg‘)@)glls‘ﬁTng }fle%teﬁ(P{oMepyhﬁ?ﬁeﬂtlﬁ@-mﬁ@bympnate tags m
transferabl e/ non-transferable field in the Title Reg |st€6¥| sub-envel ope. |f

a To Order pafeynperghinndieent ﬁélxmssw tzmeéxméeé AYBRL S Lother. sl aBBE | s
pooated oo BRNARRE ARl L LS, ORRlgh et | LT et Lhe meosage
itle Registry wl{) mbgestr ther digigHagtens 4he7 essag@Blcohtaiitgi thie ates~idsldatnment

- 15  designation and sends the message into the message handling unit.

(4) As for any message, the message handling unit checks the message’s
authenticity by verifying the sender’s digital signature. The message handling unit
and/or title registry also check the form of the message. If the message handling unit
and title registry cannot properly verify the digital signature or does not find the form

20  of the message correct, the message handling unit returns a BNak.

(5) If the sender’s digital signature is verified and the message found to be
valid, the title registry is updated by changing the content of the Holder role field to be
the user identifier of the new Holder listed in the message type header. The former
Holder's user identifier is removed from the title registry record for that bill.

25 (6) The title registry then confirms the successful designation of the new
Holder by returning to the sending user, through the message handling unit, a DNot
message having a BAck type header. That type header includes a report from the title
registry of the actions it has taken.

The title registry notifies the newly designated Holder of its designation.



The Title Registry adheres to the sane docunent |ID convention and syntax
used in the nmessage handling unit. This consists of a RID, a General |ID and
a Version. 15 The RID is an al pha-nuneric string of no nore that 64

char act er s wined/ssim t he regi stered User I D of the Oigi natRIT/GEMM30SkNneral | D
is an al pha-nuneric string of no nore than 64 characters that is specified
by the Originator and which nust be unique to this user. The Version is an
al pha-nuneric string of no nore than 16.characters that is 20 optionally
added to identify an anmended docunent. Two eBL identifiers that are the
sane apart fromthe version nunber correspond to two versions of the sanme
eBL. The | atest vPesSgRfing€héeHPURAgerkMAIlRA Mo RN AR thei sttt oh ¥lebiidhic
Oiginator as, a result of a request issued by the Holder., The conbination
of these att Pilhot &dingngiipveyer fhthe dssignation deeishes pieet P2t Gedilkshes t hin
the system Ehgpillibd & dRAGL:AbS YrobRERaNRinctif fihhe MHL Linlocumrent's, therefore
the draft attrlgute Is not permtted in a Title Reglistry instruction. WO
001 55774 PCT/ GB99TB3@EIredif sy ¥énadh cantdlning ehe Hegrstipryofrtbe dplden remaineimtteed or
changed, t.he Title Reqistr. espond o t ender and autpmatically

ot {1 es che artdPerateb iy Eoplsd Gab 6 FELEE RPN R Boredie”  ha
when sendi ng réentioASdchiddtlel OMhd €itlé Renistivt ineinBEgh SEfedting ithe d&sidi@fiomacgssary to
name a receiver. |f the sender would like tg infar %ddi,tional arties, he
may do so. | freosrdefidn Samenapnolpgisal tognef mRSagsaeY; 3 ot 4 g BRStry will
notify, the npss@Rasn hRAMICHIe infioNchbduld. | ter the result fromthe Title
Regi stry to ensure that only a single nessage is sent to the receiver. The
cases in which notifications are produced are summari zed in Figure 33. 10

4.7.6°, Engl osed; £BL hnd ScdlRbn@l Ways necessary to enclose the eBL
with a nessagé containing a T stry instruction, either because

there i s no resul tisrsgetivat4.2.4 capian. dre Gecanseof e eleatrdnye billf efcladidg ad r eady

possesses the eBL. To nmintain consistency, the Title Registr hecks to
ensure the e@ﬂﬁp%ouén?,pl ggee OfHENTe i ¢ its “?‘B’ﬁ{(ﬁornéld.“Orf'f‘egt‘)ﬁ%blee%@i%fy}u "ancl osed
15 when requiDeidnating® JinkibreeMatkSthe Xievtdnic bil SURJiAg R6Yahdskeableeffath thaind t he
sender will receive_a BNAK. The requirenents for encl osi,nﬁ the eBL are

sumari zed | POt §tr Besignatign of the Cppmgneg opdinanhiergire SEL oper infjke lfetimg oRegi st ry
provi des g f URGhdamnif 8fii HMBAAFERL shet MOBGRIHOLILHUEN fUd RS 8dhtntleny

amendnent instructions. The rg’gsr&est amendnent 1 nstruction 1s purposefully
generic, provedaingufchoigkd-ties for all anendnent requests. The request is

i ssued by the current Hol der and can only be acted upon by the Originator.
When the Title Registry receives a valid anendnent request, it suspends all
2~ actions ornjcAgioRBlu/unt Designagin@RCondigeny anmendnment instruction is issued
by the Oiginator, To cater for different types of anend t _reqguests
(e.g., split,ddgmisreate<giienksa Coments in Cé?qﬂé@%f’rf@irﬁ"g%@@f Zﬁg’g“équest I D
to the O@i nadeQWperh@naiR.¥Al 5 d request amendment instruction has been
received. This provides the Originator the freedomto grant or deny the
anendnent as lf-é}élﬁewwwoﬁycefﬁémmgif’mge Boidery Bearerrfiolder, ‘\’ﬁ%"‘@)‘@ﬂ” EEGrALY O

PCT/ GB99/ 0309 1.5 j gi.pator wi shes to grant an anendnent request
to conbi ne BB{"se)YJcﬁ‘gnlrkgg{o@ﬁacf?‘év&%[g the request ID provided by the Title

Regi stry and the rew BBbpplete atitle registry instrucrion designating the Consignee

Sor that electronic bill of lading; and
25 (b) Sign and send a message, including the title registry instruction,

to the title registry via the message handling unit.

tio e Designaring a ignee r
To designate a Consignee Holder, the Holder of an electronic hill of lading shall
30  perform the procedures required in Operational Rules 14 and 15. The title registry



regardl ess of the nunber of BBLs sent by the Holder. The Title Regi stry
uses the request ID to replace all previous BBLs with the new BBL.

Li kewi se, if the Originator ~ wishes to grant an anmendnent request to split
BBLs, he rewt%i@ ith the request ID provided by the Titberiggdshsy and

t he new BBLs |tIe Regi stry uses the request ID to replace the
previous BBL with the new BBLs. An anended BBL nust carry a new eBL
identifier. Wien the new BBL is replacing an old BBL (1:1), the carrier can
choose either to use a new eBL identifi- ég or 10 can use the sane eBL
identifier with a different version nunber. Wen the new BBL is repl acing
multiple old B ne Iacmganold
BBL (I:n), thm?)‘ucngm’ dewﬁ%laflglg t}we] ame {r{}eé\LN Me &ﬁ Cglm\rf‘ﬁn?a‘nzc? ﬁc;l% agb f e Book
Conf or mance 1&itlihehersughtngssaged obl i gati ons of users relative to BBLs are
defined in the Rule Book. The Rul e Book defines legal rights and
obligations related to constructive possession and the contract of
carriage. In shortThet:fi8aifdet 8f RRLQt0R forhh&ntERlhAattdiRraG844] REIE) hol ds the cargo
in its physical possession as an independent party (an independent bail ee
in legal térns). TheOpgingps gﬁhé@smnatagr(é@smnm wihenjracamng the Bisotkoniq bidltoft he
right to give ol of the
Rul e Book. V%leélgﬁlangelﬁgét%ﬁ%}ﬂgﬁ Q%Y?l ne ass'?%{ ?&ééﬁ%ﬁlﬁ&wl&ﬂﬁ&%ﬁmg e Title
Regi stry, on Debmhtor tht tﬁlhbllIOras heamasuoreysfulysueseda Tistcugent tHoldeho-tatd@rorwho has
that particul ar st S. .Jhis noti s..an_attoment notice and confers
constructive gSasr%rel'zoéﬁ?%ﬂft-g‘;CSlﬁ'%tfoﬂfc@F?/fela%%g’g%glf naeiagatfﬁ PPATY with the

Shi pper and 2~ pasﬁﬁﬁwﬁtﬁm&n@hhﬁfglrﬂ&ﬁ‘tnyust Be tregridgahé eMtrgicChin omEinanses: (1)

when a Bearer Holder is naned; (2) when the narred Hol gg is also the To
o der par ti§ Pescs&ﬁ'glﬂgﬁ@aﬂﬂ%ﬁd‘fb%smméﬁfé@wo el iRReET Holdgemay desiapigd. The

contract of C§C6h§?1%ebx§yiﬁhé61ﬁis‘a¥tx@%&%&fér5{ﬁeO“ gi nator and the Shipper. A
user becones a pa to the contract of carriage when it is both the Hol der

and either 30 the PF%)F@UEFew Phstyesoto demgnagne&onsfgries. barfollying sieps e

foll ow ng msE 84 WO 00/ 55774 -104 PCT/ GB99/03091 ( 1 ) The (Pl edgeel
Hear er Hol der narres ‘anot her user the Holder and either the To Order party
or the Consignee. ((2TheldperopPitedgeaatésd xdessag(afto the Bisksage Handlingdinftf er ent naned

To Order party na that To Order par e Hol der. 3) . Hol der of a
BBL i th 1501 11 or ol ISt Theondtutiind CEIEIes felvie hhrat: (4
The Hol der andodferet’d @ser RRAfiffer Hithid dBRopRAfBEs ANBE hedtrlaebn tiBRediel der and
either the To Order party or the Consgnee (5) The Bearer Hol der names

itsel f the Tomepsdes typaheagerofurthqetagesddpigreation 15@01( ®) thrHecupeid P! thppbiler of a

EIE’I[_I \(’:V'ets h a naﬂﬁ% a-ngctg Qﬁran%éai/of{ﬁgtqﬁgﬁﬁ 1§ t?l%n-rﬁlef%qigﬁe % a?so$equlred th'gite,I or nment

(3) The user then digitally signs the message containing the Consignee
20  designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit and/or title registry
cannot properly verify the digital signature or finds the form incorrect, it returns a

25  BNak;

(5) If the sender's digital signature is verified and the message is found valid,
the title registry changes the content of the Consignee role field from empty to the user
identifier of the new Consignee listed in the message type header; and

(6) The title registry then confirms the successful designation of the Consignee

30 by returning via the message handling unit a DNot message having a BAck type header



An attornment notice is generated by the Title Registry, on behalf of the |
S Oiginator, when a user is designated to one of the statuses described
above as conferring constructive possession. This occurs in the three cases
descri bed abkowesssiat h the foll owi ng exceptions: ( 1) whenrPGr/&asmam Hol der
nanes hinself the To Order party or Consignee; (2) after an Enforce Pl edge;
and (3) after a Grant Anendnent when a version nunber is used. 20 These are
exceptions because the user who issues,the instruction has constructive
possessi on both before the instruction Is issued and after the instruction
takes effect. The text of the attorrtnent notice is as follows: "You have
been desi gnatoahe saddrh@hdtiodpd itadef intdesalremirt fem the 1idk tekised of adiatthnk it
accordance wth the Rule Book. By 25 virtue of your capacity as Hol der of
the el ectronf® P of Ladi ng in addition to your designation as a To Order
Party, Consignee, THBedikieIRQstrf! RUHEE heWaevt T@nS&IeY | FEitPEQYINIGIn. 2¢t RY ON
behal f of the Originator of this electronic Bill of Lading (the Carrier)
confirm t hat Comeengd scrdsogine cyrernt Flelddr trerhapu thrayet dlpe' sanTeraesghst tagithei g r ul es

regar di ng: wh t nent ' [ J. Vi [ tai.ned in Figures
51r0 57 iRy B RRL b g, Bl dRhRRs R R0 & BB 05001
When a user 1"'Soudest beratdedgmsdas parHojdet of hiselecontic hitltof dfdingdn kicagiancene has
the opportunity to reject it's designation as ontractjng party by

i ssuing a " bUé‘f{ ﬁléesgulgi"?"gf diyar"“_}le&%/y %‘s‘iﬁ‘??ﬂyé‘s\%l g % Lf ﬁl?%@c’“t“’_e;"&}soil , a user
desi gnat ed t pdigSinadddRioh QB YBLT HAGneIM 4508 tTdabrdBE RSy, IRndiBiRe BEGLNGL OF
(carrier) rejects his nomination as a contracti an] party. As a consequence,

. Y. . £ :
the parties t6d%e eaihe agguce Siideey qoefimm Pnaehelhey horignsrsfadisl y prior
to the r%ecLlearoqwug@ﬁsaimmﬁaméﬁltﬁkg%ﬁe doBiLRShove RIPRLyolforhgSued when a
user becones party to the contract of carriage when: ( 13 a Bearer Hol der
names 10 hinmsel f lurter, drieerewganmsignesris Gomthie dloedsr. i(mR3y wvarsehe dsfgoatives a
M edge; and (3l L S b Tie FeBky ATRIIIPOL, h RSP RAUSERE Qocdy RN B3

Amendnent by e user %’he business re usaﬁ1 cannot be 1Ssued in ese cases
because the tigmesut Basoddfeanbyts GégiitndWikenGRNERI Yegibtey ReEorda®datad Pahthe to the
contract of carriage. The business refusal nessage nust be sent within 24
hours and t hBSWapsignatiem penvided dhas thenGERSt Ressagriis pent Refgresthe Wesignsted et on 15
bef ore i ssui t j efusal . | .par ] S busi ness
ref usal 2? t e?ﬂ% Qﬁ’o @t@' g§§°§f {nefe&laﬁlstsl uP ntée g)rlllgt héefeﬁlgfg ?Eﬁ:tt fn%}g a?%Pgtt %d to the
same BBL, t heppbirthent Bggérsthing avinkck, létanedik tdeeutrpesshgepsana ukigy retion inegat i ve
acknow edgnent (BNAK). Wen the Title Registry receives a valid business
refusal, it atonimRFE By athes thapretyrping e SBffayi ous state (i.e., the state that

xi sted befor et NGedifiny PE.ARSIONALARR: AR Wil de 1BARd b Lligch@rer party

of the refusal. The Titl'e Registr SO renove the party 1ssuing the
busi ness r ef beghnifg whanttheetiterrepnisaepdatedhai n (see bel ow). The definitive
rul es regarding en..a business,refusal can.be.is d-~is.contained in

Fi gures %@ to 37. u%.r%g.l&;?lirf(foéd ?89"%’?1%% t-bgufstl%na%n ?Sfﬁge %%nrsr‘lﬁlng rle%ﬁm%P
processi ng. tieaitiirdgistryRadawilible togRtififteduseRIod the fie speeifise hctbe appiichble
receiver(s). The result is_automatical Igiwgener@t ed to the recejvers) as

described ab&Ugop ischeduler JThY fitle ZegistnydpstipEtion lechpg ing deSIEUYRl Bhifer is an

error code apgofhed G iRt diedholdglcal MR JraRstsdgel ffov Gl tthif Qog IR IR UDL 2 O t he
sender is a list_of the nOtI#I ed user IDs and the 30 conpl ete receiver

resul t i nfor §eRCifisA in the pppdicably refeptboreschesiulec odes appears in Figure 41.
25

3.3 gsignati 0 Qrder Party
As section 4.2.5. explains, the To Order Party of an electronic bill of lading is
analogous to the endorsee of a conventional bill of lading. Like an endorsee, the To

Order Party can further transfer the bill, if the To Order Party also holds it. For an



WO 00155774 PCT/ GB99/03091 -106 If the sender result is positive. the
receiver result includes the following information: ( 1 ) the instruction
that caused a change in the Title Registry record. (3) an eBL identifier.
~.e. the doggRprE74D of the eBL. 5 (3) Status infornmati onpapigebydsnd t he
current state of the BBL, i.e. active) suspended or end state. |If active,
the BBL record exists and can be acted upon by authorized parties. If
suspended, the BBL record exists but is pending an anmendnent so that no
action can take place until the Oigi naﬁg returns a grant or deny
anendnent instruction. If in the end state, the BBL record exists only in
boe ent or og kighiokic 39 of Wik oleprRd SIASHLOE iierlIE (FOMLLANE off | POV
been entered as a result A urrender i nstruction. (4)
The current p@astgnamgmfswclastBb Or(l&)PaEmtﬁrIScﬂtmmnte.,mhmldbmmi)mnxati on in the
formof the parties to the contract of carriage (i.e., the current and past
Hol der/ To Order parti es and Hol der/ Consi gnees) 1 ~ together with the date

and time of epg DR LM WesiohBInoNT, t notice which is free text
provi ded when as a result of the instruction there is: a Holder of a blank
endor sed BBL; 4-aln-@tigiagtonmey desigadre @ Tp ieder £aty éedreqiing oy egerraniebillofisi gnee:  or
a Pl edgee Hol i.e. the identifier generated by the
Titl e Regi str%9 &pr e ues?%dkAmandmant i nstruction has been issued.
Sender result8. %x@szgzeﬂre vé‘o Edddp\Path e Rredgeaffeldva Bedrembolden or Haoideitb-her a BNAK
or BAck as re Regcei v rLesul t re delivered by the nessage handling
unit in the ‘?7%5 Ct@"mclﬁ&r%g 1R )(nggdl tions The service provider

provi des a faci I i ty) T OComplerel itk redistbtingruchiod des@harlngdhe®y OEs and

conditi ons on the secure, interactive facility. All regi stered users have
access tol®his infor rratPP’@th’ffé’g“ajf‘i”r?g’ctbr‘/éofrfé‘éﬁgtaddsend the terns and
conditions wth e%ﬁ btsignam‘zsénaqln@gsa §QnJLta¢n/gnm%z§$e i@ il AkddRg terms and
conditions is as fol 574 PCT/"GB99I 03091 -107 ( 1 ) The
carrier sends a digi taFO lIht;lNéqqgédymg@agﬁsqgsmfgl}’mgemt he hel pdesk. The SMSG
includes the attached terns and conditions and the date from which the
ternms are applicable. (2) The hel pdesk supervisor |oads the terms and
condi ti ons onDperulenat §alt ¢ Besignanriger Maltdérde-ofdzei | ity. (3) The hel pdesk

i s a digiLall th
conf i rnindSt it 315%@“%2##2 eaﬁ%rg' Ay T M L R e L

revi ews the tgrirerdfdn cRAAd msmmngv bullipakferinagit p\Redikds@eddlire®in t O the date
of activation. 10 (~) The carrier sends a digitally signed nessage (SVM5G
to the hel pdeSRETBEONEORWET fh B dEpt bavéte regisES S ErES déﬁ&f’”@ﬁ&dfﬁt‘?%’é?e’t hat have
been | odged pLi gy, #&omepa,ngmac?&b@ AR serk Qlihlinetahi@BelshiBL | O message s
not received by the hel pdes e applicable date will be extended until a
confirmati on nmessage is received. 1~ 4.10. Title Regi stry Instructlc,~s In
Fi gure 33,4the fol QN i |nstruct|on 1.
Who |ssueg - the +hr%\t%}g%ﬁ egéﬁ%gg%éntggcé@g%@?% %Eagﬁ%?ligtr% ot her
parties will be rejeOtignatoymbhdesipnitt e TREGdatPayy whéh @eatxhgﬁdateonrgma wiflor mat i on

- theinfornat onr uire e Titl st ute the ctl_on
The T 416 RegPh ol i poethe IR sy TuS ERePd A aebp e e et B
inconpl ete. 3meéRid Ribdling Nhi® MEBLyIrRNthe c&cgmatdrcmaaltm mflpnﬁa&de@@uécb@ruuyhe

aut hori zed party can send with the instructi
created. The current Bearer Holder of the electromc blll of lading may also designate a

25 Consignee. One To Order Party may also designate a successive To Order Party if the
designating To Order Party is also Holder (i.e., the Holder-to-order).

As mentioned. an Originator must be creating the electronic bill of lading to

designate its To Order Party. The current Bearer Holder or Holder-to-order may

designate a To Order Party only if the electronic bill of lading is active and

30 transferable.



25 4. Need to enclose eBL - because the Title Registry does not use the eBL
docunent, the eBL only needs to be attached if the receiver requires it.
Busi ness refusal - a business refusal can be issued when a party becones
bot h the HoWwdabseyfl t he To Order party or Consi gnee. WOpE&1£/GBS9/08d01

PCT/ GB99103091 -108 6. Wwo is notified - the Title Registry will
automatically notify the affected party. If the sender nanes the affected
party as a receiver, the nessage handlifg unit will filter the Title
Registry notification. 7. Attornment notice - the Title Registry generates
a notice of attornment when as 5 a result of an instruction there is a

Hol der of a bl ank Feguckai(sidldsti3BE ;thet frecesiobfidssigha@inglasTo Oktder PartyOttde haspig t y  or

t he Consignee; or. there is a Pledgee Holder. 8. Endorsenent chain record -
the Title RegP4e¥e¥®ites an entry in the endorsement chain when as a
result of an instucthkappréfifiteiRbiddates 8 nitkage fohfe MessidedBRidiRg LAY, OF the
Consi gnee. 10 9. Endorsenent chain returned - the Title Registry will issue
t he endorsenent cldilp thahmessageethBpgeridesignaten oflorQrder Raety his distingthe nevs Taf t er
creation. Eac Ll Labr . i : I now. f urt her.

di scussed.SEI S&z??i%%n?%cf}rsg%ltd gnt{ﬁ%gbvghlrn pagéllés%{tygatg%:?rgglteg{ngﬁﬁc\rgh% ?l%mneqtgft o allow
the creation th messa@Cpcihdatdert Pathtt fapged Re@imdtioy. fuok aathedveudBht IDTBEKE 1S an
attornnent not,jce o iif the BBL is created wt, Bearer Holder. It is
not possible "t‘?ee"‘g%e ted, angkn inclication that the electronis h‘ﬂ\/ﬂ%ila(?wgt‘ﬁre“egﬁtfat%r"?s al so
the 20 To O dgfo R@fided tRfe; t he Consignee) or to create a BBL with a Pl edgee
Hol der. 4.10.2. Nanme Hol der The purpose of a Name Hol der instructions is to
transfer hol dershi(® The user Gep digitaly BBs the aesssige pontziping theoFn QE¢er BavYice i s
made if ag)a fe ' t] t [ .Bearer Hol der or a
new Hol de?0 m%gégitfgpg%d %eﬁgs ttfgégsg%rlhtgghretrg‘%%l@eth ﬁnéﬁ %ﬁeglt’gnee. An endor senent
chain record i s ndé#leds forasy messegalitte éssigechandisig runotahenis tith @nthentsity bpew

Hol der who is _al.so the To.Q.der .part r the nsj.gnee. WO .OQ SS774

POT] CB9610300 BTt iﬁ;’r%‘ .S%\Eﬁies‘gﬂﬂé‘ﬁ e ﬁ%‘f%@%‘l‘h@%ﬁ?‘bﬁ?’e“&f‘e e dgee

Hol der i nstrugid eHaclisSthé GorMasteth@ niRkRGYEE the hitedag®harddling bAOSE flle fegRtrpdge

hol dership in an existing BBL record, 5 4.10.4. Nape To Order The purpose
of a Name To ®RERIPIPRFEY Gab 8% digital signame o ol dreglormpasanset 4 BRkesi sting
BBL recor gs A‘%t dorsenment chain record is made if as a result of the
instruction the lder is also the To Order party. An endorsenent chain is
returned only wher{5alf Beanesagthahiiing amnit nadréte kigissg [pfopethe vérdy Gredendeparty and
then returned,only. in the Sender result. 4.10.5.. Nane Copsigne e purpose
of & Name. CondBH e s AR BT Bhme g aliay i ditaBiarenser I sHRERoLPF g bl
record. \Wien o Oades Pae®ld field &MRE usek RRndBi: ob @2 @BRSToNOdel P dised abthe. 15 An

endorsenent chain record is_made if as a result of tlge_i nstruction the
Hol der is al sBetSAES WRsieRdshethe farmes 1@dirdefory s upfaidsntider IBEEPHESWh S when a

Bear er Hobgler i@ refibtey tedr@edr tiipgill shgal so the To Order party nanmes hinsel f
t he Consignee and then returned only in the Sender result.
(6) The title registry then confirms the successful designation of the new To

Order Party by returning a DNot message having a BAck type header to the sender
through the message handling unit. That type header includes a report from the title
registry of the actions it has taken.

25 The title registry notifies the new To Order Party of its designation. If the
newly designated To Order Party is also the current Holder (perhaps through the same
message as the one effecting To Order Party designation), the notice includes the
following text: “You have been designated as the Holder of this electronic bill of
lading in accordance with the Rulebook. By virtue of your capacity as Holder of this

30 electronic bill of lading, in addition to your designation as a To Order Party,



20 4.10.6. Blank Endorse The purpose of a Bl ank Endorse instruction is to
bl ank endorses a transferable BBL that has a naned To Order party. 4.10.7.
Enf or cgPl edge 25 The purpose of an Enforce Pledge instruction is to nake
the Pl edgeeydofigfr4t he Hol der and To Order party (if one pgergabPaheof a
transferable BBL, in an existing BBL record. An endorsenent chain record is
made if as a result of the instruction the Holder is also the To O der
party. An endorsenent chain is returned,Qnly in the Sender result. 30 WO
00/ 55774 -1 10 PCT/ (GB99/ 03091 The purpose of a Request Anendnent
instruction is to request the Originator to anmend the BBL that is related
to an e~i sti nQorSidhes, Beaerchr Piigen der(gensentm chaica p'rosridcetcunﬁtredoﬂ behaka€h of the

eBLs to be a ed. Ane n,be re ted plit? a BBL reating
Sor mor o BBLE PR B R ar et of bard SR erned e BRiebtelar s baL
from2 or norg yotd @idal SinheiRAME Rew TRt debddy Qb &sBBbRleC @Mmditreb@tthé 0 t he
Title Registry for this instruction. 4. 10.9 Gant Anendnent 10 The purpose

of a Grant AnSRGRERR by AERPRELR B titls resdsiy eantssaeh & iGrieiemisader by tha58BE i ng or
creating BBL 1{ ﬁﬁ%tﬂﬁ)thé Bmbdi® Reriotd r%g >REGL S toﬁé'l% Qrﬁé dt'hgg;[l@‘}egg{rg rrrce%Q;[d ot i ces,

for an eBL w a new versi o an “at if the
anmendnent r enupdesd avitkoheGreskedesigadtioy, prbwd}emsbatgmeeBMmemwgf msénﬂbhtbrel-ibé der. For

an eBL with a new eBL identifier, an attornnent nobéllce 15 iis sent for each
eBL, amended xigaitd Wik frkemanyHhg@etionsinygtatiph & 5 B dlematively, 3k mepnsi gnee.

Regar di ng endQtseiRNippeiahdht rbg}cr%%g § @hcian BBy ik titheButNRWoY &1apiOR, NUNDer,
no endorsement chain record i s made.” For an eBL with a new eBL identifi er,

an endor senentekigadtion mackan@h uoshermkﬂethénharsamhnwg geRénded when the Hol der is
RSRULN R e N L T A T S
W th a new eBkank@gBlel 15)1 3651gn§th‘% £RERESREETY Osdai Parth Detiahidg Ma@dn TR gach eBL
amended when the Holder is also the To Order party or
registry is updated When one To Order Party designates a successive To Order Party,
the bill remains transferable, with the transfer possible only by the successor beginning
when the title registry is updated.
15 The title registry record containing the designation of the To Order Party
remains in the title registry and available to permitted users for the time specified in
the applicable retention schedule. The title registry instruction effecting the
designation is also recorded in the chronological log of message tlow, and that log is
retained for as specified in the applicable retention schedule.
20
3.4 i ionating
If an electronic bill of lading is not already transferable by Bearer Holder,
creating a Bearer Holder for it consists of blank-endorsing the bill. Blank-endorsing
consists of flagging the electronic bill of lading as being Blank Endorsed in the title
25  registry, which has the effect of making its Holder at that time its Bearer Holder. The
new Bearer Holder may thereafter transfer the bill simply by changing 1ts Holder as

described in section 4.4.3.1. In other words, a Bearer Holder is the Holder of a blank

endorsed electronic bill of lading.




Consi gnee. ‘2~ Amendnents can be granted to "split" a BBL (creating 2 or
nore BBLs from1l original) and to "conbine'' a BBL (creating 1 BBL from?2
or nore origi MbYYssyEeani ng that nultiple BBLs can be sent to the Title
Regi stry for this instruction. A BBL cannot be amended or created through
the grant anendnent instruction to an end state (where the HTT4eB99/03098 so
the To Order party or the Consignee) unless 30 the request was made from an
end state. WO 00/ 55774 PCT/ GB99103091 7311 The Ori gi nator and the Hol der
or Pl edgee Hol der cannot change fromthe Request Amendnent. The Title

Regi stn~ will generate an erroré&BNAK) if the Originator and Hol der or

Pl edgee Hol der fi el Besigiping v dolienhasnaliepdy byen foveseremaietion. 4.43.10. T,  Denx
Anendnent The : 1 1 Jon is to deny the
anmendnent by rgéé&rgﬁlﬁ)ﬁlésg% ﬁ@b%‘g{é/nrd @g@ggg)ﬁ@énﬁd ?ﬁge&ilﬁl#lg Registry to their
pre-request anmendnent state. 10 4. 10.11. Swtch to Paper The purpose of a
Switch to PapeQ instryctian i n request_.the Orj.gipator to create an
ori gi nal paper ‘¥ L oA A R SR Ci oIN85 Switch to Paper
instructions theBBlighReP iy BEnRBnddRAB cl@fbhY Bill IF IddV T bhchBngRegbst ry. 15
4.10.1?. Surrender The purpose of a Surrender instruction is to return the
BBL to the Oi §iPAtienalfus 8Ll fill the obligations in the contract of
carriage). Aft (g ] e Ec I | onger
active in the %T@i’??ﬂé@g@%&nrgﬁ Pﬁ#ﬁ%’ll%ﬁdf&é‘z g?gfé?rog%;r?}g% ét}%}tﬁiog% PDUs
Titl e Regi stry bilhafilading shals are included in SMSG sent to the nessage
nanling Uil Tee OB DIORaLe e SANP RESLE, HATRMS, BOuL]C TeSSage

The "det 1 ni't1 6ha gener a GNPS9 uch as RID and
General I D, 1@are exactly tdersemeilagidiolg (Woe: Meska@eehRargl designdioht and
contain the same limtatigns on the data types. . Elenments such as
Docunent | D and FreeText‘Hﬁz6aﬂBﬁW6FH¥Fﬁ“?ﬁégggﬁﬂﬂﬁ?@§mﬁﬁ€6ified for the

nessage handling untt, Qpceasi hemReusedpel ow for information the first
time they appear in the'text. 30 WD 00/55774 -112
(b) Sign and send a message, including that title registry instruction,

to the title registry via the message handling unit.
15
eraty e 20. Becoming Bearer Holder by Blank Endorsement
A. The Holder of an electronic bill of lading becomes its Bearer Holder when the
Instruction effecting 1he Blank Endorsement 1s entered into the title registry record.
B. A Holder-to-order may designate a new Holder by an Instruction in the same
20 message as the Instruction effecting the Blank Endorsement. The newly designated
Holder thereby becomes the Bearer Holder of the newly Blank Endorsed electronic bill
of lading.

Operatio 21 er
25 A Bearer Holder (the Holder of a Blank Endorsed electronic bill of lading) may
designate a new Bearer Holder by the procedure required in Operational Rule 14 for

designating a new Holder.

The remainder of this section comments on that Operational Rule.



4.11.1 SVSG PCT/ GB99/ 03091 The SMSG is used to send nessages to the nessage
handling unit for forwarding to a val ue-added application and/or a
receiver. The Title Registry instruction is included in the SMSG The form
is as foll oWy gosd?id-EMENT SMSG Snt Envel opel D, Sender, RecepgR&ndvoaib®

Del iveryAttr Urgent Reference *, ApplicationAttr ~) Docunent 1J FreeText
?,) > For the Title Registry, the ApplicationAttr is as follows: <!ELEMENT
ApplicationAttr TRA > 20 < ! ELEhI ENT TRA ANY > 4.11.2. "Nane' Instruction
The “Nane' instruction is a generic namng instruction for all functions
namng a party to the contract (including the "SlankEndorse' function).

This allows two pa@htly 88 0ARink@r B AR dicktfori 81 lofPadig B4 thONRRMSHAAN NY
functions executed as part of the sane nessage. The formis as follows:

<! ELEMENT | nSe-Pifief manblapessdempin cbotrpeinbillmifadigePl edge Request Amendrent
G ant Amendrent DEMA%EHQHE”&H?’&‘ §‘A4nLCJH°é%aBEng %HE&?&P%‘@ )if>1tj ]agti\%\b
ate he To or'm %)

CreateBBL The Cre L I'nstruction~has t | T'ow ng
00/ 55774 - 11 3rausfEiebibENG n@rpdaigeBBL. Docunent | D, BBLType, Originator, J

Sur =ender Rarty?, Shi pper, | der, . (Bl ankEndqy se =~ ToOr ~ nsi gnee )
S0 r ELEVENT  DodaRTee FRvB B rErar IS Sodeaie Hal S B R o 01
<! ELEMENT BBLullype dedvfla¥ anottief Tthe | BzhreBBlolded esinhiylp €designdte A8 Se®r Blblder as

NonTransferable ~ | LLEGAL) "1LLEGAL" > 1J <! ELEMENT Originator ( RID) >
<! ELEMENT Surdeessi@ed wasctipn ¢451b ) > <1 ELEMENT Shipper ( RID) > <! ELEMENT

Hol der ( RID ) > Tg make a Bearer Holder when none exists already, the bill’s current Holder-
to-order blank endorses it.

10 Figure 21 illustrates the process of blank endorsing an electronic bill of lading,
the operations of which are now described:

(1) the appropriate user creates a message for dispatch to the message handling
unit;
(2) in that message, the user includes a blank endorse indicator in the form of a

15 BlankEndorse tag in the Instruction element of the message type header. Further
tagged data, such as the document ID of the bill to be affected and an indication that
the electronic bill of lading is “negotiable”, is also required;

(3) the user then digitally signs the message containing the BlankEndorse tag
and sends the message into the message handling unit;

20 (4) as for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;

25 (5) if the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry marks the electronic bill
of lading as blank endorsed and changes the content of the To Order Party role field to
empty; and

(6) the title registry then confirms via the message handling unit the successful

30 Blank Endorsement by returning a DNot messagc having a BAck type header to the



2~ <| ELEMENT Bl ankEndorse EMPTY > <! ELEMENT ToOrder ( RID ) > <! ELEMENT
Consignee ( RID ) > 25 The nandatory field "BBLType' is used to ensure the
consistency of the BBL. If the BBLType is 'Transferable', the BBL can be
Bl anl cEndorwe oess7ad ToOrder party can be naned. |f the BBLEQPEBY¥03091
"NonTransferable', a Consignee party nust be named. 30 4.11.4. Nane The
nam ng function has the follow ng form <!ELEVMENT Nanme Docunent| D, 35
BBLType?, ( Holder, ( ToOrder ~ Consignee ~ H ankEndorse )?) (

Pl edgeeHol der) ( ToOrder ~ Bl ankEndorseg‘f?) ( ToOder t Consignee ~

Bl ankEndorse ) 4~ <! ELEMENT Pl edgeeHolder ( RID ) > The naming function is
a generic furetdean Thhatpe iwades @dludes neepert &o thhatle tgdsy of tHehetidBlit hathe

nam ng sub-functions are specified as paraneters for the generic Nane
function. 90/ 55774 PCT/ GB99103091 -11~ The BBL nust have one and only

one of ToOrder, Cwa&»g@%@repno@éﬁelﬁgnﬁiéar&emeIt&ndvﬁn@f&ﬁlnbdh@Eh gﬁQ?sg%Jy a new
hol der and one nore role in one nessage.” This is called a sinhultaheous

function. The YRBULTYpReeh siesnmlmdatis)ﬂly HahlenofThi©eeronid3hil mk Eduig lirs&cadarconsi gnee

d. W the BBl Type NonTr apst.er abl e’ .
When 5 Todt derDEC)HERRE 2GR BEvo b o o R Bl oSt RN 0 "

be ' Tr ansf er dbdigg..inladditien cmlvyurp@S&nhioa atsm marmda Ringd gerdigiceleBeate@ror BBLS
that are eitgﬁ 10 BI nkEndorse. or fo T%ﬂfg{g party is named 4.1 i
2 Enforceplitdfee vdh eeﬁé(ﬁtsﬁnéervme@af@/ er>rf§f1 %9?8 the QrigiBpioht th§ for m
15 <! ELEVENT daetrohi6 8l SUGaRn o (tHIRGHHER Mak megoadsarﬂo%qwﬁ%%rd&an enforce a
pl edge. This inplies that the Pl edgeeHol enters the'role as Hol der and

ToOrder. The | att dihe gavyBeafer éloﬂd@méﬁe\is@?ttge designptinnely tsafwng ta the tilkedge was

enf orced 0 r i on has

the foll OV\%2 ng%%tgv mgmﬁ%g%éﬁwagg%gétl rﬁr_ﬂéir“]&?:ﬁ EWI%O tﬂg%@#%g?g%ir gg%’ext ) >

25 <! ELEMENT HousseHegitining wiRraDAd Atlé rehlsﬁ'v/kﬂ' T)l:d STupdite® Tkt thx rbw Spagmati¢fjef aul t ~
preserve) ~~pres ts the Originator to anend the

sender req
BBL. The amsn‘?i?ﬁéﬁ @\étntthSBgf {HfEFaeh & %F“hgﬁf(?eﬁh& SHENGFET: 8 47 o nt or
one or nore %%%Crwaﬁaﬁ@tﬁeamlnbmt%ﬁ%@dn nia akézﬁt J;@E,sp%{mzﬁ%%ywmgd

docunent is no longer active 1n the Title Régis
a UAck, letting the timeout period elapse, or taking action in relation to the bill other

15  than returning an SBRE
Blank-endorsing an electronic bill of lading makes it transferable by its Bearer
Holder.
The title registry record containing the blank endorsement remains in the title
registry and available to permitted users for the time specified in the applicable
20 retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.

le apsacti
25 Pledge transactions reflect the activities of financial institutions involving bills
of lading. There are three main pledge transactions, namely designating a Pledgee,
relinquishing a pledge, and enforcing a pledge.
Regarding designating a Pledgee, when the current Holder-to-order or Bearer
Holder designates a Pledgee. it enters a user identifier into the Pledgee role field for

30 the electronic bill of lading. It thereby converts the bill to pledged status, and thus



WO 00/ 55774 PCTI GB99103091 -11~ The sender can ask for one of the follow ng
three anmendnents: ( 1 ) One docunent to be replaced by a new one (or a new
version): (2) several docunents to be replaced by one new docunent (a

nmer ge) , vvhe{,ve)o 5%7 focurrents in the Request Anendnent rrustpgf,&gggtmg@lsarre
originator: ‘an § one docunent to be replaced by 5 several new ones (a
split). It is possible to send information concerning the anendnent to the
Originator as unstructured (free) te:ct. An identification of the request
will be forwarded to the Originator as~fart of the notification
(RequestI D). -1.11.7. G ant Arrendrrent 10 The grant anmendnent instruction has

the fol |l ow n Eent+ ) >
157 <t 2L EVENT R e o e VRO SR R s R POGH
Docurrent | D, Zﬂbdsﬁiym9r1®wrw&n®er49a2 t Pesigsking pemjtia{ PRz Kdtrd @tesonic ToOr der
~ Consi gnee )

The Grant Amendnent s is th |nat r when
it accepts t 4 %ﬁ\@?zfﬂ%ifri’f‘alﬁ%odlﬁéoﬁ“”ﬁﬂacﬁﬂvﬁ?ltﬂoé’alotﬁ@ g?“dﬁ%ﬁ%a ﬁ@"@aag ts (or a
new versi on Gtcutifvefoph dodligentaBtbedit. Oncd $PRMdeY i9ddsRUREY, itOnSREG! deYighy € t han
one docurrent in the GrantDocument instruction when the hol der requested one

docunent t% FSUeEPPhAced by two or nore new ones (a split). 3 0 't he Request

Amendnent is iden S t ch
docunent granted, tRle dé‘ﬁg% rEehthgﬁn thel?c%gt t rl{%\%ezglggﬁé%@pgﬁ e'd ?0

descriptor ( @rcamrfxrwﬁmbtlé statiisTthe P@dgggidekrtesits nel aleatifcr frhm tMIMe mle
Pl edgeeHol de eidollg_‘ ‘%li%o{q%fdwr%pnqélgﬁmfé fh‘él’%égthe Request/ Grant Amendnent

pr ot ocol : sen flew Hol der (and the old
Hol der}, and t he Regfdding @ﬁfofchfg Lpladde, Ambhedislgte mbsttdxercise WO ripBis5h A - 116

G e i L B b L™ T
Deny Amendnentorder RQUES Dider Party RSl peRIRLP BEA designated, or Bearer Holder if the
electronic bill of lading had been Blank Endorsed. That double designation by the
Pledgee is termed “enforcing the pledge”.
The following subsections describe these transactions in more detail.

15
4441, Designating a Pledgee Holder

Designation of a Pledgee always includes designation of a Holder. When a

new Pledgee is designated by entering a user identifier into the Pledgee role field for
the electronic bill of lading in question, the title registry also enters that user identifier
20 into the Holder role field. This section describes that two-step process in greater

detail.

1 22; [gnati i er
For a Holder to designate a Pledgee Holder of an electronic bill of lading (or for a
25  Pledgee Holder to replace itself as Pledgee Holder), the Holder of that bill shall
(a) Complete a title registry instruction designating a Pledgee
Holder for that electronic bill of lading;
(b) Attach the eBL Text of that electronic bill of luding in the form of

a document; and



The originator denies the Request Amendnent. The docunment referenced in the
Request * Anendnent instruction will no | onger be suspended. 4.11.9. Switc
ToPaper 10 The switch to paper instruction has the follow ng form

<! ELEMENT SWpiot/sf170Paper ( DocunentI D ) > After this funceCUaBIMIW®Ececut ed,
the Originator has the responsibility of 1 S generating a paper version of
the BBL. The BBL is no |longer active in the Title Registry (the status
becones "Ended'). 4.11. LQ Surrender Fge surrender instruction has the
following form 20 <! ELEMENT Surrender ( DocunentiD ) > The BBL is returned
to the Originator, who nmust now conplete its requirenents under the
contract of carriéje. SireBBEnd cmeyerge orvdpatingabstinarichon dvg eBLi7ke Regi stry
(the status becones ‘gnﬁgq'l). 28_,4..It Title hRe~1i.~t6'¥/[ Result PDLJs The Title
Regi stry delivers infdf &SRB THECSIELNTEE Bt a Titl e Registry
instruction in a standard result PDU to the nmessage handling unit. For two
elenments in the result (Sender Feedback and Receiver Feedback), the Title
Regi stry del i ver sTfampinger obehis saeton sammens o6 theh@raaingalRusd to the parties

to be notisfied  THOA0LPSHA: RELLERIBAR Hoind! TrolhesRondenrendhack | o

included in the BACK delivered to € sender by the nessage I'ng unit.
The Recei ver Fodd¢bxek d¢sienpnelPledect. ilfun diestrPNB G ddldding ie dletgedt indidderder by t he

Cpoct P ool cnbAReitPly icEseedcud Bctees AERE R B JSRIEHRTRY rogico vy

are re-produced harRedges canrte @estgiatedfor abngecliohic dilReQliadihg ynigliSio id £fvkes a
st andard resul% %Epn Ehe reception of a valid SBRf (business refusal). The
result is inéPUEEEIY!% he FBRf delivered to the original sender by the

nmessage handling WRFlgurePhglsReEd. Gl Gerdhi GIERMedgbe hbEvaRR o 86WinE BEfs: t hat
relate to the Title Registry are re-produced here for information. 10

4.12.1. Sender Feetid 2Bk aPprepriFietusss cRags & mespaghap itheapessage hapsilinguaitit | ve or

negati ve feedback e A i - j f Kk
results from an eﬁ)g? {hggrﬁl?ﬁg%!b# 9%63&{%“3% ?g?e%%% lrmgg%}ﬂte\sﬁg‘%vrﬁ;%gg@%al i dat ed
Titl e Regi st ruyeriidgtifier tvititin . apfiopridte egh ac kei lisdebdtien edmen ¢fhige ffesBRAK or
BACK returned tq the sender by the SS handl.ing uni.t. 4.12 | . 1.

Neeat i ve Feemgfa#ﬁef‘fwwgﬁed r‘?é‘@eﬁ‘%? tg%g?fﬂ%w Ibsoqége%‘]g M bfv\%gwﬁéjs

<! ELEMENT sRea&gRequirleds@nSour ce) ReasonCode, ReasonDescription? ) >
<! ELEMENT ReasonSource ( #PCDATA ) > <! ELEMENT ReasonCode (_ #PCDATA ) >
<! ELEMENT ReasonDERcHhgptusesn then#iigipllyAsignss the message containing the Pledgee

designation and sends the message into the message handling unit;
(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
20  also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;
(5) If the message handling unit ant title registry properly verify the sender’s

digital signature and find the message valid, the title registry changes the content of the

o
w

Pledgee role field to the user identifier of the new Pledgee listed in the message type
header. The former Pledgee’s user identifier is removed from the title registry record
for that bill. In addition, the title registry also enters the new Pledgee’s user identifier
into the Holder role field in place of whatever user identifier was there; and

(6) The title registry then confirms the successful designation of the new

30  Pledgee by returning. via the message handling unit, a DNot message having a BAck



<| ATTLI ST ReasonDescription xnl:space ( default ~ preserve ) 25

~~preserve' ~> The ReasonSource is used to denote the relevant val ue added
application. For the Title Registry, the ReasonSource is always ' TRA'. The
ReasvnCode (o dseyeri c value of the error intended to bepgpggedisedi! | €Nt
conputers. The ReasonDescription is a 30 descriptive text of the error. A
list of error codes is included in Figure 41. The negative feedback is
delivered to the sender in a BNAK by the nessage handling unit. The form of
the BNAK is as follows: <! ELEVMENT BNAK™%5 snt Envel opel D) WO 00/ 55774 -118
Sender, Reason, Tine ) ApplicationResult ~, 5 Original Signature ) > For the

Title Regl St I'¥pe Helr APRE 's&ﬂEx‘ QHRQ%H' Heade? iffudE Ll LU Frof! tﬁé—ﬁi@listry of
Applicati onResuIt TRA > - TRA ANY >"4.12. ,) ?0S1tive

Feedback The tthﬁP@fltlpﬂe@kave feedback is as follows: PCT/GB99/03091 1J

<! ELEMENT Sender F P tI D?. .Instruction)

BBLI nfo* ) > <! ELEE)?ER% Jlé%% I\I‘%t[ |§“§Hfg Xﬁloﬁéggﬁ dieségl??ll_’ L1'Request I D (

NunericlD) > <! EDENENHnBBEleﬁ@@ tmmﬁédli)oxlllafw‘xﬁgﬁha’kcs 22 %g@t

Originator, sur er Party?)  Shi per Hol der ~ Pl edgeeHol der)) ToOr der ~
demlg?cg e

Consi gnee °) ? ’éﬁﬁcr’l‘f’@:ﬁdr-nbw) @Eﬁ?@éﬁ?‘@ﬁ%r‘% t¢-Chai n

Endor sement Entry Jrge aue?éoﬁérgke%ls@l\éxnﬁm@rtﬁ@&@%@hﬁmnro\fu(e Medg@emﬁe der ~
Consi gnee )) > The NotifiedParties are the User to whomthe Title

Regi stry aut gemtingil thy tijeresisty end availe¢ fo brasisigd wprsn for i ime speaified én.  The

RequestiD i< . MHRGLE e fsu%gu@f Mhe 2l GRS IRAARR corellig, glent 111 er

nmust be used 1 n subsequent Amendnent Or Gran
i dentify the designmists is ihe ra‘cbelbauml the cdmbnolqpieblegtof messafreflliRe aed ver lbgadback

gener at ed, by est Ane instruction Instruction is a copy of
The Tt 1 e G gRelR R PR B B Pl eI ot or mat L on makes |3
possi bl e to understand the context of the reply. The BBLInfo provides the

current WO 00/ §5774 PCT/ GB99103091 -119 record of the BBL, including the
rel evant par thbs2and—+REDEHGURERREMChai n. The FreeTe~t is used for

Attornment infor ”‘Rfeh&ﬁxsﬂl?@% plédge kéndRNBE 3hfetht MAPeeBSusR: faBtiflel B A

instruction, a part as constructive possession. The BBLState contains the
status of t hePlBigse t_olt( fieldcwhigle in turn hasrtbeeffect of wispiasthedill YromTpledged to

Endor seeii Al 1eSANLAMISTHOE AU 14 Ghehe BblesSSPLARRIARG iPBI] ©5 o the BBL
ule 23; Relinguishin edge
To relinquish a pledge on an electronic bill of lading (other than by naming a
successive Pledgee Holder as provided in Operational Rule 24), the Pledgee Holder
20 shall:
(a) Complete a title registry instruction which
(1) removes his designation as a Pledgee,
(2) designates a new Holder as required in Operational Rule 14,
(b) Attach the eBL Text of that electronic bill of lading in the form of a document
25 (o) Sign and send a message including that Instruction and eBL Text to the title

registry via the message handling unit.

Figure 23 is a flow chart illustrating the process of relinquishing a pledge. The

remainder of this section comments on that Operational Rule.



endorsenment. The positive feedback is delivered to the sender in a BACK by
the nmessage handling unit. The formof the BACK is as follows: | O <! ELEMENT
BACK ( Snt Envel opel D) Sender, Reason, Tine, 1J ApplicationResult ?,

Ori gi nal Si gmabossers) > For the Title Registry. the Appli caRCGROOMN i s as
follows: 20 <! ELEMENT ApplicationResult TRA > <! ELEMENT TRA ANY > Ql2. 2.
Recei ver Feedback The Title Registry delivers Receiver Feedback to the
message handling unit in 2~ the foll owgpg form <!ELEMENT Recei ver Feedback
Request| D?, Instruction) 30 BBLInfo* ) > The information contained is
identical to the positive Sender Feedback. RP-reiverFeedback in the FM5G 3 5
The FMSG i s sent ©uyitheecurramdtedgee Midddrfmaydelingorh Werpdddge pom aletrogiabilon

(within the age handli ng unit and TR), of MSG  The .Titl eqi stry
Recei ver Feedgg%am s Ain%grfgiﬁ'&é“g SRR %eé‘gﬁ‘?\t/éé)Beﬁ‘ﬁreﬁf’ @Frnﬁ‘eé’ cé%a“f’%f‘lbﬁb\g.r gi‘<! ELEMENT
FMSG QL0 Fwdkiw ethep elrdumstaféds DO Radér( 4f the281] SetiEméetmpRiab). SRNAAEhaRecei ver,
Urgent ?, J OtherReceiver ', Tine, Exg_i ryDat e, Reference *, Agpl‘i cationlnfo
2, 10 Docunefesignategp da-fadar Party) (ofierpge Shigperirwhp sarriggh Blapk Endasse the bill.

Applicatignlnfo i : lﬂgﬁl}@}lg { j feQ. . > <! ELEMENT
TRA ANY >9PCT / ngglf%?;'voféﬁk"%@@’.%’%p"sﬁ%i ness Ree?ﬁtggrgééléﬁg&irl{gtfﬁé;g@&ggﬁ ry

enpl oys the buslimpesh iseledsal , PDUs used by the nessage 20 handling unit. A
et Sonde 2 SO Bl SLAES Bl o Bl PO SR IR BRGRT T2
Pledgee is designated. This is implemented by the tollowing steps:
(1) The current Pledgee creates a message to the message handling unit;

10 (2) In that message, the current Pledgee includes a RelinquishPledge sub-
clement within the Instruction element of the message type header. Further tagged
data, such as the document ID of the bill to be affected. is also required;

(3) The current Pledgee then digitally signs the message containing the blank
Pledgee designation and sends the message into the message handling unit;

15 (4) As for any message. the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
also check the form of the message. If the message handling unit and title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;

20 (5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
Pledgee role field to empty; and

(6) The title registry then confirms the successful relinquishment of the pledge
by returning, via the message handling unit, a DNot message having a BAck type

25  header to the sender. That type header includes a report from the title registry of the
actions it has taken.

No notice is given of the relinquishment of a pledge.
Relinquishing a pledge discontinues the bill’s pledged status and returns it to

transferable status beginning when the title registry is updated.



associ ated user. 4.12.3.1 S$RF 25 The SBRF is used by the receiver of a
FMBG with a Title Registry instruction to unwind a contractual state. The
Title Registry will only accept a SBRF froma party that is both the Hol der
and To O deyoQpsé9fsi gnee, and then only when (1) the SBREcy@sedseed

Wi thin 24 hours of the related BACK; and (2) no other valid instruction was
sent relating to the identified BBL. 30 The formof the SBRF is as foll ows:
<! ELEMENT SHRF Snt Envel opel D, Sender, 3J DeliveryAttr ?, Ugent ?)
SMBCGEnvel opel d, Busi nessReason ) > <l Et$8VENT Busi nessReason (#PCDATA) > 40
<I ATTRLI ST Husi nessReason xml : space (default~preserve) ~preserve~> WO
00/ 55724 PCT/ GBOO/QB (il ek reblrh oty m@rrasaamg{mat% Rifed RfaFEESagE
handling unit and Title Registry, the nmessag UI’]I%WIH I ssue a
BACK to the dkatédlerregisiey aad mﬂr:blwnenexttp@wrwferr@s)xmeapem@a@mlthcaﬁaﬂmbleThe FBRF

|3, Sroat e DY ERRES TS R LS ERRP L 90, 8L RSP pT 2
message handlredogiedrin tthe dubx’(w)gmndﬁrof%eﬁm fVBGnt hpdt 16pss Resrdrief wsed. The
formof the FBRE.i s as fﬂé'l I ?vvs: . O< ! ELEMEI 7T FHRF FwdEnvel opel D,

Snt Envel opel Bpech&‘}d’éa’f Q%EF"‘)’“‘T’SF EE9r“£j’ent O her Recei ver ~, Tine,

Expi ryDat e, SMsSGEnvel opeld, 20 Busi nessReason, Applicationlnfo ? ) > After
reception and signature vaI i datl on of the FBRF, the receiver is required to
return a UAcK:45%8 nlegingeiddge ref used by a SBRF. | f the FBRF sisnature
the i nd LSr?S?n?;‘de Mo $ AEHY ALkl SR SLE kb el sy’
Functi ons andadﬁa dispasceT e duarbitelooPrder Harryeof3Re rlbifi g sand thumbmpiyesoits t he

f bl Ti I ch
cach f unat® onte B8 Gl e Sesishistu GE eaing fr P Alorrs R eriea ) ©' °°

possi bl e conmonat Dets Pﬁhfty)Paf Ple@é‘eetm&erc‘s&ﬂpl?ﬂrﬁévek rtsaieﬁﬁiauaﬁ a®BRdgdeJTe
(referred to as, "states" and cavering the part of the chart) and the

functions avafavis ‘é*e\ﬂn”?%B%“é‘EfH{@@f‘ét eT*‘(‘Sc%f\?%‘P’éGCSF%bCF e BoEsHAT RPN t he
chart). The ajply F@M,log;an_ons used are O=Originator; SP=Surrender Party;

S=Shi pper; H=Hol der; 35 PH=Pl edgee; TO=To Order; C=Consignee. Referring to
the superscripts in the table of Figure 32: 1: The Surrender Party role is

optional . 15 p Q z§7 ?23 a ] si

To enforce the pledge on an electronic bill of lading when a To Order Party is

currently designated, a Pledgee Holder shall.
(a) Complete a title registry instruction designating itself as the To Order Party
and removing its designation as Pledgee;
20 (b Sign and.send the message, including that title registry instruction, to the title
registry via the Message handling unit.
io 5. ] e or.
To enforce the pledge on an electronic bill of lading when it 1s currently Blank
25  Endorsed, a Pledgee Holder shall:
(a) Complete a title registry instruction removing its designation as Pledgee;
(b) Sign and send a message, including that title registry instruction, to the title

registry via the message handling unit.

30 The remainder of this section comments on that Operational Rule.



_172_ PCT/ GB99/ 03091 2: The Hol der cannot nane itself the Pledgee Hol der.
3: The Pl edgee Hol der cannot nane itself the To Order party if it maintains
the pl edge. 4: The Pl edgee Hol der can only name a Consignee if it also
nanmes the H¥PA®SSTH t hr ough si nmul taneous instruction. |t i BCHOBY38di ble to
grant to an end state (H=ETO or H=C) or with a Pl edgee Hol der unl ess the
request was in an end state or was froma Pl edgee Holder. 4.14. Title

Regi stry Functions and Conditions 10 Figyire 33 provides a summary of the
functions available in the Title Registry and the conditions that apply.
Refer to Figure 32 to determne the functions available to specific roles.
The abbr evi at i ons Qudiedie purreRi Hedase 8fanalastramc bidll df dnding chbenfode thepiedge. | D ( eBL

identifier). 15 T, Type (transferable agr.non-transferabl.e).. O -
ot ginator sp - SiPPaRadREelrb AN e IR B e Shap

Pl edgee Hol desiforddQhe plaige) déswepad the. tife reg(semsdognaét. infuire Brahetierd@ese. RAID
- Request Anendpent ID. 25 Referring to the superscripts in the table of
Fi gure 33: 1:Pladgee pdualixhassiveh #p¢itonal parties must conformto the rul es

defined i Fi gure 32204 i|ReQ0PR0 %k qesst ¥dnfordng bipiQigh. iRl Yed
el uded. T D 00k B s (s forgne . plEl ngﬁﬁ‘;&gggéi%qgganeous

Name Hol der awtrdNameo Tordar Barty or désgmeteCop subgtradiallndher sand prisess Tdsefdousi ness
refusal cannot, _he i i f r, d . as,.a,result of the
nstract i on. SprnEG RS, T okaPRR). e A5G oRE oif BPAREE BovE @0 o: ' be
al tered fr omdnfiecement dfghaédgBRIshisgtantibidy the senk anélinguishihd ehe pdge leaviagul t 6:
One for each eBlL to he a ed 4.1 ~. State Managenent 10 The Title

Regi stry acti@%%?“ﬁ&ﬁ%&gﬁ&ﬁgaéﬁﬁg%%fﬁg_ €h BBL relative to four functional
el ements:10(1) del iThenie Qégiddyt Qe ABMotiROhiyCesers(dlecidl bPWaN&Foimdy St RESS
refusal; (3) creation of endorsenent chain records; and (4) delivery of

endor sement  cieden albewahdls enfargjng Blsders Hodegmay psify demyipderensispibet e and
definitive rules reeards legl@c%% hn@fes 3 El@&ﬁﬁic@!{aiﬁ”i?tﬂfgﬁiP%-qﬂﬁﬁ@raf)l@eryeﬁxet ake

precedent over any apparent contradictions w xt above. "Figures 3l
to 37 descri biermay\Pledged & ifsrem Idoidergo-atder eroBarmttivtder, bagidniag wheetheatlal t  of
each novenent, .tthe. ac&i on of the Title Registry relative to the four

el enent s. There%]%yeﬁtuf)oaﬁedto this is in the Create chart as there is no
previous Bt ate. 20héhitle adpivte\téodtd @fl6cting @ffotcBmEnt Qi & @teddd réiaind In deitlas

Lg_:. ![ ;)WS BH _reggt?v_r ?urld l:gzlligglre' to Plg:len;littlzcli %ggg%orB?haer t?r;e lggelc(ljtﬁrd' inTt(t?e _apgl?cageder
retention schedule. The title registry instruction enforcing the pledge is also recorded
in the chronological log of message flow, and that log is retained for as specified in the
applicable retention schedule.

20
4 ic Bi adj
Once filed in the present system, a document, including the document serving
as a eBL Text, remains unchanged. just as it was originally received. Subsequent
references to the document make no changes to it and must match the document’s
25  attributes entered into the present system when the document was originally received.
Among those attributes is a mathematical digest of the document, which the present
system uses to compare all subsequent references or instances of the document

purporting to be the same, in order to assure that they are exactly identical to the

document on file in the present system.



C - Consignee. 25 A - Delivery of attornnent notice. B - Allowance of
busi ness refusal. R - Creation of endorsenent chain record. D - Delivery of

endorsenent chain (only applicable when an endorsenent record exists). WO
00/ 55774 PCW@%Q;,QBOM -124 Null - The Title Registry talses,gnoo@mesi On
relative to the attornnment notice, business refusal and endorsenent record

creation and delivery as a result of this state change. A blank box or cell
signifies that it is not possible to mye fromone state to the ~ other.
Unl ess specifically noted. the tables Sdver onl y receiver information and
do not reflect sender information. 4. ~, 5.1. Create As shown in Figure 34.
when a BBL is creal®ighthepRinY sysehfWNfeat! £1MB0ink Sioblrntlchc AHREN HRNT
notice. and then only if tFle BBL Is created wwth a Bearer Holder. 4.1 ~.2

Nane Hol der dilld regisuigecasifefer pariiguar glegtronie bl ¢frlgding carhbe Madrereldsd wer and

Pl edgee Hol der i ncl me_ Hol de n I Hol der instructions.
Figure 35 al sagogr}?%k g%ggsdlmgel ﬁeé%r}tlgnﬁlfg %&mn&@\gggg‘%géﬂe "én% SEEEP as a
result of thealihesgh wimed hamandmenty’, aassdingVae reldctrenitidildef leiingPleadgeak: Hol der

does not change .(signified by ' 0"’ nd .cases, in whi ch the Hol der or
o eagee oy daRiit dinth SBcndNecd ad ke iR e Hlofdin Qi BheR i AES H45 O cor
Consi gnee ande@tankoifne ardferaf) dbbudithasie opdiiviiame Tt Ordar ineGegshonee and

Bl ank Endorse chart, includes Name To Order, Nanme Consignee and Blank
Endor se i nst rrererd sslidesrs feld somaining dke dnsumpmdDiige therrereiprudinaetlo Jext.

i nstructions fhiage g e%%%’??}e‘%&edc tc?‘th%Qﬁéﬁ%tearﬁie&%g‘?%eﬁhﬂ&u&gl?gﬁl Pt 1 1n

Figure 36 indicates that e endorsenent chain I's Ivere nfy wth the
Sender resul tto ligth nkw dSicwnént ) &ouRrredwtas amtndimgsthEeigetranicill bElading,alvtre

of ol ownt) <RI ARc e PP Tone BB act ot RIRn G be RS g 5 ol der

i nstruction Wufuke refetdies. (i) a Name To Order instruction, (ii) a Nane
Consi gnee WD 00/ ﬁSZ_M PCT/ 899/ 03091 1}?)' i.nstruction; or (iii é a Bl ank
Endor se i nstructi dnis ARBAITER RFICEROACELREMARRIOHRSs FASNAHET FARTEERS Hol der

instruction shghdaNEdHendthd 5111 2anNNAHER hEDrigihedr eithks ofadGlor QéhiesmhedeqiRst37 al so
makes a distinction between two cases that occur as a result of the

i nstruction: Ifthesequgpicm granisd.Hohahedocamen IPoig sebstiptedelpr the dermsppnecindhgye

signifieg by..0"). e. Hol = {S a new
f)ar tg y (si g%ni ?‘/tlmeedr e%f/trﬁ%ﬁ?ﬁ&ﬁ'@%g&@ﬂﬁ%& olrngg] egﬁfee%%lg%f:?gg%g agﬂ !fqiet%cﬂj%at es the
handl i ng of ambdEmital B Rixesyai ths prewokendment Mggnamiobligitons ef sPhtem geers

instruction is i ssuegdt. t he onl\%; rel evtant elenment is the endorsenent 10
chai n record WHIFEH? FRIU0P PR B A UBEN ver ed when the pledge is enforced on
a BBL that has a mome: T Oiidibtopardals ahllesighd e B Fextl thenObk@htbLs 38

i ndi cates that the endorsenent chain is delivered only with the Sender
resul t. approval is necessary to substitute a new document for the one ‘already referenced in
20  the title registry. Other interested users besides the Originator can request an
amendment, and when they do. the title registry suspends the electronic bill of lading
so that all title registry instructions are declined until the Originator grants or denies -
the amendment request. The title registry does not process any dialogue between the
Originator and other users in determining whether or how to amend; it simply
25  suspends activity involving that title registry record until the request is either denied or
granted with a substituted eBL Text.
Thus, the title registry instructions regarding amendments are threefold, namely
request amendment, grant amendment and deny amendment.
A request amendment title registry instruction suspends operations affecting

30 the title registry and is forwarded to the Originator for its consideration. The



4.15.6. Grant Anendnent with a new ~, 3L version 15 Figure 39 indicates the
handl i ng of a Grant Anendnent instruction in the case that there is a new
eBL version. The Originator can only issue a Grant Anendnent with a new eBL
ver si on whewmoio#ssiss repl aci ng one BBL with anot her BBL. | np¢hiéBYImame, the
endorsenment chain is carried forward fromthe previous BBL. In this case.
the only elenents affected relate to an anendnent that is granted to a
Bearer Hol der in which 20 case an attoggment notice is sent if the To Order
party or Consignee is removed. with a new eBL identifie Figure 40 indicates
the handling of a Gant Armendnent instruction in the case that there is a
new eBL i dentdqhdseng uSnevoDid gidimatilyrinelsdesa aonmwneBLpléiniemtiﬂsfréaeﬁnst for tiepl ace 25
one BBL, to combine BBLs and to split BBLs. lg t hese cases, attornnent

notices are GANSHAEPTRPS 150 RZETedsrYINOhh; A1 ERE8 FEussigseylbpotp| der, a
Pl edgee Hol dafoRE tHehee rézkh@rv'dﬁhlqg{Oh&n@&ﬁd&cxﬁ&&o'g&ngr%ﬁv Bekdgyespr Consi gnee.
In the latter cases, an endorsenment chain record is created and delivered.
The superscri pt 1Ai2rﬁnl=r1@9rrd@e40milmﬂgr@tax astredign froghtha Qriginatgp|sebstiBles aar e

ret ur ned t | 55774 1?7~
PCTI GI-|991§IISOB?LVIy %g{‘ %%S%O%F%g%g&fmggr é%gercllgltnrr@w ?g%gm \d/\grc‘grgrre chai ns
records w || eleegranicaal] eflladinglthee teigyies ative (tath6. thdﬁrsn:pendﬁssag@s The result of

t he execution of title reaqi struction. can be sitive. egative.
When tho resul t i dpssirferlEoh g oeisl st S BB iy Bl
successf ul |y Jadldg t§ Bive eatdb vithGut BORRhYERo itd tie fegiSty tecdrion has not been
executed, and a result nessage. is returned to the sender. No nessage is

forwar ded to any Siestepingerep! this gstien 6’&§‘énesééi€ri‘“1ﬁfé‘éfa?qt\ié°°€?5r Br 8F&erdescri bed
further wWythggafieason source, reason code and reason 10 description. Figure
41 lists and describes the errors a sender nmay receive as a result of

val idation errors or other errors in the incomng nessage. Internal system
errors in thg4 'Ele rglgi ﬁtsi.x gr ﬁssgge handling unit are not included in
the list. In ' rce is TRA. 15 5. Z' he Rul ebook ~1s

di scussed furt herTmbmmdneachrohBerstaagn\aexs Hotder aequesid it iaoiendfienbe dthat ng a
User of the System provi si ons, .of et .of .rul.es which

are codifiedf qﬁesé‘sﬁjdﬁﬁte‘gf“a ‘Qé (grégl%aft‘?re'&“f%re%%detd% ‘*ﬁdiﬂéﬁ%ﬁw HAERGI ebook,
and the yserso sx?sQerfaOﬁﬁhﬁarct}dA@dcn@fgnﬁqmn {o0thé telectftie bRl Sladingl vaiahes the
systemto function as a support systemfor transactions in property in that
it defines tla@endseparl regpeghis Pendintces dsseribpdingsitcs etdil Bflowhe dat abase records
and the legal effect of messages, for exanple. For conpleteness, the

Rul ebook is now reproduced 25 1 Defl nitions and Intero etation 1.1.
Definitions Age Re nAmehdmanon to a Certificate, to manifest

approval of rt|f| cate Wneth | r I catl on such as by
creating a Dlarﬁlrfqé‘fﬂgl TPRPF ‘Wé?‘?’?e"ggpé %’ e>7to§tsef@1>;1rdl ér@e to that

Certificaoe. (a) Create a title registry instruction in the form of an amendment request;

(b)  Sign and send a message containing that Instruction to the Title Registry via

the message handling unit.

0 27; ing or ] t
25 The Originator of an electronic bill of lading in receipt of an amendment request
forwarded by the message handling unit shall either:
(a) Grant the amendment request, or

(b) Deny the amendment request.

30 The remainder of this section comments on that Operational Rule.



WO 00/ 55774 | 2~_ PCT/ GB99/ 03091 Attachnment, Attached Docunent: See
Docunent. BBL Text: A Docunent which: (a) is sent into the Message Handling
Unit and recorded in the Title Registr<~ as the docunentary conponent of
the El ecaonyp ofkdshy of Lading, and (b) acknow edges the regpergbospboogoods by
a Carrier for carriage by sea. Bearer Holder: A lIJser who is or becones
desi gnated a Hol der of a Bl ank-endorsed El ectronic Bill of Lading
Beneficiary User: A User who is designgted under a Docunentary Credit as
the party to whom or to whose order, ggyrrent is to be nmade or whose bills
of exchange are to be accepted and paid. 10 Bl ank-endorse: To render. by
the process descr}\f’?@ﬁol'd&cﬁlhﬁqlggfin?etnhﬂgnto'?%ﬁgé{{oﬂ§ biltbe gt ronic Bill of
Ladi ng capabl e of transfer si desi gnation of a new Hol der. Central
System or Syst em Theiell buslbnegs/e pmd)mésbésedamtnmmwem rereqliegted. al
information system I by t vider XYZ Ltd

communi cat i ng I\/Esg]ag le dt‘ij %anwﬁfsgatmﬁd%%g?elg? ?%ﬁuemnﬁ&g}eﬂ%ﬁ“ of an
transacti ons ,eleaﬁﬂudﬂimoﬂadhﬁg} mﬁsg:@yeﬂ*tmslpg:cbsstai‘tasmromer A User which
contracts _wth an{)ﬁgr User, to carry goods b means of transport,
regardl ess of whe € IAREPPELF f“?eéf“ei‘tg“lWéss&ﬁﬁéfhed’%‘/esi?ﬁ‘éh%ﬂdwg it 45H8 aneans of
transport usgglersggegrﬁlflcate A unit of information which. at a mninmum (a)
lists its |ssuer nane; 20 (b) lists a Public Key; (c) lists by nane or
ot herw se i ndi cat@gme ugss inolydrcan #rodndmentiaquest pahe Ireructionetspentdhg to t he

| i sted Publi |tslss e). has the
meani ng cons %Fag&nq%% hte#)ggtkéfl %tg "hcg“g?y o%umen{]ﬁ (ﬁf tge elﬁ((ét “)Stl at ed

docunent ary foﬂ]’dﬂladﬁfg’tblbﬁhmteﬁon Account The reI ationshi p between XYZ Ltd
and a User, in whi ;gl XYZ 25 (htd acts as I%guer of Oertlflcates to the User,
and the UWer actsCAdhetsebrn Gefallypiephyescrssiiat pesases hesseRAYEs™: A per son

[aut honzed by XYZ(dhtad]fof hyl Héssie GRE hiebdab@h@lihOulib EHlesks iTNMtfeRRdily hyer whi ch
i ssued a particular Certificate is also termed its "Issuer Chartered Bill

of Lading: Anemiyiogsh ssershe Aigitphsicgatazerapd also gheckvge fosae ghe messageotishesn f or

carriage on %@{?g rty,
other than a Bﬁg\ﬁg%ﬂt E%gte%%%ﬁ%égéfy\,@%gibl%grggr&t)dét 0f)lflﬁ%emE g‘gﬂ%har ter,
concur rent | y incorréayiceturns aBNapect of the use of the Shl p either for the sane
voyage (vaqyage ch r) or for eri od hart r,) wi.thin which
the said! gar ri age& §Ff*\3 TReSRASE P%délgg %%?&H&ée%ﬁg ﬁ\ SeRdsp's digital

si nul t aneouslsyniesidd ahe the R sGRwlia B AN R IR d8fs v el@&oﬁkcatmﬁulﬁg Bill of
Ladi ng. Communi cation Link: The digital networking connecti on to the
Central Syst @fhaving aepdment sendipepgndiqhianass & statepiesiensaded. & alioeptersesi gnat ed

as such, bei @%ma%e%hﬁer 19%@& \fvma@reaﬁesk Qﬁec%rtﬁéf sheihr ated i \eGh¥qh: t he

goods nust be Carrier also indicating the intention to 10
make t he El eoperatiing r&tlnE tQ)lﬂ\e Fesuésteg anmmimqnansf erabl e
20 (6) The amendment request is forwarded to the Originator. To do this, the title

registry sends to the Originator of the electronic bill of lading, via the message
handling unit, a report that a request for an amendment has been received from the
sender of the message; and
(7) The title registry then confirms the processing of the amendment request
25 by returning to the sender, via the message handling unit, a DNot message having a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.
Requesting an amendment gives the electronic bill of lading the suspended
status beginning when the title registry is updated. There is no ti'me limit fixed for

30 termination of that status. other than by a grant or denial of the amendment request.



Designate: To nane or appoint a User to a role in the Title Registry in
relation to an Electronic Bill of Lading. "Designation' neans the act of
Designating or the state of having been Designated Digital Signature. A
mat hemat i cavooessorist cal cul ated froma unit of digital infrROT/GRIOMNILS and a
Private Key, such that one having the unit of information and the
correspondi ng Public Key can, through Verification, accurately determ ne (
1) whether that mathenatical result wgs created using that Private Key,
and (2) whether the unit of intbrrmation has been altered since that

mat hemati cal result was cal cul ated. Docunent: A contract, bill, or other
uni t of substant iTe,titkf legistryt @xérd attleciimgf e reduestnfo? marifienafemains ibhievi ded

part of a Message. Synonyns: Attachment, Attached Doc nt. Docunent
Cdent i i or oftle BESIHEN S1HRble fRermHEg besrs 5ifs HPeopoite] IbdeamBhEbEent i nt o
and tracked Ryentibe sché&lieMThDAGIMTBARLAT MsthRtibh odquesiteitd hh&aAhRnt A di®xt ual
interpretation of a Certificate authorized by its I'ssuer. 25 Electronic

Bi Il of Ladi frgordedin the chpmplogieslt log of endseage \iiowh and shat dgaisadtained Ifer |egi stry

Recor d. rold... i er of the Systemin accordance with
t he Oper E?i orﬁgflﬁgﬂ;gnab%%%&aﬁﬁrrgtgﬁgq%%%g%arter: A charterparty contract,

other than a charter by dem se or bareboat 30 charter, between a Carrier,
as owner or i%ppnent owner of, hi ppand another User as WO 00/55774

l
N DRI I IS

PCT/ GB99/ 0309 ot terer Sy Tetuse of the Carrier's ship for the
purpose of carryiTig GadigtorSbotwheth ah @heinSddCfehfidsCis iRWAGSy GifccRBldaf8e)f VOyages
or for a period of tine. Head Chatterer: A User who has entered into a Head
Chatter wi t hthg eyt pgdescrish futhisisphsefti98r : A User who is or becones

si mul t anggusly Designated both Holder 5 and To order Party of an Electronic
Bill of Lading. Holder: A User who is or becones Designated as such who is

not at the s&wreratiomas Ryl rgan Ap: asiBear er Hol der |ssue a

86 4 A X 4
Certificate: .Ig |list oneself I er in r1ifi cat an_d? i.gitally Sign
Chat Corci 1 &0 dlealB mendife SERHES of d RcbTiE bite Blafae Pomblib?! Y 2 97
termed a 10 shdllertifies '. Issuer: Wth reference to a Certificate, the

Certifier which Issued the Certificate. Mssage: An munj cat,i on,
docunent, nof¥ce OPMRSEMRALItlE HAESHTHEISITETHIO8 M E ef‘ffg’(ﬁfﬁ’ﬁr’ggr@g%g’s‘léﬁyeb’ﬁandl i ng
unit andikn Reghedrda described herei nabove. Message Handling Unit: The
messagi ng system mai ntained as part of the Central 15 System by the Service
Provi der, as(®escPighaed $58¢ e masibeyy dcludingtthas dnsgtictiRayie dhet NimRegisyvé ation to a
Certificate, : the Issuer of a Certificate or a person

aut hori zed b)t/}?et@et‘eg%gg%gagmgﬁ'g{' the Certificate has been Revoked. Operating
Procedures: The docunent by that title. (The Operating Procedures are

substantially as rei nbefore,described in the detail escription of the
present patent 2051@?55‘?‘?1?@9{} CUCRSEPHFRS AR T af?ﬁ?%%fongflﬁ})‘geé parts of the
Qper at i n@oPr ocedungy whiGHia®AloRIaA JRAEFE WilY op 14@igStaandeniMahdthavhises User s
are bound to conply. Operational Service Contract: The standard form
contract bet FREF ERMENddhebilhng XYz Ltd, as anmended fromtime to tine. 25

Pl edgee Hol der: AThSEiI BAP hive QlpeRGRNMRSs f08Hel0RiRArAS dory theRbpaee and

Hol der sinul taneously. Private Pfey: The key of a Key Pair used to create a
Di gi tal Si gnamgpdmenPublic Key: The key of a Key Patr used to Verify a
Digital Signature j rtye T [N Y| Joll | gnat ur e,
relying on the SOTP@%%@%PE é)%dst 0 3%?’? {i?%{gé,'[der%lnggr anstth:géali ﬁ%%OOI 55774
PGT/ GH99/2330%gny drdéhdemak ehether ang bt harsatisfied arferonditipmsageed tppniwith thele t he
Certificate in.a class of Certificates, for which the Issuer of the
Certificates %orz?ftqb&’@‘?%a'ﬁeﬂ@e“("each or together) are Revoked, m
response to an apprgaRlicaliesuhidsihe dny dMeh&Sent Pidcess Boikh protee®dsddlinols: The

Rul ebook, as anended fromtine to tinme, 5 g:t;over ni n% tcp,e rel at.i onship

bet ween Users and (DH&e Origggtogfreptppa nGESAEP he message handling unit using a user

system,;




Sea Waybill: A Docunent, other than a BBL Text or a Ship's Delivery Oder,
which is such a receipt for goods as contains or evidences a contract for
the carriage of goods by sea and identifies a User to whomdelivery of the
goods is towkfBAe by the Carrier in accordance with thapcpeBbdidedi- 10
Services: The services supplied by XYZ Ltd through the System and specified
in the Operational Service Contract. Shipper: User which is the original
contracting party with whoma Carrier epters into the contract for the
carriage of goods by sea. Ship's Delivety Order: A Docunent, other than a
BBL Text or a Sea Waybill, which 15 contains an undertaking to deliver
identified goods {3 Bk DAL bgfestiels ingny & defid e BenliQbn! RGuepUEPOSES Of
a contract of carriage by sea of those goods or of goods which include

t hose goods SPejrrieg 2 PBO‘]!S%@P?E gingil phin ymesdmadequgiie A form nrescybgg bybksar i ng a

Corti 11 cat o 1 RbEd by Sy SRR MG 00 B R QR AP YT Ul B B 0™ e

D gital Si ghandthe revausstideedfierdf thSatsgimeberequest geeied.on who is identified in a
Certificate as hol di .private key that carresponds to the Public Key
sted inhat ColdiR didlo tefstiiin dahs SpRBARR Gortage bo e bpaes » |

techni cal st apgamg@sinitSurrender: The presentation of an Electronic Bill of
Lading to the Carrier or another 25 User appointed by the Carrier, in
accordance with t KB AHEF &0 Besirecriie aaessaep hapdiipg upib chgskaith aukantiosr§y of t he
goods at the \Rpdiff it B&GA (0:REGPY) B8R sSHIREMHE bisEBdcYs hé roieSr diho s or
becones Desi gnaflltla%r as such aﬁ% ttﬁer)ebig/i I égnti fied _zgs theS tperﬁ;sllgjngftd(‘)@V\/nom t he
El ectroni c Bimdssage. Lizb¢ mgssageshan@lengpmétsrapnos groperhoardy thedldital signatwé ot he goods
at the eng, of: t:h i b . O 001 55774 PCT/ GB99/03091 -131 Title
Regi stry: heﬁngflgjteg%“sm%gﬁftf%Iré%ﬁse%?l\ga\cgl)i c repository of information used in
trade transacti ongj) Ip&etrhessdgahhndlib$ QSie aicelithd R gistno probérBieni@y tBderddkesct roni c
Bills of Lading. The Title Registry is an application operated by XYZ Ltd
provi di ng ¢ heREhAgne a{“gﬁngg}éeciﬁfﬁa&eh@_?ifiuﬁﬁt“i“B AR ETnige (188 181 Ber shi p
and transfer Qfcubhieellr @ MdfmeRb [niRa®that ARG dmERDEs AREDSBESs My'iGiger d of the
status of current Electronic Bills of Lading; and é‘c) mai ntain an audit
trail of dealings (@iThe sueadmentaieqyesiniscth@ fargarded (o thier@rigimiter eTiRetllst ry

I nstructiqn) | LN T, rtjon:of . Which directs the
Title Regll%gt rrielél %[c?r @%’% EG?BSOFO @%ggl e at?gro { g‘lene?es%égﬁ) ﬁgﬁq?‘{ﬁ?%rv%?a hF gAr? sslg " t he

Ti tl e Regi st rhan®egomit, & e¢poa thpeciefuestdfoEle atnexxdment Basl beewfreckized frgm tAO Titl e
Regi stry Record,; T{}g structurded information in relation to transactions

i nvol vi ng t he BBt PORES8S: 119 of Lading after its creation kept in the
Title Registry ang?)lThekid rdgdstrdy RRenBBhfirhXhe prot3sIBPON the BEERRAL denANyy Docunent
originated by a Carrier which is either a Sea Waybill or .a Ship's Delivery
Order. | S TOCOFtRE tophs Ppsinaior @ SNoHBEssagraing!yding 2 dyrerhends in thedorm off &0

desi gnat egh asgl el meler ik i Blelh1e Glgi byl «gader or
Header: The ;Egh 0 a’qubgsaeége&?hggtglgﬁg?caot es itttg t%}%gd%fr}ge ?égprég%}tgﬁ?wmi n

t he System andkenonveys data into the System s | ogs, User Database, Title

Regi stry, and other records, apnd, in some cases, pr ts one or nore
actions by the 20 %‘f’%ﬁl’e%ﬁﬁtq{(}é?“ @Wﬁ%@%%ﬁswﬁ“@é@%?‘&?ﬂﬁe&taﬂ? a1?5{)cum3nt

| dentifier orre@ilike aHoRIbIIP IadiARIMAFEs1dthsBeinninB Svhéa kieQitR freghirylid U X. 500
directory attribute, or simlar itemof data, nmeans that the content or
val ue is the ‘G?Hf“?done wi thin a specified range and no equal or identical

content ogs val ue exk ﬁhéregds iraeomaﬁtam%e% d%]gagmea of fhe POIRPRMAAS iMES

Enrolled as a user of th ystem User rtifrcate: A Certificate listing a

Publ i ¢ Key uswit registyeand availdbbe O pprmigted Siegmar thedinomsnzciied snge applightlal | y
Si gned by a [, r t abase; The re C i in the
Syatem User Byeuion KRR (T, e Rl SRAGRay G M e REh 8B {17,
whi ch i ndi catresordd wleharchiersidbgicdilvg sf arssagalflowyarsl thee, logris oéthimed foams of t he
identified User'.§ Lr ghani zlat Lon. .

specified in the applicable retention schedule.

30



WO 00155774 PCTI GB99I 03091 -132 User ldentifier: A name Uniquely
identifying a User within the System User Identifier Extension: A notation
appended by a User Representative to a User ldentifier for the convenience
of the Userwewgisss4 hout significance to other Users. Userpddee®lozelhe User
Manual issued fromtinme by XYZ Ltd generally to all Users. ~ User Support
Resources: The online information and functions provided by XYZ Ltd via a
VWorl dwi de Web interface. User System The neans by which a User connects
with and utilizes the Central System It includes the Communication Link)
software and hardware for conposing, sending) and receiving Messages,

readi ng or praoLessi ng OpeatiHpeiit Smendfhe w“- 5 10 conputer security facilities
and ot her conponents, all as required by the User System Specifications.
User System Speci firdiginsies: tovﬁehtaeerﬁ?nd@&nt Teaef iF Eryprded. msy erambondsay  Syst em
(i ncl udi ng t hge CORBIURIGERELONS tlid Mkdectiofi@! 1 d Certificate: A Certificate which
is valid according to the terns specified in its 15 documentary form If no
such terns are specified or available to a User relying on that
Certlflca%e ANESeLidld sALe i% vgli er a,en signed by its |ssuer and
has not expi Kk set out in the Operating
Procedures. \ergrima re@iesito emtridoke e AlTeredfab elotrrdric &ill gf deing DrsgDrigihdeyr Si gned
Message and F;gﬁ)lc Key, to deternmine accurately that: (a) the Digital

Si gnature on & Message was created by 20 the Private Key corresponding to
that Public Ky, apgplR)q ihatgitRandBessans tngmmpﬂesé»e@mﬂhb §dr6e since its
Digital Signature was creat edg XAL Service ntract: The contract between
XYZ Associ at imsavigeardo gnedl tdaequeass erd as amended fromtime to time. XYZ

Associ at i (o] oM o r: he Users
of 25 Syston)hnd 55 Tae 4P AR RR R RONY L RENGL L) e EARRERER v 10

functi ons asghgmedagedandlingyintthe XAL Service Contract. XYZ Ltd or XYZ: The
owners, operators or service providers of the Systemfor the tinme being, or
their successors ~n title. 30 2. Ceneral Provisions wo ool ss~~a -133 ,|
Scope and Appl i catTherenjdinder of gl fdcién i IRL3 VPdratioraf Ralet as Agreenent
Bet ween Users. The Rul es constitute an agreenment between Users. and between
each User and t he Oebzthasdnginaer er?“L?lﬁF“P%ALl)‘ng’gtl?dr‘l% €A% $TRRt BRHMCHEKAEF T, and
on behal f{pf @Adestqggﬁgnﬁkégmbl e Users fromtinme to tinme, and, where
necessary, on behalf of XYZ Ltd. Obligations Between Users. XAL and XYZ Ltd
do not undertake Jrheél:tgeptoraawotllamaregp@msmdymelnt oy it gwn.t Ageqrestiaishkayee of any
obl i gati on or one er.,to und | es or
ot herw se. Py erV| @etbkblsaEOthe 01erog&FQ%%mgﬁgfﬁemigﬁﬁggguXAL or
XYZ Ltd to anaynddser arghwhb bxllaﬁusslmvemfbepha\ursdaren@ﬂdtam Ehcmﬂedagxmy wpekh t he
terms of, in the case of 1 2) ervic %t <g\_ﬂlnthe case of
XYZ Ltd, the *aaé?%’effdﬂtawm.aa rearmo,r § 2o ”° a‘?‘i 8 BEH User
agrees, ago a. gaiel, t drowhdier DAY kLM BasAsAdsidd .y Edﬂﬁxtﬁ)iﬂagféhd tupobevithothed by the

provisions of the Rules. 20 2.1.3. Elieibility
Originator for obtaining an amendment.

Figure 27 illustrates the process for granting a request for an amendment. The
following steps are involved:

(1) The Originator creates a message to the message handling unit using a user

25  system;

(2) The Originator expresses its intent to grant the amendment request by
including a tag indicating grant of an amendment request in the form prescribed by the
service provider. The tagged data includes the request identifier of the amendment
request granted and the document ID of the new electronic bill of lading attached. If

30 the amendment combines multiple electronic bills of lading into one, multiple



Required. Al Users nust be Eligible in accordance with the criteria set
out in the Operational Service Contract as anended fromtinme to tinme, and
must remain so throughout the period that they are Users. Registrar's
Requi r ement §,q y User affirns that it has fully conpli egepthébsig 25
requi renents of the relevant Registrar and undertakes that all the
information supplied by it to such Registrar is true and conplete in all
mat erial respects. Changes in Informatign. Each User shall pronptly notify
the Registrar if any information previ rﬁ?sly provi ded becones i naccurate or
m sl eadi ng. 30 2.2. Messages WO 00l 55774 -134 ~ ~. 1. Operations
PGT1GB99/ 030 td oo o . : - ent by
T o o 1 Ls peftnP Bk AAhORin FE R ARGE f?h'@?éxeﬁd%’imgﬁ’é%? e (b
i dentify the ehewneras billagfdading inta ewttipteydistingt elegtropicphibnof ladiperiamiapmave Rul es.
Each User shall..follow and ¢ with the erational. Rul.es.. Presunption
of Sendi ng. | AULF AR SR i AReRERn R AT 1l eBBh Bs The
User has Si grigdicating aseptraté deculRBSHY eférAin@ ac o kefante Bl tThxit inguddaan akd onal

Rul es. Presunption of Receipt. A User shall be presunmed to have received a
Message as | OPS¥8fh as the Central System has correctly forwarded the
Message to such "The OrRGHRRE 4RA GG Bethid REfahd AR&dagHlY BS me gl pent
and Applications. Each User shall operafe a User System which the User
shal | take ahtn¢liagypiabl e care to maintain in good order. Msdelivery. If a

Ve whi ch i Do : . 5
another User. t nal )i sfAFSARCHe fRa0E niiibe vl AP KEIGRLAY®, 2 (e
Central Syst errifyingtbosends’st(Deig@atoos) digtalsigmover ok médsdgeheddiiag mnit poin st ori ng
t ai nj f ot : d .1 i nf ti
L T G N O T MR T

puzpose. 20 ;verifledor théedoirflof th nEvded R féuna &b IncdryechMetmadgoRRaatdiinen@nt s.  Any
applicable requirenment of law, contract, customor practice that any
transacti on) r%&ew@ﬁﬂwsswmmni cation shall be nmade or evidenced in

witing, signed o I L Sf J ' - »ol gnat ur e
Requi renment s. Thelisggﬁ'fh gﬁ‘tqess g?*‘%“"ﬁ/@%é‘g{g"é‘%s':‘%g’é%&@p‘?b %@Z&ng& @ggi&ﬁel gnsg 25
upon that Useligitabsigheurs ang fied tienmessagedvatiiathe title registtyeressnthe éhg eatthat | aw,

as if the Message .h lﬂk? isted. in a manual | y signed.form Undert aki not to
Chal | engels\/al“1§':éfg?‘§)9gl ?&*gﬁg ‘%H’gicfteé}}?h%”é‘fe"%iﬁgmgsa‘fogmIfri’lceésfané‘rﬁ%}lgfrr g@gacti on,
statenment or conmg)i T dtRediREahdycolR@isshOprodesShg oftle Maagia@ar dahial e grounds
that it was made.in the formof the electronic Message instead of by paper
30 and/or si dﬁtéaqurto dhe{Priginator, via the message handling unit, a DNGt message including a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.
20 Granting dn amendment request discontinues the suspended status and returns
the amended electronic bill(s) of lading to active status with a new eBL Text,
beginning when the title registry is updated.
The pre-amendment title registry record remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.
25  The title registry instruction granting the amendment is also recorded in the

chronological log of message flow, and that log is retained for as specified in the

applicable retention schedule.



WO 00155774 -13~ PGI/ GB99/03091 2 2. 3. Messages as Gvidence Adm ssibility.
Each Uséer agrees that a Signed Message or a portion drawn froma Signed
Message wil|l be adm ssible before any court or tribunal as evidence of the
facts 5 recwodess7?74Pri mary Evidence. In the event that a WCWEBIYB®tord of
any Message is required, a copy produced by a User, which XYZ Ltd has

aut henti cat ed under the provisions of clause 2.6.1(3) of the QOperational
Service Contract, shall be accepted bygyhat User and any other User as
primary evidence of the contents of the Message. 10 Authenticated Copies to
Prevail. Each User agrees that if there is a discrepancy between the record
of any LJser and $ureendssing anwgteheonid biflt afdacipg X Mralbgalls ts tiehpresattémt dfcat ed copy

shal | prevail 5 e%‘m%l‘ é]i‘l ﬁeﬂSFOQSSi bi iI it A f or, I\/les(sasee?1 Private hey Security.
Each User isPFSESBNYIBHEE Pl SIiFeRmssd £G4 (GrEHty JIs YRS O PP Br i vat e
Key, regardl @sscafifer anpendndfdr Wieeshippedrabdis ailiddel Qotsehantel dny o0 theirble fRWS, Private
Key. Site Security. Each User is responsible for inplenenting all necessary

security proCBUHFRE ngdeHERsH? BY intermingedat gespeped i pes deitltelgyt a
transm sskons to @Hl? the Qﬁb\tvilﬂg cADsufRIMe: 3 eRURInRBiA e 1d3fr@t (51%%% Ie,nSt

unaut hori zed access, alteratron, delay, loss or destruction. sage

Cont ent s. Théf iUselso thedtuilder;agd &) Siegnaenthbllsmigeordray consi der it and any
Docunents within i indi P ter vide, the sane as if the
Message and Docurrg{r’letbgﬁﬁg%lrhge%%e%%hcglefj;le)?gesdlelaggdgp%ﬁoeﬁa%éenfj?re 5 ~. 2.~ Notice
Each User undert aRigsre 280illgstiess itharpdtat @f narrénderitgoanXdectiohid Ef iadigonpl y

with the rel eyant. ratjonal les, in the event that its Private Key has
been | ost or %’b%?%{%ggﬁ! lB’rtﬁl‘? Pfl{ﬁ‘ﬁ’é’grﬁcg&%onabl e grounds for believing that

such Private Key (139h®Comtkns@yr el Hukpto-o/dbr di€aRd aliesie Wb hahjez ed
per son WO 00155774 -136 ''.3. 1lIP,galitv PCT1GB99/ 03091 Conpul sory

Requi r enent s hamhiap uub eying Anser Y8RBs to conply with anv conpul sorily
appl i cabl e | egal jol he r 1 d i i a may be
[ itte ?{F{;&fﬁhgengﬁ Hoftel tat orlar HLL& arl sm,etﬁngfg &l f?:ﬁ

transmtted el ectronica . as to the content of suc ta. egal
Tradi ng and Iposeybell &y tickeserving. préysder.s Thé alférmaton inslwdestibe Ganment| IDIYfshem f or
the transm sg}lﬁ bof I\ébﬁgaéges in the course of or to facilitate: any illegal
trading, tra { % 815“16 0dE€%whi ch are contraband, any illegal transfers of
money, orisany trafg The Comsimkelor Holgasiorder theandiyitaMyi sifnsmaisd sddds rieported to
an Aut honty. ‘ .
message to the message handling unit;
(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also check the form of the message. If the message handling unit or title registry
20  system cannot properly verify the digital signature or find the form incorrect, the
message handling unit returns a BNak;
(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry flags the electronic bill of
lading as surrendered; and
25 (6) The title registry then confirms the surrender by returning to the sender a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.
The title registry sends via the message handling unit a FMsg message to the

Originator and Surrender Party (if any), notifying them that the electronic bill of lading



10 Conpliance with Regul ations. Each User is responsible for ensuring that
it conplies with any | aw applicable to any transaction in which it
participates via the Central Systemand for the observance of all

applicabl e W@gdgsa).;l ons including, but not limted to, thogg/tsoeicong to:
the exportation or inportation of goods; any exchange control regul ations;
the novenent, handling or storage of hazardous goods or substances; 15

pol | uti on; dat a protection; or encrypti,on. 2.4. Consequences of Resignation
or ancell ati on Messages after Departurg fromthe Central System Upon a
User's resignation from or the cancellation of a User's right of access
to, the Cent hal beol Shifdhdbred 2Rt BEGRAEEAMER WHd e telReRIVMbighR N IMldd e
Operational Service Contract or the XAL Service Contract it shall be the
User's sole p@épensibility to ensure that: all its existing Messages sent
fromthe Central C t re

col l ected and reaﬁkﬁ%ﬁin a’?chso{hgﬁsegl?%n?{ r@nﬁgtwﬁ&n? mg%%gcbgémtng@yg%gf@e
Messages ar etidelweigsadisofpdattds departure fromthe Central System and it takes

all reasopabl e st s 0 25 give other .Users the neces nfor ion to
enabl e future co fafses rfCSngé“‘fﬁ'é%’é% \‘}lticP”By%a?saCt%f c§ NZCP
Resi gni ng Us erectm%ﬁwmwseradm@ eeniins ih@e titleRgBiry iamavraaﬁlegua@tehmﬁed Werd fdro| der ,
Hol der-t o-order, Bearer Hol der or Pl e%}‘ge Hol der _of an El ectronic Bill of
Ladi ng nust, thettme,gpesifiad i theapplicable reniien sehsivle.e THE tifle segisyy;ipvaetionn,
initiate the ﬁwnh%e sqnéﬂaepéragls rROREE HHLe chﬂﬂntﬂ@%@ﬂ UGl W] a3 7 Of
t hi s Rul ebook 00155774 PCT/ GB99103091 -137 Switch to Paper by
Ter mi nat ed Udtet loglif retained s as $peeified intthecappbgablsir¢tentiopachsfiule. User' s right of
access ingaccordance with the provisions of the Operational Service

Contract or the XAL Service Contract that User is a Hol der,
Hol der -t o- or dg B Peipdrerectives @ Pl edgee Hol der of an EI ectronic Bill

of Lading. it sha.igfolléw; uch i XAL Ry gi ve,
Choludi ng. bt - nof® CPRER S SR S s Ao e f GeeRpe e Sirten Lo
Paper procedufrgetd denrigidir o the ®fll thpsnt Rk eRoBIK-of Nelidgh@cutyat, bifsl teor XAL
shal |, however, be under any obligation to issue such instructjons. 3.

Title R~i strprintgd ersiongng gassdhorolo thhngxt aprreRsiecPapyy as sek out sRAEbACk it ent s of
BBL Text jgnd sl.dent |, tdgah #g‘?& p @egg' iR rxhe%gag@%'itﬁx%ﬁel\t/ ALty tﬂ@éﬁ@gﬁoﬁent by
hi mas an El &ctroni ¢ Bi La han a Message intended to
operate as aaﬁlhaassmg@d r@it¢ thrapzh It_k&dlthgesﬁan fo, thyijit ¢nrflag e |@itromebill of ncl ude
an acknow ed 15 t.he Car. of the recei pt of goods for carriage. by
sea by that %aﬁ Br ‘Xm d anf"Sea?f'{éngbr evi dence the terms of the contract of
carriage. The I\/Essage shaII be transmtted to the T|tIe Regi stry. Chartered
Bills of Lading. | _ > Bi.l1 of Lading intended
to operate addkras . B ath e d6&=“rot: contain or evidence
20 the tegprs YQfdvteHQhé:Qn t’ﬁ@tﬁ; onzfv eﬁz@ﬁ'ér{x@-&ﬂ oP%WQW:c%hﬁn@[eHgﬁrto anghlihe Head
Chatterer, if the Head arterer is Designated as Shipper and Hol der, but
the BBL Text 'en@er a Wéulw’em§Hleéﬂlﬁkﬁoﬁﬂ(@d§$ﬂmpebﬁ"l{dﬁ’e ¥oerrdgt Beaid r ecei pt
of goods for .l at Carrier. Statenents Relating to Goods
Recei ved. Anyﬁ‘g'?ét%%orq%’éé rl(?lyg%alhrrakes as to the 25 | eading marks, nunber,
quantity, weifght, C@mph{?pafrtém:giundwruam io &fredornt prascoibed bigthgiroder i n t he BBL

T.eXt will be tt)'iovqger?cgih t;h %{zé'ma %swdtog;oepe o Uk extent and in the sanme

ci rcunst ances as | Plontained in a paper bill of
| adi ng. Q35 gimal Begmtames.end\bhee&sage Gedlddiry thatr[eavtuesoraro tht Eide Registoy vBi | | of
Lading it mus gﬁ-{ ate a Shipper and (b) Designate a Hol der of the
Bill of Ladi Héem ®’Y tuﬁér (i) 30 Designate a To Order Party, (ii)

Desi gnate a Consignee, or (iii) Blank Endorse the WO 00/ 55774

PCT/ GB99/ 03091 - 138EI ect ronl c B| I | of Ladl ng ther eb Desi gnating the

Hol der as a Bé bl Faei-t BALERLS R uctions as to

Desi gnate a 0 I ate the
Shi pper as t ﬁcl ‘ggegtr@% Ohgl{%g@l- L} “ %ecl;%—w%lcog?%r g?rll cgar{?%zﬁ%g ”;esr‘gﬁ(ﬁzllet%s]t andard
Ter ms  and3Coniper asrrequined voRldmoo/céﬂﬂ@orsp‘dcr@?@HPlﬂ@Sé@léndard trading terns
and conditions, otherwi se than by setting the said terns and conditions out
in full in the HBL Text, a Carrier shall follow the procedure specified in
the Operational Rules. Effect of Incorporation. Each User agrees that such
i ncorporation shall be effective




10 to make such ternms and conditions binding upon the parties to the
contract of carnage. Incorporation of Charterparty Terns. Each User agrees
that words contained in the BBL Text incorporating the provisions of any
chart er par t woolss7v4 have t he sanme effect as if such wordi ngCvadI%B3psear ed as
part of the witten terns of a paper bill of lading issued by the Carrier.
15 International Conventions. A contract of carriage in respect of which
the Carrier has created an Electronic BJ | of Lading shall be subject to
any international convention, or national |aw giving effect to such

i nternational convention, which would have been conpul sorily applicable if
a paper 6i 11 (of | @dinplgteiarirtehregisprmsitieliorsinivaedolneprsdr B8 it kerviespect of t hat
contract. Such international convention or national |aw shall be deemed 20
i ncor por at ed ARG {hE B BCIAVH @"Bi | | of Lading. In the event of a conflict
between the pppVi SigABsd Wnd@esidat, ShdMAlidONR [nGRONENY MATHR ROSLLORAI | aw so

i ncor porated and the other provisions of the contract of carri'age as

cont ai ned i n fhtveespme ipedling uptie provi si ons of the international convention
shal | pr evDai |. 25 3. 3. Rights and (bliea_tions tinder Electronic Bill of
Ladine Transferability. A Electronic Bill of Lading nmay be transferable or
nont r ansf er abl e. Whkrenginfewofsiiieseatibrecomearseonttine Ofamatioral Rulat ends to create a

transferable Electronic Bill o di it shall si.gnat e To der Party
or Bl ank Endorse Erﬁ% CEEt .éeﬁef %’@kd%bf}?‘gﬁ TYRLED r?é[tﬁeot%lsdfé’fee %é’}dﬁw P the
Carrier Desi gir6fic 8illld I4dngean Raifdh)is toiphpedQf it $s o ple@dey. qtaeaagﬂ.d%ea, &aye agreed
that: (a) such To Order Party who is or becones the WD 00/55774

Pt : T/ GB99/ 030¢1Pleqesd Halsietiean. t"dich iderpapsr tIR&*EIPEeR GHFHNSENFSs. Be SY¥M ng can
desi gnat ;@ NeWicEGr&ide calPakd Yobueta EliRHA6Bagde dtledtive 2ouBBAK BF a OB LselT @
Consi gnee: and (b) any subsequent Hol der-toorder Pledgeé Hol der or Bearer
Hol der can dohas bkeavihastvaigd. f 1€ thte sofvicBlpanvideEdid oot tham intervdng, thtele@eonicibglt gi ves a
Title Registry. Instruction that the Elgctraonic Bi.ll of Ladi,ng shall be

Bl ank Endor self 148 S8Rt Akahl o™ U8 UG Bty it R B e der i s
a Bearer Hol dekictaRd 1y e Shipgérgifalsethe Hotder;BRabheCotdkdnes lif thaCdigkdiealséarty, a
Pl edgee Hol der or a Consignee; and (b)  any subsequn&%&%l der -t oor der,

Pl edgee Hol det_Pe Sloldeg 43 )ehe FHF"_(!I‘EF‘I"@é‘htOd’(quW ‘P{%‘W Q}S_. 4’;0(4U_hﬂél‘f‘?ﬂt Bear er
Hol der Nois ShBQR8MHoIdY, ualeSetht Bl i8PlebgeCor (9 the cBldnt PrRiged BiolRe WHed theWhi ch it
Desi gnates a Bearer Hol der or Hol der-to-order who is not the Shipper. the
Carrier ther efytemcienaed exyider inagivates ahbsersit cchecky dhguehy dsctitpegisith o he

El ectroni c Bi i r; Fearitoh.

ol der -t o- or At RALERAS ek A8 LS of ophi HERRir {lrfEles Bavicn

Consi gnee, the-fapedircoivec Bil|l of Lading shall be non- transferable. 15

Carrier's Responsibility for. liance with ntract of Carriage, The
Carrier shall ensuré e{eﬁ%?m‘i %‘g%%i%i”&rfﬁﬁt B?fsathle?dgﬁﬁfggu?%edt‘ﬁ}éenﬁ St“ilatgh'ﬁégi stry
I nstructi om apgperdiective i§ ghéect: (a) the express or inplied instructions of
t he Shipper and: (b) the ternms and effect of the contract of carnage as
contained in or e/AdERYEd2Dyillugratenpe syagh-to-paper Mptrpgiiop g implemepied £3
Chartered Biljougs;Ladi ng in which the Head Charterer is Designated 20

Shi pper, the ternms set out in the BBL Text as if the same were the terns of
the contract of cédd)Thepeprogriae user eraastses messagede Hie supsyge padngunit usinpaoy ~| ur e
for Transfer 9{8 g‘géﬁlession By Designation. The transfer of constructive
possessi on of h goodds, after the creation of a transferable Electronic
Bill of La#ling, sha) Anbsstetdeckeotlled tinticabes switdt iograpaf : TheaJonsignesver

e O sk P, G935 U AP Sho Rl o (9

Desi gnati ons Yhemhtnesindn@des thelo&indaol¥er the Hill @ ewiiched 16 paget; upon
Desi gnati on of such Hol der-to-order, Pledgee Hol der, Bearer Hol der or

Consi gnee Hol der a8k b usergthen Hiigitaily iams (AR sendsethah messago fey dhey MESSBRSods
described in LhRnks ggtronic Bill of Lading to the order of the new

Hol der -t o- or der, edgee hol der, 5 Bearer Hol der or Consignee Hol der, as
the case may be. To Order Party Becones Hol der. Wiere a new To Order party
is Designated no transfer of constructive possession of goods wll take

pl ace until such tine as the To Order party al so becones Desi gnated as

Hol der and so becones a Hol der-to-order. Consignee Becones Hol der. Were a
new Consi gnee is Designated, no transfer of 10 constructive possession wll
take place until such tinme as the Consignee al so becones desi gnated Hol der.
Refusal by Transferee. |If any Designated Hol der-to-order or Consighee

Hol der refuses to accept the novation of the contract of carriage in
accordance with Rule 3.5.2, constructive possession of the goods w ||
automatically revert to the immediately 15 precedi ng Hol der-to-order,

~ N — T T . - S~



3.5. Novation of the Contract of Carri~e 3.5.1, Cccurrence and Effect The
Desi gnation of a new Hol der-to-order or a new Consi gnee Hol der after the
creation of the BBL. other than one who is also the Head Chatterer, shal
mean that t OM%¢%Nrier) t he Shipper, the inmmedi ately preepdpsdson

Hol der-to-order, it any, and the new Hol der-to-order or Consignee Hol der
all agree that: New Parties to Contract of Carriage. Upon the acceptance by
t he new Hol der-toorder or Consignee Hol der of its Designation as such, or,
at the expiry of the 24 hour period al I%%wed for the refusal of the transfer
under Rule 3.5.2, whichever is the earlier, 1 ~ a contract of carriage
shal |l arise betwee L&L 5ad J, - g i gnee
Hol der either on ?ﬂé¥f§§%ﬁg@Fs%ﬁé@€5%$§§gﬁm%$p%gﬁag%gkiggggﬁ?ggﬁeg in or

evi denced by vetifvingBhe spager’s digitalvfgnatuten I hSimepiaes handling ynitadd/Ohtitleregistry, on t he
terns set out_ or .incorporat in the 20 Text s if this had contained
or evidenced ¥ OeChgcrqﬁ ‘§F E%rfn %tgtﬁ rac ge(')fﬁ?ger IPessas handd gA%’Eteaé’gi Gi§ FYR ght s and
Obl i gations. chit pespetiplveify- he -dauidle sigaturCansingnie ool georedial levke ientitl ed
to all the rights and accepts all the obligations of the contract of
carnage as cdoRrErHEGMithe Bessagsihendipewiby, yr deened to be so contained in or
evi denced by, the &l r Q| e . s IQL: I e s Rights
and Ooligations &ﬁ‘ﬁgﬁi"ﬁéﬁ*@%ﬁ’ ﬁ‘!tldr?llnéés)gm%_?@i tggareégg’dgécﬁég{yt‘gg‘ﬁ%ﬂ@g‘ ;

i mredi at el y pligitbsgwagprelerddod theomessage valid, dhe title regastey, laghibe Shactpperbidof i ght s,
and, the i i.at el,\y. pr di | der-to-order's, but not the Shipper's,
obligationgnﬁ%%ggaﬁ g@égﬁ F%gﬂmgr’carriage with the Carrier shal

i mredi at el y cease (§rThebsviektd-paper Sikeedve B4forwdfad0:0/tbd Dridinathd By REeT1ifdB99/ 03091
3.5.3. New Holder's Right to_Refuse Desi natLon,Eezﬁéal by Notice. The new
Hol der - t ot%r JE#ISEY SRBEWE; g s ORBinHRy O%ffmfﬁf Ribat Koes VB P hAFPAY r ecei ved
notification HR@RGhI. 4 RpEthattl FrebRR AW RRA tATapBaWs bndederve® BbM&ke OF

Consi gnee Hol der, in which case all rights and obligations under the
contract of CBRIFAGE thetmeewee t Hde SHisyicaissy 1deFsdBt- NisTagaie theaRESMEr Garri er
remain vest echetepmfngelf B{eeéﬁéHa':tor'_MS FofndOfhiedirec@Ve. | heé‘:ﬁ’cﬂg thel Bifec pper, as
if no attenpt to novate t contract had been nmade. ACceptance. If within
the 24 hour peerodghatecobpéipedomapecifitherdireétivhi we bediulghaak; on, t he Desi gnat ed
Hol der - t o; or der or si.gnee.Hol der represents that it.acc t he novation
10 or att&hpts to(éﬁgg%Pg%re N PEhtt8 S e PbeaTs g;ﬂFaﬂﬁﬁéﬁﬁgﬂf§ery or
comenci ng prdiewd bygstumiig o tHe skitler Garteehessaple bholling ahit atypd dpmigeinttie t he
goods or otherw se, it %hall Ee deeggf to have accepted its si gnation at
the time it viE"AERIBAGKOINA! e BERdprdBERdes f reRTdrom Be UinPeisih SEGRATIP ot i ce of
ref usal givegtﬂgqagﬂnt to paragraph Refusal by Notice of this Rule 3.9
shall be void. 15 3.5,i. Ple~gee Hol ders Enforcenent of Pledge. Wen a

Pl edgee Hol der wi Siwétshingtoqmpemnkes the elptteadigedill of lading terDasied wherethe title| f  as

Hol der -t o5prdef.... W e consequence that the contract of carriage is
novat ed i%Paﬁgéyﬁg%%Ek%gth the provisions of Rule 3.5, as if the
constructive 20 pddseskiregistof rebdrd (Gohddghddpiearantacins) ef rigdtetmingted h

Pl edgee Hol der, as _.a | der -toorder. No Novation. There shall 'be no novation
o °t be cont r slsetgpe ol e BRBAS B GIIR oY B aue Bh e ydeisr g8r s "ouch
unl ess and ungg kindetspesificaria @e AppRcadled@ation’hédufe. 4TheBRRI 19isthOIng@ictioNo

Novati on. There shall be no novation of the contract of carriage upon

Desi gnat i on offfegtingdhf Byitchdp preer is plse ecorded igrthaghgnolosical lpp gt messissiia®r who
Wi shes ei s1er ardqQndt Al ifefhileh Y Y sbifibdf (HOQHRcBIe rERIBRRGRRE OCEEdi NgS

agai nst the Carner for failure to deliver the goods shall first 30
Designate itself as Hol der-to-order, whereupon it shall becone a party to
the contract ,

The Title Registry maintains an endorsement chain for each BBL. The

endorsement chain reflects the parties to the contract of carriage. The service provider



WO 001 55774 PCTI GB99103091 -1430f carriage in accordance with the
provisions of Rule 3.5, as if the constructive possession of the goods had
been transferred to such Bearer Holder as a Hol der-toorder. 3.6. Delivery
of the GoodwoResssons Entitled to Delivery. Under a contraPCT/GBI%Nasdmage in
respect of which an Electronic Bill of Lading has been created, delivery of
the goods shall only be made by the Carrier to a Hol der-to-order or

Consi gnee Hol der which duly Surrenders_¢g:he Electronic Bill of Lading. 10
Surrender of the Electronic Bill of Lading. The Electronic Bill of Lading
shall be Surrendered either to the User identified as the Surrender Party
or, if none, riamagesahdCakdtioqrant nieieeo bl anivesemiehthchiathe réetRd thenahtddulaes.

Term nation of El ctr Bill of Lading. Once the Title Registry Record
has recorded SfaFFaﬂ“ ﬁl"g@FlB@rIrr Eesmselivelbf Ladi ng has been Surrendered, the
El ectronic Bill of 15 Ladi ng shall cease to be effective as an El ectroni ¢
Bill of Lading and no further deallngs with it through the Title Registry
shal | be possik C3UGN, VL HRHAQLES U r Persons Entitled to SWltch to
Paper. At zany ti f c Bill of
Lading r eI ates hggg?ﬁfgg#% 5{3‘1}P§v§‘§}g&gg Betc&td‘r’]Yg @r%d?lg?%&é@éaﬁ%g@vﬁoq ﬁew

Hol der -t o- or gerty td:’lhecdgmacﬂ-hﬂ wdatagois rBemdeTtho&cdesrwlsdnad ;barﬂyebeecnﬁdstlio&dato

demand that t e ssue a bill of |adi in accordance with the
Qper at i onal F&%ﬁ CH)‘? ﬁrdarpaﬁaﬁéngé?anFe 37 2 TSSHE A nc?ﬁgn‘dﬂﬁ’% frsteyehpys.

i medi atel y upeg meeekibis &% SuEH HRIE Bk Hoft @nd® NaRRelo Didet pgxféy loadi ng
which sets out: (a) all the data contained in the 25 original BBL Text;

a statenent tepnsigreeeNme foQrdar or Copvignsr hee thedBearsn Holdse panessi himssif the of

Ladi ng; apd (®)odd i SHedrd

Di screpanci es. O %ag?tg%% é"’ghf;)bc |}Ilsccdﬁgr§)fadrllezyg%g¥ mgrg%%gﬁgn%g@m Ti of

| adi ng so i ssliBzId @ddBr@MeAelbmemom sprmeeclmumsmhcqsmGEmuanect Bedtes of

Ladi ng, the erlecefx;& rescognq Lenptrhcv L Y 90/ 55 anAn PCT. eGBQ /03091
-144 Delivery of Pap er d%‘?’f’ al_%g TR VR 2 eriveY That paper

bill of |ading the I-Ia»@zienmdaricelswtrtehm lﬁ)&ddrriﬁfty llJEstdnm@Shd)Corﬁslrgﬁe@GﬁcS(li‘) theirrent |y
entitled to ld it, being: (a) the curr d | der ; .or i f none (b)
t he current ggq%érwthf’ésﬁ B?CBWS‘@E%I?‘:@?'“FUEEIiP %F% r?%ﬁ’éta('l?? drpepe alseir ¢ ent
Hol der . EfsdorSRemI rdebiai iR theStddrsPARR chihl Whehike 9@n ABCORTRRAI R4, by a recor d
certified by XYZ Ltd of the chain of Users which have been parties to
contracts of ideftifierade this ¢ase, theareqond isiceeated foreeash ¢l @pandedwheniae Heldenis on of

t he El ectroni i i ]l the date on which its switch to paper
dermand was Sea?l OI%IB%/JT? ﬁiedel(rﬁa%{yfrlgfzggéﬁe%m in accordance with the Operational
Rul es. 10 Suspensilban valfd Bilsgnedsr ofusa 1B'géderantfd deTiﬂgReEsminmemﬁmattyt he
instruction i.s to th%gsaaé i ssue a. paper bill of lading, there
shal | be no flSJSru SF’FSé rF":lf&etnl‘(') ‘inrelation to the

El ectronim Bi | | OfoéuEijGﬂghov?éhﬂx Elaﬁﬁﬁef oMnihke Phiak oﬁfanLeiidci;rEEgne‘ﬁhaﬂldm caase to be
effective as fromthe nonent of the issue of the paper I[{e “SBJE’thg by
the Carrier. %@mé}vem%rﬁgrremsfwfrﬂarameéeorw%cm%& ?rﬁ‘ﬁ‘?dcaIBl ferige ittg
Tabl e of Powefeferendd® HigHdsi8S0 52 an Electronic Bill of Lading, as defined
bel ow, shall be entitled to execute functions in relation to that

El ectronic Bill of Lading in accordance with the follow ng table: WO
00/ 55774 - 145 l3R9 P9 PartiesCurrierShi pper and
Hol der Hol der - -or e‘%ré-efgeuc : %ﬁggg@garer Hol der Hol der Consi gnee and

Hol der Credi e Bi | | Yithe I‘I[QINdMgN(rMO%b Delfieq matoesement chain information when a number

Hol der YesYesYe esYesYesYes nate Jo O YesNoY esY,
Endor seYesNo ?Yé ??ﬁﬂﬂg?aeléeg?@? lﬂﬁ‘k&éﬁ%‘%ﬁ%& Jga@es%g%em gnat e
Consi gneeYes WlX@giY@&E(&%N@N&EEﬁérﬂn@?aﬂt Rined@@ent; Switch to Paper; and Surrender

BBL.



Hol der NoYesYesYesYesYesNoEnf orce pl edge - NoNoNoYesNoNoNoRel ease

pl edgeNoNoNoYesNoNoNoSur render Bi |l | NoNoYesNoNoNoYesRequest

Anendmnent NoYesYesYesYesYesYesG ant Anendnent YesNoNoNoNoNoNoDeny

Amendnent YegohesyefNoNoNoSwi t ch t o Paper NoYesYesYesYesNoYepctiGidondood |
Carrier's Rights. The Carrier may performthe functions indicated in the
tabl e, other than grant or deny anendnents, only at the tinme of the
creation of the Electronic Bill of Ladi ng and only in accordance with the
provisions of Rule 3.1 of this Rul ebook" WO 001 55774 PCT/ GB99103091 - 146
Shi pper Hol der Designating To Order. A Shipper which is also Hol der of a

Bl ank Endor sed El Bt TigOR iyl will @bt defiekr RG hadtsdafnt GRMiCthe relrd @ d@;rw Party.

Shi pper, Con5|gnee or To Oder Party Not Hol der, Unless a Shippe

Consi gnee, or eréefm*%rru!varftf’?rdir@ villes g0 spdaisamsAeeha i d@h@rqdowé?scnbe@ i s not
enpowered to try Instructions. One Holder Only. There
shal | not be“grr%\rfget arngi?hz%%Bf%*sl (whet her Bearer Hol der, Hol der-to-order,
Pl edgee Hol der, Consi gnee Hol der or Holder) of an Electronic Bill of Lading
at any one tine. Hol der. The Desi gnation of a Pl edgee
shal | ~ causeé rf'ous Hol der and the automatic

Desi gnation of thg \Pb@dmme oo ﬁ@'r@k@i@tchB)ﬁsJQ ofly dasbiRalsty imbeQed oA
Designated renmains so Designated until the pledge is either relinquished or

enforced. Pl elsgfEwiqltl obladingfo fipd o fts curprat watugangiogher infermetiqy) aboutgt. Inading i s
Bl ank Endor Sggnerzﬂ e PesHARG éb%ﬂt a‘?;felé&ug’ﬁxé’@ﬂle&f 1%%‘ s cBHﬁ%i%n&e{TgEco £@gh a

Pl edgee Hol dér not a Bearer Pl edgee Remai ns | le Bill

Pl edged. A Pﬂ@cbgeecemw%gopmwnh chemem sypriyiag gherjefyrhiglode HovwgyerTo O der
party is ,anl i i I t which
time it slﬁal ?Ac{é)e C% ‘§1 ehgt c\rﬁlgl\?v&f-lgkﬂ i ﬂ%r&‘ﬁ i ﬂ%’e@?égcéésé&éy#gg%% e(rmsparty, or
a Consi gnee @rcemaMeEnﬁh:erWeb sx&rus(sb:]ertﬁnitea“még"rintsmorp]],adm,cuxap (fobmeely tine it
20 shal | DeS| ? as Hol dgr rdg ?@5 é_l n‘g Cont r act ual

Obl i gati ons. (H’betf a‘feﬁ) 18 ASS ¢ *§°§1Heﬂr?pe % 14epiied RIS Bt YR f#¥eng any
User to Desi gaatcroanl i@kHomfdriating akiiher, at3er feprefintabldd tANSHtAM akbddsi €S
arising under or _in relati'on to any underlying contract governing the
transacti on. oshiibepasiniorpationimpniteingersivilogeparapding o NGtUPRf%g‘a‘i’aﬁe ‘this Rule

shal | |inist the right:2np ater&u%mesate, YRR daf otogﬁle Ec}rﬂﬁﬁonofw gﬁérﬁctrom c

d
C V

Bill of Lading) to Insist upon an anendnent of ectronic

Ladi ng. | nst nwtne@mcstm@e@memfwdem helprdesk. eThe anaess liBiitanonsfapph@blngo thaher e an
El ectronic HlVJJ )gi{oqge sta?ff ?nrétll ﬁmn Ilgtrtﬁeeh esfge rel evant shi ppi ng
document's exi'st et ont ¢ rner reqU| re that all
instructions to tmme inédrmbtion thivad gwemhsyr &a Grawevary dg2ndibs sagesypdofough t he
Central Syster? WO 00/ 55774, -147 O/vgersl | in and Contracts of Sale
PCTI GE99/ 03084 OFRa4AR pret theyro “c%\f/ﬁ’%“-r%‘feﬁ““gl yser, FOrmesSERER.a US§T <aR PhiaIR Comigs

i ntenti orppof of RRssagdstit IRS sér® of REciTITNEREEH MBst QEerE%@enﬁsﬁ&@ﬁEo{;@s s@BYedpPp! i cabl e
| aw, the transfer of constructive possession 5 of the gkl and/ or the
&

novation of tt%@S%thP‘?a%ﬁm@)‘fm‘i%ﬁgF haginggniplobtainericapy ikl fikelp B wrekuFers have
the effect of i il Gp b RNRELRRL & RIANY REE oRERRD fxﬁﬂ&rﬁoﬂ nterest
in the goods n a |t|on 0 ‘constructive possesslion t ereo en not hi ng
in these Rul ehichhthé lusgorie(@nwask emshled tabs hetifiedf oowhich shei tpenhadqtrhwusly

proprietary inte Ezlsjt fromtaklp grdmar k@éjps%s Dg)sengtfrf er?%{e%hl p.

Not hing in t RESE™ A0 AT SBERET M AR &P té(ferue I'ng the

owner shi @50f ageelliss sulpies bf iafoemhditm ssntlih, 86 tetridvalaii yhednfoimiaioh frofn thapreseatge
contained in or evi, en ed by an Electronic Bill of Lading or other
Tr ansport Doéﬁﬁ%lwl B‘?‘E €S8¥Y-El ectroni ¢ Tender of Docunents. Each User

agrees that whereTfe Gofides a6kt WhensSal@nbighdte eRIdBRESTddre Gt iBe@sr Harker i ppi ng
docunents are tendered to the buyer of 15 those goods, or to another party

nomi nat ed by designagyiagludeathe advies reggrdigg dhmerneir Bl g Aedn thp grecsding o
System shal | ?&‘fon?‘%s Lell 664 ?a‘goﬁ"af¥h|3%nwr§é%gtschrallﬂ%ad§r%eto G e§1 ghagdered are
in the formof el éctronic nessages or | mages provided that ey contain all
t he dat a 3fhi ckseri & theneyt seetdpridesarhes. cont ract of sale. Sal e Concl uded by

El ectroni c Interchange. Were a contract of sale between Users 20 is
concluded, (in whole or in part) by neans of a Message or by a series of
Messages, each User agrees that such Message or Messages shall constitute
andl or evidence the contract concluded between them Switch to Paper for
Contracts of Sale. Upon a request fromany User entitled to demand the
original contract of sale, a contracting User will print and sign in
writing




25 the Message or Messages in accordance with any and all formalities
required by any applicable law to give effect to the contract. Date of
Contract of Sale. A sale contract switched to paper by the procedure set
out in paragoegss7aw tch to Paper for Contracts of Sal e shedi/Gi®ksosef f ect as
if the sale contract had been nmade and signed in witing on the date of the
rel evant Message or 30 Messages. WO 00/ 55774 -148 Z 10; 17ocunentary
Credits PCT/ GB99/ 03091 Validity of El e t7roni c Presentation of Docunents.
These Rules will apply and the presentdtion of any Docunents by electronic
transm ssion through the Central Systemw || be accepted as if they were

t he equi val ent paper docunents, where a User issues, advises or confirnms a
Docunentary Credit on the instructions of an Applicant User under which a
Beneficiary Bde—Fadorsemant(daingReposasent stipul ated docunents in order to
operate the Dopun?ﬁgtﬁ[é’regtﬁﬁr'eﬁonsﬁﬁfgffﬁa%%g abdiRthe 16-8)del %o@@%%i&ﬁ% Credi t
e~cpressly indicates that presentation under the Centra ystem’i's

accept abl e; asquends of trimstedaefzan koo bl wé thding byuc-hrder parsesi ©sisers daviigg
presented.in g?%ymepts th§? dF%Criﬁéﬁoﬁ nat%hgs th%% f the docunents
required fo SEAHHIES M AbA G FECoBIS R 8tladiRe: 32 FEiRed b5I0Y- (¢) where the
Docurentary Crediin melitg t@ssférhiaforratidar dvhdbled thed MG SHNE Bistdn$ i &R0 to

aut henticated or signed by a particular person, the data transm ssion is

Si gned by t hatrikpa gewsrel Splatsy betwerrsthe YRy dntefetthefisy Yem upess andtheihered fke
responsi bi | i o0 fnBinduiBE Rt herecknEt Bkt QRd GoRRAGHIEM IR £hnl8] opetlibid Nal s”.
Any requirenment under the ternms of a Documentary Credit, to V\l/?'n ch these

Rul es apply, implameriihat genegal halancedwhbighny b acespableforrioss vadrs bitepethaps sfi ed by
t he presaqnt at| Doc ng i e S said to
have i ssﬁgd tcl)l?%glr ggl%e:ﬁcfc 1{;%‘5‘5%1u%g%{'&3’?5 V%ﬂaqr%ggsgﬁﬁ%rn q\f\ﬁ%)@lg%ﬁ %Ef?' ﬁ i zed to
act and to t akeRnlesqdnsidbimpotiyg greater sesbizhiahsf on 2@ Copakty dhiafoemitiva. t er ns of
a Docunentary, Credit, to ich these | es. appl require that .g nunber of
Copyes of o Tt Berrctpis APt ApeR e Sterg P b et S Ui e
"the recipi erbtaldSierso’evéPWhG @R pRestRAYtER PR aSh& the BRionab iobfairtehnbigr @ si ngl e
transm ssi on of the equival ent Docunent to such recipient User; and (b) the
reci pi ent Uséosmaspn, premisey bativess users doypsiiaie @rivasy radereftHet ausmeresst onwar d
transms Bon§ih9%ex&émﬁ@akﬁﬁmﬁase may be) to create the nunber of copies,

of that docunent as wou J ave been necessary to conplete the transaction
in a paper enviroAseat of grabgindebbaineeymlyt infarmadorEieet toemder tBh¢ers efid Ladi ng
shal | have nur h ane _hol der (.whet her | der 1.0 der

Pl adgee. ol dd18t5010 San® i e ol Rt a8 filuop A58l ShaniBt °2 ¢

Hol ders of Eltewhe PlRiigeeBd ddothepéanlbadbtaped. Vih&ir@ationldbent tasdfern gy dsldan ahdsui ng 30

or confirm ng bank is designated as a Pl edgee Hol der, .or Bearer Hol der of
o VD 00/ S e FREBSOHORONT Holfers & B GORTEA, e fhabfhe SRAPREFDr t he

pur poses f tdafin REN LAARNGIRNGh eRclbHid PRI dindBeR6this BlahleEMSRed Sif@lat ONly
acquire such property in and responsibility for theﬂg)oods as the parties to
t he Docunent zﬁcw@r@uﬁ' tvhen difseveni Brisi agpiantransferreditp| 2 P Qgsr Rt edbe hat

al t hough par td, a4l a1 80P8l is BB Buhiay & ARERAnIRECkhORd, many
nmodi fi cat i onsc})adcflﬂ{l?g%s arﬁﬁoﬁseﬁﬁ?{sfé?sulﬂ ons rréyuﬂge ma%g W tﬁl?net he spirit
and scope of afllee gysemesetvi¢enpreviddrom. the extent that such information is retained in the

present system.

25 Further, because designation of 2 Consignee makes the electronic bill of lading
non-transferable, it terminates the endorsement chain. Information about transfers
after designation of a Consignee is therefore not available, and indeed, is non-existent.
Information is also available only for periods during which the bill was active. Any
transfers occurring outside the present system (such as after an electronic bill of lading

30  is switched to paper or before an initial To Order Party is designated) are unknown to



WO 001 55?74 PCT/ GB99/ 03091 -150 CLAIMS 1. An electronic transaction support
system for supporting transactions of property between ones of a defined
group of users, each with a user identifier, the systemconprising: (a) a
registry cogpydeiksly @ database of records in which each reggpgHoddiRorts one
transactton ang conprises a plurality of fields in which users can be
named, each record reflecting the rights and obligations of the naned users
inrelation to the property underlying the transaction, wherein each record
includes at |east one 10 field in which’ne of the users is named to
signify that user's dom nion over the record and e:cclusive entitlenent to
pass that domypi: t n o) ; i Eo5 !

i ncluding a %Fgggref {ge 'd‘;?ﬁc?%g’p eagfﬁiﬁgggﬁﬁkgﬁﬁ?dﬁg"%#{ ar r%ﬁ%}ggﬁ (% %{e?ecei ve
nmessages tr ansmendment of therilt (ianyser s, the nmessages including the user
identifier of the transmitin ser and a 15 registry Lnstruction, wherein
creation, maintenance A df‘zﬁé-tgec%dil@ﬁttf)d’ﬂm& %Fi%a’g@feaﬁ%’é r riegRgen. apd
performed resfiehéilivatston tegdbity % obfafilit, dfetthOPIowmpt ai ned in user nessages;

and (c) a registry nmaintenance unit connected to the nmessage handling unit
so as to receive ridgieadarspmenisipforraatiopyailehls to pd odddercRarty djasuglaws, dient i fi er s,

the regi sty 2n RRbALRABEP o kdacfl kck RS RATRENESOTS WS By IiSTg UCt | ons

according to a closed group of instruction types, each registrTy instruction
bei ng act i one@rdeyPartyeran elfhis theyeseradentiberaf the tunsfereconitlédgeoand|dagnndtimest

performed to ish conformty of the registry instruction with a set of
rul es speci fi%aﬁ%p#ﬁ%r?rﬁg@rgﬁcti on type concerned, the sets of rules

reflecting a book Tk ¢ndbeandnd imfotmidion labailkbéy so af Cirent Beaidee Holdee ibasind to
adhere by 2~ co n contractual arrangepent, and which strjctly defines
167 B ay ! i

the users'Ori a° S Gardphentier eplatecofiat BEtAEs BF gpRiFtiipe |'yi ng
the transacti ghlder? thefrubtést AR Holel et otfin Ghethd®t hdentii@ ot frdiSfefe@lor Of rul es
of at least one instruction type specifies that the user identifier of the

transnitting biéégee snbdate d timsrof dhsyenderop Pledgrser naned in said at |east one
field and one fur t"lkh%r erfdo%li'r%tﬁ)f in}c!?ﬁatﬁ Cg{ffﬁilable_ t\é\oao_@éréézgcll o_P q”p@%%%lg?’ogt

-1~1 whereby sone of said rights and obligations In relation'to t
property undetringferaylettildistas follows.tHooeach transfieror pledigef the fionsigrien gineobtastethe havi ng

72 oyst omhoobpticinelStindFandfpg be BRAEE apd' e luck e Nl BB - 1
the hol der field &g eaddpienrdgeinionnitidaavdiabld to MOEERAtOr dfvaermtfiaseddfill sukes f or

the respective registry instruction types collectively ensure that a user
shal | be narrefef“PWSo & cagh, Hanser o plgdee, Q"I‘fﬁ'é“%‘ﬁl%é‘rs“fr?‘éfﬁg&ﬁaw?‘laﬁé‘iﬁﬂ'edgee

hol der fi el d. pahr bill-cafboBtyi tIRMBCAHeNSF thOuAR¥erlNe PidgéadRaBGRE ME Cl ai N,
each record further
of the transfer or pledge.
20 The endorsement information available to a Surrender Party of a terminated bill
is as follows. For each transfer or pledge, the Surrender Party of a surrendered or
switched-to-paper bill can obtain the user identifier of the transferee or Pledgee and
date and time of the transfer or pledge.
Moreover, transfer information is available only if the electronic bill of lading
25  has become transferable at some time in its history, and only if the bill’s status is not in
error at the time the transfer is to occur.

Endorsement chains are sent to the designated user whenever a Consignee,

Holder-to-order, or Bearer Holder is designated.
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including: a to-order party field in which one of the users may be naned,
but which nmay have no naned user; and a consignee field in which one of the
users may be named, but which may have |5 no naned user; wherein the sets
of rul es fowoadnsrishe respective registry instruction typeRCTMGERA2/08091 conmoN
that they allow no nore than one of the to-order party field and the
consignee fteld sinultaneously to have a naned user. 20 ~. A system
according to any one of the precedi ng gbai ns, wherein each record further
includes: an originator field in which one of the users is named in each
active record; and a shipper field in which one of the users is nanmed in
each active recor Manwdeugients semohrgugthand wed i ehtel presetty pesm fefeete othsr an
instruction tX‘Fe efor reatin a 25 new r corﬁ\) etfhe setdgr{f‘l rules for the
create recor OTHEPUNIBH ‘Wﬁ%‘ Ss?’f%ﬁ?rﬁﬂeioﬁlberst Af A& P9 SRA OB Yhed i n
each of the @tmgisntwients ©lbd mdrdeonslRe.pEBE Rhiebdok @AM witheissued e arfst @ d, and
that the user naned in the originator field shall correspond with the user
i dentifier ofPhdedat SHYME CPRGMINge focumeny BoPrBorated YCT§irramyojnoseBm - 152 6.
A system gccQdhib t @&l 85z MHCRARRE MCHobQs Prabdking uRR' RiDeLlle St of
rules for the create record 1 nstruction type stipulates that a new record
shal | have ndoewment thueuh the hypedlinkl mehesisth olodharonf ingthel WatldWide Weédte nimaccor di ng
to claimb5 or wherejn the sets of rules fo l. the respective registry
nstruct ] on oS\ SOREAE RS B Sl Rapoltindatien it PO of R B Solma i
t he ori gi nat afsohuematetie gdecesshdirgeshoralng Adeygiesm according to claimsS, 6 or

'~, when appended to cl aj.mp 4,. where the 10 set of rules for the create
record instructi oROV§YsE ‘%{HCBIE}F%?%? 1{- ﬂl&tm%?rwaéafé(’%’eatrla nohawieklt p%h shal |

contain qpe NEriPRiffeRBE Db plekiidthbseedifficdRind, itfld REsehtOdystt@Petlts! Berd e
consignee field, (ii) a user identifier for namng in the to-order party

field, and (ipostcommoniydefemsnsed doqumentsipplingsianthy aplingusse supardepsouicasoltiis t he

consi gnee fi - : fii <! ApsYSLE 'I"’\‘i)?%éji ng to
claimb5, 6, ‘;ﬂl%ra%@%b\}fﬁgrs&sgeﬁgg% etal%tﬁélj1 }cﬁlealflt)%ﬂ?‘tvﬁg?sg?n thegséeq of’ rules for
t he create reommnicainrpuabdodconmeey sted putha tVégidiWide WMebe Whse thesipamient ed f or

namng in the holder field shall nat coarrespond to a user Lfied for
o ng i n el CHEPHe cHET gde Prodt SRERTE s o syt R TERE 850 10,
syst em acigor dightgmtm vathyth©patid uet, ahdimafesttbe Sjcuinbe: avaighbRtacyordiBglnt Fhance unit
bei ng further _configured so that, when a create record instrtﬁction IS

actioned by t¥REL segiaedor dedoshmemnheaing iy the ‘fﬁé“ﬂ%‘s@ﬁﬂé‘r%&nﬁ AGUTRM t i s
caused to sendsgnRs ?&?}?@e gsreﬂaé}epog@ BbculRAE SuisBark BEar Q8 FeqhidslotnhOhiset he

created record signi ng that user’'s domnion 25 over the record, and to
send a furtheuppreigswgees.o t he user nanmed in the shipper field. 11. A system

according to any ?ﬂf sgthetprggtin%ru%?regnldqge %Ls ' c*trviw?{ogfd@r a Q%&ﬂ% the .
I nstruction types, ere’ls t east ome I nstruction t e 1or canglngthe
user naned i rposted document is available to and visible by all system users via HTTP, unless
arrangements are made to limit access to it using the Secure Sockets Layer (SSL, also
known as Transport Layer Security (TLS)) and specified classes of public-key

certificates.

25 2; icati U ¢ 1 r e
A user may post a document for reference to the user support resources by further

agreement with the system service provider.

4 i egi u

30 Further aspects of the title registry functions are now described.



the holder field, thereby to change dom nion over the record, wherein the
set of rules WO 001 55774 PCT/ GB99103091 -1~3 for the nane hol der
instruction type stipulates that the user identifier of the transmtting
user shall wghpgspond to a user currently naned in said aicyemsiape field.
12. A system according to claim21l when appended to claim 3, wherein the
set of ~ rules for the nane hol der instruction type stipulates that the
user identifier of the transmtting user shall correspond to the user
currently nanmed in one of the holder fil¥d and the pl edgee hol der field.
13. A systemaccording to claim 12, wherein, anong the instruction types,
there is 10 at | east one instruction type for changing the user naned in

t he pl edgee hol der field, thereby to change dom ni on over the record,
wherei n t he @6kl ofimulthmous omctidne nane pl edgee hol der instruction type
stipulates that the user idenf.ifier. of the transmtt.i user. shal l
correspond to the nu%’%ﬁ? C%Sﬁ?‘gléeﬁlilf/kﬁ%ff‘}gdaﬁcf‘f’t%ﬂr&yst'm? e’nﬂ‘g‘F%\'atf(’B'f 84™5nd t he
pl edgee hol deme fek@bption {Svifkdthe Namy SPREGBLHOMEH Mg richort nawkit 8n ad¥@Aaiappended
to claim4, wherein the set of rules for the name pl edgee hol der

i nstructi én tSEFECHORCERES isWied Hprkaneausthat : (a) the consignee field shall
have no existing RAWRL Y8 indiRidnEn BS GEcebt8® BhiulihRbudy wihSny b tting
user shall not correspond to the user 20 specified to becone the pl edgee
hol der i n t h&NameskorQeden Name Gombighed ordarikdiridage obtrudien.i nstructi on shal | not
result in corresp t n t.h er na I h | edgee hpl der field
and t he user namg”ﬁ%ﬂ%ggﬁ eg‘_’ﬁ(;éﬁ errmqré#@i/n fﬁ%e]{%ggcci@?& Kglgg%'{eg%?yagé}gradi ng to
claim 13 or NhmetToaOndeagirBlank Efddrsd ientaiaden. uni t bei ng 25 configured to cause

a nmessage to be sent fromthe nessage handling unit to the user nanmed in
the hol dei® field & SirEigRReus, Spnglipnst gﬁgbﬁgf ‘@?“eaféf‘i%i‘sﬁ‘ge of? HEnSARE hol der

instruction QhesE@EENGbRSOSRAUINAESRTuATESAY At6 b ARbIe CTREGIUNAEN s fiMibhyi Ng the
user that dom nion over the record have passed to him WO 00/ 55774

PCT/ GB99/ 03DMill -ge-avaighle gnly jisthe sensdet Basdihp gishb toapsflognesagt of He fPpcsiensdi ng
clai ms, wherepf-gach record further includes an associated history file.
the registry nmaintenance unit being configured to action at |east sone
tvpes of registry instruction by witing data relating to registry

i nstructigQn r@#eg[@.{loélhe history file of the record concerned, thereby
to ~ maintai il of actions requested on that record, there
bei ng no regi stryld meftrodek, the TitkReRisty akcceptsl anly hismglereLfdtloas tine. Diee accessed

by users of the system. 17. system according to .claim4 when appended to
ciaim3, or eFﬁ?FI’BK'é iR fwith éhenge%‘efto‘”l THH e H SRR éPn%%q’é%H 4,

wherein the sghédffent, the 8shdbHhaydrbduelitBe ddPridr @S RAGHI tNEBBE By Sab ¥ & K3k buCt i on
types additionally have in conmmon that they: (a) allow no nore than one of

the pl edgee HoM@ie. fp alsplitaihe serder reaypss ghroereqtiop of multiple BBLs from a single

20 BBL. In a combine, the sender requests the creation of a single BBL from multiple
BBLs.
For a split Request Amendment, the requesting user sends a single eBL to the
Title Registry, and the Originator will respond with a Grant Amendment issuing
multiple eBLs. For a combine Request Amendment, the requesting user sends multiple
25  eBLs to the Title Registry, and the Originator will respond with a Grant Amendment
issuing a single eBL.

In no other cases can multiple eBLs be issued to the Title Registry at one time.

473, Tvpesof BBLs



si mul taneously to have a naned user; and (b) prevent a record adopting a
state in which a user naned in the pledgee holder field corresponds to a
user naned in the to-order party field. 1~ 18. A systemaccording to claim
17, wher ei nweaskstrecord further includes an associ at ed endoT/eBss391Cchai n
file in which is stored a tinme ordered |ist of users who have been
contracting parties to the record, the endorsenent chain file being
mai nt ai ned by the registry naintenance4§ﬂ%t, wherein a contracting party is
defined as 20 including a user who is n d sinultaneously in (a) the

hol der field and the consignee field of a record, and (b) the holder field

and the to-order [TaEtTild Refietrokarers rfBe Qghferdfde (el ranacial@hdaasle clai m
18, wherein) each tine the record changes state so as to create a new

contracting papa-jeeotisple); BELst The selehdeammee thiingaqtiabilinef dghr 88Lt 0 £5 cause
the message hapdiin@ gt & dfecs Qﬂ% r targhai n to the
user who is the ﬁeftw cont récp{??snlggcg%ﬁg. Oﬁf%}dgiosr?dg%&zf@gor iBn%L'?o%gny one of
t he precedi ngranbfaiahle, BBhas repgissitiedy by astamad tGomsignéenBBLdi Tig Fo Quider ned s

refusal instruction type for revokin n,i diately previous 30 registry

i nstructi 05?1 t#‘%{F‘gf"%esrﬁ?/e?éad’n?trfoéexgh%{‘r@%"gg‘?Bbﬂgeuser named in said at |east
one field, WO 00hdFit2R RISt &BOPoRdE RImankiatorStgiiefapiet@n Arasf@ ISl

dom ni on over the _record. the registry mintenance unit bei n%bigonfi gured to

action a busiRdasTHleRegary fbetnveiers Hift By Cetrangibhly "emed pedsBPloablanko i ts

i mredi atel y pgrayls@ieheitd BRLWA flRhRd Bbﬁorxst‘?ﬁnsféfabfeylh‘é‘sl‘ititoﬂit:éfi MHSagss
refusal instruction t{Fe stipulates that: (g%athe. user idenfifier of the
transmtting Weaesssilll 2 Eonsignsp ismimed whee thesEBL iraindigatphasstzangfersblel hast one
field; ang, (b} . [ S . ef instruction shall be received within a
defi ned pfejori 2(}1[”%Pg%llgﬁémﬁ%%ttﬂﬁee&%%%di ately previous registry instruction.
10 21. A system according to claim20. when appended to claim4, wherein
the set of rules far the_.business refusal instn~ction type further
stipulates the ' hetse --:-' ier of the transmtting user shall
correspond to the memu@as%giry Rihtdae e dene fdo@Untbint (D)cobRatistSald dydarti fier

of the transm’tting user shall| correspond to the user 1 S nanmed in one of
the to-order afinthe messagediqadlinganisoihis qpeies pf P, aSeneral IB\aad aYerioRor di ng to
claim20 o5 21, whekqip i hg alpfhihide FRISEORAAGR it b4 dnirabeRthAYW € SO
that, follow ng actioning of "a business refusal instruction by the registry
mai nt enance ursgisiered Usesldaafehed Qrigisatred t o be sent fromthe nmessage handling
unit to the 20 us nmed in said at |east. one field, after actignjing of the
busi ness. ref usal | ECRTEE brs ERuPP R hing St freh® it FALET o has
reverted to hipetified byotht Ogiginafori sal widéh hbkt beiSdguenatidusen t he hol der field by
the immedi ately previous ipstruction to acceﬁt dom ni on_over the record. 25

23. A system accorgEnGErEeP 5188 AR PURAEG STHPS Sh B D HhaR A sherestery At isi n ¢ he

regi stry pgi nbRRdam6Laddad to identdP af haithRE dbSuniat. ITAR BIDIEShIRSSthhEHrd! Sl
instruction by reversing any change in the endorsenent chain file_ that

resul ted fronfamseapprifreny the eirgioppunies garaseqsidde FA° Yessens o thegame eBL. The
latest version corresponds to an amendment issued by the Originator as a result of a

request issued by the Holder.
The combination of these attributes ensures that each eBL identifier is unique
25  within the system.
The Title Registry does not accept draft documents, therefore the draft attribute

is not permitted in a Title Registry instruction.
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WO 00l 55774 PCTI GB99/ 03091 -156 24. A system according to any one of clains
20 to 23, wherein the defined period of time for carrying out a business
refusal instruction is a fixed period of time of approximately 24 hours.

25. A systegoapsersling to clains 3 and 4, or any one of cpéf/GBosaszss? 24 when
appended thereto, the registry instructions including an instruction type
for namng a user in the to-.order party field, the set of rules for the
nane to-order party instruction type stlﬁ)ul ating that: (a) the consignee
field shall have no existing naned user!92-10 (b) the user identifier of the
transmtting user shall correspond to the user naned in the holder field or
the pl edgee hol der I I f f | not
result in correspg&rllII g%g‘g& %&ﬁéc{)ﬁ@gh%g%@%a&n% elgﬁth% nge #ﬁ%’h}?ﬂ:s (n'?%jer field
and t he user wamestnden apéeutbmatizalie notigms the xfa'rteIaﬁcctdcs(t%ncce@wsystcemwas)cor di ng
to clains 3 d 4 or an of cla en a endedthereto t he
registry i ns?BH%W$%ﬁ§‘a?H§?Wfa?%5€ %‘Hnﬁtwg?WShe ﬁé? %}%St?yo& PGS EY d&er in

t he consi gneendhieal eeetver. 31 @O sdnieraid lil@ns iftrabidditioyial Partiel) e g @b do. It he set
of rules for the nanme consignee instruction type stipulating that: (a) the

consi gnee ¥ i ehgiseafeidoesnate i RIBY Bt 8¢ i g Regisy Wilkratify, sty message handiiagr

identifier ofy,fihgntFieneidt ﬂ&nlﬂx%ef 1S R&Gidirya0 LhLAPARDN} med in
t he hol der fluel d or in the pledgee lthoI (?;éetryqlee | d; an%n )§1 %M§%£5p§er party

field shal | efenttethetiespiveno named user or the named user specified in the

ol der f1eld 25 e eertRRALAashan AOaRLFLIVd B R iV glieapl cl ai > 5

to 26 when append i nstructions |nclﬁﬁ|ng an
instruction type for blank endorsing a record by renoving the user

specified_|n o-order_party field thereof, the set of rules for the

bl ank endb(}se&-tige#ﬁlgﬁém stipulating that: (a) the user identifier of
the transmtting UsighoSiidys néREsaShOfidlost Ghel BE. Wisies meagtadtRddining 4 Tige hol der
field; and WO 00155774 PO '/ GB99/ 03091 -| (b} the user identifier of the

transmitting RESUYSRUTUFtQy cithes Sefryse: BereHe naJepiting Aotfication 196 begussrBier party

f2l7ell\ﬁen28 A SHSTERELARNEY PRsdss GheAlBTE T3 Adiftaift cofist@Y, ROEitRReGls@y ™ ~ tO

checks to ensure the eBL is enclosed when it is required. If the eBL is not enclosed
15 when required, the Title Registry will issue a negative result and the sender will
receive a BNAK.

The requirements for enclosing the eBL are summarized in Figure 33.

4,7.7.Managing Amendments

20 The Title Registry provides a function for amendments through the request,
grant and deny amendment instructions. The request amendment instruction is
purposefully generic, providing facilities for all amendment requests. The request is
issued by the current Holder and can only be acted upon by the Originator.

When the Title Registry receives a valid amendment request, it suspends ail

L0
(/)

actions on the BBL until a grant or deny amendment instruction is issued by the
Originator. To cater for different types of amendment requests (e.g., split, combine and
switch), the Title Registry issues a request ID to the Originator when a valid request
amendment instruction has been received. This provides the Originator the freedom to

grant or deny the amendment as required by the business environment.



S appended thereto, the registry instructions including an instruction type

for enforcing a pledge over a record by (i) namng the user specified in

t he pl edgee holder field as the user specified in the to-order party, and

(11) del etiwgot/ksz7auser specified in the pledgee hol der fiprtTiGRIPD3I®MAM NQ

that user instead in the holder field, the set of rules for the enforce

pl edge instruction type stipulating that the user identifier of the

transmtting 10 user shall correspond t193the user naned in the pledgee

hol der field. 29. A systemaccording to any one of clains 5 to 10, or any

one of clains 11 to 28 when appended thereto, the registry instructions

i ncl udi ng an inst tﬂmé Oeiginbtyp@ishérto gyint am bifiendnfedMeqticdClor @Rbe BRIRORE of a

transaction b t stemto conventi onal a&ft@ 1 ~ based supportl ng of the
S

transaction & kI‘léhes§f’§l"f'éh1mtﬂ‘i%"‘%“éit by th Reghttryqandnthe et BBhaper
instruction sédawés@tolfm& fuder BP@B%%Em'B}eﬂﬂE 'ﬁdl&? Be Tihe ﬁegﬁﬁfr&&tth@g user
shal | correspond to the user named in said | east one freld; the registry
management untquesdrigrepisa¢ dlppredenstiBlacvitiohe aE\EﬁBLcthF\@wpabec Ogiginawst r uct i on
by de- actl-vat in ge to sent
fromthe rress\{élgg}%s E\Jgﬁaﬁ%ﬁaﬁg&%ﬁ e%g £ eﬁgto %’%ﬁgﬁ %Rg’f %‘6} Teﬂ%ﬁsgﬁ) field
requiring cregadvided hyfthe&Tl[ﬂaﬁeglstdOﬂldrtﬁenﬁe\ﬂOBBEd The mﬂremgmtyemmefeqh&se

de-acti vat ed ecor \/\/r;)ﬁ are bB ded as @&rt of the nmessage. 2~ 30. A
syst em accor d ﬁ&retp cg fngipprvipus BRL suth s WBPS ai s 5 to 29 when appended

thereto, each reC@thrﬁdﬂﬂéthBLlrﬁ\ﬁ{ by newSdBLI RIBStETer. P@heDY the i RWIBBD iwwhi ch one
of the users nay be nane but which may have no nanmed user, the registry

i nstructi ons FRRIREARY EﬁLl(hé)t F@GW&WW?E@SF Bithex prise A BBY PR IdeAier 8t or d t o
signify digSpagh bieQe QneleBE iRNORGWith a}H‘ﬂ‘&E é%r@&n%ﬂr‘ﬁb&r@’ﬂ%ﬁgﬁ hanBBLNE

registry maintenance unit being configured to action a surren er record
i nstruction b'ypl@tengimtlitm&tqhh@BLhén tegrowlkEn mblgpls eewddBlsudre seplasingtaneold WO

00/ 55774 PCT/ 91 -158 urrende d instruction type stipulating
that the userl§$}\‘ggl tg?%z}merm e EFans %‘{’ Cfcflpé user shall correspond to (a)
the user naned in the holder field and (b) the user naned in one of the

to-order party field and the consignee field. 31. A systemaccording to
cl ai m 30) thezl%gﬁélﬁﬁ}mg&ﬂm e unit being further configured so that,
when a negsage iSTaELREAd bhifatidddIrUR&S rathR b BBI% drd3ifindglih @R ®ile t he
surrender type, the registry maintenance unit causes the nessage handling

unit to send Bookedbadals BOQHwéerEeﬂeeﬁhnﬁ’éis|andt0|bbg9<§lpnigrq4?éfidoto Fonsirgetivaind t o
any user r field, indicating that the record has
been de- actln\rﬂ’ e%lé%@%&i@%‘?@tc@?ﬁ{%cor ding to claim30 or 31 when
appended to cl ai mIrQﬁhortthleOTgmaB)t oY thed B getreqatrisinicldsiybé mygocmnfswgnusxeadi to
action a swtch-to- er instruction usin ssa t nt from
t he message I’Pfﬁ?fﬁl?fg gﬁf‘tmi‘?e‘fﬁ@ BET P‘%‘aﬁ‘g ﬂg‘f ?Pé“ Bt f“g? gk gefmg) Zﬁ‘ and to
any user mrre(dnglﬂatémr&yrvﬁaeﬂnelﬁnlermfokymiutﬂé fght16gi9d it lﬁstr&yt&inﬁ’ﬁa@l@ﬁﬁﬁﬁ“ ng to
any one of clainms 51to or any one of clainms 11 to 33 when appended

thereto, the 3&gface ymhﬁsett?ravétof s RujerRaokgvhign prgraf tsrpre-Aefined setugi of §pes for
requesting angsdaRak; thQ'Tﬁl%tRe@Qtryf'”B%rHéHEP&ﬁ th ORligFASHAY, |1 8esBNRINAE R he Qber @
record, wherein the set of rules for the request anendnment instruction type
stipul at es 20Whhaes thee pagisnlar dietwsi Thisrnagice tihant atipmmant kg arce confera| |
correspond to, h IShry

mai nt enance ur?%’%‘ﬁbcg?eﬁ OQ Q Ergne%@%tg“e?cof;egﬁa}a r@%ba@gf‘b%ng?dgn%h&glﬁgtrucu on
by al | oca®i ngpaases ammmllmrphrty deuht ifélloeving c)romhaetances;L(é}stevhmfﬁdarenHOEdnsltsr uction

ni tto 25 scred PR BeppmEnHoUer e 1h T EeBr L RABI AL of 1 he

record, the MAh&eeR alPicksdingrinRmegquest amendment |nstruct| on toget her
wth the anendnent_identifier allocated thereto; and wheretérErs he set of

rules for grant andcEemMiAchfesIEREnts INiNakY bRIVESHDS 9}9&%““@%&‘}? PEt€ that

the user idenfdef h&bme{ a %}B‘%' NS irkd bR GarHaR M wIRA M & b6@theBPRRCandQithdte user
30 nanmed in the originator field, and that” the nessage containing the
i nstructi oh sthalTlo Order party or Consxgnee This can occur in the following instances:



WO 001 55774 PCT/ GS99/ 03091 -159 include an anendment identifier
corresponding to the anmendnent identifier stored for the record concer ned.
34 A system according to claim 33, each record further includ~n~ an
amendnment p@jestoghrdi el d for indicating whether or not a rpgtygsism@isgndment
instruction is pending, the registry maintenance unit being configured to
set the anmendnent pending field responsive to a request anmendnent
instruction and to un-set the anendnment pending field responsive to a ,rant
or deny anmendnent instruction. wherein"¥fe registry maintenance unit is
configured to prevent changes to the record while the 10 anendnment pendi ng
S oo 17 e PHRAEE AEROT B ChAEP 8 B pifher b EGh P 1D Y
mai nt enance unhit bel configure action a amendnent 1 nstruction by
sending a nes@aQEWMQotﬁeChseywmho i ssued the request anmendnent instruction

i ndi cating th t e in | .S originator field has i ssued a
deny arrendrren@ i ngf(t?‘F E@ﬁgﬁé}%&ﬁé’ﬁé‘% Wﬁﬁﬁﬁégf‘?%‘(ﬁ&%@?d é?r@ﬁ%ﬁ@?ﬁy MFEE ruct i on.
36. A system m@tcw(giuag;a&ptrﬁlpwrd& 33. 34 or 3~, wherein, a grant anendnent
|nstruct|on is actioned by the registry maintenance unit, dependi ng on
content of3t h&) 20 Tg¢ é‘r‘?{d%ﬂ%@%r‘l‘t‘t iardifferentnamed Cogsignee pamesithat Gaesigiee t he
foll ow ng: (ay.pdldi Pl € existing records being nerged by their
de-activation and creation of a single new record; (b) a single existing
record being &plitThe rﬁiOd;iem;ndtTcheder e@r@r ofisa B?Ldemammorm jueem tief Holter asd ngl e

exi sting recongwpﬁngEg tion of, 0 gle new records; 25 (c) maintenance of
a single existing recor§ PER (5) §c ivation of a srngle exi sting record
and creation @) anhe Be&eﬂﬂmgdremﬁmméldthea‘obrdék pary of te Gonsigned. um on which i s

stored a tjtl re [ ase fo p ortin 0 ansactrons of property
between olbs B o e ridts %‘P@ab%r wgih b aeme PrOMSLBEY oigessobp 5774
PGH/GBQQ/O30%gﬂ@$60 identifier. the trtle regi stry database conprising a
plurality of records, each for supporting one transaction, each record
conprising a pIuraIrty of fields in which users can be naned, each record
reflecting thgsgiights and ohl hgatlons of the naned users in relation to the
property underlyrng‘fﬁe ransaction, wherein each record includes at |east

one field in whi chAmoagormhertt h'etiuasésr gem@tedabmmethtlsrltﬂglsw omathalfsdrths

dom ni on er .the record an usive entit t dom ni on
to anot he g/ f Opigigatery 3’“ sgr ‘ﬁe at’ 4'3@5%&?3 ole’¥ oecetge‘“ﬁmfeﬁaﬁp ﬁcél oqvaea? field.
38. A server EnferSnppastiucha: ﬁoﬁs’%ﬁ’ﬁcﬁﬁﬂ"hl@B&uﬁﬁh%&ﬁl‘eﬁc@kiﬁe@ddb’é&a&bﬁ/e wahi st ered
users each 10 havjng a user identifier, the server ri si ng a database
conprising a B grlkrww*arm%61r>deeea@ﬁar§r geidennemgs TSP e gfo efi A4gY and
including a r e:ce&ralgh&egn aftk4n EWHRE @leded: NAd ¢BLABAS Grdn® A HINER WReR a
structure including a d for specifying the user identifier of a hol der
havi ng posses§¢8ﬂ1W¥@WT§l@Wbr t he dat abase record, including sole rights
anong t he,¢egi ster user a t gi r e hol der
field andF%r any fﬁg“régrgf% eégug%?gfﬁﬂgtmgéégg gﬁggfggtﬁé ‘?\el%gof t he
dat abase recocabstnBéve possessive bothdefore ihagnstructoings @8, andhafierethn itstract®er ver i s
configured 308% 3 when one regi stered user, who is the user entered in

t he hol der fi % a record, nanes another registered user in a database
field of that record textlethsatv@mentticticaises folimsf LAl ia08 beka dedighana asewl y

naned reqgi stere er to that effect
g theq-lolger of the electronic Bill of Lading in accordance with the Rule Book. By

25  virtue of your capacity as Holder of the electronic Bill of Lading in addition to your
designation as a To Order Party, Consignee, Bearer or Pledgee, we the service provider
acting on behalf of the Originator of this electronic Bill of Lading (the Carrier) confirm
that the goods are now held to your order”.

The definitive rules regarding when an attornment notice is delivered is

30  contained in Figures 31 to 37.



40. A server according to claim 39, wherein, when the newy naned

regi stered user is entered into a field signifying being a party to the
transaction, the server is responsive to a business refusal instruction in
respect of wbeossamd ng of the newly 25 naned regi stered uspcr/Gayymelanount
of time known to the registered users and/or until such tine as the server
recei ves anot her command fromthe newly naned regi stered user in respect of
the record concerned. .A 3?. A -105-
Yr.A3.AIL.A3Y".A!I.AFL.A!IL.AF,.AHI_.A.RﬁIL.AH32.AAIL.AYL.A5r.AF.AIL.AF_.N
AFL.AY Al A AF . AUAFAI.A3.AA . A5 .AY.Ar.AU . AF . Al . AY. AHL. A Al |
.AF,.AhL.A3 A% A3. A{Y_. A3r. A5% A3r. AYr. A3. ALY . AF. A5 .As[F. Al .AIF. A

% A3. Ahl . Ar. AHO A . AAE AF9 Al % AF Al . Al 3_. A% A5
. AhY_. AYL. A {8205 o0 REsiness Refugalsns Al

ALY, A?. ARY. Al 3. . | desB3ue ds o oSkt o v A A
A AL ASAYL. AWR@ %?AIASH‘Fr éﬁ"ée%Aésl L%@H}:\t‘hé ﬁﬁ"!‘ Coarfitpl; f'basthk :

ALY, . Al AY. ApPorBity AP eisdt it Adesi¥Ratid asAd Icontragtiny Pal'%( By FssiBg Al “bugiheds Ar . A
AL A

AU par s el el N s Qs R el Fesionsind g @ mptys copfpring

contractual nexus to the Originator (carrier) rejects his nomination as a contracting
party. As a consequence, the parties to the carriage contract remain as they were
immediately prior to the rejected designation. A business refusal cannot be issued
when a user becomes party to the contract of carriage when: (1) a Bearer Holder names
10 himself a To Order party or Consignee; (2) a user enforces a Pledge; and (3) there is a
Grant Amendment in response to a Request Amendment by the user. The business
refusal cannot be issued in these cases because the user has clearly given his consent to
be named a party to the contract of carriage. The business refusal message must be
sent within 24 hours and the party cannot issue any other Title Registry instruction
15  before issuing the business refusal. If a party attempts to send a business refusal after
24 hours or after issuing another instruction related to the same BBL, the Title
Registry will reject the message and issue a negative acknowledgment (BNAK).
When the Title Registry receives a valid business refusal. it will unwind the
BBL to its previous state (i.e., the state that existed before the user was designated) and
20  will notify the former party of the refusal. The Title Registry will also remove the
party issuing the business refusal from the endorsement chain (see below).
The definitive rules regarding when a business refusal can be issued is

contained in Figures 31 to 37.

25 4.8 [itle Registry Results
At the completion of processing. the Title Registry issues a result to the sender
and receiver(s). The result is automatically generated to the receiver(s) as described
above. If the result is negative, the result to the sender is an error code and description.
If the result is positive, the result to the sender is a list of the notified user IDs and the

30 complete receiver result information. A list of the error codes appears in Figure 41.
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this information. negating the need to send the terms and conditions with each bill of
lading.

30 The process for storing terms and conditions is as follows:
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25 The purpose of an Enforce Pledge instruction is to make the Pledgee Holder the

%

Holder and To Order party (if one is named) of a transferable BBL, in an existing BBL
record.

An endorsement chain record is made if as a result of the instruction the Holder
is also the To Order party. An endorsement chain is returned only in the Sender result.
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4,109 Grant endme

10 The purpose of a Grant Amendment instruction is to grant the amendment by
updating or creating BBL record(s) in the Title Registry.

Regarding attornment notices, for an eBL with a new version number, an
attornment notice is sent if the amendment removes a To Order party or Consignee
who was not the Holder. For an eBL with a new eBL identifier, an attornment notice

15 is sent for each eBL amended except when the Holder is not the To Order party or
Consignee.

Regarding endorsement chain records. for an eBL with a new version number,
no endorsement chain record 1s made. For an eBL with a new eBL identifier, an
endorsement chain record is made for each eBL amended when the Holder is also the

20 To Order party or Consignee.

Regarding return of endorsement chains, this is performed for an eBL with a
new version number. For an eBL with a new eBL identifier, the endorsement chain is
returned for each eBL amended when the Holder is also the To Order party or

Consignee.

[ o8]
W

Amendments can be granted to “split” a BBL (creating 2 or more BBLs from 1
original) and to “"‘combine” a BBL (creating 1 BBL from 2 or more originals), meaning
that multiple BBLs can be sent to the Title Registry for this instruction.

A BBL cannot be amended or created through the grant amendment instruction
to an end state (where the Holder is also the To Order party or the Consignee) uniess

30  the request was made from an end state.
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The purpose of a Switch to Paper instruction is to request the Originator to

create an original paper bill of lading from an original BBL.
After a Switch to Paper instruction, the BBL record is no longer active in the
Title Registry,
15
4.10.12, Surrender
The purpose of a Surrender instruction is to return the BBL to the Originator (to
fulfill the obligations in the contract of carriage).
After a Surrender instruction. the BBL record is now no longer active in the

20  Title Registry.

it i tructio s
Title Registry instructions are included in SMSG sent to the message handling
unit. The TR DTD uses the same basic elements as the message handling unit DTD.

25 The definitions of general elements, such as RID and GeneralID, are exactly the same
as for the message handling unit and contain the same limitations on the data types.
Elements such as DocumentID and FreeText also conform to the standards specified
for the message handling unut. but are re-produced below for information the first time
they appear in the text.

30
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10" 10%@&’ () - siostruction is included in the SMSG. The form is as follows:
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For the Title Registry, the ApplicationAttr is as follows:

< |ELEMENT ApplicationAttr TRA >
20  <!ELEMENT TRA ANY »

2, ° "Instructio
The ‘Name’ instruction is a generic naming instruction for all functions naming
a party to the contract (including the ‘BlankEndorse’ function). This allows two parties
25  to be named in the two simultaneous naming functions executed as part of the same

message. The form is as follows:

<!ELEMENT Instruction (

CreateBBL |

30 Name |
EnforcePledge |
RegquestAmendment |
GrantAmendment |
DenyAmendment |

35 SwitchToPaper |
Surrender ) >

4.11.3. CreateBBL

The CreateBBL instruction has the following form:
40
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<!ELEMENT BBLType EMPTY >
<!ATTLIST BBLType Type { Transferable | NonTransferable | ILLEGAL)
"ILLEGAL" >
15

<!ELEMENT Originator ( RID ) »>
<!ELEMENT SurrenderParty {( RID )} >
<!ELEMENT Shipper ( RID ) >
< !ELEMENT Holder ( RID } »>

20  <!ELEMENT BlankEndorse EMPTY »>
< |ELEMENT ToOrder ( RID ) >
<!ELEMENT Consignee ( RID ) >

25 The mandatory field ‘BBLType’ is used to ensure the consistency of the BBL.
If the BBLType is “Transferable’, the BBL can be BlankEndorse or a ToOrder party
can be named. If the BBLType is ‘NonTransferable’, a Consignee party must be

named.

30 4114 Name

The naming function has the following form:

<!ELEMENT Name (
DocumentID,
35 BBLType?,
( Holder, ( ToOrder | Consignee | BlankEndorse }?) |
( PledgeeHolder, ( ToOrder | BlankEndorse )?) |
{ ToOrder | Consignee | BlankEndorse )

40 <!ELEMENT PledgeeHolder ( RID ) >
The naming function is a generic function that is used to name all the roles on

the BBL. The naming sub-functions are specified as parameters for the generic Name
function.
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The enforce pledge instruction has the following form:

15 <!ELEMENT EnforcePledge ( DocumentID ) >

A PledgeeHolder can enforce a pledge. This implies that the PledgeeHolder
enters the role as Holder and ToOrder. The latter only if a ToOrder party was named

before the pledge was enforced.

20 4.11.6 equest d

The request amendment instruction has the following form:

<!ELEMENT RecquestAmendment ( DocumentID+, FreeText ) >

25  <!ELEMENT FreeText ( #PCDATA ) >
<!ATTLIST FreeText xml:space (default | preserve) "preserve" >

The sender requests the Originator to amend the BBL. The amendment can
30  either be a new version of the same document or one or more new documents can be

created. In the latter case the old document is no longer active in the Title Registry.
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&()- 10-u 1 s mEd 8 Be :rl'e%%ez:é'lcfg?;y(e? new one (or a new version): (2) several documents to be
replaced by one new document (a merge), where all documents in the Request
Amendment must have the same originator: and (3) one document to be replaced by
5  several new ones (a split).
It is possible to send information concerning the amendment to the Originator
as unstructured (free) text. An identification of the request will be forwarded to the

Originator as part of the notification (RequestID).

+.11.7. GrantAmendment
10 The grant amendment instruction has the following form:
< !ELEMENT GrantAmendment (

RequestID,
GrantDocument+ ) >

15
<{ELEMENT RequestID ( NumericID ) >
< |ELEMENT GrantDocument (
DocumentID,
20 BBLType,
SurrenderParty?,
Shipper,
( BlankEndorse | ToOrder | Consignee ) ) >
25 The Grant Amendment is issued by the Originator when it accepts the
Amendment Request and grants one or more new documents (or a new version of the
old document). It is only aliowed to specify more than one document in the
GrantDocument instruction when the holder requested one document to be replaced by
two or more new ones (a split).
30 The Request Amendment is identified in the first parameter (RequestID).

For each document granted, the roles and other attributes are specified in a
descriptor (GrantDocument).
The Originator role and the Holder or PledgeeHolder roles are defined
implicitly by the Request/Grant Amendment protocol: the sender of the request is the
35 new Holder (and the old Holder), and the sender of the Grant Amendment is the
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The originator denies the Request Amendment. The document referenced in

the Request Amendment instruction will no longer be suspended.

10 The switch to paper instruction has the following form:

<!ELEMENT SwitchToPaper { DocumentID ) >

After this function is executed, the Originator has the responsibility of
15  generating a paper version of the BBL. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended’).

4.11.10, _Surrender

The surrender instruction has the following form

20  <!ELEMENT Surrender ( DocumentlD ) »

The BBL is returned to the Originator, who must now complete its
requirements under the contract of carriage. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended’).

25
4.12 [itle Registry Result PDUs

The Title Registry delivers information about the execution of a Title Registry
instruction in a standard result PDU to the message handling unit. For two elements in
the result (SenderFeedback and ReceiverFeedback), the Title Registry delivers specific

30  information to the sender and to the parties to be notified.
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sender by the message handling umit. The specific elements in the SBRF and FBRF

that relate to the Title Registry are re-produced here for information.

4.12.1. SenderFeedba

The Title Registry delivers either positive or negative feedback to the sender of
an instruction. Negative feedback results from an error condition. Positive feedback
results from a validated Title Registry instruction. The feedback is delivered in the

BNAK or BACK returned to the sender by the message handling unit.

p) egative Feedbac
The form of negative feedback is as follows:
<!ELEMENT Reason ( ReasonSource, ReasonCode, ReasonDescription? ) »
<!ELEMENT ReasonSource { #PCDATA ) >
<! ELEMENT ReasonCode { #PCDATA ) >
<!ELEMENT ReasonDescription ( #PCDATA ) >

<!ATTLIST ReasonDescription xml:space ( default | preserve )
"preserve'>

The ReasonSource is used to denote the relevant value added application. For
the Title Registry, the ReasonSource is always “TRA”. The ReasonCode is a numeric
value of the error intended to be used by client computers. The ReasonDescription is a
descriptive text of the error. A list of error codes is included in Figure 41.

The negative feedback is delivered to the sender in a BNAK by the message
handling unit. The form of the BNAK is as follows:

<!ELEMENT BNAK (
SntEnvelopelD,
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20 <!ELEMENT RequestID { NumericID ) >

< !ELEMENT BBLInfo (
DocumentID,
FreeText?,
25 BBLState,
Originator,
SurrenderbParty?,
Shipper,
(Holder | PledgeeHolder),
30 { ToOrder | Consignee )?
EndorsementChain? ) >

<!ELEMENT EndorsementChain ( EndorsementEntry )+ >

35 <!ELEMENT EndorsementEntry ( Time, { TcOrder | Consignee )) >

The NotifiedParties are the User IDs to whom the Title Registry automatically

generates a reply based upon the instruction. The RequestID is a numeric identifier of

40 a RequestAmendment. The identifier must be used in the subsequent Deny
Amendment or Grant Amendment to identify the Request. The field is only present in

the ReceiverFeedback generated by a RequestAmendment instruction. The Instruction

is a copy of the Title Registry instruction from the SMSG. The information makes it

possible to understand the context of the reply. The BBLInfo provides the current
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he BBL (Cactive’, ed’. ‘suspended’). Thé EndorsementChain contains the entries

5 of all contracting parties to the BBL (excluding the Shipper) and the time of

endorsement.

The positive feedback is delivered to the sender in a BACK by the message
handling unit. The form of the BACK is as follows:

10 <!ELEMENT BACK {
SntEnvelopelID,
Sender,
Reason,
Time,

15 ApplicationResult ?,
OriginalSignature ) >

For the Title Registry. the ApplicationResult is as follows:
20  <!ELEMENT ApplicationResult TRA >
<!ELEMENT TRA ANY >

2. ReceijverFeedback

The Title Registry delivers ReceiverFeedback to the message handling unit in

o
wh

the following form:

< !ELEMENT ReceiverFeedback (
RequestlID?,
Instruction,
30 BBLInfo* ) >

The information contained is identical to the positive SenderFeedback.

2.2 elv in the
35 The FMSG is sent to the named or notified receiver(s) upon validation (within
the message handling umit and TR) of a SMSG. The Title Registry ReceiverFeedback
is included in the FMSG. The form is as follows:

< | ELEMENT FMSG (
40 FwdEnvelopelID



1 10@F" 10%@ & ()-1!; @F" 104" "& ()-1'6@F"10%WI vl & ()-1 @F" 109%@& ()-1!f
10987 & ()-!1f 10%rY& () - Dvvv: wwwwxr dV410! P310%&' () - 10@@ 10@@ 10@@ ; 6y
10%@8&' ()-f14910%@& ()-2910%a& () - F110%@& () - xqxx#y2yyzaBdV410! P3s10%a&’ () -
| - 109%@& ()wjfpog §)-F ~10%@& ()- 10%@& ()-! 310% " & () - zpetabidahi V410! P3
10%@& () - ss10%a& ()-‘100/@' ()-fL1I0%@ () -

10%@8 ()-910%a& ()-|VY|||}Y}}dEdVA10! P3f) 10%@& ()-', 10%4@& () - @L0%E () - $10%
@ ()-y, #10%@% ()-! 10%G& ()-}}~~[a?dV410! P! 34" 10%@0& () - 210%G& () -

1s109@ ()-!,. 109@@& ()-zy, 109%@& () - * TI0@ () - WKYy{ L{ Y710! ! ( 109%& () -

4 #P 10%&' ()- 4!'( 10%&' ()- 4'F 10%' ()- 4 10@ 10@ 10@x7

109%@&' () - 1] a} } xVA{4Z2Qlebpk@B® () - 4! 10%gg& ()- 4!; 109%& ()- 4!'1 109 ()- 4
6 10%&' ()- 4@ ( 10948a4y),- 4} [\ =10! DY

10908 () - 10%08' () -Rec8R¥HOBOL' () - ! f 310%00%' ()- 10g 10g 10g 10%g& () -

40aB{\ =10! D10%0&' (J=*10HO&' () - 10%08 () - 910%0&' () -s10%& ()-!Y

109008 () - 2FNAE{ \ IOFIERI0%0L () - | 10%0&' () -

10908 () - 10%0& () - J0%08' ()-s™ 10%0& () -i gdE{\ =10! D9, s10%0& () - 9+ 10%0& ()-y)
10908 () -' 10%08' ()ga é%@/é)&' ()-&F 10%& ()-g@E: /1 100 100 | 7

10908 () - L5t 10%08' A1 FALOM&d »- 92- 10908 () -/ 10%0& ()-9 .s10%& ()-q
quV4/ 1 1010 10%R foeumeh@%QE () - f

10%@8 () - S10%EE ()Ere¥t<hk®8148 () - Yl 10%@& ()- 100g(CQdE4/1 10!~ 1010%@& ()-sS
10%@& () - 10%@& () - MLO%@' () - y10%@& ()-910%@& ()- HIE4/ 1 10!~

10$910%@& () - Fér thONEEREYist®, khe OHE O MELLIO ¥GBlIGws:  10%@& () - L0%@& () - npa?4/1
101~ 13y 10%7°& ()-y, 10%@& ()-!) 109%&' ()-z) 10%@& ()-z(y

10938 () - Y81 0%@k eiprr+ivprhd@ i dtheo hBL0%&' ()- 10@ 10@

10@10%@% () - 2 LOHE@HT( JRAYAROY@E ()-3.y 10%@& ()-y3uaBnb@ 10!~ 11s10% & () -
Y, 10% & ()-y10% & ()-3 ~10% & ()-s10% & ()-!310%& ()-9[ 9dEnb@ 10!~

PTL10% & () - 39%583(s)meSVREN& () -
The Title Registry employs the business refusal,PDUs used by the message
20  handling unit. A user sends a SBRF to refuse a Title Registry instruction, and the
message handling unit forwards a FBRF after processing by the Title Registry to the

associated user.

4.12.3.

25 The SBRF is used by the receiver of a FMSG with a Title Registry instruction
to unwind a contractual state. The Title Registry will only accept a SBRF from a party
that is both the Holder and To Order or Consignee, and then only when (1) the SBRF
was 1ssued within 24 hours of the related BACK; and (2) no other valid instruction was
sent relating to the identified BBL.

30 The form of the SBRF is as follows:

<!ELEMENT SBRF (
SntEnvelopelD,
Sender,
35 DeliveryAttr ?,
Urgent ?,
SMSGEnvelopeld,
BusinessReason ) >
<!ELEMENT BusinessReason (#PCDATA) >
40 <!ATTRLIST BusinessReason xml:space (default|preserve) ‘preserve’s>
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15 Urgent ?,
OtherReceiver ?,
Time,
ExpiryDate,
SMSGEnvelopeld,
20 BusinessReason,
ApplicationInfo ? ) >

After reception and signature validation of the FBRF, the receiver is required to

return a UAck. The FBRF cannot be refused by a SBRF. If the FBRF signature is

o
h

invalid and a UNAKk is returned. the Title Registry will not negate the unwind

performed in accordance with the SBRF.

sa i

The table of Figure 32 provides a summary of the functions available in the

30  Title Registry and which party can exercise each function. To provide a complete
description, we have defined all possible combinations of parties that can exist in a
BBL at one time (referred to as “states” and covering the top part of the chart) and the
functions available with each state (covered in the bottom part of the chart). The
abbreviations used are O=Originator; SP=Surrender Party; S=Shipper; H=Holder;

35 PH=Pledgee; TO=To Order; C=Consignee.

Referring to the superscripts in the table of Figure 32:

l: The Surrender Party role is optional.
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4.14. Title Registry Functions and Conditions
10 Figure 33 provides a summary of the functions available in the Title Registry
and the conditions that apply. Refer to Figure 32 to determine the functions available
to specific roles.
The abbreviations used in Figure 33 are as follows:
ID - Document ID (eBL identifier).
15 T -BBL Type (transferable or non-transferable).
O - Originator.
SP — Surrender Party.
S — Shipper.
H - Holder.
20 PH - Pledgee Holder.
TO - To Order party.
C - Consignee.
B - Blank Endorse.
RAID — Request Amendment ID.
25
Referring to the superscripts in the table of Figure 33:
l: The Issuer and Optional parties must conform to the rules defined in Figure 32
and accompanying text.

2 If optional party is included.
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5  original BBL(s).
5: Returned only in the sender result

6: One for each eBL to be amended

State Management
10 The Title Registry actively manages the state of each BBL relative to four
functional elements: (1) delivery of attornment notice; (2) allowance of business
refusal; (3) creation of endorsement chain records; and (4) delivery of endorsement
chain records.
Figures 31 to 37 provide the complete and definitive rules regarding each of
15  these elements. These tables take precedent over any apparent contradictions with the
text above.
Figures 31 to 37 describe movements from one state to another, and as the
result of each movement. the action of the Title Registry relative to the four elements.
The exception to this is in the Create chart as there is no previous state.
20 The abbreviations used in Figures 31 to 37 are as follows:
BH — Bearer Holder.
PH - Pledgee Bearer Holder.
TO - To Order party.
C - Consignee.
25 A - Delivery of attornment notice.
B — Allowance of business refusal.
R ~ Creation of endorsement chain record.
D — Delivery of endorsement chain (only applicable when an endorsement record

exists).
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4.15.1, Create
As shown in Figure 34. when a BBL is created. the only relevant element is the

10  attornment notice, and then only if the BBL is created with a Bearer Holder.

4.15.2,. Name Holde
Figure 35 relating to the Name Holder and Pledgee Holder includes Name
Holder and Name Pledgee Holder instructions. Figure 35 also makes a distinction
15  between two cases that occur as a result of the instruction, namely cases when the
Holder or Pledgee Holder does not change (signified by *“0") and cases in which the
Holder or Pledgee Holder is a new party (signified by “1”).

g der, Consignee a e
20 Figure 36, the Name To Order, Consignee and Blank Endorse chart, includes
Name To Order, Name Consignee and Blank Endorse instructions. Figure 36 does not
include the simultaneous instructions that are covered in a separate section. The
superscript 1 in Figure 36 indicates that the endorsement chain is delivered only with

the Sender result.

N
w

4,154, Si e

Figure 37 is a table indicating the handling of allowed simultaneous
instructions.

A first group of allowed simultaneous instructions are a combination of a Name

30  Holder instruction with either (i) a Name To Order instruction, (ii) a Name Consignee
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Fxgure 38 indicates the handling of an Enforce Pledge instruction. When an
Enforce Pledge instruction is issued, the only relevant element is the endorsement
10 chain record which is created and delivered when the pledge is enforced on a BBL that
has a named To Order party. The superscript 1 in Figure 38 indicates that the

endorsement chain is delivered only with the Sender result.

4,15.6 t with a new v

15 Figure 39 indicates the handling of a Grant Amendment instruction in the case
that there is a new eBL version. The Originator can only issue a Grant Amendment
with a new eBL version when it is replacing one BBL with another BBL. In this case,
the endorsement chain is carried forward from the previous BBL. In this case. the only
elements affected relate to an amendment that is granted to a Bearer Holder in which

20  case an attornment notice is sent if the To Order party or Consignee is removed.

4.15.7, Grant Amendment with a pew eBL identifier
Figure 40 indicates the handling of a Grant Amendment instruction in the case
that there is a new eBL identifier. The Originator uses a new eBL identifier to replace
25 one BBL, to combine BBLs and to split BBLs. In these cases, attornment notices are
generated in all instances in which there is a Bearer Holder, a Pledgee Holder or when
the Holder is also the To Order party or Consignee. In the latter cases, an endorsement
chain record is created and delivered. The superscript 1 in Figure 40 indicates that,

when multiple eBLs are returned with the Grant Amendment, multiple attornment
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negative. When the result is positive, the instruction has been executed successfully. If
the result is negative, the instruction has not been executed, and a result message is
returned to the sender. No message is forwarded to any system user in this case. Each
negative error 1s described further with a reason source, reason code and reason

10 description.

Figure 41 lists and describes the errors a sender may receive as a result of
validation errors or other errors in the incoming message. Internal system errors in the
title registry or message handling unit are not included in the list. In all cases, the
ReasonSource is TRA.

15
5. [he Rulebook

As discussed further above. each User agrees, as a condition of becoming a
User of the System. to be bound by the provisions of a set of rules which are codified
in a book of rules, referred to as the Rulebook. The Rulebook, and the users'

20  contractual agreement to it, underpins and enables the system to function as a support
system for transactions in property in that it defines the legal significance of the
contents of the database records and the legal effect of messages, for example. For

completeness, the Rulebook is now reproduced.
25 itj i

! iti
Accept, Acceptance: In relation to a Certificate. to manifest approval of a Certificate,
whether expressly or by implication such as by creating a Digital Signature Verifiable

30 by reference to that Certificate.
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AN 7[IPE: Bfdnk-endorse: To render. by the process described in the Operating Procedures, an
Electronic Bill of Lading capable of transfer simply by designation of a new Holder.
Central System or System: The business processes and methods, the digital
information system provided by the service provider XYZ Ltd for communicating
Messages and Documents and facilitating business transactions, and the Rules

15  governing both.
Carrier: A User which contracts with another User to carry goods by any means of
transport, regardless of whether the Carrier is the owner or operator of the means of
transport used.
Certificate: A unit of information which. at a minimum: (a) lists its Issuer by name;
20  (b) lists a Public Key; (c) lists by name or otherwise indicates a User which holds the
Private Key corresponding to the listed Public Key; (d) is Digitally Signed by its
Issuer, and (e) has the meaning consistent with this definition ascribed to it in an
associated documentary form.
Certification Account: The relationship between XYZ Ltd and a User, in which XYZ
25  Ltd acts as Issuer of Certificates to the User, and the User acts as Subscriber of those
Certificates.
Certifier: A person [authonzed by XYZ Ltd] to Issue Certificates to Users. The
Certifier which issued a particular Certificate is also termed its “Issuer”.
Chartered Bill of Lading: An acknowledgment by a Carrier of the receipt of goods

30 for carriage on board its ship in respect of which there is a charterparty, other than a
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Electronic Bill of Lading. “Designation” means the act of Designating or the state of
having been Designated
Digital Signature: A mathematical result calculated from a unit of digital information

15  and a Private Key, such that one having the unit of information and the corresponding
Public Key can. through Verification, accurately determine (1) whether that
mathematical result was created using that Private Key, and (2) whether the unit of
information has been altered since that mathematical result was calculated.
Document: A contract, bill. or other unit of substantive, often textual, information

20  sent as a subdivided part of a Message. Synonyms: Attachment, Attached Document.
Document Identifier or “Document ID”: The unique identifier of a Document sent
into and tracked by the System.
Documentary Form of a Certificate: A textual interpretation of a Certificate
authorized by its Issuer.

25  Electronic Bill of Lading (eBL): A BBL Text together with its related Title Registry
Record.
Enroll, Enrolled: To become a User of the System in accordance with the
Operational Service Contract.
Head Charter: A charterparty contract, other than a charter by demise or bareboat

30  charter, between a Carrier, as owner or disponent owner of a ship and another User as
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older-to-order: A User who is or becomes simultaneously Designated both Holder
5  and To order Party of an Electronic Bill of Lading.
Holder: A User who is or becomes Designated as such who is not at the same time the
To Order Party nor a Bearer Holder
Issue a Certificate: To list oneself as Issuer in a Certificate and Digitally Sign that
Certificate. A person in the business of Issuing Certificates is also termed a
10 “Certifier”.
Issuer; With reference to a Certificate, the Certifier which Issued the Certificate.
Message: Any communication, document. notice or other information sent through
the message handling unit and in a format described hereinabove.
Message Handling Unit: The messaging system maintained as part of the Central
15  System by the Service Provider, as described hereinabove.
Notice of Revocation: In relation to a Certificate, a statement by the Issuer of a
Certificate or a person authorized by the Issuer that the Certificate has been Revoked.
Operating Procedures: The document by that title. (The Operating Procedures are
substantially as hereinbefore described in the detailed description of the present patent
20 specification).
Operational Rules: Those parts of the Operating Procedures which contain
mandatory provisions with which Users are bound to comply.
Operational Service Contract: The standard form contract between each User and
XYZ Ltd, as amended from time to time.
25  Pledgee Holder: A User who is or becomes Designated as both Pledgee and Holder
simultaneously.
Private Key: The key of a Key Pair used to create a Digital Signature.
Public Key: The key of a Key Pair used to Verify a Digital Signature.
Relying Party: The person Verifying a Digital Signature, relying on the

30 representations in a Certificate, or both.
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in accordance with that contract.

10 Services: The services supplied by XYZ Ltd through the System and specified in the
Operational Service Contract.
Shipper: User which is the original contracting party with whom a Carrier enters into
the contract for the carriage of goods by sea.
Ship’s Delivery Order: A Document, other than a BBL Text or a Sea Waybill, which
15  contains an undertaking to deliver identified goods to an identified User, given under
or for the purposes of a contract of carriage by sea of those goods or of goods which
include those goods
Signed: Properly digitally signed, which is to say, bearing a Digital Signature which
can be Verified using the Public Key listed in a Certificate Issued by XYZ Ltd and
20  which was a Valid Certificate when the Digital Signature was created.
Subscriber: A person who is identified in a Certificate as holding a private key that
corresponds to the Public Key listed in that Certificate. A Subscriber is often termed a
“subject” in technical standards.
Surrender: The presentation of an Electronic Bill of Lading to the Carrier or another
25  User appointed by the Carrier, in accordance with the Operational Rules, in order to
obtain delivery of the goods at the end of the carriage by sea.
Surrender Party: A User who is or becomes Designated as such and thereby
identified as the person to whom the Electronic Bill of Lading must be presented to

obtain delivery of the goods at the end of the carriage by sea.
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Title Registry Instruction, Instruction: The portion of a Type Header which directs

the Title Registry to enter or change certain specified information in the Title Registry

Record for a specified Electronic Bill of Lading.

10 Title Registry Record: The structured information in relation to transactions
involving the Electronic Bill of Lading after its creation kept in the Title Registry and
linked to the BBL Text.

Transport Document: Any Document originated by a Carrier which is either a Sea
Waybill or a Ship’s Delivery Order.

15  To Order Party: A User Designated as such who is not also designated as the Holder
of the Electronic Bill of Lading.

Type Header or Header: The part of a Message that indicates its type and function
within the System and conveys data into the System’'s logs, User Database, Title
Registry, and other records, and, in some cases. prompts one or more actions by the

20  System.

Unique, Uniquely: When used of User or Document Identifier or other content of a
database field, the value of an ITU X.500 directory attribute, or similar item of data,
means that the content or value is the only one within a specified range and no equal or
identical content or value exists within that range

25  User: A person who has Enrolled as a user of the System
User Certificate: A Certificate listing a Public Key used to Verify the Digital
Signature on a Message Digitally Signed by a User.

User Database: The records concerning Users kept in the System.
User Division Identifier: The optional portion of a User Identifier which indicates

30  department, division, subdivision, or other part of the identified User’s organization.
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sending, and receiving Messages. reading or processing Documents, as well as

10 computer security facilities and other components. all as required by the User System
Specifications.
User System Specifications: The technical requirements for the User System
(including the Communications Link).
Valid Certificate: A Certificate which is valid according to the terms specified in its
15  documentary form. If no such terms are specified or avatlable to a User relying on that
Certificate, the Certificate is valid if has been signed by its Issuer and has not expired
on its face or been Revoked as set out in the Operating Procedures.
Verify, Verification: In relation to a given Digitally Signed Message and Public Key,
to determine accurately that: (a) the Digital Signature on the Message was created by
20  the Private Key corresponding to that Public Key, and (b) that the Message has not
been altered since its Digital Signature was created.
XAL Service Contract: The contract between XYZ Association Ltd and each User,
as amended from time to time.
XYZ Association Ltd or “XAL”: A corporate body created to represent the Users of
25  System, and to perform the various regulatory and disciplinary functions assigned to it
by the XAL Service Contract.
XYZ Ltd or XYZ: The owners, operators or service providers of the System for the

time being, or their successors 1n title.

30 e QVvisi



109%@@& () - p& h10%@& ()-1Z10%@& ()- 10b 10b 10b9510%& ()-15wX9_=
10g3L109@& ():-P 109%@& ()-p& @ 109 ()-p& P 109%@@& ()- p& 1P
109%g& ()-p& P 109@@& () - p&Su/rQ !#A 10%wW& ()- 10%d ré& ()-!

109RRE () - fwodsdsy{)-f 10@@ 10@@ 10@@ 3L10%@& () - / War Q PCT/EBIsInedt, () -
10% & ()-!N 109 ()-!1 109 ()-! @109 ()-!'1 109 ()-\uSl !! 109%& ()-'!
109%g& ()-'1Y 10965& ()-Y 10%& ()- 10 10 10YwU®1 !! 10gg 10gg!

109& () -

10%gg& ()-'1; 100 ()-'1, 109 ()-'! 10%0& ()-'!( 100 ()-' |@\V71

11°1090& ()-fF 109@& ()-!Y10%& ()-s10

& ()-, 109& ()- YGLOWT& () -

10gg<6dE71 !!°L
10967& ()-S10967& ()-9s10947& ()- 10967& ()-f10947& () - 10967& () - 6YTAE71

I'l" S&s10%& (
dE71 ! Y4s10G98

109%& () -;

10

15

20

25

30

W31t 109F& ()-/ 109F& ()-y)t109@& ()-"

Effect as Agreement Between Users. The Rules constitute an agreement between
Users. and between each User and the XYZ Association Ltd (XAL) acting on its own
behalf. and on behalf of all other Eligible Users from time to time, and, where
necessary, on behalf of XYZ Ltd.

Obligations Between Users. XAL and XYZ Ltd do not undertake or accept any
responsibility for the performance of any obligation or duty owed by one User to any
other User under these Rules or otherwise.

Effect of Service Contracts. No liability on the part of XAL or XYZ Ltd to any User
shall arise except under and in accordance with the terms of, in the case of XAL, the

XAL Service Contract, and in the case of XYZ Ltd, the Operational Service Contract.

2.1.2. Adherence
Each User agrees, as a condition of becoming a User of the System, to be bound by the

provisions of the Rules.

2.1.3._Eligibili
Required. All Users must be Eligible in accordance with the criteria set out in the
Operational Service Contract as amended from time to time, and must remain so
throughout the period that they are Users.

Registrar’s Requirements. Each User affirms that it has fully complied with the
requirements of the relevant Registrar and undertakes that all the information supplied
by it to such Registrar is true and complete in all material respects.

Changes in Information. Each User shall promptly notify the Registrar if any

information previously provided becomes inaccurate or misleading.

2.2. Messages
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Presumption of Sending. A User shall be presumed to have sent 2 Message as soon

as the User has Signed and sent the Message in accordance with the Operational Rules.

Presumption of Receipt. A User shall be presumed to have received a Message as
10 soon as the Central System has correctly forwarded the Message to such User in

accordance with the Operational Rules.

Equipment and Applications. Each User shall operate a User System which the User

shall take all reasonable care to maintain in good order.

Misdelivery. If a Message which is clearly addressed to one User is misdelivered to
15  another User, that User shall: (a) return the message to its sender via the Central

System as soon as the error is discovered; (b) refrain from storing or retaining any

copy of the Message; and (c) treat the information contained in the Message as

confidential and not use or disclose it for any purpose.

20 222, Validity and Enforceability
Writing Requirements. Any applicable requirement of law, contract, custom or
practice that any transaction, document or communication shall be made or evidenced
in writing, signed or sealed shall be satisfied by a Signed Message.
Signature Requirements. The contents of a Message Signed by a User are binding
25  upon that User to the same extent. and shall have the same effect at law, as if the
Message had existed in a manually signed form
Undertaking not to Challenge Validity. No User shall contest the validity of any
transaction, statement or communication made by means of a Signed Message on the

grounds that it was made in the form of the electronic Message instead of by paper

30 and/or signed or sealed.
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Primary Evidence. In the event that a written record of any Message is required, a
copy produced by a User, which XYZ Ltd has authenticated under the provisions of
clause 2.6.1(3) of the Operational Service Contract, shall be accepted by that User and
any other User as primary evidence of the contents of the Message.

10 Authenticated Copies to Prevail. Each User agrees that if there is a discrepancy
between the record of any User and the copy authenticated by XYZ Ltd, such

authenticated copy shall prevail.

4 ibility age

15  Private Key Security. Each User is responsible for all Messages Signed by means of
its Private Key, regardless of any failure to maintain the security of its own Private
Key.
Site Security. Each User is responsible for implementing all necessary security
procedures and measures at its site to ensure that data transmissions to and from the

20  Central System are protected against unauthorized access, alteration, delay, loss or
destruction.
Message Contents. The User receiving a Signed Message may consider it and any  ~
Documents within it as binding as their terms provide, the same as if the Message and

Documents had been manually signed on paper.
25

2.2.5. Notice

Each User undertakes, to give immediate notice to XYZ Ltd and to comply with the
relevant Operational Rules, in the event that its Private Key has been lost or
compromised or it has reasonable grounds for believing that such Private Key has or

30  may be misused, or used by an unauthorized person
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5  transmitted electronically, and as to the content of such data.

Illegal Trading and Money-Laundering. Users shall not use the Central System for
the transmission of Messages in the course of or to facilitate: any illegal trading,
trading of goods which are contraband, any illegal transfers of money, or any trade or
transfer of goods or money which must be reported to an Authority.

10  Compliance with Regulations, Each User is responsible for ensuring that it complies
with any law applicablc to any transaction in which it participates via the Central
System and for the observance of all applicable regulations including, but not limited
to, those relating to: the exportation or importation of goods; any exchange control
regulations; the movement, handling or storage of hazardous goods or substances;

15  pollution; data protection; or encryption.

2.4. ences o ignati e
Messages after Departure from the Central System. Upon a User’s resignation
from, or the cancellation of a User's right of access to, the Central System in
20  accordance with the provisions of the Operational Service Contract or the XAL Service
Contract it shall be the User's sole responsibility to ensure that: all its existing
Messages sent from the Central System before the effective date of termination are
collected and read; all other Users from whom it expects to receive Messages are
advised of its departure from the Central System; and it takes all reasonable steps to
25  give other Users the necessary information to enable future communications to be
received by it.
Switch to Paper by Resigning User. Any User who at the time of its resignation is a
Holder, Holder-to-order, Bearer Holder or Pledgee Holder of an Electronic Bill of
Lading must, at the same time as it gives notice of its resignation, initiate the switch to

30  paper procedure in accordance with Rule 3.7 of this Rulebook.
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Contents of BBL Text and Identification. Each Carrier agrees that any Message sent
by him as an Electronic Bill of Lading other than a Message intended to operate as a
Chartered Bill of Lading shall, within the BBL Text: include an acknowledgment by
15  the Carrier of the receipt of goods for carriage by sea by that Carrier; and contain or
evidence the terms of the contract of carriage. The Message shall be transmitted to the
Title Registry.
Chartered Bills of Lading. A Carrier may create an Electronic Bill of Lading
intended to operate as a Chartered Bill of Lading which does not contain or evidence
20  the terms of the contract of carriage between the Carrier and the Head Charterer, if the
Head Charterer is Designated as Shipper and Holder, but the BBL Text shall include
an acknowledgment by the Carrier of the receipt of goods for carriage by sea by that
Carrier.
Statements Relating to Goods Received. Any statement a Carrier makes as to the
25  leading marks, number, quantity, weight, or apparent order and condition of the goods
in the BBL Text will be binding on the Carrier to the same extent and in the same
circumstances as if the statement had been contained in a paper bill of lading.
Original Parties. When a Carrier creates an Electronic Bill of Lading it must: (a)
Designate a Shipper and (b) Designate a Holder of the Bill of Lading; and (c) either: (i)
30 Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank Endorse the
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Effect of Incorporation. Each User agrees that such incorporation shall be effective

10 to make such terms and conditions binding upon the parties to the contract of carriage.
Incorporation of Charterparty Terms. Each User agrees that words contained in the
BBL Text incorporating the provisions of any charterparty shall have the same effect
as if such wording had appeared as part of the written terms of a paper bill of lading
issued by the Carrier.

15 International Conventions. A contract of carriage in respect of which the Carrier has
created an Electronic Bill of Lading shall be subject to any international convention, or
national law giving effect to such international convention, which would have been
compulsorily applicable if a paper bill of lading 1n the same terms had been issued in
respect of that contract. Such international convention or national law shall be deemed

20  incorporated into the Electronic Bill of Lading. In the event of a conflict between the
provisions of any international convention or national law so incorporated and the
ather provisions of the contract of carriage as contained in the BBL Text, the

provisions of the international convention shall prevail.

25 33 i igatio er Electronic Bi i
Transferability. A Electronic Bill of Lading may be transferable or nontransferable.
Making Transferable. Where the Carrier intends to create a transferable Electronic
Bill of Lading it shall Designate a To Order Party or Blank Endorse the Bill.
Effect of Designating To Order Party. If the Carrier Designates a To Order Party, it

30 is thereby deemed to have agreed that: (a) such To Order Party who is or becomes the
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10zz! + 10%0CEffeqt-of BlaoEad¢ryerernt.0 808 CairieS¥ivO9& Tiitje- Btgzstry Instruction that
10%20& () 5. S%%%u@ﬁc"éihrgf%\éﬁ@g shall be Blank Endorsed it is thereby deemed to have
agreed that: (a) the Holder is a Bearer Holder and can Designate a new Bearer Holder,
a To Order Party, a Pledgee Holder or a Consignee; and (b) any subsequent Holder-to-
order, Pledgee Holder or Bearer Holder can do likewise.
Holder To Order or Bearer Holder Not Shipper. By creating an Electronic Bill of

10 Lading in which it Designates a Bearer Holder or Holder-to-order who is not the
Shipper. the Carrier thereby acknowledges that it holds the goods described in the
Electronic Bill of Lading to the order of that Bearer Holder or Holder-to-order.
Making Nontransferable. If a Carrier Designates a Consignee, the Electronic Bill of
Lading shall be non- transferable.

15  Carrier’s Responsibility for Compliance with Contract of Carriage. The Carrier
shall ensure that the Designations it makes in the Title Registry Instruction accurately
reflect: (a) the express or implied instructions of the Shipper and; (b) the terms and
effect of the contract of Eamage as contained in or evidenced by the BBL Text: or (c)
in the case of a Chartered Bill of Lading in which the Head Charterer is Designated

20  Shipper, the terms set out in the BBL Text as if the same were the terms of the

contract of carriage,
1.4 Transfer of Possessi

25  3.4.1.Procedure for Transfer of Possession
By Designation. The transfer of constructive possession of the goods, after the
creation of a transferable Electronic Bill of Lading, shall be effected by the
Designation of: (a) a new Holder-to-order, (b) a new Pledgee Holder, (c) a new Bearer

Holder, or (d) a Consignee Holder.
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Holder acknowledge that from that time on it holds the goods described in the
Electronic Bill of Lading to the order of the new Holder-to-order, Pledgee holder,
5  Bearer Holder or Consignee Holder, as the case may be.
To Order Party Becomes Holder. Where a new To Order party is Designated no
transfer of constructive possession of goods will take place until such time as the To
Order party also becomes Designated as Holder and so becomes a Holder-to-order.
Consignee Becomes Holder. Where a new Consignee is Designated, no transfer of
10 constructive possession will take place until such time as the Consignee also becomes
designated Holder.
Refusal by Transferee. If any Designated Holder-to-order or Consignee Holder
refuses to accept the novation of the contract of carriage in accordance with Rule 3.5.2,
constructive possession of the goods will automatically revert to the immediately
15  preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
[and the Carrier shall acknowledge that it continues to hold the goods to the order of
that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.
Rejection by Pledgee. Where a Designated Pledgee Holder rejects the transfer by
relinquishing 1ts pledge and retuming Holdership to the immediately preceding Holder,
20  the constructive possession of the goods will automatcally revert to the immediately
preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
{and the Carrier shall acknowledge that it continues to hold the goods to the order of

that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.

25 34.2. XYZ1tdto Actas Carrier’s Agent
Each Carrier hereby irrevocably appoints XYZ Ltd as its agent for the purposes
of acknowledging that it holds the goods to the order of any Designated or
immediately preceding Holder-to-order, Pledgee Holder, Bearer Holder or Consignee

Holder or Shipper under Rule 3.4.1.
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XYZ Ltd undertakes to send via the Central System such an acknowledgment

in a Message sent on the Carrier’s bebalf immediately upon receipt of the relevant

Title Registry Instruction.

5 33 vati the Contrac arriage
3 ccurre ec
The Designation of a new Holder-to-order or a new Consignee Holder after the
creation of the BBL. other than one who is also the Head Charterer, shall mean that the
10 Carrier, the Shipper, the immediately preceding Holder-to-order, if any, and the new
Holder-to-order or Consignee Holder all agree that:
New Parties to Contract of Carriage. Upon the acceptance by the new Holder-to-
order or Consignee Holder of its Designation as such, or, at the expiry of the 24 hour
period allowed for the refusal of the transfer under Rule 3.5.2, whichever is the earlier,
15 a contract of carriage shall arise between the Carrier and the new Holder-to-order or
Consignee Holder either
on the terms of the contract of carriage as contained in or evidenced by the BBL Text:
or
when the Shipper is a Head Charterer, on the terms set out or incorporated in the BBL
20  Text, as if this had contained or evidenced the original contract of carriage; and
Accession to Rights and Obligations. The new Holder-to-order or Consignee Holder
shall be entitled to all the rights and accepts all the obligations of the contract of
carriage as contained in or evidenced by, or deemed to be so contained in or evidenced
by, the Electronic Bill of Lading; and
25  Prior Designee’s Rights and Obligations Extinguished. Unless it is a Head
Charterer, the immediately preceding Holder-to-order’s or if none, the Shipper’s rights,
and, the immediately preceding Holder-to-order’s, but not the Shipper’s, obligations
under its contract of carriage with the Carrier shall immediately cease and be

extinguished.

30
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352 W r's Right to Refuse 10
Refusal by Notice. The new Holder-to-order or Consignee Holder may, within 24
hours of having received notification thereof, reject his Designation as new Holder-to-

order or Consignee Holder, in which case all rights and obligations under the contract

W

of carriage between the previous Holder-to-order and the Carrier remain vested in the
previous Holder-to-order, or if none, the Shipper, as if no attempt to novate the
contract had been made.
Acceptance. If within the 24 hour period and before rejection of his Designation, the
Designated Holder-to-order or Consignee Holder represents that it accepts the novation
10  or attempts to exercise any rights to the goods, by taking delivery or commencing
proceedings against the Carrier for loss of or damage to the goods or otherwise, it shall
be deemed to have accepted its Designation at the time it was made for the purposes of
Rule 3.5. Any subsequent notice of refusal given pursuant to paragraph Refusal by
Notice of this Rule 3.9 shall be void.
15
3.5.3. Pledgee Holders
Enforcement of Pledge. When a Pledgee Holder wishes to enforce its pledge it shall
Designate itself as Holder-to-order, with the consequence that the contract of carriage
is novated in accordance with the provisions of Rule 3.5, as if the constructive
20  possession of the goods had been transferred to such Pledgee Holder as a Holder-to-
order.
No Novation. There shall be no novation of the contract of carriage upon Designation

of a Pledgee Holder as such unless and until it enforces the pledge.

25 3.54. Bearer Holders
No Novation. There shall be no novation of the contract of carriage upon Designation
of a Bearer Holder.
Exercise of Rights. A Bearer Holder who wishes either to claim delivery of the goods
or commence proceedings against the Carrier for failure to deliver the goods shall first

30  Designate itself as Holder-to-order, whereupon it shall become a party to the contract
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of carriage in accordance with the provisions of Rule 3.5, as if the constructive

possession of the goods had been transferred to such Bearer Holder as a Holder-to-

order.

W

the Goods

Persons Entitled to Delivery. Under a contract of carriage in respect of which an

Electronic Bill of Lading has been created, delivery of the goods shall only be made by

the Carrier to a Holder-to-order or Consignee Holder which duly Surrenders the

Electronic Bill of Lading.

10 Surrender of the Electronic Bill of Lading. The Electronic Bill of Lading shall be
Surrendered either to thc User identified as the Surrender Party or, if none, to the
Carrier in accordance with the Operational Rules.

Termination of Electronic Bill of Lading. Once the Title Registry Record has
recorded that the Electronic Bill of Lading has been Surrendered, the Electronic Bill of

15 Lading shall cease to be effective as an Electronic Bill of Lading and no further

dealings with it through the Title Registry shall be possible.

3.7.  Switch to Paper

Persons Entitled to Switch to Paper. At any time before the goods 10 which the
20  Electronic Bill of Lading relates have been delivered by the Carrier, a current Holder,

Holder-to-order, Pledgee Holder or Bearer Holder shall be entitled to demand that the

Carrier issue a paper bill of lading in accordance with the Operational Rules.

Form of Paper Bill of Lading. The Carrier shall, immediately upon receipt of such a

demand, issue a paper bill of lading which sets out: (a) all the data contained in the
25  original BBL Text; (b) a statement to the effect that it originated as an Electronic Bill

of Lading; and (c) the date upon which it was issued in paper form.

Discrepancies. In the event of any discrepancy between the paper bill of lading so

issued and the electronic record of the Electronic Bill of Lading, the electronic record

shall prevail.
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Delivery of Paper Bill of Lading. The Carrier shall deliver that paper bill of lading in
accordance with the instructions of the person currently entitled to hold it, being: (a)
the current Pledgee Holder : or if none (b) the current Holder-to-order or Bearer

Holder; or if none (c) the current Holder.

W

Endorsement Chain. Such paper bill shall be accompanied by a record certified by

XYZ Ltd of the chain of Users which have been parties to contracts of carriage with

the Carrier, from the date of the creation of the Electronic Bill of Lading until the date

on which its switch to paper demand was sent by the Central System in accordance
with the Operational Rules.

10 Suspension of Electronic Bill of Lading. From the moment the instruction is given
to the Carrier to issue a paper bill of lading, there shall be no further Title Registry
Instructions in relation to the Electronic Bill of Lading. The Electronic Bill of Lading
shall cease to be effective as from the moment of the issue of the paper bill of lading
by the Carrier.

15

3.8 wers of Parties t

Table of Powers. The parties to an Electronic Bill of Lading, as defined below, shall

be entitled to execute functions in relation to that Electronic Bill of Lading in

accordance with the following table:
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Functions Parties
Carrier |Shipper |Holder- |Pledgee |Bearer |Holder Consignee

and to-order |Holder |Holder and

Holder Holder
Create Bill Yes No No No No No No
Designate Holder Yes Yes Yes Yes Yes Yes [Yes
Designate To Order |[Yes No Yes Yes Yes No No
Blank Endorse Yes No Yes No No No No
Designate Bearer Yes No Yes Yes Yes No No
Holder
Designate Consignee |[Yes No Yes Yes Yes No No
Designate Pledgee No Yes Yes Yes Yes Yes |No
Holder
Enforce pledge No No No Yes No No No
Release pledge No No No Yes No No No
Surrender Bill No No Yes No No No Yes
Request Amendment [No Yes Yes Yes Yes Yes |Yes
Grant Amendment Yes No No No No No No
Deny Amendment Yes No No No No No No
Switch to Paper No Yes Yes Yes Yes No Yes

Timing of Carrier’s Rights. The Carrier may perform the functions indicated in the
table, other than grant or deny amendments, only at the time of the creation of the
Electronic Bill of Lading and only in accordance with the provisions of Rule 3.1 of this
Rulebook.
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Shipper Holder Designating To Order. A Shipper which is also Holder of a Blank
Endorsed Electronic Bill of Lading can Designate a To Order Party.
Shipper, Consignee, or To Order Party Not Holder. Unless a Shipper, Consignee,

or To Order Party is also simultaneously the Holder. it is not empowered to give any

AV 13

Title Registry Instructions.
One Holder Only. There shall not be more than one holder (whether Bearer Holder,
Holder-to-order, Pledgee Holder, Consignee Holder or Holder) of an Electronic Bill of
Lading at any one time.
Pledgee Automatically Holder. The Designation of a Pledgee shall ' cause the
10 removal of the previous Holder and the automatic Designation of the Pledgee as
Holder. Any To Order party also then Designated remains so Designated until the
pledge is either relinquished or enforced.
Pledgee Not Bearer Holder. Where an Electronic Bill of Lading is Blank Endorsed,
the Designation of a Pledgee shall make that person a Pledgee Holder not a Bearer
15 Holder.
Pledgee Remains Holder While Bill Pledged. A Pledgee Holder's power to
Designate a new Holder, or To Order party is only exercisable when it: (a) relinquishes
its pledge at which time it shall Designate a new Holder and may Designate a To Order
party, or a Consignee or Blank Endorse; or (b) enforces its pledge, at which time it
20  shall Designate itself as Holder-to-order.
Underlying Contractual Obligations. Nothing in these Rules shall be construed as
permitting any User to Designate any person in breach of their obligations or duties
arising under or in relation to any underlying contract governing the transaction.
Shipper’s Right to Request Amendment. Nothing in this Rule shall limit the right
25  of a Shipper, who is the Holder of an Electronic Bill of Lading, to insist upon an
amendment of the Electronic Bill of Lading.
Instructions to Carrier under Electronic Bill of Lading. Where an Electronic Bill
of Lading is currently in force or the relevant shipping documents exist in electronic
form, the Carrier may require that all instructions to the Carrier shall only be given by

30  Messages through the Central System.
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3.9. Ownership and Contracts of Sale
Transfer of Ownership. If as a result of either the intention of the parties to the
transaction or the effect of any applicable law, the transfer of constructive possession
5  of the goods and/or the novation of the contract of carriage as provided for in these
Rules have the effect of transferring the ownership or any other proprietary interest in
the goods (in addition to constructive possession thereof), then nothing in these Rules
shall prevent such transfer of ownership or other proprietary interest from taking place.
Rules Do not Affect Ownership. Nothing in these Rules shall otherwise be construed
10  as affecting the ownership of goods which are the subject of any contract of carriage
contained in or evidenced by an Electronic Bill of Lading or other Transport
Document.
Validity of Electronic Tender of Documents. Each User agrees that where a contract
of sale between Users requires that shipping documents are tendered to the buyer of
15  those goods, or to another party nominated by the buyer, a tender of documents by
means of the Central System shall not be rejected on the grounds that the documents
tendered are in the form of electronic messages or images provided that they contain
all the data which is required by the contract of sale.
Sale Concluded by Electronic Interchange. Where a contract of sale between Users
20  is concluded, (in whole or in part) by means of a Message or by a series of Messages,
each User agrees that such Message or Messages shall constitute and/or evidence the
contract concluded between them.
Switch to Paper for Contracts of Sale. Upon a request from any User entitled to
demand the original contract of sale, a contracting User will print and sign in writing
25  the Message or Messages in accordance with any and all formalities required by any
applicable law to give effect to the contract.
Date of Contract of Sale. A sale contract switched to paper by the procedure set out
in paragraph Switch to Paper for Contracts of Sale shall take effect as if the sale
contract had been made and signed in writing on the date of the relevant Message or

30  Messages.
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Validity of Electronic Presentation of Documents. These Rules will apply and the

presentation of any Documents by electronic transmission through the Central System

W

will be accepted as if they were the equivalent paper documents, where a User issues,

advises or confirms a Documentary Credit on the instructions of an Applicant User

under which a Beneficiary User is required to present stipulated documents in order to
operate the Documentary Credit. provided that: (a) the Documentary Credit expressly
indicates that presentation under the Central System is acceptable; and (b) the data

10 contained in such transmissions is presented in Documents whose description matches
that of the documents required to be presented by the terms of the credit; and (c) where
the Documentary Credit requires that a particular document is issued, authenticated or
signed by a particular person, the data transmission is Signed by that person or by a
User who is authorized to act and take responsibility on his behalf.

15 Electronic Documents to be “Originals”. Any requirement under the terms of a
Documentary Credit, to which these Rules apply, that an "original" document be
presented shall be satisfied by the presentation of a Document bearing the Signature of
the person said to have issued or created the document or that of a User who is
authorized to act and to take responsibility on his behalf.

20 Copies. Where the terms of a Documentary Credit, to which these Rules apply,
require that a number of copies of a document be presented by a Beneficiary User to
another User “the recipient User”: (a) such a requirement shall be satisfied by a single
transmission of the equivalent Document to such recipient User; and (b) the recipient
User shall be entitled or empowered to make the number of onward transmissions, or,

25  as the case may be, to create the number of copies, of that document as would have

been necessary to complete the transaction in a paper environment, provided always

that no Electronic Bill of Lading shall have more than one holder (whether Holder-to-
order, Bearer Holder Pledgee Holder, Consigneee Holder or Holder) at any one time.

Banks as Holders of Electronic Bills of Lading. Where a User acting as an issuing

30 or confirming bank is designated as a Pledgee Holder, or Bearer Holder of an
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Electronic Bill of Lading for the purposes of the performance of a Documentary
Credit, the User shall only acquire such property in and responsibility for the goods as

the parties to the Documentary Credit transaction intend.

n

6. Summary

It will be appreciated that although particular embodiments of the invention have
been described, many modifications/additions and/or substitutions may be made within

the spirit and scope of the present invention.



;- 109%@8& ()-f,yl00@& ()-* 10%@& ()-'@ 109 ()-y' 10%@& ()-y,=>?@RdbC

1161090& () -

ds#0vdEbC
T109%0& () -!
1090& ()-sl

10967& ()- GLOY& ()- 10@ 10@ 10@7- 109%@& () - 1s10%@& () -
116LT 109& () - 10997& ()-1090& ()- " 109@& ()-Y

{3’3}?@%’7“) z%dEbC 116, #MLOYT& () -!" 10%F& ()Pcf/GB99/oso9/1

S1099& ()-s109%| & ()-* _dEbC  !1631t10%& ()

1090°& ()-y)s1090& ()-zy)s109%& ()-z' TLO09H& ()-$10%@& ()- bC 116!

1096 () - YL0%& () - 3Z10%& () -

L 1)

10

15

20

30

CLAIMS

B An electronic transaction support system for supporting transactions of
property between ones of a defined group of users, each with a user identifier, the
system comprising:

(a) a registry comprising a database of records in which each record
supports one transaction and comprises a plurality of fields in which users can be
named, each record reflecting the rights and obligations of the named users in relation
to the property underlying the transaction, wherein each record includes at least one
field in which one of the users is named to signify that user’s dominion over the record
and exclusive entitlement to pass that dominion to another of the users, said at least
one field including a holder field,

(b)  a message handling unit arranged to receive messages transmitted from
the users, the messages including the user identifier of the transmitting user and a
registry instruction, wherein creation, maintenance and de-activation of the database
records are performed responsive to registry instructions contained in user messages;
and

(c) a registry maintenance unit connected to the message handling unit so
as to receive registry instructions and the associated user identifiers, the registry
maintenance unit being responsive to registry instructions according to a closed group
of instruction types, each registry instruction being actioned by the registry
maintenance unit conditional on a test performed to establish conformity of the registry
instruction with a set of rules specific to the instruction type concerned, the sets of
rules reflecting a book of rules to which all users of the system are bound to adhere by
a common contractual arrangement. and which strictly defines the users’ rights and

obligations in relation to the property underlying the transaction.

2. A system according to claim 1, wherein the set of rules of at least one
instruction type specifies that the user identifier of the transmitting user shall

correspond to a user named in said at least one field and one further field of the record,

10T 10T, 10TI 7 100& () - 31t 109%6°& () - 5(
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whereby some of said rights and obligations in relation to the property underlying the
transaction are derived from a single user having coincident roles defined by being

named in two fields of the record.

3. A system according to claim 1 or 2. said at least one field consisting of the
holder field and a pledgee holder field, wherein the sets of rules for the respective
registry instruction types collectively ensure that a user shall be named in one, and

only one, of the holder field and the pledgee holder field.

4. A system according to any one of the preceding claims, each record further
including:

a to-order party field in which one of the users may be named, but which may
have no named user; and

a consignee field in which one of the users may be named, but which may have
no named user;

wherein the sets of rules for all the respective registry instruction types have in
common that they allow no more than one of the to-order party field and the consignee

field simultaneously to have a named user.

3. A system according to any one of the preceding claims, wherein each record
further includes:
an originator field in which one of the users is named in each active record; and
a shipper field in which one of the users is named in each active record;
wherein, among the instruction types, there is an instruction type for creating a
new record, the set of rules for the create record instruction type stipulating that a user
shall be named in each of the originator field, the shipper field and the holder field, and
that the user named in the originator field shall correspond with the user identifier of

the transmitting user.
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rules for the create record instruction type stipulates that a new record shall have no
named user in the pledgee holder field.
5 7 A system according to claim 5 or 6, wherein the sets of rules for all the
respective registry instruction types have in common that they do not allow the user

named in the originator field to be changed.

8. A system according to claim 5, 6 or 7. when appended to claim 4. wherein the
10 set of rules for the create record instruction type stipulates that a create record
instruction shall contain one and only one of (i) a user identifier for naming in the
consignee field, (ii) a user identifier for naming in the to-order party field. and (iii) an

indication that no user is to be named in both the consignee field and the to-order party

field.

15
9. A system according to claim 5, 6, 7 or 8, when appended to claim 4, wherein
the set of rules for the create record instruction type stipulates that the user specified
for naming in the holder field shall not correspond to a user specified for naming in
either the consignee field or the to-order party field.

20

10. A system according to any one of claims 5 to 9, the registry maintenance unit
being further configured so that, when a create record instruction is actioned by the
registry maintenance unit, the message handling unit is caused to send a message to the
user named in the holder field of the created record signifying that user’s dominion

25  over the record. and to send a further message to the user named in the shipper field.

11. A system according to any one of the preceding claims, wherein, among the
instruction types, there is at least one instruction type for changing the user named in

the holder field, thereby to change dominion over the record, wherein the set of rules
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transmitting user shall correspond to the user currently named in one of the holder field

and the pledgee holder field.

13. A system according to claim 12, wherein. among the instruction types, there is
10 at least one instruction type for changing the user named in the pledgee holder field,
thereby to change dominion over the record, wherein the set of rules for the name
pledgee holder instruction type stipulates that the user identifier of the transmitting
user shall correspond to the user currently named in one of the holder field and the
pledgee holder field.
15
14. A system according to claim 13, when appended to claim 4, wherein the set of
rules for the name pledgee holder instruction type further stipulates that:
(2) the consignee field shall have no existing named user:
(b) the user identifier of the transmitting user shall not correspond to the user
20  specified to become the pledgee holder in the instruction; and
(c) actioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

15. A system according to claim 13 or 14, the registry maintenance unit being
25  configured to cause a message to be sent from the message handling unit to the user
named in the holder field or pledgee holder field after actioning of a name holder
instruction or name pledgee holder instruction respectively, notifying the user that

dominion over the record have passed to him.
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16. A system according to any one of the preceding claims, wherein each record
further includes an associated history file. the registry maintenance unit being

configured to action at least some types of registry instruction by writing data relating

to registry instruction requests to the history file of the record concemed, thereby to

n

maintain an audit trail of actions requested on that record, there being no registry

instruction types that allow history files to be accessed by users of the system.

17. A system according to claim 4 when appended to claim 3, or any one of claims
5 to 16 when appended to claims 3 and 4, wherein the sets of rules for all the
10 respective registry instruction types additionally have in common that they:
(a) allow no more than one of the pledgee holder field and the consignee field
simultaneously to have a named user; and
(b) prevent a record adopting a state in which a user named in the pledgee

holder field corresponds to a user named in the to-order party field.

18. A system according to claim 17, wherein each record further includes an
associated endorsement chain file in which is stored a time ordered list of users who
have been contracting parties to the record, the endorsement chain file being
maintained by the registry maintenance unit, wherein a contracting party is defined as
20  including a user who is named simultaneously in (a) the holder field and the consignee

field of a record, and (b) the holder field and the to-order party field of a record.

19. A system according to claim 18, wherein, each time the record changes state so
as to create a new contracting party, the registry maintenance unit is configured to
25  cause the message handling unit to send a copy of the endorsement chain to the user

who is the new contracting party.

20. A system according to any one of the preceding claims, the registry instructions
including a business refusal instruction type for revoking an immediately previous

30  registry instruction that resulted in a change of the user named in said at least one field,
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signifying a change in dominion over the record, the registry maintenance unit being

configured to action a business refusal instruction by changing the record back to its
immediately previous state, wherein the set of rules for the business refusal instruction

type stipulates that:

3 (a) the user identifier of the transmitting user shall correspond to the user
named in said at least one field; and
(b) the business refusal instruction shall be received within a defined period of
time from the immediately previous registry instruction.
10  21. A system according to claim 20, when appended to claim 4, wherein the set of

rules for the business refusal instruction type further stipulates that:

(c) the user identifier of the transmitting user shall correspond to the user
named in the holder field;

(d) the user identifier of the transmitting user shall correspond to the user

15 named in one of the to-order party field and the consignee field.

22. A system according to claim 20 or 21, wherein the registry maintenance unit is
configured so that, following actioning of a business refusal instruction by the registry
maintenance unit, a message is caused to be sent from the message handling unit to the
20  user named in said at least one field after actioning of the business refusal instruction,
notifying that dominion over the record has reverted to him following refusal of the
user named in the holder field by the immediately previous instruction to accept

dominion over the record.

25 23. A system according to claim 22 when appended to claim 18, wherein the
registry maintenance unit is configured to action a business refusal instruction by
reversing any change in the endorsement chain file that resulted from the immediately

previous registry instruction.
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24. A system according to any one of claims 20 to 23, wherein the defined period
of time for carrying out a business refusal instruction is a fixed period of time of

approximately 24 hours.

5 25. A system according to claims 3 and 4, or any one of claims 5 to 24 when
appended thereto, the registry instructions including an instruction type for naming a
user in the to-order party field. the set of rules for the name to-order party instruction
type stipulating that:

(a) the consignee field shall have no existing named user;
10 (b) the user identifier of the transmitting user shall correspond to the user
named in the holder field or the pledgee holder field; and
(c) actioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

15 26. A system according to claims 3 and 4, or any one of claims 5 to 25 when
appended thereto, the registry instructions including an instruction type for naming a
user in the consignee field to signify non-transferability of the record, the set of rules
for the name consignee instruction type stipulating that:

(a) the consignee field shall having no existing named user;

20 (b) the user identifier of the transmifting user shall correspond to the user

named in the holder field or in the pledgee holder field; and
(c) the to-order party field shall either have no named user or the named user
specified in the holder field.

25 27. A system according to claim 4, or any one of claims 5 to 26 when appended
thereto, the registry instructions including an instruction type for blank endorsing a
record by removing the user specified in the to-order party field thereof, the set of rules
for the blank endorse instruction type stipulating that:

(a) the user identifier of the transmitting user shall correspond to the user

30  named in the holder field; and
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(b) the user identifier of the transmitting user shall correspond to the user

named in the to-order party field.

28. A system according to claims 3 and 4, or any one of claims 5 to 27 when
5  appended thereto, the registry instructions including an instruction type for enforcing a
pledge over a record by (i) naming the user specified in the pledgee holder field as the
user specified in the to-order party. and (ii) deleting the user specified in the pledgee
holder field and naming that user instead in the holder field, the set of rules for the
enforce pledge instruction type stipulating that the user identifier of the transmitting

10 user shall correspond to the user named in the pledgee holder field.

29. A system according to any one of claims 5 to 10, or any one of claims 11 to 28
when appended thereto, the registry instructions including an instruction type for
switching from electronic support of a transaction by the system to conventional paper-
15  based supporting of the transaction outside the system,
the set of rules for a switch-to-paper instruction stipulating that the user
identifier of the transmitting user shall correspond to the user named in said at least
one field:
the registry management unit being configured to action a switch-to-paper
20 instruction by de-activating the record concerned, and causing a message to be sent
from the message handling unit to the user named in the originator field requiring
creation of a paper document based on the contents of the de-activated record which

are included as part of the message.

9]
w

30. A system according to claim 4, or any one of claims 5 to 29 when appended
thereto, each record further including a surrender party field in which one of the users
may be named, but which may have no named user, the registry instructions including
an instruction type for surrendering the record to signify disposition of the property
underlying the transaction, the registry maintenance unit being configured to action a

30  surrender record instruction by de-activating the record, the set of rules for the
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wherein the set of rules for the request amendment instruction type stipulates

20  that the user identifier of the transmitting user shall correspond to the user named in
said at least one field;

the registry maintenance unit being configured to action a request amendment

instruction by allocating an amendment identifier to the request amendment instruction

and storing that amendment identifier, and by causing the message handling unit to

25 send a message to the user named in the originator field of the record, the message

including the request amendment instruction together with the amendment identifier
allocated thereto; and

wherein the set of rules for grant and deny amendment instruction types each

stipulate that the user identifier of the transmitting user shall correspond to the user

30 named in the originator field, and that the message containing the instruction shall
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25 (c) maintenance of a single existing record; and
(d) deactivation of a single existing record and creation of another single

record.

37. A recording medium on which is stored a title registry database for supporting

30 transactions of property between ones of a defined group of users, each with a user
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the record and exclusive entitlement to pass that dominion to another of the users, said

at least one field including a holder field.

38. A server for supporting transactions between a plurality of registered users each
10 having a user identifier, the server comprising a database comprising a plurality of
records each signifying a bill of lading and including a record identifier, wherein the
database records have a structure including a field for specifying the user identifier of a
holder having possession rights over the database record, including sole rights among
the registered users for naming another registered user in the holder field and/or any

15  registered user in at least one further field of the database record.

39, A server according to claim 38, wherein the server is configured so that, when
one registered user, who is the user entered in the holder field of a record, names
another registered user in a database field of that record, the server initiates notification

20  of the newly named registered user to that effect.

40. A server according to claim 39, wherein, when the newly named registered user
is entered into a field signifying being a party to the transaction, the server is
responsive to a business refusal instruction in respect of the naming of the newly
25  named registered user for an amount of time known to the registered users and/or until
such time as the server receives another command from the newly named registered

user in respect of the record concerned.



