-1 16 FEBRUARY 2006 DATA STORAGE DEVICE SECURITY METHOD AND APPARATUS Field of the
Invention This application relates generally to the field of data storage and 5 retrieval. More particularly,
this invention relates to the security system between a host and a data storage device. The present
invention relates to a method and apparatus for linking a data storage device ta&rFdsRrignRteZhiWOSt tO
prevent copying of data stored on the data storage devige. 10 Background of the Invention Currently,
consumers can order music or video for listening or viewing within a household. One common type of
ordering is pay per VA InEREQR AdnEURRY He: fé@li’dfhém BORANDLARRARARES I another
ordering system, the consumer orders music or a movie from a call-in-center 15 or directly from a set top
box. The movie or music is distributed to the set top box within the consumer's home. The set top box
includes a data storage device, such as a disddridenf hsfinmentamy, or some other data storage device,

on which the music file @r, moviefile js stored. The moyie or son n then be viewed or listened to at a
20 Y;tér time colslvlenilent %%%g:%}#gﬁ{r?@F%ﬁﬁf@egg&%gﬂb’nbo,ﬁbﬁ,@ﬁﬁ%ﬁ&%ﬁﬁ&é&lgé\l&ﬂﬂé rlneasures are

placed in thesset jgp-RxISONRRE S eI sAN IO thiten FORFSIffIRY IR sarnatpsyeepigd from the data
storage device. Even though security measures are in place, numerous methods have been developed

to overcome the Refinasnsebastipndasiatsstriagesal iswides disespntisn snismbadaégycopies of
movies and songg, tAtLresHlL INIBSHARYERERRIIDG QNRSHEAM FisHNgTs Qg RRQliRaged, works.

prevent copying of data stored on the data storage device.

10 Backeround of the Invention

Currently, consumers can order music or video for listening or viewing
within a household. One common type of ordering is pay per view where a
consumer pays a fee to watch a movie at a particular time. In another
ordering system, the consumer orders music or a movie from a call-in-center

15 or directly from a set top box. The movie or music is distributed to the set top
box within the consumer’s home.

The set top box includes a data storage device, such as a disc drive,
flash memory, or some other data storage device, on which the music file or
movie file is stored. The movie or song can then be viewed or listened to at a

20 later time convenient to the consumer. Since songs and movies have value,
security measures are placed in the set top box so that the files containing the
songs or movies cannot be copied from the data storage device. Even though
security measures are in place, numerous methods have been developed to
overcome the current security measures. The result is wide distribution of

25  bootlegged copies of movies and songs that result in lost revenues for the
owners and distributors of the bootlegged works.

In order to prevent unauthorized copying of works that would

normally have to be paid for, a host and a data storage device are generally



In order to prevent unauthorized copying of works that would normally have to be paid for, a host and a
data storage device are generally 16 FEBRUARY 2006 -2- provided with some sort of security system.
One of the simplest security systems controls access to the data storage device with the use of a
password. However, a security system with a plaintext password does not offen aHEERIBNR YoZOdection
since it is vulnerable to attack. 5 A better security system-nvolves encrypting the password before
transmission to protect it from unintended disclosure or modification. Encrypting a password involves

applying a mathePialieaedINGHIHAMS SaiREeTHBHNETATD (e RirhefipRipteseiHfdihation into
iphertext. Applyi i ithm i ' ' Igorith
ciphertext. App y%%&%ﬁ@&%%ﬂ'&@é@?%‘E‘i\%‘g%%“t %?g%l%%@%ﬂﬂﬂé%%s fé&g%aés‘%v%'}& gorithm)

using a key to convert plaintext into ciphertext. e the correspondi ecryption key can

decrypt the resultiigveaoeypdecbdaxity By date vaitargehiintber pdancoydtidoealgotitiffes hdwguacen
explored in the literature. For example, nterr@tional Data Encryption Algorithm (IDEA), by Xuejia Lai

and James MassBYOWRHASIEEK §i78 BrEX R GHUAREY length of 15 128 bits can be used for
encryption/ decryption parpager EeFdhigydgiais P inliifosiaasgrigiey tRdtha 00k diralisd cryptography:

protocols, algorithm and source code in C", by Bruce Schneier. Password security systems have several
shortcomings. Orfeaosthissirdogigatichttishoroomitegsl e ptisslvevdeser univg Bjeition is that the
password to 20 l?:entrranstgrﬁitt%d igsgs%arlg/.%% vél'héiis isla.sh%rtr%%rtwn even \g@egime pt%ssword IS
encrypted. Such a SHokco ind) Can Jead to unautnonzed Access. "Some secugl?y syrsﬂems provide for
different codes topdeisgi frddrmation to transform the plaintext information into ciphertext.

Applying the mathematical algorithm includes a computational process (i.e.
10 an algorithm) using a key to convert plaintext into ciphertext. Only the holder
of the corresponding decryption key can decrypt the resulting encrypted text.
To date, a large number of encryption algorithms have been explored in the
literature. For example, International Data Encryption Algorithm (IDEA), by
Xuejia Lai and James Massey, with a block size of 64 bits and a key length of
15 128 bits can be used for encryption/decryption purpose. For the details of
IDEA, please refer to the book “Applied cryptography: protocols, algorithm
and source code in C”, by Bruce Schneier.
Password security systems have several shortcomings. One of the more
significant shortcomings of password security systems is that the password to
20  be transmitted is usually fixed. This is a shortcoming even when the
password is encrypted. Such a shortcoming can lead to unauthorized access.
Some security systems provide for different codes to be sent. For
example, the KEELOQ code hopping technology by Microchip Company can
make each transmission by an encoder unique. The content to be transmitted
25 by an encoder using this technology has two parts. The first part of the
content is referred to as the hopping code part and the second part is the
unencrypted part of the transmission. The hopping code part is a 32-bit part.

The hopping code part consists of 4-bit function information, a 12-bit



example, the KEELUQ code hopping technology by Microchip Company can make each transmission by
an encoder unique. The content to be transmitted 25 by an encoder using this technology has two parts.
The first part of the content is referred to as the hopping code part and the second patrt is the
unencrypted part of the transmission. The hopping code part is a 32-bit part. The fEBRUAGRCQ0® part
consists of 4-bit function information, a 12-bit 16 FEBRWARY 2006 -3- discrimination value and a 16-bit
synchronization counter and is encrypted by an encryption algorithm before transmission. The
information in thislsariminptiere el At b tebr s aNeReeryintes aRd BittRan@ Rt

changec. The seqand AT RINSIENENPLEARRY LI ANEMISRIIN ARDIFINTY the pasprers sera

number, which is u e encoder to a decoder. For more details, please visit the web page
of Microchip Condjféesettitpdhmtimertieronbial eoma/d EiltAptid eiseeusity/ ivid éx. tindatahes KEELOQ
technology has several djsagvantages including: 1. The KEELOQ technology provides high level security
mainly 10 based GAREE 1%@@&@%%%55 PSRN B R b FRETBRSHISHRTY discrimination
value and synchropizati BboReePtdha ke nibdranamited Q%WQ@@d@HﬁPF%@BHc%%@deV at each
transmission. Thus, it is vulnerable to persons who know the encryption algorithm, such as 15 the

engineers resporisitlsléspdatolier teeigr aspibeadraskatihthaiveebogrerosdfiiceckifious components of
sy, The dagyatages IR AL REUEEL 0 AUl e el oy
The KEELOQ technology has several disadvantages including:
1. The KEELOQ technology provides high level security mainly
10 based on keeping the algorithm a secret.
2. All security information including discrimination value and
synchronization counter, except the key, is transmitted between
encoder and decoder at each transmission.
Thus, it is vulnerable to persons who know the encryption algorithm, such as
15  the engineers responsible for encoder design, or people that learn the code to
service various components of a system. The disadvantages limit the use of
the KEELOQ technology mostly to remote control systems. As can be seen by
the above shortcomings, there is a need for new security systems that enhance

the security in data storage devices. There is a further need to enhance

20  security of data storage devices used in the consumer electronics environment.

CURRENT IMPLEMENTATION
Current data storage devices include security features. For example,
ATA hard disc drives are commonly used with computers as data storage
25  devices. To prevent any unauthorized users from accessing the data stored on
such devices, it is necessary to implement certain security features in the

devices. The existing security feature set implemented in ATA hard disc



the security in data storage devices. There is a further need to enhance 20 security of data storage
devices used in the consumer electronics environment. CURRENT IMPLEMENTATION Current data
storage devices include security features. For example, ATA hard disc drives are commonly used with
computers as data storage 25 devices. To prevent any unauthorized users from @EEBRSingtheodata
stored on such devices, it is necessary to implement cestain security features in the devices. The
existing security feature set implemented in ATA hard disc 16 FEBRUARY 2006 -4- drives provides a
method for limitindrééga BrReskesdnieghishdiaiing slafa Resesy ety AYepsisatbHESHS fe security
features are actljﬁl t%%t%ﬁﬁ"sqrd security that allows for a completely contained system to limit access to
information 5 and data-on the drive. The ATA hard disc drive stores the access password on its own
media even though the passwplehiesetidhtbegbcatiostetmmpstere hhtnadhive paesitbedsseanpigssword

wherever it is unplugged and then attached. As a result, if the secyrity system is enabled in the drive and
it later is stolen OFLPgsEﬁ WG L ESYOP %yc%%ﬁ%@ﬂﬁg%mmM%%&@@Mé%o password.

The security systgruhas{we kinda.efeasswards Usen anst Mastesand iwoasessyibalevalsdidigh and

Maximum. The difference between the High security level and the Maximum security level lies in device
behavior when tlits Over preskwereistieughdhsspasergetd insal shrgeglswdresivranpiiéerighh®s level
security is set in the drive, the user cannot acces ny, data stored on th&\ ali%rghdisc rivgéa'he Master

password can be' 50 {6 GBS AP ARV g oo 11 bl afd Thei el
As a result, if the security system is enabled in the drive and it later is stolen or
lost, the data stored on it cannot be accessed without the correct access
10  password.

The security system has two kinds of passwords, User and Master, and
two security levels, High and Maximum. The difference between the High
security level and the Maximum security level lies in device behavior when
the User password is lost. If a user forgets the User password when the High

15  level security is set in the drive, the user cannot access any data stored on the
hard disc drive. The Master password can be used to unlock the drive in this
case. If the user forgets the User password when the Maximum level security
is set in the drive, the user cannot access data on the disc drive and all user
data will be lost. The Master password, together with SECURITY ERASE

20 PREPARE and SECURITY ERASE UNIT commands, can be used to unlock the
disc drive so that the disc drive can be used, but all user data stored in the
drive is erased at the same time.

In general, a User password is up to 32 bytes long according to the ATA
standard, and is handled through an operating system, or application

25  software, to link the disc drive security system via the ATA interface. During

the normal operation of a drive, the Master password is not used unless the

User password is lost.



case. If the user forgets the User password when the Maximum level security is set in the drive, the user
cannot access data on the disc drive and all user data will be lost. The Master password, together with
SECURITY ERASE 20 PREPARE and SECURITY ERASE UNIT commands, can be used to unlock the
disc drive so that the disc drive can be used, but all user data stored in the drives IBEBRSERAL(e same
time. In general, a User password is up to 32 bytes longzccording to the ATA standard, and is handled
through an operating system, or ication 25 software, to link the disc drive security system via the ATA
interface. During the nowﬁépéﬁbeafg&pﬁdeam%f%@mm|a;§h§§\ﬁme|§ma§%wm§s%fﬂk@e@ser

password s ost. 16, FERTUARY 20085 Under 10 ATA SRSUIDLISAIT sl sisc Sy gperates i

one of three modes: rozen. In e disc drive rejects any access or
change for the data;sknrmémlthm@hémmhmaWMEdlod@d Imoﬂmrthmddwexdn&nmatmﬂ&;daborts all

read and write comm s wijthout 5 executin %Iock d mode, the disc drjve receives
commands and fif 'a RAGLORALS IFS‘? I‘?ﬁ‘r‘gmﬂtﬁ SRR ERP U he unlocked

mode occurssin t@%é@éﬁﬁg}‘fﬁ&ﬁf(’fﬁ &yﬁﬁﬂmgdé $REIRidhasvatameilhe é&ﬁﬁ%ﬁ%’\éﬁ{g is set with
command SECURITY SET PASSWORD, while a valid User or Master password is used to subsequently

10 unlock the lockedilgadl ﬂmmémiﬂﬂmmisgmmn@mmm hassevordsdatieients
unauthorized persons fr?m chd';\ Fgora%the assvvt%rd (9]‘ Carart,llng e@ded c drive. In th frozten mode, the

? ﬁ'l OCC % Ser password 1S Sﬁ
disc drive carries out all norma WI’I e operations change its security evel or

the system. The User password is set with Command SECURITY SET
PASSWORD, while a valid User or Master password is used to subsequently

10 unlock the locked drive with the command SECURITY UNLOCK. The frozen
mode prevents unauthorized persons from changing the password of an
unattended disc drive. In the frozen mode, the disc drive carries out all
normal read and write operations but will not change its security level or
password in frozen mode. The frozen mode is set with a command

15 SECURITY FREEZE LOCK. A hard disc drive that implements the ATA
security feature set implements the following commands:

1. SECURITY SET PASSWORD

2 SECURITY UNLOCK
3 SECURITY ERASE PREPARE
20 4. SECURITY ERASE UNIT
5 SECURITY FREEZE LOCK
6 SECURITY DISABLE PASSWORD

In summary, a typical application of the securing features of an ATA
25  disc drive works as follows:

1. The user sets a password



password in frozen mode. The frozen mode is set with a command 15 SECURITY FREEZE LOCK. A
hard disc drive that implements the ATA security feature set implements the following commands: 1.
SECURITY SET PASSWORD 2. SECURITY UNLOCK 3. SECURITY ERASE PREPARE 20 4.
SECURITY ERASE UNIT 5. SECURITY FREEZE LOCK 6. SECURITY DISABLEFRRARSAVEDRDs N
summary, a typical application of the securing features gf-an ATA 25 disc drive works as follows: 1. The

user sets a password 16 FEBRUARY 2006 -6- 2. The next time the disc drive powers up, the drive is in

locked mode until the uger sendBemexiriiver BunshirardtrivRPawsraliap passddre. is imheckade remains in

the Unlocked mode until the diﬁg (HEVS ' 1 RHRONEre H8¥V[h 45 }1151 sel 0&1 6 IR s%#da Freeze

Lock command to prevent other%sers]?rlom changl%g pass&vor% qu‘lHﬂg tﬁtﬁﬁgc g\r;l)lve |Es ?n the Unlocked

mode. 5. Without the valid paspassd-ordthe drive's powering up, the 10 drive remains locked. Depending

on the level of security set, the gigc drive can be acces%?d afi(er da Master pals?lwoc[d is used or may be
mode until the

totally erased after the Master pASSHAY fSHadhs n the Unlocke isc drive is
5 powered down.
4. The user may choose to send a Freeze Lock command to prevent

other users from changing password while the disc drive is in
the Unlocked mode.

5. Without the valid password on the drive’s powering up, the

10 drive remains locked. Depending on the level of security set, the
disc drive can be accessed after a Master password is used or
may be totally erased after the Master password is used.

Security features similar to those associated with the ATA disc drive
have many problems. The problems include the obvious drawback that the

15 password is sent openly over the bus. As a result, the password can be
captured using an bus analyzer. Once the password is known, the data
storage device can be unlocked and moved to another system. Still a further
problem is that without knowing the actual password, the data storage device
can be hot-plugged to any other computer once the data storage device is

20 unlocked. Once hot-plugged and moved to another computer, all of the data
stored on the data storage device can be copied.

Protecting the data content of a storage device from unauthorized
access and locking a storage device to a designated host are two major
features requested by the consumer electronics industry to stop data (video,

25  music, etc.) piracy. Current standards such as the ATA security standard
clearly lack this ability. Thus, there is a need for new security systems that

enhance the security in data storage devices. There is a further need to



Security features similar to those associated with the ATA disc drive have many problems. The problems
include the obvious drawback that the 15 password is sent openly over the bus. As a result, the
password can be captured using an bus analyzer. Once the password is known, the data storage device
can be unlocked and moved to another system. Still a further problem is that wiheegknawingdahe actual
password, the data storage device can be hot-plugged-to any other computer once the data storage
device is 20 unlocked. Once hot-plugged and moved to another computer, all of the data stored on the
data storage deviRi@asheceBpiBtoPrafectingatR dRitirevHEas: ibf BetepngeraeyRledRighauthorized
access and Iocki%glghscg%ﬁg&(.jevice to a designated host are two major features requested by the
consumer electronics industry to stop data (video, 25 music, etc.) piracy. Current standards such as the
ATA security standard clearly lack this ability. Thus, there is a need for new security systems that

enhance the security in data storage devices, There is a further n 16 FEBRUARY 2006 -7- enhance
security of data storage devices used in thgﬁm&g gﬁéﬁ%ﬁéﬁ%ﬁ‘ﬁ% nt. SUMMARY OF THE
|NVENT|ON_§ Thﬁf pfes?ﬁ%‘%‘f@%&ﬁﬂﬁ%@%@r@%@f@%‘ RNEG é?ét%ﬁ?é’ﬁqﬁt Bﬁ%%ﬂq a data
storage device which solve the above-mentioned problems. A method Tor improving security in data

storage devices ibefiselodedd Ttacstaregrodasisaachisiygel by thisiohereanenpeaepasshlraisusing any
inoun enpiek SN RIS 1S A SOTRSS I e RSTRIRE R 1
method is a technique by which an encrypted password, using any known
encryption algorithm, changes after a designated event. The determination of
10 when the encrypted password changes being independent of whether or not
the original password has changed.

The present invention can also be implemented as a computer-readable
program storage device which tangibly embodies a program of instructions
executable by a computer system to perform a security method. In addition,

15  the invention also can be implemented as a security system itself.

These and various other features as well as advantages which

characterize the present invention will be apparent upon reading of the

following detailed description and review of the associated drawings.

20 Brief Description of the Drawings

Fig. 1is an exploded view of a disc drive.
Fig. 2 is a schematic view of a host computer and a data storage device
according to one embodiment of the present invention.
Fig. 3 is a flow chart showing an initialization procedure for the
25  security system according to one embodiment of the present invention.
Fig. 4 is a flow chart showing a procedure associated with the host
computer according to one embodiment of the present invention.

Fig. 5 is a flow chart detailing a preferred embodiment security method.



the original password has changed. The present invention can also be implemented as a
computer-readable program storage device which tangibly embodies a program of instructions
executable by a computer system to perform a security method. In addition, 15 the invention also can be
implemented as a security system itself. These and various other features as welFBBrRadventages which
characterize the present invention will be apparent upongreading of the following detailed description and
review of the associated drawings. 20 Brief Description of the Drawings Fig. 1 is an exploded view of a
disc drive. Fig. 2 is a schematic view of a host computer and a data storage device according to one

embodiment of the present invention. Fig. 3 is]§ !{gwe%és%pﬁ\%i&g an initialization procedure for the 25

security system according to one embodiment ion. Fig. 4 is a flow chart showing a
procedure associated with the host computer according to one embodiment of the present invention. Fig.

5 is a flow chart detailing a preferred embodiment secuyity method. -8 Detailed Description 16
FEBRUARY 2006 FIG. %a%mﬂynaft%s biReed g{?ayﬁaﬁela&%ééév'ﬁ%%awms% 668 hat is

capable of using %9&0@?&&@61‘1@%@99 E@aﬂi&%ﬁ&aﬁétﬁ{é‘@%&%i%ﬁg aﬂa%mtg@cmﬁkéo prevent
copying of data stored on the device. Specifically, FIG. 1 is an exploded view of a disc drive 100. The disc

drive 100 includds a fetigingted basé toirexearopyéng o dake thasedian thedleyies- 114 form a disc
enclosure. ROtat%lf)IXC?gggﬁ]}%dPtl%tﬂeig %%ee;q])‘?oagc? p/igxg\;uo%tgrdslgg Hrive 100. The disc drive 100

includes a housing or base 112, and a cover 114. The base 112 and cover 114
form a disc enclosure. Rotatably attached to the base 112 on an actuator shaft
10 118 is an actuator assembly 120. The actuator assembly 120 is used to place a
transducer 150 in transducing relation with respect to the disc 134 so that
magnetic transitions representing data can be written to a track on the disc 134
or so that the magnetic transducer can read data from the disc 134.
The invention described in this application is useful with all
15 configurations of disc drives. The data storage device can be a hard disc drive
or any other type of storage device that stores data and retrieves data from a
host computer 2000.
The basic requirements for a data storage device and a corresponding
host is that they both must be able to execute an encryption/decryption
20  algorithm, store a password, and store and update the value of separate
counters used for synchronization. The values of the counters can be
synchronized and may be used as the key for the encryption/decryption
algorithms and may be used as the basis for the encrypted password changing
at each transmission. As a result, the values of the synchronization counters
25  and the programs needed to execute the encryption/decryption algorithms
must be stored in a secure area. For example, in hard disc drives, both the
password and the value of the synchronization counter can be stored in a

reserved area not accessible to end users.



10 118 is an actuator assembly 120. The actuator assembly 120 is used to place a transducer 150 in
transducing relation with respect to the disc 134 so that magnetic transitions representing data can be
written to a track on the disc 134 or so that the magnetic transducer can read data from the disc 134. The
invention described in this application is useful with all 15 configurations of disci@resRUAEdata storage
device can be a hard disc drive or any other type of staage device that stores data and retrieves data
from a host computer 2000. The basic requirements for a data storage device and a corresponding host
is that they both must b&'inieetd gxevista Blvekehpsiant abargpriswer slgsipnicstofela bassword, and
store and update rate . S f iZation. T I the counters
can be synchronézpé? anlcélgrcrfprfi;lﬁbi %%e%lglgqﬁg%gﬁg%ﬁ%ﬁﬁg?%%@r@? (gggyaﬁﬁgﬁ\é%#gg%{lﬁs and may be
used as the basisfordpe danciypt0, passndittbdoathgi pyestreciolv dratismidhercohspaitesAi0the values of

the synchronization counters 25 and the programs needed tqQ execute the encryption/ decryption
algorithms must%ﬁi@?@&i?yg‘é}é‘aﬂg%ﬁ@&mﬁﬁ e?ﬂaﬁﬁf?&rlﬂgé Red! dﬁ‘FfﬁS%éﬁ@werd and the

value of the synclirgpizatioa CoNigisanhis §ggg,dtj{bzil)a@§%\f@ga§{§q}{pt accessible to end users. 16
FEBRUARY 2006 -9- Figure 2 shows a block diagram of a consumer electronics ("CE") product 300.
Figure 2 includescadiostteomple@y 2oom atgoaitivast bhe miermosiotd§ddevi@eset hacedstble the
present invention, The computer,2000 includes a synghronizatiop counter.314, and memory 310. The
memory 3105 iy roHe e IO Boat s £ Sk Er s

encryption/decryption can be securely stored within the computer 2000. The

data storage device 320, which may be a disc drive, usually includes a

10 controller 326, a synch counter 324, and memory 322. The memory 322 is
generally inaccessible to the user. If the data storage device 320 is a disc drive,
the memory 322 may be similar to that located on a reserved area of the disc
drive. A reserved area of a disc drive is usually inaccessible to the user, and
may include information necessary to control and run the disc drive or data

15  storage device 320. The computer system 2000 and the data storage device 320
are linked together via a bus 330. On the reserve area of a disc or in the
memory 322, a password and the synchronization counter value can be stored.
In operation, the password stored in memory 310 is combined with a value
from the synch counter 314. The value from the synch counter is used to

20  generate a key value for the encryption/decryption algorithm. Using the
encryption key and the password, an encrypted password is produced, which
is sent to the data storage device 320. At the data storage device 320, the
password may be stored on the reserve area of the disk. The synchronization
counter is used to generate a decryption key for decrypting the encrypted

25  password to obtain the decrypted password. The synch counters 314 and 324
may be set at manufacture, as well as the passwords within memory 310 and
322. To have access to the data on storage device 320, the decrypted password

must match with the stored password. There may be multiple requirements



encryption/ decryption algorithm. The memory 310 is not generally accessible by a user, and therefore
the password and the algorithm for encryption/ decryption can be securely stored within the computer
2000. The data storage device 320, which may be a disc drive, usually includes a 10 controller 326, a
synch counter 324, and memory 322. The memory 322 is generally inaccessiblg tebre/uger2dddhe data
storage device 320 is a disc drive, the memory 322 maybe similar to that located on a reserved area of
the disc drive. A reserved area of a disc drive is usually inaccessible to the user, and may include

information nece¥shishslestirsl ﬂ?fﬂjh@fﬁ m%@rmgpa%tqgtmdwé%%@mvm eéhgputer
system 2000 angﬁ]lggs stgrage 9@%83%3é%&ﬂ8&%%d&9§§m%‘83 A I?)%%V%%Qié)ggé Nesegelve area of a

disc or in the memory , a password a e synchronization countervalue can be stored. In
operation, the paspawfibdttirad penednoayddthisiconpinee-with, sheatlata torathedyirich beinger 314. The
value from the synch counter js used_ to 20 generate a E@évalue for the encryption/ decryption algorithm.
Using the encry SRRy aikd 8 Sl b AL AR B ISRt &LEht to the
data storageﬂev@p&gg.gﬁgrgwg\quaig;@oggge device 320, the password may be stored on the reserve
area of the disk. The synchronization counter is used to generate a decryption key for decrypting the

encrypted 25 paseidrdhis gergraihevdecispictqsisSnd desthip Bpnchf conearbadimend 824 may be set

at manufacture, as g){ﬁg 33 t %asswords vsgthm eenr:rla)g 310 d’:\mfth%Z 1To have access to Ehe data on

. t 1 1
storage device 3205 the d%%ry% o' f)aelélés’w‘%lr s it the Stored ‘[3%2%\%?&1 Yere m%syebe

multiple requirements 16 FEBRUARY 2006 -10- which demand the host computer 2000 or data storage
device 320 to VeriS etpr)]%: Initialization
10 At the time of manufacture, a consumer electronics (“CE”) product is
initialized. Figure 3 is a flow diagram showing an initialization method 400.
Initialization is done before the CE product is shipped to an end-user. An
initial value, preferably 128 bits, is generated for synchronization counter 314
at the host computer 2000, as depicted by step 410. A unique password is also
15  generated at the host, as depicted by reference number 412. The password
and the initial value for synchronization counter 314 may be generated
randomly or by any other method. The synchronization counter value and
unique password are loaded into the host computer 2000, as depicted by step
414. Then, the host computer 2000 sends the initial value from counter 314 to
20  the designated data storage device 320 along with the unique password and
an unlock time limit, as depicted by step 416. After initialization, the data
storage device is placed in locked mode whenever a locked mode has been
initiated. Usually a locked mode is initiated when a time limit expires for
receiving a password, or after the data storage device is powered down, as
25  depicted by step 418.
The unlock time limit protects the data storage device, such as a drive

100 against a hot-plug attack. A hot plug attack entails disconnecting a data

storage device 320 operating in unlocked mode from the associated host



password. Some of these requirements may include: a power up sequence, a specified time period,
random timing intervals, the data storage device being disconnected from the host computer 2000, or a
command from the host 2000 5 or data storage device 320. With this general overview, a detailed
description of one embodiment of a method and apparatus will now be discussesiFABrfolwwing example
will use Step 1: Initialization 10 At the time of manufacturg, a consumer electronics ("CE") product is
initialized. Figure 3 is a flow diagram showing an initialization method 400. Initialization is done before the

CE product is shipp@drtieir? 8 antreppniseiangdie dptareiensigel 2evine tasageraestaestor

synchronization ¢ 4 ompyter 21 i 0, | assword is
also 15 generate(ci% g? %ﬁét%%séq’éé %%%%%%@%%f%?erggﬁ %%?‘n%eg?l%lﬂzg %éggéé\]ﬁo%@t%%{g 5tlfﬁ%%nitial value
for synchronizatietecamentiern3 tahay éugane eatkav rdodd iyrrthy hoyt etherpoiethothd lnelock

synchronization counter value and unique password are Igaded into the host computer 2000, as depicted
by step 414. Thé ¥ Wbts’tsciﬁﬁ)%%\aﬁ PUAHERS ST (Rl GE?EP % signated

data storageglevige 20 lo A i haubiaveRRIAWRIE aReaa HYeakdMme fimit /g depicted by step
416. After initialization, the data storage device is placed in locked mode whenever a locked mode has

been initiated. Udgaiipladdirgad migodicrinitvaratiwhehtheaidrddistiredpie shodatrsivinga password, or
g h a2 g oy 1PN, 9,05 Sem AT e g o
disconnecting a dai, dtetagepdevineRitkednatinis inftur ackedifiedeifremnThegssaciatetbliosd
disc drive is hot-plugged into another system, the unlocked disc drive will be
10 locked in a short time, thereby preventing the copying of information, such as
tiles containing movies, songs, or other data.
When the CE product 300 and its associated data storage device 320 are
powered up, the attached data storage device 320, such as disc drive 100, is
unlocked before the device 320 comes into use. The password and the value
15 of the synchronization counter remain inaccessible to the end-user and are
stored inside the CE product 300 on a non-readable area associated with a
reserved area of the data storage device 320. The reason why the initial value
of synchronization counter is handled in such a way is to guarantee that

nobody knows the value. Thus, the security system of the CE product 300

20  shall not be compromised even though its password is disclosed.

Step 2: Unlock a matched device
Figure 4 is a flowchart of the unlocking procedure 500 at power up of
the CE product 300. The CE product 300, and more specifically the host
25  computer 2000 and data storage device 320, are powered up, as depicted by
step 510. After power up, the host computer 2000 associated with the CE
product 300 sends an encrypted password to unlock the locked data storage

device 320 before it enters into normal operations. To accomplish this, the



16 FEBRUARY 2006 -11- computer 2000 and reconnecting the data storage device to another host
computer. Another method of hot-plugging entails removing a data storage device from the host during a
download from the host computer. The unlock time limit is set so that the time before going into locked
mode is short enough 5 so that if a hot-plug attack is attempted, there is insufficiertBrieafoy 20osvnloading
a significant amount of the data stored on the data stord@e device 320. In other words, the data storage
device 320, such as a disc drive 100, always goes into locked mode after a specified time. Thus, if an

unlocked disc drh@@ﬁ@t{pﬁ@@%@%ﬁ%ﬂf@dﬂ%@?ﬁ,gﬁ@ﬂﬁﬁt@&@éuematmxlvﬁyd@wl@éked in a
short time, there%@'ér%‘g%%%%gbg}] d&%ﬂ%t%fr 'B‘Iﬁf@gﬁ%@i&%&%ggreefﬂe%rgé’é‘ﬁimgaﬁ'%‘?Srﬁ'é’ﬂ95’ or other

data. When the CE product 3 its assoclated data'storag vice 320 are powered up, the attached

data storage devide 326} sunhpasteati20@rierctPpiishupasseditbforathio davigelz?Oatastesapgto use. The

password and the value 15 of the s%nc:{gfization counter remai irE‘accessibIe to th(@oen -user and are
YNGHE

stored inside the E¥ 5o {56180 BYSHSERgamEmRE 3ddodibeankromRridshaPd et the data

storage devige 3%@1159%15@%9@1’{&@’ herinitialwalder Pty aasrizatianieduienis Randied iy such a way
is to guarantee that nobody knowsthe value. Thus, the security system of the CE product 300 20 shall

not be compromisét esetetistashtiisneéessneedhisraieet Sdéd. Brehostyamgrusemdbdbatevice Figure 4 is

a flowchart of the. unlockin qﬁ)cedurﬁ 500 a&gower %Peofﬁlie CIE:1 eorog(g%l;oBOO. The CE nggggt 300, and
e

more specifically]tlﬁcc:er 0S| cgrrsi%rl}ferr 9066 and data stroragéaéew 3 rgef)%rv(?/ré(r:gd1 up, as depicted
by 518.

The operation of a data storage device 320, such as a disc drive 100, will
10 be discussed in a general sense before discussing further details of the
operation with respect to Figure 5. The data storage device 320 receives the
encrypted password. The device 320 then generates the decryption key based
on the synchronization counter 324. Then, the encrypted password is
decrypted using the decryption key. The password is then checked to see if it
15 matches the stored password. If the password matches, the data storage
device 320 is unlocked, otherwise the data storage device 320 is still in locked
mode. After an unlock attempt, the synchronization counter 324 is
incremented and the result of the unlock attempt is reported to the host
computer 2000. The encryption and decryption keys change with every
20  update of the synchronization counters 314 and 324. Thus, the encrypted
password is varying at each transmission even if the original password is
unchanged.
According to another embodiment of the present invention, if the
passwords do not match, the synchronization counter is incremented or
25  decremented within a selected number. If a match is found after incrementing
or decrementing the synchronization counter value, the data storage device

reports the result of the unlock attempt to the host computer.



step 510. After power up, the host computer 2000 associated with the CE product 300 sends an
encrypted password to unlock the locked data storage device 320 before it enters into normal operations.
To accomplish this, the 16 FEBRUARY 2006 -12- host computer 2000 of CE product 300 generates an
encryption key based on the synchronization counter 314, as depicted by refereniEeBRUMERat@®E2. Then,
the host computer 2000 encrypts the password for unlegBing the data storage device, as depicted by
reference number 514. The host computer 2000 then 5 sends out the encrypted password to the data

storage device 320 overiigaru? i83dlaw dwsicibawing b REcRdrISH 1EsPRa tess1dBHibBEter 2000
. N ' . f .
of 2 data storage T B D B TS Ot hetore

discussing furthetaletailsrabtiimeetatiothevithesespént o fgureds. shbevaata Biguag &, dbeica 820 receives

the encrypted password. The deyice 320 then generates the decryption key based on the
synchronization COOFREE S&X1 ,1ﬁé’%W€6¢&é{Ppﬁ%§fﬁBlrﬁt?§%¥5 5f§Hq?s‘i}’rH]?ﬁ§ahég§;pTi]8ﬁ key. The

password is hen ehacker o388 itit 350MaisheR e SISIRR BN YowELBE BRSIVAK)IRIEHES, the data

storage device 320 is unlocked, otherwise the data storage device 320 is still In locked mode. After an
unlock attempt, thefsyeres ovizagion edtintdreadatisstiourgendenéet 238 thaydsuirovinedimddkattempt is

epoed o he PSS 990, The USRI RS R gD e of
even if the originalgaassB20d Bhis may limit the total number of attempts to switch from a
locked mode to an unlocked mode or it may limit just the unsuccessful

10  attempts to switch from a locked mode to an unlocked mode. Then next step
in the process is to determine if the attempt limit counter has reached the
allowed limit as depicted by the decision block shown by reference number
606. If the limit counter has reached the maximum allowable number of
attempts, the data storage device 320 remains in the locked mode, as depicted

15 by the yes arrow 608. If the attempt limit counter has not reached the
maximum allowable number of attempts, the data storage device receives an
unlock command, as depicted by reference numeral 610. The data storage
device 320 then generates a decryption key, as depicted by reference numeral
612.

20 An encrypted password from the host computer 2000 is received by the
data storage device 320 as depicted by reference numeral 614. The encrypted
password from the host computer is then decrypted using the decryption key
generated in step 616.

Note that the decryption key used is associated or linked to the

25  synchronization counter 324 of the data storage device 320. In other words,
the decryption key changes with the update of synchronization counter 324.
Similarly, the encryption key used to encrypt the password is generated from

the value of the synchronization counter 314 of the host computer 2000. In



unchanged. According to another embodiment of the present invention, if the passwords do not match,
the synchronization counter is incremented or 25 decremented within a selected number. If a match is
found after incrementing or decrementing the synchronization counter value, the data storage device
reports the result of the unlock attempt to the host computer. 16 FEBRUARY 2006 E&BUKRNIPE0S iS a
flowchart showing the procedure 600 associated with thptdata storage device 320 during the operation of
the CE product 300 according to one embodiment of the present invention. As shown in Figure 5, the

data storage pleWéb@Z@%%W@réﬁ%ﬁPﬁ@ﬁéﬁﬁft@@ﬁbﬁ?éf@ﬁ@hé@%ﬂﬁ?@@ o THE gt Atorage
device 320 is in é‘l%?e? ﬁ%@%ﬁ(&%ﬁ&%ﬂﬁg &‘&fﬁ‘?e{js%’g%%l&’%ﬁé%eﬁ]ﬁbﬁgﬁ‘fgﬁ%'rﬁe%r he data

storage device 320 may be provi with a limit counter Imits the n er of attempts’for accessing
the data storage ttenseriS20n,Tthie amay;liptitcdipesstabrumieeoivatteaapts tiaswiitisioonmaratked mode to
an unlocked mod%or it may limit just the unsuccessful 10 gttempts to switch from a locked mode to an

unlocked mode. TReAHESAABASTH (S SFIRRUS RS RARERTine if the attempt limit counter has reached the

allowed limita:s depicteckfay hederision gk showriby Feiarsnes RYTHRER 696 olidhsimitsounter has
reached the maximum allowable number of attempts, the data storage device 320 remains in the locked

mode, as depictethe Slain tterpss slebivesdd). IfAndedemsnipation soiere nadenvhathened fied theaximum

allowable number,of attempts, the data storage device receives an..unlock command, as d%%jcted by
eforence numer LD D A A G S e AR e by
reference numerak depicted by reference numeral 618. If the decrypted password from the

host computer 2000 matches the password stored in the data storage device
10 320, then the synchronization counter 324 of the data storage device 320 is
incremented, as shown by reference numeral 620. The increment may be the
valid synchronization counter value, plus one. However, the amount of the
increment could be changed to other than one. After updating the
synchronization counter 324, the data storage device enters an unlocked
15 mode, as depicted by reference numeral 622. The disk drive then can enter

into normal use, as depicted by reference numeral 624.

Step 3: Unlock a matched drive after mismatch
When the decrypted password does not match the stored password, a
20  resynchronization procedure 640 may be attempted. The data storage device
and its designated host may lose synchronization for many reasons. That is
the data storage device 320 may have a different value of synchronization
counter from its designated host. Thus, the recovery of synchronization, i.e.
resynchronization, may be required when the data storage device 320 is
25  reconnected to the designated CE product 300 and when the system is
powered up.
One method of obtaining resynchronization between the drive and its

designated host is to allow the drive to search valid synchronization values



612. 20 An encrypted password from the host computer 2000 is received by the data storage device 320
as depicted by reference numeral 614. The encrypted password from the host computer is then
decrypted using the decryption key generated in step 616. Note that the decryption key used is
associated or linked to the 25 synchronization counter 324 of the data storage deHEBRR2O:Yre@iher words,
the decryption key changes with the update of synchronigation counter 324. Similarly, the encryption key
used to encrypt the password is generated from the value of the synchronization counter 314 of the host
computer 2000. [W itiPERRVSARY 206 hene vekdhovdade sStREABEypisnREydaesmysLRitHe update of

synchronization GQyNEL S LICIRIONFLIIREOUMEIP-FLAaNE 324 Al pdated after every
e 3 iSSi en |

transmission, the encrypted password varies with each transmission ev the original password
remains unchangedyhdiestittatidectyaied pabsworadéssaim parechterihecpadswourth&ioeedlia the data
storage device 320. A determinatjon is then mad%%v,hetaer or not the decrypted password matches the

password from thaSG5EF Sl S dle sRIenieh MYy B5Bt&fence numeral 618. If the decrypted

password from th? hQStIP’f}EBFHH&V eq méﬁd%‘o%ﬁ@ﬁ&ﬁ&%ﬁﬁméf@%@taé&"i?&erﬁ%e 10 320,
then the synchronization counter 324 of the data storage device 320 is incremented, as shown by

reference numerdhe2toredepiazteinehomiyehtathstomigesyecisrpidatibe wsymdrealizetisins one.

However, the amOtrJnéecg the mcrem%@{[ecgyslgs e chaﬁ%ed to ot re(r) thar]d(éﬁep r%fggag ézllast%g the

synchronization dounter 324, the data storage GBvice enters an unlocke

count the number of decryption attempts that were made by incrementing the
synchronization counter value to obtain a new decryption key. The number of

10  attempts made by incrementing may have a predefined maximum. If the
maximum number of increment searches has not expired, as depicted by
decision box 642, the synchronization value is incremented, as depicted by
reference numeral 644. A determination is then made whether or not the
incremented synchronization value is equal to the last valid synchronization

15 value, as depicted by reference number 654. This step is to avoid using any
previously used synchronization value. If the incremented synchronization
value doesn’t equal the last valid synchronization value, the incremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the increment search counter is decremented,

20  as depicted by reference numeral 646.

The incremented synchronization value is then used to decrypt the
password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and

25 incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

another cycle of incrementing the synchronization value takes place. This



15 mode, as depicted by reference numeral 622. The disk drive then can enter into normal use, as
depicted by reference numeral 624. Step 3: Unlock a matched drive after mismatch When the decrypted
password does not match the stored password, a 20 resynchronization procedure 640 may be
attempted. The data storage device and its designated host may lose synchronizatiBRUAIRM20t reasons.
That is the data storage device 320 may have a differemgvalue of synchronization counter from its

designated host. Thus, the recovery of synchronization, i.e. resynchronization, may be required when the
data storage devigecss fheom ﬁ@@@%ﬁé&é@liéhﬁ@&é@@ﬁﬁt@@@éﬁ@m@@w apriedtge system is

powered up. Onenqg%lpg‘grﬂf EEWQ JAREISY CSQF{? i&ﬂj J%c; e léﬁ‘gle( ?snldeg signated host is to
allow the drive to search valfi syncgfﬁ]rorn]iqjat%n va%lues g% FE%‘RU%} Y 2(%% -15- v%tl f% a given range
whenever the data storddeldeivicee36htioes clotobtaier hasalicppassuiotie &fternididrence numeral 618. To
accomplish resynchronization, two @%ﬁamh coynt rement search counter and a decrement

rs, an inc
search counter, MEYBE NBRINCENTEH S ff THRC 83&‘&&6%%@%&&*%#&@ t computer 2000 does not

match the St?recé?ﬁéﬁwﬁ{f%m%Qﬁ@&gfﬁgﬁ‘ﬁ%@%@@@-ﬁ@@t@@&ﬁﬁ?Eﬁ@i%@{fﬁBepfﬂcedUre begins.
The first step in the resynchronization procedure is to count the number of decryption attempts that were

made by incremef€ieiy Eosyaittnopiz dtliohwetmmepdalbe deotsmendingwhesomphiomiedtiame number of

10 attempis matle by pcrementing maove,  eETnGd MgIepua. e, BRmAm AR of
increment searches has not expired, as depicted by
by decrementing may have a predefined maximum. If the maximum number

of decrement searches has not expired, as depicted by decision box 648, the

10 synchronization value is decremented, as depicted by reference numeral 650.
A determination is then made whether or not the decremented
synchronization value is equal to the last valid synchronization value, as
depicted by reference number 656. This step is to avoid using any previously
used synchronization value. If the decremented synchronization value does

15 not equal the last valid synchronization value, the decremented
synchronization value is then used to generate the decryption key, as depicted
by reference numeral 612. Then, the decrement search counter is
decremented, as depicted by reference numeral 652.

The decremented synchronization value is then used to decrypt the

20  password received from the host computer, and then the newly formed
decrypted password is compared to the stored password to determine if there
is a match. If there is a match, the synchronization counter 324 is updated and
incremented, and the drive enters the unlocked mode where normal use
begins. If the decrypted password does not match the stored password, then

25  another cycle of decrementing the synchronization value takes place. This
cycle is then repeated until the decrement search counter has reached the

maximum allowed or the last valid synchronization value is reached.



decision box 642, the synchronization value is incremented, as depicted by reference numeral 644. A
determination is then made whether or not the incremented synchronization value is equal to the last
valid synchronization 15 value, as depicted by reference number 654. This step is to avoid using any
previously used synchronization value. If the incremented synchronization value@asroARyRabéhe last
valid synchronization value, the incremented synchronigation value is then used to generate the
decryption key, as depicted by reference numeral 612. Then, the increment search counter is
decremented, 20 as depietsarBhliefdre seststnsaiasd snarepiemeaiap Yherr oo iaie is then

used to decrypt the. agaYerd reaelyef AU ANERIF COMAYSE AR Nery aied decrypred

password is compared to the stored password to determine i Is a match. If there Is a match, the
synchronization aeanter&2y} lkeupdaten anov2s tiner eheamnted naunch thidodviviel e atermipis halackeenmode
where normal use begins. If the decrypted password does not match the stored password, then another
cycle of incremertii§ i€ synchronization value takes place. This 16 FEBRUARY 2006 -16- cycle is then

repeated untyl the incremepiREAIFBERUMErRAR IFashRE B oML AlBNYESt QhiRe last valid
synchronization value is reached. If the increment search counter has expired or the last valid

synchronization alnehisoizizebien Yadwed dwiang catirinad bytiecsesyestinghirader algetibtgthe. The first
step is to count the number,of d attempts thatt\éver menting the Bchronization

counter valus 10 OB b R L e o B R R S g may e
a predefined maxgetgthdfiliedpaxssandwimher certain valid synchronization value, the
synchronization counter of the data storage device shall be updated with that
10 valid synchronization value plus one. Thus, the data storage device and its
designated host computer 2000 obtain resynchronization. However, if the
absolute difference of synchronization counters 324 and 314 in the data
storage device 320 and the host computer 2000 is beyond the valid range of
synchronization values, the data storage device 320 may be locked forever. To
15  reuse the data storage device 320, only a master password can be used to

unlock it. Preferably, all data stored on the data storage device 320 is erased

when the master password is required.

Step 4: Unlock a mismatched drive

20 Suppose that a mismatched data storage device 320 sometime replaces
the matched data storage device 320 in the CE product 300. This may occur
when the matched data storage device 320 is moved to another system or
when a data storage device that is not matched to the current host is inserted
into the system. For the CE product 300, the same procedure is followed to

25 unlock the data storage device 320. The data storage device 320 remains in the
locked state since it cannot get a valid password to unlock. An incorrect
original password (which is encrypted in the host) or mismatched encryption

key and decryption key may contribute to an unsuccessful unlock. An



of decrement searches has not expired, as depicted by decision box 648, the 10 synchronization value is
decremented, as depicted by reference numeral 650. A determination is then made whether or not the
decremented synchronization value is equal to the last valid synchronization value, as depicted by
reference number 656. This step is to avoid using any previously used synchrorizasaw xaieodsd the
decremented synchronization value does 15 not equal th& last valid synchronization value, the
decremented synchronization value is then used to generate the decryption key, as depicted by
reference numerat@pirhent gpunicispittsdacreieiies Rumhaepontst] defgapreieeptsdreference

numeral 652. Th C t chronizati lue ] nused.to ti S received
from the host cor(:r%lrg@[egfE ang %%ﬁéﬁ%eﬂ ﬁ%v%%ﬁ%%ﬁggje@é%ﬁtet pggg%vsgrg gggr%glg%e%d%% the éﬁ)red
password to detetheimeakiirerm isuanbetclt.dftthapadhasbatehréheleyhblirdrizationeolintér 324 is updated

and incremented, and the drive enters the unlocked mode where normal use, begins. If the decrypted
password does n8?%1i‘§?6h69¢;£k%ﬁé?i‘b‘§‘s§ﬁm% IS SPOFEREY) SETBF REEHSHER §ife

synchronization vaiye-{gies B@ﬁ'rg@.iSP%%iﬁW%rﬁp&%ﬁﬁéﬁ‘%&@?&ﬁ%&@m@@ %gar&h(ﬁggpter has
reached the maximum allowed or the last valid synchronization value is reached. 16 FEBRUARY 2006

-17- Preferably, thergeepeeneasehnd increment search counters are set with a predefined number of

maximum allowable attempts. When the counters reach zero, the, system knows that the, maximum
allowable attempts have béen reaghe%. Bih°cther words, the searcﬁ‘coun%@rs count the number of valid

password at each transmission to a data storage device 320 over bus 330 by
updating synchronization counters 314 and 324. The present invention

10 provides for only the encrypted password being sent to a data storage device
320 over a bus 330. Preferably, a 128-bit synchronization counter can
sufficiently defeat any attempt to crack the password by an exhaustive search.
The above described methods and apparatuses thus ensures the security of a
CE product 300 even if the encryption and decryption algorithms are known.

15 Moreover, preferred embodiment of the present invention not only fixes the
match problem between a host 2000 and a data storage device 320 in a simple
way, but also implements resynchronization between the CE product 300 and
its designated data storage device 320 when loss of synchronization happens.

Advantageously, the apparatuses and methods used provide a way to

20  match a data storage device, such as a hard disc drive, to a designated host.
Further, it is difficult or even impossible to use the data storage device 320 in
any other system other than its designated host 2000. The ability to lock a data
storage device 320 to a designated host 2000 is especially significant and
beneficial for CE products. Thus, this feature is highly important to prevent

25  unauthorized copying of data (music, video, etc.) that is stored on a device
similar to data storage device 320.

In addition, the security features of the preferred embodiment of the

present invention protect the data storage device 320 from attacks. Moreover,



synchronization values being searched by incrementing or decrementing the current value of
synchronization counter. Once the data storage device 320 gets the valid password with a certain valid
synchronization value, the synchronization counter of the data storage device shall be updated with that
10 valid synchronization value plus one. Thus, the data storage device and its desrpratetho&iscomputer
2000 obtain resynchronization. However, if the absolutgdifference of synchronization counters 324 and
314 in the data storage device 320 and the host computer 2000 is beyond the valid range of

synchronization mgéha,rﬂ%@ma@té@@@éaé@mw@t?m@%wba fendemlynasigeedatibelata storage
device 320, only 6@@8&%83%3%&{9%@6)&}9%&9 ﬁ%sy%‘(’ﬁﬁg&@%@ ?A'edcf‘é?asstp&eadmg@“ the data

storage device 320 Is erase en the master passwor required. Step 4: Unlock a mismatched drive
20 Suppose that devisa20hiadddta gideagendti go3ADiHoymiane depignes ofhdhenadoldtydata storage

device 320 in the CE product 300. This may occur when the matched data_stor device 320 is moved
to another systeri R R Hl 64 BHSTHGH SRR IR RN FARERERTES IHEETRfomHRTM SR ed nto

the system. sor the &@@Wtﬁ%z t@ﬁé@?@?@?%ﬂ%%‘é@{?riiﬁszﬂﬁ%\d?& &?ﬁe%ﬂ@féﬁ@& data storage device
320. The data storage device 320 remains in the locked state since it cannot get a valid password to

unlock. An incorredtbedginenpasshepdqseniciniecationyrevesigrdfiesijlprmiserachedfensmgstion key
and decryption k%arpl?/ (S:pglérciltl)ﬁtte %é an unééjsccessful unlock. An 16 FEBRUARY 2006 -18- attempt limit
counter, depicted as r ference nuinber 8506 will defeat repeated trial attacks or repeated attempts to
unlock the data storage device 320. When

Conclusion

10 A security method for providing security between a host device 2000
and at least one data storage device 320, includes generating an encryption
key 512 from a first counter 314, encrypting a password 514 according to the
encryption key 512 to obtain an encrypted password, transmitting 516 the
encrypted password 614 from the host 2000 to the data storage device 320,

15  generating a decryption key 612 from a second counter 324 that is
synchronized with the first counter 314, and decrypting 616 the encrypted
password according to the decryption key to obtain the password.

Optionally, the method can also include a step of incrementing 518 and
620 the first and second counters, 314 and 324, after a predetermined criteria

20  has been met, effectively creating a different encrypted password than the
previous encrypted password. Further, the predetermined criteria may be
when a successful access to the data storage device is completed or after a
specified period of time. The predetermined criteria may be each transmission
between the host and the data storage device. Also, the predetermined

25  criteria may be a function of the host 2000 or the data storage device 320.

Another contemplated embodiment is a security system including a host
device 2000, a data storage device 320 operatively coupled 330 to the host

device 2000, and a password, which is sent from the host device 2000 to the



the maximum number of attempts has been reached by the attempt limit counter 606, the unlock
command is aborted until some predefined reset 5 criteria has occurred. Preferably, the predefined reset
criteria is a power-on or hardware reset. In summary, the present invention can obtain a unique
encrypted password at each transmission to a data storage device 320 over bus BBERDA RN A@ENY
synchronization counters 314 and 324. The present inv@otion 10 provides for only the encrypted
password being sent to a data storage device 320 over a bus 330. Preferably, a 128-bit synchronization
counter can suffiéfdatiferatanirafethprsie e Rassyaerdherdangeavaithatsienrisaien. The above

described metho?;oﬂﬂ]%%q%sr%g%r}% &Q%é'%%@gesf&% a CE product 300 even if the encryption
gorit 5 re

and decryption a ms are known. oreover, erred embodiment of the present invention not
only fixes the match prdbjeindrdiywedre adeosit?GG6tandadatadtotagefaevica8R6 Bild simple way, but

also implements resynchronization between the CE product BOO%[E% its designated data storage device
320 when loss ofm&m%mmgﬁgéﬁi a@gwfgsé?ﬁ@m el PHES Fdmethods used provide
away to 20 satchSrlaisieieasdayicR §M?&Q§@d@ﬂ@ﬂ@¥%&&@ﬁ%ﬂ%ﬁ%ﬁ@ﬁ- Further, itis
difficult or even impossible to use the data storage device 320 in any other system other than its

designated host 2900 zsiiity thddutelecantaiestdtagervenicEr3R0E Y dadigrarsa tedseRoe is
copoaly saniica 3, RreISRLR S Rpies T bfssun D g revens 2
320. In addition, the seeuyiptitaakueaad the pafewetdeprhndiobeingf dbet fraseitid hsntivjeeotect the
data storage devizcz()eOS?O from attacks. Moreover,
10 The security system may also include a data transmission system that
transmits the encrypted password to the data storage device 320, a data
transmission system that receives the encrypted password from the host 2000,
a decryption key generated by the second counter 324, corresponding to the
encryption key that was generated by the first counter 314, the password
15  being regenerated by the decryption key after being received by the data
storage device 320.

Further, the encrypted password may be altered due to the occurrence
of a change in the encryption key. The change in the encryption key may be
due to an increment of the first counter 314. Preferably, an end user can not

20  access the first counter 314 and second counter 324.

It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, together with details of the structure and
function of various embodiments of the invention, this disclosure is

25  illustrative only, and changes may be made in detail, especially in matters of
structure and arrangement of parts within the principles of the present
invention to the full extent indicated by the broad general meaning of the

terms in which the appended claims are expressed. For example, the



16 FEBRUARY 2006 -19- the starting synchronization counter value may be randomly assigned at the
time of manufacture to both the host computer 2000 and the data storage device 320 in order to lessen
the possibility that a designer of the security features could publicly disclose a method or apparatus to
break the encryption 5 or decryption keys. Therefore, the security features of thesprEdRUad Yenmbodiment
of the present invention have significantly more secure-fgatures than past security techniques.
Conclusion 10 A security method for providing security between a host device 2000 and at least one data
storage device 32@;rm&f/@1@@1@@ﬁ‘@¢étmg}aﬁaéﬁcﬂypﬁ@ﬁﬁkéwamrﬁmt&ﬂ@r enmiertsrn fentigpting a

password 514 ac I8 e H{ li;1 iﬂ,1 0 ansmitting 516 the
encrypted passwggégéﬁ%&%%%egﬁgt %%%(g%ﬁel% d%% s%ra%%%@ﬁ%%@%ﬁﬁs ge%%ﬁrn;é[ing a decryption
key 612 from a s¢aanticaalitiendBotinad épasyirghfomizetiendtio pleeafics s pixtintertBé prasehtlecrypting 616
the encrypted passwogd according.to the decryption key %%gqtgﬁin Lge 8oasswo d. Optignally,.the method
can also include SSERIncReAsHING ST QNS 60 i HricsheraReOHY Y uErs! 8324, after a

predetermined critefige2R s ReRd: rHﬁRv@ﬁ?ICQ\éPAYaCJﬁﬁH@g é’y@’iﬁﬁ[?ﬁ%ﬂ%@&%@%ﬁrwhaﬂ the
previous encrypted password. Further, the predetermined critéria may be when a successful access to

the data storage Heeseskiliashiplehecor thiaétlae sprdifiegsdribe preiaet Mephedetambined criteria may

be each transmlssmwebcﬂ\éve%fg the gpst agldlghe data storalggtdewgesyéclso the Predeter%iled 25 criteria

may be a functioft'oF the host 2000°6r the data Storage device éiris that ate Capable of

storing data, such as MP3 players and digital video playback equipment,

without departing from the scope and spirit of the present invention.



Another contemplated embodiment is a security system including a host device 2000, a data storage
device 320 operatively coupled 330 to the host device 2000, and a password, which is sent from the host
device 2000 to the 16 FEBRUARY 2006 -20- data storage device 320, where the password changes with
a transmission from the host 2000 to the data storage device 320. Optionally, the security system may
include a first counter 314 in communication with the host device 2000, a secons FEBRURRS 240k 5
communication with the data storage device 320, the sexond counter 324 synchronized to the first
counter 314, an encryption key 512 generated by the first synchronization counter 314, an encrypted
password generated 514 by the encryption key and the password prior to being sent from the host device
2000. 10 The sec 7 also include a data transmission system that transmits the encrypted
password to the data storage device 320, a data transmission system that receives the encrypted
password from the host 2000, a decryption key generated by the second cqunter 324, corresponding to
the encryption key tha%ﬁ%félﬁg'ngﬁibod?lgﬁ}rtﬂéoﬁé{%iﬁﬁgﬂ@%’f}‘tﬁeéz?)8&%38"1‘? BBfha regenerated by
the decryptiogw key affer Peing dr%cei[ved b)éthe data stora eﬂge\{cice 320. Further, the encrypted password
may be altered due to the occurrence ot aeghcaehﬁ%nilﬁ he' nc?fp?f%sn ey. The change in the encryption
key may be due to ap increment of the 1}}r(§rt1 gaunter | BéLfl.rsE[’rc%@rge%ly, an end user can not 20 access the
first counter 314 andSecond Eounter 324. It IS to be understood that even though numerous

characteristics and encrypting a password according to the encryption key to obtain an encrypted

password;
transmitting the encrypted password from the host to the data storage device;

10 generating a decryption key from a second counter, operatively coupled to the

data storage device, that is synchronized with the first counter; and

decrypting the encrypted password according to the decryption key to obtain the

password.

15 2. The method of claim 1 further comprising a step of incrementing the first and
second counters after a predetermined criteria has been met, effectively creating a

different encrypted password than the previous encrypted password.

3. The method of claim 2 where the predetermined criteria is every successful
20 access to the data storage device.
4. The method of claim 2 where the predetermined criteria is a specified period of
time.
25 5. The method of claim 2 where the predetermined criteria is each transmission

between the host and the data storage device.



advantages of various embodiments of the present invention have been set forth in the foregoing
description, together with details of the structure and function of various embodiments of the invention,
this disclosure is 25 illustrative only, and changes may be made in detail, especially in matters of
structure and arrangement of parts within the principles of the present invention to the full extent
indicated by the broad general meaning of the terms in which the appended clamssre srprassed. For
example, the 16 FEBRUARY 2006 -21- particular elemegts may vary depending on the particular
application for the security system and method while maintaining substantially the same functionality
without departing from_the scope and spirit of the present invention. In addition, although the preferred
embodiment deséribect RErBIFBSK, BIrElen fo hisc RVE TEF ST RIne StGHGRS s e MM B Whpreciated
by those skilled in thieogst that the teachings of the present invention can be applied to other systems,
like consumer electronic systems that are capable of storing data, such as MP3 players and digital video
playback equipment, without departing from the scope and spirit of the present invention. -22 What is
claimed is: 16 FEBRUARY2606d oA dectritywheibatdar-phewdelinig st etitityibedwiekimaibassfdgrice and at

5 least one data stor%gte dtevice, qom rising the steps of: generating an encryption key from a first
counter; encrypting a password according to the encryption key to obtain an encrypted password;

8.  The method of claim 1 further comprising the step of: resynchronizing the
password when the decrypted password does not match a stored password.

10
9.  The method of claim 8 wherein the resynchronizing step further comprises:

allowing the data storage device to search valid synchronization values within a

given range whenever the data storage device does not obtain a valid password.

15 10. The method of claim 9 wherein the resynchronizing step further comprises:

updating the second counter with a valid synchronization value plus one, after
the data storage device receives the valid password with a certain valid

synchronization value.

20 11. A security system comprising:
a host device;
a data storage device operatively coupled to the host device;
a first counter in communication with the host device;

a second counter in communication with the data storage device, the second

25 counter synchronized to the first counter;



transmitting the encrypted password from the host to the data storage device; 10 generating a decryption
key from a second counter, operatively coupled to the data storage device, that is synchronized with the
first counter; and decrypting the encrypted password according to the decryption key to obtain the
password. 15 2. The method of claim 1 further comprising a step of incrementing the first and second
counters after a predetermined criteria has been met, effectively creating a diffesamBRoxgptemgpassword
than the previous encrypted password. 3. The method giclaim 2 where the predetermined criteria is
every successful 20 access to the data storage device. 4. The method of claim 2 where the
predetermined criteria is a specified period of time. 25 5. The method of claim 2 where the predetermined
criteria is each transnussinerypeiwe&ethgdnesitaddithetbatéistoragedeyvier. eAdriptéEBRIARN 2006 6.
The method of claim 2 whetredtlge a{edetermtinedkcrit%[lia is a fungtion to; the tﬂoﬂ. 57 The {netglod of
claim 2 where the pr@ﬁg?é?rﬁme Crteria s fuhction GfRAE dlta szfgraéoenbev?ce?sé.dleﬁ’éc?né’tho% of claim
1 further comprising theasteprafe résyiaehvdmnizéenidhéheaspassd/eicnges wiitle dectypidsspastwordi@oes not
match a stored passx{gq/]gsrgfo]}%gag'tg(as trggtréogl olfccélaim 8 wherein the resynchronizing step further
comprises: allowing the data storage défice o Search valid synchronization values within a given range

whenever the data storage device does not obtain a valid password.

12.  The security system of claim 11 further comprising:

a data transmission system that transmits the encrypted password to the data

storage device;
10 a data transmission system that receives the encrypted password from the host;

a decryption key generated by the second counter, corresponding to the

encryption key that was generated by the first counter;

the password, regenerated by the decryption key, after being received by the data

storage device.

15
13. The security system of claim 11, where the encrypted password is altered due
to the occurrence of a change in the encryption key.
14. The security system of claim 13 where the change in the encryption key is due
20 to an increment of the first counter.

15. The security system of claim 11 where an end user can not access the first

counter and second counter.

25 16. The security system of claim 11 wherein a combination of the first
synchronization counter value and the password is encrypted before sending to

the data storage device.



15 10. The method of claim 9 wherein the resynchronizing step further comprises: updating the second
counter with a valid synchronization value plus one, after the data storage device receives the valid
password with a certain valid synchronization value. 20 11. A security system comprising: a host device;
a data storage device operatively coupled to the host device; a first counter in communication with the
host device; a second counter in communication with the data storage device, thersBRoR Y 2000unter
synchronized to the first counter; -24 16 FEBRUARY 2006 an encryption key generated by the first
counter, an encrypted password generated by the encryption key the password sent from the host device
to the data storage device, where the password changes with a transmissigon from the, 5 host to the data
storage device. 1%?-Th£1§e%?&ﬂwgﬁgfé?ﬁl&fa@fm 1 wiberein B fifiairg 2P B AR el AisEi o ¥ stem that
transmits the encrypted password to the data storage device; 10 a data transmission system that
receives the encrypted password from the host; a decryption key generated by the second counter,
corresponding to}tlﬁe VEGBH ke thEr W scgaé @W‘*ﬁﬁéﬁ%ﬁ&&ﬁ&%ﬁ%ﬁedﬁﬁgsv&é?ae,sré &nerated
by the decryption keyyaafiebheingl neeenad: by the Yatarstaragerderieterldn ka hhe seautilablsiem of
claim 11, where the eanlgzsrglpted password is altered due



to the occurrence of a change in the encryption key. 14.The security system of claim 13 where the
change in the encryption key is due 20to an increment of the first counter. 15.The security system of claim
11 where an end user can not access the first counter and second counter. 2516.The security system of
claim 11 wherein a combination of the first synchronization counter value and the pesswerd @ncrypted
before sending to the data storage device. 16 FEBRUAIRY 2006 -25- 17. The security system of claim 11
wherein the data storage device is a disc drive. 18. The security system of claim 11 wherein the data
storage device stores the 5 password and the value of the synchronization counter on an area
unavailable to a usepD A2BAl 6 FERRGARYEAVMCH B HAEURIO R AGH BIOINCANTE APRAR AVIRI$IOD AND
APPARATUS Abstract of the Disclosure Methods for [ rovmg securlty in data storage devices are
disclosed. 5 The methods include a synch tHe WAHER an encrypted password, using any
known encryption algorithm, keeps changing at each transm|SS|on from host to data storage device.

Additionally, a security system for implementing the security method is provided.
Methods for improving security in data storage devices are disclosed.

5  The methods include a synchronization method by which an encrypted
password, using any known encryption algorithm, keeps changing at each
transmission from host to data storage device. Additionally, a security system

for implementing the security method is provided.
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