WO 2008/ 100225PCT/ SG2007/ 000049 1 Sof tware Application
Control with Flexible Activation and Deactivation of
Application Features Field of the Invention [0001] The
poesenonzavention rel ates to software appl i Ca&6007/000049
control. In particular, the iqventi on relates to a
system and nethod for controll'ing accessibilities of
software applications of conmputer term nals connecting

to a network, inc%&iﬂng Internet and intranet.
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designed with a tine-based expiry nechani smor feature
di sabl i ng mechani sm or a conbi nati on of both to
control those |intati diéd offthe HvefiBorbased expiry
nmechani sm checks agai nst the conputer system date
with a preset ex date to
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aﬁg&w uter, the day of installation Is recor and a
p

e qpplieatipnsol capputesfjermrinalisonnesting i1 apdtaeikoincldding Internct
| Sndleiansg ned. Upon expiry of the trial software, the
software i s rendered unusabl e/ di sable. The feature
di sabl i ng nechani sm di sabl es the software product
partially by disabling onl cert in features of the
sof tware product w thout exﬁlgr?/ ate. For exanple, a
trail version graphic editing software can be used

wigongjut expiThipt siditvere froductshe share@a podutis Ate dMRAtIMIBE in time
experience all
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limtat|ons  ,can usually be renpved by enteri ng a
uRPHL t&gﬁci g{mtms. The time-based expiry mechanism checks against the

computer system date (i.e. current date) with a preset expiry date fo disable the
software applications upon expiry. For example, when a 30-days trial software is
installed in a computer, the day of installation is recorded and a preset date, i.e. 30 days
from the installation date is determined. Upon expiry of the trial software, the software
is rendered unusable/disable. The feature disabling mechanism disables the software
product partially by disabling only certain features of the software product without
expiry date. For example, a trail version graphic editing software can be used without
expiry date, but the save and print features are disabled. Accordingly, a user may
experience all the features offered by the software, but the user may not be able to save
print the edited work.

[0003) The limitations can usually be removed by entei;ing a unique serial key
obtained through a registration of that software product. These mechanisms are used
commonly in software marketing industry, where the developers do not require flexible

enabling/disabling features for their products. These mechanisms are not applicable for



obt ai ned through a registration of that software
product. These nechani sns are used comonly in

software marketing industry, where the devel opers do
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[0005) There is accordingly a desire fo provide a system and method for
controlling software applications or features accessibilities for computer terminals in a

computer network in real-time,

Summary

{00086] In accordance with one aspect of the present invention, there is provided
a system for controlling accessibilities of featwres executable and remaining on a
terminal over a network having a control terminal and a plurality of client terminals,
the sysiem comprises a control agent for residing in the control terminal operable to
define instructions for controlling the accessibilities of features and broadcast the
instructions across the network; and a client agent for residing in the client terminals
operable to listen to the broadcast from the control agent and execute the instructions to
intercept activities in the client terminals to control the accessibilities and processes of
features,

[6067] In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions

may also include information of features to be controlled. The instructions may further



Summary [0006] I n accordance with one aspect of the

present invention, there is provided a systemfor
controlling accessibilities of features executable and
WOPEIRINGS on a term nal over a network havi ngcdsc2o07/000049
control termnal and a plural i}y of client termnals,

the system conprises a control” agent for residing in

the control term nal operable to define instructions

f of{YAL dmei prylodhier freewing Bhe iinsteetions. f Baeseriedruaichs may be

br eadgastkd IS SF kidshions across the network; and a
client agent for residing in the client termnals

operable to listen to the broadcast fromthe control

ag and exgc st ructions, to intercept '
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ac ce Wi th one enbodj t, .the instructi ons may
R QRGP e eRal . ep GRS R (61 periny festures
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i nclude information of features to be controlled. The
instructions may further 3 include a tine period for
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broadcasted in a form of neSsage. [0008]1n accordance
wi doResgiRiitise pT Epbensi mayninciude peraniting atrass thhetdxecuted in the client
COoRRhihge hese [ : rol .agent
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features characteristics/signatures for acconpanyi ng
with the instructions.

[00107 In accordance with yet another embodiment, the control of

accessibilities of features may include intercepting running processes and shuts down

the processes,

[0011] In accordance with yet another embodiment, it is possible that the
features are software applications. Further, it is also possible that the network includes

Internet and intranet,

[0012) In accordance with another aspect of the present invention, a method for
controlling accessibilities of features executable and remaining on a terminal over a
network having a control terminal and a plurality of client terminals, said method
comprises defining instructions for controlling the accessibilities of features at the
control terminal; broadcasting the instructions across the network; listening to the
broadcasted instructions at the client terminals; and executing the instructions to

intercept activities in the client terminals to control accessibilities of features.

[0013) In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions

may also include information of features to be controlled. The instructions may further



[0009] I n accordance with yet another enbodi nent, the
control of accessibilities of features may include
permtting features to be executed in the client
Wernes1a¢225s The control accessibilities of feaburaSmibonso
include rejecting features to pe executed in the

client terminal in the client termnal. [0010]In
acco&lganc:f with, eit anot her enbodi nent, the control of
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[0011] I n accordance with yet another enbodinent it is
possi bl e that the features are software applications.
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sai d nethod conprises defining instructions for
controlling the accessibilities of features at the
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the network: |istening to the broadcasted instructions
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[ 08 4Maln accordance with one enbodinent, the

i nstructions may include user/node |IDs that correspond

to the client termnals to be controlled. The

i 18MBLict i ondn mesprdenero withcyal dmothnf embadiiment, df if pakiblecthat the

t %éi’ﬁodc&)%ﬂrﬁéé ﬁ%rcegttﬂ?g ﬁ:ﬂn%%g& %%&c%s%@s? anrcrlaéﬁuisud’otwl?ﬁ[-le processes. It is
also possible that the method comprises receiving broadcasted user/node IDs from the
control agent. Yet, it is possible that the method comprises matching the broadcasted

user/node IDs with a user/node ID of the client terminal. The method in the aforesaid

embodiment may further comprise acquiring information of characteristics/signatures
of the features to be controlled from the control agent; and acquiring time period for

executing the instructions,

j0017] In accordance with the aforesaid embodiment, the features may be

software applications. It is also possible that the network includes Internet and intranet.

Brief Description of the Drawings

[0018} This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:
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software applications. It is also possible that the
network includes Internet and intranet. Brief .
Description of the Drawi ngs [0018] This invention w ||

ve degovzbed by way of non-liniting enbodi neptss@fiotddtoie
present invention, with reference to the acconpanying
draw ngs, in which: WO 2008/ 100225PCT/ SG2007/ 000049 5
[0019]FIG | illustrateg netwrk of a plurality of

term nal s having an acc @%@P@Wu@yst emin

accordance wi th one enbodi ment of the present
inyention; [0020]FIG 2 illustrates a bl ock di agram of
anl9t8ess cdhlipeivithjhag ahove sumpeany thefollowing Hesoription of a number

MO SRRt arfdl alteliBitiPl RFP0AirdeMECHE | PVided to understand the inventive
features of the present invention. It shall be apparent to one skilled in the art, however
that this invention may be practiced without such specific details. Some of the details
may not be described at length so as not to obscure the invention. For ease of reference,
common reference numerals will be used throughout the figures when referring to the

same or similar features common to the figures.

[c024] According to one embodiment, the invention provides a system and
method to fully or partially contro] accessibilities of features for software applications
for computer terminals over a computer network. The system can be used to schedule a
period for implementing the access control to a specific group of users or nodes. The
access control can be performed in real-time within the Internet or intranet
environment. The system provides a control agent for defining and broadcasting
instructions for the access control, and a client agent residing in the computer terminals
for listening to the broadcasted message. The client agent executes the instructions to

control accessibilities of software applications in the computer terminals.

[0025] FIG. 1 illustrates a network 100 of a plurality of terminals having an
access control system in accordance with one embodiment of the present invention,
The plurality of terminals connect to the network 100 via standard connections, such as
LAN, wireless LAN, WAN and ete. The network may be an intranet or Internet. The
access conirol system is adapted to control software accessibilities fully and partially at
the terminals. The software inchides any sofiware applications such as word
processing application, graphic processing application, and ete. The Access conirol
system is also adapted to control users’ accessibilities to all features/processes,
commands/instructions and the like that are exccutable on the terminals. In full
confrol, the access conirol sysiem activate/deactivate the entire software, whilst in
partial control, the access control system activate/deactivate only some

features/processes of the software applications. For simplicity, the software



[0021]FIG 3 illustrates a flow chart for perforn ng

an access control process in accordance with one

enbodi mrent of the present invention; and [0022]FIG 4
weenlikes a schemati c bl ock di agram of aC CRSBSG2007/000049
control performby the access 7control systemin
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fk@gﬁ&%@?éﬁé?@ lam}{ggg S%IPEG%}%#L N gnpguent whern the gecess control is
progiigds ahsyp@n afddel of the control terminal 110 broadeasts
commands/instructions in a form of message to the client terminals 120 via the network
100. Upon receiving the message, the agent models reside in the client terminal 120
executes the instructions/commands and screens all the activities/processes that are to
be executed by the client terminals 120 based on the instructions/commands given in
the message. Depending on modes of the access controls, the agent model of the client
terminals 120 permits/prohibits the features to be executed based on the message
received. For example, when the message contains instructions/commands that
prohibits certain features, the agent model of the terminals 120 rejects the prohibited
features upon detecting it while screening the activities/processes. The message
comprises user/node IDs of the terminals 120 to be conirolled, commands/instructions
for the access control and a validity period of that conunands/instructions, and possibly

enctyption key information.

[oo27] FIG. 2 illustrates a block diagram of an access control sysiem 200 for
the network 100 of FIG. 1 in accordance with one embodiment of the present invention.
The access coutrol system 200 comprises a conirol agent 210, a user/node ID data 212,
an application control data 214 and a client agent 220, The control agent 210, the
user/node ID data 212 and the application conirol data 214 are resided in the coniro}
terminal 110, and the client agent 220 is resided in each of the client terminals 120 that
comprises a plurality of features 222 and a system registry/hidden file. The control
agent 210 and the client agent 220 are agent models/programs that reside in the control
terminals 110 and 120 for performing the access control. The control agent 210

provides functions for defining instructions/commands for the access conirol and
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I nst I‘_UCtI ons/ conmands 8[‘ t he ccess control, and‘ éj ?
VIBE clgnt e 226 uthey motirageios of atint feotures P2 inthe relienaderminal

I i ncl.ud P _addr e any any.. i
D ERhding S Btk o B oL, Wher'l R igpdfonnres
f¥28rare Heeasbadtivedbe tlndagent 22@ intdcpanthe tnivag’ biress and shuts

instructions/c nd he features 222 to be
c(g) x ?ﬁeefgﬂlg%%ga e@iﬁ‘&e fied in a formof paraneters

of instructions/commands. These features 222 are

aval | abl e fQQ sfgé,ecti ons fromthe application control
d¥ta3 214, THE riRging 4R £1Gns teovplingion; ceeire] deta 214 is pre-defined

8 BioRid! ih A%HEBRR b RIAPEnh RO for Q@ﬁﬁﬂl% Hs%ﬁc’tito}w@on%;ands for the
instructions or a conbination of both. e

[Beessf Bertrohglheyipformafinnr anst dherastesigivs/sigpatwiondf drecfesthwes 222 can
f : . : rmtting- e

ibﬁ g?’%%ﬁ%ﬁgﬂ}é %@% iﬂ?e; fé%\tﬂxgz% 233 bR VG RELT! bfideh %S uals
20 SEPLO0RDSRETHIGABOFNYODIO H8rtP sofawase, stch dsepyv EonmdRerosoft,

I . ce the ness i,s . defined, th
2B e € 1L OBl SRR L SSe wsoebisb sty and
ayssige 290 thegros ont the et K TH QppN¥eion tbRrdl! da@R14 requires
agent 220 receives the nessage, it screens through the
activities/processes of the client termnal 120 and
controls the accessibility of the features 222 based
on the instructions/commands and validity period
defined in the nmessage. During the validity period,
the client agent 220 provides two tiers operations for
controlling access. First, the client agent 220 sends
nessages to the rel evant software applications to
enabl e/ di sabl e the features 222 that are to be




and stored in a database to form paraneters for

defining instructions/comands for the access control.
The information and characteristics/signatures of the
Wors18822222 can be obtai ned directly from thersc2007000049
features 222 providers via thesrel evant techni cal
manual s or support websites, or by the any third party

soft such p ++fromMcrosoft or the like
t hgt"y\g‘ﬁ? ofﬂ’iaP?‘MP CRRHCatiaps PBFeaies 322 afecpiopided'in the client

pr maaﬁast,zut wigags aﬁmiéaﬁ@asc%ﬁastsda@asm Mv;gétﬁ ur%;ba%afésf%%ntmi may

The application control
V\OB?@@? 1%62’2@! SEPITORalD cuBMands ‘Wﬁda&lamge!fsdhatmpwﬁymg the
S Ofdaitdse 220 ns rovided in
t he cl isent ?Jéds ::g%hg?)s lil%ei{é\ﬁ{lﬁg tg ﬁlg‘%aé’bﬁ%i Pon° CBW%PS and

daPEapqErspr ovi ded, the access control may be perforns
by using the appropriate conmands with paraneters that
speci fying the features 222 and period. The exanpl es

belﬂm] exenplixkypkedre cocomindsiand PGt €kShword, 09-02-

Bcg%% command>>[t ehah, w nword, 09- 02- -
g@@},l ’665%’0?][0031] Exanpl e 1 provides a syntax

that i nclude a command and paraneters. The
<;[§ rrmand>> re resents the command to be executed for

Ytcess Pls| L. Providescd prridrdthabipcivde a command and parameters.
prof *chinﬁﬁn& px‘égentsrtgée %dﬁ‘l}gétﬂrté bgg #ﬁ{eﬂ&t %SX RS tl()fl The

i nstructi ons as descri ove
p foamRand Maast bead prodibitinighspe b%nwﬁﬂwommdztmi‘gmbﬂ of mstructlons

b th /
ARk R A d Whlho e LR i sppman
t sheuld behave. bialmrmneaﬂrk s;:drt vm Supsh@FEDE eliah” that tells which are

u = S, t t he access control
on BRE ke 320wt orF RERS iPied ik s sabosgpie o and it
t hge(m&tsrihdtl}he ﬁc&hﬁhonﬂrtﬂgﬁ&ﬂd b8 - eif@rrﬁelﬂeorﬁéﬁeciﬂéﬁﬁE&uﬁal 120 with
CIfI g%)f%ag 120|sto be controlled
fehn dogged Iy Pé’é?scaé? whefe acsppciie clieat ferminbl 1280s to be
n&ynthﬂledsﬁﬁbd Theteh 4sNP aB@ER bt !
t e MV or oeo] te Dot dl SI\/ISa r@glgercézgir@]ﬂt frglo Flzgd[zﬁ H%,? I LS, Then,
clt ee}i’ﬂrarf“’é?fm%worﬂé@[’ec'fw& @ﬂQ@nWOtdtﬁ\é‘éer’cetcensoned on
s peCdikhEsintikg Iﬁﬁ MeLaRfs ﬂt?l{jr ¢ @}gﬂgeﬁ gpeézyhﬁg ﬂ?qug%ﬂ}d period,

synt ax is to be activat on uary
f &t Whichdhe ghove pynex lﬁrtqhna@sva(lai R ghruaty 2607 18308 for atpenod of

L B8 nBfflest b8, POLATRLELS 18 ARG e Dot b ol the'SPhtax s

[ 6082]yExethp bgirg MisragdnWanibpplifanondows, t ehah, wi nwor d,
09-02-07, 1530, 60, WM COVMAND, 0200, 09114E]

[0032] Example 2: <<command>> [windows, tehah, winwoxd,

09-02-07, 1530, 60, WM _COMMAND, 0200, 09114E]

[0033] Example 2 also provides a syntax that includes a command and
parameters.  Similarly, the <<command>> represents the command to be executed for
the access control. The parameters start with “windows” that represent this instruction
applies to Windows-Based Operating System. The subsequent five parameters have
the same functions as that of Example 1. Thereafter; the three parameters specify a



[ 0033] Exanpl e 2 al so provides a syntax that includes a
command and paraneters. Simlarly, the <<conmmand>>
represents the command to be executed for the access
wonroope22The paranmeters start with "w ndows"pdhed2007/000049
represent this instruction app/ies to Wndows-Based
Operating System The subsequent five paraneters have

th f ' t, of EX le. 1. Th fter,

t hsgﬂfsi gz%ﬁé(ggéﬁgtpé P@ bgli} i'si);o ke cg%%llgd rather th%lrl%?e enetirre software
2 Ofrteaih0 0 ZRP WO RGZANDY, 1200480 11 353 RRféatds Cinbhi€ ﬁ{eu{) EntCfeature in
| EIYI%W @{EWRE is to be controlled rather than e

e LSRR %CWWgﬁ%mThema@mmw@r,e wovded Gom1he application
i ndngaltds d1hat the print feature in MSWORD is to be

control l ed. These paraneters are provided fromthe
application control data 214. [0034] Exanpl e 3:

i , t ' 9-02-07, .1530,, 60
o B D, COTRe B o0k BB 036 ekl S23VRFByi %-02-07,
o33 loné Opaln@PIANYNtGO f owkbehep commands may be

provided for controlling a plurality of paraneter
synt axes. The paraneter syntax provides paraneters

t Heassist art Fkdntplé Wi prokaues’ o dhe @g{;ﬁ&e&?@?&aﬁ%hic 1 commands

instruction pfgli_es to W ndows-
Tﬁléaysﬂ%?ﬁ’al?@at % corqilang Aatlwplity nefyearamaters syitaxéx ricei panameter
asyithaprovideEpaaRbRrslihal Bk eﬁ?ﬂ %d%\ﬁ@ﬁé%%@%i%%@éﬁcﬁm

specify a specific feature of int
c @Reliegity dbindowsnBased Qpsrating Sysieiny ellsofubseanant five gmeaumeters have

" Vi GEIMMONR . - q ngdj cates that the save .
feature in I?/Ié\{\%%%a} gﬁt%ggg@e do Eﬁeg aft%rd tiie @wle?af?géeg‘?r% pRecity a
t Feecifgdentang vl dx e S WEIRD ity UeaconselibdirthéacETEanE software

jqQj e R abl P ynt axes for .

pg#dfé'gérnFn ng acgte)gismégﬁ;%r%{ﬁrﬁﬁgd’}?ﬂér é“cﬁ“iﬁ’%ﬁl %‘?(t thenteee feature in
[ mqim@sm t(;:bafmnmiollcd. ohés FOBBRNHatiBooletn Brabhi 8ly 1bO used in
pth%rc%nﬁlga%d % join the plurality of parameter syntaxes for performing access control

in a more complex manner.

[0038]  Most commonly, one command is to be applied to a plurality of
user/note ID. Accordingly, the parameter specifying the user/node ID may be a link to
a list rather than a specific user/node 1D. Similarly, the other parameters may also

contain a link to lists with a group of parameters of the same category.

[0037] The application control data 214 in accordance with the aforesaid
embodiments is provided at the control terminals 110 where the control agent 120 is
resided for easy references and selections. It is understood to the skilled person that the
application conirol data 214 may be resided remotely from the control agent, such as a

server that the control terminal 110 is connected to.

[0038] In the above embodiment, the control agent 210 is adapted to provide

capabilities of defining the instructions/commands for the access control and



user/note I D. Accordingly, the paraneter specifying

the user/node ID nmay be a link to a list rather than a
specific user/node ID. Simlarly, the other paraneters
wapogliggztontain a link to lists with a gr Oum'ﬂﬁcz{)(}wg{)(;(ug
paraneters of the sane cat egogzy [ 0037] The application
control data 214 in accordance wth the aforesaid

n‘gliodcli ments_is OVI ded at the control termnals 110
wh BRI B ey ctiggéommapgs wihingkg mmﬁcdmeétsly posszble that the

r et eanbAne el a0t ﬁr@ﬂ&:d i thb %h&ﬁda?&ﬂt%dﬂl!at ‘?LVXW client

skill ed Eerson that the appl | cation control
nalpipdal e20 alse ¢ cawrad| tprofingd not thet ¢lon tecebs eqgrol cals thehaccessed

o RBTSE0N) bR TPL O G680 M 437 P Gosaii, g som

t h@l persssingcthi omgrot ompabititiss. \iFurihin ittih else possidldithaDBe udek/node ID

RS0 o 05601 0 255t d e St 110, 1

clis enderttesdnio nﬁd skAlRQ padsethat 18O Btk 912 LRY TMUNRAdy itdrbiBdh the client
be accessed anyvvhere within the

the ac contral ca
ne?%?&e@aé"r ALepsepEhy fg‘%]éent 2858t 2%y require a
securlty system for accessing the control

Eabl lities, Further, it is also possible that the
$3®hode | BlGat Hiustaessmpow wearkfos Ipp@mmlwmtmtssmonm@ltmocess

21;& BoRdneS twRH obY eth
undgr stood to toheesECQJ Qg%f)glrespg ﬂﬂfén{% gglt aﬁ%ﬁcess %’mml
21&rmyecb@1tbmdhee@btwwktm@, whirelrdgentdontihay tk@nfralrterminal 116 is

FESRA e WPl B 9T AL e 1. i

C @m@ agputd @ gsnerites amm@ammg mearser/mb (] raﬁ@bro@ﬂcasts it

e Aol 5 o s o Y s 400 et 2B of g iin

byertribealc D20 Elodokd Sierioval uskdBodeSIT M4iRGHRE dsc?bdd Nss deﬁned in the
user/ node | Ds .t hat 3{[e to be controlled are defi ned

sTE{S4E JPonpitecivighhe i mepEpege N@watt@susar/mwgéthe client
C @dtindtdl T & Rtdhse rtﬁé‘@l%t b%.tsm JF ftﬂéa&%ﬂ xﬁintalsai% RYnnect to

t e network 100 in step In step

niyolpggnt 234 of e |c@rﬁxoi fesmigahbi Ot mm 3@01 eEsighash esar/noMD of
ua%r LnRade. t
nessage uglg rl% ayégg |ﬂ1i/a|IP ﬁg&fﬁ&j @r oad‘:’:] }h%gljsrerlg%o% 5912) %ﬁgﬁd in the
t ﬁ“@sﬁﬂg'éﬁh‘?@@éf tenipdl 128 discarileiht message aad BstdRToi &ther broadeasted

g€ nts,220 of. th lient term nals
%gﬁg%n e%t{g@ tghgl%c%g(?}% cligs twlﬁﬁﬁ%‘fcqr’f‘?gcté%ﬁ} erqgpirol agent
t azartmamemamepmﬂmg 130ctidngcorhif@s® (oS harestohdbiQhd validity

m.nal, 120 tha es not match with the

L
ugeefﬂdﬁ é’ggﬁ‘i BE&LEEP?#FQBHWC‘% hMé’éea@’é““‘ﬂ%S/%qﬂiﬂémds is to enable

t thenfemades 1RQ 6 SEA4INSat B msﬁﬁgﬁct%g/c&hﬁltaﬁﬁsaré Rbpt in system
ot her broadcasted messages. At step 350, the mat chi'n

clesHY 19 R nal didgon @%f’n @Bt siodng han chat esmine)ed2o. 220These
t Pistr@tioh & i ti S

| Pt ioh A ERLS S0 AR 19 bASIEHEL AT A Sl Ghstrction
|Pr§ﬂde%ta11@§sw't§bﬁhaam§sag&m@rstqahisa né"urthcrt islhndd ciomeaminttals are

|aIl at, ste

B5h8 07 B LA St Dy REQH 5L ki BB
$fr0msﬂ1<astmed chesterh indgistfyanr hixtdont ﬁlbgwilftmut Ehft reed BarRafrichin® the same

ruct | comma re. kept. for nonitaori
(Bt Bl st 21 G2 e hecins tion ruimanca gt e
tlestures s agp 370, SHeeglieRBAgen 210 ?ﬁﬂnbié%‘d' RjcbReall Feraﬂ&é“sadhét are
are rebooted or interrupted, the client agent 220 may
recall the instructions/i nd| viduals fromthe stored
systemregistry or hidden file w thout the need for
retrieving the same fromthe control agent 210 agai n.
When the instructions/conmands is to disable the
features at step 370, the client agent 210 prohibits

and rejects all features that are WO
2008/ 100225PCT/ SG2007/ 000049



13 prohibited. In steps 360 and 370, whether the
i nstructions/ conmands are prohibited or permtted, the
client agents 220 nonitor status of the access contro
Wa 2gBap2890 and i nternpt any processes that Bresc2007/000049
omtted. The control agent 218 may thither retrieve
the status fromeach client t ?n1nal 220, when

he aforesai d enbodi nent, the

nece r%/ I [ 0043}3én ‘ie
medg s s JoY ap %|7QMWﬂ1ﬁth%rr¢h§/1nﬁ!ﬁ@tn9w¢mmw@s m@gprohibited or
onpyrmitgsddl tHehickl ARRAL %20 e} §taﬂ1g QO AROMLLS Bm?ol R step 390 and

necessary i nstructi ons/ conmands upon recei vi

br BATURSIE ProResea it are gmittedo e rerdrohigent 240 mh;t farthatrétieve the
e ek #5fleact dHRnlRARAA%20 ek G, user/ node | Ds and

t he necessary i1 nstructi ons conunands together and the
client agents 220 execute the instructi ons/cormands

Wi t the teps,.34 nd 350. ,Furt her,
@B@?‘er ent %?ge?ai{é%%aéégw ﬁ‘g |‘Té‘?'?fagPé°f oﬁ%as‘*ﬂdz@“h OHIY the
vv| vdar/pdde dDs eSQJyCOBmd Othepezl1erﬁd,telhhﬂal§| 1&!“310@9@6“ thgzgecessary
i nstructjons/conmands fromthe system

th
BRI B P P o5 dhecb SRR b e, OB A PRI it
4 axateplatitd embedineie MRE in6sshleQelricditRY B?eWnQ&e fﬁkemﬁclggﬁécessmy

ontr ol, Perf orned by the access control system 2
aclgg}%3%§°wd%né°g€m§bdl% ntiheof cli¢end paeemtent220 execute the
| iefikiieR/cohifingd WelRbud@e e ent
termnal 120 Iistening toq{aeﬁ(i%%r%t cg@tsa&r]g%wat hl%rtlhel’ when a

c SHEPLEIH vag@Reessing the PHentddringmi 120ewith tbalacc:eas)comnmens@sme client

S war e sof

¢ a8 nfy SRk e M BB RS Rptipiy or tidden
( die)wheaopplicablee client terminal 120. In use, the

control agent 210 accesses the user/node ID data 212

and the application control data 214 to define the

us{@ﬂ#ﬁ}node | X3, ah dxdrtifict Gt $cR884ROBBENdRiglal of BB AL St%ntrol
control e control ent ﬂenerates a nessage 410

b#’oa%%%?&tbw e GoRtERl o AQ0 gesareance Withmng pabediisent of the

| piesem eivediddh. WO BLER 8Ny DIPreking: 6]?1?1"1% 6 4 a?ﬁﬁ] listening to
cli ep}i()?‘%% t 220 aut henti cates the nessage I%

s88 o fhecongelcageni 2 18in h@nhﬁﬂﬂﬁrmmh 12ﬁe¢0|mp¢hses software
The BB2RI8, THBvaONE ARSIl UPe P{ap ggﬁ b ® fqt%c# Fy &%ee Center-

client termnal 120°t0 be contro
2 Bepceping{dnic(GRI Bt 400eqiithe elient Mmmahilﬁm I tw, theeonmoltagelt 210
ag@c@§seszﬂ1g éﬁérﬂmﬁ@ | 315138 iizhg 8%‘%}1:“'8}1’?{’3‘@%%‘& tp glefine the

corres I NS ructlons
ageino 1@3 @dsmehmnonsm)mmﬂf st the BEeEH BARRAS THE \BRrdYagent

P rFRA B G P rbedsadind 11 o e o dohvindie nconc

1m aﬁpbrn@ﬁﬁwaﬁg $he Ihessﬁg“eﬁﬂﬁsﬂlb lcliddt 1086t 296 %ﬁﬂbtﬁ&hﬁés gl'é%essage
e}ﬁ]p the contr agent 210 has been configure
pwéq, seeuti

Wemeweél P4 B petirscrethodo JUg4gessage 410 contains
ethk ube/no @ Iﬂ%fe’thé\cﬁérh:' Hérmﬁ f"iﬂf £ Aol MEB agﬁxgrﬁo of

tEiftware B, and prohib eaturer softvvare
& cliget fepraingbbkA0 aonacces tarﬂ@p ®ninpltaigemt 230 viths Iesreety#90 fo Ririeve

R ot A PR S 5 o LT S e

tigstystienssomaddbgivemby QRUoAHH agdt 200,the glzem agdihyzza screens all

f t ft dt
gﬁ% ea?‘g\;nz%s? (\?\%%s:egél € {%{1 %PP?B“I:#?}? ﬁlga thqo sg e accgsmblhtles
ragp@dinglt. alfvd exainplet ﬁe aﬁﬁb%ﬁt A PR BRAHAGROf
software B are permtted t e execut ed. [0%%2 S0 ‘%el%lt the

referring to FIG 4, the client agent 220 perforns a
real -tinme



nmonitoring 420 for all the activities/processes that

are running on the CPU 400. Wien a prohibited feature
is found active in the CPU 400, the client agent 220
worersagepts and shuts down the prohibited feagdwasdonoonoso
real -tinme. For exanple, the sgoftware Dis not screened
by the client agent 220 and it is active in the CPU

400... Wien th ient ent. 220 perforns the real -tine
oD RS ol e G i ROt o e ST eacurs A
shof sfgawnBtdng dsObdtie kefkhre 10 BuddBt ®@tih GNhoufd @\Fﬂ%‘é 9F & particular
duri bhe p&rlods of access control specified by tﬁ%
c o‘ﬁ'?‘?%l Wgn trabonggiodg the giliew ngemsiPOdnteragpis @lllj tha wotivities/processes

t empi Aéto JelBedldOWSHORIPY S0 tm&g@é@g& é%érﬁﬁﬁ W &Rute feature

and feature B of software B to
[ 00 28 pAkvare Bognd dhef entiresfiordian® mbd Dhanvibe KR8 Mewiti bebejdoted and

e et S AL e B R RE .

could be made to the present invention w thout

d ing f the.sc f the inventio 15 CLAIMS | |

1.6[1@4;2£/st em ? %ﬁ]rgfc)éﬁfqgoﬁpﬁﬁg %C%@S@F‘Eﬁ pgent 220 drerfprng @ rgd-time

exeatitosing d2Gfod all eeictiyiigs/ Qbcaased Al &leirtidhi®d oS tHe @M 400, When
avi a control term nal and

termnal s, over .a.network . h n | )

¢ AP BRI gt d Tl Beftvo i GIAT 400, fetigyistaem 220 iterocpts and
CotmsidsiGhe prohibite@ f6RGE iR cAGRIRL Folexhifpled 'ﬂﬁgso!ﬁﬂr?}ehﬁ is not
control termnal operable to define instructions for

c SHESPRIbY P dhet ageric8iapd itils sotige wrthe GBUIA08s Winindhedlient agent
{2201t iiché ARR R GhtABrH 830,100 61dPadl 3bo SALLERP AR huss
ro % , I nror I’Té% I on

to the client termnals to be’con

ofdopmdhe eoitnarec upen Weteotomt rBletedate, dmidgahd perivdpef hadss control
f t i LUCE i ons,,-and. br padcast

|l b Conk B AL O 50 By B 85 1 tows onty
ageftvart dr (fulbatdiesardifedtine Bodfisefart Brioibeakscugger abl e to
listen to the broadcast fromthe control agent and
execute the instructions to intercept activities in

t w4zl i ent Wallerspelfie dtbaafddiPhaveReRAERFBEPLA tiBRated, it is
2, The system according to

andeﬁ%oefaﬁes of(%eatures”_ : Sy, dir
cMATRIOT iRk et pprgernaiedifiestiopnsvarstionsoant aembidations dhercof
f o6ulll e MBESAIe present invention without departing from the scope of the

invention.



3. The system according to claim1l, the systemfurther
conpri ses a database accessible by the control agent
for storing the user/node IDs. 4. The systens
according to claim1, the systemfurther conprises a
dat abase accessible by the control agent for storing
features characteristics/signatures for acconpanyi ng
with the instructions. 5¢iH@systemaccording to
claim1, wherein the control of accessibilities of
features includes permtting features to be execute in

the,clientctermnal . rejecting f ,__aﬁu__[‘es 1o be execut.ed )
L R h oMb af SR RD oL BEL ke BaRE e SEmRing on o
pluprliog e slesit anehisiybYdrnOnd@wk hden Pl 06883 Q8ming- andiNBe plurality of
.system according to claim1, wherein the features are
C[‘@gﬁ"ﬁéﬁa& By iteReBwEsng16 7. The system according to
cl aj B dirol WOELSHP 108 DET MR K i BelHdes, Lot ernet and . .
24 Byl WEAOHR LB YL DTS LRLGORSE 9, pcns
for gbnfralfitg ries aexedbitidld of &mdn‘éseWﬁie[‘f'tiﬂgh@lihsﬂ‘u@ﬂicufsalhbltt&e Qfer/node
client termnals over a network having a control
IDSttbé?tfﬁQﬁléprcﬁﬁldott céclﬁqqij rt%{'mueqjs ¥ bc—‘Cpqnéw@leg,elpmrﬁ}gpgq okticdeatures to
be FBARGICIC BT b SEAY: period for executing the instructions, and broadcast the
instructions across the network; and
a client agent for residing in the client terminals operable to listen to the broadcast
from the control agent and execute the instructions to intercept activities in the client

terminals to control the accessibilities and processes of features.

2. The system according to claim 1, wherein the instructions is broadcasted in a form
of message.

a3 B 1 : : ‘ . e : .

3. Fhe system according to claim 1, the system further comprises a database

accessible by the control agent for storing the user/node IDs,

4. The systems according to claim 1, the system further comprises a database
accessible by the control agent for storing features characteristics/signatures for

accompanying with the instructions.

5. The system according to claim 1, wherein the control of accessibilities of features
includes permitting features to be execute in the client terminal, rejecting features to be
executed in the client terminal, or intercepting running processes and shutting down the

PEOCCSSES,

6. The system according to claim 1, wherein the features are software applications.



defining instructions for controlling the
accessibilities of features at the control term nal
wherein the instructions include user/node | Ds that
correspond to the client terifinals to be controll ed,
infornmation of the features to be controlled, and a
time period for executing the instructions;

7. br ogle agéibmngadebRlihd1$h rdigihi QNSYIREIRSHe tﬁ@wdﬂ‘ﬁt M‘féfulﬂes Internet and
listening to the broadcasted instructions at th

inligp§tent terminals; and executing the |nstruct|ons
to intercept actlvities inthe client termnals to
control accessibilities of features. 9. The nethod

8. ac Cﬁnduhgd t@ ohabling acviisibRities bheatrsd EUetiaBRSantdSemaining on a
aﬁted in a formof nessage. 10. The nethod
P‘ua@&YoP@ PRt {gmanals fyes 2 RHwOHhavae ¢ GontidrersRgranddke plurality of

he control agent for
uu§§§§§§%ﬁg&ﬁ%g@yﬂﬁg§gw ¥mL | . The met hod according to

cl aqiqﬁn&g, tiseuctetmk ddr fcunttdvihnso Clepedeseisilidec o Seanged at the control
$e..a¢, essible g t he control %gent for obtaining

d
b AT OB Br ot Bierery L ighat s TPorhatcCorpayA gtoe client
tertinki b8 doRBSNAC T BASationld: thd RErYET hogk AGHN) rhgldtabtimc, period

claim 8, further conprises permtting features
for executing the instr uctions;

broadcasting the instructions across the network;
listening to the broadcasted instructions at the client terminals; and
execuling the instructions to intercept activities in the client terminals to control

accessibilities of features.

9. The method according to claim 8, wherein the instructions is broadcasted in a form

of message.

10.  The method according to claim 8, the method further comprises accessing a

database by the control agent for obtaining user/node 1Ds.

IT. The method according to claim 8, the method further comprises accessing a
database accessible by the control agent for obtaining features characteristics/signatures for

accompanying with the instructions.

12, The method according to claim 8, further comprises permitting features to be
executed in the client terminal, rejecting features to be executed in the client terminal, or

intercepting running processes and shutting down the processes.

13. The method according to claim 8, further comprises receiving broadcasted

user/node IDs from the control agent.



executed in the client termnal, rejecting features to
be executed in the client termnal, or intercepting
runni ng processes and shutting down the processes.
13. The nethod according to il aim8, further conprises
recei ving broadcasted user/node IDs fromthe contro
agent. 17 14. The nmethod according to claim 13,
14.f ur The motianpidcsREnd s ¢himngl 1 ferki-ougRste Qm‘%@h‘?ﬁg’ [H%dlﬁ ‘oadeasted
IDs with a user/node ID of the client term nal
usehedaiiishigdd asesmaing) pbthelckiprniaminglur t her conprlses
acquiring informati on of characteristics/signatures of
the features to be controlled fromthe control agent;
15, andliacquihoi agedrding «perino d4 florhexesytikag t he
instrugtiqn?_ 16. The net hod accordln? to claims8,
whetdHRinBHa F@atiel @é chipaclavicwaigeatagsp|of ¢ fashies tolle controlled
fronh ke RLRPLAEGRARdIi ng to claim 8, wherein the network
i ncl udes I'nternet and intranet.
acquiring time period for executing the instructions.

16. The method according to claim 8, wherein the features are software applications.

17. The method according to claim 8, wherein the network includes Internet and

intranet.



