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Further, existing authentication techniques fail to provide enough flexibility to address

various user-specific, transaction-specific or application-specific constraints or requirements. For
example, a user-specific constraint may be that a user with a cut on his finger may not be able to
use a fingerprint recognition system. A transaction-specific constraint may be that a million

dollar transaction should require a higher degree of authentication as opposed to a ten dollar
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In yet another aspect of the invention, the user authentication technique comprises the use
of at least one user model and verification means operative to verify a user in accordance with the
at least one user model, wherein the at least one user model is one of: (i) representative of one or

more user preferences; and (ii) able to be modified for use in subsequent user verification.
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system archltecture. It should be understood, however, that the invention is not limited to use

with any particular system architecture. The invention is instead more generally applicable to any
system architecture in which it is desirable to provide an authentication framework that provides
a high degree of flexibility, accuracy, convenience and/or robustness. That is, the techniques of
the present invention may be implemented on a single computer system or on multiple computer
systems coupled by a suitable network, examples of which will be described below.

As will be illustratively explained in detail herein, the present invention provides a new

programming model that allows full customization of the authentication process to address a
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that the lists of example objects above are not intended to be exhaustive and, further, that the
invention is not intended to be limited to any particular objects.

Verification engines are used to match the verification objects with the representation
stored in a user model. Examples of verification engines include a fingerprint recognition system

to match the user’s fingerprint, a conversational system to evaluate spoken answers to questions
5
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and recognlze a user's spoken utterances (wherein the

verificatpmrepgingsit i onal system may al so include a speech
thes syst.e e [ SoAbE sk RBSinput t
¢ Sraidie] S R BB e, FAREL B Loty RBinput to

the useXIiRRL AP AvaBdredled Mehet A€ 'uSert elreldin nhae mmehtmn 1sandztathg‘aflcted to
reader to scan the user's badge or

ca
veriﬁcattmmrigimttha@ meaEre tUseR erEOlBENt Sﬁpewé*’rdr %ef’sﬁmlonaeffg&@éa that do not
ntdel 0 e B RcARAN enSinb @GR used, a
require g’(‘?eﬂ? T nf? §‘¥ eagsggbm S?énr\@?eglt e?ng%ega%égﬁegcf and n%gl o5
single u%r Y5&del fay bk SmPloFed, 1ﬁclﬁkﬁﬂgl Wel dsengitribtuesscg mdasured Sy sheamnﬁcatlon
recogni ze a user's handwiting, .a keyb ar d%‘gynam

engines. r e&@g nexagple othgafallawing (yeeficagion eW dc*’dPy aggus ic accent
recognﬂi\ﬁ(lgnlP lelpl?guag% /ugqntlﬂgeglon,o %%Ec%cfefa u?es @&E&ﬁ)‘ﬁ {él%sc g Q)f eyes, glasses

r'Wse

detectlo\i;\lzd?ﬂ Hioofe t e oF |tlﬂé¢ﬁldlvﬁkﬁﬁﬁvér}ﬁwﬁoméng®rmglra@nm13er enrollment and
known,  further descrlptlons of details of such

one useemupdebss gmed, siatingntheatssys ypesall acerst epakies, Hngrags: color of eyes, and

i ded erein. Again, it is to be understood that
Whethe{)hfzs\{‘fel"%elﬂs&qasé‘??anpl e engi nes above is not intended to

Phys, 410 %b%hﬁd&?re%ﬁﬁ’es e, tiidle, intifvatual heiflcas@ntkehgines samb¢ used to
inténded to be limted to any particular  verification

performe sigipie serifithiiore steps ithatcenerain iR Mgprsdefined pitatie MpnRser f JPOR general
framewglos e WpHn LS SPRAHER RS, UL 18 pelBfip dynanic vser

authenticB@or, MY RELrOR AchigiOla bRRE idebRE dflaccwacy fand dlekibility. The present
engi ies t hat require user enrollment. Unsupervised

inventiongurbidessuich an #rgpvessauthensicativs frasewarlequire the user to

nrol | | so .be.used n

&r P%O&@ﬂﬁ% ﬁﬁé nadﬁdn iy a]ﬁwelge plﬂer’%%}s{tlIO El{d]?éiééﬁg éntmdugeﬁ 2 notion of
veriﬁcaﬂ@ﬁ( gg’lﬁne%r{ﬂe{t@é@&n thékd#gitivg telpoct S8y uset hid theloeerall System, including

ured by the verification
the authenucatlon system, and between the various verification engines. Any number of

verification policies could be written to satisfy a wide variety of user-specific, transaction-specific

or application-specific authentication needs, including needs that change in real-time.
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engi nes. For exanple, the follow ng verification
engi nes can be used: acoustic accent recognition,
woangazsoi dentification, and face features dePeTiispNN3/022686
A@ vgll beggbm suelf vg&fggtlolgpglgcgqgsare arapaged; g vendicatipp policy manager
. t he indivi.dua r |
wtich B, SprBBB ! ol PrbE Rt S BRI St o aciee
maximu$d @bgmmltysﬁme%uﬁ]@muoagm spoken, |anguage,
eyes, and whether he/she wears gl asses

nfhose emlvedmnte of itheninveatiqnz dke vrrfication ipolicien an&)%tatw a finite state

machm% Z)&)Flga]ltlggiopgﬂe g? Eee {SI(H cgg(grgpl?lj{%c g ﬁ?agtn%{e i Otgfaﬂ] E'ip%taecF transitions
occur t&TBIHAE Stated alBleSafiBAE Ve ficafisrPORYERS Kre'risiaéngﬁmﬁécﬁ Qllid,l‘ucﬁ\.ﬁgi‘férnunal states

mul tiple verification objects are u to perform
where tty maeri is au@ted cuteteetedi dlat Sooe, caises, dhage may beapiiplgestaies that gfant

v oG S S P SALPRLLFR £ g, M sy,
secur1tyalé¥é'be{bt h&Rbds Ahe Eﬁﬁl@ﬁl‘gosfelﬁunﬁ%e@&s‘?@f@ehﬁc{hsidﬁbﬁ befig Mbb&ked. The
I's, the present "I nvention introduces a notion of
venﬁcatlm |pbhaz3atnaoagep@lllows der nhwt vegifigation pbiect e ehea@,(idednat any time, bY

it SR BB R 5§ AT TR B g, aner i

VerlﬁcaH&F Pélic?é@»tlﬁ% gﬂﬂé erlﬁmétl&&'ﬂﬂ%ts ﬁfay b¥filidecat i on
cies could be witten to satisfy a wide variety of

Uself mefesiafd typldaliﬁmsatﬁdl whers perser garollpin the system, using the inputs

) ation-speci fic auythentication eds ncl udi
providefl oy he NS Kbn PR Riayoice rmakSygS SEeapubaag el %o persona
questlogww?ég%éﬁl?ea%ugﬁ%tﬂﬂrl thedd§ (388 o%ﬁtﬂi@d’abﬁdrﬁabﬂ%e in most

I c'es are managed by a verification policy nanager
recent hmﬂ],l scehakmm&beo pﬁu &ey onbadge issuedmmoryptionkesk contdingdeint a smartcard or a
Cross verification objects to achieve nmaximm
client s %@rFa b| lity of the authentication system I|n one
THP Ql%f%@&el?ﬁ‘n& B8 vpBYRH ik O&hl-tikfRBWNEY hdell 6B IsheH a Mhkk aSfew bill is
inpl'ement a finite state nachine, operating on one or
issued amalr the\batanté clmngemoxobzhac t®re Soige tsamglesf pxgnavaiabileyi tingindividual user
state,. transitions g_{co ot her states

model ppfaing falarmation Eegﬁdb% atiof} abIREH Foeat @)dthapuser including any
user préfr@felnl:’&' fihid on@h@ E;'l)lerlﬁ&aﬂ‘lfoﬁS()b éﬁﬂ‘eg% t DesetShly bl%fe@“({?l%ﬁfo%g regarding

rejected. In sonme cases, re may be nultiple
colors rathet dﬁmtduaﬂ:)elg) alser mmi@is mprpfe&rbcbesuppaxt monirivial maglpglmmns of the

venﬁcaﬁglgg Ietgté,cqul%ﬁ 1?1%, gsliiqgchf user r | t% éﬂ@ﬁgﬁi;ﬁqn ﬁ%s ¥c§1§,1 security

numbelngféjain Qhy bR taB %ﬁ&ﬁioﬁ@d s%@ﬁ&%ﬁt@ﬁded-% Gimit the invention.
I'cation po icy manager all ows new
Givenf the abm&rgenéx]abdessnptmmﬁ“ sadeaxf the pmoyples angl, feaiyres of the present

| uding th f f th
mvenuc'm'ééné‘szcr%ﬁ?eopmggi Fie Al BRSOBONES a5 ghgh P now be Biven in the

Y} on policies invoking the new verification
Contem(ﬁ{t éﬂ%réay be utilized. User nodels are typically

Rre&amgd intdin ta FiGet, ®block Idmgram lstraysa elnqntﬂs]vmgam}méecture of an

authentgc& o isé’s o o%&r?ﬂgg)} o qnh?lg %ﬁ&%@;a@lq aerﬁ%agg% :HSsm?;f m\lllﬁ1p‘fe 'verification
obj ects,?%gtﬁgflnfgﬁoc%ngteﬁrbbdm%ht SEAN iRk AUGHIWAL iRNaufiRAfStion system 100

past transactions, Dbalance In nost
comprises a verification client device 102 and a verification server 104, coupled via a network

adapter 106. The verification client 102 has context 108 and application 110 associated
therewith. The verification server 104 comprises a verification policy manager 112 and a

plurality of verification engines 114-1 through 114-N, where N can be any integer 2,43, 4, ..., and
7



recent bill, serial nunber of a key or badge issued,
encryption key contained in a smartcard or a client
weabimaza) etc.). The user nodels may be updat edTiUs2003/022686
represents@id nirine oferificatiedelgectSaniiensr tyhevthat theparticylpr jmplementation of
i ssued and the bal ance changes en nore v

the invenqmsre SUTRAOE: A FHBPGSHAR TG J D) A1 DEG SOPPIIGS Aeca manager 116,
L t VEIDl fdCati®Nmodels store 122.

a venﬁcaccgorﬁ &Ht‘g&sr éﬁr&e’é\a gg? dt%h o ugbl'ﬂﬂesl""é#éreu@lbnigﬂdaﬁgb us% re s store

While ther @it@frﬁﬂﬁlgsr &b ainé ddato stdnes 188, 12@ ahd dR2okp eshown( eutgide of the

a user may prefer questiq gar di | ors ,rat
verificatiph sarven hperis is. to eand ﬁqgmdstﬁgq H)grlgia e@eg@ﬂ&]rr?le verification

nontrivial manipulations of the verification objects,
such as asking the user to add the first and third
e i driFicafiod i cHet0gdvide $€E Us i reyponsiblebfor. infegfading with the user and

t he above-nenti oned exanpl es are not i.ptended to
collcting e pwis OB R WovesTRELGHB0 SiTEieraTbGRon sPer ot Siroush the

P R oM h FBbdiment of th
vovork RS0 s 0 S SToR1 1 B Sbimens o e
inventio thé ¢ S0 BEenk @aticy 862 iidldo reeponbiblegiov ecquinng disl maintaining the
context of the figures. Referri ng initially to FIG 1,
context EF0&| ock di agram illustrates a client-server
archltec ure | Joy taldtb "
AR EoBlhafly, PTGV 155 OB ISET A o s (o
shown), ‘é@ée'silbl@ Blyi oftier c@ﬂb@ﬁnﬁs ofali€ Bystini §00. oSwsheancimipledientation eflows for a
he i nvention. As shown, the authenti t| on.system 1 P h
statelesscxpnmtlps betvecey dhe veriGgatiosrelien dewice g4 At yoniggtion Server 104, suc
v 5o S BT e R A SR gl o, therey
providing OfkofdetloR Righin§tak i paRtichld 620 okigedowh hﬂrthwl mlkidleTbﬂéa venﬁcatlon
verification server 104 conprises a verification
process, potl iatsp atrawigdpr 1m0@ddoaal balanging|of the s§FveyESPYICeat i on

ﬁ%‘?(!é)glgé’d %6§1éelco£fp a]i%‘é%\%blf% @8%2#%%5@281%%88 such as: (1) the

user nantéc (3 HRE GRREA3HESE he %Hﬂ%stﬁfﬂ folich ehad isnibeffeqf (3) the history pertaining
verification object famlies or types that the

to the vpafidationlohjecisrthitdimabaen wrolgsd andnibe sprieh pbAuERMes associated with

the 1nv086t$58\%r é@s -rragl% tghsﬁ%':ﬁtl Cgethlu %g&@gegﬁé% %egg \I}eg Ef‘ g%curacly nature of
the transsa&ﬂ&? éé? (S?uéé%ﬂ)écif&%q@fbnﬁﬁté @i Sa Gdep hevidd cellddnay prefer not to
er ‘modé8l's” store . Wiile the data manager 116 angl
rely on dateprmt mam a1t g, arm(O) ather nlzszlcalr @dslnﬁwl vem@%(@ oftyphat network
verificati rver ? b o gtc e under st ood t hat
connectios\FeRgie 95 O‘f VAR R g'ﬁc{laﬁlg Vveri‘fication server.
The C(Yrﬁé*tffdg%hfﬁls& kdRRd oflRY vaRablddZhitsreprsdn vafifitatioh aeores from
Interfacing with the user and collecting the inp
externalfvemtlﬁlcatitm srseces (aeinshoming atfon gxmlh 3 ﬁ@StQ@?ﬁ LG %ﬁaﬂk may have

done so%ﬂg&r.ﬁ\gsjr A&:p% ucgﬁi ﬂ g%%q\%g;%(n[datﬁ%%tgrm%tpo% coﬁﬂﬂ)e included in the

context SIROSN B Rkieffal kétfe andVRNEde@For blleyi@int fahthaﬁtidaﬂon: lpr@setses at the
device 102 is also responsible for acquiring and

counter maiatithei antangptechielleravachimet  108.

The variables initially included in the context 108 are system default variables relevant to

Server.

the verification objects and other known requirements at the time of the initial build. However,
as additional verification objects are added to the system 100 or as new requirements are

discovered, user-defined variables may be added to the context 108.



In an alternative enbodi nent, the context 108 may be

stored on a central database (not shown), accessible
woypomtoazzo conponent s of the system 100. Such aRCT/US2003/022686

Tirphetwerkt addpter K6 cmabled communisatamndiecgeenape chent slevice 102 and the

between the verification cljent device 102 and

the
verificatigy SrveE ADf o e SRR SERPers\ S PISIARS ek i SRR pigacols, such
. £ ¢ . L ot
s the G Dol Sl ol PR (IS ekl 5o Secr
SocketsPBiier Q$ISR)) metocel dpiingo dewnndenstod thitdil an efnbadiment where the
verification  process, and al so all ow ng for i&%)rgvgd .
authentipaiper systeantdOnig isplempiied ep S CURPELSYSiRea BEiNtL% pdapter is not
08 records all relevant variables for the
verification process, such as: (1) the wuser nane; (2)
A ehdw riBOersfication kdtvérn@4vemiphisessd vaificatibn pyliyhadnager 112 and a
in effect; (3) the historx_ﬁgertaininfg .to the .
set of vewfidatiog anpioes bbf-édhioughdd My Eaghe Beriicatieik eesim aParpgs on a given
.. _Scores and outcqne SQC] W th. thed4nv ' X :
eSS SR8 f HRUETRT 9 VAU ek EP B8l S Angerprin
verificafiV &l giftf maF 6pérae)on Mpdrticidardingetpiat br different types offingeyprints (e.g.,
_user-specific requirements (e.g., a user haV|ng a
thumbpuinyl, ihdewfingemptiat, etor Pnilaply g,k@(hw]@ggecg?ﬂﬁcmxoqﬁqggﬁ may operate on
. C.) .0 an Q). .ot her i.cal and | ogi cal variables
dlﬁerenfé’?&‘% of @%g?res%gps\%oq’u%mog%nnecti on - remote or |ocal,

L kbl farchité@ueee allhvan Tel east additiod hef aomtexificdidtf eagines and
__also record other variables that represent -
verificatia plijegat Verifieationsaginesdmbeadded pauld e of # newtyRsOr an existing type.

sour ce not shown)..Fo C I ousl
For exg‘mglgnﬁsf eﬁ%gpétmnd%llglenes%)ug ?é;?&d;e\’fl;im tgi ang&ﬁﬂg@c{)na%@@% écP%gprewous y
compris@ll Jd&pfift had ERgerpriat tdtagniiiod engiats, @r « oedodd biceprint recognition
included in the context 108 as an external score

and . .
engine (ehicks eatild be fmbaatiffRsent manufrshires don oNpie) ceuldey added  Similarly,
caunter ar at t aut e e 8 j T . :
new Vet oGS cobll§ AT deh TherPleaTiE s difigng verification
engines g%’ljﬁ:hea@aﬁﬁﬁg dInbw\kitRialt6 9n etb@saaiow]@lge tvBgfication thgiad)i on

ects and ot her known requirenents at the tjine_of |
The vierificdtion pelicy dnandgereV b2 interpsets dgverifisalign policy for a given user

verification. objects are added s
o, YL ST R P B uE0E 12 S, BB Hoes e currns
context IR IfERh B VERTcRRna e etite 10X operntedXin tAdEontékt Whtorporates updated
2004/ 042540 PCT/ US2003/ 022686 The network adapter 106

status afnainteat venficating ebjecon asbre@n anHdeted caontedb i dhe ygification client
. he verificati.pn,_.ser 104. Th et wer . .
deice T8 s BB RGBS She 8 oD o PR SRS vervicaion

process! he standard Transm ssion Control Protocol
(TCP)/Internet Protocol (lIP) or the Secure Sockets .
Lmyse eriSslinepraitheioventipn, the verfigstion peliaymasegert Hats fegponsible for

) . an_enbodi nent ere the . authenticati on.sys [ .
ivoling g dihigr e Srhe EORpTDF (A6 Rodfidnt Y Sl nhchine and
branchifig 8P ek BstARL TheQkfidaBtn pOicyshger 1128s VRS dntityCibbi @akes the final

server 104 conprises a verification policy manager 112
accept andeact detision forthe puhertisatiam grasess, pnd-in someoeasps may also make

interme]dllaf'é dNécisli:_(?I{:Stlf t %réu];rlegtac}e{nggctigﬂ %c{]uef‘reg Ql?crhac}e%lséiogg, p?ox%é’c?ﬁ]le verification

policy in effect permits it.

require

The data manager 116 component controls the external storage resources, including
verification objects store 118, verification policies store 120 and user models store 122. These

resources may be accessed directly by the verification server 104 (either by the verification policy
9



verification object or a famly (type) of verification
obj ects. For exanple, a fingerprint verification
wengi4rna2yaey operate on a particul ar fingerpri nPCDIUS2003/022686
manager dilef@rgnthetiydieslualf vefificayion pnzines 1141 ghrough HuABYx i b an alternative
~index-fingerprint, etc.),, Simlagl a,.know ed .
embodimeat; SPELCEREPWRCSHARY h“ea“r?ﬁ%?e%%?h&tv@nﬁ??\ﬁoai 41?‘3@??4‘?6 ?@% aad ghipped to
. I . ESIoP AEntelNO6f | exi bl e
the veriig R FHF 1 DS BRARSCUB BRI Rt 008) 2 P
THe rab?l’i@aﬁbh an odnghagslieatidn foemihichamer ewthersicettersis required prior to
Veritication engines taq tfe agg d coul.d be of a new. . d
granting tagpessor Bapmple; anplipgjiony gecluder Applicatiops; frayel applications an

e-mail aé;gfcg Dt gﬁe %pgﬂid&ﬁoﬁ qy4b s P&paRiad f&PPﬁ)VYcﬁﬁé fablﬂﬁgﬂi&f-‘speciﬁc and

5t h viousl'y conprised volceprint an o
transactiBﬁ-@ﬁ&jﬂU infrmb86Og fetpgirenssnty. e, to be uadersivoddhat the invention is not
voi ceprint recognition engine (which could be froma
limited tolpfy parenlamanplieadi®0ur er, for exanpl e) coul d be added.
et sappimsal PhiY B shidE U BRI R defievice 102 BER AR
the verifRBSNESvdr 106 Rising a8 GIVID gneasage mteteest Bxample famctions stppnged by the
know edge verification engine). The verification
interfacepody eymprise dbpefollowing apewiipi%t s a verification policy
for a given user del, and drives the entire
Oé’ﬁ?ﬁé;ﬂg’i%u cla{é% 6?%’?:@35. The policy manager 112
d&eaiweascit & ehfdiitent @enidrext 108 from the
verification client device 102, operates on the
tegintusgt enrpiment pod sreate asgamedel st at us of current

verificatijon. qbj S S an updat ed cont ext
ﬁ“guﬁﬂeen&%lh??qtgg# &%%e %qr@g%nrtg%g\%lﬂ’ce 102 along with the
SRESdoking AtvefificAfontdbfecriext step to be taken during the
verification process. In one enbodi nent of the
and\sepringomyerifivetioeehiedtcat i on policy manager 112 is
s&%iﬁons' blt.e for. invoking states in a finite state
VHEUICAIRR 87818t i ng the conditions of the state
JRehidhe sasicahraneidigtd defehaineetht msdxatseate Tiithin policy or output
verification policy manager 112 is the entity that
decisionprakes the final accept or reject decision for the
aut hentication gtg.o ess, and in sone cases may al so
qf@i@e‘mﬁ'ﬁ? AR V& deci sions if the current
JdBNSR¢E VéPtatiSslpblicgs such deci sions, provided the
verification policy in effect permts it. The data
deletagerificetién pogiement control s the external storage
éezsour ces, including verification objects store 118,
PP PSS on policies store 120 and user nodels store
te 08 HRatibLEBHEGE MalkBYhddgesocReRBnglVerification dhjedthe
erification server 104 (either by the verification
odatey used MyBePEONIGAPBILDS PO SESDEISerPedE nanager

11 by. t he indi vi dual . fJ catial ' =3,
e yreticatig bofay th e el R - BllpE R dekck
g&??'dh@&%n@@e‘lt@sbtﬁﬁQﬁ'éﬁﬁﬁiohWiﬂﬁlEa ussriniddeRt i on cl i ent
evice 102 and shipped to the verificatjon, server 104

tierpaghrifiertionebiest to chtripinérrmeoen Within ayssiicatinn Bect10

et 1S GRS O\ f Rt a5 i B s

get a list of active verification objects;

add a context variable;
set the current value for a context variable;

get the current value for a context variable; and
10



granting access. Exanple applications include banking
applications, travel applications and e-mil

Wappmmzﬂm ons. The application 110 is responsi BCEUS2003/022686
&raqyst 6f dlDcchipgt veddblomdsthee tdrient saides.
transactl on-specific information and requirenments. |t

|ts to be u?derlstood that the inventionis not |imted
0.a r
i B B B AR B gpl S, S A B v

and that ﬁx@ Wﬁﬁ&@fs @St Winited td ﬁh6se\/[ﬁfticiﬂac aiampie spdsrmmnsl 04 usi ng
ViL nmessage interface. ctions
Fatimpintabdrosive SebodimeEs e so aghaestiard St Hedompopets pisociated
with the\;é?liif?a:tfggpsfémg gﬁgyeﬂ}e S }’ren o‘iﬁﬁﬁxﬁ&t& Qxﬁ‘ﬂfgs& afidtBSCor the network

Sessli on egl n user

adapter RI&' OTllr e e%ﬁhg Rl 874 6r AottSEithewadficatior Bdgm&elm may communicate
enrol | nent and ciose enrol | mrent session;

with the sedficatipngpoliey infansgari 03 oSy dle net@wREk §@3€§’F‘?rn]g06 A similar distributed
verification

ect st
arrangeniegheh sy b Arer i o ity sy a1 2 HHE (R data mancger
116, an@%EQhé’\’Hﬁtt&'rﬁ bi €6 @hd EHét digd stoBkaCl 18, A0 aaddi2a. nEhus, it is to be
verification object; add a new verificat.ion

understodé et ehevieterdanpeativisti of epinponeats sh@vén i Bl e ke Sl ostrative

and, theg;g)}g;qtg!gfq%%ﬁﬁs B}(%%H(g?nnecﬁ%n&% rmet(?gtl a[{fgﬁﬁ%ﬁﬁee' dbbhentication

functlonﬁﬂfﬂgﬁﬁ h%eﬁﬂ'ln@éﬁ'u%h' ng user m)del Updat e a
t|on policy to make changes to an e istin

Regeriifig mai thMJ 2cy;blockudipgram illgdratepdibexXerap 6‘5& %n%)utmg system

info ma,t 1 hi
environrpagit o eglgf\t,nmgpgll (%ﬁ%)g}l@[ gggﬁca%l o 1 é&vgnrul‘ft Il%: ;x{eﬁﬁédtﬁﬂ objects,

din20 %(fl% bodfmheht %f VIR infdrigh W8 bEyxanmle hhatomputing system 200
accor mg ?ornﬁctn}on wthin a1 verifi ?gtlgn polalhg)@ get %ul |gstysem

may repttkerf Gt loast a/pamtlbn cfini dstripispdeeqneputiag @Yﬁe@dmeée)ﬂl a user communicates
via a cogg]ra‘;egg;@em &g{l s %ﬂ{q,]@ traégclflg ésf 8i011§1t’g gﬁ%ﬁ‘é{t device) with another
computéfasgrét@ﬁlﬁ)ﬁl (i’éfgrreé-@o W2 ARAK AR 254RrREN Vif5E QR AR 2686 The network

may be any suitable network across which the computer systems can communicate, e.g., the

Internet or Word Wide Web, local area network, etc. However, the invention is not limited to
any particular type of network. In fact, it is to be understood that the computer systems may be
directly linked without a network.

Further, while only two computer systems are shown for the sake of simplicity in FIG. 2,
it is to be understood that the network may link a plurality of client devices and a plurality of
servers. However, it is also to be appreciated that the techniques of the invention may be
implemented on a single computer system wherein, for example, the user interacts directly with
the computer system that performs the authentication operations.

With reference to FIG. 1, it is to be understood that the client device 102 may be
implemented via computer system 202, and that the verification server 104 (and its components),
the data manager 116 and the respective object, policy and user model stores (118, 120 and 122)
may be implemented via the computer system 204. Network adapter 106 would therefore be

implemented in accordance with network 206.

11



get a list of all context variable and their current
values. It is to be understood that the above list of
wopeautsans i s not intended to be exhaustive, PanaSivan22686
ThiXS it 9 ¥EBS iiferdtodthiat FIGH 2 geahetatly illvetsatepan exegulary architecture for
exanpl e operations. Further, in alfernativ
each congvibas dysremt epmmynigaging HVER g RgEY YKo ot ST tﬁ% computer system 202
ganponent ,,8Ss Qe W &leVREd 21CAL hiPBofiéd/ @Ak a computer
COmPIISCHg r?%éﬂngéé%g%%{g%lg\%é&wy?h “one ano)tqher ol\ﬁgf the P
bus 214-Det SRxikrly agie Roipuld Gystdn 294 dontprisesaarptasesson£081B, maereory 210-B

of the verification engines 114 communi cate wth

and /O devizey/213-Bi alhequpteditn p 69mpiiaaljer214t2 over the network
adapter 106. A sii [,SE A d intdmB¥d to includ
GRE Y AR Y IRy A RRARLRA o

one or moté p%&sﬁd%ed@l@ée@, el0ad@era cehirdl praoebsing tunitt ((FHadraother processing
manager 116 and the data stores 118 12q gmnd 122. iated with
circuitry T, thetteins “mempey” ag eesk harein ¢ 1pts edi tednclude memory associated wi

I nter necgt i wi f2GO . [ [ i
s procest R LAY BT ROUEDLyRPHEID Ffe g g v, o
a remov?dlci:,tp}@is%eﬂt Gﬁ&ﬁ&z nRerti(@ps diskyttder CORGVRNTe dddigion, the term “I/O
provide the authentication functional t}/ of thE d )
devices” ms essehberginyeintdnded tRECEES OAY OB BPE| %V cgs (&8 pfgopard, mouse
. diagramil] ustrates e in o CRT
L A e

display) gﬁnjo 2%}"'#%%% irBuRs \W8§dclatentvitantho hjreadssing vaitc oFdithey, tle Rk devices

of the invention. By way of exanple, .the
associateowphitther goraguseresss 00 202rate ?@ﬁ’fsz%oé‘n%” la?lug"e gg)tse ge}%?st Regpssary to
of a.distributed c ti - | $6lihe authentication
collct tGprtnlgagnisegryed TR p e AbMARH SlsoRe Y thp authenticatio
system, 'e#.}ihﬁ&&ﬂ)h&@yco%pﬁlré gbicedata for volcept rdeagnitéin aid/dr answers to
anot her conputer system 204 (referred fo ..
questionslposest, napéaket tp cuput sugleauestions tojthe usehet (A6 ROAPRY, 2ATHIS scanner, a
network nmay be any suitabl e network across which the
ﬁngefpr’é%ﬁ‘i?ﬂlﬂeéretgysterrs can conmuni cate, e.g., the Internet
e WAL G o Wl §ndMhood @GR théchént kit , system. illthavaecein FIG. 2 may

he Tnvention is not limted to ané]ép,arti,cul ar t%}ge h
comprisefa nehpaek system f programimed; & impleraentithe riayesiye (trchnqugs, such as a

conmput er syste be . directlyli i.th
personsh aomBHR, % APIHEH, SR Besftht, % hetis R, el CPiere the server
comput%r?3 %béﬁe QfiudiRgeds sk E1G! 25intHy! béhprisel 8 donfButed, systdm igogrammed to

rstood that the nefwork may link a plurality of
implemek i thet inventivee sechniques pudr adsi gy personal o pQIBPUEET, HpENEPcomputer, a

it is al to be appreciated.that.t [ :
wiicotye 3 RRmRo ok SRR A R B rtitcnre
5&?&&3{@?@ 85 flvie MSu@NAIRI Ssodk MBr Yeebrming ethaahethodologies of the
I rect wth the conmputer systemthat perfaqr t he

inventioay héustritot heveinopay be siongl in\anepr RATe 10 fHicaspecigipg;menory devices,
it is to be understood that .the client Vi .
o2, ROM. i P B R B AP ey a3t MRS SR RIRAM and

ifd gl on server 104 (and its conponents), the
execmegz)&éﬁnanager 116 and the respective object, Boljcy

> . and .
Referrimpcey teFl6T. Ss a etBypld Behewd of 2 pagistiyegf vigatication objects. In this
. inplenented_via the put er t ) . . .
particulag gﬁb@miﬁet%ﬁglatf}’ ﬁé& gsfprgpgesgaié/ds PSIGI;IE% gﬁéﬁ fflrél\%gt%ggéd(ln the verification
objects MeFOI AR(S6. Y.t h network 206.

The specification contains a description of all registered verification objects, which can be

updated as new verification objects are added. The first object (302) in this example is the

Date-of-Birth (DOB) object, which is of the type Question-Answer (QA) and the verification
12



11 WO 2004/ 042540 PCT/ US2003/ 022686 Thus, it is to be
understood that FIG 2 generally illustrates an

wexenp4zidy architecture for each con&%er syst eaT/US2003/022686
engine respamsihledar owgattngeqn thiseobifst isghk knowdedgeovgrifics ’f?él %}%ut’*e?uggested

prome 5 SPGBl BETRS S5 PR SEE i Al BB A8 it

invoked2bd the pid t|n@d'y| Be médiﬁe@@megtaeéd swﬁléemlﬂ&ﬁoﬁ@nmu $asceasary. The
processor 208 B, nmenory 210-B and 1/0O devices 212-B,

“perplexityl” it @ qphrsidy thiah represonis mhfedlﬂinylﬁy zmmstedlwﬁls fheureaifipation object and

oo R T 0 e I B
TTRE k& dhD SbRCEOUY 8l thy &faﬁﬁ:ﬂ% RAC4IR}-ID ( fwhich, i@rthotcher of a telephony
processing clrcuitry. Al so, the term "menory” as

connecthrex, eftempts to matshdbitelephpnecnuseher pEthertslephone @rlstnéangmhte wall with the

telephoxbeeﬁlgpog T ﬂl l:%q,(i\')sgp Ha%'\sﬁjlg el az\logprllewg}g(;s/lpa?ll %/deiiﬁ% this 1nformat1on may

be obtafnEARYBRfeallp Hosi RleBRbny BARNMICHRY WaBotGing explititSH@lt idndthe user.
°° alCDRO\/p. ’ %ag dltloeg the term"1/0 dev?ceps aglﬁiused

Tbe iird obg;ect (06N dtethis exaimpls is dlee Hnléemrnt @b]eét iapgh i this case no type is

spec1ﬁe8,ﬁéh§p? al? ?ei%lnhﬂ%/rfbfocaggﬁ mllﬁg’ %erg 3 o& A ﬁé)leg %cg‘{h%anon object.
Given tRf VofBprit€a8: 2 bl&ﬁéjmc et Ak nha noP b&¥oRbh @ hih petpléxit y is specified

associated wt he processing unit. Furt her, "the I
in this edevplees assom at ed with the conputer system 202 are

A kP s BRES RS 40, RS R o Kbl maure of e

speciﬁcgtscgdt, féﬁnh]%ﬁ:g& M GRRECOS. CRUBK B¢ tiftbribyddihf FUbdrasy fréﬁtth@ﬁarent object

g., a mcrophone to capture voice data for
COLORoOI cepri nt recognition and/or answers to questions
ut .such % estions

00 e SRR el S 5 S i icnion
objects, szﬁé'}@%'; theCinfenddd résgoﬁses&aﬁéés%nm%ysta‘ﬂQCinttH@texﬁﬁﬁle the correct

ent” conputer systemillustrated i'n FI G
responseops obiainad domp uhe rpplictiem pHiegrthamEdnt thei wot enastel. e current

e DGR T SR B PechEs G, SR B e
(APPﬁWV&élﬁqhe [BERARLURN d#O HST—’rTI@XﬁSR@I‘IbNUgAm)e&ot]éc@ (314) is an

conprise a conputer system progranmed
applicaﬂiwrpb;&nﬁntobjebieoﬁth&/mpbistrmgt echni ques such as a personal

conput er oconput er ni cqput er
Ristrives nOth@ni’% oh Phiraage Fop ek b Wygel In this particular
embodlfﬁ%]f:l ” { L RE nfoRBIPAGOSS r@ﬁr‘é@nﬁeﬁgisiﬂégmcﬁﬂr AbRaliy tl%]e user models store

war e | nstructions or co performng t
122 (FI@etihodol ogi es of the invention, as described herein,

arr‘g?ﬂgg‘s Sﬁfooélegoﬂtglw%&edq%%%”%%%fo gfé(%}sg i%g Wriiﬂwg tHe user has
prov1de%§ﬂol{tﬁé31g3ﬁafao P Hist |o'(|:)\,§:§g r | 2?@&1@ Cﬂlteflwééﬂ Ofor which this user’s

execu he CPU. g nowto FIG™3, an
correct @¥spapsecis |9S4-f9|46%1®0©ﬁn this egingle. y Thé usee'sipiréfermneefor this object may be

opons i S S o RSB o B prtcnc
when pxg‘sﬁﬂé.' cation

The second and third objects (DOB 404 and COLOR 406) are similar. The fourth object
(color of car or CAR_COLOR 408) has two responses in this example, since this user has two
cars and either response may be accepted as the correct answer. The fifth object (410) is the

voiceprint object, for which model parameters are needed, which may be stored in a file, and the
13



objects store 118 (FIG 1). The specification contains
a description of all registered verification objects,
wohbehvizsam be updated as new verificati on obj BCTAIS208/022686
filename aded inchivedf | rstTme éast (B;@rﬁ) ob]ectthl (G Rr C€F hetl2 and
Date-of -Birth is of th

LAST TR AGRONITE f@&) darmet e g sepiegigepesnses isUfid because they
Z0H jhbiftaihed from th

e S ARERTACHREN SEENRAREEERy bt pEROCIOA fom

applicati®gi ne. A suggested pronpt may al so be included to

pronpt the user for the required response whe
A@b;a@monfsch abquq,v@w&aordmﬂe Wiet Liﬁr%ﬁ%?flt S0, rkf‘?‘% 83389*'5 can be
5 , Apgessary. The
updated mb&l%feg;ﬂ rteXL-t a}{(? E%xg of _%E{SQ:QJ% 6b hc?c[eégrné gé:;l%?lgl@t o
RAEdrfihe Hbiv)to zﬂ@os l aalt @ﬂmpid 1|§ shdsnen wén ivEiifiatipn polidy. ket thisrparticular

may optionally be used t he veri f cation l-ug ted
embodineah by verifisatiorkpaligy vap i mepéw%eddw l?ltﬁq% ate ?ﬁa@ & aBf gepresente
using Xl\ﬂﬂjee[g]ﬁgé s[p)ogc'h{l% ﬁfﬁk%st%%hﬁe lq tggﬁll {s8howRin 1. %h’THeWenﬁcatwn

connection, attenpts to match
policy de‘i§ IpE&'ér@ﬂ?@fb@edhﬂﬂb@Verﬂ‘haﬁdlﬁpdlﬁiee pih)mlﬂ(b([ﬂ[@l h)at ing the
with the telephone nunber in the g USer i ation.
i iom ol cTAR GARSCS oS RIcoBOISY BB AT Wi AR T Gpplicatio
bta I I i
R

trying t&/$8h actE® fohhisMen BiEC hedod@b hnd nhé hithereicatign eystannh orerifying the
VOlI cepri nt ole ect, and in this case no

1dent1ty shéwi tseedia miltiple \teﬁﬁcamnc@wtﬁqtsu‘atbﬁﬁ fhe Sl)égl%mlee%‘?% of the bank

t
s, (RSO RGEo ST PSR SRR B v o et

client, eQ:e ﬁd%e%er 28 JRbwabusBe fiehgoticdy thesinopeionf i awbt limitetl hosany particular
The fourth and fifth obiects (308 ?nd 310) b
policy of hppls:anmt eThhfllnivingsitlasirasixe daserighien wll C rererence to line numbers

(e.g., hnagf §a$ 1oca’tfeg 88 I‘tlﬁ%% hs s&l? ﬁf t%%eé%a%%}} Cst()g({ g%r i EI' ﬁe
Hifss! 1ntFTG ORbBEkSvARBIs At a3 FéyrBiaantdTi (Hne(ed()amxil“daséfrensactlonDate»

exanpl es of dynamic verification objects,

ereb
(line 6)i mteemitedizede spibndefaulhavipes @y handle éiwpay;mc aYﬁﬂlﬁic?’quh é]ects such as

-cur 5ER W 1oE Sy SEARCD e, AL e o Bssequenty

be updafeldrl.f %m plRakBRCHe FpIRa B AtleRariablp émin d3dEp)iniSsor| (line 5) is used
t1on-specific object of the type nuneric %
to specll\iUIs})e aidmuhecbresacceptable fer thervaiegpent match. The defaul value for this

variable éli_) %S%crg%&ﬁ Nﬁa@%@?ﬁt%@g@% bjt)%ce%entg ﬁ&f‘%eys'préay?ﬁve different default values

(e.g., a @ﬁ%@‘f hdidy B HaQe Fal Bgheh mAGmE@N 30PeR I8 aﬁmtm‘natlﬁe ambsdament the
In"this particular enbodi nent, he user egg P
default 4410e immy repveseitteacbyugilury abtainedafrem eitherdhe userypedel {to, account or
mpdel s store | 122

Usef'SP rrpweaﬁnfa} QfeP§'f{h8a?P]%}Wa%%}e Sef For \?\P ﬁ%ﬁ emﬁc or

applicatﬂﬁlsspeclﬁc requirements).

Next, a set of conditions relevant to the policy are specified, which will be subsequently
used to determine state transitions or evaluate verification objects. The expressions used to
define the conditions may include context variables, numerical constants and string literals. The
expressions may contain operations such as logical AND (&), logical OR ( | ), equal (=), not
equal (1=), less than (<), less than or equal (<=), greater than (>), greater than or equal (>=),

multiply(*), divide (/), add (+) and subtract (-).
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provi ded enroll ment data. The first obj ect (402) is
the Caller-1D object, for which this user's correct
woespmasaoi s 914- 945- 3000 in this exanpl e. ThePUTRIS2®3/022686
Fpr ekanplec ehd edndithons“@NEOK” nilive ﬁ@) wblch anal d:qndltmll vagddlater to
and used by the verificatian gl% sel e ?S%ﬂ Ked so £
determing 5}age transiiang, i pgisled i ikg total pumbe Y?f saO éec goked so far is

one CrBRERHAIS, T PRS2, OPRR P AR AO R )
Another %Qﬁhplﬁaﬁ al Weremsinan Bethe 1cﬁnd1hmm“@MRnB1AEAI\KEE1 FEESTK @ine 15). This

user has two cars and either res acc .
conditiomis uskd tacevatuats the et balange ¢CHR,. B@‘ﬁ/‘é\i@ﬁﬁg ic tgontOE) . In this
case, a ﬁﬁgggrggﬂtl e{%%?rgsg lﬁﬁ}ed Pk *@1&8 helRde %111 P@{r@ﬁﬁl féra'is@&els se\t/t\Bfactory.

be s in a

F%ﬂ%r%“ﬁé%nﬁﬁiﬁﬁysﬁ@@%mﬁ@ﬁ@re fdéflredanta this emanipLed dlgere are four
The | ast two ZREeCtS (i CUR BAL ANCE

states: ACERRECHNON2DAREIZGE ) (ligs 2fbt ShARL é %Srqné ActounT (line 40).
ACCEP’@ ?ﬁ@g@lﬁéml gljgegetrgﬁ:\% st\;}ﬁ‘éfe 1 %ngly{}@fﬁc&uon decision is made.

the current correct

START ' 8SfRNafsl hame 4rd bentelas ajeriéidationoobjebis “GARLER D on"DOB” and
As nentioned above, in accordance wth the pr I
“CAR_GOM@RTi ddy dgﬁqylt, \fenﬁﬁzglo@b?té@qt% ageayslagted %ﬁa%fl %ﬂt relative weights

n re t [
may be §};@&ﬁie§ Héona&g?g odﬂg thea%% Eflyg\ﬁétgﬁl (%H]&Z)E(ha?, %eZs@%E@:d Mransition
to the Sﬂ@@g)lﬂtITa shd | dcaat iiPNodk0l dfC ythe | first hiveo peoniditioms a(ONE_OK - or

nbodi nent, the verificatiaon policy 500 I mpl enent,
TWO_Qi6 GNEi BAD) istsatigficdmerd ansition ﬁ@ﬁh@é’eﬁ#ﬁé&r @@? HQCWF he third
r ondl finite state machine diagramis
cond1t1og2’g%§9+ﬁ? Ig'%C]"he verification policy 500 is

R ale AR OURTOsSQ, B Whightéetiref speaifiednspalli threes objects ehave equal
120 (FIG 1). Verification policy 500 depjcts a.si

e
pmbabﬂpp loif bymgssle@e@atemwﬂl h Farthethn ravahgaﬁas ishese gbieets requifiss different tests
to be u gfa'mg ﬁL [ﬁ\ﬁ‘saﬁ?lflc ng%k?glnﬁl g]igvel%{f%ﬁy %eﬁﬁetdul?s:i n%s\é‘@ %?th@ conditions

satlsﬁedact‘fﬁﬁﬁlohot@' Shbethd AECBPTOMAte @1 dththEaElCheslhteC atcwrs and the
temis verifying the identity of the ua}er vi a

correspcmﬂlﬁg firlab dexagiorf is (sattrc@ theo@pégqt@n cggt@hieg]ge 19 EIG é h one
{rgllu@nr? El%ergz}}g/te egqlb(g 1n2)efnt,t1H ?r%&tac},}%te eclg%gé( c&h& %@ tmetqdedeﬁttﬁe ?f{termedlate

states. Y8l SRR uﬁl@ta alcididietdoaipt 1k uedit for & seddﬁvseumsactamS can be made if
previ ous mentioned, the invention is not limted t

certain eongitjras tare satmﬁed inghe START @tptm prchthiedinal desisiqnoto ngt?‘e user for
illust atl e S make reference to |line
transactiiig{5ag ge é @tq‘ﬁe (fildr?g?TOQ%tﬁ) | ocated on the |eft-hand
Rlef‘éﬁir% n&xbecoVﬁG' fg, Cﬁ&ﬂa&”tr@@ﬁﬂcﬁﬂd@@@m Hustsdtes stateFilrﬁsﬂB),n for the
conte vari abl es’such as "curBal ance" (line 4

examplé vasicatampoloyicgiic S T the Sojc dhganf ofiHigie ifytmtes the four

def aul I ue t o handl yna
s S5t SRR AT SHE DR SESRE PN e
604), A-B@ﬁef Y4tk %BE%CV‘REE@'F Isausey| he Rerovpdetvedniibe agtes represent

I nputs ‘fromthe application. The variabl e

the Coﬂdlﬂl(mVCﬁOC apniitibBbetvecen (the rigates, dssweigegescribed above in the context of
verification policy 500 of FIG. 5.

Referring lastly to FIG. 7, a flow diagram illustrates a verification session between a
verification client device and a verification server for the example verification policy of FIG. 5.

For instance, such a verification session may take place between verification client device 102 and

the verification server 104 of FIG. 1.
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to specify the m ninmum score acceptable for the
voi ceprint match. The default value for this variable

wOo0wmazi4bi ed by the verification policy. D ffeCcems2003/022686
Inpotd embsdimet, hizsre art fhf e gypes desessipns (adll Qfet@em(lgv@ve ogening and
stricter policy may have a higher mninmmscore). In
closing ses#ioBdt er nat i ve enbodi ment, the default value may be
(13D g)r%@'ntlélgt?ﬁn}%yseé’s%nuﬁﬁeré’ *Bb@r'aﬁ&% Juﬁﬁﬁk alldilgnpdHiRg/dsRting policies,
0 account for usSer-specific requirenents) or
adding/upitatihiydeienmy blsjedts, addiqg oomtextourigbléspete., are performed;
transact i on-specific or

a i cation-s .
(3)e i ncolloins 9@ hCEE SBERBPI SN B JREPElUggaig (elsting user
| i peci fied, which will be subsequently
models, ett%e%’%%oﬁ‘éyrflgdfgn%e state transitions or eval uate
(Ve ddrifieatidrosesidy whérs opdiatomauck as saoniag wedlikation objgets eontinuing
the conditions may jnclude context var verificati decision,
a verificationer $e8sipn cais tdsHeFRINESy aslnP’Ftng? 4%t 8Pt§lubmgTﬁ eriticaton - decis

updatmg}(%ig%{mg? g&?nqg)ft%tt ;h%&tefl n% qp %Te' 8RSa Stififlex@SvarRies ahueﬂ}i@g user

ca =), not equal (!=
models/vleﬁﬁ@atkh@ﬁjeﬁﬁ)veﬁﬁmlsnipbhmslo etce qmaﬂ)er(o?)ad gr ea; er dt hag
greater than or equal (> nu t i,vide_.
ydm@@ﬁa’(mg SEFRPDS PP ETAHeRS f,}) 'bg 4 DEED 6 4$00 gojgance with an

admlmstr@ET ﬁ)ﬁ ﬁc\%ﬁ%gtgo% ng 18 \ﬁﬁ( i deliBCof @i?&'tlﬂl 'a@fhe “VelicAdén server.

a con |t|on used I ater

The emo@lﬁieﬁf mm@erﬁicaﬁ@ desddsithaydnsperfosmsdir mcoeidmethth@ usest s a client
er of verification objects invoked so far is one

device o(dlmlm@}ﬁ@tmuﬁmﬁon)seraﬁd it was a match or there were

@Pf@& gﬁﬁcﬁg( 7 8¢ ¥¥ 11X ﬂ%:lg)oh)er ?%%?gﬁ?gﬁé%’rg{éﬁlﬂéﬁtlﬁl session,

g1venthe(‘lzérﬂ'1%atlé:ﬁpoHE§N580 oﬁEIGiIStI onis used to evaluate the

urrent bal ance ("CUR BALANCE") rificatio bj,ect
Asrshpmng in gep d02,4h¢ phigat Hléﬁlaé%sn eéz,ep cation saqsp&/&\é@i Jtl}eoslerver stating

the namesgf1 ﬁﬂgpgggyo@ﬁﬂ’imow o (ﬁﬁw ?ftil?gl‘é‘%gnah% (g %I%n Igoe) with a default

context. ST 1 @svedr&ridedsithegblicy And thesisexmogs! esfetehade ar e four

states: ACCEPT (line 22 REJECT 4 R
[Hei saevep ?)perateg oA@@;mm:y @%1 L}le) moég@é@pé % @}ﬁ-&ﬁt verification
object tg é)gl 1t§Y tﬂséfmygyerﬁht o Hvdr iR |late¥ hd Eblﬁé&' £ sends the

elntlra state and
request f ﬁ)?@ﬁa% &chﬁ/ﬁ{dl thé Eatté:ao o) ctiefitsin'sGHTER | D', "DOB" and

By default, verification, obj ect »
Bl disrbahaates hadowpne theeap g PO LHE—08-02-1975"),
C|f|edot|onall | a i
and sen%igﬁlgct{asme 0.2 SeIVel ?e%fgp ?Bg élgxtl% Qzﬁhgﬁg @@:Eéﬂt cB)itekh Asafentioned

ransi
above, 1§ta§1t EniEEMESR dtfhzfﬁ@ en@b thireofid Eei*trert m xbspmi]lsd: lneﬁnisntqthEsent to the

or TWO OK-ONE-BAD) is satlsfle&,& transltlontI:l)]1 due
initial sd[m REJEOP § maydecerip $nPHheR J7Ever i erﬁafl%ﬁy Hp! Dis is du

at sfi
to the Sté?sg% ed“l ?féfaf naglge H‘] IE"E‘ e obj ect s havenfezgtglﬁlzgll%gﬁ%dlmant

PRORRAL (Iritial O ofhel fgvespihes sastestihe verifitiation Bbyed;thepdates the context,
eval uating these objects requires different {,}est  from th
determifis the eekt statelin the pelicyy andsealestand sendsrine Rext JEEYSAHIY |°§?Je° rom the

list of ava?latle o%Jechs (bUREi%SAFiAl\Ol BE,t 8n %Qﬁhﬂlé)oﬂéng with the updated context to the

client, in step 708.

Since the CUR_BALANCE object is a dynamic object with frequently changing answers,

the client updates the relevant context variable with the current value obtained from the
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satisfied, transition to either the ACCEPT state or
the REJECT state occurs and the corresponding final
wdeoidauziaoi s sent to the verification client de¢ras2k8/822686
applicati¢iF{cGrBdlincel=n 16000} it etepat1i0v dnetapo GiZndlie serves refmsdickpaviedgment
deci sions could be made at the internediate states.
to step 7H}yr exanpl e, a decision to accept the user for |ow
cug t tiiges e mpde thd iG@sKedl Nverification  object
T?%nd?@%%nsaa gégaﬁﬁgffg in the START state, and the :
(CUR_BALZaNCHe 0000 nartdosends ¢lt respensaster a fsexver, tin séepadl4, oeng with the
can be nade at the ACCEPT state. Referring nowto FIG
current cgntext.st at e transition diagramillustrates state
Ll @Rn f i Bétf ideriiREs ARt ¢ Mdlicy has been
TRP R (e Rbrch e RN YRt G Ry, g Py s b
satisfied,i dndusitputs @s “BOCBRirdecisiva) iesteps 3t i Bhedlient then ends the verification
. verification policy 500, nanely, START (state 602),
session. ACCOUNT (state 604), ACCEPT (state 606) and REJECT
I{ ﬁttgi)g ug&)%gtooa_ t 3 EAWEMBRMERIH dndQnSddaiifsrdtiB s&s@hAtwould have
e conditrons for transition between the states, as
respectivéerequékesespohedpaitschetween theecliennamk theoserverethptf preapartigplar to the

_policy 500 of FIG 5. Referring lastly to Fl g, a .
operationy BoFRASEriBrPIel WEPHL & 1B b &?ﬁt%‘?étq%ﬁfsg"é’gstﬁ%tnm an”embodiment
where ttgeatu\(ﬁe%ﬂc jonV&tefd 1§ ThpieRefibd 8Ata ﬁﬁ%‘lé e6mper System, the user interacts

verification-server for the exanple verification )
directly R@{H ebe eibgll Gomputer KGteni ristperfosninguibh epevasions jasenciated with the
. _sessjon may take place between verification client
particulagg¢ssio8. 102 and the verification server 104 of FIG 1.
éﬁ)@v\on %ﬁ)&ﬁl/ag}é}% %ﬁgogﬁgﬂtﬁqgg’{ppe?sgﬁslﬁveﬂtﬁn%% been described herein
ogr ment | ere are three types of sessions (all of
with reféfeged iRl agoppaninggdrawihgscit s it e smdsistmod )that( thy igyention 1s not
adm ni strative sessi on where pperﬁfio S such, as .. . b
limited tadhpsegprapismemhedioentst anddhgorariopg gther changes and modifications may be

made by R B AR Lo A GRS s B b PR Ry ent
sessi on where operations such as
creating/ updating/deleting user nodels, etc., are
performed; and (3) a verification session where
operations such as scoring verification objects,
continuing a verification session and determning a
next state, outputting a verification decision,
updati ng/ del eting context, setting/getting a val ue of
a context variable, querying user nodels/verification
objects/verification policies, etc., are perforned.
The adm ni strative session operations nmay be perforned
in accordance with an admnistrator of the
aut hentication systemvia a client device or directly
at the verification server. The enrollnment and
verification sessions may be perforned in accordance
with a user via a client device or directly at the
verification server
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The flow chart of FIG 7 depicts an exanpl e operation
flow 700 for a verification session, given the
woenifouzavi on policy 500 of FIG 5. As shown, PATAISE®3/022686
Claims 702, the client initiates the verification session
~ wth the server, stating the name of the policy
What is olBinkPIiSE BANK_POLI CY) and the usernanme (John Doe), with
a defaul t. context

Th I .t i
15 APoEREs fos o Gy f b RS B ERAE P2 LY
a# féﬁstlt%le ié)?éfceém doBRLiS Y (IyeBein usnihpds teientinesleasia portion of the
I rs \'

rification object to be invoked (DOB, in this
user inpue xeassdagted Fith tweror eroreiperificaton ehiews mnd )(‘3 ‘ﬁ‘ﬁ@@ Héegtlpﬁeéi on the
request f.or t.hat.object an o o [ :
two or mogE SergisenomoLiTHS Epear ol FagRP RLE PhtcRiaRoIk) ofRling on.
context éggﬁr(]eglﬁeﬂ)sy Blel thioCtrh &8 velicatbn ObjE¥B=#8- 02- 1975"), and

s the response to a server, in step 7%21% al o&g[ .
nvinidry t dumpltedrioghe atlsast@ee ProgssseBrior 61REAS 2hiR3vieons of thp user mput
enbodi.ment .utilizing.nore than.one server, the
and resultpagspciated ﬁ‘@g‘&hﬁﬁfﬂ B’gn écgﬁ?n {’poe?’&hogl' initial server, but
rather it may be sent to another server in the

authentication system This is due to the stafeless .
x| Thebppeeatue of ghinrle whtregothmailesst Poh P’f%ﬁ%sohﬁ%/‘]hét%?fs%ef ative to

perto s OSBRSS A o Bl poceses

i det €8 e MRS of hRréreificatiad bjedts.t he policy,
Whmhartgg%pggwg%w;r?d sends the next verification object

fromthe 1list of available objects (CUR BALANCE, in

t hi I | ith th dat .63 .

4 Pringn s Shohng M o DS P A B el
compareg%gm Gr ﬂgirg%riﬁ’?!aﬁ& b &AL HeasChrn@en@odelswer s,  the

updates the relevant context variable with the
current value obtained fromthe 16 WO 2004/ 042540

4?%52%%2%@%2%@?32%3? glygr%ﬁl{ ‘%]'I)gnag(el%';s r%%!? gltgﬁrre%lg)fiélqg%ggstored in the
memoryaa%lé%%gsﬁg%%? ee atitlgas% rbdddsorfne client acquires the

response to nvoked verification object (CUR
BALANCE=10000), and sends the response to a server, in

S nehe aeiskes DR e st P M ee RERiel ) SR dkRlss the two
or more AR E IR NICRRS, 0", (*iep 716, The oliont then ends

the verification session. It is to be understood that

SouTe ReRRgaior of SEaD o FEdls o Leponis sk FpdRLH fblgmented in
Emensiélgidagﬁpggéng%gg?t he server that are particular to the

oper a ormed in those sessions. It is to be
further understood that in an enbodi nent

7. The apparatus claim 1, wherein the at least one verification policy is prestored in the

memory and accessible by the at least one processor.

8. The apparatus of claim 1, wherein the at least one verification policy is implemented in

Extensible Markup Language.

9. The apparatus of claim 1, wherein the context comprises one or more variables

associated with the user verification operation.
18



where the authentication systemis inplenented on a

single conputer system the user interacts directly
waei2od/usa0 si ngl e conputer system i n perform ngPCNAIS2003/022686

operations associated with the particular session.

(PR DB P8 S, HREERTBERARE B T T RPBY ispiagent one or

more of: t@ e% Hﬁ% {Igﬁrhyélﬂﬂmg Giaed iR gﬁe atl 1%a§t Dnb YefficatiB Pohéyo ¢il) a history
tioni1s not limted to those precise

pertainingnfeothiemendt or naord vehifitatioar dtjeess; div) eapplipativgepecifiel requirements; (V)

modi ficati ons one skilled in the art
user-spegifie FRsigre atnldnﬁ@)pﬁmgrwgloglgg} a5 spirit of the

i nvention. 17 WD 2004/ 042540 PCT/ US2003/022686 d ai ns

What is claimed is: 1. Apparatus for use in performng

1uS ETheRaipasinls cfdlhion], wioargin it tvegn omorewerificatien objects represent at

N A

Olsef0re verification objects; and (ii) verify

andpossteﬁséonﬁsoer e‘based on the two or nore verification

objects in accordance with at |east one verification
policy operating on_a _caont hared across .t t WO .
B T aoracins pLAERD R WhITEAIES Skt AR gLooNE gt goerative t
he af | r i8R SF atol%@st one of a
acoept g geipn SEH, RTOR' ST 2 3difcafon S ?&d&?‘z?‘eﬁ?
verlﬁcatﬂﬁle[folfé?ra fveﬁﬂdam@ﬂ objret gipe,om usét. mited, appavatiade ©$Soelht§dﬁwlth the
1, wherein the at |east. one processor is further
context, dprsusqpenttuse Hpﬂ\eﬂ’é?frﬁeflﬁ%at@§é’i36‘@§?‘?f i cati on operation
: in accordance with two or nore verification processes
whi ch are respectively responsive to the two or nore
VET A LSt dudtieneibjtiat §sted, wheesim ipansd usithehticiti@neystem operates in
wherein the two or npre verificati Qnggrocesses

accordancespidle fj loast gne éléﬂ%ﬁ?‘écet the Syskem GPMRBFBE veri fi cati on
agﬁeaéf: él?engtegve?t %@&? fo ?}E%‘t 1\%?3? LRk devfice, mﬁréi’rpﬂﬁraﬁkﬁﬁ one server

I'east one user 'S
obtains ﬁﬁe@ S BGnd thetdd Geast@iEdliyniadesticacwharsinkit daeabiya ph@loatof the user input

| east one processor. 5, The appar s of, cl.a
is associgbest with tWﬁeoraltloﬂee‘%lﬁcﬁWQ QPsests, B %‘f%]?eé vehEEgiR &an%trlS%s% one server

verifies ;l&eplésrem?)ﬁ%e%r?n tv% a\;érfﬁ@at?ﬁl @%E&f iPacchince with at least one

a| m erelrn east one user

venﬁcaﬁ@fj@hcy DpérahEe o lh@ﬁkektnshalﬁd teosd the ewtviar knape verifipatiepeobjects.
he” apparatus claim 1, wherein the at |east one

verification policy is prestored in the nenory and

cessible b 05R5 PMviowBly ehf§lls data, at least a
1 o PR S G P RS ity OGS pRviquty olRls data,
portion \6€ Wlﬁdh%%bd@ﬂo@nb@té 4 Gset Moldelreuchebati the at least one server utilizes the at

least one user model during the user verification operation.

15. The system of claim 13, wherein the at least one server further comprises two or
more verification engines for performing the user verification operation, the two or more

verification engines being respectively responsive to the two or more verification objects.

16. The system of claim 13, wherein the context comprises one or more variables
associated with the user verification operation and is maintained at the at least one client device

and the at least one server.
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Ext ensi bl e Markup Language. 9. The apparatus of claim
1, wherein the context conprises one or nore variables
wassamuzded with the user verification operati 8aT/US30094¥122686
2?04/0325&g PCT/ US2003/ 022686 10. The apparatus of
claim?9, erein the one or nore context var.igbl
17 o HESESiem SR 1foPESGHR (BF pog ofaiore Rafst “Grip§lesferesent one or
I teyi l; LEifaatid (iiy a hi
more of (5 (9 nithe, (B atub Fhicif B araBRL Ve SR Rl (Y history
pertainin¥ €toi the a@iol ON maive aetification bjeatsp | (iv) sapplvatiopespedific requirements; (v)
requirements; (v). uUser: slﬁeci fic .r?%ui rements; and
usef-spe@?¢ §e|QBﬁ9f§?f&%Ian Vi) ghyvsical onjogiral 5pEIeS 1 The appar at us
of claim1, wherein the two or nore verification
objects represent at |east one of an object type that
1|8¥fin1%9sy@&ﬁﬂ of claine B f wherdimrthe ttwo afr mére esifieaticdanehigcéseppresent at
of the user, _and possessions. of the er. 12. Th
et cnegfer e e la7TH 0 VL 80ty fsaltiiorBgkier igmete of the user,
roc urther operative to accept at |east one
and poss%ﬁ%“ﬁ?%d%fs?ﬁ’on of, the nodification of, and the
eletion of at |east one of a wverification policy, a
verification object type, a user nodel, .and a.vari ab
@ﬁé@@i sastew ofictamlde whessinths at 1eash ong ¥ BRETA R, aoept at loast
t ser verifi I: [ : ificati i
one of tie AHRIOLF blpUETRlGRoR RELAE |8l Sf st Bl of  yerfication polioy.
a veriﬁcﬁ?bit&%ﬁcg@@_é,ad eser thﬂa)dela andi datable assdcintet witk gt cootest, for subsequent
~ client device, the systemconprising: at |east one
uselnthaﬁsﬁréfleﬂﬁ@hﬁl@n@ﬂe%%-he at | east one client device,
erein the at | east one server obtains user input
fromthe at |east one client device, wherein at |east
2. !uit@i_ﬁ?tféﬁ ridiodisRrsed aphenticit®naths owdtladecbmyrisingtthosteps of:
more verification objects, and further wherein the. at.
dbeaining vses ipitywhereipet lqapteispqrHan gt SBRTIGR arREREG itk two or
ar nore,verification objects in accordance with at
n““evepégangﬂgc{v%¥ffication policy operating on a context
iR R HRCHisRP atddeort W o omere eeriffcatart bjectstip @ctadance with at
14.” The systemof claim 13, further wherein the user .. .
least onp rvenfiestion poligl EPFatRRPR 2 Gtk Jigred actgRy fhediootr BRiccyerification
is used to generate a user nodel, such that the at
| east one server utilizes the at |east one user nodel
d]tjrl lng_ the user verification operation. 15. The system
of claim 13, wherein the at |east one server further )
b n’prhfs exethagb o claifp 28, vieren dat UsH SFGHGIEED gP 1S performed in
erformng th If i j ks
accordsfiwth i B bl Yl wBlEShRA PORLANY r{Pbndtoti two or
more"e“{ig‘éﬁ%ﬁsdby&“f 0 th]? t}/vo_ orlgor \%hveri fication objects.
. The system of claim 13, erein the context
conpri se.sf one or nore variables associated with the
er verifi I [ j i : ;
2 ° s SHeE LRI EP TR EREp f aRt Op Lo ShaihMespoctively
compar® 8leM®/-or more verification objects to at least one user model.

objects.

23. The method of claim 22, wherein the at least one user model is shared across the two

or more verification objects.

24 The method of claim 22, wherein the at least one user model is previously generated

based on data obtained in accordance with a user enrollment session.
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19 WD 2004/ 042540 PCT/ US2003/ 022686 17. The system of
claim 16, wherein the one or nore context vari ables
woepadzad one or nore of (i) a user nane; (ii PC&US2003/022686
current state in the at |east one verification policy;
(iti) a history pertaining to the two or nore .
26er The athiashobilaint29), wheygin 4l CPREXY eNORIERES jOnp Or more Variables

e er-specific requirenments; and
assomat"@\ﬂ%%%ﬁﬂr@‘?rnglﬁéf’&)oflggﬁpwl variabl es. 18. The system of
claim 13, wherein the two or nore verification obj ects
represent at |east one of an object type that may
26 thetooethvat of qlalmd%fn tWheyem; thet gne agjgrare CRAEH \@@@@ewepﬁﬁgnt one or
e and possessi 0 t hist
more of S5 eS0T SRR S ond P KSR 3 o

pertainin t %ebWo ot rﬁcﬁ@ssﬁenﬁ@z&fbnoébjédf@ @Jdi hé’dﬁioﬁfspedifil@ requirements; (V)
|cat|on of, and the deletion of at | east one of a

user-speviéit refquﬂamemtm; qndl(vmphysml v@lpgmaloraﬂal&w obj ect type, a
user nodel, and a variable associated with the
cont ext, for subsequent use in the user verification

e’E fn@fl‘md%@ clAR B ¥R thenfiioN@dmefe wsiHication objects represent at
aut hen

tication, the nmethod conprising the steps
least on®bfl @i ¢tijery ty;&ethatl mpulbs uset éo aerify adenfibaef the upssy ]p;aqyﬂe@ge of the user,
t he us i nput is associated with two or nore
andposqp@}lqrp,ogglfqlgﬁr obj ects; and verifying the user based on

the two or nore verification obj ects in accordance

with at |east one verification policy operating on
zcsorTrMemba of dlaie 20 sBirtheecamprisng the step v Brgeptng ablﬁast one of the

sonh S5 S S E T, T PR s 0. IR g

Venﬁcat?orn &Eéc? t}iﬁ)%r L {EGahb R LY ReEblhbebiatideitie fRawntexe | fir subsequent
€ tothe two or nore verification objects.

uselntl%&serﬂwﬁamomqbemftlonl aim 21, wherein the two or nore
verification engines respectively conpare the two or
rmre verifi cation objects to at | east one user nodel.

[{;Fé Be ‘iina%{lfa%gﬁ‘é Tor Gse Yi’hﬁ&a@' duthdficaion] @asbriNE a machine
US e r are

across the two or nore
readablé/ﬁatadhﬁmccahﬂaﬂmgadme&mmoremogra'mgwh@h mhgn Qxecgpqg, ipaplement the steps of:

eneiaRes TBASEUOGR 4ra! bavheneh i oa RBFtiAE i tvo o

session. 20 WO 2004/ 042540
morev%%iatﬁ(é%)gég; 2686 25. The nmet hod of claim 20, wherein

v diityisg nliieuter basgl 015 ¢l tye oomare rvgnﬁﬁaﬁp@ @|b@§ts in accordance with at

assaoci at ed th the user verifi an
least one verification po\i\fcy operafing on a context shist cll 20ross ﬁ% two or more verification

objects.

30. The article of claim 29, wherein the user verification step is performed in accordance
with two or more verification engines which are respectively responsive to the two or more

verification objects.

31. The article of claim 30, wherein the two or more verification engines respectively

compare the two or more verification objects to at least one user model.

21



26. The nmethod of claim?25, wherein the one or nore
context variables represent one or nore of: (i) a
wagew/azae; (ii) a current state in the at | eaBCTMISE003/022686
3y ermhb iafald ecldiml 15 Wwhefdin the @ ldastsoreryser medelds shaned sayoss the two
the two or nore verification objects; (iv)
or more egsificaticat dbpeetspeci fi ¢ requirenents; (v) user-specific
requirenents; and (vi) physical or |ogical variables.
27. The nmethod of claim 20, wherein the two or nore
3yerkic@dlé onclaih 82t whéreinribs enleasitone lusarshodehés pevimpsly generated
object type that may be used to verify identity of the
based onmqbtm@&m@gq&dwem@ aassf enrolment 5881985 si ons of t he
user. 28. The nethod of claim 20, further conprising
the step of accepting at |east one of the addition .
39, Thbehmelidri Gakd 00 ehereanthet benteie| @miprisenfonator| mast variables
one of a verification policy, a verification object
associatedywieh tha usereverifieadion stend a vari abl e associated with the
context, for subsequent use in the user verification
operation. 29. An article of manufacture for use in
34S ef AN BF chadh BANwheRthe $he or enor@chiterd variebldmirpeesent one or
medi um cont ai ni ng one or nore prograns %c,h vthn_ G o
more ofefpe useechainep (il meovrrenh etatst iaile aff leash PPAVATUGHIE SPlisY, Gl 2 history

e o T BB 9 P RS ism
user-spelific ir%c?ﬁﬁr@&eﬁt@;eanﬁiei') tpﬁﬁ‘icfélj oPldgichieyativledpr nor e

veriftcation objects in accordance with at |east one
verification policy operating on a context shared

the twg . ificati '
35100 0 0S8 Vb AL B T
least on€ Ee)fr?iﬂ% {)lﬁeo‘? _%%Jecthﬁferﬁa}i Pe Aded A6 §aifGdentityt 6f thesay kmmwledge of the user,

ation engi nes which are respectively responsive
and posdessidiseofttheouser. nore verification objects. 31. The

article of claim30, wherein the two or nore
verification engines respectively conpare the two or

r | GaddiRn o 8kdr coh@risihe kieagtp 6N ecdeptig aldast one of the
tiA %é/%f%/%%ém o righg sty onecwep article

addition0bf, chainmdXrativmefeand the deletioreaf ot dosst gae of FpyeniiGetion policy, a
.. Shared across the or_ more verjf] tSr sub t
verificatips, obype Ty f UFE Iﬁ?ée\tﬁfaﬁdrﬁ %aﬂaﬁmgsrog%agéd?ﬁ% g%é eae?tg’ oneedueh
useintﬁéSLFErW%?l eltidnopRffM¥housl y generated based on data
obtained 1 n accordance with a user enroll nent session.
34. The article of claim?29, wherein the context
conpri s&s one or {mre var.i.abl es associated with the

3% epngrhegtcatien SR SEMPEENSThe article of cl ai m 34,
X\Qgﬁfﬁgaﬁoﬁfﬁgn%gg 28f nore context variables represent
one or

verification means coupled to the verification manager;

wherein the verification manager is operative to control the steps of: (i) verifying a user 1n
accordance with the verification means; and (i) customizing the user verification means for

subsequent user verification.

39. The system of claim 38, wherein the user verification means customizing operation
comprises at least one of adding, modifying, and deleting at least one of a verification policy, a

verification object type, a user model, and a variable associated with a verification context.
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nore of. (i) a user nane; (ii) a current state in the
at |l east one verification policy; (iii) a history

woentaurs4ng to the two or nore verificati on obpPeTUs2003/022686
46.1 Yhe 3Pt GEtcl 0 -38p Stief dirt tHeade verifieation mew)s customizing operation

user-specific requirenments; and (Vi) ysical o
further compiisealcustomizing the usgererifipation meags & @fa%g %ﬂﬁﬁ%?’{ at least one of 2
erein.the twa or npre.cverificat] <SG io9-shEREES&H3traint.
user-specifc CqRegEe, Rt i B EEol i hER SR RRR pERNCEsRkain
verify identity of the user, know edge of the user,
and possessions of the user. 37. The article of claim

429 Anfauthehieation systérs; oegareisi@gst ep of accepting at | east

one_of. the addit,ion of, the nodification of, and the
8 JeTieatign MBRegE: 9%ast one of a verification policy, a

086k fof@tdriFati &Ginek ¥OEledtotbeverifivdtidn maneges vari abl e
assocl ated with the context, for subsequent l.%S

L
viheesin ther vevificitiqncapnager ispenesativerio contgol steps of: ?1) olgtammg user

, aut henti cati on.system conpr | . i f.i i ficati
input, whqﬁlagaé rl?as%ﬁcp%gx%/ ]o% ?Et i E‘Eﬁ)él&?#s nggcl:}% g éﬁiﬁo{\{t&zﬁ gﬁ' e verification
objects; Yl glg L EAfIRNhEBSR08ng MRkl dt hhte vedfitdiionahpines, basedger the two
1S erative to control the steps of. (i) verifying a,
or moreUgtificition abjevty Daancerdancenwithent Jeast pne Henfiratige HRECY gprgating on a
i) custﬁlm' Zi n% t he ustir .ver{)jfi cation neans for

context sharsdAGTASH IRe RO JAE FPUAHER 0SS The system of claim

38, wherein the user verification neans custom zi ng
operation conprises at |east one of adding, | .
rodtfeysystgm afmiainied letwheteimthel esiBeationeobey mapager iy Psthprpperative

I , i i i bj . , |
o cone B b o LA RGBS 9 e

. ) / 042540 PCT/ US2003/ 022686 40. The system of
venﬁcatl::éﬁglﬁ%gg& wherein the user verification neans

custoni zing operation further conprises custom zi ng

t he er verjfication ne t.0 _enab i . :

4ans ,%b.(l.éssé‘ ﬁegl&f'cgkmaggwﬁgﬁjggﬁé ?t;leacsgﬂsei J}eg?}’ P}?rfﬁjég{ﬁw eﬁglneaits responsive
to one o?r P L:)h&ﬂl?l VRRSRBEI dbjeet SRNShdvrldficatiditotiect.

ansaction-specific constraint. 41. An
aut henti cation system conprising: a verification

, and i ficati !
T ebieh 1 i B i PR Ao L9 05 MR e o

efgifRel8bhyfled fla GRBtwak. the steps of (i)
ormoreo%gﬁg?dﬁll%%ge %‘ger g in"éﬁ?, 3\/h€l‘ ein at least a portion of

the user input is associated with two or nore

verification _objects; .and (ji) wverifyi ,

451 e HeRet S e VR theayorfietor FRladd BrdagE o or more

ificatich Ofre MREBCMRNT Wiald QRrifthiBE! Serbér a@dORdaRE ewherein the

Veﬂﬁcaté\?q} heﬁlgﬁle? eaggt osng1 verification policy operating_ on a
authentie@iinesitemhaneisexcs disst ddvisetinvooromupisaizonwith theygtifigation server.

obj ect s.

46. The system of claim 45, wherein the context is storable at a central location
accessible by at least the client device and the verification server such that the client device and

the verification server are able to participate in stateless communication.

47. The system of claim 41, wherein the authentication system further comprises data
storage means for storing at least one of the verification policy, a specification of the two or more

verification policies, and a user model used to perform user verification.
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42. The system of claim4l, wherein the verification
policy manager is further operative to control at
woOeeamio4zmae of the addition of, the nodificati oRCOfUS2@B422686
the deletion of at |east one new verification engine.
43. The system of claim 42, wherein the at |east_ one
4Re\Wheesystemadtdam 45 gihetein ther dataeamize aneany ispsessiblete one of the
verificaiGrEBEELIf TREOG S NIEr e AE, Shar e JfRte Stpled to the
verificati$Elabide@t i on nmanager and at |east one of the two or
nore rification engines are coupled via a network.
45. The system of claim4l, wherein the verification

manager and the.two or nore . verification. enql r :
o SRS S B0 ey SE PR FIP] Rt Borao n
accordan e\?{iﬁfﬂl&a&%ne%ﬁéﬂi%%ﬂc@,ﬁ;hé %F]e‘fﬁ/ SdBpRsaRAPri ses a client

ce in communication with the verification server.
afGeasiTbee sarsérecoupledctanihm asleasitnae ailiant; fydereimilscat jeast one server

storable at a central |gcatjon agcessib S
obtain 10, T G0 VA dgishide CHEASTIE Ba eE e o vipr Blref) BB teast o

i i IvRr@R Y cofnffiniéatidd infedfat©betsREN the at least one
portion %ﬂrlgé 3%%?2“1’?‘% aglgtﬁtn?lgélfpat é in cgt at el ess commruni cat.i on.

client dedibe ahtiahs yiSleash afe sehar s diplem#ntedeinracepislangs Yith dixgepsiblsyMarkup
system further conprises data storage neans for
Languagst ori ng at |east one of the verification policy, a
specification of the two or nore verification
policies, and a user nodel used to perform user
s0er Thé e@tdnoof cRBn VIO, 206ritR S00nROIAtS? uefopiEsgeensbe at least
The system of claim47, wherein the data stora ans.
one clientsdedtseans; the @t {gslopRe SFTVEHUPRYLY ‘r‘ﬂ'h'é%F?i"(S‘ﬁ et °d§§?tﬁh%%mn’ an
t r r tficat 2ngi nes, and a client device
emollme&gg%s%ga,”%lg%{l\égﬁﬁ%éetfdﬁlﬂﬁ g%ts 1i%g'n manager. 49. A user
aut henti cati on system wherein the user authentication
Sf/stem operates in accordance wth at |east one
Zl.i Aneuthenticaigon PRIETS feTBH %S npri si ng: at | east one
%%\ég(rm Q&%ﬁkﬁ%nt ik Q‘ngt | east one client, wherein the
4 e85t " obt a

one server ins user input fromthe at
Ve@mRbticiNeeahd @ptrateyitoevaifyl a esérf inegcedidangs ewithaibe gatolpast one

verificagarepelcy, HperH i G4 1P FEGR R TBr S RARILEY in,ggeordance
with the YReiciopiltent B4 SRAEAES I R el bl & Nar kup

Language. 50. The system of claim 49, wherein the

O et S PP B¢ Dol RuBlod PRl Jeay o of o
terminang’%itagﬁ ?r? glg%m%di\éf‘er dértr{{th I‘ﬁg\%vhﬁﬂ aRSSbRK ovdplit._enr ol | ment

an a rative session. 51. An
aut henti cation system conpri sing:

53. The system of claim 51, wherein the at least one verification policy is dynamic.

54. The system of claim 51, wherein the at least one verification policy is based on one or

more conditions which are capable of branching to one or more different states.

55. An authentication system, comprising:

at least one verification object; and
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at | east one verification policy; and verification

nmeans operative to verify a user in accordance wth
woheo4au2d4@ast one verification policy, wherei RCThS2@8/022686

JefifisdtiofN@eMBl bpdratitd om veoly @yuses innpdcordant@bVith ithe at least one

accordance wth the verification neans aEﬁaa st at

verificatipacHi%b, WHEZEIN The 26 JRSFieMEYEHIGR ISChn 8t AR Reols (1) pgeble for
vet (LG TBE GE 8O0k 67 SR by (B TR e prviousty
enrolled AMittPEer AR refAtigy &y tHeemlalt orleatenifibdtionvdbgecei (iii)tdyearmic; (iv) implicit;

| east one verification policy is dynamc. 54. Tge o )
(v) able ¢y inhenih abfleagt enepropertyyiandnathenebjegt; (lr‘]’ga‘é‘@raﬁwgzed y multiple inputs;

o Nerificati. licy i. ed on one or nore

(vii) We‘@E‘ﬁ&a %%ZH@?%eg%b%%gngglga le of branching to one or
nore different states. 55. An authentication system
conprising: at l|least one verification ohject; and 24,
M0 J0easysientab oRan Vs obario e swrifigations ORjseti kAT HPgpplexity value

. operati.ye to verify a user in accordance wth the at

assoc1atp(£§1§fe e verification object, wherein the at |east
one verification object is at |least one of. (i) usable
for wverification without the use of_ an assoc& at ﬁd . )
¥Er The syateitoof duigi Ho wherely a yetifiGadignppliey asspqated with the verification

reviously. enrolled with user data relating to the at
means ‘ﬁg%‘atg‘f pgﬂk’x@%ﬁm‘l?'cati on object; (iii) dynanic; (iv)
implicit; (v) able to inherit at |east one property
from anot her object; (vi) characterized by multiple
5% paih sutherftication systeghtcemprisingl (viii) able to be
ni ?ul at ed. ag The system of claimb55, wherein the
P45t PRESCHIO6B; has a perplexity value associated

Q8IS Prea’ opeli@veStost@ity Qf usel a Avdobdancbaviei theaat least one user
verification policy associated wth the verificatign
model, wheare the e laabteonsepssr aadelis\aleaat o @ (i\gepresentative of one or more

L L

user in accordance with the at |east one user nodel,
wherein the at |east one user nodel is at |east one of
69.) An@pthentegatian systenafCoOmpEISIBE: nore user pref erences;

and.éi i.% able to Be nodi fied for use in subsequent
AYERICIEPR PRSI AY 59. An aut hentication system

6ROBY thSfeR@rificAinhkinkE aduplid toHRAGEificatndnangerOr Nor e
verification engines coupled to the verification, ..
mhemgethe whifcaion mpageets dHeEdive 60 conialgde steps ietilhppipiwing user

input, vtvl(l)ergig natt rlé)alst %rb%rt%ne Bf t]{)ef us ir}np%P Esallggi)agce&l%{h one or more verification
objects; (i) obtaining data associated with an external source; and (iii) verifying the user, using
the one or more verification engines based on the one or more verification objects and using the
external source data, in accordance with at least one verification policy operating on a context

shared across the one or more verification objects and the external source data.

60. An authentication system, comprising:

at least one verification policy; and

verification means operative to verify a user in accordance with the at least one
verification policy, wherein the at least one verification policy is based on at least one verification

object, one or more context variables and external source data.
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i nput, wherein at |east a portion of the user input is

associated with one or nore verification objects;
wOi2d4/0at4ai Ni Nng data associated with an ext er nBCT/US2003/022686

source; and (iii) verifying the user, using the one

re ver cati o nes based on t he .one or. re _

oL+ RRlaitatated oefor S fitheEeg FE b BPd 2PSodlpl i teps of
%Hf?m Lk (RECRI861a8n M ith @b vE@RBtioPRRankeand | cation
policy operating on a context shared across the one
customiziag ey udel gerificationmbicastior swhekqubr ussrt earifigitiarour ce
data. 60. An authentication system conprising: at
| east one verification policy; and verification nmeans
Qﬁ’eAﬁtahﬁb‘?nattéﬂ MBthbdl Yof Qutﬁérfffcaﬂnfg PGP rtfi’@ﬁ@ﬁlow'cb Fhﬁﬁg e steps of’

l'east one verification policy, wherein the at | east

olmtmm&grusénmp[mt;mdpol icy is based on at | east one
ect, one or. cont ext var

%%@y&g 31%: J}ﬁ%}r‘] bgsgaj ot leasta p%lo%f EHRPRYE accor%ance with at least
one verfiit, g ? ci/f QARRRD thddr le% AU LRARL B0 PP Riplementable as a state

ing a user, e method compri'sing the st eps

machin@f: verifying the user in accordance with the

verification neans; and custom zing the user

verification means for subsequent user verification.

T’ﬂg RHARIBE an{TE% hofk:gh tﬁ@?&ﬁﬁh% Gl fi8thér dbiPrised B@cputtmg at

neth conprising the steps of: taining user input
least onard an etérinediate ddosionsmd alterswiohl decigion.| east a porti on of

the user input in accordance with at |east one

verification policy, wherein the at |east one

ri | : .
{5 gGRR A QRbbTLe R PLGIENLEL ARIBISEH ns e sps of
Xbbtralnﬁr_}g wgr et wherdiharleaso apoitoasof the wet inpnyisassoclatealswith at least
one of an i nt ermedi at e deci sion and a term nal
one verficaiien) giectedd An aut omat ed met hod of authenticating a
Vér?f&ingttﬂgugg? \I\ﬁl Qo drAARE ﬂf‘ﬂwtatﬂ FeaSt SRSvQficati@PbBR Qlerein the at
use nput ereln at least a portion of the user
least onempatificationasiyectiinbe tbapd d)lte off (i) amsltle fanerifieatidn wihowrthe use of an

object; and verifying th i n, accordan he . .
associaigg! VeHGsHioB ﬁ@g%r({&’ LR g6 PE ISV CRRE ABICRe Migse datk elting o
S
the at fegﬁ g%@%}i}f@fgﬂ | n ﬁ@n S%aﬁ ('tivs) 191@11&12 z@/?) aﬁféetooﬁnhéﬂt) at least one
propeﬂ@&‘ﬁﬁﬁ: fdtied obgact; f(ive) aharactesrgi byemulfiple Jinputs; (vm)quelgh!dd tamd (viii) able
be previously enrolled with user data relating to the
to be mgpipplatedt one verification object; (iii) dynamc; (iv)
inplicit; (v) able to inherit at |east one property
from anot her object; (vi) characterized by nultiple
68 p WinSiutdnvited meshiod f edthetivdtifig/a ise}, thbinethotaolprising the steps of:
mani pul ated. 65. An automated net hod of authenticating
abtgiung atilerst PRAYSHMEEHHANYSi ng t he steps of .

verifying a user in accordance with the at least one user model, wherein the at least one

user model is at least one of: (i) representative of one or more user preferences; and (ii) able to be

modified for use in subsequent user verification.

66. An automated method of authenticating a user, the method comprising the steps of:

obtaining at least one verification policy; and
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obtai ning at | east one user nodel; and verifying a
user in accordance with the at |east one user nodel,
woheraurs4b he at | east one user nodel is at | eReT/USB®3/022686

ofrifying aruspr mseatrdanogevitf theptleast ome verifimtion pokdye whaeisthe at least
one verffiite, it Bpied o2 1A AP SHEHSKO AL Grmore context variables
and ext@fhtaf‘s%mde(‘cﬁid ng a user, the nethod conprising the steps

. obtaining at | east one verification policy; and

26 WO 2004/ 042540 PCT/ US2003/ 022686 verifying a user

in accordance with the at | east one verification

policy, wherein the at |east one verification policy

I's based on at |east one verification object, one or

nore context variables and external source data. 27
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