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- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND I TS
APPARATUS 5 TECHNI CAL FI ELD The present invention
relates to a data processing nethod, its apparatus,
its program a sem conductor gircuit, and an

aut henticati on apparatus useful in the case of
conducting a transaction_through a network using an IC
10 (integrated circuit) ?Eﬁ??1$%¥ﬁﬂa card or a nobile
term nal apparatus. BACKGROUND ART At the present .
ti-me, conmuni cation systens using IC cards etc. for
transact'ions through the Internet and other 15 :
net wor ks RAEFALEROGESSINIGOMENHODN ANDC ITS APPARNTIAS | ON
systens, a server receives fromfor exanple
reader/witers of 1C cards or PCs (persona

conputers) processing requests using the |IC cards and
per f or RECYARICARUEFIRRYY cation, data encryption and
decryption, 20 and other processing. In the above

expl ai Qmmuni.cation system. however, it is .
envi si gﬁ‘g‘d i’t’”l‘?‘ast‘*“ﬁr FEYELTAETY &&&é‘gﬁf & 4 dafiy Puanfting
ofaﬁgica%gs will be received sinultaneously or in

BRI 1S FRRATAINS 28 tRPI9gEAR agesembeondnesprhabronit,

. to be able to efficiently - 2 - handl e such processing-

raguast authenticatians epparadome iskefn 16 68C HIRS dase of
plurality of :
conducting a transaction through a network using an IC

(integrated circuit) built into a card or a mobile terminal
apparatus, |

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions t’hrough the Internet and other
networks are being developed.

In éuch a communication systéms, a server recéives
from for example reader/writers of IC cards or PCs (persoz;al
_compute.‘;:'s) Processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁmunication system, however,
it is envisioned that processing requests for a - large number
61:‘ IC cards wfill be received .simultaneously or in short time
periods. | |

In this case, the server has to be able to efficiently
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application prograns for processing for procedures
relating to a plurality of settlenent businesses and
perfornms 5 processing using selected application
progranms in accordance wth 2he processing requests.
Such processing requests also have to be efficiently
rﬁgmﬁf@.s&%gt L e;g.ﬁgerg ye, gxpl ai ned conmmuni cation
system the pp?lca%l n program executed by the
serverépas to 10 descri be codes using key information
e

for. acCeESHIRT 1 @ SFUET ARMSHIeR | SHRFY rieffuratity of

~operating the IC cards. Here, the key information and
R TEAN PagnRrs £an Broqeeskng ¢y prpcedunemnagdating -

of the server if expecting security of transactions

U= iy rbhurd G toarel . sdbtIdeent desinassde pudtpetrherms

manager of the server produced and custom zed the

Fidecsatiimyupl g Sebe P appb2§dath oh' PEm8RQVEccordance
service providers. Wth the manager of the server _

WA € dabopb gl &AL PUE

s YL R SO Rl =S AU P Bpts atoo
e ager hecqnes,great. .Further, in the

a%%%%q%&%1aégg}éiﬁaég¥(ﬁ39dé§é;¢ﬂe, appl i cation

prograns of a p[uralitﬁ of credit card conpanies or

ot her BUZtheZsein the sppladaedoroprepigatigpresystem,
produced by the individual businesses and downl oaded

~thet pppls codvivey PrsigraNp ersendied: diyp Uitsy sseatwar Ghasisto

expl ai ned above, however, when the above expl ai ned
desveibeunsdapphsLad ilosy AMEPRERIYn Eop! HeakkbYngf I¢ cards
busi nesses, it is necessary to ensure that the

ahaceperaishataebmmands for operating the IC cards. Here,

the key information and operational commands can be known

only by the man:':tger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manéger of the server
produced and customized the application programs upon
request. f_f:om the above service providers. '

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in the above explained server, for example,

application p}:dgrams of a plurality of credit card companies .

or other businesses run. Such application programs are

produced by the individual businesses and downloaded to the

server using personal computers etc.
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application programnot be nonitored or tanpered with
by 5 another application program On the other hand,
there is a demand for providing diverse services
whil e transferring data betwe8&n-application prograns.
Further, individual businesses downl oad tgeLr 10h _
appl i caid I th r, e themin.
Ccor dane et Aol arleel BB Le b EE S a%%vd S thined
' ' iLop. _prograns to_the_seryer or_debug.
U B S T L8P o R TR R R & RATT ol i Af Pupihesses,
is necessary to prevent prograns 15 in the server from
Bet i iTFTFLTTRFY t EApRR e gh«?tAﬁh‘a PEeaRsglngf of each
realizing this, for exanple, there is the technique of
AR ekan @ grvRe sae hgbe shoni keyedi of otampepadwitth by
accessing the server. Usually, such key information :
iaqrodihene cappll i deet i yogdam. t er m nal apparatus 20
(personal conputer), however, so there is the _
possi boh ithe @ferdy! iraira UM {1 Grdiiary FEAP! S0 Laing
security. Further, the LSI formng tTe acng
e ' ui_l.t-in_ CPU. e L
SARCHRCLeRPLUBE wltT Beiiebrkingatd Datvess apphigation
25 I n_such a case, data flows over the bus provided
EPAEERS4  the LS chip and external nenory, so that
data can be viewed by probing the bus. Wien the above
expl ai idgtherveingddridnmd busimesseisaldawndrsal titenis
personal authentication, and other highly |
application programs to the server, then debug them in

‘accordance with need.

When individqal businesses download application
programs to the server or debué those application programs
in this way, however, it is necessary torprevent Programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using iey
information when accessing the server. Usually, such key .
information is stored in the memory of a terminal apparatus
(personal computer), however, sé there is the possibility
of illicit use énd there is a problem'in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

I_h such a casé ; data flows over the bus provided between




10

15

20

25

5 confidential processing, however, as expl ai ned
above, there is a problemin security if the data is
probed. Further, the above explained server is
sonmetimes conprised of a single conputer. In this
case, a single conmputer runs a plurality of 10

] 0.2 urality of rvices provjded,

RHTER chiprhhB bl ol Wahars! 3o 6af A Ea e fpecviewed
E%ghl confidential data such as with settlenents,

elpéqué“tgnetheb emthat there is a possibility of
the highly confidential data owned by each business
bei ng Mhencithpyabage sxpliainedseryepepetfnris dycommercial
anot her busi ness. Further, there have been the
fralainpaiaty qrsab e arhdn auldiatt fcanivieNta o ab tigeReh 8fhly
conputer as, the above explained conputer. FIG 133
sbaws deit ilkis beoearki gy, ahbRavel , P AP1Ainetd above, there
conmputer 601. In the conputer 601 showi in FIG 133, a

$RUa0 R oraRhl AT ARSI Rl LIS d TSIl | ons

and data of a program roma nenor . The CPU -
602 ou%gu%g an §gdre s for agpess .in the menory 25

603 to an-agdreS8CHASOEE4 SXRUPIRES SET¥SEPY SBFrmelddes
fromthe menory 603 or wites in it according to a
compraced gfar sdogleTigempyd@ire A, nodul e B, and

nodul e C stored in the nenory 603 are processing :

uni ts &h Bhpsogaas), havenggdpecohpater frunet aopdurhlity of
debugger 605 checks the operation of the CPU 602
programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibility of the highly
c0nfidential data owned by each business being illicitly
acquired or tamperéd with by another business.

Further, there have been the following problems when

using a conventional general computer as the above explained

-computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602

- performs processing using the instructions and data of a

program read from a memory 603.
The CPU 602 outputs an address for adce'ss in the memory

603 to an address bus 604.
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~processing r

at the time of devel opnent of a program It uses a
HALT signal to tenporarily halt the operation of the
CPU 602, read internal information of the CPU 602,
and informthat 10 inforrmat+oh +o0 the program

devel oper. Here, in FIG 133, it is assuned that the

nmodul e a ' ctio sed the nod B or
the module %Sk’ ﬁgggﬁaéégrﬁeeﬁﬂsag rf’ﬁ‘eaﬁ/%ﬁ‘ﬁfnﬁéryo&? & writes
hasi, functkPn included in the nodule Ais highly

B AtARTeRdi g, KR ch ComFEel Enal 3 he modul e A

is a basic function, it is necessary to provide an

envi r ofRenfosidis Pngmos e ol @t myfdullee C rothres] Brorthe
nodule C to develop its program As one neans for

memoryt RBBears Hdrveenstivar] uafi tdi 6£ra puiidgigmahhirhal ¥pecific
This is expressed in an internedi ate | anguage between .
Fanathoglder | anguage and nachi ne | anguage (nornmally

called an "assenbly | anguage"), but analysis is

rel ati ye ; r s .a.hi g Qssi.bi lit hat

KT oBast: B08; Bnelhel el BeBERTI 2, o cpp o Bo2
confiidential wll end up becom ng known. Further, as.
EROTMEEHASARE SqYRIIRREEE RERIRFRETAT NG BEP L RaHPLE signal

the nodule A) is stored in the nmenory 603 in advance -

- BeahemPPRERLYt had tusheg oberadign iofr 4#he COFik 602, read

devel oper devel ops the software assum ng that the

baternabdihéokrwapiesenft ahe &PUPEORf,i anldodalfioam thaan
with this neans, however, there is the problem 5 that
infosmatiohhab BRedphkegrhheadewvabpeers of the nodul es

.Band Cto read the nodule A stored in the nmenory 603.

Al thigrd | "En #16. T£88, CORL €0 abSubBa? HEBENASE module a

| anguage of a '

has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function

included in the module A is highly confidential. In such

a case, since themodule A is a basic function, it is necessary

to provide an environment enabling the developer of the

' module B or module C to develop its program. As one means

for this, there is the method of distributing a library.
This is expressed in an intermediate language b_etween

a higher language and machine language (normally called an

"assembly language"), but analysis is relatively easy. There

is ahigh possibility that the processing routine of a progranm

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance
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| evel which the CPU 602 executes, ‘but there are tools
for converting this machine | anguage to an assenbly
| anguage. 10 The routine can be anal yzed relatlvely
easily. Further, there is theépfoblemthat the

devel opers of t he nDduIes B and C can tenporarily

hadd, LRenreenhh ;! %% ﬁgb%g%g Sy Iﬁg GV %QOﬁearggegFlops

execut i on of t he nodu e at opIren

t 08804 O |l e e 15 dat handled or

‘E%cont en % e e l?;\?l% ?‘H’e G BAle k= pFesent at

processkggﬁroutlne of the program of the nodule A
19gA%EeR i on program running on the above

expl ai ned server handl es key data, charging data, |og

data, BEyemn@idthdhis gleapecutioweveat,a thetrehi s the problem
service prOV|der so there has been a demand for ;

phettedtti g nbtf thar hhicdi Fort 8HEede Vel Spe PHNGE Ofhdtnodules

first object of the present invention |s to provide a

BN DD AR5 et U b WIS il il 603, At
program 25 able to efficiently perforn1proce55| g

FRSQ 43nce § cess

'requestgl% A\Qﬂélté%g cgéjog’c %A'Jf]g{:mb élr%%?qes of a

oV a data roce33|ng nethod sen1conductor
P’géf gll?d tﬁ‘lﬁo&%gm @nSRecHEes . but theseparee tasds for
custon1ze an_application 5 program of the user to be
ERBYEFEdNGy thisemachinet Ronguagel 6w By Aseemddy tlanguage.
| earn highly confidential information. A third object

 Bhet Reupisserani becahadyzed relptdvele easily.

Further, there is the problem that the developers of

the modules B and C can temporarily halt the execution by

' tl_ie CPU_ 602 in_ the middle of execution of the mocdule A at

the development stage of their programs so as to learn the

data handled or the content of the same and thereby. learn

the entire processing routine of the program of the module

A

Fu,rther., an application program running on the above
explained server handles key data,' charging data, log data,.
and other high security data set by the service provider,
so there has been a demand fér protecting it from illicit
tampering or 'monitoring.

A first object of the present invention is to provide
a data processing method, semiconductor circuit , and program

able to effic'iently prerform processing in accordance with
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a data processing nethod, sem conductor circuit, and
program abl e to prevent each individual application
program from 10 being influenced by anot her
appl i cati on program when the Base sem conduct or
circuit runs a plurality of application programs. A

UL O Ele Pl ok N DLESEN | Nuention 1 Lo provi de

Bt circuit, and

a processi ng , Se

program 15 al]ow.ng transfer of data between ]
appl'i c?t FEPFoBPaARET of Fheopagseatyi rrenbiem i te provide
preventi'ng each application program from being
i Ardriprocanpirgmatihad, semiconddcterceirdyithandbprogram
of another application programwhen the sane
sarrktloindy Gt orsexr ricaliprodinse sampd uswdtoyiDé & PhpSBiEQBion
20 prograns. A fifth object of the present invention
e dgrai G4 Gthe gk APIE SHARIR YL SERLELNGHERGEL
circuit, authentication apparatus j "and program

| to a.server _or.other .
enakitgy the 60akeas 1eqr'€§i§§§'¥e§??f%$38 f‘ﬁg information.

sem conductor circuit to T
- 8 A sixth

cord . Wi, t ights_tqQ th .
- obr ot AoFfihy' dpaedhiSs the PraveRE E5veRsIoHcisato provide

sem conductor circuit and data processing method

eridpkr mFoqars icuhmegbed sveniceonduater (i tamitai phdi predgram
even when transmitting highly confidential data -
pbilaede Phevente wachndmetion dualc wippldrthtdon program from
sem conductor storage circuit through an externa

' buing AnFavenedobiyeainotherh app1e Tt di g ivhd® the

provide a data processing apparatus enabling the :
sanbi g&lﬂib@haﬁﬁtor circuit runs a plurality of application

pPrograms.

A fourth object of the present invention is to l;.n:‘ovide‘
a data processing method, semiconductor circﬁit, and program
allowing transfer of data between application programs in

accordance with need while preventing each- application

Program from being illicitly tampered with, monitored, etac.

by the user of another application program when the same

semiconductor circuit runs a plurality of application

programs.

A fifth object of the present invention is to provide
a- data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content
of access to a Vserver or other semiconductor circuit to be

restricted in accordance with rights to the same.
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of instructions and data to be mai ntai ned between

prograns 10 when executing a plurality of prograns.

An ei ghth object of the present inventionis to

provide a sem conductor cikcagit enabling the

confidentiality of a programto be executed to be

i mproved. .A.ninth object of the present inventjon is .

to pr 0\%:l fe xt%s 0%3855:' aogr 5@%3%??1 dhpHreRkion is to provide

nmet hod, and its program enabling the security of an
Shfy FarcdnRRg data Mroastsicng me theod enabling

i mproved when providing a service using an IC or

dthfercqnf dpnitbal £ty cof tdabih S8 JSeREa DRt IHEcANVEMTE| GNen
20 To achi eve the above expl ai ned objects, the data
prooessi g methingh bf  ddvef { desti &6 pasta Obeti8ahN¥RAL i ON

is a data processing nethod perfornmed by a . :
SRAAICHHIS D r GILMit ddb A COLAPOSEINELD as@!:ﬂ%&la' Ercuit

of processing requests, conprising the steps o

Qﬁﬂﬁﬁﬁg' | Eganﬁg t data 25 including job
executﬁ%ﬁgbfﬁg? a_aqgﬁ%Mﬁng an order of 9 _ execution

of a plurality of jobs formng processing in .
accor dén%"e"?\i‘glﬁ cﬁ’jﬁr"&b efthe Prepandt iaMegnsianyks ¢ provide

showing the state of progress of execution of the

Bl d2dR prosessimg appansduts einalieing wrhe i ¢gnbidentiality
processi ng requests, selecting 5 one job managenent

¢fit anstuncthengenodatietaptarbeinyintajnbd Pavrg@enepiograms
data based on a predetermned rule, selecting a job

twhenbexexatihgd anplurlaseyd oF v flatd!ls data and the
processi ng order data of the sel ected job nanagenent

- dat a, AR )@i‘iﬂ{ﬁ}p th:,g%tsgf %Heeﬂrlaggntaﬁﬁvé@g%h rhgs tt%eprovzi.des

status dat a

a semiconductor circuit enabling the confidentiality of a
program to be executed to be improved.

A.ninth obﬁect of the present invention is to provide
a data processing apparatus, its method,‘and its program
enabling the security of an appliqation Program running on

the server to be improved when providing a service using

an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION
To achieve the above explained objects, the data
processing method of the first aspect of the invention is

a data processing method performed by a semiconductor circuit

in accordance with a plurality of processing requests,

comprising the steps of: generating job management data

including job execution order data showing an order of
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10 of the selected job managenent data in accordance
with the execution of that job. In the data
processing nethod of the first aspect of the.
invention, first, the sem conductor circuit generates
j ob managenent data including job execution order data

B R RN T

data showing the state

roces request and status
'p %%f’é%% "df% hod RERGFE B mReueatuRRA $HaEs [datta ﬁbpwmg

each of ‘the plurality of processing requests. 20
N state ofnproguessopfcexecution|etithoplymility of jobs
managenent data fromthe generated plurality of job

Henagambnbfdehe mhsedl Dby M padRici=Tinge d‘eﬁﬁb&tgl\leéélectlng

the sem conductor circuit selects the job to

RRL gbﬁdmﬁﬁégeﬁéﬁﬁddgﬂat Plor @&y éi'ﬂatz.aatigﬁ ]plb%%all ty of job

processi ng 5 order data of the sel ect

O Next em conduct or
éxecf%t o5 The s‘% &3 odj b2 P%%& CrHE c’lf)‘ﬁ tgﬁ?fecxﬂng
circ dates the status. data of the selecte
FrriHe e PoqaERCh oA BORiaRBEoH PR thocsEatRPofabh and the
that job. Further, the data processing nethod of the
PFP§FS§§-|9@cPrdeﬁf dasai afetbponepectedafpbly mamadpement data,
conprises a step of updating the status data of the
gBkeotddg dchermedgetead jddi,a,and hﬂjﬁaﬂﬁlrﬁﬁtﬁl{& é]fbﬁtl,ll@bdata
managenent data fromthe plurality 10 of data

.. 8Pdvh@Sselected job management data in accordance with the

execution of that job.

In the data Processing method of AtA.he first aspect of
the: invention, first, t.he semiconductor circuit generates
job management data including job e:-cecution order data

showing an order of execution of a plurality of jobs forming

processing in accordance with a processing request and status

data show'ing the state of progress of execution of the
plurality of jobs for each of the plurality éf pProcessing
requests.

Next, the semiconductor circuit selects one job
management dafa from the generated plurality of job
management data based on a predetermined rule.

Next, the semiconductor circuit selects the job to |
be executed next based on the status data and the processing

order data of the selected job managetﬁent data.
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Further, the data processing nethod of the first
aspect of the invention preferably further conprises a
step of selecting one job managenent data fromthe

plurality of data nodul es-afiber updating the status

data of the selected job 15 managenment data. Further,

the da 0 SLNg. od._of the first aspect, . of the

i nvent F%ﬁ&r gr e %r% J)'/g%{l#‘tl?}%?rc%ﬁ%"f‘f%%?"&cé’%?ﬁ &he Se-fe"ted
del.eting the job managenent data when all jobs formng
- processing in accordance with the processing

request finish 20 being executed. Further, the data

pr oc es Stefrd - mithigo @ ool comduidtiost cidgpadit upidatties the status

i nvention preferably further conprises a step of

deda@ eiEnghéehsebeoted sjoly mangideaicn tf Haradliini Ategrdhfde with
circuit having a storage unit storing data to be used
baectdens Y¥NEhdt H@b.a procedure performed with the

sem conductor circuit - 11 or a communication ,
appar a LARUT g4l ' t i,th the

Rt ooy o gnaR/ e GaR A LRI Bt o\ fng Fafst aspect
8%0%51% g_sg’ec .of the_ inyent ifon S a sem conduct or

ir Curt TPIPRSFERPERRGTaRLY fanther. compricesiia step of
gl yrality of processing requests, conprising an
Riatingcthe s tatys daha afhhglsrleqted Gob hanageneny data,
requests, a storage circuit for storing job
thengestartingachactiobi ngnpgbmendc dhitan faodetheatdurality
showi ng an order. of execution of a plurality of jobs
oHrdahg mBdplesessing in accordance with a processing
request and status data showi ng a state of progress

_Of eX ERut £ REr ,Ofthu"@aaa lﬂﬁiééé’sing method of the first aspﬁect

of the invention preferably further comprises a step of
selecting one job management data from the plurality of data
modules after updating the status data of the selected job
management data.

Further, the data processing method of the first aspect
of the inventi_on preferably further comprises a step of
deleting the job management data when all jobs forming the
processing in accordance with the_procéésing request finish
being executed.

Furthe; » the data processing method of the first aspect
of the invention preferably further comprises a s-tép of
receiving the processing requests from an integrated circuit

having a storage unit storing data to be used for processing

for a procedure performed with the semiconductor circuit
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of jobs, and a control circuit for generating the job
managenent data for each of the input plurality of
processing requests and storing it in the storage
circuit, selecting 15 one j-olhimnagenent data fromthe
generated pIuraIity of job nmanagenent data, selecting
t.0. _he executed next, based on

ﬁ}}g stat us H&g’ta‘a and g I5roCe d8PR, étt"&gdéf‘dda’t”épﬂf:t?'ﬂg data
sel ect d j ob mana nt data, and updating the status

é? Eﬁﬁ?ﬁﬁ%ér%%ﬁFﬁhﬁagenent data in 20
accordance wWith the execution of that job. In the
seni cofd FERdreanduatiar ofindwi & eforml sespeut afpedthof the
invention, the interface inputs a plurality of
mmmésumg ig egussticcodiud ot e @i Cfoﬁlﬁ:&i&éss:l.ng data
generates job nanagenent 25 data i ncl udi ng. jOb

| e Qiddoiiiadle i & I 1‘3{18 A3 oceélgz.n cruests,

execution of a plurallty of jo m ng proces ng I n

eeaphdancy Wd I} AR Y0 LEMHSSL AN SaS 1AL o

show ng st ate OT progress O exec

r j Obs |n accordance with the plurality of
E?%‘s%sssﬁ%'g rElERtE i S G o IR s gl
circuit. Next, the control circuit selects one job
MaRagement dasrainrdnding prlirexecytben |etdemafeneitovwing
data. Next, the control circuit selects and executes
aheordsk: o6 bxecnddone dfnax pliaadd tgn ofh € obisa
and the 10 processing order data of the selected job
proagsskny dnhecod@andRdi €% al PLosd Sk ity Q@q%e%ft 1h8 status

sel ected j ob managenent data 1 n accordance wt
QALEWHANLRYS aldaled Qh"progress of execution of the plurality
of jobs, and a control circuit for generating the job
management data for each of the input plurality of proceesing
requests and storing it in the storage circuit, selecting .
one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the processing
orde;r data of the selected job management data, and updating
the status data of the selected job management data in
accordance with the execution of that job.

In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of pfocessihg
:r:eéuests. |

Next, the control circuit generates job management

data including job execution order data showing an order‘
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A programof a third aspect of the inventionis a
programto be executed by a sem conductor circuit for

15 processing data in accordance with a plurality of
processing requests, conpridi?ng a routine for

generating job managenent data including job

O Gatte AL DF1fl 6 £ O L FL RO £ G féﬂ;&ffoﬁﬁiﬁ&eﬁ%%gé‘sfﬁg in

a plurality of jobs form ng processing in accordance

Wddb N : ' s_dat howing 20

t he&b st aﬁé%?& B:Irhogr%ss o% ‘%@%ﬁﬁ“ %tﬁ%o?g?hsg:a} it glal%fays%?"lng
j.0 or gach of the plurality of processjng _. )
Teduet {%,Otg BT Yors ¥ Pond§ gl wedbbEvedf Jobs
data fromthe generated plurality of job managenent _
d&t ecprdgncen¥ith the Runakity i€ pspcesshiagexequestis and
next based on the status data and 25 the processing
Grteaesd dthemofin Hihes of teotaare jalrawitagenent - 13  data,

a routine for executing the selected job, and a

routi nHexftqr thpdabhBgollhei sbat Ussdebatsfohbe; S8 RS £fement
j ob management data in accordance with the execution
Gbtbhgzonh cnd $AlANHAGP ST Nop MY dlert [N
aspect of the invention i$ a data processing nethod

per f.or by m.conductor .circyit running an
applicggggh Eﬁggggﬁf 8? ChFERESsPRYCFEFa APy S sy tes the

cedufe using.an integrated circuit, wherein the
36Ri E8n BB FEPCEREUPEREA R aPREoT: She Staridenciata and the

instructing data indicating correspondence 10 between _
Bperacradndc ogderudadaf of the apdectad dobpregeagemend: data
operate the integrated circuit and the names of the
apdrupdabes thatststus hdavpeshitiinn sulimsted YoB ghdlirement
sem conductor circuit receive as input an operation

data in accordance with execution of that job.

A program of a third aspect of the invention is a
program to be executed by a semiconductor circuit for

processing data in accordance with a plurality of processing

o requests, comprising a routine for generating job management

25

data including job execution order data showing. an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the state of progress of execution of the plurality of jobs

for each of the plurality of processing requests, a routine

 for selecting one job management data from the generated

plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

‘.t'he processing order data of the selélcted_ job management
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descri bing program describing the operations of the 15

application program using the operation nanes, and
having the sem conductor circuit obtain the operation

. codes corresponding to the dger-ation nanes descri bed

in the operation describing programby view ng the

SRO jnstructing data and use, t.he obtained . .
S HoROTEERs 407 HiEhile FhE RS HgByrspfa Foutine
lication program . Further, the data processing S
Thé® i % ghatre data e thesalegtad,dob management
invention preferably further conprises having the

Yoo dgb mraredancze ryicth rithelxederidmrofhthet fieb.
correspondence between the operation nanmes and key 25
i nf or mat idartau pesbadsen nighmdtiiceref ad faurth tafesdOrod the
- 14 operations corresponding to those operation .. .
ARk tAltth 133y i) Ga #d) sl SOMH GROfn &b ISk £ BRLA1 Byt he
key information corresponding, to the ‘operation nanes .

g_%aaemﬁ%ﬂeag he r QR %n%nfqigaﬁ i %%@%g i Bdgram for

view ng the correspondence
tggkepbtained key. i nformation t define the .
Br6C&ESRY (ﬁe]t% neh F9 @alﬂrd’ﬁ"'eﬁf‘lﬁ?r FH LI Ahetntegrated

data processing nethod of the fourth aspect of the
Fh¥renditon Whesrdngtihe merdsandushnn sHgdsidt ngan theew

sem conductor circuit generate job nmanagenment data 10
Farradpoydenivec iaciruort iaigd ela téatin diatiingy aroraesondence
execution of a plurality of jobs form ng processing of ’
béewappl bpairattof @gted aFedS fairl THA IR b1t Berogram
state of progress of execution of the plurality of

£E8bspesakaCinbhenteghaltedd &ie4eGW e d PHe RASRL AWk thge
status data and the

operations, that is, the operation names, having the
semiconductor circuit receive as input an operation
describing program describing the operations of the
application program using the operation names, and having
the semiconductor circuit obtain the operation codes

corresponding to the operation names described in the

operation describing program by viewing the correspondence

instructing data and use the obtained cperation codes to

define the processing'of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

;correqundence between the operation names and key

informatipn used when the integrated circuit performs
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15 processing order data of the job managenent dat a,
execute the selected job, and update the status data
of the selected job managenent data in accordance
with the execution of that - jiab.- A sem conduct or
circuit of a fifth aspect of the 20 invention is a

%rg tfor ni ng an application
program for pé"r % dln 8821:33‘1‘%38 CPEFTAY ﬁ?@ pamgs and having
an |nte rated circuit, conprising

ocedure us
RIHSE A S Lt ST £ Shrtnotbh R conEorRasEPRg

data i ndi cati ng correspondence between operation
SSHEespaning. t5 the eppration oramesgdescribedeint the
the integrated circuit - 15 and names of the

Gperaticns destatibing preigatano byn@iewingn thenbsﬁ:aepondence
for inputting an operation describing program

destrdiiting i tepaial s Ofhdd GEOR heat kP DhEY m::.on to
usi ng the operation names, and a control circuit

QA the Podia A tafoweog%g,fﬂégs ogg,gg tQ. the

operation n bed

descri RLogt V|e t.he corres ondence

ot ubPPSEBHLTERE, A ta ReaRE i DI RE e Fourth.
codes to_define the processing of the ,application
BPBEFANPE 1¥he dnvpntian peefierably Fnatherofonheisest having
aspect of the invention, the interface inputs the

éberaﬁmenoadsgtpblnngpaaggmnahaﬂH|jmbuyadugau§ﬂ€udﬁta
of the application program using the operation nanes.

demlnudihg gobt baboaition brddridatd MhABHAdPbLAILSoE

15 corresponding to the operation nares described in
&RE8chibph of a Plurality of jobs forming processing of the
application progrém and étatus data showing the state of
progress of execution of the plurality of jobs, select the
job to be executed next based on the status data and the
processing order data of the job management data, execute
the selected job, and update the status data of the selected
job manage.mé.nt data in accordance with the execution of that
job.

A semiconductor circuit of a fifth aspect of the
invention is a semiconductor circuit for running an
application program for performinglérocessing relating to
a procedure using an integ:ated circuit, comprising a storage
circuit for storing correspondence instructing data

indicating correspondence between operation cocdes used for

the application program to operate the integrated circuit
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‘operation describing programby view ng the

‘correspondence instructing data. Next, the contro

circuit uses the obtained operation codes to define

t he processing of the appli-cati an program 20 A
program of a sixth aspect of the invention is a

programto b xecut ed by a sem conductor circuit _
FOThitgRe s P p'ie}f? SRITHIMYr HR3bripertRFFRPOR names, an
processing relating to a procedure using an '
tegitacsl f9n dnrutbignpranioreratiomdéseriloing program
inputting an operation describing program 25 . ‘
deseniiliing drheo preatd toipwfofl htheappp iddd oW EKSPFam using
using - 16 nanes of operations for the integrated

thieC dijerdtidin ifame HPUR iDLANRAL A S ok Bbtaining
Vi ewi ng correspondence instructing data indicating .

F § o S i he
AT ShapANE SRR SR B4 ALY nanee
' is t operation nanes to, obtaiin the
SLLEdsbhadl ' of M Rl Shaiaio dRearBing BFqsram by

descri bed. in the operati on describing program and a

VIGIERG ther coEmmgROmdenise, et rsdiag ¢t teodesd (uping the

define processing of the application program 10 A
ghtaipedcepsragiont kodesf ta sefdmeh thepgrocefssiigy of the
invention is a data processing nmethod perforned by a
-gppiltoatiohoprogiram.t executing an application

program conprising the steps of: protecting each of a

pluralthytRé sahegbaguaedy! es-bQiw BE t8 2RRLWCALLALL of
program by a firewall 15 allocated to the program

ET'PQ Lﬂtﬁréx{’t% ;aQ:%% iﬂtgrgég% Zj!ril?t‘ynﬁ(segi]\?\: clt> ree:\:AalaLig’x‘x descrzi.bing |

registering a program no

program describing the oparation of the épplicationjprogram
using'the operation names.

Néxt, the control circuit obtains the operation codes
corresponding to the operation ﬁames described in the input
operation describing program by viewing the cqrreséonde#ce
instructing data.

Next, the control circuit uses the obtained operation
codes to défine the processing of the épplication program.

A.prograﬁ of a sixth aspect of the invention is a

program to be executed by a semiconductor circuit running

‘an application program for performing processing relating

to a procedure using an integrated circuit, comprising: a

routine for inputting an operation describing program

. describing an operation of the application program using
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firewall identification information for identifying
the firewall allocated to the program nodule, and
executing the program nodul e conditional on the
regi stration being 20 perforrgd.- The data processing
nmet hod of the seventh aspect of the invention

transfer or data view ng anbng a r y-o
rggg#a 1 .8 istered_linked wiith the same firewal
i'dentl TIcatTon T nidriattbRe ahoF pYHRYbRe| Agraaspondence
transfer - 17 or data viewi ng anong a plurality of

i data (ipdieating | conresppndenié f bebween
firewal | identification information. The data
[FRsRadsliqry cadelkotser byhthe eppiticatdpechrofran fidieoperating
invention preferably further conprises the steps of:
rthgi SirfegIts e i AR $T0GhH erH &l dpekati vk otabd Mo obtain
downl oad " key information to be used when downl oadi ng
he Aol b S fdmpd rﬂ%%?# a8, Qtt.h% gcfperatiox% names

sem conductor circuit to the conduc CIrcu

L eCgl Vi a.downl.oad request 10 for the .
B e o B R SR AN P HF O mitTtbp zoutine
registered Jinked with the program nodule to judge if
58%11‘8%169 i EL‘B&'%‘FH‘&Q%RPW%&W@% ke geSyrarprocessing
modul e when judging that download is possible. A
eéntbgnaveddcatiicauiprogirasm ei ghth aspect of the 15
invention is a semconductor circuit for running an
appl i cat datappegransipgomethiod] ofaah sefvedm bl Wepddty oFf the
program nmodul es form ng the application programby a '
ihvenelibn is a data processing method performed by a

 Haiss abE yo]_gélfégféngofgp £he fnéégfﬁg%ﬁa%:li.gy?ggr ogﬁ%ﬁ] is,
25

semiconductor circuit executing an application Program,

‘comprising the steps of: protecting each of a plurality of

program modul-es‘ forming the application programby a firewall
allocated to the program module in advance in a plurality
of firewalls, registering a program module linked -with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
Program module conditional on the registration being
performed.

.The data processing method of the seventh aspect of
the inv«_ant.ji.on preferably fu;:ther comprises a step of allowing

data transfer or data viewing among a plurality of program

modules registered linked with the same Ffirewall

identification information and prohibiting data transfer
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all ocated to each program nodul e i n advance in a

plurality of firewalls, registering a program nodul e

linked with 20 firewall identification informtion

for identifying the firewall 13 l-ocated to the program

nodul e, and executing the program nodul e conditiona

on. the re jstration bei n?ﬁ’ 1'g‘FePrf_ormed. A program of a

Mt a8 et oY (R R RIBFAT Lty oBpirgEra medubes

executed by a sem conductor circuit for - 18

éssgiﬁi;qrge%nlzggm ottty AbfErpemt Sorewall nidentibfiication

for protecting each of a plurality of program nodul es

flevfiimmp tidre. appl i cati on programby a firewal |l

all ocated to each program nodul e i n advance in a

pl ural ithe fatld PRRIdsSingy adtidd F fi¥le 'TREMHE] It of

program nodul e linked with firewall identification

[ 3 ' e 4 4 [ J ll.ocated to.

R AR R R, Wi L sef 1R it ot
roqgram.nmodul e condi tion on the registration being

RS SRS, 5 R, PRI Apiiarod oTed 0§ download

sgebt of the invention is a data processing nethod

8¥f SPhOFmAFiens dif bshdsach whan davwnlicading die mregram

application program conprising the steps of:

radugenfean| bhexertsidy of wher aknfigondiicappl ciathik to the

progranms protected by firewalls, registering 15 in

- adminoadactonitiionit @ndl WRVH NG SOTTANY GAHLRA1 B8RS nest

the application prograns performed through the

Pkt gL MO, O SIS sncomation
é@.ﬂkb‘éé&laﬁ”19598&3%Qﬁ”%5%t %%o%r%tenql:'ln%%tule to judge if
download is possible and downloadihg the program module when
Judging tliat download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality ofl'
progra.m modules forming the application program by a firewall
ailocated to each program module in advance in a plurality
6f firewalls, registeriné a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and executing the

program module conditional on the registration being

performed.
A program of a ninth aspect of the invention is a

program to be executed by a semiconductor circuit for
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for communication with another application program
and 20 executing conmuni cati on between the application
progranms in accordance with the communi cation request
when judging that it satisfiles the registered
condition A seniconductor circuit of an 17th aspect

t s ,a senmiconductor circuit which 25
déepend‘l' ‘ﬂﬁeﬁ] aé?xt"ec ucfatlon HARHAy RIS FRutipg for

pro rotected by firewalls, registers in advance

PRSP of | 2P herebhtine€ spFegramt wednlereforming

application prograns performed through the firewalls,

j thyern¥icatiomprogean dny regfiesewaht i sIlesatéd to each
regi stered condition 5 when an application program
gerray e sucdu las| Uias tadin o€ OTWLE SREFOTH ¥ L HE apDE8RA11s, a
application program and executes conmunication

hetuitigie £he @l 4 €ty al}h A8y Sl moRuaeCH S0 Sri tH }:'E]rewall
t he communi cat1 on request’ when Judglng tha It

i 55 0 SR P Y Y the eiromars

e eptly, executes a plurality of appl.ication
SRR bp L e BRp e PR, o 3halh eREine gp executing

semiconductor cjrcuit registers in advance a
EBRaPregir arp mosgdalaniaapdidrimndle s dihehatagierttdteion Sheing
application prograns perforned through the firewalls.

Ferfpamed.hat seni conductor circuit judges if a

“‘conmuni cation request satisfies the registered

condi tAodatuhpioa@saphll mathed RFOQ AWHE RS of the
request for communication with another application

Pho8heibn is a data processing method performed by a

‘semiconductor circuit for executing an application program,

.domprising the steps of: independently executing a plurality
of application programs protected by firewalls, registering
in advance a condition for allowing communication betwéeh
the application progfams performedrthrough the firewalls,
judging if a communication request satisfies the registéred
.czondiftion when an application program generétes a request
for communication with another application program, and
executing communication between the application prog.rams
in accordance with the communication request when judging
that it satisfies the registered condition.
| A semic.onductor circuit of an Iith aspect of the

invention is a semiconductor circuit which

' independently executes a plurality of application
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20 Further, that sem conductor circuit executes

comruni cati on between the application prograns in
accordance wth the conmunication request when
judging that it satisfies -tl® registered condition. A

-program of the 12th aspect of the inventionis a 25

FORRS Lrf O bl LA att Pt R HPefge =

RSP T Fopott Lreea o Rien ednag%{,!ﬁgggﬁg{;mmmon

al | owi ng communi cati on betmeen the application

- BRERARS Revknrred t theergh tthe (fixepalls, 5judgeat ifica

for judging if a. conmunication request satisfies the
reegingireraect igom dr dquors thheent ionf iogep | tloat remi ptegedntondi tion
generates a request for comunication with another

ARl Gl IAPhINRO A Yl ehn Yddatdd £XEE4LESE for

- communi cation between the application programs in

UoRAhAARGE 1) Wi kR Jrllfcmgg 1¢aLE98 Y 2 ]
judging that 1t satisfies ﬁe reg st dfcond F%ﬁxeﬁptes

r.0C SSI tho i3th aspect of t
SRR BalFach gt eBpA] AL B IR taT L A mocordance
sem conductor circuit or a sem conductor stor age
Upihdr e Sorgundcaddion gegyesherhamivdadngtthatitcantisties
downl oads a, program running in the sem conductor
@hﬁc@ﬁg}angqad:ﬁqqyﬁﬂi@nsteps of : having the
sem conductor circui't have a software structure
conpri ¥hd ebmicphdiaitbly cifrcudteof and NAWHGspect
downl oad signature verification key information 20
sAHepgeRARAItNY bRetatBs! YEIuakl £1{ 0P %ﬁ@)fﬂ@gt?@é‘ntﬁfograms
protected by firewalls,

Further, that semiconductor circuit registers in
advance a condition for allowing communication between the
app}.icatién programs performed through the firewalls.

Further, that semiconductor circuit judges if a
communication request satisfies the registered condition
when an application program generates a request for
communication with another application program.

Further, that semiconductor' circuit executes
communication between the application programs in accordance
with the communication request when judging that it satisfies
the registered condition.

A program of the 12th aspect of the invention is a

program for making a semiconductor circuit execute a routine
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sem conductor circuit, having the sem conductor
circuit. verify download signature information
generated in accordance with a downl oad request using
t he downl oad signature veri Riocati on key information
when receiving the 25 downl oad request, and having the

] uct o aratus -.21 . allow the pssuer.of .
ot ahinrentedtil Shecnting o RIUFSYLEY 7F JrPhitagien
correspondinqﬁ%z t he downl oad signature verification
REPITHG RFFAGTIRE Y Sirewad Lier Af Feuting Eondregdrhpring

‘on the downl oad signature information being 5

Hagiadviemae a-gardirtiam o et al orwions stommumet ¢atioh hétween
13th aspect of the invention further conprises a
shep appfli detiiary marogratid) @rdr idinad Esidgh UShSt Pifewalls,
access naster key information corresponding to a

‘hayeutiaeMibeh jﬁdﬁﬁ.ﬁ@* 2 2l LOREn1 8abeor- PadrYBL oﬁg\gﬁs;fies

bel ongs, having the authentication apparatus transmt

: I : ol emn.co by CJ [ '
SRS ROYTSARP Bl vt heRF e M L0 Bt dgram
access, master ke iq%génation,to enerate the
dBRRFBLE s Ayt BT GRIFTOH SRHd B afsth angther
downl oad signature information .15 to the
eRLicadderoPrEgram + andy@| mautime i exRetking ng
nmet hod of the 13th aspect of the invention further
compnngegs taontkbatweén theapglanataohhenigicais dn accordance
apparatus store identification information of the
@£ 1h ol dendiiindicatiiicn Begubayivi@ed Hadguhfamd€at st LdFies
apparatus encrypt use the identification information

' fle rBh2bReted cenditille access naster key
‘information to .

A data processing method of a 13th aspect of the
invention is a data processing method by which a
semiconductor circuit or a semiconductor étorage apparatus

accessible by the semiconductor circuit downloads a program

running in the semiconductor circuit, comprising the steps

of: having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viewed by the
semiconductor circuit, having the semiconductqr circuit .
ﬁerify download signature information generated in
accordance with a download request using the download
Signature verification key information when receiving the

download request, and having the semiconductor apparatus
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gener ate downl oad master key information and .use that
downl oad master key infornmation to generate the

downl oad signature information. 25 A sem conductor
circuit of a 14th aspect of ®RAe-- 22 invention is a
sem conductor circuit having a software structure

SR BR MadbP b AHd LbuRon 8Vl Sue M0 YLDl I18ad 2 program
Sem conductor circurt s aplre to view downm o4

skgnature 5 verificatjon key informatjon_correspondi ng

& chn

EaliiVSy SOTRRFREDY dvih | TR PR STIRJFHER | on
generated in _accordance with a downl oad request using
reidduRtdar ke dafinmanatear iugrd dekeghahivernibfiontion
when receiving a downl oad request, and allows the
condditighalhenddd alovnegl esitgriztweni rofxsirmea i ey riseing
of a layer corresponding to 10 the downl oad signature :

legiifdigaitdean key information used for that
verification to that sem conductor circuit or a

sem copduchal , SERE afift£ g%&:élte% gﬁgﬁ%erg%fgﬁg % V‘\%{égéath aspect.

sem conductor ‘circuit c

Lgpnature | f.orrr%ti n being |egitimate. 15 The .
SEMEESnATYEREIER, ERTEISE (IIPEAAP o Fhip having an
i'nventign; when receiving a downl oad request, verifies .
ehrEhepdinrSA@nsIRPATatRE Ghond aACgEAMaRkRF key information
corresponding to that downl oad request using downl oad
stynasperadiegi ftiocat ilayelreyto whfiohnst iporngrtn Rkldverd to be
t hat sem conductor circuit allows the issuer of the
dounlloadetichedshgis) Hawingadha RANcDiIAatidrd\iparatus
transmit the download request to the semiconductor circuit,
and having the authentication apparatus use that access
master key information to generate the downlcad signa'ture
information and transmit that download signature information
to the semiconductor circuit.

. Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
authentication apparatus store identification information
of the semiconductor circuit and having the authentication
apparatus encrypt use the identification information as.
plain text using the access master key information to
generate download master key information and use that
download master key information to generate the download

signature information.

- A semiconductor circuit of a 1l4th aspect of the
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correspondi ng the downl oad signature verification key
i nformati on used for that verification to that

sem conductor circuit or a sem conductor storage
circuit accessible by 25 thegzgeni conductor circuit
condi tional on the download - 23 signature

i.nformation being legitjmate. An authentication

afy. ae & f%mfggfpwt%ﬁ Fipeuit Wiy oh st brare
aut henti cation apparatus used for authentication when
g&mcEaden Fornigpdhmt thminraldity P daxermiuothrrein the
circuit-to a sem conductor circuiit having a software-
semdcondactarprdizecidf is phlealtid wicdw [dodiload signature
sem conduct or storage apparatus accessible by that
veitiFardtElon Ky GHfornfltid & AXETolBHE tKWach layer,
information corresponding to a layer to ich a ;

REe9FImsaldad AP s\%%néa}dﬂ%\é\gﬂl?ﬁq%oﬂe%ﬁ g%%erated in

transmtting the do

sem caonductor. .circuyj t, .and, usi ng that .access ster
BETOEARREE N hn & SoiaA FATEHolnIRH G M ad
information and transm tting that downl oad signature
PREBRIHERo Verd figa tiopnkegh dndosmadian when Fegaiving a
aut henti cati on apparatus of the 15th aspect of the
daveipadnreguets tt,r andhiald avise thewdlssacdnr edlddte tdpwrilead
sem conductor circuit. Further, the authentication :
fApgaeatusoUdesnAGAdSa pIRYiran k&Y a Nagefiddiitrddponding to
generate downl oad signature 20 information. Further,

the aylheBhuCalibAl taRRARALYF a1 ky! Hformation used

for that verification to that semiconductor circuit or a

semiconductor storage circuit accessible by the

semiconductor circuit conditional on the download signature

information being legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention, when receiving a download request, verifies the

download signal information generated corresponding to that

download request using download signature verification key

" information.

Further, that semiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit _accessible by

the semicdnductor circuit conditional on the download
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downl oad signature information to the sem conductor
circuit. A programof a 16th aspect of the invention
is a programto be executed by a sem conductor circuit
having a software 25 struct @3e-conprised of a
plurality of layers, conprising - 24 a routine for :
Vel 3t e OV QRdk Sd ' jon generated in
acc%ri dance with a d%émﬂlr}g%%@ejq%g%{%{én' recei ving
such- a zdo request using the downl q si gnature
verifi %?ﬁyﬁq%g’ytﬁc%f%&ﬁ?aﬁp Sytus é’ﬁm Feshtitidrpert of the
l.ayer ji.n the plurality of layers, and a routine for
é‘%"cﬁﬂ'ﬂd’-n e 3% ApkhftiatRmirrar 3Eip cazed ofor -
downl oad a program of a |ayer corresponding to the

edd tgien (when eldvnilesdioy kepriofmsmatinningedn a
for that verification to that sem conductor circuit :
send comductvtu cticresittortag e Mentiddiddetanc esstdhfe Yaving a
t he sem conductor circuit conditional on the downl oad
softwalee stiudtilld Qdrpalingd o ti ttﬁ:a]@.%eof layers or

sem conductor circuit of a 17th aspect o

BN 1 ' j ucgtor circuit havi,ng a. dat

B PR Mo Fhe s PSR D L A
ggrguit wherein 15 the data processing circuit inputs
SRALSOPRUFS g Fir oty SEopiadoREes#e Mes temkey information
sem conductor circuit through the data input/output
pPeteseragingr &ai 8, lawext fo shighi appirograputalloiweelito be
encrypts data input fromthe data processing circuit
downhpadedf bpledgser hraedmd&tanerfehdoand cald dete to
same 20 to the bus, decrypts data input fromthe bus

- el st pedsdudber SEFed O | R dakang PREESAEG &5 i ter key

and performs data input/output transactions through
ifobistifn Uk IFefirdle the download signature information

and transmitting that download signature information to the
semiconductor circuit.

The authentication apparatus of the 15th aspect of
fhe invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

miaster key information to generate download signature

information.

Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a program
to be executed by a semiconductor circuit having a software

structure comprised of a plurality of layers, comprising
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nunber of data input/output transactions when Nc/ Nb=n
where the bus width of the bus is Nbo and the data
length is No 25 and the small est whol e nunber of n or
nore is m - 25 The sem candyctor circuit of the 17th
aspect of the invention inputs and outputs data with
a bus outs of the . sem conductor circuit through
Phé e ing, deundlqady siqnafyre singoymaision
tinme, the data |nput/output circuit encrypts the data
ﬂﬁﬁtﬁrafﬁetﬂnltm agrardanes atising downdiqad remigst wfen
predeterm ned data | engths and outputs the sanme to the
reseifimdemch e diatrel aath e sititustiing WHe dRam/iptd
data 10 input fromthe bus and outputs it to the data

RiQATUrRY velifilddtioN Kdy SrifidPnatlitif 8l corresponding
i'nput/ out put apparatus perforns data input/out put ‘

tbyesachi RS ﬂﬂ{ﬂﬂ\q} g S!H&éi:ge akd'S !r:gu¥g,hgsf8;: d11lowing

nuitber of data I nput/out put trahsactio

?ﬁi LR ot e AR Rt Wk s pRp=an

more is M Further, |n the sem conduct or circuit

8F Fndarery CORFRSPONGRngh & hhen dommlogderdamAitinehe
dat-a i nput/output 20 circuit, when accessing a
venifdraddoor kgyomggrmamgnt usédstolr othat fVemsification to

address input fromthe data processing circuit,
thatestaitbaductdlr addcedit be a $LEARGNAUIIRSS sTOrade
to access the sem conductor storage circuit in units
8ircuit accessible by the semiconductor eircuit conditional
on the download signature information being legitimaté.

A semiconductor circuit of a 17th aspect of the

invention is a semiconductor circuit having a data processing

circuit and data input/output processing circuit, wherein

the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of predetermined data lengths and outputs the same
to the bus, decrypts data input from the bus and outputs
the same to the data processing circuit, and performs data

input/output transactions through the bus in units of m

-number of data input/output transactions when Nc/Nb=n where

the bus width of the bus is Nb and the data length is Ne¢

and the smallest whole number of n or more is m.
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storage areas in which the data of Nc is stored and

uses 25 that second address to access the -

sem conductor storage - 26 circuit. A data

processi ng method of an 18th,gspect of the invention

is a data processing nethod perfornmed by a

sem conductor circuit when accessing_a sen conduct or

st or agéPs SemdGandpsdeota @éﬁ%dﬁfagﬂw dittduiasraat tdfe the
sem conductor storage circuit are connected through a
Bayendgmy iiapwdst pndseupputefdabaorith isnpudabatsddbeof the
witten'in the sem conductor storage circuit in units
skemijcetelerttimed matizt |dhghdyh athk it Wdguty/ ddegpsane

to the bus, decrypting data input from 10 the bus, and

peckeigsing ddtddiout / out put transactions through the
bus in units of mnunber of data input/output _

L ansagk) RS 2nbeReloLR R blel ol Blobl 1 ALN Ol et
ol e numher - .of_ n or_nore.is m 15 A data processing .
£H2. Bata 2o Fotn ARt FHRSC AT ARG P St £

a_storage circuit for storing instructions and data

8f mrphgtermipess dataglemgths anshpmteniten tdie @ame fisr the
accessing the storage circuit through a transm ssion
buae and using the instructions and 20 data of the
plurality of prograns to execute the plurality of

Pr 001 aFGx tRe@0NERS | d6a UML) SItFUE i dol it (RAMAks data
between the transm ssion line and the storage circuit
iﬂﬁut,sf}:Hnn QhEhSuF't LAlS gh%?u@;@ I:i.'tn @:oaq:gxet I?i%t%t %rr%%%ssing
circuit to one of a conneCtion state and

giégggggction state based on '

At this time, that data input/output apparatus
performs data input/output transactions through the outside

bus in units of m number of data input/output transactions

" when Nc/Nb=n where the bus width of the bus is Nb and the

data length is Ne and the smallest whole number ¢f n or more
is m.

Further, in the semiconductor circuit of the 17th
aspect of the invention, preferably the data input/output
circuit, when accessing a semiconductor storage circuit
based on a first éddress ‘input from the data processing
ciréuit, converts the first address to a second address: so
as to access the semiconductor storage circuit in units of
storage areas in which the data of N¢ is stored and uses

that second address to access the semiconductor storage




10

15

20

25

25 a control signal, a connection control circuit for
generating - 27 the control signal for control to set
the transmssion line and the storage circuit to one
of a connection state and -dpgconnecti on state based
on access range defining data defining an address
raggg dn the storage circuit able to 5 be accessed
TR e conmputation circuit is executing the
plurallty of programs for each of the plurality of

pr ogr afts datan Px@gessd non metthost efaga didtduiasHemt Wi dihe
the conmputation circuit issues an access request, and
eneemhu@@.pmogrdmta|pﬁuugﬁsﬂny|ﬂéﬁﬂd&ﬂpdﬁfd&hﬂﬂ1b§n£h
programin a plurality 10 of prograns the conputation

St Woh du e UEENYL wHEh aBcekBRHY/ @Héﬂﬂhohah%ﬁ:t)%cﬁtorage
circuit for inputting and outputting data with the. .

BYTRULA! LABRChT Gl obREALIBL! PrLAFPSIRINRD o ,pémﬁmctor

|nputt|ng and outputting ata Wi

dat ty Fur t t he
Pk P ELBERAG SEDTHIe 1 ForeM "cEpBe CHMPTRBLng the

invention, preferably the connectlon control circuit
JERBFREs MR mkiio dadisghal be maiiddemant the aemigonductor

transm ssion line and the storage circuit in a
gbanagei onrcui it Envihents hef geidedsisermindye ddtor dgsngths and
circuit for which the 20 conputation circuit issues an

aGtpastingUERt sambnebdehé Sus AdileSH @ata in ut from
correspondi ng to a program bei ng execute defi ned by

the ﬁﬁsesﬁnaaFgng%&anaa@Qt qn ?ﬂ@ﬁgﬁrﬂ:ﬁ'ﬁ@ f$ah@ctions

contr ol SI gha |nd|cat|ng to se e transm ssion |line

b oL TR YLD 1R B, SLBRROER! A" S e
transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Ne and the small_es_t whole number
of n or more is m.

A data processing apparatus of a 19th aspect of the
invention comprises a storage circuit for storing
instructions and data of a plurality of programs, a
cbmpt_ltation‘circuit for accessing the storage circuit
thrcugh a tz_'énsmission line and using the instructions and

data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

one of a connection state and discennection state based on

a control signal, a connection control circuit for generating
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- 28 Further, a sem conductor circuit of a 20th
aspect of the invention is a sem conductor circuit
for executing a program conprising a first
transm ssion line, a storage zcircuit for storing
instructions or data for executing the 5 program a
cqmput ation cirrcuit for operating based on the = )
i ST RS SEERR L APSuGRREREL: BP stet (thes rsdisey ssima Line
from the storage circuit, a first connection
At Hhegsteragr teirenitetei apet 6 4 connecthoni stabe and
I'ine and the storage circuit in one of a connection
sHggaonnet i ot orirete i nmsed ade. 46cbas efange adéfifing data
control signal, a second connection switching circuit '
fdefiseig N adeadsl fARPS M9t stdPagoUtstesi el able to
that sem conductor circuit and the firs transm ssi on,
Hen @ d ; ectl L.secQnn i.on

Rdde SRR Yhid £ LR %Etn%ﬁt%&:fﬂagxl %Egﬁrqg‘:ﬂgglgﬁéguglng the

state based on a secon ntro

AR P b feeRh A P B S E P A o cBEopgams

‘connﬁgtion switching circuit when outputting the first

EBnerEresfyhal the IR IN FidsiiHde o whachhBhej eepputation
connection switching circuit and outputting the second
gareyaty disssiegnain amtess tiaynesdnneotd Gixdou tirey gRcEnNcam
connection switching circuit when outputting the first
tostractingnihfoambition #idhsSWRABACHErEgrhA 1HeafpIvtality
connection switching circuit. Further, 1n the

8€MpeBRIaLOhel Lotiph taft il &@&i@isﬁ%@&‘én%g} N&nd an
i nvention, the second connection swtchi ng - ‘
input/output interface circuit for inputting and outputting
data with the comput:atidn circuit through fhe transmission
line and inputt.ing and outputting data with the outside of
that data processing apparatus. |
Further_, in the data processing apparatus of the 19th
aspect of the invention, preferably the_connéction control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the
computat_ion circuit issues an access request is insicie the
addres;s range corresponding to a p%ogram being executed

defined by the accéss range defining data and generates the

control signal indicating to set the transmission line and

. the storage circuit in a disconnection state when it is not

iﬁs_ide that address range.
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circuit is connected through the second transm ssion
line to a storage apparatus at the outside of the
sem conductor circuit. Further, in the sem conductor
circuit of the 20th 5 aspect 26f -t he i nventi on, when
the conputation circuit reads instructions fromthe
storage _citcuit, the.connection _control circuit
out put ﬁ&eﬁ'r§t388ﬁFPB ugtorafirfuttuefi ag20th aspect of
connection to the first connection switching circuit

1on B oGS cududdion igirduith Ao mdegpting a
di sconnection 10 to the second connection sw tching
progriam, Aosgricimguet diimst ddansafi ssidstliaspec sforage
the invention is a sem conductor. circuit for executing
2ipeagtaforC QEBEEAGNInd8raBEi ¥ALI 88/ REAYHLE A&l €ihd the
for storing encrypted instructions or data of the : ‘
?i‘eg&aﬂl, &N Sy Wdatiba %q.tx%ut:g: %:O%h%lftattlmrﬂo m on the

e of at se

irSt transm sSion |1 ne outsi conduct or

reuit.to a stora a rat us,.an decryptin ,
LhERbbes8nd 2ede PERE0ER it ors i intireidh Line £rom
first transmssion line fromthe storage apparatus, a
Eﬁﬁpﬁ{ﬂar-?aﬁ ERECHRE f §r EiastorrrprgctdopuEtiitahing qjrcuit
the 20 decrypted instructions or data, a selection
Eprcaptting thel fdwistg twhashdsstionalllioe amdmnihiec atticarage
bet ween a second transmission |ine outside of the
Strtadbdiitiodle Bifr & Wdnridtskid @ ta®epahald Déeshnddtion state
based on a control signal, and a control circuit for

Basedt bhngd Eorkhecsghkesti 9RghhiCuLl sbRENAD LAREion
signal for instructing to dirsall ow communication - 30

Qﬂ{é\@ﬁ{'m]f;h&éSﬁQEdeLaQé@ti%bOQ lsieggnan%rta?lesmission line
conputatfton : _

outside of that semiconductor circuit and the first

‘kEransmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching cirecuit when outputting the first

control signal instructing connection to the first
connectipn switching circuit and outputting the second
control siénal instructing connection to the second
connection switching circuit when outputting the first
c&ntrél signal‘instructing disconhection to the first
connection éwitching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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circuit while the conputation circuit is performng
processing using instructions or data of the program
A data processing apparatus of a 22nd aspect of the 5
invention is a data processi 9 apparatus conprising a
storage circuit for stori ng in predeterm ned storage

.eas. . plurallt ation prograns each, .
?3%5’#’.12’% "%P“ep‘?‘iﬁéu‘ﬁ? v (e SRRRALE ERIRFEHFHLOn line
processi ng routi ne data descri bing processing routines
6 2c SREMCaFPRG TRt at the pateifated theceemicenductor
provide a service and storing managenent data show ng
Pﬂﬁmﬁditogether a data nodule, first key data used
for using another data nodule in processing according
to t haFudtharodu ehedddniceoRihdtdr ahrduisedbs Ahe 20t:h
transferring data with the integrated circuit in

REpERtSbRULAS. i AREREMRD il e d8hAutRiybE éfgcﬂlt reads

sem conductor circuit performng processing re
dat a rmdule vi.ew t he
Eﬁgﬁgﬁg%ﬁ't Q%at al ntt?%at% LRSS S 51{!sﬁﬂ"get ReGiton
é dat a Corrﬁg ‘%n Y t hat dat a modul e to use ]
thREr Ghrge fhgsh 1 § rondaedneigeyl dhrstoueting

correspondl ng to that data nodule to transfer data :
FPRReckdon; koedhgt £ reitr conmedtijomhewi tiohimge cdatcmit and
processi ng apparatus of the 22nd aspect .of the
Putpntsothe rasfardibiontiied sighayeins rudtingldilRforfection
data nodul e at | east one of |og data of processing 25

per tnenedcpadf ebARe LAY stieciang gt Program
data 5 - 31 showing a routine for regl stering the data

nodul _%'Qeﬁlé&ﬁ&&gﬁor circuit of a 21st aspect of the

invention is a semiconductor circuit for executing a program, '

comprising an encryption/decryption circuit for storing

encrypted instructions or data of the program, encrypting
data to be output through a first transmission iine outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instruci:ions or data input through the
first transmission line from the storage apparatus, a
computation circuit for performing computat.ion using thé

decrypted instructions or data, a selection circuit for

selecting whether to allow communication between a second

transmission line outside of the semiconductor circuit and

the computation circuit based on a control signal, and a

control circuit for outputting to the Vseléction circuit the

control signal for instructing to disallow communication
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area, programdata showi ng a routine for deleting
registration of the data nodule fromthe storage area,
and program data showing a routine for defining the
storage area for storing thggapplication program
Further, in the data processing apparatus of the 22nd
.aspect of the.invention, preferably when processing
PR t&E00 iilien GecRnth thdtasrs sdqm Jidifuland £he gsanputation
executed by a sem conductor circuit, the

sdxicuditdwhiidie dihec giompmded-itdre G- awirta gemper ftatei o

obtain first key data corresponding to the

predeisaimign e ittt dnEtlotidig die ddtstok adhdlgirogram.
corresponding to the other data nodul e and uses the
ot her adahganpeubeskia hﬁfga%%@%t EMaN23 ndR LA RAUIF the
bei ng executed conditional on the obtained twd first .

. hj : ta processing nethod of a
$¥aRTa BT Sl pbods R BbBLERRAP Sofltsidiatt g borase
nmet hod ereby a .sem,conductor .circuit for

CORIAEC AP N FERFERTa A Pregetesmigied ftorage feaast

- processing to provide a service transfers data with a

Bluraddtyi péupPplicapirs pgogremst egshofcomprdsechof a
storage 20 circuit stores in predeterm ned storage
pleaslatpl of ald tay modulaEplinedudingpppgeassingCoutine data
conprised of a.plurality of data nodul es including

aéga_ﬁss'm? poBEbBei gt fodesnkisDiFRE BRRNRIHMng with an
routi nes or connunlcatlng with an |ntegrated clrcult

D . . . N 5
T S MR S O

d 32 [ t dat le i | .
Firaeetrahaats fidning, A et Codtties iatedtoiRoFisst
lgggrradgggduggcri for using another daf:a module in processing

‘according to that data module, and second key data used for

transferring data with the integra__ted circuit in processing
according to that data module aﬁd a semiconductor circuit
prerforming processing relafing to a sérvice based on a data
modules, viewing the management datar in that processihg,-

using the first key data corresponding to that data module

~to use another data module, and using the second key data

c:'prresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invention, prefera.b_ly the storage circuit
stores as a data module at least one of lqg data of processing

performed performed using the data module, program data
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transferring data with the integrated circuit in
processing according to that data nodul e, having the "
sem conductor circuit performprocessing relating to a
servi ce based on the data modul es, having the

sem conductor circuit view the managenent data in the

cessing rel.ati to the servi d us he, first
BROa R Eer Rt R g 9F st SR off e #egujgcin o' Storage
anot her data nodul e, _and having the sem conductor 10
BFFeui PregEamdatac fheWidg @ rewidme fsondlede 44 he
data nbdule in processing relating to the service to
regastratignt afwithe dhtai medglet Edoni thei storage ogrean and
of a 24th aspect. of the invention is a program to be

preguhaddaya aslsawing adrehiel nei £feHidefioli nep Nk eathog area

15 with an integrated circuit to perforn1proce§sing-

Fek Btevidyn¢hecapplaTatitn HAdY@di Ng data with a

storage circuit, conprising, when the storage circuit

St or esgy ed ] S ' pl.yral i Ly, of
Fﬁgthgfs, pfxtl Sl Qﬁlq:a %@%%%%rsﬁégggggaga% 5 o]% i_tflse and

application rograns eac ara

f d I 20 i ncl udi I - ti dat a ,
BERERoPRG CHPoRBEERg ot R AR R BHOSAAR G (i

an integrated circuit to provide services and stores
pefaydarre wath anekhey HatRetodudgetilsetogbgaexecuted by
modul e, first key data used for using another the data
Aoz bcomdywe boe Ssirgn iac C ohél sgmiieohbHattdat ai podikeys&d the
and second key data used for transfer of data with.the
maRdgeneh€gdatadtsi bbehlinl BiR skl Re9SAaRd 26eedibddifg to
that data nodule, a routine for perform ng processing

£5L 3188 tOrhPRed data module and the first key data
corresponding to the other data module and uses the other

data module from the pfedetermined data module being executed

- conditional on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

"data modules including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked togetﬁher a data module, first key data used
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| service based on the data nodule, a routine for :
view ng the managenent data in processing relating to
the service and wusing the first key data

corresponding to that data.npgule to use the other.

data nodule, and a routine for using the second key

data corresponding to that data nodul e in processing
ferateaga gretbesedatacmpduleainf progassima it ecordance
integrated circuit. 10 According to the above

. wiphathet pPréeempduidegniaindnsecbhnd kelyl daitiag vafdde dor

can be achieved. That is, according to the first to
thandfespeaysdata wikh itheeihitegratbd 8ip8esthl € grvcessing
provide a data processing nmethod, sem conductor
£bE6PHEIng2 28 RhAY ataPh8dh9elonallih %%%lrr%eeiﬂﬁgo‘?{d@ctor

processi nNg in accordance with a larg

[ uests. Accordin o _the fourth to sixth
BLEEETE B ERIN BB onPRiR R Lrtipgo ErpRe "PE Vi sy BREoR o
dat a, processi ng net hod, sem conductor circuit, and,
Eﬁﬁg‘l‘%‘ﬁ‘ SRy haydag thepremicenductny @ikeeht feiem the
application programof the user to be executed by the
marggementhdatai ihokhenprobhesaing vélhtghby to the service
confidential information. According to the seventh to
amdtisaspret Sipdtt hey daventboBespbnidingotsi bl Qatd module
provi de a data processing nethod, 2 5 sem conductor

€6 64 Lan8PRe P’ QYL MAAL Pel OaRECHERi n§2EHe34emiconductor
appl i cation program from bei ng influefhced by anot her

| &P ﬁf@t ﬁgg 68 ggé&% efc]e}r( Uil {:Q gcgrgcla glragl'loi:!g.}égog:o the data

application

module in processing relating to the service to transfer
data with the integrated circuit.

A program of a 24th aspect of the invention is a program
to be executed by a semiconductor circuit for communicating
with an integrated circuit to perform processing for

providing services and transferring data with a storage

circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of applicatioh’

programs each 6omprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
pProvide services and stores management data showing J.inked
tc'Jgethér a data module, first key data ﬁsed for using énother

the data module in processing according to that data module,

"and second kéy data i:sed for transfer of data with the
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prograns on the sane sem conductor circuit. According
to the 10th to 12th aspects of the invention, 5 it is
possi ble to provide a data processing nethod,

sem conductor circuit, and-psggram nmade in

consi deration of the above explained prior art and

[ 1,ow the transfer of data anong application

It ] Sl A S Sqdr St ARG i et data
each .application programfrombeing 10 illicitly
2 d3WFPREIRB R eH RAFEuming, proceseingf redothng to the
application program when running a plurality of

SEFVACH Pasedpengthesdain mivelwhane aseoutdndufber viewing the
circuit. According to the 13th to 16th aspects of the-
nanegelent idatias ipo paiddetdihgr@liAa iy drf aHY HASH W and
nmet hod, 15 sem conductor circuit, authentication .

ApRAGALHS, FARELPKEY ATLA0EEr+8sb65h1hG  £d NEn L rﬁaftgﬁ n?%iule

access to a semconductor circuit of a server e

c a ' [ ri According tqg.the 17th and
§5raoeothe WehBx datal bl o O " Fotings £ sy the
J ovi de, a sggiconductor circuit and data processing

TETRBT KB¥edrE2nEPRTSPROPAENGNI dbAt datey meduleada

even when transmtting highly confidential data ‘

PEPGREfinghEedakingnliactbe skervice &ndtsemsfemddattar with
storage circuit through an external  bus. 25 Accordi ng
the aidBedrategecirofiithe i nvention, it is - 35

possible to provide a data processing apparatus able

to nmaiddatdhidets opid dambia! éﬁﬂl&iné&%f&géﬁen§n959tion,
data between prograns when executing a plurality o
tHd ¥ U Powing effects can be achieved.

That is, according to the first to third aspects of
the invention, it is possible to provide a data pProcessing
method, semiconductor circuit, and program able to
efficit_antly rerform processing in accordance with a large
number of processing reqt;lests.

Accérding to the fourth to sixth aspects of the
invention, it is pbssible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
éx_ecuted by the server without informing the user of highly
confidential information.

According to ﬁhe seventh to ninth aspects of the

invention, it is possible to provide a data processing method,

semiconductor circuit, and pProgram able to prevent each
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According to the 20th and 21st aspects of the
dinvention, 5 it is possible to provide a

sem conductor circuit able to inprove the
confidentiality of the program executed. According to
the 22nd to 24th aspects of the invention, it is

I -t rovide dat r 0cessj a r.at us,
REpRa i, Bertey st Bt n B dour gt
an gpplication 10 programrunning on a server when
FPEFI T CR BEPTad WREAGrunking oPlyraRdi tyneprrpbication
circuit. BRIEF DESCRI PTION OF THE DRAWNGS FIG 1 is a
Pre@gramst ke dher slames e iganatuatipofeiarewidnmuni cat i on
system of an enbodi nent of the present 15 invention.
FIG 2Apsoadingvté dthecXPthity 1@ thhespetty@ifethe invention,
configuration of a SAM chip shown in FIG 1. FIG 3 is
atf iecpbesabibl eek Sd:'lk:s?gl&@ﬂaofda% HrddeAind MmdidHdh, -

shown Iin FIG 1. 2 G 4 is aviewfor explalnin

j ' t QL ,.n i orage _uniit shawn in Fl 3..
pRbfRlbeRoR Bichail Sl 2L Mk doh etiistpra tion

€£C§§%ernal menoyy, of .the. SAM unit shown.in FIG

1.

TROYE FRIPIRPIRBIAF ATl M R lkowierg he dransfer
25 table data shown in FIG 5. 36. FIG 7 is a view
?Hrdaty| anend FRIMEL g7 bhen BregTans isAvahidanss i thaeed
service definition table data and script program
wihble Prevedtiby &ac&h 8ppliesatiew pebgeupl FrdmNBeing
commands used in a
illicitly tampered with, monitored, etc. by a user of another

Aapplication program when running a p'lurality of application

- programs on the same semiconductor circuit.

Ac_cording to the 13th to 16th aspects of the invention,
:'_Lt is possible to provide a data Processing method,
semiconductor circuit, authentication apparatus, and

program able to restrict the content of access to a

. semiconductor circuit of a server etc. in accordance with

- its right.

According to the 17th and 18th aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

prbcessing method able to maintain the confidentiality of"

~data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit
through an external bus.

According to a 19th ‘aspect of the invention, it is
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5 script program FIG 9 is a functional block diagram
of the SAM chip shown in FIG 1. FIG 10 is a view
for explaining. the data stored in a storage unit '
shown in FIG 9. 10 FIG 11 4s a view for explaining
the format of 1C card entity data generated by the
SAM chip. FIG 12 is a state transition chart of the

‘pessabde &gt Prpvisies askebe DroreSsing apparatdis shie to

view for explaining a processing routine 15 of an IC
waidtpiocetier eonmfidgatial ittyslofsiastruetilons Hhd ddt@

14 is a view for explaining the overall operation of
bbeweefinpbghingn whith! eXetN@ing & Pharality Gf Jp’i:dg&aans
vi ew for explaining the overall operat| on of th
comnﬁ&é&kaﬁngy& HSIOUR Ay 54 G o é&b{'o@ tﬁé uf%éhuon,
vi ew for explalni ng cormunl cation pr 0CcO bet ween an

card and ctianal

o P SRORERG SRoPECTSEE 1 ERMIGOPRECE] A% Al ol e o

of the SAM chip _shown in FIG 9. 25 FIG 18 is a view

- FEpre¥s| kha; ﬁangﬁeﬁn&a&é&g of kbe progragf exesudsd.

chip. FIG 19 is a view of the overall configuration

- of t heédccombimg dat tbe 23nd do 24 thaspesddi pnthefinvention,

present invention. 5 FIG 20 is a view for expl aining
itdasspbsvabie to prov:Lde a data processing apparatus, method,

and program able to improve the security of an applicaﬁion
program running on a server when providing a service using
an IC or other integrated circuit.
7 BRIEI? DESCRIPTION OF THE VDRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.
- FIG, 2 is a view for explaining the software
configﬁration of a SAM chip shown in FIG. 1.
FIG. 3 is a Functional block diagram of an IC of an
IC card shown in FIG. 1.
FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.
FIG. 5 is a view for explaining information stored
in an external memory of the SA& unit shown in FIG. 1.
FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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configuration of the SAM chip shown in FIG 19. FIG

21 is a functional block diagramof an IC of the IC
card shown in FIG 19. FIG 22 is a view for

expl ai ning informati on storedelQ0 in the storage unit

shown in FIG 21. FIG 23 is a view for explaining an
extern of .the SAM uni.t shown in FIG 19.

‘FIG 2 I-ic’{smgo {#‘e\ﬁ V3V ERa G G dhfPTACeBNE in a

managenent data shown in FIG 23. 15 FIG 25 is a ‘
FANt thdrarshrgckbei sapreiredatiaitivn Hablesdetm and script
FIG 1."FIG 26 is a view for explaining tasks
PregxEaey shpwn Her BRG.slfown in FIG 25. FIG 27 is a
flow chart for explaining the operation 20 for

downl oE@GNg 8ad sapphieat FRR REPILAMIMPOBomae S in a
conputer to an external nenory shown in FIG 19. FIG |,
Q%riigta f,:lo@yagnart for explaining the operation of
t he Al\/lpchi p executing an application programshown in
FIG 19:,25,FLG _29 is, a vi or. expl ai ning_t he ‘ )
oper at ?%ﬁ'dar%ﬁga-g‘é%cue?%%g%%‘ﬁc%f ig’éi‘)‘ﬂlgga BrSAM chip
g ogram FIG 30 is a view for explaining the overall

{38 Bt #BnFdf -t ke comuni cation system shown in FIG.

19. FIG 31 is a functional block diagram show ng nore

5 specF¥Gcallyishe Viewt fon ekpthindhgt kheSANtahistored in
shown in FIG 25. ‘

~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format 6f IC card
entity data generated by the SAM chip.

FIG. 12 is a stafe transition chart of the IC card
entity data shown in FIG. ;1;

FIG. 13 ié a view for explaining a processing routine
éf an IC card procedure management task shown in FIG. 10.

FIG. 14 is é.yieW'for explaining the overall operation
of the coﬁmu;ication syétem shown in FIé. 1.

" FIG. 15 is a view for explaining the overall operation

- of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

' specifically the function blocks of the SAM chip shown in

FIG. 9.

- FIG. 18 is a view for explaining another mode of use
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FIG 32 is a view for explaining another node of use

of the SAMchip. FIG 33 is a view of the overall
configuration of the 10 communication system of an
enbodi ment of the present Jdmwention. FIG 34 is a
view for explaining the software configuration of the

S hi p. own.in FIG 33. FIG 35 is a functional
kﬁ%ﬂct%‘edi%%?a t¥-an IC of the 15 IC card shown in

FIG 33. FIG 36 is a view for explaining the

i nf or néti®n 16t dred Vhevief sthn syenalili cobdiguraticd of the
35. FIG 37 is a view of the external nenory of the
Sammund ¢a showsy st Gf 38 @ibddime38 ¢£ thaipiedont

expl ai ning AP sel ection data shown in FIG 37. FIG
Inventaion ew for explaining inter-AP conmmuni cation

data shown in FIG 37. FIG 40 is a functional block

di agramudf. e s Gl £ Db Idbdd Gndhoerid
FIG 41 is a view for explalning tlé{sik exé?busfoefdt Ei/re
;:Qf@%r% q:c}‘ [ FIC-lo%gi FEI.G 42 is a view fo _
ex%l ai |xf1ag ecf%n%}tef S SR |1 GG pritessi ng
routin% tasg shown in FIG 41. 5 FIG 43 is a flow
chart FOF-epl 3f i fgPndieionat dkaqly diggnam ofnasr IAPof the
comuni cation task shown in FIG 41. FIG 44 is a view
£6r caxdl sheivwig imh &Lt &9.SAM '

FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for expiaining an external memory
of the SAM unit shown in FIG. 19.

FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

“FIG. 19,

FIG. 29 is a view for explaining the operation during
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conmuni cation task shown in FIG 41 FIG 45 is a view
for explaining the overall operation 10 of the
comuni cation systemshown in FIG 33. FIG 46 is a
functional bl ock di agram shoggng nore specifically
the function bl ocks of the SAM chip shown in FIG 40.
Fl G A‘l:;ﬁ)l S vi ew f qQr, expl ai ni ng anot her node of use
I e (-3 §%Ma8‘niat§’.9 BEP REWEARw of the overal |
configuration of the conmunication systemof an
embodi FEfr 3P khe pievefer expladring the®vagall gperation
view for explaining the software 20 configuration of
pie tBAMcohmungleatiomn shsGem!&howr Gn 3XG s 1.
functional bl ock diagramof an authentication unit of
a busi rees B3i g hheuaRRicaalll 8l ock! ALEFPENANdWiIhg more
FIG 48. FIG 51 is a view for explaining the function

A : ' ¥ j i fE .
B A Tt RSN, MRS M S o (4B nown 4
%?%ct'g n of the download processing unit shown. in

; " FIG 53 is a functional block diagram of an
authentication unit of a software developer of a
handl ¥165 $2yk$ IHGIRM | For explmining amther medewf use
for explaining the function of the downl oad
@f othesEAY ghipr.shown in FIG 53. FIG 55 is a
functional block di agram of the

FIG. 33 is a view of the overall configuration of the

~ communication éystem of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC cérd shown in FIG. 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.-37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.

FIG. 39is a vigw for explaining inter-AP communication
data showp in FIG. 37. - |

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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aut hentication unit of the manager of the SAM chip
shown 10 in FIG 48. FIG 56 is a view for expl aining
the function of the download processing unit shown in
FIG 55. FIG 57 is a view-fgp explaining the external
menory of the SAMunit shown in FIG 48. 15 FIG 58

is.a fGH,Q ti(& al, bl ock di agram of, the SAM chip shown
8

in FI | &5 8o VitevW, IPry Gl aining: tagksiaxaaytask by
operation_. for downl oadi ng an application programfrom

Shge £ETn #howsodpuEEG t #0%an external nmenmory shown in

FIG 48. 20 FIG 60 is a view for explaining. -
procesElfig #3ris a tvians Lori esplaindngnthe fandt@bnshef the
comuni cation system shown in FIG 48. FIG 61 is a

' setelensalt blroelsdiiagr aduHiow A howiPsG Pl 14 .

the function bl ocks of- the SAM chip shown in 25 FIG |,
58. - Fi £ 4 ' | f € [ nj .
Fic Fl$iH% 'fig@: }Shﬁ}é’g. géf: G%SP% ﬂmga@@é q;fezgqrcessz.ng_

node of use of the SAM c 1S a“vi ew

R ONRe HA e R KR con iR on, A BOUR e Kfger 4

configuration of the conmunication systemof an :
enbodi TEAt f iReapyieunfor ayphainhnartbe dptez-SAM
view for explaining the software configuration of the

- saprenipathonntagkFEBowB4in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.
FIG. 46 is a functional block diagram showing more

Specifically the function blocks of the SAM chip shown in

FIG. 40.

‘FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the

.communigation system of an embodiment of the present

invention.

FIG. 49 is a view for explaining the software
configuration of the SAM‘chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prégram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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10 FIG. 66 is a view for expl ai ni ng the external

menory of the SAMunit shown in FIG 64. FIG 67 is a
functional bl ock diagramof the SAM chip shown in
FIG 64. FIG 68 is a viewfgp explaining the relation
between 15 the CPU, bus scranble unit, and external

menor ysho in FIG.66. .FIG 69 is.a viewfor .
expl ai n?%g\/\?ﬁel‘gdar‘éﬁgwsﬁﬁf X ﬁ?i‘l\’éﬁ'ﬁgtm‘eé’@%ﬁh‘m of the
xternal, menory shown in FIG 68. FIG 70 is a
SBHE}PB%PWF&G‘WW@H“&% Fhomge iR FIS0 Sbr anbl e uni t
shown in FIG 67. FIG 71 is a view for explaining a
write Bp€rabBoas af fuhetdrnednklorkndingiran ko€ lans
scranble unit shown in FIG 67. FIG 72 is a flow
atithénefichittonpendi off askoftwatrd ldeveloplk of 42 handler
FIG ‘73 is a view for explaining a read operation of

e8XERbRAl iRERREY Q¥ .the bus scranble unit shown in

-FI 67. FIG 74 is a flow chart of the operatlon

oot B b Fa oot oFF Tty e By whe

. nt unit shown in FIG 70. . FIG 76 is a view
doratspt

PHPAGSERPECHRpEoEBS¥PNgN F&Cof O3 -scranbl e key

i-n a scranbl e key managenent unit shown
FIG. 55 is a functional block dlagram of the

authentication unit of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a viey for explaining the function of the
downloéd proceséing-unit shown in FIG. 55,

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬂ FIG. 48.

FIG. 58 is a functional block diagram of the SAMfchip
shown in FIG. 48,

FIG. 59 is a flow chart for explaining the operation
for downldading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG., 60 is a view for explainiﬁg processing for a
transaction using an IC card of tbe cbmmﬁnication system-
shown in FIG. 48,

FIG. 61 is a fqnctional block diagram showing more
specifically the function blocks of tﬁe SEM chip shown in

FIG. 58.
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in FIG 70. FIG 77 is a view for explaining switch
timng of a scranble key in the scranble key

managenent unit shown in FIG 70. 15 FIG 78 is a

view for explaining switch-tygping of a scranble key

in the scranble key managenent unit shown in FIG 70.
FIG 79_is view for explaining pipeline processing

by a pFp&ri ﬁ% b oR c¥LFH B ¥R 21pi 0T arpkben mode of use
70. 20 FIG 80 is a view for explaining the overal
ofethei §AMorhipe conmuni cation system shown in FI G

64. FIG 81 is a functional block diagram show ng nore
speci fFE@L| g3t he Aunteiwofiobl erpIanhihheaSAbYGFiRatidH) of
in FIG 67. 25 FIG 82 is a view for explaining

- ghet b'ammﬁﬁdeaefiouseér_stéﬁ sfbwhnenSMYlechign.. FIG 83 is
|

a functional bl ock agram of a conputer wused in

~electrppisc ggtid %ngfeg{ %‘Engﬁg &r&ﬂlf}.e ?rgfr:{%g%ﬁnt:{lgn of.: the

present 1 nventio IS a view air ni ng

the software structure_ of a conmputer of. FIG 83 and
SHEABLORFAAR SFSERB Bf c8BnEubPAYBARLORE EhE PESSeRt,

view for explaining the types of IC cards handl ed by
rrEeRbRPBt er shown in FIG 83. 10 FIG 86 is a view
for explaining the storage state of the nenory shown
in Fl @I@3 §%fds eawiewnfior explaining the software

confi.guration of the SAM chip shown in FIG. 64.

'FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional blodk diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining-the relation between

_the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus

scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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‘defini'ng da

FIG 87 is a view for explaining the storage state of
the menory shown in FIG 83 after witing. FIG 88 is
a view for explaining the correspondence 15 between
the ‘application prograns andg4pypes of 1C cards shown

in FIG 84. FIG 89 is a view of the configuration of

a conp r ccording to_an enbodi nent of the present ,
i nvent F%% E?d‘%ﬂ -T’geﬂ FPEWEPLRERIRG 7 FRADPRRrabion of
a judgnment 20 circuit shown in FIG 89. FIG 91 is a
Yhenesternalcpamegyr By Sheobug seranble ydnhbnshewncimtFIG.
shown.in FIG 90. FIG 92 is a view for explaining
fdtch access range defining data shown in FIG 91. 25
FIG 93 is a view of fetch inter-AP call relation - 44
defi ni pgcdara ishewflok Eh&rtddf tHCopdtaition ¥h8WnOin Fic.
the configuration of a read judgnent circuit-shown in
¥8G 90.. FIG 95 is a view for explaining read access
range 5 defining data shown in FIG 94. FIG 96 is a
view f expLaining read_inter-AP.call relation .
EEe P R Aovigicee? Sxpiaifing, spdtah, Pigegesing
tEe configlggiatkon of a wite _judgnent circuit shown
?h # ECrapPleokerclngs seramplekeyr mapgusmenty updity shown
access range defining data shown in FIG 97. FIG 99
13 BIGi eWlfor explaining wite inter-AP call

FIG. 76.13 a view for explaining switch processing'
of a gcramble key in a scramble key management unit éhown
in FIG. 70. |

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing

by a pipeline processing control unit shown in FIG. 70.

FIG. 80 is a view'for explaining the overall operdtion
of‘the communication system shown in FIG. 64.

FIG. 81 is a functional b;ock diagram showing more
specifically the function blocks of the SA& chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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,encryptlon

rel ati on defining data shown in FIG 97. FIG 100 is a
vi ew for expl ai ni ng anot her enbodi nent 15 of the
present invention. FIG 101 is a view for explaining
anot her enbodi rent of the_pggsent -invention. FIG 102
is a view of the configuration of a sem conductor
of a first enbodi nent of the present 20
f’vhﬁéﬁuﬁ" 103 is a view for explaining the
software configuration of the seni conductor chi p
-shown FRCGFI 83 i62a fRApcticoali blacki diapmanexfl & miomputer
the configuration of a program nodule shown in FIG
u6&d idbeFeGtréfiici setitVemunel fobmifignii pelaté@napt &€ the
- 45 sem conductor chip of a second enbodi nent of the

present ihvuartiioan. FIG 106 is a view for explaining
the configuration of a program nodule shown in FIG

105. SFE;G'Bdlgé %ng%vy{:'lglglné 1 eﬁpir{&i@gxggf P‘Ewggclatsé)ructure
cry tion/decryp ci rcwt shown i n FIG 105 and
r?t§ RRRESTEPE %{38 P3 angi ey eBPoSipesitniafy they present
| nforrratl on table held by the encryption/decryption
pyeufioBhown in FIG 105. 10 FIG 109 is a view of

the overall configuration of a conmunication system -

of theFIG eddntiseaboiewefvr cdxplaihlihg tha vipwsf6f IC cards
expl ai ni ng anot her SAM chip which the SAM chi p shown

‘handléa BPIEENBbRbGaLESsHblA- in FIG. B3.

FIG. 86 is a view for éxplaining thg storage state
of the memory shown. in FIG. 83 befc;re writing.
.FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after wﬁiting.
| FIG. 88 is a view for explaining the corraespondence
between the appiication.prqgraﬂs and types of IC cards shown.
in FIG. 84.

‘FIG. 89 is a view of the configuration of a computer

-according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the configuration of a fetch
judgment circuit shown in FIG. 90.

FIG. 92 is a view for expiaining fetch-access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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FIG Ill is a view for explaining another SAM chi.p 15
whi ch the SAM chip shown in FIG 109 conmuni cates

with. FIG 112 is a functional block diagramof an IC
card shown in FIG 109. FLG44113 is a view for

expl ai ning the nmenory shown, in FIG™ 112. 20 FIG 114
i.s.a view far explaining the software structure of
f’ﬁﬁ%&ﬂ% aFx ARG 1 FIG 115 is a view for -

expl ai ning the storage areas of the external nenory

~shown FRGF| 84 igoa mpew of6 the gonfdgumtiomlcel @ ngad

an application 25 program AP shown in FIG 115., - 46
fhGgmedt icd rauiitewHoem edxplRIch reP t he types of the
application el ement data APE shown in FIG 116. FIG

118 i sFaGVi oW gl ac¥iled FoRd eikb? aRnAHRS Sidad Hecdd range
SAM chip shown in FIG 109. 5 FIG 119 is a view for

8XPiai Akngalkhe S dggd n an IC card operation
macr o cnggtr%: gg‘?:%lg?qglr g'lgri%gmgs iomn in FIG 118. FIG

St or agErar eBbshBWR PROR| BRI SAPLIgnaRg Thas AztenyaR call
for explaining the AP nmanagenent table data shown in-
%‘Fi}t&?e. defEning, dpdag shosh gy Fdlpl i ng the SAM

ID. FIG 123 is a view for explaining the APP table

data EFewn?7nif| & vi@e. of the configuration of a write
judgment.circuit shown in FIG. 90. | | |

FIG. 98 is a'view for expiaining write access range
defining data ghown in FIG. 95.

FI1G. 99.is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.

FIG. 100 is a view for expl#ining another embodiment
of tﬁaiﬁresént invention.

FIG. 101 ié a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of tﬁe présent
invention. |

. FIG. 103 ;s a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.
FIG. 104 is a view for explaining the configuration

of a program module shown in FIG. 102.

‘FIG. 105 is a view of the configuration of a
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15 FIG 124 is functional bl ock diagram of the SAM

chip shown in FIG 109. FIG 125 is a view for

expl ai ni ng tasks, prograns, and data stored in the
menmory shown in FIG 124. Flg; 126 is a view for
explaining the format of the 20 ICcard entity data
73-x. FI.G 127 js a view for explaining the state
FPRHSPRABRtOKS ci‘he efit Pt fespadusmiadamsnsnwnti FhE| Bresent
126. FIG 128 is a flow chart of the processing
PryYepEhen- by the IC card procedure managenent task.

25 FIG 129 is a view for explaining the processing

whi ch FIG. 116 SV & hwpepefdor 8Xp IRERiRG CERE! B8nfiguration
processing or data defined by other application

&f eEpEogPam wbduld SkERhUIRACHIGWM {fsa routine defined
by application el enent data APE when executing a job

t st T f. 130
:xplsalqﬁrler?git ge"%%&:’é%%%ﬁg V\#%ln%ﬁ% ¥ \é%,'ll p°%8PFb”m§=l°“
dat def b th
D AT oo AT b o

routi ne defl ned by application el ement data APE when
SBEY Py o KIGq P sEndfpardy d8talo FIG 131

is a view for explaining the overall operation of the
comuifii€at 108 isy at ehew foumnekpl & fii ngQby EnGorhaZ iich 8able
view for explaining the overall operation of the :
hedrhbgi €10é ietitrypiion Auiptidl Giréd9t ﬁ:&nlﬁﬁﬁiﬁ; ai0s,
view for explaining the prior art. 15 BEST MODE F

MDRK'@@GTHEObNYENL]QNeW of the overall configuration of

a communication system of the praesent embodiment.

FIG. 110 is a view for explaining another SAM Chip
which the SAM chip shown in FIG. 109 communicates with.
FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional block diagram éf an IC card
shown in FIG. 109, |
FIG. 1;3'is a view for explainiﬂg the memory shown
in FIG. 112,
FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.
| FIG. 115 is'a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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Next, enbodi ments of the present invention will be
explained with reference to the attached draw ngs.

Fi rst Enbodi ment The present enbodi nent is an

enbodi nment correspondi ng 2Q 40 the first to sixth
aspects of the invention. FI 1lis aviewof the
overal | configuration of a comunication system1 of

t he priSgentliehbosliarentew Afoshexpilainiids the tipes of the
comuni cation system 1l uses a server 2, IC card 3,

a1 cebilet / o éherit 4da PRI APRash6@R Pk e¥ 16 251 D6 . ASP
(application service provider) server 6, and SAM - 48
(securrr@ppiie aid o) VW £dr Wit1 D dihd FHRPEMEssing of

t hrough the Internet 10 and perform settl enment

| i 3g. .or C Lng. f ot her procedures using
PR I on BT HE, e |

ntegrated circuit of the present :
i nventj.qn). e SAM uni t has external nenor .
ot 8 PERY %D L ot L R TG b e msed
invention) 8. The SAMchip 8 has the software
igoam J&r gershoperstdmm macrpceommand savhrti pregeam2shown
the SAM chip 8 has, froma bottom 10 |ayer toward.a
imoFIGydrl8 an HW (hardware) |ayer, OS | ayer, |ower
handl er | ayer, higher handler |ayer, and AP | ayer.
The | ewer. haodlier d aMew ifud WG A rdg/ &hd afemanagement
Here, the AP | ayer includes application progranms AP_1, .
AR raged M- AP shAR] 14 nerdr oceslures for use of the IC

card 15 3 by credit card conpani es or other ‘
busi Ng$ats 1%5—131%—%’iewa%r1%x%1sar}.%%gi r]:hlél %P %ﬁanégemént
tabler data shown in FIG.. 120, |
FIG. 122 is a view‘ for explaining the SAM ID.
| FIG. 123 is a view for explaining the APP table cia_ta

shown in FIG. 120.

FIG. 124 is functicnal block diagram of the SAM chip

- shown in FIG. 109.

FIG. 125 is a view for explaining tasks, programs,
and data stored in the memory shown in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC .card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the proceséing pérformed
by the IC card procedure management task.

FIG. 129 is a view for explaining the processing which
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In the AP layer, the application programs AP_1, AP_2,

and AP_3 and the higher handler |ayer are provided

between themwith firewalls FW 20 The application

program AP_1 is defined by gater explained service

definition table data (correspondence instructing

data) 20_1 and script program (operation describing
g%% chip jperfewdsi whan agcesaihgnprorgsgingher data

application program AP_2 is defined by a later 25

dedineddy sdherceppeficaittibanelanbatddita APE in accordance

(correspondence - 49 instructing data) 202 and scri pt

WL 1§ ra8 oA flea e @R ndaSE Y | bPDi P4 005R M1 den €& 2PE when

the external menory 7. The application programAP -3 '

d:éadafilied by 48t Sfe X&@'gfdrfé‘fvif&. definition

tabl e data (‘correspondence instructing data) 203

and i pt (. ti d i bi o
519 il 1B AN ERY) SRt AT S Eh Ui pRepR g which

I,S connected through a SCSI port, the Ethernet, etc.
qhs (Rt A@ﬁ?’% é?%ﬁm%f!s TRENFCIRFHRT PFeceedhngcerddata .
.through the Internet 10 to a plurality of termnal 10
byeathar| app hicatpen sehemenbdatta AEE dh abeoeddnce
user and personal conputers. 161, 162, and 163 of the
whiddi ressetiiéldefibied ang akal i cEEl gt eI @iiin i€ d3RAl APESwhen
for exanple, is connected through a serial port or :

e8Buanly &0 jaEDWY dewe ity b Figadesd witer 4. The
card reader/witer 4 realizes for exanple wreless

commupirgal e gggagﬁeqp%@&c&famfna%%8%Lra&i"§1'>e;ation |
of the communication system shown in FIG. 109.

FIG. 13:? is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION -

Next, embodiments of the present invention will be

‘éxpiained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding -

- to the first to sixth aspects of the invention.

FI’G. 1 is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the communiqation system 1 uses
a server 2-, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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Oper ational commands to the I1C card 3 and response
packets fromthe 1C card 3 are generated and anal yzed
at 20 the SAMunit 9 side. Therefore, the card
reader/witer 4, personal cgguter 5, and ASP server 6

I nterposed between themonly act to store the

onmands or res onse content in data payload portions

158 APRHEC pdyle) cumbt 9i heotemdunicate through

encryption or decryptlon of data, authentication, 25 ‘
thel Internett 10| anpepatfons s@tth&aéﬂ;Cﬁ:Eac3ss:.n§00r -
The per'sonal conputers 161, 162, and 163 can downl oad
Hifterd st g eRqt 26 E10sh PEORARFOI FILY LS 196“/&99393 8

to custom ze their application prograns AP 1

@htte AR bd N it Lo G .{F}%]%E LD FG 1vvlll

be e>?§%ai ned. [IIC Card 3 lgtl S %@?unc? onal

bl ock w&li_a | C card shown in FIG 3, the

IC card " gﬁg‘;q"gntla%h(al nf‘é‘g?ﬁgsana}d“%’?‘?@%)a’s%a SAM chip

prOV|ded with a storage unit 50 and processing unit
(SEniferdNoR SR SR dhas RRgFeNt Fnyention)s 8.

stora area 551 used by. a credit card conpany or

" ot her%bﬁs$ms<§llﬁf§’lhaa the ragiveren cobf igued tiyraas shown

busi ness 152, and a 15 storage area 553 used by a
ipu¥iEGes®.153. Further, the storage unit 50 stores key
information used for judging the access right to, the

stor ane ShéanSPn IFTde) | RIHY ERAM Qﬂlﬁsgdhggr FHO9 0G0t tom
the access right to the |

layer toward a top layer, an HW (hardware) layer, OS layer,

lower handler layer, higher han;iler iayer ' :;md AP layer.

The lower handler 'la.yer includes a driver layer.‘

Here, the AP layver includes applicatiop programs AP 1,
AP_2, and AP 3 defining procedures for use of the IC card
3 by credit card compémies or other businesses 15 1, 15 -2,
and 15 3 shown in FIG. 1.

In the AP 1ayér, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
e;kplained service definition table data (correspondence
instructing,dai;a) 20_1 and script program. (opé.ration
describin;; program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

-explained service definition table data (correspondence
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storage area 552, and key information used for judging
the 20 access right to the storage area storage area
553. That key information is used for nutua

aut hentication, encryption, %pd decryption of data,
etc. Further, the storage ufi®t 50 stores
identification. information of the IC card 3 or the
imgrrwdting darrzd 2 and dNexipt tpeodih UlbpeDavhbh
be explained in detail. - 51 ,[External Menory 71

dddaribing %M@MPQFXZNQE&M i:betﬂétéxé'é‘f’nm Oﬂéﬁgﬁy 7.
stored .in the external”nenory 7 shown in FIG

shown qiia N I er Vi

5 defi nltlalggutlatﬁ%%g‘a?g %rlé@'lan *trgc):%sarh ogercgtb%n éjter
c ng scr am Lhe business

% Qnecp e ‘gix erﬁg%lt 'ﬁe‘ffog‘t’y tia%é]tl%r %ef‘\’f?’é%esP°“de“°e

deflnltlon tabl e data 202 and | C card operation macro’
d?ﬁ and srinfe RERITAR s(aPpratipon

Further the external menory 7 stores service

dgsriibdingn Pragramat2d_203 taned Grodre eperatiah massoy 7.

command script program 213 of the business 153. The

servi ¥hed8AMNChipngt 8l conneéat@8 thraigR, aasds2OpsSrt, the

have the sanme format. 15 -Further, the IC card:

E@ReLAkItON oHRCT @oC MERRGES Faler I OF AT el @Nnfds

213 are witten using common nmacro conmands. Furt her,

cBﬂﬁeé%E&' Eﬁrg@%ﬁ nﬁl{é %pxtte%pxle% %t eo 011ug‘:9.f?[1tyg g t%%rm:.nal

C card ration naecCro conman

g

apparatuses including a personal computer 5 of the end user

~and personal computers.16_1, 16 2, and 16_3 of the businesses

15 1, 15_2, 'and 15_3.
The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corrésponding to the physical
level with the IC card 3.

Operational commands .to ‘the IC card 3 and response
packets from the IC éard 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card r-eé.der/writer 4,
personal computer 5, and ASP serve;:' 6 interposed between
them only act to store the commands or response content in

data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and otli_er- actual operations in the IC card 3.




10

15

20

25

20 211, 212, and 213 are scranbled to be stored in the
external nmenory 7. The scranbled data and prograns are
descranbled at the SAM chip 8. In the present

enbodi ment, the script progrgyrs 21 1, 212, and 213 are
produced using the personal conputers 25 161, 162, and
163 shown in FIG 1 by the businesses 151, 52 152,
and 15thearkprsenabvrorpriters it euhh 16c2 SAAEhLe 8 can
the external nenory 7. Further, the service definition

doimoadtthelaker?@xplaingd 30rIpelProgoaces dhe 9381 chip

manager- of the SAMunit 9 upon 5 instruction fromthe
Duso nessesmied  tHé2r aPeh 183t 5h Grlghsnd bef/fgb and
expl aining the service definition table data 20 PR
fcoyn in FIG 6, the, service definition table data

201 has entries of service type elenments (operation =
names 0 addresses, service nunmhers (operation o
codesglfe’%éy%sgr%?’%m‘?’?ﬁ%mnohf‘ EL Rt &e‘!/lq-%ib&r fEPilahned.
The "service type el enment” shows the name assigned to
the sdrif @@rﬁ’roﬁl ded by the application programof the
‘business 151. The service type elenent is an

i dent FfiGer 318.aviaeiauhdtistnedd bifodkh eliseynadnt @ M b erC cfard
the service which the application programof the

3busi ness 151 can use. In the present enbodi nent, as
.shown in FIG 6, "Rc", "Rd", "WI", and "W" are used

as tNAsSehywk ol ¥i% ChenBil S cObaklies $6ly bhC1Eol{ ftdb Alcea

tabl e data 201 corresponding to t he busi nes
circuit) 3a provided with a storage unit 50 and pProcessing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage

‘-area'SS_l used by a credit card company or other business

15_1, a storage area 55 2 used by a business 15 2, and a
storage area 55_3 used by a business 15 3.

Further, the storage unit 50 stores key information

. used for judging the access right to the storage area 55;1,

key information used for judging the aécess right to the
storage area 55_2, and key information used for judging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.




10

15

20

25

In the present enbodinent, -the I C card operation nmacro
command script program 211 define service content
combining a plurality of service type elenents and
reflects this into the IaLeg explained 1C card entity
data (j ob managenent data) % so as to be able to

provi-de a service conbining services - 53

cor r edforkditmglt Memoptyur7dl ity of service type el enents.
For exanple, a service conmbining a service for reading
dat a fIGm Bhisl| £ wioswl £510RG&kpd aS8ViiaC @hkOHaWal hhA0p HégAams
in the server 2 can be defined in the IC card entity

- s¥rdd Inlhhes Untern U MRordy 1 o] iE el il tion

tabl e data 201 is an operatlonal command 1 ssued to the

| C capd ﬁx&ﬂ‘ij :ﬁnﬁid z %bl ghg )Edé%%bnaqt ﬁgmgrgl "Wg%or serv:l.c:e

per f orm ng a serV|ce prov NEss
ddre ice f|n|t| n table data 10°
a8 nidders teb e datautid. RO PR PRI T
procedure relating to the corresponding service type
cerpapft scrdpdt pregramh@l: depf dihg dndimessdiS_ dn" in
the service .definition table data 201 shows the
versiEnrbherhetheyextérhaﬂomﬂabrgn7us¢drwhemepm¢deding
that service. The "key information" in the service

ddefhiiciban thblbe datatl 20201 anl trite JaPd iopledFHIdn0 hdines
when prOV|d|ng that service. For exanple, key

BRSO el Sclhaihontg e
the Seh¥thErJeLhD! LkeArhaR! RefBt 703 tbRei®hervice
definition table daté. 20_3 and.IC card operation macro
command script program 21 3 of the business 15 3.
The service definition table data 20 1, 20 2, and 20_3

have the same format.

Further, the IC card operation macro command script

 pPrograms 21 1, 21 2, and 21 _3 are writtén using common macro

. commands.

Further, the service definition table data 20_1, 20_2,
and 20 3 and IC card operation macro command script progréms
21_1, 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scramblgd data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21_1,

21 2, and 21_3 are produced using the personal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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Further, in the service definition table data 202,
key information used when accessing the storage area
552 of the IC 3a is set. 25 Further, in the service
definition table data 203,- 564 key information used
when accessing the storage area 553 of the IC3a is

t, Next,.the 1C.card eratign macro conmand scri pt
%ié%fa%?élﬁ£¥§l?n%eaﬁﬁp$§Vﬂ ﬂ?gngFErgﬁgprhﬁrgﬂyé ip 8
211 is a programfor defining the application program
W e %ﬁg?ﬁ%%% MEMOEYinfit ng on the SAM chip 8 and the
procedure of processing perforned by the IC card 3
when &ucthemg thrasenppre cltfiion tprogtablel datae20_1, 20 2,
present enbodi nent, as explained [ater, as shown 10
amd [10G3 Are peclidedhbp EhéStSnifer S6f UKS g0 kit @ upon
tabl e data 201 and script program 211 to generate |IC .

SNy £1GRPLRS Sulaifeslls 79 1nPYS Sl gl 9gk331

x1, output data block 32-x2, 1og data
bl ock ,34x4 used f.or

d t at | finj d . .the,
Spocg ure r%e %ﬁ g’g elt“'r (r)]k{)]% eexrijtsa%%'i‘%e $ PSEY "Igledieglf‘é%’”n

a.view for explaining the commands used for

'Hﬁggﬁ}%ﬁﬁﬁ)% 1C card operation macro conmand scri pt
progranms 211, 212, and 213. In the commands, conmands

for tRe shewehip BIG: &) fthepgeavd.cgi definidipir table data
letter "S", while conmands relating to operation of

20hd h&sommickrBeadE gevelctheypeé edleneditise{oprativhnt hahes) ,
the second letter is selectively used in

addresses, service numbers (operation codes), key version

information, and key information.

The "service type element"” shows the name assigned

"to the service provided by the'a.pplication program of the

business 15 1. The service type element is an identifier
viewed insf:ead of the service number of the service which
the application program of tﬁe business 15 1 cah use,

In the present embodiment, as shown in FIG. 6, "Rc",
"RA", "Wd4", and "We" 'are nsed as the servicé_ type eleme:ixts
of the sérvice definition table data 20 1 corresponding to
the busi_ness 15 1.

In the present embodiment, the IC card operation macro
command script program 21_1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity daté. {job maﬁagement data)

so as to be able to provide a service combining services
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accordance with the application. For exanple, for an

i ssuer setting declaration of the ICcard 3, it is

, for a service 25 type elenent declaration, it is
"S', for a sinple read - 55 ggeclaration fromthe IC
card 3, it is "R', for a sinple wite declaration to
the ICcard 3, it is "W, and for a service type

| ATRIRORGIRA B | droberahi ty onf service Ftypahelements.

commands used f.or describing the script progranms 5
211, ZFer2exampl]3aiswatwits: aombEndagnantkrl>¢ R Reading
SI command, SL command, SF command, CI command, CS

deotraeiicbm € CooTEREl AnshEVY CosFRIde FHE L EPAYRRdta in

is a conmand decl ari ng the nunber of the nmaxi num

tHERRL R | L & & d £ i’néj@t%(\) \r'ﬂ& hed h@a:?&‘%&@%ﬁ% é%ﬁ? .

can process sinultaneously. exanpl e, when .
chip can..si-nul ousl.y rocess 1000, 1C card
entit % h(?a%réé,r%'l;?é &%8’&"? smdetgtef isoeé'a'f"ceﬂ%eéd’@b’rﬁl‘énﬁable
4%¥ a.co nd for declaring the data bl ock_ for formng

& m%a% WAk iFPRRARG t¢eted stegkhe r EGdoard
fromthe IC card 3 is stored anong the data bl ocks
3rod aealyrabhe SaMkeiIC a3 pbehoperfigrpiogeassagvice
using the IC card 3 based on the later explained IC

‘peavd dedt blyy thet bushisesaxar®plie, when the data bl ocks 1

to 10 are provided, 20 when storing the data read

from trhe hadazedsd hR the dh&Jidd AEeihitied kalth data
‘described. The S| command is a command for declaring
2}){_}?.\/\?}.??% c?%lggc lf:hfe;o radfcﬁ‘re@sn %4d I?ﬁm:!dip Ya &atrae lba{ @frk(g 31::[0 Xr}

procedure relating to the corresponding service type"elémént

is stored.

The "key version information" in the service

. definition table data 20_1 shows the versio:h of the key

information used when providing that service.

The "key information" in the service definition table
data 20 1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

Furthe;, in the service definition table data 20_2;
kéy information used when accessing the storage area 55_2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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data to be witten in the 1C card 3 is stored anong

the data 25 blocks provided in the SAM chip 8 when
perform ng processing - 56 wusing the IC card 3 based

on the later explained IC CE&P entity data. For

exanpl e, when the data bl oc 1 to 10 are provided,

when storing the data to be witten in the I1C card 3

keyt hefosmabianbisedswRen 3act&es2ngd " thesstderagebadea 55 3
The SL command is a command for declaring the data -
bf othef DCNBagisheetog data bl ock 33x3 for storing the

log data relating to an operation anmong the data

bl ockaydoVided ¢ nedhie %94\4&%11& ST @%%ﬁg‘ Qgrlpt

processi ng u5|ng the IC ard 3 based on t | at er

t For exanpl e, when the
daI%ﬁ%Fegksf:&? Q é%%%%%%?%ed , when storing the
log d a |n th data bl o "SL: 4" is descrjbed. '
The S % BERIE %%leb? % PRARAY T deFEAIng; the
bl ock forn1ng the conputation defining data bl ock 34x4
Wwpbicabign mroaram Wit tba businessd il omipuinvgen tthe SAM
service type elenents relating to the IC card 3. The
cJoip éhtarsi tihiee proceduatel of pebceissgndaparifbemed B4x4he IC
becomes the pre-processing information of the |IC card
Ak e T8 iwheraha culthitn g t KD 1 Sa 81 &P 4RI
decl aring the |ssuef;Lf the 1C card 3 (business).- The

i nf or g R0 g'mgrL oanﬁang%gegelamg%asdﬂ% rt *Le Shown

command bec car ormati on
in FIG. 7, the SAM chip 8 uses the service definition table

data 20 1 and script program 21 1 to generate IC card entity

template data 30 1, an input data block 31 _x1, output data
block 32 x2, lpg data block 33_x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. B is a view for explaining the commands used for
describing the IC card operation macro command sc:.;ipt
programs 21 1, 21 2, and 21_3,.

In the commands, cofnmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer
setting de,é.laration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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25 IC card entity data. - 57 The CS command is a
command for declaring sinultaneous operation of a
plurality of services to the IC .card 3 by citing
service type elenments. The Gg conmand can al so decl are

a function defining processing anong service type
elements, For exanple, it is possible to declare -
deglargtiopdfromthe IC qardd, ohttim "&Int Sar afsimpdeCBrit
conmand, service type elenment designating information
déclampatdoate e i I§ aatd 3 and fsodeysi apdofder a service -
information are determi ned. 10 The CR conmand decl ares

typstolansat acompahtoon tderin{e£end Bti Dsangesi gnat ed
dat a- bl ock when the relation anong service type

el enenjife | oniindlehidiRf f@%ﬁ@sggiﬁgﬁﬁm&ﬁei §81a:t§§ttr rograms

descri bed)-: For exanple, when stor t he

: t C rg .3 i.n the d bl ock .1,
A2 o 08 b S $ Bbtictin i gopmaps, ST
to WW%F ata stored in a designated data bl ock to the
Grman 3‘3%‘??“1’ r PRt FIMmanforgt seonmardy p@ command,
el enents is not defined. For exanple, when witing

Gateemmandd and tFe emeandock 20 2 in the 1C card 3,

"CW SI:2="W"" is described. The CF command decl ares

t he dahe HMOdontesct il Ry copmiand alddlamiong eftfie number of
spanni ng services. For exanpl e, iwhen describing .
tHERAkAu N GABLENS £ IPABHINGN BEEY| 4£6a iWhidif the dalPchip

bl ock 1, "CF:CES FUNC=SF: 1" 25 is descri bed.
8 can process simultaneously.

For example, when the SAM chip 8 can simultaneocusly
process 1000 IC card ent.:i.ty' data, "SC:iOOO" is described.

The SO command is a command for declaring the‘da;:a
block for foming the ouﬁput data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained Ic card entity.
data, |

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the.-‘data
block 1, "S0:1" is described. |

The SI coﬁunand is a command for déclaring the data
block for forming the iﬁput data bl&ck 31 _x1 in which the

data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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- 58 Further, the SF data block 1 has described in

it, for exanple, "W"=If ("W">10) then ("W"-10;
"WIU="Wet*0. 08+"WI" ). This formul a expresses the
operation of subtracting 10 §gomthe val ue of W when

the 5 remai ni ng nunber of services W is larger than
10.and,adding a nu r of, points corresponding to 8%
BP<88" (B 100 RrR. 8 Baatth B Shou Larsa Pemiz pcHE apra
is a functional block diagramof the SAMchip 10 8
SR&MAYi daftPS 1. As shown in FIG 9, the SAM chip 8

has an ASPS comunication interface unit 60, externa
menor yFor sramnloat wheni the rdadeebilpicks6l ,tdhld sce prdvd ded,
unit 62, random nunber generation unit 63,
ehenyptophhdethiy pla e tide G4itthbh ShOEREEIUNEArdS3 in the
and CPU 66. The SAM chip 8 is a tanper-resistant o
andsl Biokke ASPS, cogyupi gat hQndEQE‘E&Lgae unit 60 i's an
interface used for inpuf and output of data with the

ASP eLs 6 ip FIG 1. 2 he external ry
connuﬁ?%%t%%ngéﬂﬁég?ag% %n??m%ingigaﬁng?ﬁigffﬁgggﬁgeéata
éfrq%n ut and output of data with the external nenory

logf et ptRiRg  the | ke dats Plagkadd a8 fopdtaring 4he log
descranbl es i nput data when inputting and outputting
e redm ting tghar mpeapea oo lamengo Eie o ki lsatk o provided
interface unit - 59
in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card ehtity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described.

The SF command is a command for providing the data
block forming the computation defining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34_x4 becomes the pre-processing information of the IC card.
entity data. |

The CI command is a cpmmand for declaring the issﬁer
of the IC card 3 (business).

The information specifying the business defined by

the CI command becomes the IC card type information of the

IC card entity data.
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61. The random nunber generation unit 63 generates

random nunbers used at the tine of. authentication
processi ng. The encryption/decryption unit 64 encrypts
data and 5 decrypts'encryptgg data. The storage unit

65, as explained |ater, stores tasks, prograns, and

data used by the CPU 66. The CPU 66 executes a

pr edet ERf G Eopmendais (P oogmand 66rtdmclmeeptsinul taneous
invention) to execute the |ater explained 10 script
dperhtidnt afk a pdurpliityt efpeekaticed &aslheed dard 3 by
generation task (job managenent data production task)

2Nt inhG & fod tQpRANI EnERPLISIRNE st Astlindd P Qaﬁaé‘ﬁgg 'H?égla-re

dat a managenent task), and other tasks.

apks h 15 Stora

%nlt %%p&q%! g r%g)gg%te% %&%&Sﬁi ée]gv%/l TR eq‘emelf‘ts
expl ai pi:ng the tasks rogransg, . and data stored in

t he stg 7 HgE* TP i 651tA£ ﬁﬂﬁﬁlp%eFF%idﬁﬁ lare stores a -
script downl oad task 69, script interpretation task
765 : eRel'tYWgeherdl 'on task 20 71, 1C card procedure
nanagenent task 72, 1C card operation nacro conmand

SCri pt%ﬁ@@rqmstmx:qm:mis ofSdihel €8 defmanid, 08 eraliles type
201 to 20 _3, ICcard entity tenplate data 301‘to 30_3,
dTomait @8digyatiti@ hdformaiéi e Al adlasly 3htiky data
out put data bl ock 32-X2, |og data bl ock 33-x3, and 25

&td QQJ.QS fopa8g SR Méeﬁgn 34rd 4d?1é‘e§§ingg?
script downl oad task 69, as shown I n )

The CR command declares to store data read from the
IC card 3 in a des_ignated data block when the relation among
service type elements is not defined (when SF comménd is

not described) .

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:S0:1="Rc"" is described.

The CW command declares to write data stored in a

.designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 ‘in t_he IC card 3, "CW:SI:2="Wc"“" is‘ described.

The CF command declares the data block describing
computation content spanning services.

For examplé , when describing computa‘tion content
spanning services in the SF data block 1, "CF :'CES__FUNC=SF: iv

is described,.
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downl oads the service definition table data 20 1 to 20
3 from for exanple, the conputers of businesses and
| oads themin the SAMchip 8. 5 The scri pt
interpretation task 70 uses gfie service definition
tabl e data and script programto generate the 1C card

~entity plate data, an input data bl ock, output data

bl ock, Frefhent atlye ST d%twdbé@wa;uﬂahaardw:nbﬁg Patkt, for
bl ock for each business. 10 The nunber of data bl ocks
geaspideed"f'ge"edfh (bWe'nd203 thennot particularly

‘limted. When the entity generation task 71 receives

irway -Lo; "waxanpkerol be+ARBr 51 veRi § ﬁhﬁm&téscpresses the
production request, it conducts polling mnth the I'C

Sﬂégaglohhgf gﬁﬂ@&é&ﬁ%n%h Olgi%é Eﬁédvgﬂﬁ CaP§% dthe -

for proceSS|ng of a proCedur e between

corres,po‘ﬁolﬂlﬁ"z:;b %Slﬂg?‘iggglcéard nt|t H‘%tgel?%c?@ddmg

card ent i éPIate dat a becones the class and I C card .
o%-%/ PG RATHBIPARA NI (SR EISE e @sacumulative
class 20 The processing for generation of the IC card
rointy teldWd. by the entity generation task 71 will be
explained in detail later. The |IC card procedure
managesAM diaigk & uses the one or nore | C card

- entity data 73-x present in the storage unit .25 65 to

eXecuter@r F 6% e Sub¥t 1210 A UHE RAGIREN JERHCsAM Ship
- 61 - 3 and businesses 151 to 153. In the present
£ et gfg plprality of processing

As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

'communication interface unit 61, bus scramble unit 62 , random

number generation unit 63,'encryptiOn/decryption unit 64,
storage unit 65, and CPU 66,

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface used for input and output of data with the ASP
server 6 shown in FIG. 1.

The ekterual memory communication interface unit 61
is an interface used for input and output of 3ata with the
external memory 7. |

The bus scramble unit 62 scrambles outpuf data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit
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for procedures perforned between a plurality of IC
cards 3 and the businesses 15 1 to 15 3 proceed
si mul t aneously. The I C card procedure nanagenent task
72 executes the plurality. ofg processing for
procedures in parallel. The IC card procedure
ggnagenent task 72 deletes the [|C card entity data

=x when the series of procedures have been
conpl eted. 10 The processing of the IC card procedure
manag e trandmk nigbsirl geberekpbni meilt 63 derainatest eandom
The script prograns 211 to 213 are input by the script
nhautie p8 dus8dka€9the 08imé 06 £ exatReRtiEACi BN BEBakssing .
menory 7 to the storage unit 65. 15 The service

def i nifhONed ﬁ@ﬁﬁd@@ﬂyﬁ&&@%ﬂ@ 64 n@l‘l’éf?ﬁe{tg h§ata and

script downl oad task 69 from for exanple,

a tored in the storage unit 65.
%ée i% %aﬁ%F%? ?gtﬁ%rate data 301 to 303 are
generated by the script_interpretation task 70 and
used a® SFOFEFS YRt €31 assexplapend e istprame treks,
card entity data 73 x of the procedures relating to
RIRgF¥anrpecandcdataineeddsy the CRYUCEGEd entity data
73-x is generated by the entity generation task 71

usi ng Thee dFD 66 exekiuties heppbdbeetnifed3pioyeanl (Bragram
for exanple classes as an instance of the 25 classes.

of Gthe Preddpbti fadRe 0L ki3 leddou it OWd P8t dr DLRSKained
32-x2, log data block 33-x3, and conputation deflning

s?%:l.‘g:rtg L%%%ﬁ%%ﬁf,? 6@&&6{& %@Jrﬁ:t@té&f&? t task, en'l?ity
generation task (job management data production task) and
IC card procedure management task (job management. c_la;t:a
ménageme_nt task), and other tasks.

Next, the tasks, programs, and data stored in_ the

storage unit 65 will be explained.

FIG 10 is a view for explaining the tasks, programs,

and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card opération
macro command script programs 21 1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73 _x, an input data block

31_x1, output data block 32 x2, log data block 33_x3, and

computation defining data block 34 x4.
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Next, the IC card entity data 73-x will be explai ned.

The I1C card entity data 73-x is generated using IC

card entity tenplate data of a correspondi ng business

al ready generated by entlty Qeneration task 71 in the
SAM chip 8 when for exanple the SAM chip 8 receives a
processi ng request for processing using the IC card 3
and t h€happeriénti dawplogdatask068{ aspsbdeheini FE¢. 7,
busi ness fromthe ASP server 6. FIG 11 is a.view for
duphlbadsgthbeskevitt abrihetibe ¢abdeclhithy 2@allato 20 3
73-x. As shown in FIG 11, the IC card entity Jdata

FBom, hasy aﬁaﬁ QEEnEhQObehﬁﬁthQOEﬁabhgﬁnﬁgsegnkhhy1Bst
i nf or mati on 81, entity status Information (status

)1§28hLC§£ﬁrg hi¥P§ information 83, service type

enent desi gnat rng* i nf or mati on 84 proceSS|ng order

o nfor tion EBrocess order data

pre- pr %s?ﬁ’ LR ’f%ha%sonahasbom pFeEctippgervice
informati on 87. 20 The managenent pointer informtion
definigion; tablet dabal apdi aceirtopraanayi hg ghvekGte the
card entity data 73-x in the storage unit 65. The _
Ehtgand |eh titfyopiattieoda8a , i anubesu € atatss HAGES! odtput data
generation of IC card entity data 73-x, confirmation
Blodi, theg dati lfodX ,0@n Somp@ltaltion d@ft‘:.tnli gr g8ktalblock
a series - 63 of processing using the IC card entity

ﬁ?}aeggh@u%ﬂgag ptity IDinformation 81 al so becones

a return value given to the end user. The entity ID

i nfornmatio cor.r djztothe desc tor en

openi % a"fm'W% 5 Rt Sﬁgﬁg? Pk? ISR or each business
is not particularly limited.

When the entity generation task 71 receives from, for

‘example, the ASP server 6 an entity production request, it

condu’cts pelling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processing for generatioﬁ of the IC card entity
data by the entity generai:ion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entitir data 73_x present in the storage unit

€5 to execute processing for a procedure between the IC card
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5 The entity status information 82 shows the state of
progress of a procedure relating to an IC card 3. The
basic states of the IC card entity data 73-x include,
as shown in FIG 12, the state of processing for

i nvestigating the services &hith the I'C card 3 can
use (RS), the state 10 of processing by which the SAM

BhanpdB8basihessesaissitbe 1€ 3card 3 (Al), the state of
processing by which the IC¢card 3 authenticates the

SAM chip Ehd Addesddie e?Jl:ﬁ:';ﬁngntpr %C%eﬂr%g.ltfyorofr %@‘yc@%s:.ng

datafrpmtheICcard and t st at e "of
f the |
f&g%ﬁ;gggggeg% é%%oalnegsﬁefﬁse r%c@ggl 1F8rg¥’Ic cards

%nve ti atlng t he business, the groce33|ng for _the SAM
?obﬁﬁfﬁﬁﬂ§?ﬁa?§_%hé°lkﬁc rEreceFﬁestH&§§§Pﬁgs;Y

for the IC card 3 to authenticate the SAMchip 8, theé

pr ocesBiad G mard padicadudet mahagemeht tskardl eec,ecandes the

‘the processing for 20 witing data in the I1C card 3

Ebhit£BPpbPdof Optobessfng| Pbr, pASceédplras NeA pakallels a
unit of processing for which an order of execution.is

- deter QLG D Y%dNE prlockiifte RERGYLHA HTRAACTRNHNAes the

72. Note that Al and A2 formthé nutual aut henti cati on

h d M.chip, 8. 64
| lé-ﬁr%]r%%%%l %%‘t\g’e% v?hn% 1&‘?& erl Q§A Yo utes have

presett COﬂSId rrng

conmuni i on tlne on the Internet 10, the
lﬁﬁﬁbé: et%2d basic states are, as shown in the

~state transition chart of FIG 12, managed divi ded

into g% Ps*t%ﬂﬁ%f{%fQ%rth%%nW% mHocsfiem oranagesgnt

and conpleted (after receiving response)
task 72 will be explained in detail later.

Tﬁe script programs 21_1 to 21_3 are input by the script
download task 69 from,'for examp1e, the external memory 7
to the storage unit 65.

The service definition table data 20_1 to 20 _3 are

input by the script download task 69 from, for example, the

external memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to-_ 30_3 are
generated by the script interpreta.tion task 70 and used as
templates {classes) when generating the IC card entity data
73_x of the procedures relating to the resﬁective businésses .

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes.
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states. Specifically, the state of processing using

the 1C card entity data 73-x i s managed by the

i nstance generation .(IC card entity data generation)
state, RS post-startup statego1l0 RS conpleted state,

Al post-startup state, A conpleted state, A2
post-startup state, A2 conpleted state; R post-startup

st at e, TRecdABPE: datathleck\3host . seukpup data dlagk 32 x2,
conpleted state, and instance (IC card entity data)
dogetdiada Hlack 3Bne3|,Canal crompmtaitifonr kiztfionimdB dsta block
information for 15 specifying the business issuing

BMaik4l Greagéndrabed by aded soHipt 1ndePRiriedh tidrd ta 70.
with information defined by the CI comand in the

above- gepti oprd FE'd # ety P
generation of - the Ié?%gf%tgn i?b%ga?g-xfgﬁi?ﬁ%ﬁ)eﬁﬁgal?Ed'
servic y i gnati infaormation,k8 shows
The serbbrBE BLERCRhLISH 40Pk PY (1S GRhGEACRA, BIRY 1c
the .servjce definition table data used in processing
GRS N templpfeddata prmcerrsspontiagler§iness peeady

el enent designating information 84 25 is set with one

- genapprEedebyi eatifpegenenationdéeskndiedn the SBM whdip 8

CS command in the above-nentioned scr.ipt program at
vhentiowr eshmgdecthé iSAM ahibh® reGedaied aitdyesing request
73-x. The processing order information 85 shows the -

6 8 Prodfe MY EVAGAUNS BEE L4 3(d P EhelUsSish i Fatién program
processing using the |IC card entity data 73-x, that
'6§1atlbﬁe&ééé:@miﬁéasbﬁggﬂeséhgy.ygml Ehgl ESPlgerver 6.

FIG. 11 is a.view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 x has

management pointer information 80, entity ID information

B1, entity status information (status data) 82, IC card type

information 83, service type element designating information

84! processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73 x in the storage unit 65.

The entity ID information 81 is used for a request

for generation of IC card entity data 73 _x, confirmation

of the state of progress, deletion, or the rest of a series
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That is, the processing order information 85 uses the
service type elenents to show the order of execution
of jobs corresponding to the basic operations of the
IC card 3. 10 Here, the jobs, as explained earlier,
correspond to the RS, A, R, and Wshown in FIG
12.  Specific operations on the IC card 3 are realized
by precessiong ofsinptbesIAgraxiteingridyedatai 18 _sheTholkmtity
For exanple, for processing using an ICcard 3 with
oDl ynfemdatifoni 8D ADsdbedmasitdaitiat vluel Jilvh to the
processing order information 85 is set with "RS->R".
EHatiskr .| @nkheneass 9h jRedimdeaBd ¥hi Ebgge%mds to the
mutual authentication, the proceSS|ng or

n set  Wth. RS:> >R->W.
4PSEE RS wHen, BpBRipanp: BHLBSIRe R gPRRF RN FHe Fy=ten.
order of jobs shown in FIG 12 corresponding to the ‘
order The erbit¥estrtneninfopnathon ﬂg phevg the state of
conmand in the above- nentloned scri pt program when
pregressngft Aeproceduye velatyndata 78-XC Thed 3.
pre-processing information 86 is set fromthe, ASP 25
ser verTite badd ons tatamedgehe TC datd dmigedheam gx include,
processing - 66 - using the I1C card entity data 73-Xx.

&O s hSNADh B1d .NE2 PridiePs 0568 %ﬁ‘ﬁrb&é%ﬂﬁ&'m $Avkstighting
with points of a conputatlon fornu a of "a service

'ﬂ?&l %@&f&'eé nﬁrﬂ:bgh S?h$| o3 $$:9&k Euﬁégegkgg‘;eﬁgg state

I nter-service conp UﬂCtIOﬂ IS no
: roce or.mat j_on set. with the
?€ ‘Eee%’fﬂ%g@és’?‘ﬂgcqtﬁ&ﬂg@m C%lp authentz.cates the IC

card 3 (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of proces.éing

for rgading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the proceésing for the SAM chip

8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

-A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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For exanple, in the case of settlenment, the state
relating to the anmount of charge or nunber of points
given 10 etc. is set. The post processing information
87 is set with data of the processing result of the

IC card entity data 73-x dblred at the ASP server 6 .

'side. For exanple, in the case of settlenent, it is

set WiHdrtldn, shovnklg phesent sémnsdimdbt pfconsbde®ing the
end to the settlenment. Next, a routine for processing

Bohurkhgs &5k £04 Ok DEOCEIWIR THRRAIRAEN0 ! 88K Bo9EOMERERoned
FIG 10 relating to a plurality of I'C cards 3 using a

exéj:{él é’l:%tgg O'L%ga%% Sﬂ&%ﬁ y:uq aL e 7§t§te %L‘Lngf:t%grsl kcl}art

ai ne card procedure nmanagenen
r stantly. beln ta up the CPU

R - P Brnend Ak g o Pop B ShatEppl Hh ax T Shanee
fIOM/chart of t he proceSS|ng performed by the I C card’
ofF scamand)ngtafeseand aemploted s(afitay seeeivingyrespgnse)
| C card procedure managenment task 72 selects one |1C
gsateentity data 73-x for executing the next
processing out of the plurality of IC card entity

dat a BpeciFsclly, | thd herstd a0 pritidsHing udieg the IC
met hod of selectlon of that IC card entity data 73-x

dHd %%E:ﬂ:aﬁ %%‘E%S%V & YaSfd % ed %rf Hd Eﬁkkkﬁcéaﬁénéﬁahon
pr esent e storage uni t to assign a priorit
and._sel b rio he der_,of ..th
&(‘Sﬁgg‘fl pl?t tﬂf?l%ta gerperaL. 1¥) slla Ré post—-sta ‘%:up state,
RS completed state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W completed

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type informaticn 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data

73 x.

The service type element designating inf.ormation 84
ghows the service type elements of the service defined in
the service définition table data used in processing using
the IC card entity data 73 _x.

The service type element designating information 84

is set with one or more service type elements designated
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Step ST2: 10 The 1 C card procedure nmanagenent task 72
judges if the job of the IC card entity data 73-x .
selected at step ST1 has already been started up.
When judging that it has been started up, it proceeds
to the processing of step-S&5,~- while when judging
that it has not been started up, proceeds 15 to the

}%{ KB ‘E"gl %o%a%tde Enslﬁgsgyggeg : t::.r e!i Cs&?:k%t e%:li:cla?ryam at

ocedure managenent judges from
tatus information 82 sh in FIG 11 of the [IC card
PR PR e S SR S SR S

of the 'state transition chart shown in FIG 12 the

pr oc e ddien Pracasaing orelamh dnfermationa 8 ishows e order
decides on the job to be executed next fromthe
gff exessitignoofievernifarandjiobs ) 88sedtin Ithe pravesshag using
processi ng order information 85 25 defines the order
tHe @XEeudlrdo8n el tyy 0lstalSiNge I thatthigl, CEh88steteMmrdssition
set in the service definition table data as expl ained

Aadd &n ®iEpP 1214:  The 1 C card procedure nmanagenent
task 72 starts up 5 the job selected at step ST3.

: The-t%

card _prpcedure manageneni task 72 execules. the
fob uLPRT tRe. HAE P IR 1o Ry L6 OFRAT. POp Prot e the
above-nenti oned i nput data bl ock 31 x1, output data_ .
Irydice sypeoelepgniatte showcths sxden of exRputirropf Jobs

defini ng data
corresponding to the basic operations of the IC card 3.

Here, the jobs, as explained earlier, correspond to

- the RS, ARl, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

E‘t;rther, in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->AI1~>A2->R->W".

The processing order information 85 is set with 1!:he

order of jobs shown in FIG. 12 corresponding to the.order

©of service elements designated in the CS command in the

above-mentioned script program when generating the IC card
entity data 73 x.
The pre-processing information 86 is set from the ASP

sexrver 6 side with management data for performing processing
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10 bl ock 34-x4. At this time, the I1C card procedure
managenent task 72, when issuing a command to the IC
card 3 in execution of a job, uses the service

el ement corresponding to that job as a key to search
through the service definitggn-table 15 data to obtain
the service nunber corresponding to that service

eIenE % (Q erat|onal command of 1 C card 3-able to  be
9 entdity sipta Pdffer, the I1C card

procedure nanagenent task 72 uses the obtai ned

servi #ornanpeplee the pre-prasansing snfeemptiegr 863is set
20 Furt-her, the IC card procedure nanagenent task 72,
withepphaitsedf wscogphk&tidn fdmmukewfi af senel corldsignated
required for accessing a storage area of the IC card

i%A,tHéS aF tdaa HAWKCe el enent correspondi ng to that
job to search through the service definition table

data 30 cBLa1 Grbhe akoY n2Grl-BLOVERL BBnpRkatIRA" @umémn
to that service el enent. Further, - C card

AT oce g nt task 72 uses. t.h e
Pt A S s smtgheﬁ'?f cmta?‘“-&ﬁnwat% i get
I.C card 3, encry tion and decryption of data, and
witthert epl‘&‘&é’@&?l PrecsHsdng ch@rgeght to access a
predeterm ned 5 storage area of the IC card 3. Step
ST5: FSrepx8Fples por tbenedsehefi shttlemeatd thecedate
managenent task 72 issues a command to the I1C card 3 |
r@ldting Wel thagahotanthefpthaegsi o ekt «f dgdimtLLgiven
card 3. 10 Wien the I C card procedure nmanagenent task
et .l §GLIsRS

The post-processing information B7 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example

constantly being started up on the CPU 66 of the SAM chip

"8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step ST1:
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the processing result fromthe IC card 3, it sets this
in the ICcard entity data 73-x. Step ST6: The IC
card procedure managenent task 72 updates the 15 .
entity status information 82 of the IC card entity
data 73-x shown in FIG %167lR this way, in the
present enbodi nent, the I1C card procedure managenent

t ask ing f gt f JC

car ds B 8PS ReBREakR nRpofneRt ek 1t il <ie ome
:felecatggﬁLn or der %he IC card entity data 13-x for |
GEFHURTY Frtrcdarafos. errerELRI cthe mexhmTefgs Bing

can si‘'nul taneously proceed with the processing even
atterrf rdriRrAuRR et el MY qanl eanttsl o dafreo Flur eresent
using a plurality of 1C cards 3. Z5 Next, the overal
igpdrted i strowEge henictondfuni cation - 70 system shown in
FIG-1 will be explained. FIG 14 and FIG 15 are

. Vi ews They ol WM Gdik:1awe df thepenal icdkddknidity. data

.comuni cation system1 shown in FIG 1. Step ST21: 5

ﬁg:sg,la | BeSEESsdeded Sively %’efed@rlbycg§9u§§&,§g§?%a;ta 73 x

usi nesses produce ‘script prograns an
21-3 descripin r ocessi. or transactions perfornmed
B ARt 5 FRRote rEaT TR " o i 333505, AeREir LHg prdex
the personal conputers 161, 162, and 163 shown in
apdoselectorpainrity i fhapdenof khedrighesh mriority.
produces service definition table data 201, 202, and
203 c6repspdadi ng

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been started up.-When judging that it has
been started up, it proceeds to the processing of step ST5,

while when judging that it has not been started up, proceeds

~to the processing of step ST3,

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73_x selected at step ST1 which state
of the state transition chart shown in FIG. 12 thé processing
relating to that entity data is in and decides on the job
to be executed next from the procgssing order information
85.

At this time, the processing order information 85

defines the order of execution of jobs using the service
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to the businesses 151 to 153. Step ST22: The service
definition table data 201, 202, and 203 15 produced
in step ST21 are stored in the external nenory 7.
Further, the script prograns 211, 212, and 213
produced at step ST21 are -daanl-oaded fromthe persona

‘conputers 161, 162, and 163 through the Internet 10

a SAM chl e ex
éﬁtﬁﬁ?g B sons Sha protess: figt fat fiadoktbl8.0tFe .
script downl oad task 69 in the SAM

. , th
%ﬁ? a%negtﬁﬁr§$?§ The script interpretation task 70

in the SAMchip showmm in FIG 7 uses the service
definit¥em $Bbie data and script 25 programto

generate the 1C card entity plate data, input - 71

dat a Brloe kIC océdpdit poetadinte akandgematat atddlock? singhrts up
conput ati on defining data bl ock for each business. The

gracfjabesdellabBeliSatt 968 B3t he storage unit 65 of
the SAM chip 8 shown in FIG 9. 5 Step ST24: The user

Is i SSH@@ fd']%alrg ?QB%e&Pa #Qn%xpt Ej.é(g.‘k 473 %Qgcutes the

storage unit 50 o car stores

nf or 0 d. fo ctio W t h. the.
158 586 B et e o fha %?wgl NRAE (Hak i ethe
user and a business may al so contract w th each ot her
apeeeneatipredoinphe datedeterdk tht othh eMerut rdakadelock

10 etc.
32 x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, the IC card procedure ma-nagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kelt to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed' by the IC card 3) . Further, the IC card prOcedure

- management task 72 uses the obtained service number to issue-

a command to the IC card 3.

Further, th_e IC card procedure manage:ttent task 72,
asr explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the servit::e definition table data and obtain the key

information corresponding to that service element. Further,
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Step ST25: For exanple, when the user uses the
personal conputer 15 5 to access the server 2 through
the Internet 10 to try to purchase a product, the
server 2 issues a processing request through the
Internet 10 to the ASP servé® 6. \Wen the ASP server 6
recei ves a processing request fromthe server 2, it

t

e e e PR ‘*‘H@L&ﬂﬁm © YO ugdh Wit ey
proces reguest i ssue card der/wr.i

SR Pt ARl A s e el 1
co uter 5, Internet 10, and ASP server 6 to the SAM:
B b, qPyRtisn and dagryRdEs e Afedadaoudid LERER he
SAM chip 8 an entity - 72 production request. That
ramdessina dnd iadrtadeyuddwt wWightedd wiosesst iz pregdedwimgined
the issuer of the IC card 3. Step ST27: 5 When the SAM
stuinade: racei WS the au idardrAaducti on  request, as
shown in FIG 16B, it conducts polling with the 1C

card 3tepl @@s53728: The entity generation task 71 of
the SAM chip 8 judges 10 if the nunber of the IC card

entit t%%t %‘1‘?:.3 3% gme?:%%%e whgﬁ §AMIEh %tO%

end o pol I'i'n maxi nunrnu

deflned th comrand of the script _program |f
MRS ARk 3%11 CTPRSCe dgs HE (e card 3 and

_processing
is waiting for the proc3331ng raesult of the IC card 3.

When the IC card procedure management task 72 receives
the _processing rasult from the IC card 3, it sets this in
the IC card entity data 73 x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.‘

- In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of | IC eards 3 present in the SAM chip 8 in parallel
vrhile selecting in order the IC card entity data 73 x for
the plurality of IC cax;ds 3. Therefore_, the SAM chip B8 can
simultaneously proceed with the prqcessing' even when -
receiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operatién of th_e communication
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of step ST29, while if not, it ends the processing.

15 Step ST29: The entity generation task 71 specifies
whi ch business' IC card entity plate data to use
based on the information show ng the issuer of the IC
card 3 stored in the enttrtyOproduction request for
exanpl e and uses that 20 specified IC card entity

%ﬂ&%&ﬁ%ﬂ%at Jia e ;ﬂty data 73-x.

I's corresponds to the |nstance gener i on shown in

AP <& fer HEARLE R 1,278 vy roPireie iy teiqyeeall

data 73-x generated at step ST29. Step ST31: The IC
WETF I AU rdanaeBisRa ik system thehoyn ohiBLS 1

I nvestigates the services which the I1C card 3 can use.
Thi s isdepr &2dsi ng corresponding to the job RS shown
in FIG 12. Step ST32: The IC card procedure

Mmanag amen busdsle s sofL 5t e t3ANS B0 oghiap plrait h@aﬁim by
the legitimacy of the IC card 3. This is processing

IS L RN L O éixfbedd&b S riFROWE %ﬁn@ G1 2. A e,p, and
ST33: The IC card 3 authenticates t I'egi t1 macy —of

fﬂfé;%g%cribing processing for transactlons-performed by
the businesses usiné the IC card 3 for example on the personal
computers 16 1, 16_2, and 16 3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20 2, and 20_3 corresponding
to the buﬁinesses 15 1 to 15 3.

Step ST22:

The service definition table data 20_1, 20 2, and 20_3
froduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16 _1, 16_2, and 16 3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

‘Step STZS:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script.’

program_to generate the IC card entity plate data,rinput




10

15

20

25

15 chip 8. This is processing corresponding to the job
A2 shown in FIG 12. By steps ST32 and ST33, the IC
card 3 and SAM chip 8 nutually authenticate each
other. This corresponds to FIG 20 16C. Step ST34:
The I C card procedure nmanagggeat task 72 of the SAM

. chip 8 reads and wites data necessary for the
rocedure with the IC card 3. 25 This is processing

Riasky RPERPE rfphlaekndeg datankdiqstn sl G

12 and FIGS. 16D and 16E. Further, the IC card

qRarde o nreteijerierg  datsk Bipaks dipr @t HirieoTs -
formul a specified based on the pre-processing

i nf or Ml gendgratfed A HALC iGarsdcarid tiyy ddlea skdvadeounit 65
performb5 predeterm ned processing for conputation

Jf51 ¥} tdrd dalid reeathodd G tées | @ card 3. Step ST35:

As shovvn in FIG 16F, the IC card procedure nmanagenent
t ask ?,f .SAM chip 8 out puts the processing

result o step ST34 to the ASP server 6. Step
ST36: __For exarrpl e, the I roc dure managenent
task TRR UFSTe S iRedc data 73 x. As

expl ai ned above according to the connuhication 15

syst efs1 shopn, Q-“p§'§§| bhe gbegeherage ¥Rt | F0 @f dthe IC 3a
entity data

of the IC card 3 stores key information used for transactions

with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. ?urther, as shown in FIG. 16A, a processing
reques£ issuéd.by the card feader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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73-x for each processing fora procedure occurring wth
the 1C card 3 and to have the I C card procedure
managenment task 72 use the plurality of I1C card
entity data 73-x to sinultaneously proceed with
processing for a plurality o2 20 1C cards 3. Further,
according to the authentication system1l, since it is

ﬁyééﬁf%ggﬁségqﬁgggg the 1C card entity data 733

act ua or the processing of the IC cards 3 in

t he orage unjt 65, it |s possible to use th .
St or agEoaf ceRtTby. RFSIREELTH IRanRRT (= Gt et 1R eFFThon
- 75. Further, according to the authentication system
ghouingbhA £AsEeE ofothej feec2rd #C card procedure
managenent task 72 manages the states of execution of
the jobeepr¥BEsed divided into post-startup states
and conpleted states, it 5 is possible to start the

execUutwioen ofth&@nNSAN ofhip heNreddides tdre HOTES Shgduction
relating to another job in the state while waiting

$QEudst 2 {4 AURdie inCréar d18s, THe &bt d o1l iRES §ilkhethe

to'elimnate the wait tine caused by transfer of data
tﬁth <4hg 1Ccard 3 through the Internet 10. 10

urthier, according to the authentication system1,
the service definition table data describes a nane
showi ritfFeR ¥¥48 e of service provided by each

busi ness, that is, the service type elenment, the .
nunberThsf epditysgenprationdtask Thef] theSAM Thign@ fhndges
key information used when providing 15 that service.
ifihi she sadmhelr | 0if t tite eKC ecapd aetiDty datd B3 e gpPesent in
busi nesses 151 to 15 _3 not devel opers of the SAM chip

the saM chip 8 after the end of the polling is within the

maximum number defined by the SC command of the script program.

If within the maximum number, it proceeds to the processihg

of step ST29, while if not, it ends the proéessing.
Step ST29:
The entity generation task 71 specifies which
pﬁsiness’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in

the entity production request for example and uses that

- specified IC card entity plate data to generate the IC card

entity data 73 _x.

This corresponds to the instance generation shown in
¥FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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can produce their own application progranms for running
on the SAMchip 8 by the script progranms 211, 212,
and 213 and downl oad themthrough the SAM chip 8 into
the external 20 nmenory 7 for custom zation. That is,

wi t hout being infornmed of Keéy-i nformation,

operational commands for directly operating the IC

r rtcOt Wele] i ggnt.i ' Lo
S P s S Pt o Y% 030k BenkBaBeFhLoRelf smo.
custog%ég t 'f_omn application prograns. Further

when F BUsi hess customizes its appl i cation program

it does not - 76, need to know the key information or
card op &G sitHd RERREAREe mapagrReadatk T of the SAM
busi ness is lightened. Further, according to the
chamchtineesbigates chha sexyiges which pbhej Bf ecapnd 3 can
define conmputation content spanning 5 a plurality of:

wesyvices, it is possible to provide diverse services

conmbining a plurality of services in a range of

Servi aesi £4588 Sir@ﬂ:e%is'ﬂx'gt 2eesppndihly eBPEA%aloBt RENShown
IC card 3 side. Further, according to the

: éﬁnﬁfgnifftion system 1, 10 by introducing the concept

a dat’a block, the data input and output with the
IC card 3 the 1og data can be easily managed.

_FIG SEs fncti onal bl ock di agram showi ng nore

specificaluﬁ the function bl ocks of the SAMchip 8
shown This I qard progedusiompriagement dashd 2S5 diiegp SAM
8 is connected through an internal bus 90 to an ASPS

-adipn i osthenticH tesd adee Uleditimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.

Step ST33:

The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12,

By steps ST32 and ST33, the IC card 3 and SAM chip

- 8 mutually authenticate each other. This corresponds to FIG.

l6C.
Step S8ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is processing corresponding to the jobs R and
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60, external nmenory communication interface unit 61, -
bus scranble unit 62, random nunber generation unit
63, 20 encryption/decryption unit 64, storage unit 65,
and CPU 66. In the SAMchip 8 shown in FIG 17, for
exanple as shown in FIG 1§4 i-t is also possible to
connect a card I/F wunit 91 connected to the interna
us 90 to F reception/transm ssion unit 92 outside
DM SMEHFp B S HHCE [ bR A B th the | ¢
card 3 by a noncontact system- 77 through an antenna
92a offuitdhe theckfivivd prasesiss mmnagenenytasBeddses
Enbodi ment The present enbodi ment is an enbodi nent
T eomgyi@rtdiong fosmnd at spesiftadbdsedion bhagpestsrotessing
the invention. FIG 19 is a view of the overal
RS IgA dn 096 O3 athé AN £l 10K S A TP 0fed erform
present enbodi ment. As shown in FIG 19, thé .
; 1&“% Ver . r
103 (i n%%é%]ggﬁghg?&hgl g§§ﬁbén preg:é’%[n Sﬁb&(?ﬁb\}gntgﬁgg)gead
rd rea [ wri 104, personal conputer 105, ASP '
ap%l?}%:eaﬁd&gncas%‘%w ce provider) server 106, SAM (secure
application module) unit 109, personal conputers 1161,
1162, Sts® £FF%: and authentication units 1171, 1172,
and 1173 to comuni cate through the Internet 110 and
per f 0w sBowatin d@fght 16Fectheiif cardophecedune assiayement
for a procedure wusing an IC card 103. The SAM unit
tha& 172S ofn thst SANALhAPNEI YutPdts (ERE SEEIES g St A0 of
circuit of the present invention)

step ST34 to the ASP server 6.
Step ST36:

For example, the IC card procedure management task

- 72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

. 73_x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultaﬁeously proceed with proceésing for a pluraiity of
IC cards 3. |

Further,-according to the authentication system 1,
since it is sufficientltorstore the IC card.enﬁity‘data 73_3
actually used for the processing of the IC cards 3 in the
storége unit 65, it is possible to use the storage areés

of the storage unit 65 efficiently.
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and SAM chip 108 (sem conductor circuit of the present

20 invention). 25 The SAM chip 108 has the software
configuration shown in FIG 20. As shown in FIG 20,

the SAM chip 108 has, fromthe bottomlayer toward

the top layer, an HW (hardwamse) | ayer, OS |ayer,

| ower handl er |ayer, higher handler layer, and - 78

AP | a i,h.that order. The lower handl.er .l.ayer

el e gl e g W G Lo R o iy stem 1,
applicati.on_prograns AP 1, AP 2, and AP -3 defining

3p$ FhANR &2 E&Fn gI?h eSteoe e fé‘ecaydt RECcgBgrmaRggement
conpani‘es or other businesses 1151, 1152, and 1153
i 2 marpges fthe skathe P gxgpartionhef 4hs eksi processed
programs AP 1, AP 2, and AP -3 and the higher handl er
digrpetedirin pr qué sieds bet e ns t4 b and hednpleaiadd sstBtes, it
(firewalls of the present invention) . 10 The SAM chip
D Pd ss TN EES St RE Ot SxSattifOIdE orld16jdB e , start

.etc. to the ASP server 106. The ASP server 106 is

AR IRS &L LI P U £ ffnd NESTAR 0 &b &Pl @l dd e

e gihile
term nal apparatus I nclTuding a personal conputer 10

of.,..an_end usger .and r al ¢ ers_1161,. 1162, an
il E85 26 £ RS 10 Gar§ DM EERE218S 1 rrg BoStibie
personal conputer 105, for exanple, is connected )

edddinptee by wadt tdmeuspuger: by otramekert 9pedatd gvith
reader/witer 104. The card reader/witer 104 realizes
ther IC card 3 through the Internet 10.

Further, according to the authentication system 1,

the service definition table data describes a name showing

‘the type of service provided by each business, that is, the

service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore .
businesses 15 1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for runn:.'Lng‘on

the SAM chip B by the script programs 21 1, 21 2, and 21 3

and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operaticnal commands for directly
operating the IC card 3, or other highly confidentiai
information to the businesses 15 1 to 15_3, 1_:hese businesses
can customize their own application 'progfams . Farther, when

a business customizes its application program, it does not
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exanpl e wirel ess comruni cati on corresponding to the
physical 20 level with the IC card 103. The ‘
operational conmands to the IC card 103 and. response
packets fromthe I1C card 103 are generated and
anal yzed at the SAMunit 1*096si-de. Therefore, the card
reader/witer 104, personal conputer 105, and ASP

[ t an| f store th
R o Jitod RCRLY RS AGRYR K 2rd Bofkdtichdl conmands,

ayl.,0oad portion and reJay the same and .are not

&hv%lﬁ/ 3% PhRARYIAIGE oS d@giﬁﬁ’f‘?ﬁr of data,
aut hent'i cation, or other actual operations in the IC
card Prrtheyr ThRemrdimsg & thes puthentiqatd op sy sksm 1,
their personal conputers 1161, 116_2, and 116 _3 to
prtkidd tlisepoappbleato alefimeg camputBRtionAPotenhdspéhning
-3 and downl oad the produced application prograns :
d gl itie cRitdniiiceal,i At idNpbssiBId, td lgPovidd divérse
t hrough the SAM chip 108 to 10 predeterm ned storage
SHEARd ) ddibid sy Rl p IBAD Vel O sifvildis £ r?’ra?ﬁ&kceof
t he busi nesses 1151, 1152, and 1153 have no rel ation
with each other, .the orage. areas. i.n the external
RIS GRS AT TR o Brdh AR e L A g he TC
and. AP -3 can be downl oaded to are decided in 15

nt &SGRt whet her one has the ri ght to download to
such a storage area is verified by the SAM chip 108.
Fur t h@uzrthed e admwralipld dat ithe poddpeats caRibn AfRstem 1,
and AP-3 are being executed, the firewalls FWrestrict
Hyhd rithmififciin @ itthe! iconicegp tobrdat daBatnletb e P! dLed | Giput

. prograns

and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

- As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61., bus
scramble unit 62, :andom number generation unit 63,
enéryption/decryption unit 64, storage unit 65, and CPU 66.

‘In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is ‘also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 oﬁtside' of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system




10

i5

20

25

20 AP 1, AP 2, and AP 3. Wen downl oadi ng the

application prograns AP 1, AP 2, and AP 3 to the SAM
chip 108, the authentication units 117, 1, 1172, and
1173, as explained | ater, perform nutua

aut hentication with the SAM7dhi-p 108, produce the

downl oad 25 signature verification key informtion,

i fough &h ah@dhnat E 1R ' Ll o
be éiplained. [Iéhggﬁd 1d%?ﬁ%?é?gg¥gfgpggégﬁg%%g%%kWuplt
& ock diagramof the IC card 5 103. As shown in FIG

21, the IC card 103 has an IC (integrated circuit)

103a oVi_d¢ ith a storage unit 150 and processing

uni t %%¥¥§¥E§?gk59§§3§hnit 150, as shown in FIG 22,

has a storage 10 area_ 1551 used by a credit card
conpariPOPTEeREt pRkedbusnt i angenbedigentreeruggsonding
used by a business 115 2, and a storage area 155 3 :

i dthepysevdenkh ros nitds . aspadterof tite siroreageiamit 150
stores key information wused for judging the existence

of therd.ght9 tie therishocEIthel 2120122 11%%hfikR¥ation of a
i nformati on used for judging the access right to the

BALS AL % eI KD 1} L 91

j udgi ng tﬁé access rightq¥%1?&% S 5#%§E%%§%§L%§§§?

That _key, infor ion. s ecifically used for nutua

aut heht %‘d??‘%&“@#&ﬁyb? r oﬁP%rﬁ?“Hlé’dﬂffvﬁ'ﬁlt?ﬁ‘ g¥stgpal0l uses
tc. 20 Further, the storage unit 150 stores

t?'!?e‘ﬁ??’(?fé‘tqzcn]:t card 103 (integrated circuit of the present

invention), card reader/writer 104, rersonal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116 _1,
116 2, and 116_3, and authentication units 117 1, 117 _2,
and 117 3 to communicate through the Internét 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
(semiconductor storage circuit of fhe present invention)
and SAM chip 108 (semiconductor circuit of the present_
invention) .

The SAM chip 108 has.ﬁhe software configuration shéwn‘
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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information of the I1C card 103 or I C card 103 user.
Next, the SAMunit 109 will be explained in detail.
[External Menory 107] FIG 23 is a view for explaining
the storage areas 25 of the external nenory 107. - 81
As shown in FIG 23, the st®dBage areas of the external
menory 107 include an AP storage area 1201 storage

rs [ application program AP -1 of the
A&?%Xérglni%g%wg)rg%%'storage area 120_2 for storing
the application 5 program AP -2 qQf the business_ 1152,
an APR'El o‘riggsraPSS&}? 3139(81’: dPSPIRG St Re EPYEECARNER -
program AP -3 of the business 1153, an AP nmanagenent
st or alj&Tgr cthq 2P lr¥er hps ArPhbfabiben R3O thiAP_2,
108,. and a key information storage area 122. The
angh APe 3 idef ipriogr anotRdigtesy exkiing tthe AR shedadd3 by the
area 1201 is conprised of a plurality of program :
credilteeardAecmsanies tdie Afledt buagnessea 12911)s115 2, and
restricted by the firewall FW1. The application™

18500 KRR id Foeredg n the AP storage area 1202 is
comprised of a plurality of program nodules. 15

Accesg_t \P _storage area.1202 is restrict by
Che En, Enb i Resdtr i8S BpBR AaNEoh SRS L e 2,
stored_in the AP storage area 120 3 is conprised of a
apg PELPt §ndr the o‘g’r%li*ﬁﬁg'm%%?r Taxsis 849 Peyiged between

storage area 120 3 is restricted by the 20 firewall
thepawith firewaldseRH 6iboevakhs oft hbe ghoasepr dgvemtion) .
nodul e :
The SAM chip 108 is connected through a SCSI port,

the Ethernet, etc. to the ASP server 106. The ASP server

106 is connected through the Internet 110 to a Plurality

- of terminal apparatus including a personal computer 105 of

an end user and personal computers 116 1, 116 2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writér 104. The card reader/writer 104 realizes for
example wireless comuﬂication correspondincj to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
re;ponse packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

-reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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is the m nimumunit downl oaded for exanple fromthe
outside of the SAMunit 109 to the external nenory
107. The nunber of the program nodul es form ng each
application programcan 25 be freely determ ned by
the correspondi ng business.79 82 Further, the

application prograns AP-1, AP-2, and AP-3 stored in

tern Y, I
bRt Bhodhenaath iod o0 SLL A £ SR R cgme and
the_appl.i cati on prograns AP-1, .AP-2 nd AP-3 _ar
a£g; ng¥n AR ELVER, At Lo S EREPHeRn 8E s BECTYBELop 85 data,
and 1153 using the personal conputers 1161, 1162, and .
apEhendAsHtirR  FPE ofbezndciialionRrakdenst ArolyR fhecard
SAM chip 108 to the external nenory 107. Access to
10Be AP managenent storage area 121 is 10 restricted
by the firewall FW4. Note that the firewalls FW1, FW
2, F\WBe Bdih¥é4esolissponiii5o2t handi L29aBl asEVeREOWN -
in FIG 20. The AP managenent storage area 121 stores

pkPeoiRIULEmpiRR2GCARR! 102836130 aR@Wl16N3Fks peddula the
The nodul e managenent —data 130 regi sters the nodul e

n f th rogr U|§€QQOMM| ?ﬁ%g’fr%ﬁ] he
. load th
=TTt obohbutka At £ AP MNP HES AlbbHRacag phe
t he downl oad. signature verification key informtion,
PraduRrdaaPReFCatirBr RECOSA™SF thREUEP SRRt aPkDERELGAF 100
20 That is, downl oad of a program nodule is allowed
upbhdi L13dnadl, 347t Re eoduld Tndngberugh dheaSABOchapi A8 to
the downl oad signature verification key information
ptégdeskentfled storage areas in the external memory 107.
At this time, since the businesses 115 1, 115 2, and
115_3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AP_1, AP 2, and AP 3 can be downloaded to are decided in
advance and whether one has the right to downlcad to such
a storage area is verified by the SAM chip 108.
Further, while the application programs AP_1, AP 2,
and AP 3 are being executed, the firewalls FW restrict the
transfer and viewing of data among the application progirams

AP 1, AP 2, and AP 3.

When downloading the application programs AP 1, AP 2,

_ _an'Ad‘AP__B to the SAM chip 108, the authentication units 117:_1,

117 2, and 117 3, as explained later, perfofm mutual
authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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in it in advance. Further, the nodul e managenent data
130 has the nodul e 25 nanes of the program nodul es
executed by the SAM chip 108 - 83 and the execution
signature verification key information registered in
it. That is, the right for &program nodule to be
executed by the SAM chip 108 is obtai ned conditiona

on thgefRdukRe BoiBBAGRTBNsnERNh21A381R2VHBIWIRE be
execution signature verification key information

[ red init in advance. The nodul e managenent

e&%?gi%%ﬁﬁ as shown in FIG 24, shows the

corre ndence_of .the firewall nunber of the firewall
restrﬁ%%i%&rgcéggé to the program nmodule (firewal | 10
identification information of the present invention),

st art FIGddPésds adfrassienaltinlogediagxpm|qfdihg C card
verification key information, execution signature
108r.i fication key information, and nodul e nanme for

each program nodul e of the application prograns AP 1,
AP 2, panghb8n- $nSkaGed20) the AE tar8t 203JRadr @aSIC

1201, 1202, and 1203. Here, the firewall nunber shows

: . fi i .
(PEsPaReeh SrzoiTe), L0BH ol P Lol bt Wi 250
the start address 035 he 20 storage area for which
AL BEECPEHRG: PPde that firewall. The address

| ength shows the address length of the storage area

for whhers iage upd b3l ¢ a@ 2lowy ihBEGf i4%wlPE. 2 Firerage
downl oad signature verification key information
area 155-1 used by a credit card company or other business

115_1, a storage area 155 2 used by a business 115 2, and
a storage area 155_3 used by a business 115 3.

Further, the storage unit 150 stores key infofmation
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155_2, and key informatioh used for
judging the'aécess right to the storage area 155_3.lThat
key information is specifically used for mutual
authehtication,”encryptionrand decryption of data, etc.

Further, the storage unit 150 stores identification
information‘of the IC card 10370r IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memoxy 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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is the key informati on used for the signature
verification 25. perforned when downl oadi ng a program
nodul e through the SAM- 84 - chip 108 to the externa
menory 107. The execution signature verification key
information is used for veBilfying the signature
information given to a program nodul e when executi ng

t hat arsoggguhﬁpglﬂ-ﬁ; b&Bt h@hé w gé %r]e%% o!Entltxe e tI:ernal

present enbodi nent’, Tor ‘exanpl & progran1no

v [ e inf tion show n

ety B0 SIS A A RIS AHR 129 Hediforage area
|II|C|t1y modi fied or tanpered with, it is possible
foF Fhoning dhe pRRi calinthmregsaR B8 datafortheepusiness
information to verify that 10 signature information to
1dénflir mnt AR sbgragemneafl2h® fopr egerimguthe applhiszation
nodul e nane is the nanme assigned to that program
proditain APTREoR Epheé BuitRiSSON15t QI age A eaoiaaeswégsmo 3
the 15 encrypted key i nformation K-d used when

FREC TG e gﬁl@%tﬁfcﬁ@ oy 288 If A bl ness

~ shown in G execution ‘of the=application

1&“5 ra%]én/_fP nana r]agueq'[ pt ede arXaIﬂI]?r nat gyt ﬁlﬂle fanager

nacces orage-area
card 103 shown _in FIG. 22 by executign of 20 th

ofpbheSAY shiR d§BanfR8-2 k%&nfﬁé‘méﬁepyp%arﬂg? area 122.

information K-C3 used when accessing the storage area

'1553 Thf ppplicatied OGP Ml @toz2dhyneklee AR artagfage
‘the application program AP-3. The key information K
afka 120C2, iandoipElsadeofnarypifdiity of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW_1.
The application program AP_2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.

Access to the AP storage area 120 _2 is restricted by the

' firewall FW 2.

The application program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for e:iample from the outsi&é
of the SAM unit 109 to the external memory 107. The number
of fhe program modules forming each application program can

be fr_eély determined by the corresponding business.
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25 by the key information K-X. - 85 Access to the
key information storage area 122 is allowed only by
t he manager of the SAM chip 108. [SAM Chip 108] FI G
25 is a functional block diagramof the SAMchip 5
108 shown in FIG 19. As shemn-in FIG 25, the SAM
chip 108 has an ASPS conmunication interface unit
160 I < nlcat aQn_| rfa ni t
Srehas BRdUob SBERUN BRLk ML IE CRE U Ance_3

% uth |cat|on rocessin 10 unit 164
ﬁs‘g RFPT¥8 07 axFa geTanbl efge Theyn are

CPU 167. The SAM Chl 108 is a tanper-resistant
desqrrgblet, whggps oc &hieo $AMN CBAiPad88unit 160 is

an interface used for input and output of data with

t he ABRrth&rsetrhemapill chidum profténs BP_ 1Th3Pe2t,eEimIAP 3
menory conmuni cation interface unit 161 is an

airet, eFbac exdaplel Oproansbdapy €hd Bilsitfediaisa 10is Nt hqs 2,
external menory 107. The bus scranble unit 1627

r | s a 2 np dat a
R e e

188 R BPE o PBc B3 ngUARE. 183 SEvBABRAFHoANFarEh the Sav

groduces a signature and verifies a signature when 25
dRnL88dtRgthR sHSrreadi #smpryglQiht hr ough t he

I nternet 110
Access to the AP management storage area 121 is

irestricted by the firewall FW_4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
manggement data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloadgd from the personal
_c.omputers 116_1, 116 2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program module is allowed

‘conditional on the module management data 130 having the

download signature verification key information registered
in it in advance.
Further, the module management data 130 has the module

names of the program modules executed by the ‘SAM chip 108
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- 8 in the external nenory 107 and when executing

the application program The authentication

processing unit 164 as explained |later perforns

nmutual authentication with the other party when

downl oadi ng an application g3 ogramthrough the

Internet 110 to the external nenory 107. The

c tion/ rypti.on_unit 165.encrypts data.a .

=HCHE, SHCERI s gt boR ERERMRNR, KRYE 4R Grmation
exanpl e stqres the key 10 information K _X for
rﬁg&ggﬁfﬁﬂglPhétkey information K Cl, K C2, and K C3
stored‘in the key informati on storage area 122 of the
aboveTheft } 9nddh e righfaforenpmpearem ngduleptp 18y executed
executes tasks as explained |later based on a
byr et SAM cbdppdO0fr dmm eptadnar ebntiie¢iphaienhn the module
invention) 15 and executes a designated application .
mAhRGEARNItN daeaondanaavivkt Rhexagubueiofl stifaaltasks.

FIG 26 is a view for explaining the tasks executed

. 1k 1 N . h - 7 )
Ve e F et Ry AT AT 0R RSy pfRe el fn T AR pgyance.
AP t 172 .(program of the. prese i nvention), _and
Sett 1 Eerons Bt sty Shent okts oSl 1 pe SR EdEs 24
task 170, as explained |ater, perforns_ processing for
sHeWA| bhei sgrrasPapgrpeat PEntheofinaraldnnunhesi a€ she

the SAM unit 109 't hrough the SAM chip 108 to the 25 _
foxewnrhbdl reehoigtify accedik to the program module (firewall

-identification information of the present invention), start

address, address length, download signature verification
key information., execution signature verificati.on key
information, and module name for each program module of the
application proglrams AP_1, AP 2, and AP_3 stored in the AP
sﬁorage areas 120 1, 120 2, and 120_3.

Here, the firewall number shows the number of the
firewall by ﬁhich access to that program,modﬁle is
ﬁestricted. |

_The start address shows the start address of the

storage area for which access is restricted by that firewall.

The address length shows the address length of the
stérage area for which access is restricted by that firewall.

The download signature verification key information
is thé key information used for the signature verification

performed when downloading a program module through the SAM
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The systemtask 171 is a task for performng driver
managenent, operations unique to the IC card 103, and
ot her processing. The AP task 172 conprehensively
manages the execution of the application progranms AP
1, AP 2, and AP -3 perfornae84d when the SAM chip 108
receives a processing request fromthe ASP server 106

Pe ll%%w{?:%r Q:h%me%t%g:n%f Elt{éﬁ\o Ml%t}l p_108. The

'ement processing ro né~task '173 deci des whi ch

of t hg, application ns AP 1, AP 2, and AP -3 to

10 usEPRABReFBELER RHPR FRES AL GhoR ki ipoTpation
processing request relating to the I C card 103 from
ighusgdpfesr verifydnandhe sigawtuce dnformadiomdisernofto
t he communication system 101 will be expl ai ned.

al ppegaanomofiuleDehahoezieagt vy t thék trer ogatarh/bemdyle b the
FIG 27 is a flow chart for explaining the operation .
salM enwpl pedi NngnabhapptdEah t WS Piat AR od dAPLde each
personal conputer 1161 shown in FIG 19 to the

b%%ﬂahoGqurislgzven E§%P§ELQ£ LnEQQmB% %9n§50w1ng its

conmputer 1161 shown in 19 transn1ts

12QYL SRRy O fngnt AR A ol A BogR TR, . &&%& %ﬁr‘-&ﬁdﬁlly

‘the _authentication unit 1171 Step_ST1O2: The )
megibiedrx kapreredih nd tole PREsERleCHe pseobhe eFgeution
25 in FIG 26 perforns nutual authentication with the
sigggtuyet Memtifdentdpnukiey iF¥drwetneot &d vertilfy that
per sonal conputer
signature information to conflrm the legitimacy of that
program module.
The module name is the name assigned to that program
medule.,
- The key information storage area 122 stores the

encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

‘ éxecution of the application program AP 1, the encrypted

key information K C2 used when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AB_Z,vand the encrypted key
information K C3 used.when éccessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
épplication program AP 3.

The key information K_Ci, K C2, and K C3 are éncrypted

by the key information K X.
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1161. Further, when each others legitimcy is
confirmed by the nutual authentication, the
processi ng of step ST103 is perforned. Note that, in
the present enbodinment, it is possible to use various
techni ques as the techni qguesbor t hat nut ual -

~aut hentication, but for exanple the foll ow ng

techni ' u . 1Bt t he .aut hentication unit, .
1171 nd oS ?’%‘% Ylg‘é'oﬁj?cﬁmaae'ild’é‘nts%ﬁrcaa‘ﬁ giFea 122 is
[ fo&%gk%g? 2{ Hﬂf SAM chip 108, that is, . the SAMID
aélﬁzf"f XY Sy aif g ™M KRR ik nat i on.
Further, the authentication unit 1171 encrypts the SAM
| D by %1 Giga1C08k hent i cati on master key information
15 and transmts it to the SAM chip 108. The SAM chip

108 d&3G.plS isha Fweetiemklickoqht el agildml DfbyhehsAM chip
mut ual aut hentication master key and conpares it with

108 sV R tri@l dwjtself. If matching, it confirns
the legitimacy of the authentication .unit 1171.

Furt hgf, r hi encr WRipy
t he S%M ISIE)I%\ICJJE?/l tq'ﬁleti(ri;uc{‘uzﬁ%'aut %en§tﬁiMcgtwll n]lgrer,%st%(%rS k%gly

Information and transmts it tg the authentication ,
A FALTONT R tARERER Wikt Gl i @ EEPETIBFRARG ¢ he
recei ved encrypted SAM I D by the nutual ) _
CREPHERGA Ao i hesface i tadd oo i s rambiier fertifte 162,
SAMID it holds itself. If matching, 25 it confirns
sggaatagie Dreee sei.nghandAMIGEH p aiGhent il tiSine proEE@Xing
The downl oad task 170 judges whet her each nodul e nane
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The_SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an interface used for input and output of data with the

external memory 107.

The bus scramble unit 162 scrambles cutput data and

“descrambles input data when inputting and outputting data

through the external memory communication interface unit

161,

The signature processing unit 163 as explained later
produces a signature and verifies a signature when

downloading an applicationuprogfam through the Internet 110
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| designated by the downl oad request at step ST101 is
regi stered in the nodul e managenent data 130 stored in
the 5 AP nmanagenent storage area 121 of the externa
menory 107. Step ST104: The downl oad task 170, when
judging at step ST103 that 86t-is not regi stered, ends
the processing w thout perform ng the downl oad

.or ' ile wh j udgi that it.is 10 - .
1R ORE RS il bpo b Y, 458 e Bl i S pppd acation
Step ST105: The authentication unit 1171 encrypts the
Pgﬂﬁgﬁﬁ'as plain text using the AP master key KEY-A to
generat'e the downl oad signature verification key

i nf or #hei authegtigathen, precesgasai peithdfddawnpsrdained
signature verification key information or signature
latkaer peiriformsr atikead asithenthiata tdonn width thenattives party
verification key information to the SAM chip 108.

whk8ldSd D6ad 20g HifagpMikadiohasiodgrdh thiRelgheeied \leiri‘l:gex.;net
the downl oad signature verification key information

18b_$LERnSTL0%e hidd0GSmclly 4G T ecel ved downl oad

signature verification key information matches with

the d | oad_signatyre verificatio y_informtjqn

of 1 nEbB PREEERRuPh AReEPLipE En h 165 AT dh ana
managenent data 130. - 90 Further, the downl oad task

deeyyPhFeRPCEYRtedngatRe signature information at step

ST105, uses the downl oad :
The storage unit 166 for example stores the key

information K X for decrypting the key information K C1,

K- C2, and K C3 stored in the key information storage area

122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program {program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG.726 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 17'1, AP task 172 {program of the present
invention), and settlement‘processing routine task 173.

The download task 170, as explained later, performs

ﬁrocessing for downloading tan application program from

outside of .the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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' ‘the processing 1n o

signature verification key information of the
correspondi ng nodule nane in the nodul e managenent
data 130 to judge the 5 legitinmacy of that signature
information. Step ST107: The downl oad task 170
proceeds to the processing 87 -step ST108 when j udgi ng
that they match at step ST106 or when judgi ng that

the s&%afsgrs%ewft%@iﬁtmn 15 o ek '%%%:18§]':9?%H\q.n%n%§:1ver

cases.

mnload task 17 eC|f|es t ddr ss

m A o vBe AL PR PR f} Aot e Hgother
desi gnated at step ST101 by vi ew ng the nDduIe
PROTEFEH®- 15 data 130 and downl oads the program
nodul e from the personal conputer 1161 to the
speci ThedABdersk st h compreensiyie Llynsanages(0bhe execution
(Operation for Execution of Application Progranm FlG:
of8 the appldwathant pkogreampl APNLNGAP N2, Ced AP B) pedFdiyned
whi ch the SAM chip 108 shown in FIG 19 execlfes the
wRBhl itha! isal RINAY a0 \RekeiNed aSbkbles\Wiey o&’f&%\.\@%‘h ¥ from

chip 108 receives a request for éxecution

p r 1. for e f t ASP.
bRtk s L ELE
t he -E% eSS|ng of step ST112.  Step
Bef or Fhée Fﬁ‘?ktl?f"é?ﬁééat‘gs rauﬁﬁagr &ﬁ?ho&ﬂ PedSFldes

which of the application programs AP 1, AP 2, and AP__B to

use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

| system 101 will be explained.

[Operation for Downloading AP to External Memoryl

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP_1 from the personal

computer 116_1 shown in FIG. 19 to the external memory 107.

Step ST101:

The person‘al computer 116 1 shown in FIG. 19 tJ_':ansm:i_.ts
to ‘lthe SAM chip 108 a download request designating the modulé
name of each program module tol be downloaded through the
authentication unit 117 1. |

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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the application program AP 1, it can obtain execution
5 signature verification key information correspondi ng
to the nodule nanes of the program nodul e by
referring to the nodul e nmanagenent data 130. Step
ST113: The AP task 172 uses88Bhe execution signature 10
verification key infornation obt ai ned at step ST112 to

a\‘lq‘!’ﬂél%légﬁdtﬁgg&lt feohligctanal hréf 8&?@%{%3_{] cpomputer
t hat progran1nD —That s 't Ju gesdl ! ;

I b I | .t or, tanper.e
B BIGLE o i e SR Shea

step ST113 that the 'SI ‘ature information is

hve fihe puteal; pubhgptdgatigny nthe ppreeessing o?f sitgp ST103
ST115, while when it judges it is not legitimate, it
igngenfisgmedocessi ng. 20 Step ST115: The AP task 172
execut es the program nodul e for which the signature

i nf or MBteo®hB&S hAeBheuppeseht dtbdRDdnEPtEE i NHossible
that, the program nodule may al so be executed by the

t@PHsL(SZ‘a%.hLQWQ kBchhBqués as ﬂlé%&%i&?&'fbf Nhat mutual

progran1 [Cperatlon Durlng Executi on of
Li 2__F Vi ew
Bla i i ﬁgﬂ é op gr%?Foﬁx?%? ee?%%Lﬁéié%%ﬁn%xtGChnlque is

apgclcatlon program Step ST121: Wen the AP task 172
‘ utes a code in a program nodul e

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the nﬁitual authentication master
‘key information.

Further, the authentication unit 117 1 encrypts ;:he
SAM TD by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encryptéd SAM_ID by the mutual authentication
master key and compares it with the SAM ID it holds itself..

If matéhing, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM_ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.
The authentication unit 117 1 decrypts the received

encrypted SAM ID by the mutual authentication master key

and compares it with the SAM'__ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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5 through the processing shown in FIG 28, it judges
whet her the code to be executed next is a code
instructing data transfer or data viewing with

anot her program nodule. Step ST122: Wen the AP task
172 judges that the code to8hbe-executed 10 next does
not instruct data transfer or data viewng with
anothg&ag‘ @@.nodul e, it proceeds to the processing
of step ST124, while when it judges that it does

instryct the .sant o) ds fo th rocessi ng of step
ST123 108 'Sﬁ"gﬁig? tagk [0 An wheShey carhinogule name
code. 'Step ST124: The AP task 172 for exanple :
dssigpated vorths skeandiandl mRquesth adxsder HFkHatis
code. Next, the overall operation of the comrunication
rggisjpered 101 theomwnduheFh&nagémant| divea ekpd as tecked ArG the
30 is a view for explaining the overall operation of:
APhmatagexentabitoRagys hesh 19021 sbo\Whé Netdrnald neiB, 107.
ST131: The businesses 115 1 to 115 3 or a party
requegkeg s?30Ry these businesses produces the
application prograns AP 1, - 93 AP-2, and AP-3 for
enabl j h Fnesse 0 rfor I OCesSSi r '
to t rgﬁga% 'l‘?%gég%c}r %r rirg ’u‘gﬁ%‘é :l“fr?@D’I’@ a%afggl.io%]géé Hhat
,ghe personal, conputers 1161, 1162, and 1163 shown in
1E ¥& o) rsoEgierer, ¢pds Ritapercepsing whhewt perdgrming

ener at es
the download processing, while when judging that it is

registered, performs the processing of step ST105.

Step ST105:

Tﬁe authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced usiﬁg that download sigqature verification key
information to the SAM chip 108:

Sfep ST106:

The download task 170, when receiving the download

. signature verification key information at step S$T105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

-hodule hanagement data 130.
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t he nodul e managenent data 130 shown in FIG 23,
scranbles it, and stores it in the external nenory
107. Step ST132 The application programs AP-1, AP-2,
and AP-3 are 10 downl oaded t hrough the authentication
units 1171, 1172, and 11739frem t he persona
conputers 1161, 1162, and 1163 to the SAM chip 108.

At thi I e

s peﬁ?lorﬁtn”é% @&%s?g%%é%%ﬁ BN el 3 e
card ,103. sho in FIG, 22 stora e uni
TSGR @ SR 5T Ulr B fbyAowtosa

i nformati on used for transactions by the user with
shgnatoie yeriddcardrnekey IfNmatigthef the crerespending
busi ness may al so conclude a contract through the
njagduwlen etan] G rettbe. abtlod el ssnagewent dahe 180chedjddge the

‘Step ST134: For exanple, when the user uses the
1Ry isii oy G Wt 26 ghfiftdre aaiRaSedtiemser ver 102

- through the Internet 110 to - 94 try to purchase a

produGiped RG198r.ver 102 sends a processing request
t hr ough he Internet 110 to the ASP server 106 The

ASP sgrver a%g n_regeivin [L0¢esging uest.
from the §%WW@P % %ng §%Fﬁe%pe%eo%a 8 iter g of

105 5 through the Internet 110. Further, the
S50, Whom Ssdaig: RS (Besa Mt At Shap TG oF

card reader/witer 104
when judging that the signature information is legltlmate‘

and ends the_processing'in other céses.

Step‘ST108:

The download task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST101 by viewing tﬁe module manegement
.data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart fer_explaining the operation
By which.the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution

of the application program AP 1 for example from the ASP

‘-serverlloﬁ, the AP task 172 shown in FIG. 26 executes the
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is transmtted through the personal conputer 105,

Internet 110, and ASP server 106 to the SAM chip 108.
Step ST135: 10 The SAM chi p 108 sel ects an application
program by the settlenent grocessing routine task 173

in accordance with the prodkssing request received at
step ST134 and executes that sel ected application
pRORAEATNg T bE RARSEETIAG expl ai ned using FIG 28 and

FIG 29 15 in the execution of that application
progrgg&%sskgﬁa: performed. Step ST136: The SAM chip

108 outputs the result of execution of the

appl i gati on ogramto.t ASP server .106. 20 As

ovp| PRERHSDE AR ERK 02 SxPRE Ean AR ogE PG, hodule of
system_101, as explained using FIG 27, since the SAM
thgi prridgaides PRegxarhéftiloatitorfainiobsaisy pxecution

and 1173 to authenticate the downl oader of the
sdgplaitvae varpfogabien drely dnformationdomirespooflingeto the
application programonly to 25 an authorized storage
moded el Rahde ¥ thetodEdi® modld & bilref&ring HOERehddule

~to prevent an unauthorized party fromillicitly

mEhajaRghR0 g3kt @BREring with an application programin
the™ external nenory 107. Further, according to the
connug%catggﬂlﬁysten1101, 5 when the SAM chip 108
runs a ﬁ urality of application prograns, since data

transfer and data_and code view ng anong application
progr THE AFectrakt 178t BBy thRe oFPFENAPPs SRR tuTe

verification key information obtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, .it judges if the program module has been
illicitly altered or tampered with.

Step ST114:

When .the AP task 172 verifies at step ST113 that the

Al

-signature information is legitimate, it proceeds to the
. processing of step ST115, while when it judges it is not

'~ legitimate, it ends the processing.

Step ST115:

The AP task 172 executes tﬁe program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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FW?2, and FW3, it is possible to prevent processing
of -each application programfrombeing illicitly
interfered with 10 or tanpered with by anot her
application program Further, - it is possible to

i nprove the confidentiality9af-each application
program Furt her, according to the connunication

Systeprkdlze 3% RGN TAd g,&ng

executi ng an appllca ram- by veP
mhether t ha appllcatlon ogramis being tanpered

SH °sftﬁd’s§1"tﬂ "tacflafgbll‘br‘?%ﬂity theft or other
illicit acts based on an illicitly tanpered with

appl | 8&ePofTd2dgram Further, according to the

conmuni cati on system 101, 20 by conprising each

appl i Waenotherdytankl? 2 egleentkisty coide pnegpaoygram module
modul es, it is possible to download to an externa

né b&o@@d@iﬂ@fsﬂbﬂﬁriﬁ1ﬂmdU|2§ forideges whether
according to the comunication systen1101 by

erf

confcgréfgnu a?jg eé%(@i eﬁ: or rratlir%r?ourbée flglrsq{)}'lp%crt;tx}gorflsata
% |C card 103 to - CG%ﬁ%llt and storin

tirﬁ‘_“F & elteRal™ 916’7”: HofiWE™ & e0've

the securit Ievel of that key information. Further,
accor 8tRB F% 12d¢ communi cation system 101, 5 since

t he application program perfornms encryption and .

decr ypheontlat APhbask i/ Dfiudgde tocte $hebyode Husbe executed
scranble function, it is possible to prevent an

napi doak abtpHieghtaiictsidaed tiraddiRexeidiala REBWIhgl A th
.frombeing illicitly

ation for
ying

‘another program module, it proceeds to the processing of

step ST124, while when it judges that it does instruct the
séme, proceeds td the processing of step ST123,

‘Step ST123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error processing
Witﬁout executing that code.

Next, the overallroperatién of thercommunication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining'the overall operation
of the communication system 101 shown in FIG.-19.

Step ST131:

The businesses 115 1 to'115_3 or a party ﬁequested

by these businesses produces the application programs AP 1,
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anal yzed etc. while halting the processing of the SAM
chip 10 108. FIG 31 is a functional block diagram
showi ng nore specifically the function bl ocks of the
SAM chi p 108 shown in FIG 25. As shown in FIG 31,
the SAM chip 108 i s connect@d -15 through an internal
bus 190 to the ASPS conmuni cation interface unit 160,
Mty nald M VESOBREB LAl Obhd i {@EsedNid JEdaohhs
scranbl e unit 162, encryption/decryption unit = 165,

ﬁ¥d¥é§¥iﬂ&"£ei§¥in§“§$ @@Hn%@éti%%%égg%géﬁgﬁguﬂ8558”éhe IC

of the si'gnature processing unit

j cati,on processi.ng unit 164 0 in_FlLG 5
AR 3L BepRthan fomuters L o Tt it s
%Illﬁp 108 shown in FIG 31, for exanple as shown in_

n 3n K364 d%4 5o possible to connect the card I/F
unit 191 connected to the internal bus 190 to an RF 25
r ec epFlugrtheran diies siapaget tofl $heo BP3 chigl 1108 gedrates
chip 108 - 97 and transfer data with the 1C card 103

thye acdwleo hiadGigehgnite dathh180gbhaRnaph er@. 1222 irddiles
RF reception/transm ssion wunit 192. Third Enbodi nment

1%, Thadrassds aad] Y dsdahAMeidE 07

corresponding to the 10th to 12th aspects of the

i nventl.on. .33 is a view of the overall
confi gurggt fgcl?rafggf' a conmuni cation system 201 of the

preseﬂ,ﬁ_l enbodi.nent.. As shown in FILG 33, the
commuAPEafPBYiSpeien PFPIgeps AP_1, AP 2, and AP 3 are

downloaded through the authentication units 117 1, .117 2,
and 117_3 from thé personal computers 116 _1, 116 2, and 116 _3
to the SAM chip 108,

At this time, the processing explained using FIG. 27
is pérformed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the iC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the user and a business may also conclude

@ contract through the Internet 110 etc. after issuance of

the IC card 103.
Step ST134:
For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to




:

10

15

20

25

10 a server 202, I1C card 203, card reader/witer 204,
personal conputer 205, ASP (application service

provi der) server 206, SAM (secure application nodul e)
unit 209, personal conputers 216 1, 216 2, and 216 3,
‘and authentication units 21%%1; 2172, and 217 3 to
communi cate through the Internet 210 15 and perform

39! tbPRAEhPESH L HToAG !, ChdePfAC 282 Henhora %brocess ing
procedure using the IC card 203. The SAM unit

e ERouiTR. 300 SAYL &l FER%OQSPTB%r%M Glole?

has the softmare configuration shown 20 1n FG

34. s 4, .the SAM chi p 208 has,.fraom

the B8 tom |5§y C'iooé RS T3 %P BLoctRying request
(hardware) | ayer, OS |ayer, Iomer handler | ayer,
fﬁP@héPeh§ﬁ£W§rI%Q%era%%ﬁﬁsgﬁPtP&yQPrPHnPHaFOEPﬁeﬁr 3495
The | ower handl er |ayer includes a driver |layer. - 98 :
theoughArthieg Jarttempeityddd . afpiritberi, othpr pgogessARgl regiest -
2, and AP -3 defining procedures using the IC card 203
fby the dCedalrdcdod despead By theobhed Ruadeeyees tdib5104
2152, and 215 3 shown in FIG 33. 5 In the AP | ayer,

1tsheraaelnheeaaoeh%egﬁaeﬁe Rerdsorf) omAtd AT oS, a&@ktte%et

hi gher handl er | ayer are prOV|ded bet ween themwith

e W The Chlp nne d through a
1%ESIQ% ?Sﬁ théphe Séﬁ Fﬁ %bsserver 206.
The ASP server 10 206 is connected t hrough the
| nter AEEP2¥81837a plurality.

The SAM chip 108 selects an application program by
the‘settlement prdcessihg ?outine task 173 in accordance
ﬁith the processing request reéeived_at step ST134 and
executes that selected application program.

The processing explained using FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As explained above, according to the communication

system 101, as explained using FIG. 27, since the SAM chip

108 uses the authentication units 117_1, 117 2, and 117 3

to authenticate the downloader of the application program
and allows the download of the application program only to

an authorized storage area in the external memofy 107, it
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of termi nal apparatuses including the persona

conputer 205 of the end user and personal conputers
2161, 2162, and 2163 of the businesses 215 1, 2152,
and 2153. The personal conputer 205, for exanple, is
connected 15 through the s®?ial port or USB port to a
Dunb type card reader/witer 204. The card

iepdesimiit 85 APl aaahiRhoresaapber ¥ 't & S.Lnlculy
conmuni cati on corresponding to the physical | evel

éh H&%? Lellofing (D APEL UL Ao Ot | AIF the

cgr )3 are 3§Hated and analyzed at. the SAM unit

e the card reader/witer 204,
personal conputer 205, and ASP server 206 interposed
bet vve@'ﬁrttﬁémroﬁlcﬁc’a”éﬂ-“ﬂotﬂ &§he rREMEBARAkdSn gystem 101,
response contents in data payload portions and rel ay :
whem £he SWechipdptarensct pluval veyl dfnaphbieatigpirimmyrans,
or decryption - 99 of data, authentication, or other

sdGidéaldadRe Htlan@Fer RAnddathCand dodd3 vﬂémnlgusmm@ses
2151, 2152, and 2153 use the personal conputers 2161,

a%ﬁ%’caﬂ%nz ﬂ:@%gﬁ:gmgr QQHCEeI-.@PléE’Q& 'I!tf-;ﬁtﬁr&!‘ fﬁ:é%ié?@@'ﬁi 1,

-3 and downl oad e produced

500, SBAR  GATeA LEHAD 0E BRI RE

to predetern1ned storage areas_in the external neno

' ry
appricaticm pregram frpmebefpgpddilicdddy spserfepssd with

and 10 2153 have no relation with each other, the
ogt demperadewd thi byt haodhear naplncsmwpnzpi‘omgme e ther,
appl i cati on prograns
it is possible to improve the confidentiality of each
application program.

Further, according to the communication system 101,

as explained using FIG. 28, when execuéing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with

application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambling on the highly confidential

key information.used for opérations on an IC card 103 to
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' eX|s ence 0

AP 1, AP_2, and AP -3 can be downl oaded are
predeterm ned. Wether they have the right to
downl oad to those storage areas is verified by the
SAM chi p 208. 15 Further, the transfer and view ng of
data anong the appllcatlon BPograms AP 1, AP 2, and AP
-3 are restricted by the firewalls FW The

SHEMRY 10atEdr) dHidinP Al i he? extdtthAl medodP 107, it

expl ai ned |l ater, perform nutual authentication wth
oA St

ve??flcggg%ﬁxﬁgéhléﬁﬁﬁﬂggﬁEﬁ%ﬁu qgr%hen dgﬁﬁléﬁhﬁrﬁfy
fﬂ¥gé§ t|on progranms AP-1, AP 2, and AP_3 to the SAM

" Next, the conmponents shown in FIG 33 wll
be ex Ialned 25 [IC Card 203] - 100 FIG 35 is a
functi épeﬁho@FQ$%%$W9 tor thige commugigatden gy shaminl 01,
in FIG 35, the IC card 203 has an I C (integrated
sginasuithe 2084 igradviiade prwigram ptrfioages gricrB3Hoion and|

"~ processing unit 251. The storage .unit 250, as shown in

decmypiiorhat ahd diage of @bdébbdésad By 2 iedddradile
conmpany or other business 2151, a storage area 255 2

il il alti:ui'sn§§§sgﬂ>§g t8NSredert oﬁl@%plﬁif@agf’&:, rogram

used by ‘a business 215 3. Further, the st orage “uni

Yedf Aresskeralon t'%ruggg,rvg Ve S8 NS crery
analyzed etc. while halting the processing of the SAM chip
108.

FIG. 31 is a functional block diagram showing more
specifically the function blocks of the SAM chip 108 shown
in FIG. 25. | |

As sﬁown in FIG. 31; the SAM chip 108 is connected
through an internal bus 190 to the ASPS dommuniéation
interface unit 160, external.memo;y'communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing unit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus_ 190 to an RF

:reception/transmiSSion unit 192 cutside of the SAM chip 108




i0

15

20

25°

i nformati on used for judging an access right to the
storage area 2552, and key information used for
judging an access right to the storage area 2553.
That key information is 15 specifically used for

mut ual aut henticati on, encr?%tron and decryption of
data, etc. Further, the storage unit 250 stores the

drideRbhhitall 9tk WO RHORC artd gobGf elo%%n%ctthgys tem
user of the IC card 203. 20 Next, the SAMunit 209

ﬁ\gl{gug@\] an pal.nater?rga 'ZI.rb:itj the [ﬁtﬁé@%tloﬂgaéyagggiss%on
I's a view for pl ai ni ng t'he storage areas

t he external nenory 207 As shown in FIG 37, the

zi} areas of the external 25 menory 207 include a

storage area 2201 in which the - 101 application

progr Sl [Embodimenti si ness 2151 is stored, a storage
area 220 _2 in which the application program AP -2 of

t he bihenpres2hilembodivent i ant embgdimess 2308esponding
whi ch the application program AP -3 of the business

ol Thed 10151y exh tR b AP IR NGge Bikest Dé@ge ar ea
221 used by the manager of the SAM chip 208. The

appl i 0Ry3PQYrA t4h
ar ea %?gjl P?Oc%gn'prlrvs}gaq cgf gﬁ%lr uraﬂll‘ltlyl %‘ﬁgsrl gré’?n%“ of a
nodul es: . .Access to ng% gﬁl area 01.js

I

PRSI By TREe R9EETon
program AP - 2 stored in the AP storage area 220 2 is

- conpr RPSeghevnain | EfG By Bhe p?cﬁ'g?'amqm‘a!tﬂre§ysteln 201 uses

a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, persocnal computers

216 1, 216_2, and 216_3, and authentication units 217 1,
217 2, and 217 3 to communicate through the Internet;. 210
and perform setflement processing or other processing for
a'procedure‘using'the IC cafd 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 has the software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the

bottom layer toward the top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
AP layer in tha'E order.

The lower handler layer includes a driver layer.
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Access't‘o the AP storage area 2202 is restricted by
the firewall FW2. 15 The application program AP -3

- stored in the AP storage area 2203 is conprised of a
- plurality of program nodul es. Access to the AP

storage area 2203 is rest ri OBed by the firewal | FW 3.
In the present enbodi nent, the above program nodul e
20 i s Heli® NiNE mﬂydmim&ﬁiﬂéi)aﬂﬁﬂifﬁtﬁﬁﬂlﬂﬁc&jiiﬁniﬁel
‘outside of the SAMunit 209 to the external menory

290, ey mhelde Ofnidle PFOUARLDUL £5 f QLT 19 @9&& 203

appl i cation programcan  be freely determ ned by t

S rt cat i

%fg*%a@n%’%‘-“%a%ééﬁ? niblid Sensk AR S A8 1, 215 2,
ex nor 07 e ranbl ed. They are - 102 -
ad‘éjts% 2%’ e‘?? nf% the SAM chi p 208. Further,
the application prograrrs AP 1, AP 2, and AR -3 are,
for e he AR laNeEd e @ppligatiesspsogrens AP512 AP 2,
and 215 3 using the personal conputers 216 1, 216 2,
agwl AP 31 63ds khen highEkrGhaB8larndlayer daval pﬁdeﬂdédirmgheen
the SAM chip 208 to the external nmenory 207. Access

thend Ra tAP siBRagaAmeNtFwt orage area 221 is restrict ed
by the firewall FW4. Note that the firewalls FW1,

m&ﬁe %ﬂﬁ E§&% ?hg %%rd%ﬁﬂgyle Qﬂy% HWQMﬁdéiagggt

shovvn In HIG managenen stor e area

B RIRCAR o e 53 el GRTIAT B8~ BHe K5 server

206 is connected through the Internet 210 to a plurality

of terminal apparatuses includiﬁgiﬂmepersonal compute£-205

of the end user and personal computers 216 1, 216 _2, and

+ 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or Usﬁ port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless comunication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

‘response packets from the IC card 203 are generated and

analyzed at the SAM unit 209 side. Therefcre, the card
reader/writei 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are not involved in the encryption or decryption
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Here, AP selection data 231 and inter-AP comuni cation
15 data 232 are, for exanple, registered in advance at
the tinme of setting up the SAM chip 208. Further, the
AP selection data 231 and inter-AP comuni cation data
232 can only be rewitten B§ the nanager of the SAM
chip 208. FIG 38 is a view for explaining the AP
i 0 i ‘s
Toattl on i RER S Retiin (S0 REME: AoEhRY eriPRodl in the
d _AP. 5&ﬁpt|f|cat|on i nformation Ilnked t oget her.
ealéwxﬂcrtype i nformati on shows the type of the 25
| C card 203 shown-in FIG 33 and, for ex [
103 FHeRTFIReFFOR 445 drmdtPod s gmd %é%}ébﬁﬁt tbsmersonal
conmpany performng the settlenent for a transaction
agmipyd-ettse21L6_1¢a?2 16 23 antha1AP3i te prioducst tha application
information, as shown in FIG 5 34, is identification
piziclgaramad 20N 10f AThe ,appld G Dk Apwiilopaitad ipXbdiced
the AP layer of fhe SAMchip 208. FIG 39 is a view .
%EJIJ.@SR:IJ.@ P8gihRs | tHAud the YTRHULAI 00 AakRi23217 1,

e |nter conmuni cati on- data 232 shows whether 10—

2 AR AR gt B S SR BA Bt {adugifinea
this shows if the comruni cat.i on request. to an

SYRFRIEaATET S ity the &XtRR MEAT Y% 290 by an

application programat a columm itemshown in FIG 39

“is At this time, since the businesses 215 1, 215 2, and

215 3 have no relation with each other, the storage areas
in the external memorj 207 where the application programs
AP 1, AP_2, and AP_3 can be downlocaded are predetermined.
Whether they have‘the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted

by the firewalls FW. The authentication units 217_1, 217 2,

~and 217 3, as explained later, perform mutual authentication

with the SAM chip 209, ;;roduce download signature
verification key information, etc. when downloading
application programs AP 1, AP_2, and AP 3 to the SAM 'chip'
208. |

Néxt, the componénts shown in.FIG. 33 will be
expleined.

[_IC Card 203]
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15 all owed or not. For exanple, a comrunication
request by the application programAP -3 to the
application program AP_1 is allowed, but a
comuni cation request to the application program AP
-2 is rejected. 20 Further,18& shown in FIG 37, the
AP managenment storage area 221 has an inter-AP
ComMMUIEFR! | P 15 f 390 AR 243818880 i b8 amOBFURALS aﬂ: ard
(transfer of data) with an application™ program [SA

p 208] 25 FIG 40 is a functional block diagram of

e’ S_AM chip - 104 208 shown in FIG 33. As shown in
FIG 40, the SAM chi 20 has an ASPS, _communicati on
i nt er AL SR PpFL ai“‘ﬁeliﬁ)r‘if‘%rﬁﬂ.ﬁnl'taﬁ
interface unit 261, bus scranbl e unit 262, 5 signature
Hrakegertrd wixcusl), 2ihandvidedwishosessprggeunnit 250
264, encryption/decryption unit 265, storage unit 266;
amdl [oReeSTing enBAMEDI p 208 is a tanper-resistant
nodul e. The ASPS conmunication interface unit 260 is
an 10 1HY etbaagelsed: 260 ,1 9 showndi Rt 361 il 4 Mdhage
the ASP server 206 shown in FIG 33. The external

dat a vv|

ARIPIES AU HY A ALY 888aUBbELZ0} of Solfler business

I nterface use I nput an out put

Eroh Mg 288%% e DS 3§ A L 226125_2: and

a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and kéy information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
deqryption of data, ete.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 207]

FIG. 37 is a view'for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

'memory 207 include a storage area 220 _1 in which the
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descranbl es i nput data when inputting and outputting
data through the external nenory communi cation
interface unit 261. That is, the external nenory 207
stores data in a 20 scraml.ed state. The signature
processing unit 263, as explained |later, produces a
signature and verifies a signature when downloading

app Yiea ipoegnaoy AEmit efoddle busdnesse2dst 121G stored,
the external menory 207 and when executing an

agpioragtel ared52pN0gr &m whid5Sthd hgppliidiatiidr gintdfram AP 2
processing unit 264, as explained later, perforns '
oRulthal hRiLikRY Cald N W Ptk , Oth@cRagky ared€?20 3 in
‘downl oadi ng an appl cation. programthrough the -

whilll Ngle %Qitc%ﬂi_'b% %%@3%'6 REE RE b%s-g.g%é;s 215 3

encryption/decryption-unit encrypts data

.decrypts, encryptedq.data. The storage unit 26 tores,’
L5 & CERCE GRS A o RPRESREP b BESTRG S0 P EERe 28PU SR bY
The CPU 267 executes |ater explained tasks based on

the papages afnithed SHoghdm 298ogr am of the present

i nvention) and executes an application program

desi gifheeapphicaticnawesgran AP _dxetotredninfthd AR adicsrage
FIG 41 is a view for explaining tasks executed by

atrea PO 267s &bmpPeiE8QVWE | gildratilty Id¥e poldd rdhy modules.

executes a downl oad task 270, systemtask 271, AP
akbasks? (3 gl hbeg%ﬁsa&&_-o‘é‘éééi 590_1 is restricted by the
firewall FW 1.

The application program AP_2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW_é.

The application program AP_3 stored in the AP sforage

area 220 3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outsidé_-
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progfam can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP_3

stored in the external memory 207 are scrambled. They are
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routine task 273, inter-AP comunication task 274, and
I nt er - SAM comruni cation task 275.- The downl oad t ask
270, as explained later, perforns 20 processing for
downl oadi ng an application programfrom outside of
the SAM unit 209 through tH&2SAM chip 208 to the
external nenory 207. The systemtask 271 is a task

deRlchAmN1aG Whate reaP NG REe ARLIALIPBHEIN que to
the IC card 203, or other 25 processing. - 106 The

AP ta f l e, .C rehensi vel y. es
executissher  fhe SAT G LA BLERRL Wt TR Sanhle 3
AP 3 perfornmed when r am request is recejved by _.
“TFa TRRNPEAR L 00b PP OHPP ARG € AN POt D 2 i cby 2152,
pl ace outside 5 of the SAM chip 208. As shown in FIG
angl 2453 misdngAhehPerEoRade compaders Fldcdssiddf 2, and
request relating to the I1C card 203 fromthe ASP =

2361 Bershe®, iph#&ISet BBemmnlt apreo desanilingdegli tthughs keidy 3SAM
obtains identification informati on of the AP

| chap 29R0Rdi RBel @xiternha hieneasd 2oyme i nfor mation

included in that processing request based on the AP

selechb08.4at8 €Al ABOWHnLBehb: 387304 38lLachiang

executes the application programs A P

AP- 3 _correspondi ng.to that identification
rFﬁFﬁ?ﬁ%ﬁﬁoﬁg t%? %ﬁ&eﬁﬁa rFﬁEACOnnunication task 274
manages conmuni cation anngg t he applicationpgrograns.

FI G Hstesthat| shecharevwpdlseRPLAN nFHg2y hEWpPlecods FY_4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting uﬁ thé'SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can onlj be
rewritten by the manager of the SAM chip 208.

FIG.VBB is a view for explaining the AP . selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows
the IC card type information and.AP iéeﬁtification |
information linked together.

The IC gard type information shows the type of the

IC card 203 shown in ¥FIG. 33 and, for example, is
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of the inter-AP conmunication task 274. Here, the
explanation will be given illustrating the 20 case of
"the application program AP-1 issuing a communi cation
request for witing data in the AP-2. Step ST201: Wen
an application progranlAP-fGGang executed issues -a
comruni cation request for witing data to AP-2, the 25
ideattficagioh InFormbildn fpahkoiciedit chl¥d Frpany
ST202: The communi cation request issued at step ST201

peE foirRG flgV el % ot edin® 07 GO ARsGJidn Ak '%ﬁe Ic
Step ST203: 5 The inter-AP conmunication task 2

cékg, he inter-AP comuni cation data 232 shomn in
8 ‘and judges if the application programAP -1

can c cate h the AP St ep .ST204: en the

ot er TAB BEnaORPEAEAGH bRk S0 FATPRGIEE  ans EBOBPegn FIG.
ST203 that communication is possible, it executes the
3fn ot dsiond-idi catdprsinbarmarienie #biet appbicationnrogram
ends the processing. In this exanple, fromFI G 39,
opkeaspphi ait ithe pPoduger AP- theaSAbOrIMp GMBe with the
AP 2, so the processing of 15 step ST205 is execut ed.

Step $I@0539Unden BwCeBLr 8kp2hihhfqgl RhE&r iARer-AP
conmuni cation task 274, the application programAP -1

cgﬁhﬁﬁicg@&gnlﬁaEQeZBBRGr AP

The inter—-AP communication data 232 shows whether
communication among the application programs AP 1 ,' AP 2,
and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program ‘at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the
ai)plication program AP_;3 to the application pi:ogram AP.1
is allowed, but a communiéatiOn requast to the application
program AP 2 is rejected.

Further, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
progra;n.

| [SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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communi cation storage area 233 shown in FIG 37. 20
~Step ST206: The inter-AP communi cation task 274
notifies the fact of the data being witten to the
application program AP 2. Step ST207: The application
program AP -2 reads data Tridfithe 25 inter-AP
communi cati on storage area 233 in accordance with -

2138 sHdwa n[of iFigatizpn received at step ST206. Due to
this, conmunication between the application prograns

AP - 1aandpARy 34 fvedd hrt%@g@m_%hfig oM hd Sin ases

conpl eted. 5 The inter-SAM comuni cation task 275, as

shown .i n ,FI G .4AE if} accor.da w th need, can for
Ccommunica lOl} in %II"' ace ttnl ’ externa memct%
exanple start “up e 1nter- conmuni cat 1 on k 275

of an SAM chip 208x outside of the SAM chip 208 and,

| GonHR At AR g“t"cﬁﬁfé\ﬁ? P4t & §1yt SussAgramhig, ek .%ﬁ?:

task 275 of that SAM chip 208x. 10 Such a renote -
sdemadvt e priogaasing utid (H%r agtendymalbiaminzecessing
275 of the SAM chip 208 to the inter-SAM

uwndr BB aéhobypasén 2décofpthen SAM €265 ,288wrhger egilts266,
that the SAM chip 208x execute at ‘| east part of the
aRloeansioyy . assigned to the SAM chip 208 when for

exanpl e the processing 15 | oad of the SAM chip 208

beco I st pCannaqt .t abl Rerfermt :

or ocodtpn SatSRID Zoe°TRE, cRped2rbs Rtant Hodiie.
communi cation system 201 shown in FIG 33 wll be

expl atREJASEFGEORBURd ca t0p 1 RSLTERGR, iy 260 15 an
overal |l operation

interface used fer input and output of data with the ASP

server -206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data ‘with the
external memory 207.

Tht_a bus scramble unit 2627 scrambles output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

. 261.

That is, the external memory 207 stores data in a
sqrambled state.

The signature processing unit 263, as explai'ned later,
preoduces a signature and verifies a signature when
downloading an application program through. the Internet 210
to the external memory 207 and when executinq an applicat;ion

program.
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20 of the communication system 201 shown in FIG 33.
Step ST231: The busi nesses 2151 to 215 3 or a party
requested by these businesses produce application
programs AP 1, AP 2, and AP -3 for those. businesses
to perform processing for 295 ransacti ons using the 1C
card 203 on the personal conputers - 109 2161, 2162,

and 2#£3 §b9ﬂ@ntﬂc5£§6n3§rocé§gpnéﬂgﬁg% ﬂ&ﬁ% as explalned
application prograns AP 1, AP 2, and AP -3

| o e on |t /
19995 “BdEEokt *“%‘Ev%%mat e"e‘%’é%é%ﬁia c%%,%t%}%%z F party
16%& f %g 3to th chip 208. ﬁ gT 33:
VHEBTPE 123 ‘&gtaﬁ’eaP z‘:‘éf“ 198 FTAET T EREOPECF er“et
the 1C 203a of the IC card 203 10 stores the key
2Rt spmibeopxtesaadomereais #0i7i-ons with a busi ness
whi ch the user has contracted with. Note that the
cont r §be ércvephitchédeseyphindnauhiti 265 enomygptoe data and
concl uded after issuance of the IC card 203 through

debeyplkeenekryptededatald Step ST234: For. exanpl e,
when a user desires to use the personal conputer 205

~to acgrs Ssé@f"a&@ T+ 2% E%%thggedéﬁé & 1rg&' EA"dhe

purchase a product t he server I Ssues a processi ng
%ggstnthr%ugﬁ gg ggﬁrnet 210 - to the ASP server

pﬁﬁ 578 g B ver 206 receives a processing

reqgues '
d The CPU 267 executes later explained tasks based on
a predetermined program {program of the present invention}
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by

the CPU 267.

As shown in FIG. 41, the CPU 267 executes a download

task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

The-download task 270, as explained later, performs
processing for downloading an application pfogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task-271 is a task performing driver
management, operations unique to thé IC card 203, or other

processing.
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fromthe server 202, it accesses the personal conputer
205 through the Internet 210. Further, the processing
request for the I1C card 203 issued by the card
reader/witer 204 is senL_H_égqgh t he persona

conputer 205, Internet 210, and ASP server 206 to

the SAM chip 208. - 110 Step ST235: The SAM chip 208,

i n ac@edARcaskt3V2 h€fopr esavplag comppalwinsiocel y ewmiraiges
step ST234, selects the application programby the

it tdxmiti gir QoP S Gippllildatd dm Pt o EImaNAP axe@H @S and
the sel.ected application program In the execution of
Ahadl iHdeRld QGhdl QOB rAY ri@BiNiiGalleR iR Wy Rbe
bét ween application prograns is perfornmed by the

] Sk R aPPoRERe ey Vel 2B BEMIR Pe qutpice

out s ,t.he sults of execution of the
°§8§ilﬁecag?${)r?lﬁlpog°{°§mto the ASP server 206. As
expl ai ned above, according to the conmunication ]
syst ems2@hovas igh X6 -i #2r| ®hen4 thed SEMechip 20fereceives
application 15 prograns AP 1, AP 2, and AP -3 are
ar gefodestsdohd meEquesde g lizg-igwc tootther IOy chrde B&I3| £rogo the
it is possible to prevent application prograns from

sy Beriviehd 006l Y tABNEEBEEEMANE piaddes fty Wddtidairddme 273
it is possible to inprove the confidentiality of each

B LR TURI R UL el 2L 1 L2oklponaing
t%og‘{lem&& act:él(:)cli’] gy%sek i%%%r%tg %ni Engigdeélirlil Séhr}:gt processing
requast based on‘ the AP selection data 231 shown in FIG.
38 and selects and executes the application programé AP 1,
AP 2, and AP 3 corresponding to that AP identification
information.

The inter—-AP communication task 274 manages
communication among the application programs.

.FIG. 43 is a flow chart fér explai;xing the processing

of the inter-AP communication task 274.

Here, the explanation will be given illustrating the

case of the application program AP 1 issuing a communication

request for writing data in the AP 2.

Step ST201:

When an application prog:am AP 1 be_ing' executed issﬁes
a ‘communication request for writing data to AP 2 . the

processing of step ST202 is performed.
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the AP managenent storage area 221, of the externa
menory 207 shown in FIG 37 to performthe processing
shown in FIG 43, conmunication between application
prograns is allowed 25 in a greallomed range. - 111
Therefore, it is possible #87provi de diverse services
by synchroni zati on and cooperation of a plurality of
appl i gatpopTpoegrans. As such a diverse service, for
exanple, there is the 5 automatic selection of
appl i [ e n : Sgi ;
PP! 1 &8k eaﬁ.qgg%aﬁomrtﬁag?g %LL&QE Etpég%ﬁ Wﬁ?l‘?glt is

routine tas 3 shown | 1. That 1

sane | evel conput ation content, .for _set ment .
rEPRved Ry Sher SRERS PR CoPPRRABAELBROESEE 2 Accor di ng
to the issuer of the IC card 203, if the type of 10

the | Bterr §T283:i s known, the corresponding

application programcan be automatically determ ned.:
Ther eTbeein gr AR icommunigathenstask @vdnvigrscels iimdeatAP
the Il evel of the settlenment processing routine task

codhmuntilaa tiype dattat 82| Ghoar An2@3candst Bad judges if the

correspondi ng application program can be 15
aﬁBﬁQEﬁk&Qﬁl?&oﬁ%ﬁﬁrKbnidcagu%ohﬂuhhbﬁtetngthoﬁﬂeoﬁPtQQ
devel oper of the appltcation program can be |ighteng&d..
Furth a ing to the conmuni cati on system 201,
sinceg%ﬁg %%?é?hation stored in the external nenory
207 is scranbled by the bus scramble unit 262 of the
SAM cHhpnothe SpterohR ramppmicapiopqgagki274 judges at
confidentiality with respect to analysis fromthe
stepsSH03 Fohaherompuribralkien tics Hesdddeuniidaexeeutes the
system 201, . ' ‘
processing of step ST205 while when it does not, it ends

the processing.

In this example, from FIG. 39, the applicatiqn program
AP 1 can-commﬁnicate with the AP 2, so thé processing of
step ST205 is exeéuted.

Step ST205:

Under the control of the inter-AP communication task
274, the application pr;agram AP_1 writes data in the ini:er-—AP
communication storage area 233 shown in_FIG. 37.

Step ST206:

The inter-AP communication task 274‘notifies_the fact

of the data being written to the application program AP 2.

Step ST207:
The application program AP_2 reads data from the

intex-AP communication storage area 233 in accordance with
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by the provision of the inter-SAM comuni cati on task
275 shown in FIG 41, it is possible to disperse the
processing 25 load of the SAM chip 208 to ot her SAM
chips. Therefore, when 112 ,q4gounting the SAM chip 208
in a store server etc. which has to sinmultaneously
handl e processing requests for settlenent processing
theo Rt ifigriiicny recenyed 74l sippafdi2®fes, it is
possi ble to use the function of the inter-SAM
commubieatpoiths st, askm@¥bitetinpr beéweks $het kppdriication
processing capability using a plurality of SAM chi ps
p20gralsGAP4Q iahda AfPU2C redRFledd h&oudhaGhaintiimdld s is
nore specifically the function bl ocks of the SAM chip
1ekewn in FIG 40. 10 As shown in FIG 46, the SAM
chip 208 is connected through an internal bus 290 to
the A§E§ fl?@yﬂé@téo%ut i :i.fc@'nC %aggl é‘é%?%bs %’ﬁ%%” FIG.
menory coniuni catron I ntérface  uni ; bus scranple
unit 262, encryption/decryption unite 265, storage

4fni in286coFRANEBUWIER B alfANo £ O E¥AMRdE GHETSf Whdhe

signature processing unit 263 and authentication _
iptereSaMhgommunicatiighdvask 275 of anGAY chipr2@8xnmyitside
realized by the CPU 267. The SAM chip 208 shown in :
ol the 48M dloip 208N @ iadsushd \Wemoite dbifmadd taréle dlrlGer-SAM
-connect the card I/F unit 291 connected 20 to the

cbiihghRakthds 283kt 278N oRF thateBhMORAl HARSFLSSI on uni t
- 292 outside of the SAM chip 208 and transfer data with

ant ertaBopar Are By sORARACEL T aREA BT, HEP AR eIl nu

- 292.
cor%munication task 275 of the SAM chip 208 to the inter-SAM

communication task 275 of the SAM ‘chip 208x to request that

the SAM chip 208x execute at least part of the processing

" assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the ovef:all operat.ion- of the communication
system 201 shown in ﬁ'IG._ 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215__1‘ to 215 3 or a par"ty requested
by these businésses prgdu'c_e application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

_transactions using the IC card 203 on the persoﬁal éompute:;s
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Fourth Enmbodi ment 25 This enbodi nent is an enbodi nent
corresponding to the - 113 13th to 16th aspects of
the invention. FIG 48 is a view of the overal
configuration of the commypjgfation system 301 of the
present enbodi nent. As shown in FIG 48, the

comruni cati on system 301 uses 5 the server 302, IC
234 3 3@3 4 i2ht apdhi2d$_G rahgiwn din B .pr3Ssent _

i nvention), card reader/witer 304, personal conputer
305, sABB GappRli:cation service provider) server 306,
SAM (secure application nodule) unit 309, persona

CONpUirees agblicatibalprd s3§@41 apg 3163nd AP 3 are
aut henti cati on units gﬁ? 0 3172, 3173, 3174, and

dPWh ol %tx' Pf&n H5€5 +i%Un WX u‘y enty @2

I nvention) he | n-circult emu ato

BT I ?&g BT SSRRNERS Sbbct peie °pand216 3

settlenent processing using the I1C card 303, etc. 15
tondhepGRhichiz0$0fas an external nenory 307

(sem conduct or storage circuit of the present
i nventitep) SEB33SAM chi p 308 (sem conduct or
invention). circuit of the present The SAM chip 308

has arhef ivakreigonkkgedathenisuelrd2803s shown in FIG
49. As shown in .FIG 49, the SAM chip 308 has, from

the hgmﬁﬁohﬁy% kel hgsupegg &éyﬁbaaaBﬁH\éﬁ.(ah%d %) 203
Iayer oS Tayer, [ower han | ayer

skg &l e key information used for transactions with a -

business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request

from the server 202, it accesses the personal computer 205

through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet Zlb,

and ASP server 206 to the SAM chip 208.
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application (AP) layer in that order. 25 The | ower
handl er layer is a |ayer defining the - 114
processi ng not dependent on the application program
and corresponds to the transport |ayer, network

| ayer, and data I|ink Iayérl} The OSI protocol. The
| oner handl er layer includes a driver layer. 5 The

driversegyeaT236:a | ayer perform ng processing
relating to the operation of the LSI. The higher

handl eihd 3@ disip dow,e il @ld U A will1P 8RS T ce sing
dependent on the application programand corrésponds

- i ' r t ns t layer in 0 sl
nsfnfet & o o e Kndd @00 806l dhpT feryon
|layer of the present invention, the | ower handler
REgsR= by e [SRfdLemant, RrafRAS ¥R ARG crask 273 and
correspond to the second | ayer of the present :

sxeratievriheymekantesb anpidicadraregraaran o the 15

third | ayer of the present invention. The AP l:ayer

i ncl udes thiee exgohitian of thadr applAlkakiohP progafth ARy
.defining the procedures for use of the IC card 303 by
cRAini EATGbIC e B I tRlasy I3NRSSIGHh prloyraid is
315 AP2, and 315 AP3 shown in FI 48. 20 In the AP

: : | i j . AR 2 AP -3
D e Eaner , Red A, Il s el a8 A £Y iioen

and the et'ween
of the present

W th firewal |ls FW(fi l's

Lo FES PRV S TR YR e§{>% r&3onfiguration shown in
FIG 49, the AP |layer defines processing specific to
each B&&Pn&Le365or .

The_SAM chip 268 outputs the results of execution of
the app-lilcation program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
Programs AP 1, AP_2, ‘and AP__3- are restricted frort; accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and
tampered with. Further, it is possible to improve the
confidentiality of each applicatiqln program.

Further, according to the ,communié.ation system 201,
by the inter-AP communication task 274 shown in f’IG. 41 using

the AP management storage area 221 of the external memory

. 207 shown in FIG. 37 to rPerform the processing shown in FIG.

43, communication between épplication programs is allowed

in a preallowed rangé.
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25 exanple, the content of settlenment processing using
the IC - 115 <card 303. The processing for directly
operating the LC card 303 is defined by the | ayers of
the higher handler |ayer qn,down. The SAM chip 308 is
connected wth the ASP servér 306 5 through a SCSI

port, the Ethernet, etc. The ASP server 306 is
conne€bedefareught tim posisdbdet toFitowide dineper senalices
conmput ers 305, 3161, 3162, 3163, 3164, and 3165. The

- bpesyonhrontaptiien 3hdlcospesatiby bife abplinraldt}0odls

APl of -the application program AP_1 executed by the

appMiehitRod0Brogkamaer sonal conmputer 3162 is used by
t he business 315 AP2 of the application program AP -1

execujed the i 15T alg.c ter
S169 pEadh %yd:ét b0 Perlien; o SREA) et Y lene
application . program AP -1 _executed by the SAMchip

R L S T S e P e
software devel oper 315 M D able to _devel op a higher .

sphhieeentapEpcesgingd rryhdnenagke 2 1Baphpwindnudilfy 41.
the driver layer shown in FIG 49 of the SAM chip

TR8B. ishewbdleothe cempullerell6F cempsédthpnt kentent, for
manuf acturer of the SAM chip 308, that is, the

sebtlument Up¥eLepsinglai 8ERrifgvingskhe1eneht peo¥Barage

the SAM chi ps 308 as a whole. 25 The busi nesses 315
aéBdraddg €5 end@"fssder A8 U 1d'%ard 203, if the type of

the IC card 203 is known, the corresponding application

program can be automatically determined. Therefore, by -

registering the settlement processing at the level of the

settlement processing routine task 273, the type of the IC

card 203 and the dorresponding application program can be

automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there is confidentiality with respect to
analysis ffom the outside.

Further, according to the communication system 201,
by the provisibn of ﬁhe inter-SAM communication task 275
shown in FIG. 41,'it ié possible to disperse the processing

load of the SAM Chip 208 to other SAM chips. Therefore, when
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116 . personal conputers 3161, 3162, and 3163 to

produce the application prograns AP 1, AP 2, and AP

-3 and downl oad the produced application programns
“through the authenticatiqnl %ntts 3171, 3172, and 3173
to storage areas -allocated 84 7 advance in the

external nenory 307 through the SAMchip 308. At this
mounginghthbuShMeshep 318 AWly XrdARErvend et®l5 whReh has

are parties with no relation with each other, so the

 t8l MGt M E88s1y HdtRi X pebldk sHREDFdqdfd s Fohiseh elibfient

10 application programs AP 1, AP 2, and AP -3 can be
pﬁemggaﬂgdfra{neadﬁiﬂmf 4 %’E{L aa\eg)%téaeéus%rs Nt i

one has the right"to downfoad to suc torage area

s _verifjed b he .SAM.chi p 308. Furt her uring . .
phSalBirokS oY P SBRCEERPDRE Hhe Al rhSopidpaca tion
and AP _3, the firewalls FWrestrict the transfer _and
t35knPlg &P AMPEONE: BenSehE1ePsPtcREPERSSLBYr SARRPLELY
AP 2, and AP 3. The software devel oper 315 M D
ugbnal sapdugalptydefeSAMnetiipsogP8m i nto the SAM chip
308 through the 20 authentication unit 317 4 in
accorEmmceddl i aefdnébichal obldekt dfafiirgheshbaiflyehore
| ayer and | ower handl er |ayer including the driver

s é&ffiéﬁ@tl\gei;ﬁe FEGhcf20R b1k AN G saP3K8EC 208 shown

urt her, sof tware devel oper 315- SUP- downl 0ads a
i%ﬁgféggié?rnined progran1into the SAM chi p 308 through

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 ouﬁside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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aut hentication unit 3175 to custom ze all of the

| ayers shown in FIG 49. The authentication units 3171
to 317_5, as expl ai ned Iater nmut ual |y aut henticate

and produce downl oad si gnat _verification key
information etc. with the chi p 308 when

downl oadi ng a predeterm ned programfromthe persona
1c3p Ut rih (31 Gilspep- 35 G tthe himveAMichi p 308. The

personal conputer 305, for exanple, is used by the

owner FIiG.t B8 L& SaFibwdE thRabvesallh8oRPiglisgEionlof the
The per.sonal conputer 305, for exanple, is connected

JdRiE P i | R} s R 130 SRR aarés%;ﬂ: R4 s car d

reader/witer 304. The card reader/witer 304 reali zes

f i t di

the p yg?*aér*‘” £ITR B Rafh P UL 361 wses
peration conmands_to the I C card 303 and the

R HohEe” A0Aorl Ghush e DA intasat asbas RPRL Gt Ehp R esent

and anal yzed at the SAM unit 309 side. Therefore, the
isyestiamoecand rerdsgdwrptesodfd , coapstral 38Gupwer 305,
ASP server 306 interposed between themonly act to
AsPor(appid catiwanderdfcaer p£68pABSE SORVERIF06 N e daicure
payl oad portions and relay the same. They are not '

abPYalwed o oI C KA AN pedQTUA! icdmpRftedal %16 1,

aut henti cation, or other operatlons in the IC card

ST ETS, 8o PEM el s Mo LS B 317 1.
31%?2, 317_3, 317_4, and 317 5 {(authentication apparatuses
of the present invention), and the ICE (in—ci:;:cuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
processingrusing the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chiﬁ 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such

as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, 0S

layer, lower handler layer, higher handler layer, and

‘application (AP) layer in that order.

The lower handler layer is a layer defining the
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Next, the conmponents shown in FIG 48 will be

explained. IC Card 303 The I C card 303 stores the key
information etc. 5 necessary for the settlenment
processi ng using the SAM cgdp 308. Aut hentication

Units 317 1 to 317 5 FIG %$ a functional block

di agram of the authentication unit 3171. 10 As shown
pPnedes@ing0 noth degemidiemtt cat ithie wpplishtibn pagram and
storage unit 3501 and processing unit 3511. As shown
dordelsfonly, tbhehstaragidp it 1a3R], abeLBskalHPOL| Dind data
mut ual .aut henti cati on master key information K1, and

136%CASYABRS LY theY dd YRR KA 15 The SAMID is
i dentification information of the SAM chip 308. The

mut ua ut h n ster f ormat.i on K1
as exg %i%e %aﬁg%diuse i i égﬁéPg £°ng ﬂﬁ%ﬁgf layer.
authenLlc ti.on key information K2. 20 The access

mast e ﬁearFHPBrﬁﬁﬂFﬁnlﬁAa égygfppsrﬁeamlpstEFOCP§Slng
used for generating downl oad signature information
rgdagipgefod el ongragianpodgtie LSIt.he external nenory
307. The access naster key information KA is key

i nf or ati higheechandyekolagavnhieadi hgyeke HBEiAaXhgr shk
menory 307 a 25 program of the AP |layer of the

pﬁaﬁbﬁﬁaﬁisﬂbﬁﬁhubﬁtogntQﬁe‘aﬁﬁiibagéghcgkeg§gﬁ ahawn

in FIG
corresponds to a layer higher than the transport layer in

0OSI protocol.

Here, the 0S layer corresponds to the first layer of

-~ the present invention, the lower handle_r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and.the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP_2, and AP 3 defining the procedures for use of the IC

card 303 by credit card companies and other businesses

315_AP1, 315 AP2, and 315 AP3 shown in FIG. 48.

In the AP layer, the application programs AP 1, AB_Z,
and AP_3 and the higher handler layer are provided.befween
them with firewalls FW (firewallé of the present invention).

In the software configuration shown in FIG. 49, the

AP layer defines processing specific to each business, for

~example, the content of settlement processing using the IC
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The processing unit 3511, as shown in FIG 50, has a
mut ual aut hentication unit 3521 and downl oad
processing unit 3531. 5 The mutual authentication unit
352 1, as shown in FIG en downl oadi ng a
programto t he external rrenH%\h'Bw encrypts the SAM
ID as plain text using the nutual authentication

gragl @0XkeThenpooaassingKiot aligenatiat epciatitudg thk IC card

aut henti cation key informati on K2 and uses that nutual

3d3B ail i ined 9P Wey 1§l hd<h e dtier 1ayer
aut hentication wth the SAM chip 308." The downl oad

dH WKasi ng unit 3531, when downl oading a programto
the external nenory 307, as shovvn in FIG 52,

encryphs M S Ia| ext using.t he cess
rmsterIcllh %Eﬁygﬁn o?‘r]rgtlon W? eéjeﬁ'é"rt g“?hgggoﬁﬁf‘éﬁﬁ 306
e formation K -DA. Further, the downl oad

el 4, G oo, theE fHRFRetowmts. Koy

information K DA to generate the downl oad signature

i nf or Alel 8FPamgrveandfibt $si connethed Stalgly B08. Intidhknet
aut hentication units 317 2 and 317 3 are 20 configured

3ite witile tAre tear sahinile conPvtiaied 308, hS6 gat i3as_ unisie 3,
3171. However, for exanple, the content "of the access

3ITRSlger gﬁ@/glrggnatl on KA differs for each
authenticatiomr unit. FIG 53 is a functional block

Slﬁg\?\;ﬁlggoéfggggggst e au{1 tﬁlenfal H%a? rl(%ﬂlutsﬁlgt §1jf£elﬁ’§§i§‘%ss
BEEOE%Q.G % n{:ltxe 3a5191:r11§ar3191 IE%Cr%Sgsllar.t]ng umlt e}%g}:ﬁted by the SAM
chip 308.

The persbnal computer 316 2 is used by the business
315 AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316_3 is used by the business

315_AP3 of the application program AP 1 executed by the SAM

- chip 308.

The personal c;:\mputer 316_4 is used by the software
developer 315 MID able to develop a h'igher handlér layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316_5 is used by the manufacturer
of the SAM chip 308, that is , the software developer 31$_SUP
having the right to manaée the SAM chips 308 as a whole.

The businesses 315 AP1, _315__AP2_; and 315 AP3 use the
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As shown in FIG 53, the storage unit 3504 stores a
SAM I D, nutual authentication master key infornmation
K1, 5 and access master key information KA and KM
The SAM I D, nutual authentication naster key

i nformati on K1, and access hb&ter key information KA
are the sane as those expl ai ned above. The access

prst@tia k eyomgpih ter@t 306 KM 386 key dnd o$1&t3 0fy gfod®ée the

downl oadi ng a program™of the Tigher handlrer |ayer and

APISL 1 ONE] o WL S arh SV ﬂ,nﬂw%i,ngnhhﬁpdfai %@5 h@%ﬁiogil the
3 S I'n

the saftware structure of the SAMchip own

t | 307 SAM chi p 308. .
o8 o L SRR B S o

15 a a] a entication unit 3524 and downl oad
' ‘ﬁ}’o‘ésegﬂgir u#{_%'s?%.i Fhb nftuaf tAATR AT | Dhleprted

3524 is the same as the nmutual authentication unit

4y 2daiyte | ite dhien emiternsl. meMperyd3@i| bhdopgbcebsei 83 chip
unit 3534, when downl oading 20 a programto 'the

& ernal nenory 307, as shown in FIG 54, encrypts

the SAMID as plain text using the access master Kkey

i nf or pRs ithi KA JHMY Hudihke davdi®Adp4eY 315 aAP2, and
information K _DA. Next, the downl oad processimg unit
3933 2 £NGLY o d j;nfor ion K -DA as
plan text Bia?rngl t g&\zﬁlc gg’s %r#&%ner@tgy elar# orortn)%}eirdn so
121 information K

M t enerate the d | oad key .- ] '
B HEAYE Aol GIF SPUCETA T Gy 255 G ik the
downt oad key information K -DMto generate the

WBrGAd B BRAGERES| APl meA¥ Gh Amd APaAsaRn She dawn kdrsied
SAM .

are determined in advance. Whether or not -one has the right -
to download to such a storage area is ﬁerified by the SAM
chip 308. |

Further, during execution of the. application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,

AP 2, and AP 3.

The software developer 315 MID downloads ar
pPredetermined program into the SAM chip 308 through the

atithentication unit .317_4 in accordance with need to

rcustomize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip

308 etc.

Further, the software developer 315_SUP_downlcads a

-pzfgdetermined program into the SAM chip 308 through the
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chip 308. 5 FIG 55 is a functional block diagram of

the authentication unit 317-R As shown in FIG 55,

the authentication unit 3175 has a storage unit 350 _5
and processing unit 351 5. Ai shown in FIG 55, the
storage unit 3505 stores "1413 sam | D, nutual

aut hentication master key information KL, and access
anthentkentinfonmiti BN7KSH, tEMuatdmkde Ahe SANEh@,lagers
mutual authentication master key information K1, an
sho6efisiAnarfer keoy information KA and KM are the sane

as those expl ained above. 15 The access naster key

| nf or AL Ot dfiad €5 VS difuniledf 9 7RL1 00 J£AU Ted LObsainea

downl oadi ng a program t-ayer e SO

ture. of. the M chi p,308 sho in FJ]G 49 to_ the
’3%%‘? hg‘r“etr?ear%olrl&%gges 1§%F7Fc?fr P§g§.ﬂ°ﬂq Pt pignature
unit 3515, as shown in FIG 55, has 20 a nmutual '
et HehER ELER dPMARECTBat igRde Bewi iddt theoSaMseintp (398 when
3535. The nutual authentication unit 3525 is the sane
dewnlopding ual Predatetniaed gprogram 362dm shbanpeAsbhal
above-nmentioned FIG 51. 25 The downl oad processi ng
aomiguBER5, 316ieh Hoval ©a8li By dR2 sAMNERGS asdg o t he
external nmenory 307, as shown in FIG 56, encrypts

the SAMd Reassdlaal NedugniediSids [ e %%ﬁ%eiy@?tﬂ uk&y by

informati on KA to generate the ‘down

PNty 6%, danl oAg, PLOSeSSh g !

The personal computer 305, for example, is c_onnec't_ed
through a serial port or USBE po.rt to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC an::d 303.

i‘he operétiqnal commands to the IC card 303 and the
response packets from the IC card 303 are generated and
analyzed at the SAM unit 309 side. Therefore, the card
reader/writer 304, personal cdmputer 305, and ASP server
306 interposed between them only act to store the commands
or résponse contents in th-é data payload portions aﬁd relay
the same. They are not involved in the encrypticn or
decryption of data, authentication, or other operations in
the IC card 303,

Further, the ICE 318 is an emulator used when debugging

a program running on the SAM chip 308.
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5 downl oad key information K DA as plain text using
the access nmaster key information KMto generate the
downl oad key information K -DM Next, the downl oad
processing unit 3535 encrypts the downl oad key
information K -DM as plain te&® -using the access
mast er key information KS to generate the 10 downl oad
key i nf setat, i @heKcoRpontivtls, shbendewhiread RBOGRII BE
unit 3535 uses the downl oad key information K -DS to
geapalifed.Ne downl oad signature information and
transmts this to the SAMchip 308. In the present
enbodi Ca&G§3 thentication units 15 317_1, 317 A4,
and 317E—s%eﬁe—r§éornation in the storage wunits 3501,
3504, ang 3505 in a_secure state. Wen these wunits
are destPByd§ B9rdupORdetraesotheokeyoingarspsaont s -
is detected by a detection unit and the information
shgregsairy fhe ther agbtianent3pddcessing usindy 3365 924 chip
deleted. 20 SAM Unit 309 [External Menory 307] FIG
5308s a view for explaining the storage areas of the
external nmenory 307. As shown in FIG 57, the storage

‘areas OAuthénexbetish udPc8EBRHY13R4 BQgl yde an AP

storage area 320L Tn which the - 123 apptication

B o ager S aat90h R e RHELIRRRL B2k PR p SEa og Tlna”
AP <2 o%.th _busi ness §§ i's stored an AP storage
aPBERE363°R ﬁﬂigﬂl hd i cation program AP -3 of
t he busi ness
As shown in FIG 50, the authentication unit 317 1

has a storage unit 350_1 and processing unit 351 1.

As shown.in FIG. 50, t;hé storage unit 350_1 stores
a SAM ID, mutual authentication master key information K1,
and'acéegss master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key inforfnétion K1
is, as explained later, used for generating mutual
éu—thentication key information K2. |

The access master key information KA, as-expléined
ia,tér, is gsed for generating do@load signature information
,useci when downloading a program in the external memory 307.

The access master key infdmation KA is key in'format_iOn ‘

. necessary for downloading to the external memoxy 307 a

program of the AP layer of the software structure of the
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5 315_3 is stored, and an AP nmanagenent storage area

321 used by the nmanager of the SAM chip 308. The
application program AP -1 stored in the AP storage

area 3201 is conprised of a plurality of program

nodul es. Access to the AP-sibpage area 3201 is

restricted by the 10 firewall FW1. The application

p r Paa Qred.in e storage area 3202 is
c%%%r?@l %?gag%Pﬁ?af?t§igf €$Ogran1nodules. Access

to the AP storage area 3202 is restricted by the

firewal TRERDOCESSING unbt |33k ibn 37 cthan Am -FLGt #Q@d has
in the AP storage area 3203 is conprised of a :

Pt retual; afthenieat o vinds: 358c deandt dowhtoAR processing
storage area 1203 is restricted by the firewall FW3.
lunite3Pps esent enbodi ment, the above program nodul e

20 is the m ninumunit downl oaded for exanple fromthe

out si derp Dbt 1SAYVEHEA 13081 R Jdi& 9%¥bennal s MRy in FIG.

307. The nunber of the program nodul es— orm ng eac

app! IGald freely,deterpined,by the . :
&&r?g[ B & mr el o e PP EaTT Memofy 307,

corresponal 1 on

P 1, p d AP. -3 25 st d i th
SR e A 4% liiaaiett SHRe dive maseel

descranbl ed when read into the SAM chip 308. Further
tarEhgricakion metpakepAnfompmiom il A Bnerate the
for exanple, produced by the businesses 3151, 3152,

- a5 ag thentg chltd opckspialfocoapibark? 3hAyssd &Ratamdtual

3163 shown in FIG 48 and are downl oaded through the

- SAlMhentication key information K2 for mutual authentication

with the SAM chip 308.
The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘engrypts the SAM ID as plain text using the access master

key information KA to generate the download.key information
K DA. Further, the download. pfocessj.ng unit 353 1 uses the
download key information K_ﬁA to generate the download |
signature infdmation and transmits it to the SAM chip 308. .
The authentication units 317 2 and 317_3 are
configured the same as thé above explained authentication
unit 317 1. However, for exainple, the conten.tr of the acées‘s '

master key information KA differs for each authentication

unit.

FIG. 53 is a functional block diagram of the

authentication unit _317__'4 .
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chip 308 to the external nenory 307. Access to the AP
managenent storage area 321 is restricted by the
firewall- FW4. Note that the firewalls FW1, FW2, FW
3, and FW4 10 correspond to the firewalls FW shown
in FIG 49. The AP managenent!3® orage area 321 stores
the AP nmanagenent data 330. The AP nmanagenent data

330 i nclagleshdvl ®xaFEd e gne t@l\ﬂd&em&lﬁlon élnlt 317_4

aut hent| cat| on key information K2 (or

1ers ylnf rmation K

gIvvn SI g ﬁrgl‘\'e/er&?—r cﬁncgl?r?%?/s%ﬂ%ﬁfh’t‘f oirk -
- DA, KD nd KDVS. Here, the downl oad signature
verific ﬁ RW 10 FG-md3ohe * RTAg K S ditn fA0nek isdipres
for verlfyl ng the legitimacy of the signature

i ¥ GPhhtTn mdwedapaghestigatihon20adbenl eyl Weformation K1,
i nformati on K DA. The downl oad signature verification
keynd Hasrersd ingrs H€rD\Wdy siryrmatiiemmaa emd e .veri fyi ng
the legitimacy of the signature information generated
using theeloaM q@) ketualbothiRhitdeatiohMnadte Ih?cef

downl oad signafure verification key information -

K 1 nP¥Smatt H8Y HiNf QiR i of 0 a8 xeegrg i3S ol 1;&“”%&2/ are

of the si gnature i'nf or mati on gener at éd "usi ng

d | k i,nf or mat i.on The downl oad
si@gr%at%%%g \%rl |ca9t|c’)(ﬁ’ll? edﬁfaglpﬁfﬁtlon 5is key
i nformati on used for nature verification perforned

‘when dowRFGHRFTRS f“ﬁétteﬁ ARERSAGIt opH dghkend nqvmation

chip
for downloading a program of the higher handler layer and

the lower handler 1airer including the driver layer of tﬁe
software structure of the SAM c;Iip 308 sﬁown in FIG. 49 to
the external memory 307 or SAM chip 308.

The processiné unit 351_4, .as shown in FIG. 53, has
a mutual authentication unit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352_4 is_thé same as
the mutual authentication unit 352_1 explained in FIG. 51.

The download processing unit 353_4, ﬁhen downloading
a progra.'m ‘to the extar'na]_. memory 30.7,-,;5 shown in FIG. 54,
encrypts the SAM_]fD as plain text. ﬁsing the access master

key information KA to generate the download kay .infozl.:mation

, K__DA. Next, the download processing unit 353 4 encrypts the

‘download key information K__DA as plain text using the access

master key information KM to generate the download key
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308 to the external nenory 307. '[SAM Chip 308] FIG
58 is a functional block diagramof the SAM chip 10
308shown in FIG 48. As shown in FIG 58, the SAM chip
308 has an ASPS conmuni cation interface unit 360,
external menory comrunicatd ompinterface unit 361, bus
scranble unit 362, encryption/decryption unit 363,

st.orage ynit 364 . and CPU 15 365._ The SAM chip 308 js

a H"a*f?%é’?% i‘pé’h{ Ne#& e theTdewnkpad Rroees ey gipit 353 4
interface unit 360 is an interface used for input and
osAR tre dwnlgad kelye indgprmadrivey 3O dHrogenearaleG the
48. 20 The external menory conmunication interface

. uclawndshd isd gaatiuriec i hfoematedn§ andi 8pahsaDds Ot b ©e SAM

data with the external nmenory 307. The bus-scranble

URinfip3@dsescranbl es- out put data and descranbl es i nput

data when inputting and outputting data 25 through

the extenpal g r i [ interface unit s 126
361. The encrggglgo%/ gggr@;gto?%tr]f S’EPFES F2dEEPy Sfs thst a

and  .decr.ypts encrypt data. The storage unit 364
S grtcle’?n &%’%tﬁgé"duf%% gﬂ -—-%5 processi ng by the CPU 365.

The CPU_365 executes various grocessi n%_i ncl udi ng
execut i Bf 8Po4R ABpFL€at P8m fhegrurheptimatiam whiiy 317_5

308 . based
has a storage unit 350 5 and processing unit 351 5.

.As shown in FIG. 55, the storage unit 350_5 stores
a SAM_ID, mutual authentication.master'key'information K1,
and access master key informatipn K&, KM, and KS.

The SAM ID, mutual authentication master key
infofmation K1, and access mastexr key information KA énd
‘KM are the same as those explained above.

The access master key information.KS is the key

information required for downloading a program of the OS

- layer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing uniﬁ 351_5, as shown in FIG. 55, has
a mutual authenticatiéh unit 352_§.and download processing
unit 353 5. |
. The nmutual authehtication unit 352 § is the same as
the mutual authentication unit 35#_} shown in the
above-mentioned FIG. 51.

The download processing unit 353 5, when ddwnloading‘




10

15

.20

25

on a predeterm ned program (program of the present
invention) in the formof tasks etc. 10 The CPU 365,
for exanple, executes a downl oad task 365a for
perform ng processing for downl oadi ng program nodul es
t hrough the Internet 310. Next22 t-he downl oad operation
of program nodul es by the downl oad task 365a of the
CRU i) 1. be.explai ned 15 FlI 9is fl ow chart
for ngglfgfdnitﬁg%th%afgx 8\%3?&5‘“85@%??0@%%?% in ¥IG. 56,
fol | ow enbodj nent, the explanation will be given
PRI be He VLG 35 BT S S4BT (i asshass master
program nodul es of the application program AP- 1 shown
| reY2dnEpemakdonnBA G gdipradiee ph8Td04nlodHckeerigoimination
conmputer 3161 shown in FIG 48 transmits a downl oad
r &gbdst Neesi, ghlat | it headipchd ce 2Ry ahieash3 Preégedypts the
nmodul e to be downl oaded conprising the application 25
PHeghdBadPrdy t 1 Hbigha £ 16n RUDAEALI S 10 J4U hs%ﬁ%lthe access
Internet 127 310, ASP server 306, and ICE 318 fo the

i C

SalseRi-P k§9'8 1nf§tr§ﬁt§-£%0¥m[ U!;E ﬁte%%%fag:?ng OwWh toia%{] key

unit 3521 Of the processing ?he
Lcati it..3171, h [ 5 FIG, 51, .
cih2Baha 2 R bk ol off dontiend mradreaintamit 3535

aut henti cation master key information KL to generate
t FBCT¥RtTatbgurRERLrag: Koy Reformasinnt KoPMcas silegn text
ST303: '

using the access master key infqmation KS to generate the
download key information K DS. Next, the download processing
unit 353 5 uses the download key information K DS to generate
the download signaturé information and transmits this to |
the SAM chip 308. -

In the present embodiment, the authentication units
31"7__1, 317_4, and 317 5 store information in the storage

units 350 1, 350 4, and 350_5 in a secure state. When.the'se

unj.ts are destroyed by outside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350_4, and 350_5 is deleted.

SAM Unit 309

" [External Memory 307]
" FIG. 57 is a view for explaining the stl:orage areas
of the e:_cterhal memory 307.
As shown in FIG, 5:7, the storage areas of thé external

memory 307 include an AP storage area 320 1 in which the
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The mutual authentication unit 352_1 of the processing

10 unit 3511 of the authentication unit 3171 perforns
nmutual authentication with the downl oad task 365a of

the CPU 365 of the SAM chip 308 using the nutua

aut hentication key infornmatixgg K2 generated at step

ST302. Step ST304: 15 When the nutual legitimcy in

the ﬁPtUQ} aut henti catjon of_step ST303 is confirned,

t REFII T 10100 SERITI Afhd ol ipidress P 530s stored,
whil e when not, it ends the processing. Step ST305:
26°TRE FFRTasRd axese &2 %y imiwhizde thef aprd ipradciassipxpgram
uni.t 3511 of the authentication unit 3171 shown in
FRE,_250f dtheshosineassFI3R5_32 isendiohd, t&die A3AMUd2Afe area
plain text. using the access master key information

KA200 3genewni €ht fige | QA KL P riogr@RE 8NoK ek bitSiness
Step ST306: 128 The downl oad processing unit 3531

u hegd d Yad B i -D ner at ed

1328 Shggiosiany afiod MOUE R PE0R0ETB18Y 5hr uaea

B BB R i ol B Bt o

inforna%'on enerated-at step ST306 to the SAM chip
308. St ibe Leghlon REATERR AR 3695egf inhtheAP F@prage

of the_SAM chip
area 320_1 is comprised of a plurality of program modules.

Access to the AP storage area 320 1 is restricted by the
firewall FW_1.

Thé' appliéation program AP 2 stored in the AP storage
area 320_2 is comprised of a plurality of program modules.
Access to the AP storage area 320 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 320_3_ is comprised of a plurality of program modules.
Access to the AP storage area 120 _3 is restricted by £he
firewall FW_3 | |

In rthe present embodiment, the above program module

is the minimum unit downloaded for example from the outside

:. of the SaM unit 309 to the external memory 307. The number

25

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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10 308 shown in FIG 58 uses the downl oad signature
verification key informati on K DVA shown in FIG 57 to
judge the legitimcy of the downl oad signature '

i nformati on received at step ST307. At this tinme, the
downl oad task 365a judges i-f 124e ~-downl oad request has

been made at the AP | ayer based on the 15 nodule

n Lye > 1 d hf.ie he

o TRt e SR Fhia, B A e 3% on K Dva

Step ST309..1f it is jydged.at step ST308 that _the

dOVVIE]) I oa%uris:}luaﬁat*fﬁee aph#&%ﬂgﬁPBrP?%g¥%@? A e APt Be and AP_3
task proceeds to 20 the processing of step ST310,

wirfe fererample opmodyeed hydde nsingtagessBIB0:1,TRAS 2,
downl oad task 365a of the CPU 365 of the SAM chip 308
sapdn3ih_P| @siB8 thecpbresnahecedigneessi Bi6he,estLér 23l and
25 nmenory 307 corresponding to a nodul e nane -
des6gBaskawat ift EpG1298 SAd0ArBYaviwAlbAdeHNenFBUYhe the saM
managenent data 330 and downl oads the program nodul e

reénepvedsf tomhleapebsRRRl neRBPYL 8673161 to that
speci fied address on the external nenory 307. Note

that whgq, f r vel r 315 M D 5 downl S.
progr am rm(;L u eggo#ﬂ?hjgp ﬂﬁ%}'ﬁ%‘? 2hal 2FeTagR A5y gi“gv\k?
hand] er Jayer. shown_in FIG 49 to the external nenory
Sfﬁs,élé%cé?%}%T ErRevabinf®ad- key information K -PM
is generated by the routine explained using FIG 54.

Usi ng tiRte that sthe SM396111ndWolhnl BAR silghal urand FW 4
information is 10 generated. Further, at step ST308,

igptresIfid che ptBO8fitdwalls FW shown in FIG. 49. 7

The AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM;ID, mutual authentication key information K2 (or mutual
auﬁhentication master key information K1), and download
signature verification key information K DA, KDVM, and KDVS. .-

' Here, the download sigﬁature verification key
information K;DVA is key information for verifying the
legitimacy of the siéhature information;generated'using the
download key information K DA.

The download signature verification_key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K;pM.'

The download signature verificatidn_key information
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.a transaction using t

-downl oad signature verification key informati on K DVM
shown in FIG 57 is used to verify the downl oad

signature information. Further, when the software

devel oper 315 SUP downl oads 15 a program nodul e of

the OS layer shown in FIG 492% the external nenory

307, at step ST305, the routine explained using FIG

5@ bygused A SNE ) 4 i,hf orymat.i.qn

K DS. Usi nﬁhigg{f%t stléﬁ‘e K eqﬁ%éﬁg‘\ém Sadc9itimacy of
sikgna iLnfotmation.i.s_generated. Further, at step
sﬁk‘%%s%g?n attﬁéreZEIp’%ﬂﬂ“@ﬁf"ﬁ%ggf‘efﬁgeﬂo‘ﬂ\ﬁ"b‘%\dﬂ%‘? giedqad key
verificati.on ke informati on K DVS shown in FIG 57

i $PEOEWAEF P PF the downl oad signature information.

Note that the software devel opers 315 M D and 315 SUP

can useThRedawndesdmaigepthey vekéfimhitdénnKReyoinformation
downl oad 25 the program nodule of the AP layer to the

exsdren infemprat ionl 88ed M sEyhbtake &0l 6064 ¥86:€ performed
devel oper 315 SUP can use the access naster key .
| nhehnabwalokaingd kit prdavahoadaal el tAFbudRdLhes gﬁ& chip

the higher handler |ayer and | ower handl er Tayer

908! B8 eXLebnBbrMEICRLIR- BT, the processing for

conmmuni . io& SYS 301 shown in FIG 48 wll be
explainggaéM : gﬁéggl a view for explaining the

overal | _operation 10 of the comunication system 301
shown ift®E @8 48 asfupctignel block diagram of the SAM chip

308 -shown in FIG. 48,

As shown in FIG. 58, the SAM chip 308 has an ASPS
éémmunication interface unit 360,.externa1 memory
communication interface unit 361, bus scramble unit 362,
.engryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is é tamper-resistant module.

The ASPS communication interface unit 360 is an

interfade used‘forrinput and output of data with the ASP

server 306 shown in FIG. 48.

The external memory communication interface unit 361

: _is an interface used for input and output of data with the

25

_ external'memory 307.

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data

through the external memory communication interface unit
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"The IC €

The busi nesses 3151 to 315 _3 or a part requested by

t hese busi nesses produce application prograns AP 1, AP
2, and AP -3 for those businesses to perform
processing for 15 transactions using the IC card 303
on the personal conputers =386 -3162, and 3163 shown
in FIG 48. At this tinme, downl oad processing

e®@iai ned using FIG 59 is perforned. Step ST332: 20
The application prograns AP 1, AP 2, and AP -3 are

downl oa : i cat | Lts 317 1

3172, ang SHGSYPRLLRTABMLUBRILAMAEE S8) Shiiprs data and

3162, and 3163 to e SAM chip 308. At this time, the

p%lgggg?i%ﬁgeé‘fﬁ%tﬁé%%ﬁ%g FIG 56 25 is perforned. -

131 Step ST333: The user is issued the |IC card 303,
g?dsgegagﬁo%étt RE&4keforasotatai vaedsEdrf the

transactions with a business which the user has

cPRPrassdng bywithke CREt 865hat t he contract between the

user and a business .nmay be concluded after issuance

of the Thecard 368 &heeughs bﬁeibﬁkeﬁﬁsbeBQQthanﬁh&@n§
ST334: 10 For exanple, when a user desires to use the

PEkEEARL 0f WD aheap§Q§caeiaﬁg9§§g££@b§e£1¥§ fsﬁ&eipéré;@gw%ased

the Internet 310 to purchase a product, t

304 é Bf‘ggétgrﬂiggﬁiﬂ'g@rm (program' of the present inventiocn)

in the form of tasks etc.

The CPU 365,Afor example, executes a download task
365a for performing processing for downloading program
modules'through the Internet 310.

Next, the download operation of program modules by
thg download task 365a of the CPU 365 will be exblained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 _AP1 downloads
program modules of the application program AB_l_showh in
FIG. 49 and FIG. 57.

Step.STBOI:

The persf:nal computer 31'6_1 shown in FIG. 48 tranSmi'ﬁs
a download request designating.the module néme of each
program module to be downloaded gom?rising the application

program AP_1 through the authentication unit 317_1, Internet
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request through the Internet 310, to the ASP server
306. When the ASP server 306 receives a processing
request 15 fromthe server 302, it accesses the
personal conputer 305 through the Internet 310.

Furt her, the processing requés? for the IC card 303
i ssued by the card reader/witer 304 is sent through

t 520 PeASPNALr6QPPYHE! 303, 1ER! 818803t |
Servor 306 T the Al TR T5BgS gz%"s%g% & e a0s.

SAM chi L b, accordance with the processing
re‘questQ‘?‘éeg%2%'1\"/:%3‘?(;1:;2 at step ST334, selects an application
programby the settl|enment processing_routine-task and
Exoout e M LA lcat ERCREAPREASR G it 52ar O5Fhg Bpocessing
ST336: - 132 The SAM chip 308 outputs the result of
exetht 3oh_bfoft Hee appthenticatpengunitt 317 hk, ASP shown in
server 306. As expl ai ned above, according to the :
cobhGrurb catdranrystys tthies SAH, Ibyat helsi Menit eating) thel hatual
3171, 3172, and 3173 hol ding the access master key
it eHemRti ot idn hAStaH! BeP! i 861t 1Gh LKBI¥S §eh8iR8e the
the access master key information KM the :
HAORI | LRI W0 L R POl B Sl Do ORESS MBSLEr Key

pl al ned above,

information KS, and, as € " performnng

proces'égkiég wnl oadi ng a program nodule to 10 the
. externa 7, it becones possible to downl oad

a program nodul es in accordance with rights %iven in
accor damteemittuplidethen tigr bien anditcRH2 shovih the Frasessing

49. Therefore, it is possible to prevent an ‘
wrEit 39l dedfpbheyauthentication unit 317 1 performs mutual

authentication with the download task 365a of the CPU 365
of the SAM chip 368 using the mutual authentication key
informatioﬁ K2 generated at step ST302.

Step ST304: |

Wﬁeh the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed, the unit proceeds

.. to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353 1 of the processing
unit 351 1 of the authentication unit 317 _1 shown in FIG.
50, aé shown in~FIG. 52, encrypts the SAM ID as pléin text
using the access master key information KA to generate the
dowaoad key informatiﬁn K DA.

Step ST306:
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open, tTHe

fromillicitly exchanging or tanpering with program

nmodul es 15 to be executed by the ' SAM chi p 308.

Further, according to the comunication system 301,

as explained earlier, the authentication units 3171,

3174, and 3175 store informabtBon in a secure state in

the storage units 3501 3504, and 3505 When such a

unit is_des 0 an external ctoor or forced
S AP SR (UL A5 ek 557 tPRg downLoad

stored information in the storage units 3501, 3504,

aeely 3butorgatigpat EdgDATHeperaked ak| pEpp SU3B5otot generate

key information used for downl oading to the SAM chip

3tBe cdowhtoadosilgdatu2é Eufbheatiancording to the

communi cation system 301, 133 when the SAM chi p 308

oper at estap pstis@y ity of application programs, since

data transfer or view ng of data and codes between

appl i Cafﬁé’”d&&%ﬂé%\z/ﬁgpkéf%%iﬁé%&ﬁt bysihe £LLGUALES the

FW1, FwW?2 Icit”interference or |
th th f t .
T, SLime perS 1 BEProar ol SragParedityeter rsos to

prevented. Further, it is p055|ble to enhance the

sthe 38M oFhip P08 ppl i cati on program Furt her,

according to the conmuni cation system 301, by
confi guitery BIMB application programby a plurality of
to program nodules, it is possible to dowload to the

ext er nathd RSNl o HaskoBEGEAGETER| €BU 888 Sf filet BaM, chip
according to the conmmuni cati on system 301, by

eit?é)él%'w%glﬁ*ﬁd” h'as&@%Ied&%ﬁ%a&@igﬂﬁf@bbemhiequon
for operation of the I1C card 303 in addition to

Licey l:l.nfomatlon K _DVA shown in FIG. 57 to judge the legitimacy
of the download signature information received at step STBO'] .
At this time, the download task 365a judges if the

download request has been made at the AP layer based on the

"module names received at step ST301 and specifies the

‘download signatﬁre'verification key information K DVA.

Step ST309:

If it is judged at step QTSOB that the doﬁnload
signature information is legitimate, the iask piocéeds to
the processing of'step ST310, while if not, it'ends the
processing;

Step ST310:

The download task 365a of the CPU 365 of £he SAM chip
308 shown in FIG. 58 specifies the address in the external

memoxry 307 correspondi-ng_ to a module name designated at step
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15 scranbling and storing it in the external nenory

307, it is possible to inprove the security |evel of

the key information. Further, according to the

Internet 301, the application program can execute
encryption and decryption _20,gthen accessing codes by

the bus scranble function, so it is possible to

prevent an_ application programstored in the externa
PRy PBOA W g fbeniednle sanageneatydatact30 apHidewnloads
processing of the SAMchip 308 is halted. FIG 61 is a
fuecprogabmirxhodul ¢ irgretinnesh fmbmot e iper sdhadpeompiztak| 316 1
the function bl ocks of the SAM chip 308 shown - 134

it et SpedSESdDMudiedd Gn Ghe tdiEtSAM I hidin 3E7.
connected through an internal bus 390 to the ASPS

COMMUNKGAL] Whad Witk 450 Wide A0 UL AP

comuni cation Interface 5 unit 361 e unit

2, .encryption/decryption it 65, stqra uni
S LBy S FOTHESAR i B Sh e gyer and
61, for exanple as shown in FIG 62, it is also - :
gosshhandderodA¥er FRevEdy 7% A7 £o3shecsnkreral nepmery
the internal bus 390 to an RF 10
B8 pEitottera @AYsi dhaidawrdgmd key dafsfrnafsi@/W_DM is
chip 308 and transfer data with the IF card 303 by a

enedaitzel bg e Foulth heUgkp P med eiiag3PPa. &4 .t UeiRkg this,
‘reception/transm ssion wunit 392. The present

RV QOB TF0 10t Hd L dad (iM% i PRl@IdiPds

enbodi irent .
generated. Furthexr, at step ST308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to vérify.the download Signature
information.

Further, when the software developer 315_SUP downloacis
a program module of the 0S5 layer shown in FIG. 49 to the
external memory 307, at steé ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the

SAM chip 308, the downloéd_signature verification key

information K__DVS shown in FIG. 57 is used to verify the

- download signéture information,

Note that the software developers 315 MID and 315 SUP
can use thé access master-key information KA to download

the program module of the AP layer to the external memory
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For exanple, in the above expl ai ned enbodi nent, the
case of downl oadi ng program nodul es fromthe persona
conputers 3161 to 3165 through the SAM chip 308 to the
external menory 307 was illustrated, but the present
20 invention can simlarly_bgzgpplied using the
function of the above expl ai ned downl oad task 365a
even when downl oadi ng program nodul es fromthe
Tonal conputers 3161 to 3165 to a storage unit 364

in the SAM chip 308. Further, in the above expl ai ned
enbodi Mamtthathe Yosesolbvafe plovelopegr t3i5_SUP can use the
aut henticatioen units 3171 to 3175 for - 135 the

| & 6 1€ tmaslib 18 e iy & niF B AR b nC RAPAK @ K28 1Dl db@n3bl8 program
side was illustrated, but as shown in FIG 63, it is
%&ﬁﬂuf@éﬁBéNEhelﬂi h@%!ﬁgnaﬂgraﬂé téﬂaﬁﬂdwéxuﬂhhaﬁé¥7iayer
to 3175 in the SAM chip 308 and "al I ow access to the

uthgntication pnits 317 0 3175 to the correspondi ng
N B Bk Madiast F07 5105 i1 n Enbodi Rt The
present_enbodi_ment is an, enbodi nent corresponding to -
t he 17t¥P%nd %W%ﬁ’é‘%ff‘?%eﬁimﬁﬁ%ﬁmld‘ﬁ@ Be IC
is a view of -the overall configuration of the .
cardi N G3ithy nthy scempudicatiomesys bee N3O bndocivmein . FIG. 4
shown in FIG 64, the comunication system 401 uses
thicl Is ey esxpl@inddt. card 403, card reader/witer 404,
personal conputer 405, ASP (application service

provi defpg S@OVEE o Qf ewl Por Ah BLLAY g &MY beBELAA operation
nmodul €) unit 409, personal conputers 4161, 416 _2, and

B -the WA NG SR LI 361 Y dwn in FIc. 48.

Step ST331:

The businesses 315 1 to _315_3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP _3 for those businesses to pe::.‘form processing for
;transac;tibns using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At thils time, download’.proéessing ekplained using _FIG.
59 is perfox'med.

S;ep ST332:

The application programs AP 1, AP 2, and AP 3 are

: ,_dowﬁloade‘d through the authentication units 317 1, 31'7_2.,',

and 317 3 ﬁrom the personal computers 316_1, 31‘6_2 , and 316_3
to the SAaM chip 308.
At this time, the prorcessrj'.ng expla'ined using FIG. 56

is performed.
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4172, and 4173 to communi cate through the Internet 410
and perform settl enment processing or other processing

for a procedure using the IC card 403. 20 The SAM

unit 409 has an external nenory 407 and SAM chip 408.

The SAM chip 408 has a sofiwye configuration shown

in FIG. 65. As shown in FIG 65, the SAM chip 408 has,
from botton1|ayer toward a top | ayer, an HW
(hardwéFSP BEFS3: .25 OS layer, |ower handler |ayer

hi gher handl er Iayer, and 136 AP |layer. The | ower

handl effheapser Aisl idesteal dihevdC lcayetr 303Here, the AP

| ayer includes application prograns AP_1, AP 2, and

AP -3 gakl TiNgapdoGedU @D ricdy thee kefy i drmaddlch WHEH for
by credit card conpani es or other businesses 4151,
%sacﬁ:'l%n%lsu%hsQOMSELﬂeEEthQéh Lﬁet@&éﬁ;Aéy&S tracted
the application prograns A 2, and AP - cF ﬂ
hi.gher handl er |ayer are prOV|ded bet ween then1mnth
?ﬁremalls FW 10 The SAM chip 408 is connected through

a bus 419 u5|ng a SCSI port, the Ethernet, etc.

the AsHoger that e chREramipbetien Hop JasT Gk Rsiness

-through the Internet 410 to a plurality of ternna
- myabgt goasludedydEtgraipsnsprgl cfcthpui€rcaod 393t verough

end user and personal conputers 4161, 15 4162, and
4he3 Iafterve thBditnexses 4151, 4152, and 4153. The
personal conputer 405, for exanple, is connected

“througBtapsemri3glg:port or USB port to a Dunb type card

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Interxnet

310 to purchase a product, the server 302 issﬁes a processing

" request throﬁgh the Internet 310 to the ASP server 306.

When the ASP servér 306 receives a processing request
from ﬁhe server 302, it accesses the personal computer 305.
through the Internet 310. Further, the processing‘ request
for the IC card 303 issued' by i:htla card reader/writer 304

is sent through the 'pérsonél -computer 305, Internet 310,

- and ASP server 306 to the SAM chip 308,

Step ST335:
The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application

program by the ‘settlement processing routine task and

‘executes the selected applicaltion program.

Step ST336:
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- through the duthentication units

reader/witer 404. The card reader/witer 404 realizes
for exanple wireless communication corresponding to
the physical 20 level with the IC card 403.
Operational commands to the 1 C card 403 and response
packets fromthe |1 C card 403 5 e generated and

anal yzed at the SAMunit 409 side Therefore, the

card r er rsonal ut r 4 and ASP
server %6 Jpﬂ é’}‘ﬂé’ségézg °d‘15:te"tei5’“tl°“ of
store the conmmands or response 137 content I n data

FAR eRplgaations REegTas 4P thhe iR sepwar e not

i nvolved in encryption or decryption of data,

aut hendisc expdaingdd abblver, acicwaldiogetat ithies damnfureldaion
card 403. 5 The busi nesses 4151, 4152, and 4153 use

iy el 013! byt MR tRIthhlfiba tdikih hnidnd 363 f 317 2, and
produce the application prograns AP_ 1 AP ZT and AP-3

3G FOWY1RG o NP UL mARR qeatl,} KA, the
71 417 2, and

417,33 throygh the .SA [ 8,.to reaSS| ned

Spbpaniahien BRartu o R il MG A epfter xey

tinme, since the businesses 4151, 4152 and 4153 have

Ad Eogmatiion Wt h s prudthenti qatdan d’i"éd-'e%‘rea% hqolding the

external nenory 407 where the application prograns AP

- accapsymagtgrAkey3infnrpationnk8adand aras g etned above,

advance 15 and whether one has the right to downl oad

perfochings pabage s imige & orS dosinlidaet rgy o lpardgifdne iqdule to
408. Further, the transfer and view ng of data anong

the emlrhgqt nRMoROB0FNE AP LbcoftRs? pAM AR T A fownload .

restricted

a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging or ‘tampering with program modules
to be executed by the SAM chip 308.

Furi:her, écc:or'ding-to the communication system 301,

as explained earlier, the authentication units 3171, 317 4,

and 317_5 store information in a secure state in the storage

units 350 1, 350_4,- and 350_5. When such a unit- is destroyed
by an external factor or f_o_réed open, this is detected by
a detectin:n unit and the stored inﬁd.rmation in the storage
units 350 1, 350_4, and 350_5 is deleted. Therefore; illicit

use of the key information used for downloading to the SAM

chip 308 can be avoided.

: Furthef:, according to the communication system 301,

L
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by the firewalls FW 20 Wien downl oadi ng t he

application prograns AP 1, AP 2, and AP -3 to the SAM
chip 408, the authentication units 4171, 4172, and

4173, as explained |ater, perform nutual

aut hentication with the SAM ¢hgp-408, produce the

downl oad signature verification key information, etc.

25 Next, the SAM unit 409 shown in FIG 64 will be -

10 'k‘b? SN ChIP (308 PPeTakes  APINERDLFY107 mPEligetion
is a view for explaining the storage areas of the

XY IFRINS neRrge Jbta Axcagtafer ior Mi@wisy dfheattomnge codes
areas of the external nenory 407 include an AP '

Setwspen apgd 4205 & brolgaamsyikhtes 6ppEteathY L HY Fgkawalls

AP -1 of the business 4151, an AP storage area 4202

e B! @ hhe PP | Gatiien i AYEIRLABnEeO tt!?ﬁn pering with

bu3| ness 415 2, am AP storage area 420 3 for stori ng

Iy h 41

(O YEdpRbLEH 98 2100 g%"%?%‘gﬁéi‘g% 248 B7°gngtnd
of the SAM Chl 408. The application gram .
alg’s P Pﬁ°€ﬁé‘mA%’%?’ srpRvenFed- Spther 'cﬁﬁ-p‘r"r pggsible

of a plurality of program nodules. 15 Access to the
AP [TdianRe e SPTHesy eRstaslet zppbjcahitonfpregnam. FW
1. The application programAR -2 stored in the AP

st or ag@uriheer 4 2@:cd1idingpnpy i tded admmumpl entlon yspétem 301,

program modul es. Access to the AP storage area 4202
iy rasifiiddichdYeddte application program by a plurality of

program modules, it is possible to downlocad to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting tﬁé highly confidential key information used
for operation of the IC lcard 303 in A_addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further , accérdihg to the Interx_aet 301, the
applicatidn program can ‘execute encryption and decryption
when accessing codes by the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 from i:eing_‘ illicitly analyzed etc'.l. while
process.ing of thé SAM chip 308 is halted.

FIG. 61 is a functional block d:i.agra;u showinglmore

specifically the function bquks of the SAM chip 308 shown
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20 firewall FW2. The application programAP -3 stored
in the AP storage area 4203 is conprised of a
plurality of, program nodules.. Access to the A’
storage area 4203 is restricted by the firewall FW3.
25 In the present enbodi menty34he above program nodul e
139 is the mninmumunit do ?oaded for exanple from
the outside of the SAMunit 409 to the externa

ROty 4678 - The nunber of the program modul es forning
each application programcan be freely determ ned by
t he coysesghanol ngn HIS .nedls, thedBAMerhig B0&pE | caineanted
progranms AP 1, AP 2, and AP-3 are, for exanple,

RIS &Y 1] Nass esodtled , tid FKsps adétd@idation
usi ng the personal conputers 4161, 4162, and 4163

%hwkf a[bé: luﬁ:. t6§ 66" de:@é ¢ cg%gﬂgnattﬂ%nsﬂyherf ace

I'p 408 to the exferna rrem)ry 4 10 Access

t he ,AP t 421 ||
R ¢ B TP B Rl € 80 Bp ke Rp PZWsFF?rpﬁzfn unit
Notethat the firewalls FW1,, FW2, FW3,- and FW4 -

A% e SHATRID WHet 13¢bnand GRU 6% in FIG 65. 15

The AP managenent storage area 421 stores the nodul e
managefantthga SAMI 2hiphdi8 shoRnGincEIGHefd, fhr ARample as
managenent data 421 is. used by the SAM chip 408 for
Eheagi Nith SWTUEDN K idealyy pasdiie EOgEdaitec®Ptie card
AP 2, and AP 3. 20 In the present enbodinent, the

Qgﬁ“dﬁﬂﬂ‘yblfadﬂﬂéﬁﬁhd to the internal bus 390 to an. RF
réception_/ transmission unit 392 cn__:ts_ide of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
throug‘h an antenna 392a of the RF reception/transmission
uni£ 392.

The present invention is not iiﬁited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

- computers 316 1 to 316 5 through the SAM chip 308 to the

~external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the functior; Qf
the a.bé:ver explained download task 365a even when downloading
prdgram modules from the personai computers 316 1 to 316 5
ﬁé a sij.ora'ge unit 364 in the SAM chip 308.

Further,. in the above _explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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AP-1, AP_2, and AP-3 and AP nmanagenent data 421 stored

in the external nmenory 407 are, as explained |ater,
scranbled by the bus scranble unit 461 in the SAM

chip .408 using the scranble key K. \Wen read into

the SAM chip 408, they are- g3sdescranbl ed using the
scranble key K. - 140 SAM Chip 408 FIG 67 is a
functjonal bl ock di agram of the SAM chi 408 shown ‘in
Frie Batemmet i 2% wres P%l??%%-w'eg% 3b8_hatoadle 6
ASPS 5 comunication interface unit 460, bus scranble .
ufide 4as iklymbraked privebsas nshewmtidePIG. 63, it is also
aut henti cati on processing unit 463, '

gres il 1@ /ol @aoyfiideo thunah tKédt i A bi againitd 3465,1 tangl17 5
CPU 466. The SAM chip 408 is a tanper-resistant -
nodue skl Harie Joee a6QUa486wcackesRoRdSthed hliehdAtecation
processing circuit of the present invention, while the

P#%J?% rBZir:fb Ileto L§!H . é Q:% Eﬂ% TCBOS&&O orIcli)inr%j Eeg%to%a_l computexrs

output circurt of the present tion.
E r, -t M chip 408 corresponds to the 15
séélr*ﬁggn'iﬂjcﬁ?— ircuit of the present invention, while
the external nmenory 407 corresponds to the
seni coddifdihEnbadimanteircuit of the present
i nvention. The ASPS conmuni cation interface unit 460
i s an Thet preaestuselbodtmentpid aandmbotipmensdf cdatasponding
with the ASP 20 server 406 shown in FIG 64. The bus
I aHY & tart 1 e Bl SstSlad @ d1e DEnvanéien.

FIG. 64 ,i-s.a view of the overall coﬁfigu_ration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the sexrver 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM {secure application module) unit 409, personal computers
416_1, 416 2, and 416_3, and authentication units 417 1,
417_2, and 417_3 to communicate through thé Internet 410
and perform seﬁtlement processing or other proceésing for
a prpcédure using the IC card 403,

The SAM unit 409 has an external- memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chip;-408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0S layer, lower handler layer, higher handler layer, and
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in the external nenory 407 and descranbl es data read

from the external nmenory 407. That is, the external
menory 407 stores data in a 25 scranbled state. 141

The processing of the bus scranble unit 461 will be
explained in detail |ater.. g si gnature processing

unit 462, as explained |later, produces a signature

and verifies a signature when 5 downl oadi ng an

AFp AT -on program through the Internet 410 and when
executing an application program The authentication-

pr oces Jiheg logwer 1@ dderedplyeimdacliugies apahfiorars layer.

mut ual aut hentication with the other party when

downl o&direg the Al bgaki Dichidgs appliceitglerd peograms AP 1,
Internet 10 410 to the external nenory 407. The -
QIFC 12 Pt /22 & YU A 191 i idr SRR YRS Y &8 N¢he IC card
dectrypts encrypted data. The storage unit 465 for

A R B S5k,

app)ication_prograns AP 1 AP 2, and AP -3 whil.e
56’6'{9591% tsr\'g”ﬁkt’é’r i€ ry 407 through the bus

'scranble unit 461 and perfornms vari ous processing

cor r espanthagh®? dayrr sdiha appliratieonsprrgnrpsiBe_1, BP_2,
Next, the processing of the bus scranble unit 461 wi ||
adeAP & ned thedbigher hiebhdiéhalayen ahe previded between
enbodi nent, the case of use
them with firewalls FW.

The SAM chip 408 is connected.through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of the end user and personal computérs 416 1,

416_2, and 416_3 of the businesses 415 1, 415 2, and 415_3.

The personal computer 405, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

- example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403-and response

packets from the IC card 403 are generated and analyzed at

the SAM unit 409 side. Therefore, the card reade:/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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of the bus scranble unit 461 when accessing the
external nenory 407 is illustrated, but the bus
scranbl e unit 461 25 can also be applied in the case
of inputting and outputting 142 data wth the outside
by another SAM chip 408 thropgh an I/0O bus etc.. The
bus scranble unit 461 encrypts the data input from
the CPU 466 using a predeterm ned scranble key K, then
veneRnt in (dp by prYiead rontitons and xsxlay nthe neamey They
407. Further, the bus scranble unit 461 decrypts the
cetea noeathvdilved) hin hendagp diléh foondddweypied naf data,
menory 407 using the scranble key K and outputs it to

ther Kt Abbe i ¢\ RS DHARBC At 1ThP 2R KRl 8 BhaCkc card
| ength of the encryption algorithmused by the bus

nble unit 461 is made Nc, while the data bus
w dth of the bus 419 is made No. In the follow ng

exanpl consi.der the se re Nc | ol e

i 1§ pibe PRSiSh it IR R, Sk daB_Y Kaenpersonal
15 Note that the address space of the CPU 466 (address . .-
S e sAlGc i pth6s? RE_Adte RreWes fhgsapphheation
the bus scranble unit 461 accesses the externa
eragnan) AP (herAR af tard AR B ragikrdathiaadisthdproduced
*external nenory address space") differ due to the
ap 1tii it iafn pabygkimanthsaighrieheng: thkdh €icd ttomadaiessd17 1,
Therefore, the bus scranble unit 461, as shown in FIG

@3,7 SONVRId 1N RARARHRUALRM iy T4 {0 L84 ¢bned
(first address of the present 1nvention) to an
%q:%rr e M;Mea Dr\::.no'fthe external memory 407.

At this time, since the businesses 415 1, 415 2, and
415_3 have no relation with each other, the storage areas
in the external mémory 407 where the application érbgrams
AP 1, AP 2, and AP_3 can be downloaded are decided in advance
“and whether one has the right to download to such a storage
area is verified-by the SAM chip 408.

Further, the ﬁransfer and v’:i..ev;ing of dat:.a' amomj the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW. -

When downloading thg applicatioﬁ programs AP 1, AP_Z P
and AP_3 to the SAM chip 408, the authenticatidn units 417 1,
417 2, and 417_'3, as explaine.dr later, perform multual
authentication with the SAM chip -408, produce the download
signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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the external nenory address space (second address of
the 25 present invention) using a predefined map f-
(address 143 conversion algorithn). The bus scranbl e
unit 461 uses the address MEM ADR to access the
external nenory 407. This mepzd,-for exanple, as shown
in FIG 69, is defined only when the address al

which js an address CPU ADR, is 5 "al nod Nc/ Nb=0".
Pt i dRfRess a2, the external menory 407 is
accessed by f (a2-(a2 nod Nc/ Nb)). Here, "x nod y" is
t he rerfittaryalaMemoxyi VAQ#i ng x by Y That is, the bus
scranbl e unit 461 reads and wites 10 data with the
ext er NHIGEME Y AQ viewl HdrS edfp Uit iSRC HY istorddddeeas
l ength Nc. Here, when Nc/Nb=n and the snmallest whole

ihafe Ax tdkd1 Moty 4¢y, the bus scranble unit 461
perfornms transactions accessing the external nenory

407 thr %%0%61&55'%‘5 élgtﬁga;g i’? t rel'g.sp %tf the external
transactlons of the presént |nven |n ami tsoot - m
nunber of r.an actlons uratlo g ) -
a5 & Uhitpe é‘iije = e ‘T’sa AR it R@\-I:l P§cRtoring the
di agram of the bus scranble unit 461. 20 As shown in
AReligrtionrPregrse il efuthe bagingss 44h_tn@y PP phorage
unit 431, decryption unit 432, address nmanagenent

avda 423 Zdeanisteriey thaagepbitatnoh @ddgraarAPy2 of the
processing unit 435, pipeline processing control unit

4365i nady kderi‘_@r Yarft 3B AL AN Hr@la Umd_SAf%r storing the

application program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420_1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
ar.:ea 420_2 is comprised- of a plurality of program modules.-
Access to the AP storage area 420 2 is restricted by the
:Eirewall FW 2.

The application program AP_3 stored in the AP storage
area 420 3 is comprised of a plurality c.\f‘ program modules .
Access to the AP storage area 420 3 is restricted by the
firewall FW_3 ..

In the present embodiinent, the above program module




10

15

20

25

25 1 .The encryption unit 431 encrypts data i nput from
the - 144 CPU 466 using a predeterm ned scranbl e key
K.- The decryption unit 432 decrypts data read fromthe
external menory 407 using the predeterm ned: scranble
key K. The address managenenizdainit 433 converts the

“address CPU ADR input fromthe CPU 466 to the address

MEM ADR expl ai ned, above._ The scranbl e key nmanagenent .
Ut tFEER B RARETeUnt hedowriopdpd faK) exampde Arophkhe outside
encryption unit 431 and decryption 10 unit 432 and

K ts BARM)undie 408htosthanbkteknsl Knefhey p4@7t yThe number
processing unit 435 adds parity data to the data to

bef whid pepgiramt edeké €rifmdmirefieaehidppaidatebinl pe6gram can
the parity data added to data read fromthe externa

AT oo AP e Lrmited KL HHIE dUrQCESG Il P B £ n bk t
436 divides the processing of the bus scranble unit

461 i nigg g plur t@hét%pl (AL PLBITHAUE 0 S AdD, ana ar 3

system so that peElTné  processing I-s perforne
in unigs of stages. The rg nmepory 437 1S us for :
R A ST 10 PREUS6SB Y oEPa AP ELE AR £oR AL S The 415 2,
control_ unit 438 conprehensively controls the

Frst &ty wiinth &hey Pergontdl caputessl 416y% + £16_2, and
Qperation to External Menory 407] FIG 71 is a view

fAdre_eX mteivwmi g tHIE .ofdr atndoare ddwnladsidsl tleongtbl the SAM
unit 461 when the CPU 466 shown in FIG 67 wites :
chip 408 to the external memory 407.

Access to the AP management storage area 421a is |
allowed only by the manager of the SAM chip 408 by the firewall
FW 4.

Note that the firewalls FW 1, FW_ 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP_2, and AP 3.

In the present embodiment, the application programs
AP 1, AP 2, and AP_3 and AP management data 421 stored in

the external memory 407 é.re, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip 408 using the

scramble key K. When read into the SAM chip 408, they arxe

descrambled using the scramble key K.
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145 - data in the external nenory 407. FIG 72 is a
flow chart for explaining the operation shown in FIG
71. Step ST401: 5 The CPU 466 outputs to the bus
scranble unit 461 the data DATA to be witten, that
is, "d32", and the address iGRU-ADR, that is, "a3".
That data "d32" is witten in the work nenory 437
shown in FIG 70 of the bus scranble unit 461. 10
Step SPAMChiR.AO8:>ND, the address nmanagement unit
433 shown in FIG 70 uses the address "a3" to find
the mafFiIfs.( &3- {832 MhciNgnalhpPlock Hiagirem chethapSAM chip
(a3-1) and uses that map f (a3-1) as the address MMV

MR afhdwie iextFoenalégrenory address space. 15 Step

ST403: The control unit 438 shown in FIG 70 uses the
addr esas MEMWADRAf Fi@3- b7, 0RhLal Rag @hlﬁtQ@BsﬁégzaBQASPS

r ead fromthe ext er nal rrem)ry 407 the encrypted data
nd. Wi e is.inth r
F595sg etbn iser 0% St 60 Butel S IR e,

FI.G 70 decr pts the data b read from
IR SEIP% élnld'e t é“‘t‘i&‘%’é‘dt‘%%"& PEAgessing

X2}. Further, the parity processing unit 435 uses the
it §6dat enarRbL eR/ dearvRtion 2mif 464, estoxagexgnit 465,

- for parity processing, then wites the - 146

and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the 5us écramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 correspdnds to the
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage .

‘circuit of the present invention.

The ASPS communication interface unit 460 is an
interface used for input and output of data with tﬁe ASP
server 406.shown in FIG. 64.

The bus scramble unit 461 scrémbles dai';a to be written
in the external memory 407 and desérambles data read from
the external memory 407.

That is, the external memorf 40f stores data in a

scrambled state.
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- Sy Fhen exppubing At ApRt

data bl ock {X1, X2} again in the work nenory 437.

Step ST405: The control unit 438 rewites the "X2"

corresponding to the address "a3" in the data bl ock

{X1, X2} corresponding 5 to the address read fromthe

wor k menory 437 and al ready dgcrypted to the wite

data "d32" to generate the data block {X1, d32} and

wites this in the work nenory 437. Step ST406: The

pari t y o @eesasfing e dheybys sceamble yaditt 61y rill be

data of the data bl ock {X1, d32}. Step ST407: The.

engrhaitnegh unidetA3ill dredrepapt s t he data bl ock {X1, d32}

read fromthe work nmenory 437 using the scranble key

Ki 15 3mepsSJ4l8urdiardadiditlg unit 468, ws érplibfeddlfter,

bl ock {X1, d32} at the address MEM ADR f (a3-1) of
oA nals 'q-’x{@t[dé:e“%xd angk WidLS RaGrat a«hen

generat ed at s ST406 in a predetermned area of -
t xternal renpry e nt %5 |%
AR ATRRPY AR CaoR bl el FRR E R ) 410
IS "a3 1" bef ore, encryptin data bl ock at step .
g&”‘t‘ﬁ’é‘ FHETW-ock X1 by

the wite data, then encrypts it-and wites it in the
ext er nmhmmmratzsnmom%hm uniti 463053 Isxpkagned
reduce the nunber of - 147 steps in the case of
Wal el @relr il e siusd. additesgesation with the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

-neéessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP_2, and AP_3 while acces_sif.g the external memory 407
through the bus scramble unit 461 and performs various.
.proce-ssing corresponding to _the services of the SAM chip
408. |

Next, the processing of the bus scramble unit 461 will

~ be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the ext_ernallr
memory 407 is illustrated, but the bus scra.t_hble unit 461

can also be applied in the case of inputting and outputting
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Further, even when witing data of a data |length Nb
in the external nenory 407, the control unit 438, for
exanpl e, pads data by the data of (Nc-Nb) to obtain
data of the data 5 length Nc, then encrypts it and
wites it in the external - mggmry 407. That is, a
storage area of a data length Nc in the externa

nmory 407 is assigned even tQ data of a data |ength

1t3 74 B St I Bde i angihayy A chaing 408 thropgh an
view for explaining a read operation from the
ShQ@ s eftory 407 to the bus scranble unit 461.
FIG 74 is a flow chart for explaining that read
oper at ihre bhs Stepmisld WihitThe1GERhEAHStO WHHIHa Ha0ihpat from
bus scranble unit 461 the - address CPU-ADR "a3l' to
had 808 460MsiTER ﬁw&eﬁﬂi‘%{éd\@am@m%éﬁ%ﬁ%ﬁen writes
managenment unit 433 shown in 20 FIG 70, uses the

88 udts tHd i t f 3 3.mod _ Nc b)),

?hqg utfi’ﬁ etﬁrtraa pgl.*sp ?4&?_1 %nme e(sa:erri(araﬁlatmemor 0'}\|

at 1s, and uses nap a3-1)

as the_address M ADR of the.externa pory address :
space.F%f Srar3® gSTﬁgrfﬁhﬂﬁﬁgngﬁo%ﬁif%ﬁ?%&gt%7ﬁhe data

uses the address MEM ADR - 148 f (a3-1) obtained at _
feasl Shagnrghothedgus Hel @ fdoppitde exseranh| semotynt 407 using
bl ock e ({d31, d32}) fromthe external

the scramble key K and outputs it to the CPU 466.

[Address Space]

The encryption block 1ength of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb). |

Note that the address space of the CPU 466 (address
space in SAM chip 408) and thg address space used when the
bus scramble ugit 461 accesses the external memory 40?
(hereinaf ter also referred to as the "external memory adﬂress
space") differ due to the addition of parity and scrambling

of the address.

Therefore, the bus scramble unit 461, as shown in FIG.

68, converts an address CPU_ADR input from the CPU 466. (first
address of the present invention) to an address MEM ADR of
the external memory address space {second address of the

present invention) using a predefined map £ -(address
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menory 407 and wites this in the work nenory 437. -
Step ST414: 5 The decryption unit 432 shown in FIG 70
decrypts the data block e ({d31, d32}) read fromthe
work menory 437 to generate {d31, d32). Further, the
parity processing unit 435 4yses the parity data added

to the data block e ({d31, d32}) for parity

processing, then wites the data block {d31, 10 d32}
SRRV Th e haand thanor Thes pussisaragbjes umite 46dnyssis the
unit 438 fetches the data "d32" corresponding to the
Geldriss 'MEM ADR tHre agatess shltdek epddinnad3 demoasd 4070m

the work nenory 437 and al ready decrypted 15 and

out put ghtikemsp e, Eertidiandild 488 sHh inSFId! 6fEt $hefefined
the "(a3 nmod Nc/ Nb) +1" th data in the data bl ock

%‘?ﬁgpngflféﬁ Sid a%gsé%%a%qe‘&ﬁa@ch [sNANGO SRV Cpy, ADR, is

Scr e Rey] T ey managenent unit

hqwn i I _2Q, 7Q, manages .a scr | e key used in

T Bl o5 B oA e et iR 2 452 eternal
follows. The scranble key managenent unit 434 may use -
BT, 40t AP TTHSas By Tadchbesi@ s mochdicdx bl
menmory 407. Therefore, it is necessary to hold a

pl ur al Heyeof "scmadbiy® 25 ey sremmndxanftenfditieding x by
method for this is shown below - 149 The scranble
key managenent unit 434, as shown in FIG 75, stores a
plurality of scramble keys K1, K2, and K3. It

f;viet gggﬁatthgsﬁexhussqsage%ﬂlwa LRikthasaddegas EhAMurites

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when N¢/Nb=n and_the smallest whole number of
n or ﬁore is m, the bus scramble unit 461 performs
fransactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the preéent
invention) in units of m number of transactions.

[Configuréfion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit. 461.

.As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
managementunit433,scramblekeynmnagementunit434,parity

processing unit 435, pipeline processing control unit 436,

work memory 437, and control unit 438.

- The encryption unit 431 encryﬁts data ihput from the
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466 and outputs the sane to the encryption unit 431
and 5 decryption unit 432. Specifically, when

accessing the address "al", it uses the scranble key
K1, when accessing the address "a2", it wuses the
scranbl e key K2, and when acggssing the address "a3",
it uses the scranble key K3. Further, as shown in

FIG 76, the conputation circuit 434a in the scranble
KBY fffagisierg amnedsSemariegt merapbdeeksiynd .usi ng t he
key Ks formng the class and the address input from

t he CPUhé6 @eangpiiiignl uh itth @ 3Q0 HRGErFpiten da®aukeada Fridie the
scranble key Kto the encryption unit 431 and 15

BRI SHH A 10 ndiitirlyy 4323 G Wt detd iR Y o d#%%ﬁ
encryption or 3%cryp€%%¥?g.of a padé?%b adg#ggi nu %ﬁ key
hy Ks, finding the exclusive OR (XOR), or other

conput ation. Further, the bus scranble unit 461 nmay

hol d the 20 scranbl e keys at a predeterm ned | ocation

of the 'Bfs2gdfgesenparashmeet Wbt 433V ehdits mfdress
to the address issued by the CPU 466 through that -
SFY_APR et £3om dihec £Ahd 660 4a thes address MEM ADR

transmitting the scranble key is the sane as the bus

- @xpillad nleds abovenbl er, control by a nmenory controller

25 becones necessary. The location for hol ding the

scranbirRel8@raiBys WBY RA&nagxmbBAECuhDEi 8840hafHbes0@he
of the SAM chip 408, but if outside of the chip, to

8RsULB1 L. %ﬁﬂ&iahya\?fthteh& cﬁ%@i%ﬁ a{n{}% Sﬁipa%;i glt%c{( tion

I's encrypted by a transpor ecrypte
Exlng% QEZaraElldV%LJi%tabtlge sl%l:il. cggrsartT:Plleescramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407 .

The pipeline processing control unit 436 divides the

‘pru'cessing'of the bus scramble unit 461 into a plurality

df stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

'bus scramble unit 461.

The control unit 438 comprehensively controls the

'prrocessing of the bus scramble unit .461.

‘[Write Operation to External Memory 407]
FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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5 unit 461. The bus scranble unit 461 holds the
transport key in the formof hardware or software. In
the bus scranmble unit 461, however, even if changi ng
the scranble key for each address input fromthe CPU
466, if continually accessijysa certain address, the
possibility 10 rises of the. scranbling of the address
area beln anaI zed _ by spending sonme tinme. Therefore,
t%ci"a ée#%alnd!em%mo% ant one. It is made
varlable by a techni que as shown bel ow for exanple.
The scriElfhl dX ey mmfidgenshartinfor 434,14 01wy atlpd eypeddbtion
causes the generation of a random nunber when poweri ng
WhowiheirSAMaehin 408 or the like so as to generate a
scranbl e key The scranbl e key basically need only,
be knowi é#?b bus scranbl er, so the problens of
dellvery of t ]key, synchronlzation etc. do not

arise. .20 E ' the cr nana nt unj

434 svvl'JI%‘ dﬁg?%res S #%Fe%ﬁe§ﬁﬁ§}é% f%‘f’r ‘?/ ‘a‘?:’c‘és%sl the

to the external nennr 407. In this case, :
thae H%“I@i?"f'or harke iyt |"ﬁ’&2"dataa‘dal‘§1'@a(ﬁfi¢fﬁss

the external menory 407 and the currently held key not

KET FPRakhaEisthdiad ore, for exanple, the scranble

key is updated - 151 - as showmn in FIG 77 and FI G

78. [ lFhatTdstenci3igt isrwritten!3h theWerk hemdatad393Fhown

from the CPU 466, mhile the bus scranble unit 461

RO WIS ) AIUHRS Hullscrln®Tel R6i€PYe466. 5 [2]: The

"bus scranble unit 461 accesses t he address

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
‘.Nc/ Nb)}, that is, the map £ (a3-1) and uses that map £ (a3;-1)
as the address MEM ADR of the external memory address space.

Step 5T403:

The control unit 438 shown in FIG. 70 uses the address
ﬁEM;ADR f (53—1) obtained at step,ST4027to read from the

external memory 407 the encrypted data block e ({X1, X2})

- and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the

data block e ({X1, X2}) read from the work memory 437 to

- generate the data bleock (X1, X2}. Further;rthe parity

fprocessing unit 435 uses the parity data added to the data

block e ({Xl, X2}) for parity processing, then writes the
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"f (al)" of the external nenory 407. [3]: The data "e
({dl, d2})" is read fromthe address "f (al)" of the

. external nmenory 407 to the decryption unit 432. 10

[4] : The decryption unit 432 decrypts the data "e
({dl, d2})" to generate thejgata "(dl, d2}". At this
time, the scranble key managenent unit 434 selects
the scranbl e key K1, while the decryption unit 432
pErFarhiogkciFht i %A} Lagaint e the awbrk megoxy 43%.
Further, rewiting is perfornmed by the data "d3", and
the dat3tegd3T4QR3}" is generated. .[5]: The bus
scranble unit 461 changes the scranble key fromK to

K2. Therise reditrok eyt ki asngdelk2ites ¥ALUCR2"0foti8BhSnding
val ues stored at the addresses, or values 20 generated

biYo rail QugHTREH 3 3 96018 el r red1echpi ;
[6<]): The encryptiagn unitg4%%t§n%$§/%t€s{’{ eﬁ?é\j\q#‘lg?f%??cmdlng

dag "%ds %2 " US| t he changed. scranbl ,};Zt

gengFlé e29¢ %;%af%aggff?%S&%z'%g’.‘ T”?‘T"’F’ﬁef%i tE“d"“:?e""lr"""a‘dyr
({d3, dZ%%" is,witten at the ag!dress 25 "f (al)" of
tfeCeR Erddic MBRoryitpdata 432 [Pargeeryewefeé&@ flgtafblock
Parity Processing Unit 435] Wien witing data into

t el exd32 haandresmpi fealOthis Hen pdve twoxk ecessingiIhi t

cal cul ates in advance the parity data of the data

bef or e Streqr M40 and wites that parity data 5 in

the external nmenory 461 along with the encrypted data.

Due t 0 1Y parths) prBR ¥y AniRNUFEC Yonlth QL 1B YWati ty
data of the data block (X1, d4d32}.

Step ST407:

The encryption unit 431 encrypts the data block (X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

- The contrel unit 438 writes the data block {X1, d32}
at the‘addiess MEM ADR £ (a3-1l) of the external memofy 407
and writes parity data generated at step ST406 in a
predetermined area of the external mémory 407.

Rote that the control unit 438 judges if the address
next input from the CPU 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it and writes it

in the external memory 407.

Due to this, it is possible to reduce the number of
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in the external nenory 407, data is tanpered wth,

etc., this'is detected at the tinme of readout,

whereby nore secure execution of a program becones

possi bl e. 10 Further, due to the addition of the

parity data, even if the lengfh of the plain text and
the length of the encrypted text are the sane, the
address_space of the CPU 466 and address space of the
Sk Hatn gt rsas PRI HRE rte st iy araddressef s

i s because, for exanple, when witing at the address

15 "al |IFurttheratesrend Whemtwritd gl tia of as dartiat ilesgugth Nb
the Nc portion at f (al), it is necessary to wite

tie thardtteriil memozg 40¥) thefcdiersiobnik! 488 ) for example,
somewhere in the external nenory 407. The parity data

[ n .er = Y,

B G T, S SAPRIOF By et Rka SETReYaaca
ta Jj.s .,placed i mediately. next.to the data oltaine

PR R 1 G Th e TR o L TS e S 1) (PHh G bermal

case, the bus scranble unit 461 reads the data Ile

@aMem 49m the address 'If (al) " of the external

menory 407, then reads the parity data "pl" fromthe

addr es§Fhatf isg| p sorHge aneg 25 phidataadenathe Neudn the

scranble unit 461 does not have to perform 153 any

sparirmlal akbtokgt 40NN sohBeighBdnetdie toafatacdf khdata length

_address. Further, in addition, the external nenory

48/ has secured in it in advance a storage area -
exclusively for the parity data. The parity data "pl"

is wit i n._t hat,. i t e area. In this
case, t[?gggu%rs?%r a#oq{égnu%% }@ﬂ%fi’hgéa’ to perform

processin sed on . the_parity address map fp. The
parity¥d -a%‘p’rs & YR fg’érﬁ’f FHE- UG ES d"‘?%e’(%F}‘m from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

- operation.

. Step ST411:
The CPU 466 outputs to the bus scramble unit 461 the
address CPU_ADR "a3" to be read from.
Step ST412: |
When Nc)Nb, the address m#nagement unit 433 shown in
FIG. 70_pse§ the address "a3" to find the map £ (aB—(aS‘mod
Nc/ Nb)), that is, the map £ (a3-1), and uses that map £

{a3-1) as the address MEM ADR of the external memory address

space,

Step ST413:

ThejCPU 466 shown in FIG. 67 uses the address MEM ADR
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in the external nenory 407. When the parity processing
unit 435 detects a parity 10 error, it halts the
processing of the CPU 466 etc. to prevent illicit
processi ng of the data or program Note that the
content of the parity processigng is not particularly
limted. [Pipeline Processing by Pipeline Processing

ntrol,. Unit 436 5 1n the present enbodi nent, for _ -
gﬁa{ﬂo‘&’ A a]*ccﬁﬁ%ﬁ 2 e Fopa ithe ssrandad
control unit 436, for exanple, processing of the bus

qfi dadey Hleoak v dddi31i.n1d32d ) pifmen ithe efxternal

stages and a pipeline is forned using the stages as
wentcgrys A0S anel encililes tHhd sadee thet iwd ki memoay?@37 .
external nenory 407 as seen fromthe CPU 466 to be
short egedp stRalg:i s, when not form ng a pipeline, at
| east the tinme required for processing one encryption
bl ock gl ' . , of, t ry. from
R B T L A S g

SEVPhSork, L JI092, SBLPKHRS £t U USE R 7 o

with a read_ _instruction of data of the address "all’
gevgEa ey (E3d .cP32 lapBuritherex ARg ParifynpPreeespingsmnit
requests data of a higher address continuously from
#Be adeésectde” plalrityyy dptegaddedodes theetlata bflohe ebyqd31,
scranbl e unit 461 reads in advance the data of the
dddngssor arliadPeécdbing aftrn khetaddirsaathfblad (431,

11, it is possible to elimnate the overhead of the
8R241YBHh9A in the work memory 437.

Step ST415:

The control unit 438 fetches the.data vd32n
'corresponding to the CPU_ADﬁ va3n in'the-aata block {d3i,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466. |

That is, it fetches the " (a3 mod Nc¢/ Nb) +1" th data
in the data block and outputs it to the CPU 466.

[Managemént of Sc;émble_Key]

The scramble.key management unit 434 shown in FIG.
70imanaggs a scramble key used in the eﬁcryption unit 431
and decryption unit 432 as fol%ows.

zThe.scramblé key management unit 434 may use a
different key for every address in the external memory 407.
Therefore, it is-nqcessary to hold a pluralifylof scramble

keys. One example of the method for this is shown below.
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and decryption processing. For exanple, if considering

the case where when the 10 tinme for the nenory access

i's ignored, encryption of each data is perforned in
three rounds such as with triple DES or the |ike, I

clock is required for one rquuy .of encryption, and

Nc/ Nb=1, the CPU 466 issues instructions designating

the addresses "all'. llal+l 11, and "al +2" for reading
data FRec8RtEEhLie 8y "ErGgemer teupitndd 4 n@fpehonprin FIG.
At this time, three rounds of decryption becone
Hévesd@mes anplureddtyl ofkscupawblegheyedki prk2, and K3. It
decrypting each data. If pipeline processing is not
Eeviftartred thaskefouted nac@érddg tDAhe! hEdRe8k0EKEm the CPU
after the CPU 466 issues the first read instruction,

465 Al oiPdtd )the LA ftPBHNG t1dn YB3 14%ha

using the address "all' is decryptedthree tinmes to
( t?yﬁ% - t.q "&b which is then input to the CPU
2%_ I\ttblg’t‘\?1 q‘g’flt%erﬁ;zrfot her three clocks, the data "e3
(d2)" read.%S frgnmtqggexternaL mempry 407 using the .
addr es§PegLEiealdy, Yhen agsasfindithnaddiess alg - 1t uses
obtain the data "d2" which is then input to the CPU

Abe sqEerbler ey Kot ben Rosessiogkdhet Reldrgmsa a3, it
(d3)" read fromthe external nenory 407 using the
aggsethe’ gcrdinble degr 2t eanthmwbent avee sisd ngbtthien adiress
data 5 "d3" which is then input to the CPU 466. That
@379l i tofuslelde that dcrdmble’ #y, k8Nd "d3" is input to
the CPU 466 nine clocks after the CPU 466 issues the

first Fﬁ@@ﬂey)sgg Lﬂévﬂpin FIG. 76, the computation circuit

434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from Vthe CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt_:.'Lo:n. unit 432.

That- computation may include encry’ption or decryption
of g padding address number by Ks, finding the exclusive
OR (XOR) , or other computation.,

Fufther, the bus scramble unit 461 may hold the
s-craiblé keys at a predetermined location of the bus and
input the scramble key corresponding to the a&dress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessgary. T.he. l_ocation for holding the scramble
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~As opposed to this, in the present enbodi nent, the 10

pi pel i ne processing control unit 436 converts the
decryption processing of the decryption unit 432 into
pi peline praocessing in three stages as shown in FIG
79B using each round as a sksme- Due to this, on the

~other hand, while it takes three 15 clocks from which

he CPU 486 | i d |
s ey B8 o rsﬁg'r?ifﬁ?%’e adth utiide 4, Yo bRl phTp 108,

~the CPU 466, subsequently data corresponding to the

bydy & qutsjidg of the ghip, i enmpine sthe aequrity tof the
the CPU 466 every clock. 20 Due to this, all of the
patth "t 'the' ¢hip arkhe dRy iis érrqngpites:ltﬁle LRiradtfport key
five clocks after the CPU 466 first issues a read
aAsl eCidypted\ite dHRats i @F HYeriGR 466 traauasd Sscadmble
of the address "a2" -far fromthe address "al" after
ablie $RbaRY dheamphe Rirﬁq{ '4'%9_. h%lﬁ'ssﬁﬁgdggaé ort key

the data of the addresses ‘a2, -

C ien_the Addr S Scranble by Address

ngg%rreéqnt fp % en T 7% SAMThi p 408 repeatedly
accesses spe |f|c consecutjve address areas in_ the
ext er n&P ggramble ypid, f€d p‘b%‘éﬁ—\ﬁ?%r o fstlf dfichanging .
to a-certain extent that this is a subroutine or
&heagcrpmble keyafosr escheaddness iinpwdr dinem tdus \CHbr466,
an attacker to obtain beneficial (critical for the
dfiecoh tigusl tig)aces sshyg foeesitadnt hddaekacktload pdssikility

~avoid this, in the present enbodi nent, the address

rises of the scrambling of the address area being analyzed
by spending some time. "l‘herefore, the scramble key is not

a constant one. It is made variable by a technique as shown

- below for example.

The scramble key management unit 434, for example,
causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by the

“bus scrambler, so the problems of delivery of the key,

synchronization, etec. do not arise.
Further, the scramble key management unit 434 switches

the scramble key used for every access to the_eicternal memory

_ 407, In thi_s casé, it is necessary that the key for encrypting

data already in the external memory 407 and the currently
held key not be the same.

Ther,éfoxe, for example, the scramble key is updated
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10 bus between the CPU 466 and SAM chip 408 is passed
through the bus scranble unit 461 and the address
managenent unit 433 is nade to scranbl e the addresses
as well so as to make it possible to prevent access
to consecutive areas in the jexternal nmenory 407. This
scranbllng corresponds to the 15 above-nenti oned. nmap

. I'f not scranbling the addresses, the map f becones
é‘snﬁﬂ‘%fn drft Fihe %’?@é&ds%f etBfor the pari ty data.
For exanple "Va E (CPU address space], f (a) (1+p)
al | . Heésle, Thei sntihyp bi oy nareint @ﬂzénpﬁtshﬁx@aiaiﬁay "d3" from
data. Next, the overall operation of the comrunication

Zhes ened)l i tHe Mz Sdraihle Do £X M4 61 NBpufd Ghe

80 is a view for explaining the, overall operation of

LR U Gatd 0, Syt epfOdgshown in FIG 64. Step
ST431: The businesses 4151 to 4153 or a party

-reques b these ness.es oduce the
appl i ca{?ﬂon%g‘r oé’r A Kﬁm%s‘te “fb’-ef FCERPF TP the fao‘?’dress

the rocessing for transactions perfornmed by the

seLRudhRy el BB 49t exanpl e on the
personal conmputers 4161, 4162, and 4163 shown in FIG
64. FudBfer ,?-‘hfehéahan'é\gef{@t, 1R JSANISC repd4§8ogehbesaddress
AP managenent data 421, scranbles it, and stores it in
tife (adytrepifalcheeeRtyrdQl. mEin6pySI1632to Tike afdebigption unit
progranms AP 1, AP 2, and AP_3 are 10 downl oaded

- aRkough the authentication units 4171, 417_2,

[4]: The decryption unit 432 decrypts the data "e ({di,
d2})“ to generate the data "(dl, d2}".

At this time, the scramble key management unit 434
selects the scramble key K1, while the decryption unit 432
pefforms decryption using the scramble key Kl.

Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated. |

- [51: The bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys K1 and K2 are valﬁee
of timers, values stored at the addresses, or values )
generated.by random number-generation or other techniques.

[6]: The.encryPtion unit- 431 encrypts the rewritten
data "{d3, d2}ﬁlusing thé changed scramble K2 to generate
the data "e ({dﬁ, d2})r.

[7]1 The data "e ({d3, d2})" is written at the .address '

"f (al)" of the external memory 407.
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and 4173 fromthe personal conputers 4161, 416_2, and
4163 to the SAM chip 408. Step ST433: The user is
issued the IC card 403 15 The IC of the I C card 403
stores the key information used for transactions by .
the user with the business jgpntracted with. Note

that, the contract between the user and a business

may al so be concluded after issuance of the IC card

403 20PpRASHgRrPResEAng: ot PATd tat Prosesgigm ¥nitrd35]
exanpl e, when the user- uses the personal conputer 405
t o accWbent Reiséngedadd? inlfcotkhle eixteknhdr nemoti0 405, the
try to purchase a product, the server 402 issues a

PLaeaeySpPEceSsiRGUAR t [HANNAR telRei h idbrdiftte 41hQ bariBe data
ASP server 406. - 158 Wen the ASP server 406

[ f t
bEC Ehke Had P HAFRTS J Hn PV rougﬁ;‘ﬁﬁ{] 3‘59.211:1} data

accesses the persona uter 405 t

1 EhE s 19{*&5%*'}%%%3428% 28 WG oed data.

reader/writer 5 404 i's transn1tted t hrough_t he :
per sonHPec:B?rrﬁ}'tle‘-’rr ¥hsn SPRE TRt °4-:1BhY§thaASP’-‘%%H7‘ér°ccur S

406 to the SAM chip 408. Step ST435:° The SAM chi p 408

48l &bei erseanalpplemeayi & 7pr dgtanis ragpeseghicthyi tgtc-,
the processing request received at step 10 ST434 and .
ekesuieddthwdtstladcthe Bphpéi i trdeadomtQgwh8reby mbte secure
execution of that application program the SAM

execution of a program becomes possible.

Further, due to the addition of the parity data, even
if the length of the piain text and the length of the encrypted
text are the same , the address space of the CPU 466 and address
space of the external memory 407 will never completely match.
This is because, for example, when writing at the address
"al" the data "d1" , at the same time as writing the Nc portion

at £ (al), it_'is necessary to write the parity "prl" (size

Np) of the data "dl" somewhere in the external memory 407.

. The parity data is stored at any storage area in the e'xternalr ‘

' ~memory 407 in for example the following case.

- 20°,

25

The parity data is placed immediately next to the data

obtained by e’ng:’:thinQ the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (dl1)" from
' the address "f (al)" of the external memory 407, then reads
‘the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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chip 408 and external nmenory 407 conmuni cate based on
the processing of the above-nentioned bus scranble
unit 461. Step ST436: 15 The SAM chip 408 outputs the
execution results of the application programto the -
ASP server 406. FIG 81 is asfunctional bl ock di agram
showi ng nore specifically the function bl ocks of the

SAM Chl in FIG 67.. 20 As shown in FIG
30Y SRR RN AGE TS CERRBRAD the RO 8 Fhe sddaess

bus 490 to a ca[d I/F unit 491, ASP communication

i nt er f Beethers #80addition; akbeeeuhernablmemory 407 has
encryption/decryption unit 465, storage unit 463, and
£8urdd6in 26t Hat taddianidee af HBOkhQESabéa tidcBigivdly For the
processing unit - 159 462 and authentication
PALS LG Hdth UBhb ﬁ&%c}kwamal- bt Gs whilt B ihOEnLX AR1R1sive
realized by the CPU 466. The SAM chip 408 shown in

_eXanm a 0 I El t
theradt otiR- LI RhEe 8aRMe R Bof! Frrlopa PUaielRT" has

490 to.An RF tion/t tsid -
b PRECSH RRPRCABaNnRaEP SRR T

card 203 by a noncontact systemthrough an antenna
Tae pagi tyigake Feid piFoNFEEEABNIBsEBA afddress2"fps (al)"
expl.ai ned above, accordlng to the conmmuni cation 10
%Wstbe1dﬁ§¢rbglgmamngyth@7above-nentioned functions to
the bus scranble unit 461 in the SAMchip 408, the
fol | ovitigh Hd goissi B il difty unit 435 detects a parity
error, it halts the processing of the CPU 466 etc. te prevent
illicit processing of the data or program. Note that the
content of the parity procesrsi'ng is not particularly limited.
[Pipeline Prdcessing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the

control of the pipeline processing control unit 436, for

. example, processing of the bus scramble un'it 461 is divided

intc a plurality of stages and a pipeline is formed using
the stages as units so as to enable the access time to the
external ﬁemory 407 as seen fr;:)m £he CPU 466 to be shortened.
Thgt is, when not forming a pipeline, at least the
tlme required for processing one encryption block is required

for one access of the memory from the CPU 466 to the external

. memory 407.

25

For example, if forming a pipeline for the prodessing
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That is, according to the comunication system 401,

it is possible to store for exanple confidential data
15 relating to processing using the IC card 403 in an
external nenory 407 in a secure state. Further, _
according to the comunicati;gy system 401, by form ng
the processing of the bus scranble unit 461 into a
pipeline, it is possible for the SAM chip 408 to .
Regfezmedoby hus sonamil levand ty4 4D A mpacgoridgrtcepwath a read
Further, according.to the conmuni cati on system 401, by
jhekrgethienbus slatanbife the tddtbsa pali't ¥ stweet byn.thd CPU
is possible to inprove the reliability of the data

1680 £5PMthp X! AHe tRRNBPY 46H requiedtt BARQAILEBNthigher
160 The present enbodi nent is an enbodi ment

FAAFERECER Plapb e LOCeRo AT RAE R AT Y ol codes

for exgeguting a transaction_ busjness . 5 program using
3ROt ¢ ThITPOPYP FEFERBAS,PRLBiAghEaars L sdyaneR  Him data
wll be explained. FIG 83 is a functional block" L
of afranrddraseonpuf @t Ns) ek af ter| e msldress "£ (al)",
settlenent of a related art of the present invention.

i9 s phesible £ El8Ginate tdonmuerhdz(l dfathe @dryption
502, nenory 503, and communication circuit 504. The

&) §82rypeivhypeBdesaifigconmuni cation circuit 504

are connected to a CPU data bus 506.

For example, if considering the case where when the
time for the memory access is ignored, eéncryption of each
.d.ata is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encrypﬁion,

and Nc/Nb=1,  the CPU 466 issues instructions designating

the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and th:&ee clécks are required for decryptingl each
data.

If pipeline processing is not performed, as shown in

~FIG. 79A, three clocks after the CPU 466 issﬁes the first

read inztruction, the data "e3 (dl)" read from the external

| memory 407 using the address "al" is decrypted three t:i_mes

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+1" ié
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The CPU 502 and communication circuit 504 are

connected 15 to a CPU address bus 507. The CPU 502
conprehensively controls the operation of the

conmput er 501, operates based on instructions of a

program stored in the nmemorys503, and accesses the

menory 503 during its operation. 20 The communi cati on
circuit 504 communicates with the |1C card 508 by the
dertyetedythene obkimes dohiohtaisy shendatn "dRE wohehcts then
type, the 1C card 508 and the conmunication <circuit
$8pudr bo cm iR B d 66, Headt, r af&brcandvthés. thted kekgocks n the
t he noncontact type, the 1C card 508 and the
Q9EEUNEZAlA9 " 2he ST £4bih B St SN Qdrsh} MV Alsing the
el ectromagnetic waves or - 161 |ight etc. The data

L8§eLygdniyomthg a&&g%éeéoéhwé OHﬁDedé Lgo gbtain the data

conmruni cation circult 4 |'s processe

lRssacgordance, Wwth.a ogram st d,n the nmenory
58% ur Fhef s §W?ﬁe188?‘% gBt g’}‘ﬁeg&’ y4t6%é processi ng by
the CPU 502 is _transmtted through the comruni cation :
ci r cui PB4 %0 Aldeof) @‘%a‘i‘%it%d'él'gur"ﬂ'f’grr, ape" gl HpAnput
wites the results of settlenent generated by

tortthen CPEL 460 miné alliacksCafied €08 GEU UI66 hesves the first
503. FIG 84 is a view for explaining the software '

£oadli gusaruenioh.t he CPU 502 shown in FIG 83. In FIG
84, the bottommost |ayer is the hardware | ayer, - that

iFls,G thes hpsuesa eompRDent iRf chbepfBhbn02eABoWinbAL, the
pipeline processing control unit 436 converts the decryption
prbcessing of the decryption unit 432 into pipeline
,ﬁrocesSinq in fhree stages as shown in FiG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read :i.nstruqtion

for the data corresponding to the address "al" to be input

to the CPU 466, subsequently data corresponding to the

" addresses "al+l" and "al+2" are input successively to the

CPU 466 every clock.

- Due to this, all of the data "d1", "d2", and "d3" is

‘ihp'ut to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after %al", the data on the

pPipeline is discarded and the data of the addresses "a2",
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15 83. Above the hardware layer is positioned a
comruni cation driver |ayer. The comrunication driver

| ayer has positioned in it a communication driver

| ayer for controlling the comunication circuit 504
connected to the CPU 502._Tq%62q program of the
communi cation driver layer i'sS usually stored in a
nonvol atil e menory. Above the comunication driver
'a@e¢l"i.s .ansopeckedngn shet @ipedShe.ayer for providing
the program formng the foundation for the operation

~of the[AREr882. sEbambPel ByChAddPeRE0MhHESehBALNUARES33)

application (AP) layer with higher 162 “concept

Servi e OMRA" 8L Bt 188! S anple. ¢

t he Iate? exp a?ned %uﬁct?gnggg%?kgégg ??gggfgélggegiflc
"read card dat.a "..and "wite card data "oar .
eRARBrEEL Ve, AR, prdac A G AFLPrPELapoRerpag0r, it
defining 5 the specific functions (services) realized
BscrmescBrsgible 591Predéckptrapereriaing grteninfhat this
application prograns MAIN, APl, AP2, and AP3. In the .
pF esgnbrenbbiemmnarrafe B phamadpenwthehdatgi,vihbecomes
illustrating the provision of settlenment or other 10
dasyshiet i0nattsickerd ke bbtadhdb&SASERSidbhe(@ptical ifdYr the
program For exanple, in the OS [ayer and AP |ayer,

bperd vikg| 8idef Olatigt BYMEBLAGihe th¥PaLehckhen! Eecar d

508 is defined by "get card type ()". 15 In-the OS

layer iy q:i\fbc‘ﬁc{ Q:.)_ﬁq.rs’ ‘ Eﬁe tﬂg pﬁr&éeﬁ@ eenlb%cfi?u{ednt , the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well go as to make

it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

;above,-men't'ioned map £. If not scrambling the addresses, the

: map f becomes a map of only the areas secured for the parity
~ data. For example "YYa € [CPU address space], f(a) = (1+p)a“.

' Here, p is the alignment s’izé- of the parity data.

Next, the overall operation of the communication
system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step STA431:
The businesses 415_1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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508 can be specified by calling up this function. For
exanpl e, assune that there are three types of |IC

cards 508, that is, Types A B, and C. The return

val ues of the function for the IC cards 508 are

defined as in FIG 85. 20_Fgggsexanple, assum ng that

the Type B I1C card 508 is wused, the return val ue of

the result of execution of the function "get card

A2, (3nd PEcdnEar the PrgreREing; ¥ox faansa saRgrfprmed
| ayer, "read data (*rp)" is defined as the function
Pyrthedoisninaatas fusing hghe MEromaid 403 fenpeyxasplehen the
IC card 508. - 163 Here, "*rp" is simlar in concept
PErsoRl NéShphBetbes1€ 1anguage, and 3hews bhaknt b FIG.
following variable is @ pointer variable, and "rp"

{:ovvs a specific location in the internal nenory of

the 1 C card 508. Wen "*rp" is indicated, this 5 shows

the co he " addre no th

e OB 0! LS ndfeSO Pt bl RO o gendEates
stores data as shown in FIG_, 86. Further, |f assuni.ng .
BR granagemeptrdata A2y (IGEAERIRS gt AN FAlR§A Tt in the
"read data (*rp) " becones "56H' and it is 10
eobernat memoewd4€Re data of the "102H address”.
Further, in the OS | ayer and AP layer, "wite data
(*wp, sEksp ag1t433: defined as the function for witing
data at a specific address of the internal nenory of

t he | gl Lhp PG £ 168 % sigpSiMABI2 [ Oahd€AP 3 are
| n

concept of "a p0| nt er the C Tahguage, "*"
chthlf;x a%?gedt qr\:l\ghﬁ Eﬁ% Hgnéfé%ggl’%uh%{é%r Efbnier 417 2,
and 417_3 from the personal compui:érs 416__1 , 416_2, and 416 3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The Ié of the IC card 403 stores the key information
used for transactions by the user with the business

contrarc ted with.

Note that, the contract between the user and a business

‘may also be concluded after issuance of the IC card 403

through the Internet 410 etc.

Step ST434:

For 'exémple, whe.n ﬁhe user uses the per‘sonal 'computer
405 to access thé server 402 through thé Internet 410 to

try to purchase a product, the server 402 issues a processing

':equest through the Internet 410 to the ASP server 406.
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of the internal nenory of the IC card 508. Wen "*wp"

is indicated, the content of the wp address of the

internal nmenory of the I C card 508 is indicated.

"wdata" is a variable 20 in the wite data. Assune
now t hat the nmenory of the hggcard 508 stores data as
shown, in FIG 87. Here, if "w=102H' and "wdata=73H"

and executing the function "wite data (*wp, wdata)",

as sholflReprntiee @SB Eerver dRbarereiNes a (ZPRRF G Tequest
of that nmenory is rewitten to "73H'. 25 The

&ppini thei sarpeogdi@dy DPlacdd@seanchd\REstwwil igonffrter 405
FIG 84 define operations for transactions relating to

dhi-baganthbypREephet ATAl BPubbifer The idRsIaNRf eRtfidSting

shown in FIG 88. In FIG 84, the application program
Mah Neli 5 g0x S eHkeEe c’éﬁ:ﬁ' £63 i@lsvllPrl bR nY c3LAdHN /writer

the conputer 501. The application program MAI N uses

boye- ment.i.oned .t unct | " get t "t
485, 2R KEaTRA 305 YRR OB 0801 UREL: W5,
502 sel ects and executes the carrespondin .
IpherEat: 07O B8RS En S8ETEEI4NEe bR the FEM FHPori%8 e

I C 10 card 508 determ ned based on the correspondence

tabl e 8hemnSTAASFIG 88. If imagining a situation in

which I C cards 508 of the Type A Type. B, and Type C
are harhneesaMycHipf e08nsebacthensecan apptiepplibaapregram
progranms APl, AP2, and A23 are produced by 15 the

i Adh¥ESHAhnBESH LR SE e Prbdd@dind N QIO PR BAR Qft step
the internal nenory of the IC card 508 are shared by

508 4an11&' £3LLA1eR" 002 ReABbteAPapp18afTdn FRSgram.
application RS
. In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.
Step ST436:
The SAM chip 408 outputs the execution results of the

application program to the ASP server 406.

FIG. 8l is a functional block diagram showing more

. specifically the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, .the SAM chip 408 is connected

: ‘thrbugh an internal bus 490 to a card I/F unit 491, ASP

:.COmmunication interface unit 460, bus scramble unit 461,

enerption/decryptioﬁ unit 465,;storage unit 463, and CPU
466.

Part of the_ functions of the signature pProcessing unit
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prograns use portions assigned to themin advance. As
expl ai ned above, the application progranms API, AP2,

20 -and AP3 are produced by the individual businesses,
but sonetines there is an error in a program an
application program of anotiger -business is read by a
busi ness with nalicious intent by an illicit program
of _that busjness, a storage area_.in the |C card

463 pBft ﬁHFEﬁ“Bﬁ&at§°ﬁoPr2§e§FFBﬁeB“&Goé§§ FB°““ in FIG.
illicitly accessed. 165 - [Enbodi nent of the Present
fhvanei 6nr pranpde readigedwbyf threCBUNABGUr ati on of
the conputer 551 according to an enbodi ment of the

pr esenthé rsrnchdp. 408ssisdhvawin FIEL @1 8¥ort érawplp i€ ishown
551 has a CPU 552, 5 nenory 553, communication circuit

§Q4FIGUdﬂﬂe%aglé&%éc§6Q\e el S GlhiGl 10l leod@boted to
Here, the 52 corresponds to the conputation

Eilécg Legé S.hﬁugr §§6nEOI Q¥le§§i‘| QQC %}Q?.PH?@EXSQ&%S;LOH unit

corresponds 0 thé storage circul he present

I pyention, C I cat circuit 5 . :
48¥ eukStne' o8 fhe %%a‘i‘?%rﬁ ddnateg date with the
Eresent i nvention, the judgnment circuit 560

6rERER0RN3 BY 2 HIORGATHERTY oY Tt rirugh an agxtenpa 492a
present invention, and the switch circuit 561
cﬁrthspBHdseCepthen/t@nnemﬁbeﬁoswhnéhiﬁQZGircuit of

the present invention. 15 The CPU data bus 506 has a

CPU 55&s &¥#pl&in&dr sbble, S8dcordiifgetd €héCdbimbhflcation
and conmuni cation circuit 504 connected to it. The

Fhedat 20PUsHp Qi $A1S AR MhbJ ddift {1 dANE FiiRitAdns to the

bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is,'according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a éecure state.

Fﬁrther, according to the communication sfstemr401,
by forming the processing of tﬁe bus écfamble unit 461 into
a pipeline, it is possible.for the SAM ¢hip 408 to access
the external memory 407 at a high speed.

Fufther, according to the communication system 401,
by giving ghe bus-scrémble unit 461-a.parity function, it
is.péssible to improve the reliabilityﬁof.the data ;ead from_

the'externalimemoxy 407.

Sixth Embodiment
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l'ine of the present invention. 20 Further, the switch
circuit 561 is connected through a nenory data bus
562 to the nmenory 553. Further, the CPU address bus
507 has a nenory 553, judgnent circuit 560, and
conmuni cation circuit 504_ gganected to it. 25 Wen
the CPU 552 accesses the nenory 553 or a peripheral -
166 device outside of the conputer 551 etc., the CPU
addr esthe RreswRt embodiment,iemn sybadiggntgcprgesponding
address. In FIG 89, the communication circuit 504 and
t<€ thed19&€bg8agpeeh thetbanénwefbience nunerals as in
FIG 83 are the 5 sanme as those explained in FIG 83.
Fur t he[Relite&PAL 653F hPpe bRt SREbyAIiRestT UCt Ure as’
expl ai ned above using FIG 84. That is, as the

appl i cgiiop, DECRHATBrFdr e&%%ut&ﬂ% é@ba%:ﬂ’gﬁ Slils::.ness
def i ne processing for transactions relating to three

ards.a0 10.tha y ap
%rggﬁse ué%%é égtgérg%gﬁvg r%ﬁ?éﬁeﬁcgggr Sgge Pgegent
fhrough the o nication circuit 504 is processed by
Thes 85 l}ﬁ ﬁcﬁﬁ?gﬁﬁeg dnith a programstored in

the menory 553. Further, the data obtained by the
procesEitg By iner Cunstional isleclydingram o6 aheomputer
card 508 through the communication circuit 504.

50k theed iheeBLLDSRiwr sbttlbhentesfll & oélsted| apendbf the
-generated by comrunication with the 1C card 508 in the

- pEd@dyt D9vention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506,

The CPU 502 and communication circuit 504 are connected
ﬁo a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on iﬁstructions of a

program stored in the memofy 503, and accesses the :ﬁemory
503 dgring its oéeration.

The communication circuit l504_coﬁ|municates with the
IC caf:d 508 by the contact system or noncontact sysvtem-. In
the -cﬁntact tfpe, the IC card 508 and the communicaﬁio'n

circuit 504 are connected by electrical contacts. -Furthef,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or




10

15

20

25

20 The switch circuit 561 switches the CPU data bus
506 and nenory data bus 562 between the connection
state and disconnection state based on a judgment
result signal S560 froma judgment circuit 560
(control signal of the presegé invention). 25
Further, the CPU 552 execute }he i nstructions (codes)
- 167 of the prograns of the OS | ayer, program MAI N,
antglappetecati on prograns AP, AP2, and AP3 shown in
FIG 84 fetched (read) fromthe nenory 553. The CPU

552, | nrs G NE- e ¢l LIS eI tI® e d LS ethPough the
|nstruct|ons generates an instruction type

SI gnal?jﬂss OEI&%?& féﬁ%?es’gé% %%Ttrﬁ?dﬁgspﬁﬁé'%bﬁgsoz in

| nstr u(%tl ngﬁﬁa%ggg%gs éig H‘%ﬁ%&éﬁebﬂurther,

|nstruct|n signal S552a 10 is a signal indicating .
?ﬁ’o‘?e‘irEYf%‘P%rP’F?t%??%’b‘WgW thegPU 502 is

|nstruct| on, and wite instruction the CPU 552

st tedrigirowgh f he heompunica tion ¢ipguit 504 to the

instruction for the CPU 552 to fetch the instruction

amesatdresagh the CPU . data bus 506. 15 The read

instruction is an-instruction for the CPU 552 to read

dat a t BQudfet henePoptasee lisi BA6 thE ¢ aWnh s oft settlement

|nstruct|on i s an instruction for the CPU

t h a her t he.
eé}:eu ad@ ék& ruc ig%g ‘gf"gﬁ‘ tgééﬁcg%%éf gs it é‘r?a’flemory
ssf}%vm ng of whi ch programthe instruction being

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.
| In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 zhown in f‘IG.
83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CE;U 502 . The
program of the communication driver layer is usually stored
in a nonvolatile -m_eméry.

Above the communication driver layer is an operaﬁing .
system (0S) layer for. provici_ing the program .forming the
foundation for the operation of the CPU 502. The 0OS layer

provides the highest application (AP} layer with higher
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executed by the CPU 552 belongs in the instructions of
the application prograns API, AP2, AP3, and MAIN. and

CS prograns shown in FIG 84. The called AP

instructing signal S552c shows which 25 program of

the application programs AP}¢,AP2, -AP3, and MAIN'- 168
and OS prograns the program nodul e of the cal

destination belongs when a program nodul e bei ng
erecepEseviers crurssed whth £heplower Rayegsogfamexample,
nodul e. Further, the CPU 552 halts the CPU data bus

586 lhatleri¢spbaimed i Himaotism dgedxphadnegpealler, t'hwead card
switch circuit 561 enters a disconnection state. Next,
HAea YJyneRhdCirkeiitt 28@dVdhkabq)expkal Bedmplesdet ai | .

The judgnent circuit 560 generates a judgnent result

10 sig 0 t | ugti p s

: PakerafC Qﬁfﬁg 845)@5 88 %Q%Ei’ gLl of &g Ifager defining

I nstructing sigha a an xecut1 ng nStructing

Lgnal S552b iLnpuf.fro t he, CPY 552 d t he dr ess
8 Rprcrnst: FERPbhoRe T hethiro s el i o JH Spmputes
the CPU 552 and outputs this to the switch circuit .
581 TherpB leyershasyi ERrorxpmeleonPPRlisAtdAToPrOgEams
judgnment circuit 560 shown in FIG 89. As shown in
HAZN, OBP1t hAaPRudgmdnAP8i.r cuit 560 has a selection
circuit 570, fetch judgnent circuit 571, read
judgmenh thécprésérf, embddimehne, | tHgnesplanhaeiibh @il be
20 The selection circuit 570 connects the switch 574

%ggggnﬁllﬁéﬁkﬁﬁhneftthpESGﬁBﬁéhSo§7§Ltt§3§%ntaﬁ§ othdr
transactions using the IC card 508 as the application
program.

For example, in the OS layer and AP layer, the function
for determining the type of the IC card 508 ié defined by
"get card type ()".

In the 0S layer and AP layer, the type of the IC card
508 rca_n be spec;ified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types A,~B, and C. The feturn values of the-functiqn-for
the IC cards 508 are defined as in.FIG. 85.

For example, assuming that the Type B IC card 508 is
used, the return value of the result of exe¢utionlof the -
function "get card type ()" becomes w2,

Furti;er, in the 0S layer and AP layer, ".read data (*xp)"
is defined as the func;tioﬁ for reading data from the internal

memory of the IC card 508.
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on the instruction type instructing signal S552a input
from the CPU 552 shown in FIG 89. Specifically, the
selection circuit 570 connects the 25 switch 574b to

the term nal 5751 when the instruction type 169
instructing signal S552a indjgpates a fetch

instruction. Due to this, the fetch judgnment result

signal S571 output fromthe fetch judgnment circuit

571 i s Hansput" "EW"odghsimhdar cimi sRNCYs toaadrednter in the
574 as the judgnment result 5 signal $560 fromthe
jQdigngnagei, r'til shbe@ that hhestivlbdwimy varitblelis a pointer
Further, the selection circuit 570 connects. the

%ﬂ:ﬁble574mkp ngpe él%\f% RBAkpaéR£LcViEdh £ 1th iRS EhdCih 88rnal
type i nstruct i ng signal S552a indicates a read

Il tc&@”théloxcpu@az%ci’ 448 S wildlf 7635k | AR L 34! Lenis

signhal™ Sb72 out put romthe read |j dgrrent circurt 572

i 575 d h 574
sh<Pif Bite, ket of thel S50 A8arR03F 200cRY RGP or the

CIrCUIt 560 to the svmtch CIrCUIt 561. 15 Furt her, -
°§§Ide§9f’orf‘%‘?‘?%|‘{°'5Yba&oﬁh%c‘t%tem@]swef"ﬂ¥y5?ﬁ°F65 data
the termnal 575_3 when the instruction type

iams teheotni righ Fxhal865552a indicates a wite

instruction. Due to this, the wite judgnent result

si gnal rFoxtherQutifudsétunindg chat i"tg100@TENLhe £6Ulkn value
573 is output through 20 the termnal 5753 and switch
2 A% e duddeied elta M)A PR oraésbe and it is

judgnent circuit 560 to the switch <circuit

.possible to read the data of the "102H address".

Further, in the 0S layer and AP layer, “"write data

(*wp, wdata)" is defined as the function for writing data

at a specific address of .the internal memory of the IC card
508. Here, "*wp" is similaﬁ to the- concept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

-membry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if 'pr=102!1" and.

"wdata=73H"_ and executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the "102H address"

‘of that memory is rewritten to "73H".

The application programs AP1, AP2, and AP3 shown in
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t he fetch instruction for each case

The fetch judgnment circuit 571 uses the executing AP

i nstructing signal S552b, called AP instructing signal
S652c¢c, 25 and address CPU ADR input fromthe CPU 552
to generate the - 170 fetch judgnent result signal
S571 and outputs this towardig4 he termnal 5751 of the
selection circuit 570. FIG 91 is a view of the

confi uratl on of the fetch _judgnment circuit. 571 shown
TG G4 glpfipaoraiAtiane A ?Pn%%}%ﬁﬁmtt"
circuit 571 has a storage unit 5811 and judgnment unit
SBXEerEnt dypesgef B cagds 308t dlles corgesprodenceeis shown
range defining data 5841 and fetch inter-AP call ,
rigl @i®n gefining data 58. 10, The fetch access range
defining data 5841 defines the addresses in the

Menory 5p#RCceas khe &Bﬁﬂ:.&ﬁhgﬁ’%f’ m%:é?xhe%{}ﬁiéﬁc% 'Ljébgecuted |

IS _exec Ut i r f l,ayer_an ti
S8 it NG AR Onaétug, B T anpld gt A,
FIG 92|saV|ewfor Ialnlngt e fetch acces , .
RETI REHEFR MR usog e Fhmie (RertTeasy tunction
direction in FIG 92 shows the prograns of the OS

I"grdy card theeabpl| tatdokepring die  ofpphe E@pcard 508

-and AP3 shown in FIG 84. 20 The "FROM' in the row

fused .z Ahtea|OPW i 508k tdedrecimowmnd tehecattayst tokd raeeasredpdrabing
storage area in the nmenory 553 where storage of the
RIpRAAA G fort i deftidnt SRO MHIME R 8 Rrii th aiﬂé)\f@ﬂ)e of the IC
card 508 detsrmined.based.on the correspondence table shown .
in FIG. 88.

| If imagining a situation in which IC cards 508 of the
Type A, Tﬁe B, and Type C are handled by dif:f:'erent businesses,
the application programs AP1l, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of thelIC card 508 are shared by the
épplicatisn programs AP1, APZ,and AP3. The application
programs use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,

and AP3 are producedlby the individual businesses, but
sometimes there is an errox in a program, an applicstion

program of another business is read by a business with

malicious intént by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

alliowed access is illicitly accessed.
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The "FROM' in the row direction shows the start
address 25 of the address range of the, nenory 553
where the program 171 of the corresponding colum is
al  owned access. The "TO' in the row direction shows
the end address of the addregs range of the nenory
553 where the program of the corresponding colum is
al l oned_access. 5 For exanple, the application program
APl is mefa%ﬁést%?wq%g@ﬁn%wladdresses
"2000H' to "2FFFH' of the nmenory 553. The fetch
i nter- AX&alB9 iel atvimvw &ff Fhe nepnfaiguisgsion sifolbet hemputer
conbi nati ons of- prograns to which program nodul es 10
VS T ha d@gyrding atd e f aftiodinent | €f €iod Qi e Bnvention.
program nodul e is called up when the CPU 552 is
execut if\g hdvaf Gth FIth! IBeCt it cbhfputd3 bBS1an4keW £P0 552,
expl aining the fetch inter-AP call relation defining

< 15 Th s J f .
%&%%3 éowﬁ?%géggP%lfﬁx@goﬁ :rca gl%:%llg\&lt 560,

grars ayer and™appl I on prograns

MAI N, API, AP2, an 3 shown in FIG 84. The row
'(ﬁ“?‘glc*‘t‘i”ohc}bfcﬁ@”g%éﬁoms the prograns of the CS

|l ayer and application %ograrrs MAIN, AP1l, AP2, and 20
AP3 shdlgren theG CRI S5thecanniespands p dde 9B ition

the colunmms and rows show whet her a program nodul e of
aixagitmfothe heresart dayendiog ,cthe menaripbb3wedrtesponds
call up a program nodule of a program of the
G Masp Ol iy d O rdleE "®f ¢HWliPdesnt invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
inveﬁtion, and the switch circuit 561 corresponds to the
connéction switching circuit of the present invention.

The CPU data jous 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
éonnected to it.

The CPU data bus 506 corresponds to the transmission
line of the‘pre.sen_t invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to Ehe'memory 553. '

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accésrses the memory 553 or a peripheral




it

15

20

25

25 that call up is allowed, while the "x" indicates
that callup - 172 is not allowed. For exanple, a
program nodul e of the application programAPl is
allowed to call up a program nodul e of an OS program
MAI'N, and application progragdfP3, but is not 5
allowed to call up a program nodule of the application
program AP2. The judgnent unit 582 1 judges if the

AR TSR of sthetempieben THe ety esthe HFRJE afddress

the nenory 553 defined by the "FROM' and "TO' of the
o803 hiorun smi €4 G GRPU JADR oshiasipenoiheg ddbdstdmes .
program i ndi cated by the executing AP instructing

si gnal 1859k basedtRa ddm@xLeatidy AR cditsBoUChnbBYIC card
si gnal S552b and address CPU-ADR input fromthe CPU

e f#l% ie@le%gﬁsgeegg?mg ﬁ%&ﬁaﬂcﬁ?‘%r{ 4 83 are the

ng data rea romthe storage unit 5811.
When judgi.ng that jt.is,incl d i that judgnent,
578§ u"bsggghc?s%n?’fpis%’z"ie?o?“ Iéey'generat es a fetch
judgnent result signal S571 instructing connection and

out put Futthemaridhe EY &34 has Fhe WS dltedtqigtre as

circuit 570 shown in FIG 90. 20 On the ot her hand,

whaplginkd mbavmtusing #FI6ot 8dncThasdisn adathée rRpphication
the judgnment unit 5821 generates for exanple a fetch
jpidtgyeais rasL) tARE gratd 574, idsdd wWlidly delf 9o pwatéaning
(break) and outputs it toward-the term nal 5751 of

L Sl A O Sl d GiiaLitly SHOWhidk RifpePbr 2 .cards 508,

Further, when a program nbdul e of a program bei ng
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
‘the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 564.

Furth.er , the CPﬁ 552 writes the result of settlement
ggnerated by comuniéation with the IC card 508 in thé memory
553.

The sw-itchrcircm;.ilt 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and

disconnection state based on a judgment result signal S$560°

- from a judgment' circuit 560 (contrecl signal of the present

invention).

Further, the CPU 552 executes the instructions (cod‘es)
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173 executed by the CPU 552 calls up a program nodul e
of another program the judgnment unit 5821 judges if
that callup is allowed by the conbinati on shown by
the fetch inter-AP call relation defining data 5851
shown in FIG 93 based on i hg7 5 executing AP

i nstructing signal S552b and called AP instructing

Zﬂgnal S652¢ i nput, fromthe CPU 552 shown in FIG
thrPrarany Af oS Javen «PErosA™ Ny /B o“é?%hcatm“

5851 read fromthe storage unit. 5811. \When judgi ng

Hragrany AR, &R2J endit ARE Fhdwnehr FiGe S‘lof?wmmread)
unit 5821 for exanple generates a fetch judgnent

rfasiu ttisd greado3bBB3 nstructi ng connecti on and out puts
this toward the termnal 575 1 of the selection

Circui trpa/Bpghewm i El’:gbrggncg\niﬂ@ Hd ekebaRdonBLNthose
j udgi ng that it is not allowed 15, in that j udgment ,

L6 JHAARA. UNidne gg,lfﬁse&‘fc%on @g}ﬂs%&m&an

j’u grrent resdl t%si gna i nstructing connecti on

and ‘out p this to etermn 5751 of t

Foionh B sa o PR neh A 17 S i SR p520, and
judgment ci-rcuit 572 uses the executing AP 20
iifshrgecEagY st gaaledstp BnS@appéanﬂpsmgﬂ F2RRRlRputs
S552¢, and address CPU ADR i nput fromthe CPU 552 to
dhesentte tthe eslimjendy martcwids (&0 .si gnal S572 and

outputs this toward the termnal 5752 of the

sel ect pgeReGi hal indtRucklitbn YWpes iastrawtihgt Ragnal $552a

configuration of the read 25 judgnent circuit 572.
I’éo%]l.d}lﬁ %dggatln& “hether which of the fetch instruction,

read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instructio_n for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read inst;'r.'uction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is; an instruction for the CPU
552 to write data through the CPU data bus 506.

Furthei:, the executing AP instructing signal S552b
is a signal éhowing of which program the instruction being
execuAted by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OSrprogramé
shown in FIG. 84.

‘The called AP instructing signal S552c shows which

program of the application programs AP1l, AP2, AP3, and MAIN
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As shown in FIG 94, the read judgnent circuit 572

has a storage unit 581 2 and judgnent unit 582 2. The
storage unit 5812 stores the read access range

defining data 584 2 and read inter-AP call relation
defining 5. data 5852. The_rg¢ad access. range defining
data 5842 defines the addresses in the nenory 553

accessi ble when the CPU 552 is executing a read

i andr 8t PoPgfars cthd RraEragh arasdudee c@PyhebSalils destination
executing prograns of the OS |ayer and application 10
phalioage W, a Abhg A modtnd eABdigosnecatéEd Gy Sthe CPU 552
FIG 95 is a view for explaining the read access range

dgglmgngpdghgtﬁggzprgggaﬁohgaglgvert|cal) direction in
FIG 95 shows the prograns of the OS | ayer and the

applic I P, P h

in Fl G%Jég&% w %hlég]r’ggv %ﬁo%?goggté Ha8"8Y8 ana
direction shows  the start_addres f the stor ar.ea

| hEEHEPRERBT §REHACRBP coXBIBI A8 BREPReBPOgFAN B CLRGULE
correspondlng colum is allowed. 20 The "FROM' in the
roflderterson dhsgenpaetirar etadilress of the address
range of the nmenory 553 where the program of the

cor r espdext ngtlee| imadgmentl ¢onedi bicE68swiThebe T&kplained in
the row direction shows the end address of the
addtess.range of the nenory 553 where the program .25

of the corresponding colum is allowed access. 175

The r eaﬂ-;é “i@égﬁtf’né %u&f‘i@tdé’tﬁ g@éﬂt‘& ‘.::’La‘j@ldéﬁl@%t result

signal 8560 based on the instruction type instructing signal
8552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADﬁ input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561,

FIG. 90 is a view of the conf:i_-guration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG.V 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, réad
jﬁdgment circuit 572, and write judgment circﬁit 573.

The sele-ction circuit 570 conﬂects the switch 574; to
one terminal of the términals 575.__1, 575_2, and 575_3 based .
on the instruction type ;i_ns_tructing.rsignal s552a inéut f#om
the CPU 552 shown in FIG. 89.

Specifically,- the selection circuit 570 connects the

switch 574b to the terminal 575 1 when the ihstruc_i:ioq type




shows the conbi nations of prograns to which program
nmodul es which nmay call fromor be called from bel ong
when a program nodule is called up when the CPU 552
is executing. a read 5 instruction. FIG 96 is a view
for explaining the read intensAP- call relation

defini ng data 5852. The columm direction of FIG 96

sho .progr.ams the CS | ayer and appli.cation
pﬁ8§? RIS Sigppl Eé?‘?a G ERS3 3 AR i AStERaEon
The row di rect| on of FIG 96 shows the progranms of

the OS Pagetoakbigppltheafrsshpivdoneptivmerulipsignrl, s571
and AP3 shown in FIG 84. The intersecting positions

i - obutpe tchirommsheafe tichwuddheshovi wdet &7 121 pr ogsut through
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nodul e of a program of the corresponding colum is

athewedrk@nadl 578p 12lanpl @UHiAENTBYY &s Thed JRIQHAHP Hosult
the correspondi ng"row. The "o0" indicates that cal lup

' §18{1.|=.19W§g V‘,@'Elaﬁlhttlﬂg a)ﬁ rrgjtngg'tcgzg %.% iy altlou‘?: e Bwitch

not ZOTEJU t unit ges it the

adgfresstcgg IS incI uded in the address range of

t fie menor y %53 defined by the "FROM' and "TO' of the
col um shown in FIG 95 correspondi G'&Qto t he progr

i ndi cat B BYeF ndhe sedertgonpcirait fgnerghal t o switch
S552b based on the executing AP 25 instructing signal
SBB2btanthadtietnin@PUSABR2| wben theminkéructién €RPe
552 shown in FIG 89 and the read access range
dehébirogtifgt 8iGR412s66ad fihaichkesshokagd HAktra8tion.
Due to this, the read judgment result signal S572
output from the read judgment circuit‘5'72 is output through.
the temihal 575_2 and switch 574 as the judgment result
‘signal S560 from the judgment circuit 560 to the ‘switch
circuit 561,
Further, the selection circuit 570 connects the switch -
574 to the terminal 575_3 when the instruction type
instrqcting siérnal $552a indicates a write instrt;ction.
Due to this, the write judgment result signai S573
Oﬁtéut from the write judgment circuit 573 i‘s output through
-the terminal 575_3 and ewitch 574 as the judgment result
.'s'ignal S560 from the judgment circuit 560 to the switch
circuit 561. |
* The fetch judgment circuit 571' uses the executing AP

instructing signal S§552b, called AP instructing signal 5552¢,

and address CPU _ADR input from the CPU 552 to generate the




When judging that it is included in that judgnent,
the judgnent unit 582 2 for exanple generates a read
judgnment 5 result signal S572 instructing connection
and outputs it toward the term nal 575 2 of the

sel ection circuit 570 shown ijRoFI.G 90. On the other
hand, when judging that it is not i ncluded in that

j udgnent, the Judgnent unit 5822 generates for 10

e gk a1 dgagat yegvdidt siapalt S57dnandSortputst thdisi rtgmard
di sconnection (break) and outputs it toward the

t dhed reeirmGnad 675t e ofelthet isel eeition cirékizhamo.i n
FIG 90. Further, when a program nodul e of a program

bei ng gxecubediByat b&eGPHf5§ﬂeC@Bh?l&ﬁrﬁt@&ﬁgbﬁmthe fetch
rmdul e of another 15 program t he judgnent unit 5822

ﬁq“ﬁﬁghg th3ug Ibq& g K m%q by bhe conbi nati on

y the read inter- relatlon deflnlng dat a

5852 shgwn {0 Fl G b ecutin

i nstructfnd gVﬁnéF %ggz dggﬁlggﬁc Pjuéﬂg PGCFFﬁﬁult 571

si gnal S552c i nput, fron1the CPU 552 shown in 20 FI G :
ghagng eherpggdupiterBAplcars pudgrest yeitnd8d _dat a

5852 read fromthe storage unit 581-2. \Wen judging

that itThe stévage umitB81 | Lidgrmerds thwe fghadgmeniess range
unit 582_2 for exanple generates a read j udgment
rdeflihiAgghota 584211 disd Fethih SEFHIGE badl Pk ©16H 'dbilnz.ng
this 25 toward the terninal 5752 of the selection -

- Chheyi §g570 shown - 177 |n FIG 90. On the other

hand, when judging that-it is not allowed in that

.10 JUdgne%hetPgtéﬁldg QgsUQ;},géS&eng{‘E{,a&géafgh 1 defines
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20

25

the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each c':a.ssé.l where the
CPU 552 is executing programs of the 0S8 layer and application
programs MAIN, APl, AP2, %md AP3 shown in FIG. 84.

FIG. 92 is a view for e;cplaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the-
programs of th_e- 0S8 layer and the application programs MAIN,
#Pl, AP2, and AP3 shown in FIG. 84,

The "FROM" in t.hé row (horizonté.l) direction shows

the start address of the storage area in the memory 553 where

" storage of the program of the corresponding column is

allowed.
The "FROM" in the row direction shows the start address

‘'of the address range of the, niemory 553 where the program
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exanpl e a read judgnment result signal 5572 instructing
5 di sconnection and outputs this toward the term na
5752 of the selection circuit 570 showmn in FIG 90.
The wite judgnment circuit 573 uses the executing AP
instructing signal S552b, caljlgd _AP instructing signa
S552¢ and address CPU ADR i nput fromthe CPU 552 to
generate the 10 wijte judgment result signal S573 and
offplhe crrsesprradng: kelumnniisarldpyedohcrnss.
selection circuit 570. FIG 97 is a view of the
conf i guFhei BWOYBT inheher kbe djiuvdgkRoh. showsuthe5éRd address
shown in FIG 90. As shown in FIG 97, the wite
j vdgeRBt addiresst rfAhde bF RAS Mchbiag§3URhbradingd ﬁﬂ@gram
judgnment unit 5823. The storage unit 5813 stores the
Wt @hac -def . dat.a n LLe
inter-APeggﬁfgggﬁgfggnbgé |ni%§ 8§?§§§§5%Fw%ﬁ%'mwite

843. defines 20

fini dat .
adr oasEEEPxpied Bh 4B TLEAEiEh PESqrER ARE tpipliowed

552 is executing the wite instruction for each case .
WREFPBSEhEC CHP 55392 % R iRl AHOH h FoOS2FFFH" of

| ayer and apglication progranms. MAIN, APl, AP2, and
AResuemarynSEBG 84. FIG 98 is a view for explaining

the wite access range 25 defining data 5043. 178

The colTine fevierh iioatdr-dir eeilibrdlatildn dRFinhaysdhla 585 1
progranms of the OS | ayer and the application prograns

Mthdlrs AR .cofBinaa3GAP %fSBQ)g?_rEﬁs R&Ewith HregrERWbdules

in the row (horizontal) direcfion shows

which may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a fiew for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0S layer and application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS'layér and application programs MAIN, APl, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows

‘show whether a program module of a program of the

corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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5 the start address of the storage area in the nmenory
553 where storage of the program of the correspondi ng
colum is allowed. The "FROM' in the row direction
shows the start address of the address range of the
menory 553 where the programy3lQ of the correspondi ng
colum is allowed access. The "TO' in the row
direction shows the end address of the address range '
drs iRt AR ES53 where the program of the
correspondi ng columm is allowed access. The wite

i nt er - AR d¥ampdlent i2oPpritgfran mpdidiea oF85he dppdhigoation
t he conbi nati ons of prograns to which program nodul es

Widdramarelis a1l hswedl tedkdr0mb el Prpguaen mbdulagcfman
nodule is called up when the CPU 552 is executing a.

I | ClupOiy, ' e W dRfr s Bed ikt tihe
V\cﬁ%eﬂl{br?}%ée#'- AP cal Idﬁléﬁio%%elﬁ n;%néﬂ{jrata B8e3. 20~ o

The col diyection of FIG sh th £

A Ball il priasphaodis o8 thd ABRELAHE 0] st gram

and AP3 shown in FIG 84. The row direction of FIG 99 '
t he-prograns of the OS |ayer and application

programs MAIN, AP1, AP2, and 25 AP3 shown in FIG 84.

179 THae dudgmenti naipod82  bridges A€ thegadress CPU_ADR

rows show whether a program nodul e of a program of

tike imeudespdadithe addmessi saageovfdthe mandryBdBE3 defined

program nodul e of a program of the correspondi ng row.

Be R isdiwalasi Sridatof AtdiRd1umd |shtgh whise t e
"X" indicates that callup :
corresponding to the program indicated by the executing AP

instructing signal S552b based on the executing AP

instructing signal S552b and address CPU ADR input from the

CPU 552 shown in FIG. B9 and the fetch access range defining

data 584;__1 read from the storage unit 581_1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch
Judgment result signal §571 instructing connection and

outputs it toward the terminal 575_1 of the selection circuit

570 shown in FIG. 90.

On the other hand, ﬁhen judging that it is not included

in that judgment, the judgment unit 582 1 generates for

example a fetch Judgment result signal 8571 _instruct-ing
disconnection (break) and outputs it toward the terminal
575.._1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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is not allowed. The judgnment unit 582_3 judges if the
address CPU ADR is included in the address range of

the nenory 553 defined by the "FROM' and "TO' of the

col um shown in FIG 98 10 corresponding to the
programindicated by the exeg4fing AP instructing

si gnal S552b based on the executing AP instructing

signal S552b and address CPU ADR input fromthe CPU
58¥ecRbAd B thecCPHS 2 Falle WPl aoxrarams moshje of another
defining data 5843 read fromthe storage unit 5813.
15rdfieam;) utlye njuddméent tunsti 582 utlejudges hif fhagymeallup is
the judgnent unit 582 3 for exanple generates a wite

| AUpoREd BE N comBiak t22A3sh8fh IHE HHY FARREShitaR-ABdeall

outputs it toward the term nal 5753 of the selection

C:i:éfé'i::ion @&Md&f '5(65 %p'sffoglélggnt ?ﬁefthlagt%r bg@gﬁ' on the

when judging that it I's not—iInc

judgnept . t judgnent. unit. 582, 3 erates f
AR G g A LASIEIRS bagRer U g eatlea e
instructing djsconnection (break) and outputs it .
URBFERE Y T 1AA) S9RAC oFIRHE SR Cthe OB $if (Hapwn in
when a program nodul e of a program being - 180

SR ut® dnd thhe CRrbcbsingkert-dPupaldlprelpbionodefindhg data
anot her program the judgnent unit 5823 judges if '
t988 Catdad £rsom atheoveitbingéd hencorganat i on shown by

the wite inter-AP call relation defining data 5853

shown ithdr GuddenBaeRE oDt e N IR ENEhAR judgment, the
i nstructing signal S552b and called AP instructing

Sjtﬂ:ﬂ_ﬁﬁerﬁ? 65 d W_lf QP EQSmSEQ éé&ei‘ge&’g citnfetch judgment

result signal S.571 instructing connection and Out.:puts this
toward the terminél 575_1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not a,'l.léwed
in that judgment, the judgment unit 582 1 genérates for
example a fetch judgment result signal S571 instructing

disconnection and ocutputs this toward the terminal 575_1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal 3552b, called AP instr.'jucting signal S552¢,
and address CPU_AD_R input from the CPU 552 to generate the

read ju'dgment. _résult signal S572 and outputs this toward

- the terminal 575_2 of the selection circuit 570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.




10

15

20

25

FIG 89 and the wite inter-AP call relation defining
data 585 3 read fromthe storage unit 5813. Wen

judging that it is allowed in that judgnment, the 10
judgnent unit 582 3 for exanple generates a wite
judgnment result signal 5573 jRgtructing connection and
outputs this toward the termnal 5753 of the selection
circuit_ 570 shown in FIG 90. On the other hand, when

j udgi nd*% heltoyr 1w REE- a4 ovkle usad njedgmentdgheenit 572
the judgnment unit 5823 generates for exanple a wite

| g n@ns toesget usiyndBl 5378nd n§hdaén Bguniit SE8ANLCL i ON
and outputs this toward the terminal 5753 of the

sel ect iThe Cdtsthde XM €N I Nsfdfes Iohe NeXdd 48€ess range

selection circuit 570 will e explained. 20 The

i ' ' 7 e | t.0 ne. .
o PRl R Pel 2 BEPACLIEAR R L £ e il BB ining
%g;éé ééo type instructing signal S552a fromthe CPU
pec+Tically, when the instruction type
instructing sjignal S552a indicates a fetch ' :
i nst ructtvFeachacsergcrabae dstiningdatty§8dondefdnes the
the switch 574 to the termnal 5751 - 181 and outputs
taddfesses j i drhen mamegt 5553 quemles85bleawhiehe thpudgehb2 is
result 5560 to the switch circuit 561. Due to this,
thee@OinRE ta ardt SneedtD6n Of ot Nea Eii dLde Giliere t tBE1lcpPU
is controlled by the fetch judgnment result signa
Swal .3 Sl i %é&iearﬁ@séf Ugld W ti’%}f r%]éé l‘QEB],BI[‘:gc.".ation

signal Sb52a indicates a read I nstruct

SRRk Bl Aoy STb£OCE Red NS LT P, 19a 1

out’pu

FIG. 95 is a view for explaining the read access range
def:i_ning‘ data 584 2.

Tﬁe column (vertical) direction in FIG. 95 shows the
programs of the 0S iayer and the applicaticn programs MAIN,
APl, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row '_(horizonta,l) direction shows
the start address of the étorage area in the memory 553. where
s_torag'e of the program of the corresponding column is
allowed. |

The "FROM" -in the row direction shows the start address
of the address range §f the memory- 553 where the pro‘grém
of the corresponding column is allowed aécesfs..

The "TO" in the row 'di'rection shows the end add;:ess_
of the ad_dress range of the mem‘orir 553 where the program

of the corresponding column is allowed access.
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the read judgnent result signal S572 as the judgnent

result S560 to the switch circuit 561. Due to this,

the 10 connecti on/di sconnection of the switch circuit

561 is controlled by the read judgnment result signa

5572. Further, when the ins?g wction type instructing
signal S552a indicates a wifé’instruction, the

selection circuit 570 connects the switch 574 to the

t er mi naFhg78eddaintentpBt sallsrehatiwontdefimigngndata 585 2
result signal S573 as the judgnment result S560 to the
sshoeh the atbnibirtEtidile dfopkbyfambh€o which program modules
connection/ di sconnection of the switch circuit 561 is

CoRi &R heF Oyii ey 'Jrebleuggﬁgaoffétﬁlﬂeﬂr@ Hhewp ésprogram

Next, exanples of the operation e conput er

d F t
gl B 0L TG, (L e SRPLE Lo BRI e

551 executes a fetch instruction in the process of
eX2t ﬁ1°ﬁf a program nodul e of the application
progran1API and 25 designates the address "2100H" of

t he addf¥3s %@nbf ya55tev g expliininegpiairerd imter-AP
this case, a CPU ADR indicating "2100H" flows on the :
(ﬁ&lhdﬁ*bstlcusdéﬂiplngddana|ﬁ&ﬁrmct|on type

i nstructing signal S552a indicating a fetch

i NSt I UCHHO Mo iR EXESEE I TP, | 96 IdHild eS| rams
S552b indicating APl are output from the CPU 55

Q¥ AN aflt CHhd 6013 EHELER prd Pk AGIRR] A'Pit ap2,
5821 shown in
and AP3 shown in FIG. 84,

The row direction of FIG. 96 shows the programs of
the 0S layer and #pplication programs MAIN, .'IlLPl, AP2, and
AP3 shown in FIG. 84. |

The intersecting positions of the columns and rows
show whether a program module of a progrém of the
corresponding column is é.llowed to call up a program module
of a prograni oi:: the corresponding rdw._ The "o" indicates
that callup is allowed, while the "x" iﬁdicates that callup
is not aliowed. |

The judgment unit 7582_2 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column #hown in FIG. 95
corresponding to 'thé program indicated by the executi-ng AP
instructing signal S552b based on the e’xecutin_é AP

instructing signal 8552b and address CPU__AISR' input from the
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judges if the address "2100H' is included in the

address range "2000H' to "2FFFH' of the nenory 553
defined by the 10 "FROM' and "TO' of the col unm shown

in FIG 92 corresponding to the APl based on the
executing AP instructing sLgpgf S552b and address CPU
ADR i nput fromthe CPU 552 and fetch access range
defining data 5841 shown in FIG 92 read fromthe
sFBPa@%Zq uFRevEgn FIG-yBPhard the yeathaneessmirangg2deéfining
generates a fetch judgnent. result signal 5571

i dataubBdng readefromnthadstovagatanit 58vazd t he
termnal 575 1 of the selection circuit 570 shown in

FI G 90Wh&wr jh@ging hensel £€1iHNi gdTwddd ﬁ?otlgél@nﬁﬁéément
the switch 20 574 to the termnal 575 1 since t

i t i i ndjcat e
sl ﬁ%g% M? t ssfbs 4%& ﬁltenééi_é & 1Y SRafment

fetch etch resu signa
5;7& g{rug gonne Oﬂ |s out ut throu h t he .
sef ec |on 9 c 5355 5“? g FetieR rdspyhmpts it

S560 to the SMALch 25 circuit 561 shown in FIG 89. -

153 arg it terphaadwe {22 Qf Shrtsebachier e nand €50 shown
data bus 506 and nenory data bus 562 in the

comneE®i of0state to allow the CPU 552 to access the
menory 553. Note that, in the above expl ai ned case,

- when t lom Shadstlkss Hanld ,AReh nlidgies thatOdH i s sloRCencluded

that address is not included in the address range

20 £ t-pud é:rﬁ‘.'r t&fﬁﬁh\eﬂ@qﬂ{@%éf%’l er?é s for

S571 instructing di scorinection is out put f

Se%iag&gié) 4N Cx':é&ci“:}uégzg)eﬁt? Jgehseu st:l.ct_:pnacl r%qé instructing
disconneétion {break) and outputs it toward the terminal
575 2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582_2 ju_dges if that callup is
allowed by the combination shown by the read inter-AP call
-rel.étion defining data 585 2 shown in FIG. 96 based on .the

é_-xe,cuting AP instructing éignal 5552b and called AP

instructing signal S552c input from the CPU 552 shown in

FIG. 89 and the read inter~AP call relation defining data

* 585_2 read from the storage unit 581 2.

25

When judging that it is allowed in that Jjudgment, the

judgment unit 582 2 for ‘example generates a read judgment

‘result signal S572 instructing connection and outputs this

toward the terminal 575_2 of the selection circuit 570 shown -
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561. Due to this, the switch circuit 561 sets the CPU

data 10 bus 506 and nenory data bus 562 in the,

di sconnection state to prevent the CPU 552 from

accessing the nenory 553. [Operation of Second

Exanpl e] Next, an exanple of jtyhe_operation in the case
where a program nodul e of the application program AP2
call; #p 5 a program of the application program APl
whanFtHe 2 nmputer 551 executes a read instruction

will be explained. In this case, the executing AP

i nst r uc® ridiss ofheir Bandp whemiudging that ihe s albitedllowed
AP instructing signal S552c show ng APl are out put
fionthat §fRighéAt] othbejudgientd@nest 58202 Cheabiatdd 2for
The judgnent unit 582_2 of the read judgnment circuit
SdfXanp B¥Sa t REad el RE- ABsa Bt | sighal | 95748 eﬂl@ﬁf’ﬂcting
data 5852 shown in FIG 96 and judges if a call from

t ' . Furt her, & he, j udgnent
HERCUSOL O ahd SaPUER. cris HornEh. ohe PR 575 2
signal 5572 ipstructing. co ction and qut pu this
tohothe (Ralee frnar esast op 7 enden ctr i BHe L 2ui ¢ 570
shown in FIG_ 90. Further, the selection circuit 570
connect® feridig tadgmenty pigeuite 578r upaal thesezegutitng AP
the instruction type instructing signal S552a

i i boneking sdghalng8b bbbt icalldduaPtimg thiwgting edgnal 5552¢
judgnment result signal 5572 instructing connection is
Qi dd eI giPy DS Glmgfiitd FronC itheUCchubg62aget cﬁ@nerate the
j udgnent result Signal 5560 to the switch

write judgment result signal S573 and outputs this toward
the terminal 575 _3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgmept.circuit 573 shown in FIG. 90.

"Ag shown in FIG. 97, the write judgment circuit 573
‘has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 _3 rand write inter-AP call relation def ining
data 585_3.

The write access range defining data 584 3 defines
the add-:cesses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

‘ CPU‘SSZ is executing programs of the 0S layer and aipplicatibn

. programs MAIN, APl, AP2, and AP3 shown in FIG. B4,

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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10 circuit 561 shown in FIG 89. Further, the swtch
circuit 561 sets the CPU data bus 506 and nenory data

bus 562 to the connection state, whereby the CPU 552

can access the nmenory 553. On the other hand, in the

above case, when the program,d45 nodule of the

application program AP2 calls up a program of the
application program A23, it is judged fromthe read

i nt er - AMe gelymn dviegrtigeflnidigeddtian5862F5E0WA8i shows the
FIG 96 that a call fromthe AP2 to AP3 is not

Froyeans diithkee0s 1ige} Uditiaible Wppllic822086PL6g+A8s MAIN,
the read 20 judgment result signal S572 instructing

HSCOMMEE! | Ml kB3 MBIt i $._tgyvard the terninal
5752 of the selection circuit 570 shown in FIG 90.

Due to 4 S..ngbﬁne%_q.ll lfldeg”r%r},t %tsgllﬁ nti-ﬁg é}ﬁ_rﬁ?ézlon shows

|nstruct|ng sconnec ron IS

circuit 570 as the judgnent result
?bngl aggeﬂgi%ﬁ P hechterags ares ip fhe BeTorHORA3| vhere
FIG 89. Further, the switch circuit 561 sets the CPU .
Fhoraas ofJtheamr s oidhe mermapandinee column is

di sconnection state to prevent the CPU 552 from
addeysichg the nenory 553. 5 As expl ai ned above, the
judgnent circuit 560 and switch <circuit 561 determ ne

t he comhectFROMStial ehbatoe aﬁlr&aelgﬁlm{dﬁws 202 ﬁﬂgr‘gpa&hdress
data bus 506 based on data defined in advance in

S S U U S, Wl g

a3 R igatlon pragram heing exeqyted by

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3
'shov_rs. the combinations of programs to whicﬁ program modules
-which may call or be called from belong when a program module
is called ﬁp when the CPU 552 is executing a,r-ead instruction.

FIG. 99 is a view for explaining the write inter-AP

‘call relation defining data 585 3.

The column direction of f‘IG. 99 shows the programs
of the OS layer and application programs MAIN, APl1l, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 99 rs'ho_ws the progxﬁ‘ams of
th'e"OS layer and application programs MATN, AP1, AP2_,‘ and

BAP3 shown in FIG. 84.
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the CPU 552 can be prevented fromillicitly accessing
instructions and data of another application program
stored in the nenory 553 and a high security can be
obt ai ned anong application prograns even when the CPU
552 is executing a 15 pluraljty of application

prograns. The present inventioh is not limted to the
above expl ai ned enbodi nent. For exanple, in the above
expl ai nEae ehvbell serting eos thbmnaast | theistobtenls wasderows
the judgnent circuit 560 stored 20 fetch access range

dshowi nhethén 58dtogiahchodal&roAPaCplbgrak! aFi €he

defining data 5851, read access range defining data

5842resgoflai Ayt AL ald 2l 8bablioRsdedi i d a\?\?%?g@%ﬁgmodule

wite access range defining data 5843, a

i Dper- | _pelation defini data 585 3,,byt. as.

sﬁ%mﬁ $§bgf%§ E%O%ﬁéSC?fr?gp%ﬂé%b%og%TbI 0 ﬁgelﬁalFE¢es
card 55 tor.in ch data - 186 in a state encrypted
u%‘?\ﬁ ‘ffhflltfr %&igUﬁdK. whilethe c"lé‘sf'e indigatas ﬁb%t'% callup

circuit 560 holds the key information K and

de2ryPti dhlp¥edr am 590, accesses the IC card 558

t hrough the CPU data bus 506 and contmuni cati on
ci rcui tTis04udgeead: uhétf 282 N3 apokpss ridh¢helalilkesg CPU ADR
data 584-1, fetch inter-AP call relation defining
did ai ihfbidded Gafl theC Q@tiresangandeal bR BHedabAobP4853r 88 ined
inter-AP call relation defining data 5852, wite

eSte MaRardefd i ngpdala 384 and W j nt.er = AP,
call relation defining Zsata é%o%rom%éﬁeirp c%'r d98
558, and uses the sane decrypted.usin i .
SFEFTH MW d&: st PERIE giaﬁ%%eﬁegnﬁYkEQe executing AP

i nformation

- instructing signal S552b based on the executing AP
' instructing signal S552b and address CPU _ADR input from the

- CPU 552 shown in FIG. 89 and the write access range defining

—_giata 584_3 read from the storage unit 581 3.

When judging that it is include;:l in that judgment,
j.:he judgment unit 582 3 for ex_ample generates a write
judgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection circﬁit

570 shown in FIG. 90.

On the otlhei: hand, when judging that it is nbt included
in that judgment, the judgment unJ;.t 582 3 genérate‘s for
example a write judgment result signal S573 instructing
disconnection (brea;k) and outputs it toward ‘the terminal
575 3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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507.
'a%"%%%ﬂ.‘%ﬁﬁi’ 2 RO ntan

K. Further, the present invention may store the above
decryption programin an encrypted state in the IC
card 558, 15 read this through the comrunication
circuit 504 and CPU data bus 506 into the judgnent
circuit 560, decrypt this byjghe. judgnent circuit 560

using predetermned key information, storée the

decrypted decryption programin the nenory 553, and
he%ecyhed ki dhen Py $§%iqa15161) upeadpEParan gredwle [nf 3Bother
decryption programfromthe nmenory 553. Further, in
tpecgbame el Jndgnertbodi teh82 Bhgudgss iraghaBovAldhp is
the CPU 552 outputting to the judgnment circuit 560 an

eXETokréd by RHeNEbibs had ot SHakn By 2h & iG i8¢eAPAP call
i nstructing signal S552c, but these signals may al so

0 B g IS 5 i 5 r B on che

bus 5
o?Rd ol bedt AP
aspects of the invention. 5 FIG 102 is a view of the

S PRFEIDEIEnal S8 ohiritt of rem| $he3qPB 558 shown in
enbodi ment of the present invention. As shown in FIG

ent h, Enbodi nent Th resent enbodinent is
ol $5e20

KRS . 8% anshitbenvadfer iotep-BR1chidd rahatibardafFining data

menory 632, switch circuit 633, switch circuit 10

G&B5_ 3 utgnefirom (e tstidgealict isgn 3y cuit 636, and

CPU 637. The internal nenory 632., switch circuit

633; SW%E%hjudging that it is allowed in that judgment, the
Jjudgment unit 582_3 for example generates a write judgment

result signal S§573 instructing connection and outputs this

toward the terminal 575_3 of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582_ 3 generates for

example a write judgment result signal 8573 instructing
disconnection and outputs this toward the terminal 575 3
‘of the selectibp circuit 570 showﬁ in FIG. 90.

Next, the selection circuit 570.will be explained.

The selection circuit 570 connects the switch 574 to

-one of the terminals 575_1, 575 2, and 575 3 based on the

instruction type instructing signal S$552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal $552a° indicates a fetch ins%ructibn, the selection

circuit 570 connects the switch 574 to the terminal 575_1
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circuit 634, judgnment circuit 635, and CPU 637 are
connected to a CPU data bus 640. 15 The internal

menory 632, judgnent circuit 635, and CPU 637 are
connected to an address bus 641. The internal nenory

. 632, judgnent circuit 635,_ gpd CPU 637 are connected

to a signal line 642. Further, "the internal nenory 632

is further connected 20 to an internal data bus 643.
Fandhentputgetbei feltcbi godgtme684riesul ir shghatossgdt ad the
through an external data bus 644 to an external nenory
6§Gdgmetitt hesult IBS R RCthaNswi t ichix836 ¢ 861Urbhielto this,
connected through an external data bus 645 to a

dehd986hnectoffdisconfi8etiBheo t EﬁeSS{J&ESHd#EL?{J i %h '5%1 is
he of The

631 corresponds to t sem conductor circu

£ f he.i i he CPU data bys_640
ePREEBIREa vl tharr PR hdiennkoFaneit: ALoprl: RO 7L

first sem conductor circuit, the programnodule PM _1

~ corr esgoHEEReE athamiteuinsbruebion dame A trustdmanmignal

"of the first aspect of the invention, the interna

ety EnPieatessaondadt snsheustbengetbersalecbiotheircuit
first aspect of the invention, the CPU 637

CoT0 esporesst bhehewpeclk 94 8¢ thd teninall 378 7 idrst cutputs
aspect of the invention, the switch 10 circuit 633

CEHé QaR) Gudgmenite rblshile §PBAREIEDT2 WM Y Bl dghbhtUkbsult

“of the first aspect of the invention, the swtch

9681 o Sy STELESROLEL 2 {2 SRS SOPREEL B
icnalr?xg]éégfdn}c;]fstj:gggggg}.on of the switch circuit 561 is
‘controlled by the read judgment result s:i.gnalVSS"o'Z.

Further, when the instruction type instructing signal
SSSZa indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment result-
SS‘_GO to the switch circuit 561. Due to this, the
_donnéction/disconnection of the switch circuit 561 is
controlled by the write judgment result signal 8573,

Next, examples of the operation of the coméuter 551
ﬁiil be explained.

[Fir#t Exam'ple of Operation]

_ ‘Next, an example of the pperation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application prrogram AP1 and

desj.gn‘ates the address "210OH" of the address memory 553
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circuit 635 corresponds to the connection contro
circuit 15 of the first aspect of the invention, the
selection circuit 636 corresponds to the third
connection switching circuit of the first aspect of
the invention, the external ry 660 corresponds to
the storage apparatus of the fTrst aspect of the
i nvention, and the debugger 661 corresponds to the 20
etk e epplaimed. of the first aspect of the '
invention. Further, the signal |line 642 corresponds
to the thithis td=08w,Ma5 itN ADR G i d@ g sti PeE1ffs on
the invention, while the™address bus 641 corresponds
'¢hd €0 QUiLBsLISHOY, Qg dd 16 trudtd ol E9boAPREllucting
of the invention. 25 - "Further, the judgnent resu

onds - .to the first contro

j 5 I 8 -
S 5998, 554 SRR FoBR Bl Sl Lt Rntng

jUdgEEPt result signal S635b caorresponds to the
N o TYislg sighal SPSeReipdicatangelPlopreeutput from

i nvention, and the judgnent result signal S635c

- dve SO RP2 the thhe thidgmendomimgiuidi el of the first

aspect of the invention. FIG 103 is a view for
expl ai Fuxghielrg shist yakegmeheningt 8201 Showie in FIG. 91
sem conductor chip 631 shown in FIG 102. In FIG

5digdsha H UHHO Rl ds2 Y1 dotit B8 RNAWYR li3Y AVhe adliress

that is, the hardware conponent of the sem conductor

e B B U MRS, BRI, e
SRR S50 Bholld2 Shl SUEEnl 35, R501LL BREC oh 1L, &ponatng
to the AP1 based on the executing AP instructing signél S552b
and address CPU ADR input from the CPU 552 and fetch access
range defining data 584_1 srhown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582_1 generates a fetch
jﬁdgment.result signal S571 instructing connection and
outputs it toward the terminal 575_1 of the selection circuit
570 shown in FIG. 90.

Further, the selection circuit 570 connects the switch

574 to the terminal 5'75__1 since the instruction type

.- instruétihg signal S552a indicates a fetch.

25

Due to this, a fetch judgment result ‘signal 5571

instructing connection is output through the selection

‘circuit 570 as the judgment result signal S560 to the switch

- circuit 561 shown in FIG. 89.
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15 communi cation. The program of the comuni cation

driver layer is usually stored in a nonvolatile

nmenory. Above the conmunication driver. layer is an-
operating system (OS) |ayer for providing the program
formng the foundation fogT%gg operation of the

sem conduct or chip 631. 20 e OS | ayer provides the
hi ghest application (AP) layer wth higher concept

- servi caduxigdmrar cehen svhi tdte diowsrit 56k plades tthes ,CPU data

above the OS |ayer is an AP |ayer defining the
Speci 506 dndidnisy (dutiay biesbeedhl ERd BYynhBBtion state to
sem conductor chip 631. The AP | ayer has, for exanple,

251 20| LK@ ERD PEPHANBAEds AR m dﬁeal i zed. by

the - 190 program nodul es PM 1, PM 2 PM -3 shown
Cin Fl G2 e . nternal,_ torest
prograrﬁ AU e MY t% c’e“'eapp | ca cpﬁ'oeg'r "ﬂ?%lthe

El 103 Fl G 104 is a view for expl ai ni ng
CARR indicateso" FQOH b FARRE LK 1addgess is
shovvnln FIG 104, the programnodule PM-1 is :
Mpinsdyder in mh@r aﬂdr9sgfraimf ROQOMYdbd dRFEEHY , a0fletch
shows the case where it is conprised of n nunber of
dgnieort nociilds silgall 195 AMinsthiASimhasddhddtion is
104, the instruction (code) at the head of each of

i gut) Erioa t ABUsk BEctibd dOr&M P 57 ¥ ¥ALOSK i tch cz.rcult
instruction, while the tail instruction is a |ock

ST Weld 43 thile CLnd EQEggh' E?L{:Hﬂ' 95}'& % 8 fEy data
i nstruction instructi ng a expl al n
ircy t. 635 to hold,t Wi t
%us %06 an ?1 memory daEa gus §22 in theA disconnection state
to prevent the CPU 552 from accessing the memory 553.
[Operatioﬁ of Second Example]

. Next, an example of the operation in the case where
a program module of the application program AP2 calls up
a program of the application program AP1 when the computer

551 executes a read instruction will be explained.

In this case » the executing AP instructing signal S8552b

'showing AP2 and the called AP instructing signal S552c¢

showing APl are output from the CPU 552 to the read judgment

circuit 572.

‘ _ The judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APl

_ is allowed.

Further, the judgment unit 582 2 generates a read
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circuit 633 in the connection state until the next

unl ock instruction. Further, an unlock instruction is
an instruction instructing the switch circuit 633 to
switch to the 20 di sconnection state. The switch
circuit 633 is interposed betwgen the CPU data bus

640 and the internal data bus 643. The switch circuit
633 becones either the connection state or -
diudennptt reauitasigpade853d8 fLhetrudgingt craaettiod5and
signal S635a input fromthe judgnment circuit 635. -
18ditpihe thischowardutheb684rininhlt BTpOgedfbehvwegaibb@ion
CPU data bus 640 and external data bus 644. The

s¥ii€Ri€i 590i Ehéwd PRCPEBS 8pther the connection
state or disconnection state based on the judgnent

result | gnaly .96 ' t.he judgment  circuit .

635. Thk;éf%%ﬁbrﬁhécgggﬁ‘gfqggéé%ﬁ,t%rggbtﬁgn% P geiteh
nd,.sigpal _lLin . ,When the address signa

ot bu °b1§/§‘t=‘h erwgﬁégezt fitPg8dFResipgkrugion type

indicates the address where the programnodule PM 1

instoretirg tHeEnahtBPPar Hadbrytes B3peadpinshpuction.

instruction type instructing signal S637a output by

t he CPOWB7ta cthim, i gresd | jndgrbiPt | mekuht esignd Rt £572

instruction, it generates a judgnment result signa

S638arudtizig Usdnige€DWEDs | ORtpht GhHSHgK aeks, sélection
generates a judgnment result signal S635a instructing

ﬁ%ﬁfeﬁqﬁgﬁlﬂt&%ﬁg}ﬁ% A E el Bilhad 5 60148 ho Dfiton
Q@i%cuit 561 shown in FIG. 89.

Furﬁher, the switch circuit 561 sets the CPU data bus
1566"andtmﬂnory‘data.bus 562 to the éonnection state, whereby
the CPU 552 can access the memory 553.

On the othe£ hand, in the above case, when the program
module of the application program AP2 calls up a program
of the épplidation program AP3, it is judged from the read

inter-AP call relation defining data 585_2 shown in FIG.

96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and
- outputs this toward the terminal 575_2 of the selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 8572
instructing disconnection is output through the selection

circuit 570 as the judgment result signal S560 to the switch
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Further, when the judgnent circuit 635 generates a
judgnent result signal S635a instructing connection,
it generates a judgnent result signal S635b
instructing 20 di sconnection and outputs it to the
switch circuit 634. Furtherjgwhen the judgnent
circuit 635 generates a judgnment result signal S635a
instructi disconnectjon, it generates a judgnment
r%%ﬁ??léigﬁﬁlSé%@%bangFFuc??ng connection and
outputs this to the switch circuit 634. 25 Furt her,
when t HE Y thrferkhe iswdfich 635cydtefal esetes #9R2 CPU data bus
judgnment result signal S635a instructing connection,
1306 gond rmgemery datigrieus 563utd Bh@ndls&SGRBSction state to
instructing invalidity/disconnection and outputs this
tprdhn et tEom 552 redbh £38esFikyl LA medbED Tf,§§.
judgment circuit 635 generates a Judgnent result
si gnal LE ' b.SC lon,.. it ..g rates .

g @éﬁﬁlhﬂﬁ%a;%%\gﬁ, %E%S:@P@%%ﬁ@ cfl.lrrclzén.t § E& and switch

a judgnent Tesul ruc
I.1dj:t ti t puts, fhi to th I ti :
Y BB S R are S St o st Motren he Remory

%%ggran1noqule PM | is called up ﬁ¥aa branch

st ARG GV idatudste it akrtrd suatadefihed beiadvanc
executed by the CPU 637 during execution of the :
pinogranrdstgecwPih leattomrograi tn ddbhiandderi@abBrogram
the judgnent circuit 635 outputs a judgnent 15 result
begmal eSedhrtdd iy UtHd P @EBECtion to the switch

circuit 633 conditional on the instruction at the head

of t heTﬁéE@Q@r@{”QﬂQﬁﬁﬂMt@.oﬁ bHogtad! tb'er:].gxga dldilted by

(that is,
the CPU 552 can be prevented from illicitly accessing

instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

_application programs even when the CPU 552 is executirig a

plural.ity of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584 1, fetch inter-AP call
relation defining data 585_1, read access range defining

data 584_2, read inter-AP call relation defining data 585 2,

.~ write access range defining data 584 3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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BB katr Str e

when a branch instruction designating the instruction
at the head of the called function nodule is being
executed). 20 As explained using FIG 104, since the

head of each function nodul e has an unl ock

i nstruction (disconnection-realggase i nstruction of the

first aspect of the invention) positioned at it, the
ircuit 6%5 out put s a ment result signa

GHnBELPEN kLY Fﬁg°§ﬂFF&ﬁn2§ circuit

633 based on the unlock instruction until the next 193

| ock i n5® rklets PRl stvnnawddments Eimeuits (6 ficdrisofthe key

the first aspect of the invention) is executed. At

timEotmabionak andl deaegpenohi progthm 5901 CAcebkedist the IC

634 is issued a judgnent result signal S635b

| @8t d USS8 NghHbSGRNBREL £PB, aRedhbhs 686 §ﬁaeeainﬂ{in1cauon
circuit 636 is Issued a judgnment result signal S635c

| St EWEE iRt | PYahL iy gg%%&%%ﬁ%%%%ng%" %fl ggoc{aata}’ 584 1,

halt of the operatlon gger
Wi t|o of .the ntern
or maﬁ g rom{'he °é'3 SHHRIRY %géﬁi-%! read access

Therefqﬁa the function. 10 nodules FM -1 to FM -n

Hrang Hata PRt de me3dsirtertABreakd pebatasm
nodul es PM 2 and PM 3 present in the external nenory
6B igrinhdagehbgfe? , 660l teracess, rahga defimiold data 584 3,
nodule in the programnodule PM1 is called up by the

GRid 684 tax emte AR &Hmlc‘al‘éﬂaﬁticﬁlstdé&tﬁﬁf%ld@t&dﬁﬂs |9 from
anot her function nodule while the U 63

VHRC WA 6 A& 5Y 0 QN yleld| &é’“éémé'm%éwéhfé %
when first fetchlng an instruction othe é%cﬁ?ﬁég
%%tc{el{(‘étfmq&e% Sd d Onetdioal} I;J:I'qc?g ha?n? %&J : hcf ﬁéf}' Czl.rggomation
. :
Further, the present inventioﬂ may store the above

decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

bus 506 into the Judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decrypt_ed decryption program in the memory 553,

) and have the judgment circuit 560 read and execute the

decrypt:.on program from the memory 553.
Further, in the above explained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S552b-and called AP

instructing signal 8$552¢, but these signals may also be

gene._iated,. as shown in FIG. 101, by the judgment circuit
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of that call destination, the judgnent circuit 635
outputs 20 a. judgnent result signal S635a instructing
di sconnection to the switch circuit 633. Further, in
this case, the judgnent «circuit 635, for exanple,
halts the operation of the.CPy) 637 or perforns
predeterm ned error processing.. Wen the judgnent
réﬁﬁnt sjgnaj S635c. fromthe judgnment 25 circuit 635
iR Anktering | the \FRY saddFess ilwe 9B 194 sel ecti on
circuit 636 invalidates the HALT signal S66la i nput

fr om t [Eevetty firhodiader(bper ati on halt request of
first aspect of the invention) and does not output it
to t he THUp&ésentHahbBodihantiAld a%i giBbdPREAR tSrAesponding
signal instructing a 5 tenporary halt to the operation

afo tdhfe CRI4LPHNa W‘fﬁ‘t tg@péé@g r@f]ttl{é Sﬂjn;eﬂzg&?l S635¢

fromthe judgnent «circuit 635 indicates

i nval i di;ty/ di cti.on, .t - selection gircuit. 636
val | SHC SRE T iR o S R
signal Sp61lb and CPU jnternal status rewite 10

R tithen R SThAE T FREHC Rt PEaRPRt
does not output themto the CPU 637. Here, the CPU

AvEentdionst at us read request signal S661b is a signal
for requesting informati on showi ng the interna

. st at ushAsf shhenCRb F3Z. 162Thth&PebnitendabtstabhiFp 631 has
"rewite request signal S66l1c is a signal for

aalHatkrhg1amefWryt €301 ERLEEABELL PEuSROEBHT sdiech circuit

~internal status of the CPU 637. On the other-hand,

whan ‘j'il‘agh!é‘i’ﬁ:”%ltréug%”édass' WNlec I8P I W6, ana cpu
judgment “circuit 635 indi dates :
637.

.The internal memory 632, switch circuit 633, switch
circuit 634, judgmeni; circuit 635, and CPU 637 are connected
to a CPU data bus 640.

The internal memory 632, judgment circuit 635, and

CPU 637 are connected to an address bus 641.

 The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the interrnal memory 632 is further connected
to an internal data bus 643.

Eurtheit, the switch circuit 634 is further connected

- through an external data bus 644 to an 'éxternal memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

. 661,




20 validity/connection, the selection circuit 636

outputs the HALT signal S66la input fromthe debugger

661 to the CPU 637. Wen the judgnent result signa

S635c fromthe judgment circuit 635 indicates

val i dity/connection, the sel egggan 25 circuit 636

out puts the CPU internal sta}us read request - 195 t

signal S661b d CPUinternal status rewite reques

si Sna| ﬁgé'glc%F‘r?pﬁFmFFSﬁ‘fiPﬁ’é°d:e5’E?g§’e|63é6f°F§elsﬁ’9n@PUt° the
637. Further, the selection circuit 636 outputs the
cremisogdugiton giysuisti gfith<S@ikst appeckrof tihe iGRdntion,
637 in accordance with the CPU internal status read

r $hee€PUsdghal bGE66 S0 t CotPesplehdgges tHb i rdie teRdGdssion
outputs the address of the internal nmenory 632 to the
allilhess £ biise 6l AN G e Honldkidt EXESuiE?tEH&t;&{l% am module
signal S637a showi-ng the type of the instructio el ng
1&461 e@HL@st:thgetsl gﬂainiifﬂ?céf'ézn af]cgr Ie,lg e%%ctoirndgagc %rogram
wi th the sane perfornms processing using e

i hst tions,and data aof .{he program nodule PM 1 read :
f?%n##%ekfﬁfgrﬁgPeﬁ%WB%ythgségfﬁg5&§ﬁ'tﬁBESWPFSHnal memory
cirguit 633 and CPU data bus 640. Further, the CPU 637

o%%%u‘?%rfﬁép%‘a? ek’ thetflonme qisrquniit wfindihe €68 stto aspect

the address bus 641 and the instruction type

| ¢ t¥he tinwendiigmel tBE3TRUt 637 heosignadnds &he pRécessing
i-n accordance with the sanme perfornms processing using

- tdercuhstofcthensiasd dapacef ofhendr 98vantiBAul 86ePNMii tch
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2, PM3 read fromthe external nenory 660 through the

i LBt 698 AcdbSespin84 4o SPLLCR; FLE CHJ)ltmégéiogngng(szl-ning
data bus 640. '

~‘circuit of the first aspect of the invention, the switch

circuit 634 corresponds to t.he second connection switching
circuit of the first aspect 6f the invention, the judgment
circuit 635 corresponds to the connection control circuit.
of the first aspect of the invention, the selectioﬁ circuit
636 correqunds to the third connection switching circuit
of the first aspect of the invention, the extérnal mMemory
660 cpire’sponds to the storage apparatus of the first aspect

of the invention, and the debugger 661 corresponds to the-

‘external ‘appara'tus. of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

the address bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S635a corresponds




When a HALT signal S66la is input through the

selection circuit 636 fromthe debugger 661, the CPU
637 halts the  operation of the CPU 637. Further, when
the CPU 637 receives as input a CPU 25 internal status
read request signal S661b thr h the - 196 selection
circuit 636 fromthe debugger 661, it outputs an

i nternal status signal S637d including infornmation
skenithe first montrgdl stignesl of tihe @REB3Aspexitgrt dthe
by that signal S661b through the selection circuit .
636ventiion dthegjadghént Festber sighaDd $6B5KRSIB sponds to
receives as input a CPU. internal status rewite

I eHeeSboShd R t300161 §hA DaNh O & i381e5LH8: e EHbLi fRGition,
fromthe debugger 661, it rewites the information

S i . ;hu§ CPU 637 by the .
C%&ye%}tge Elgll gnatq{eggkvit‘t:ﬁgajﬁ%a%ﬁtgpg%%‘ﬁfeﬁ%n $ HhFle third

. 10 the operatiqn qQf ;the CPU 637 is controlled by the

S JSBIGERY SCRTALTRE GBRSIEE toBEPESHs SthAPAALPVERGTAR
S66la in_ _accordance with the debugging object to
control Ftfe 4Parafi 8nvisy £pr epplaipingppheosoftiare
operation of the CPU 637 using 15 the internal status
readfigyyationi gfialthg§6éemigndduatternahips6allushewgndn FIG.
S637d, and custom zes the CPU 637 by the CPU
.1o2ernal status rewite request signal S661c. Next,
exanpl es of the operation of the sem conductor chip

CSL I inBEPIBbS, N 2R S, OIS, B B hoyer,
10 that is, the hardware component of the semiconductor chip
631 shown in FIG. 102,
Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
j.n it a cémmunicat:.ion driver layer for controlling tﬁe
15 communication. The program of i:he communication driver laye:;
is usualiy stored in a nonvolétile.memory.
Above the communicatioﬁ driver 1é1ye.r is an operating
:s_yst_:em (OS) ' layér for providing the program forming the
- foundation for the operati.o‘n of the semiconductor chip 631.
20 Thg 0S layer provides the highest application (AP) layer
with highef concept services comparéd with the lower layers.
-Fur'ther » above the OS 1<‘;1ye;' is an AP layer defining
thé specific ;‘Eunctions '(services) realized by the
semiconductor chip 631. The AP layer has, for example,

25 application programé AP1l, AP2, and AP3 realized by the
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outputs to the selection circuit 636 one of the HALT
signal S66la, CPU internal status read request signa
S661b, and CPU internal status rewite request signa
S661c. 25 In this case, when the CPU 637 accesses the
internal 197 nenory 632 thrquwgh the CPU data bus 640

and switch circuit 633, that is, when the switch

circuit 633 Jg.in connection state, due to the :

S Bagienr rednieCEiCd ‘BEE; AroEih Shetwgmim FTC. 102.
circuit 635, the selection circuit 636 becones the 5

i nval i dFR§/ I eFhme BemMaTYs 632 esterrss e pepgraingnodule PM 1
circuit 636 does not output the HALT signal S661a,

CPE theempplististios pregtameqidsishewgndn BGG1bioand

CPU internal status rewite request signal S66lc to

the CPUEBE7. 108eisf or ieliheodebupdgin®hd €RAANALNREGRS S tion
the CPU 637 10 and cannot access the internal nmendry

63€ ghéhsgogggmtdigigethiqd, when the CPU 637 is not

accessing the internal nemory 632, that is, when the
swtch cirguit 633195 i he, di sconnection_state, due

to the'%%d%%éﬁ }%sﬂ#é' g?%haFg%6%§39¥?ﬁﬁT?ﬂ%i?uﬁﬁnﬁnfs
circuit 6%5, the_sel ection 15 circuit 636 becones the
VEPTRFTS7C SHh 8cPBRait i of fpnatien wefudeporFEFr A4 shows
636 outputs the HALT signal S66la, CPU internal '
sthe Fasecuberedueds conprl sSQEOTHn ravmdbe@PLOE ifivrertniain modules
status rewite request signal S661c to the CPU 637. -

Tirerkfios efMtse debugger 661 can nonitor and set the
20 operation of the CPU 637, but since the switch

Circui tadFhow id FNE. A ELONARCT] QD SISE fon CADNRL) at the
access the internal nmenory 632.

head of each of the function modules FM 1 to FM n is an unlock |
instrﬁctioﬁ, while the tail instructién is ; l;ck |
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next uhlock
instruction.

Further, an unlock instruction is an instrﬁction
instrﬁcting the switch circuit 633 to switch to the
disconnection state.

Therswitch circuit 633 is interposed between the CPU
data bus 640 aﬁd the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal S635a input from the judgment circuit 635,




[ Second Exanpl e of Operation] For exanple, consider
the case where the CPU 637 is 25 accessing the
external nmenory 660 through the switch circuit 198 -
634 and external data bus 644. In this case, due to
the judgnent result signals Q836b- and S635c fromthe

. judgnment circuit 635, the switch circuit 634 and

10
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20

25

sel ect i ci.rcuit 636 beco the connection state, 5

but - due g PHE teh SRERRLECRAR 18| TRETTERa8Y, be fsen the CPU
switch, circuit 633 becones the di sconnecti.on state.

TREE: M8, 64 andearternaledatp & Effnot be accessed
fromthe external data buses 644 and 645. As

expl ai n8deadeibehi airbeite6d4 dnsktimieas €itippBdhe dbdhnection
when the internal nmenory 632 and the CPU data bus 640

aseaite bitedierdbaGkcdl onl &itAteS PaRedP bnd¢heS Suldgiiit & esult
external data buses 644 and 645 is not all owed.

ThegRher 86385C hBLRT £ B! t&ﬁes.gp aeyct.Qr hih &G31,

it 1s possible to reliably proteCt the progfamiodul e

PM 1 t din the internal memry 632 from :
illici tlé%% (,'-'g{s(ggtﬁ%?ncolu e éé% f“ﬁ’&r{g8 cBﬁa ﬁ‘?%?e%ﬁilﬂls 641

631 .and therefore Possible to maintain the
O TEFRRAI 1152 oF 42 nd B g adsinass mignalFgutmrt by the

according to the sem conductor chip 631, the process
FPexeUttorthe adireysdream 6iddulnelifdtel thet heldblld<?@here
637 cannot be nonitored and anal yzed from the outside.

Felie herogeae onddabet BMt beisestooaduchoehehiRt3hali hemory
is possible to prevent a confidential program nodule
RM82, and the instruction type instructing signal S637a output
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing qénnection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment circuit 635 outputs the judgmént result

signal S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

. judgment result signal S635a instructing connection, it

generates a judgment result signal S$635b inétructing
disconnection and outputs it to the switch circuit 634.

Further, when the Judgment circuit 635 generates a

.:judgment result signal §635a instructing disconnection, it

generates a judgment result signal S635b instructing
connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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frombeing illicitly accessed from program nodul es PM
2 and PM-3 stored in the external nmenory 660. 25
Ei ght h Enbodi nent 199 The present enbodi nent is an
enbodi ment corresponding to the 20th and 21st aspects
of the invention. FIG 105 isjgyview of the
configuration of the sem conductor chip 6131 of an

i ment of the present 5 invention. As shown in

Fﬂé‘dd?ﬂ?s‘ € (4Rs Wi it ($A3 35 in B9E3icting  connection, it

“encryption/decryption circuit 6134, judgnment circuit

6 EERheratgect | prgnerduine G636, s igymch ICRG FB Anshicting
encryption/decryption circuit 6134 and CPU 6137 .10

anevedrirbEtygdilsrohrede ida anlusuepd@s Thes) HQ%E?Qtselectlon
circuit 6135 and CPU 6137 are connected to an address

bus reid4% eB#e j udgnent circuit 6135 and CPU 6137 are
connected to a signal line 6142. 15 Further, the

encr ypt ry |on IrCUIt 6134 i.s rther
connectgggéﬂggug an exFePHnga 0565“%¥4§33093Her3tes a
external nemory 6160 Further, the selection circuit o
GigggF‘?nftuFFﬁE}r(t Ebﬂﬁ%&t%@%ﬁrWF%tm eHrgonnagtion, it
bus 6145 to a debugger 20 6161. Note that in the
sSﬁPSBﬁ&GEthJE#HBEBISreanWeBhgnBﬂeSG§6btwawaructlng

structure shown in FIG 103 is simlarly applied.
Headidibke/sennectdont andcbuppGisl thasr 5P RS skl ol on

circuit 636.

Further, when a function module in the program medule
PM 1 is called up by a branch instruction included in another
function m.odule being executed by the CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the Judgment circuit 635 outputs a Judgment
result signal S635a 1nstruct1ng connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction desighating the instruction at
the head of the called function module is being executed) .

As explained using. FIG. i04, since the head of each
function module has én unlock instruction' (disconnection
release instruction' of the first aspect of the invention}
positionedatit, the Judgment circuit 635 outputs a Judgment
result 51gna1 S635a instructing connection to the switch

circuit 633 based on the unlock instruction until -the next
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sem conductor circuit of the second aspect of the
invention, 25 the external data bus 6144 corresponds
to the first 200 transmission |ine of the first

aspect of the invention, the external nenory 6160
corresponds to the storage appgyatus of the second
aspect of the invention, the programnodule PM1

c rrifponds to the instruction for executing a program

Foxs Jedscomnaetion ehamin insteruction of the
encryptlon/decryptlon circuit 6134 corresponds to the.
efdmFst iagmegdc offptthen ingiendiidn)ofist kxesenentl agpadii Oftime,
the invention, the judgnent circuit 6135 corresponds
t ast kepladniedDlasilies,! thi 1$va te8CAG RSRE@3 0 4 fi%sued a
i nvention, the 10 selection circuit 6136 correspon S

tguHBﬁeﬁQ.l eekhaf G gﬁlal'lt s6sp! Ig.?zsq:g: g.ngﬁe Secon e:l.on,.

i nvention, the CPU cor responds I e
c a [ " and t terpa ta bu
cgirl?g%p%iﬁ%ss‘%ie Jéoré et ui’ & §s?‘8ﬁ“eg IRt result
second a gt of the invention. 15 First, the ext er nal :
nEnEP§ G%Eg Gi EPSEEUskiPgi AByalidd tydgimconnprdiongs so a
the external nenory 6160 stores the program nodul es
PherPopRr ¥ haddy ofMfise opgraitd opr oFf dite ERUCEE Tkt the kiebugger
case where the program nodule PM| has

cbhli denacqghisytivwh| ofethél apUr ahedrna10stheus information
confidential programnodule PM1 is encrypted and

. 66 eEhé NC 66 PK L fo TN IO ThER Fore ,. the function
nonconfidential program nodules PM 2 and PM3 may be

SHCHUPLEdrT 1 0L e 7 00! 702t o N b oEBb2 BE"dccessed
from the program modules PM_2 and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up ﬁy the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction ot';her than the -

instruction positioned at the head of the function module

of that call destination, the judgment circuit 635 outputs

a judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment

~circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635¢ from the judgment

circuit 635 indicates invalidity/disconnection, the
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25 '"As shown in FIG 106, the program nodule PM1 is
201 conprised of a plurality of function nodul es.

FIG 106 shows the case where it is conprised of n
nunber of function nodules FM1 to FMn. As shown in
FIG 106, the heads of the-fuameati-on nodules 5 EM-1
to FMn are set with I D nunber designating information

desi | the 1D nbers.. The | D n desi gnating .

SRR LR CeB RIS et e R pdGhaloapeld sopuc

information for identifying a corresponding function
GEPcShadebygosr @el | (Pparatignchal ferequest of first aspect

encryption/decryption circuit 6134, decrypts the

fafictheninvenktésn) i andsdgeednbbr osppuitfl yitngot tbek€PU 637.

information to be used for that decryption. Further,

aHetbg thel HRRUSsOfnhbesEenat ienanedyghas Ektiubeiby o
are placed instructions designating the ID nunber 1

aGemfOrafy "BALHCED OBfal aggeahiag beatnLhephokhew ng
i nstructions do not use keys, that is, are not

encrypPiiis ThE JUAGLE A 814851 M. ERL! e 104 |
are encrypt eg nunits. o Likt):l OC?n%Jét a o )L:':r:om ‘&ie judgment
predeteym.ned. data . lengths,  The block data 1 to n
FEVESHER B35 diRd 92 bos havR i Sy dseRRRRCkRgn, the
encryption/decryption circuit 6134, for exanple,.
eFRISPELOR HeixeiEt | 636 nbavabidateanthe ¢PQ inbernalt hbatus
program nodule PM-|l to be witten in the externa

reegAot yr 1§95 £ asigesbv@661b Ful AT, intermsl Ssbhtus rewrite
predeterm ned bl ock data. 25 At this tinme, the

arefuds t O GIeCT YPE 6 0 Thpetli £réd 3dhe debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the intermnal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesting a rewrite of information shoﬁing
the internal status of the CPU 635.

On the other -hand, when the judgment result signal
S635c from the judgment circuit 635 indicates
validity/connection, the selection circﬁit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637.

When the judgment result signal S635c fi:om the judgment

circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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202 - encrypts each function bl ock using any, key
informati on and sets at the head of each function
bl'ock unencrypted (plain text) ID nunber designating
instructions (information) designating the ID nunber
for identifying the functianiysmdules as expl ai ned
earlier using FIG 106. Further, the

encryption/decryption circuit 6134 generates and
h&t‘&f‘#hﬁgﬁgy ?-?FE Sithindernad statue sawhhte request signal
108 showi ng the I D nunbers designated for the function
n5&6lesipkuy Epewni thendebunfoenséébntofthdacBMe®@BMW. Further,
aspect 10 of the invention) and key information- used

f theepeilyppting clikeuligneBoButpdtsethkl rPod ihedehRal status |

Furt her, when the encryption/decryption circuit 6134
eBeEMALSsEAPAbi ARGt Il om B 19 i Ge ' ; -
g iRp emﬁhjﬁ 1&'1 (;ccgcqzdﬂ,asl*ée with the

generates parity data for t | ock data an ores

t ' 15 lLinked wth the cor ond
ngEcIkﬂg%%%ﬁ%lg g%%é‘“%‘x eé?gn A° TR ?%xg’éig Goob i e dfbugger
tgg encryption/decryption circuit 6134 generates :
p }ty data so that the sumtotal of the block data

and parity data becones a predeternined val ue.

Fur t herThe (PR A37yprtpatddhre gddaessi pEukhe Ikl memory
obtains key information for the function nodul e i nput

_f63)2n ta theertdresls baaD641 Girid ilms beieviitgh typekYistructing
information table 6190 shown in FIG 108 using as a

keyghde $6BTWNEREwIRG! ERAT Efpe bYFt BRe ! DhBUPREEion being
designating instruction at the head of that function

nrormati on

‘ " | A i ti [ it 2
_ %ﬂ:ﬁ%ee{ ul%éﬁ glt.q{?( eé:l.h_:ﬁn NG5 '6%&: %%g%%'fgy %.?:@to%gtra%lge with the

y
féjar}getiger]rfoxzzlgg’ processing using the instructions and data
qf the program module PM 1 read from the internal memory
632 through the switch ecircuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the
éxternal memory 660 to the address bus 641 and the instruc_tion
type instructing signal 56373 to the signal line 642 and
in accordance with the same performs processing using the
instructions and déta of the .pro,gram modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.
| When é HAI.T signal-SGSia is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

~operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

'ihterna]_. status read request sigrnal S661lb through the




nodul e in units of the above-nentioned bl ock data.

Further, the encryption/decryption circuit 6134

decrypts the function nodul e, then judges the

legitimacy of the parity data corresponding to that

function nodule. 5 At this_tijgg, i f judging it

legitimate, it outputs that decrypted data to the CPU

6131. On the other hand, -if Ludging, it is not

| BGLEERAER, CircHitt 836hEremcthe | dpPeggen s €U i Iutputs an

performs predeterm ned error processing. Note that, in

t hatpresdnstabbhedshene] $6¥dlatreclwhigidn inkbmfatiivh showing

bl ock data and the data I ength of the function nodul e

ntle hin tdensBetatudiihfl €hetpu B37 HudggRakea bfUWHat signal

6135 generates a judgnent result signal S6135

| 865 Lot . b L ceg . . |
NG d R dbl¥beiSHOMNE eﬁ@ﬁg%ﬂ%@&;&%ﬁr 661.

to the selection circuit 6136
[ : I f hj fidential
o ogr art U ehdt SRTR Ene ChE 163 plcitres 'RE # frutss crU
gfngratei a %gdgnent ,gesult signal S6135 instructing
var rat RSt cB3RRERYE | BAYELES PREpeEt- Piopalt AE6Lg| brpygh the

~-circuit, 6136 when the CPU 6137 20 is not accessing

i0

15

20

- 25

(Fheekinp| eirewi th63g) fromohhe ddabhayer p66y; aktnodwétes
PM 1. The judgnent circuit 6135 nonitors the addresses
drke infrymrtionssloring the tilvete@Rld 16 B¥atand off aNengru 637
over the address bus 6141 and signal |ine 6142 and,

ligs etheOBohRentadEs 2onh HEA Wy ithaltheiGhY1646€1LS Due to this,
accessing the programnodule PH 1. - 204 Wen the ,
jﬁm%ri@ﬂﬂ'toéiﬂ{@bﬁ% f.i.rso Ebhlﬂ‘iolli%”ﬁﬁ}t the debugger
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to céntrol the operation
of the CPU 637, mOnito?s the operation of the CPU 637 using
the internal status read rgquest signal S$661b and internal
statﬁs signal S637d, and customizes the C?U 637 by the CPU
internal status rewrite'request signal.5661c.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

[First Example of Opeiation]

. For example, considér the case where the debugger 661
outpgts to fhe selegtion circuit 636.one of the HALT signal
_5661a, CPUtinterﬁal stétus read requeét signal SGGib, and
CPU inﬁernal status rewrite request signal 86610.

In this case, whén the CPU 637 accesses the internal
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circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the HALT signha

S6161a i nput fromthe debugger 6161 (operation halt
request of ~second aspect of the invention) and does -

not output it to the CPU 61345 Here, the HALT signa
3616la is a signal instructing to tenporarily halt _
the operation of the CPU 6137. Wen the judgnent

PRSPEY of 3 FPERII e R €13 a1 v (5410 aeick Gwiittcd 88 rouit
i ndi cates invalidity/disconnection, the selection
c®P3uithadl1 28, iwhexl thatwsi tdle cGRYuint 63Bdls $hathes corfiadtion
request signal 56161b and CPU internal status rewite
recpies; Sugned €64 6jedghaptt résett BeqA8PUIE8E:646dnm the
and does not output themto the CPU %137. 15 Here,

theadaih & MRl ¢ %ta%t,ughgeaglésgyﬁﬁtcﬂ 638 %,%%%4% the

‘a signal requesting information show ng the 1 nterna

sitf 4455 ’ 6137 The CPU internal status. . )
,revvrélﬂ'tsle 3 uelsﬂcgéglub%éa 1%1%ECEef salé&s fafe %ﬁﬁé‘é"t‘l fyreult
r i,te of the informtion show n 20 the internal :
séaag 88 euERD tehe HAGT $1gn3l $6617anGPU imdipnnad status
judgment result signal $6135 fromthe judgnment
Fdeadinewest isignadt 6661bal pock ZPHohnbetrnal, sthbus rewrite
selection circuit 6136 outputs the HALT signal S6l6la '
naave st ggnad BEhlggaro Gi6d ¢rU tde7 CPU 25 6137. 205

Therefore, the debugger 661 cannot access the CPU 637
and cannot access the internal memory 632 either.

On the 'other hand, when the CPU 637 is not accessing

the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the val.idity/cohnection state_, and the
selection cir‘duit 636 outputs the HALT signal Sé66la, CPU
internal status reéd request signai S661lb, and CPU internal
status rewrite request signal SGGlé to the CPU 637,
Therefore,  the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch ‘circuit 633

+ is in the disconnection state, cannot access the internal

memory 632.
[Second Example of Operation]
For example, consider the case where the CPU 637 is

accessing the éxterx_lal memory 660 through the switch circuit
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When the judgnent result signal S6135 fromthe
judgment circuit 6135 indicates validity/connection,
the selection circuit 6136 outputs the CPU interna
status read request signal S6161b and CPU interna
status rewite request signaljgy S6161c input fromthe
debugger 6161 to the CPU 6137. Further, the selection
circuit 6136 outputs the CPU internal status signha
f§7ﬂnﬁnﬁﬁFeFP6 fré&acbuse$dt.in accordance with the
CPU internal status read request signal S6161b to the
debuggefnetilis chdelhdu€Ptb G137 jadgment: testbe slsh£ES s635b
bus 6141 the address of the external nenory 6160 and

t andhe6 359 Bton it Gldidmant ASLGYE 698, IMRE switch circuit
instructing signal S6137a showi ng the type of the

| BSAT 4G4 Qé‘l@@‘:ﬂgn LML 96 bd b G %%%%evt\gt state,

t he sane, per orns DTOCGSSIng usi ng |ns TUC I ons

t program no and PM - 3
reag %é | Qﬁee}?e?me F3t6fégn? 8ﬁaﬁth§he switch
ext erna Lé%gi% bus 6144 and encryEtlon/decryptlon .
cFHeart % PR S HBechlreanrertier viate” Thapefiare, the
HALT signal 56161a through the selection circuit 6136
foeERRL qusmeEer 632008189t bacacpesaedofiroh the ERbernal
6137 is halted. Further, when CPU 6137 receives as
i gt Yo CPEA4 | acbr 645 . St at us r ead request signal
S6161b through the selection circuit 6136 fromthe

debuggers GhhaideddWdts, iheHdtELDAom 1!
86137d |nclud|ng i nformation 25 ShOMAnd)tH%EInter 631,

‘S6161b i J\%‘q?#q%ée‘? ’Ecj‘?u o 2|t ?‘gu%eé‘%% ‘{'%ga 848840 are

in the _connectlon state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memoxry 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

- to maintain the confidentiality of the program module PM 1.

20

25

Further, according to the semiconductor chip 631, the

process of execution of the program module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.

Further, according to the semicond’ucto:_f: chip 631, it

is possible to prevent a co;ifidential program module PM 1

from being illicitly accessed from program modules PM 2 and

'PM 3 stored in the external memory 660.

Eighth Embodiment




t he debugger 6161. Further, when the CPU 6137 receives
the CPU internal status rewite request signal S6161c
t hrough the selection 5 circuiit 6136 fromthe -

debugger 6161, it rewites the information show ng the

~internal status of the CPU_6334 hy the content

desi gnated by the signal S6161c. Due to this, the
operatiog of the CPU 6137 is controlled by t he _
debuggefie@¥aseny ephodimsmiggés anemhedineni qeuresponding
signal S616la corresponding to the debuggi ng object

t §oc&her 8P thhandoBdsst ropectst b€ ERY Gh¥éntdoni.t or s
the operation of the CPU 6137 using the interna
status FEad 1@§uestasvyerl oB6ERdbeoandghphes8al ot @hES
signal S6137d, and custom zes the CPU 15 6137 by the

. @&niaaﬁaaaho;}t at.u?ham' Le EﬁqH.ﬁ?Bdﬁlngﬂ‘El pfoég, resent
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Next, exanpl es of e operation o e sem con
th@e&@ﬁ&? in FIG. 105 will be explained. [First

Exanpl e operation] 20 In this exanple of gperation,
the ca g%lre t.he SP 37 wites into the externa
menor y DR 7F enel g ogFBFn S AR BIE HOX i GHim 131 has
expl ai ned. The CPU 6137 outputs the wite data through
(e SOPYYPFACR/BesTyphd onpei heuth&hak i dufdeenyminomit 6135,
circuit 6134. 25 Further, the encryption/decryption
cdekegti@l dircdF 66y yqutd CP@ 6L37e data, as

_ expl ained earlier, using key information

corresmwdldig:ﬁ@ﬂ:t&/fd&@yﬂumdﬂféui@ é13 4 Sand CPU 6137

are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected

to an add;ess bus 6141.

. The judgment circuit 6135 and CPU 6137 are connected

~ to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an

external memory 6160

Further, the selection circuit 6136 is further

connected through an external data bué 6145 to a debugger

6161.

Note that in the semiconductor chip 6131 as well, the
software structure shown in FIG. 103 is similafly applied.
Here, the semiconductor chip 6131 corresponds to the

semiconductor circuit of the second aspect of the invention,

. the external data bus 6144 corresponds to the first
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of block data and wites the sanme through the externa

data bus 6144 in the external nenory 6160. 5 Further,
information relating to the key information . used for

the encryption is added to the key information table

6190 shown in FIG 108. At _thiy Line, the judgment

circuit 6135 outputs a judgnment result sjgnal 56135

showi ng 10 invalidity/disconnection to the selection
ctransiigsion hime ehdhenfirsitgagbest16l theClbvention, the
internal status read request signal S6161b, and CPU

| Rktenahlsmatosyr 6060t eoreqepshdsi gbakhe58t61agksappdratus
fromthe selection circuit 6136 are not output to the

CBE) 6A37sedbnlUabBeEL SENERe! RRVILLiBndatRel PrBFtam module
encrypted on the external data bus 6144, even if the
epfeey NAbr A2l So04S Bl44e Hﬁshkhh%ighﬁf%{' %‘hb%e%j-c‘?éﬂ%e% {# Program

confidentiality of the program no

1 ost Second .Exanmpl e o eration].,20 In this
egén% % %?08%%r3f$§ﬁ$ ?%eggﬁsén%ﬁg tORhetRPy 6137

reads instryctions or data of the program nodule PM -1
FFRRTYREL R CRFEYP FEaR r §1630bt wp 184 pecERpsRrndd. toythe

to a read instruction issued by the CPU 6137,

i PREFYRE i ombderryipt bonf ciheupt ogf abhepsetend®\adpact of the
read 25 . fromthe designated address of. the externa
eyt 560 tinel PdBgmentt peii rédid ©UGIBS heo £2¢ S GRdls d8bathe
bus 6144 to the encryption/decryption circuit 6134.

Fsdhedl RN o W RGP LSRR bEUthe B1RGeNEEUR, the

selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, fhe CPU 6137 |
corresponds to the éecond computation circuit , and  the
external data bus 6145 éorre5ponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown J.n FIG. 105, the external memoriv 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the '_présent émbodiment ; the case where the program
module PM 1 haﬁ confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may bé encrypted or not.

FIG. 106 is a view for explaining the configuration

of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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the key information table 6190 shown in FIG 108 based

on 5 the I D nunber shown by the |ID nunber designating
instruction set at the head of each function nodul e

i nput and obtains the key information correspondi ng

to that 1D nunber. Further, £@f encryption/decryption
circuit 6134. decrypts the instructions or data read
fromthe external 10 nenory 6160 using that key.

i MR $eh dfnauml wxabitlodc Fundéiananskia hes. pard O00% shows
parity processing. Further, the parity processed data
orthencasecthens i tal € conipitilsedd £ Y0hukber Vedaba i BYSnodules
6140 to the CPU 6137. At this tinme, the judgnent

CiFM Ui teS 3P puUt puts ‘a 15 judgnment result signal S6135
indicating Tnvalidity/disconnection to the selection
circuit 61 e T,sigpal ,56161a, CPU

i nter naf\@s%g?"ugriﬁje g‘g Er‘ e%%Stt%eggﬁﬁgF U fomptunfliepurodules
I phennal gfatus rewite re%uest signal 56161c issued
fromt N8 B AT PTY Mt 1B1nekeE drtignabing iRtfomnation
the CPU 6137. Further, since the wite data is not -
e 59 tthe IBxnwmbgirsdafthehId Slunberedemiignating
external data bus 6144 is illicitly probed, the
cdpfitgustighist pref nolte epregpaed.nodule PM 1 is not

| ost. 25 As expl ai ned above, according to the

seni conHae&pran 209nGhber6i3ling rg i fvi
confi dential program nodul e PN1%E?%%gﬁﬂegégr%ggnﬁlfylng a

: @@E&s?éﬁ@iﬁ&tﬂg@t n{nE:%Lﬁ%n ‘A%”g%é %ﬁgeéﬁgtg%g#w the

the confidentiality o e program

hglxgryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the ‘key info:;mation to
be used for that decrfption.

Furthex;, at the tail ends of the function modules FM 1
to FM n are ple;;lced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function mOduleg, as shown in FIG.A iO'?, are

encrypted in units of block data of predetermined data

- lengths. The b;l.ock data 1 to n have parity data 1 to n added

to them,

The encryption/decryption circuit 6134, for example,
encry-pi;s the function modules shown in FIG. 106 of the pProgram
module PM 1 to be written in the external :ilemory 6160, as
shown in FIG. 10'7‘, in units of prede‘te‘zfmined block data.

At this jl;ime_ , the encryption/decryption circuit 6134
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5 That is, when a confidential program nmodule PM 1

stored in the external nenory 6160 is accessed by the
CPU 6137, the selection circuit 6136 prohibits the

debugger 6161 from communicating with the CPU 6137,
so it is possible to prevent ;gbhe processing of the
program nodul e PM 1 bei ng executed 10 by the CPU 6137

fr bhei illicitly nmonitored by the debugger 6161.
Fu‘?ﬁeﬁ’@%i TP péd‘l"l“%/‘iﬂ-?ﬂ Rleck nging poyf segednabimbtion and
decrggting data and instructions read fromthe :
exterhatt handepds 060 camhe funesibhabll 6ckeineAERYBREEOPp1ain
is used for 15 the decryption or when the data and

i nEprictID myeer diesigroyerhPrid someseyd t by ' an
be detected by the parity processing and SE%?%&%Q? ton)
detedignid tingl Rthed 1185 GilimH Y &Y, SRt limted to

t he above expl ai ned enbodinentg%ﬁﬁﬁig§%5gi ¢, Fygpetion

t ki RQLE j Liadinent, the case was
i I1ustrat R, thgad'i%;?’i R ESH e 6190

shown i 10 that is, .the key information, was

held i %“?r%gefudgﬁﬁnF“SFa’e&ianéfssmmtom ciigcmiigo 6134
possi ble to encrypt the key information table 6190

aMG EEBES| F‘“F‘nhf’ﬁré‘s theckeyr dalformatipn66ble 635@ shown
Ni_nt h Enbodi nent The present enbodi nent is an

efBdthGrehP 8cthravwsism hienlp ntabelie E2Ayh Dttt 2ERE Hidhotion

of the invention. Next, this embodiment of the present
'“Véﬂleen(hﬁ?lSﬁebﬁffiﬁbaiHSQrﬁhEEoﬁeLEr%ﬂgesggogﬁeaspect

attached draw ngs.

of the invention) and key information used for encrypting
the function modules linked together.

| Further, when the encryption/decryption éircﬁit 6134
encrypts the_hlock data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
rlénked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generai:es parity data so that the sum total of the block
data‘and‘parity'data becomes a predetermined value. |
Further, the encryption/decryption circuit 6134

obtéins key information for the function module input from
the external memory 6160 by viewing the key information ltable
6190 shown in FIG. 108 using as a key the ID number designated
by the 1D number designating instrucﬁibn at the head of that
funct:i.on module. Furtﬁer, the encryption/ decryption circuit

6134 uses that key information to encxypt that function




FIG 109 is a view of the overall configuration of the
comruni cati on system:701 of the present enbodi nent.

As shown in FIG 109, the conmunication system 701

uses the server 702, IC card 703, card reader/witer

704, 10 personal conputer 79520 SP (application

service provider) server 719, and SAM (secure

application nmodule) unit 709 to conmunicate through

t Heodnlarhaturibs opf beefabove-sed ticmedtbDsck eastA]

or other processing for a procedure wusing the IC card

703 (i ntigridter, citie WhicKfptith Masdticn dIVENL BHaq

The SAM unit 709 (data processing apparatus of the

P rebscetibp ¢4 EHY | 80 o ©8Sn r 07 or age
circui't of the present %ﬁ%?’oﬁ%%%ﬁ}bé%f&macy
( ' : ' it .of the present .invention). 20

T R B MG dof el i T S ne b o, module.
a%q:t q:%riSSAtMm%hi p. 708a, (ot her sem conductor circuit of

the present 1 nventiHiging ffe lsawtdmarenodsd duhputs that
e le, as shown in FLG 110, is connected with .
a TPRSpAstR ke theoGPUWREILr Om the midie haAM, CRE pjudging
708 or, as shown in FIG 111, 25 is connected to the
s&ﬁ'fe_lﬁsrbta ehamirt ifdettens itthba $aM ¢l ppiifhtio? bk tABECPU 6137
configuration of the SAMchip 708a is basically the

semepeas folrasSpliedaite ridfed\Rtror! PeocRIRIRGNt S shown

in FIG 109 will be explained. 5[IC Card™703] FIG

112 is Rotanehdenal, *?Jh%%rgisé%a&?ngédfm”ex'a , @S qata length

10 of the block data and the data length of the function module

15

20

25

may be the same or different.
The judgment circuit 6135 generates a judginent rasult
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confideni:;ial program
module PM 1. |
Further, judgmént circuit ‘6135 geﬁerates a judgment
result signal S6135 instructing validity/ conneétién ‘and-
outputs it to the selection circuit 6136 when the CPU 613'7
7 is not accessing (for example, fetching) a confidential
prpgram module PM 1.

The judgment circuit 6135 monitors the addresses and

~ instructions output by the CPU 6137 and fiowing over the

address bus 6141 and signal line 6142 and, based on fhé same,

- judges if the CPU 6137 is accessing the program module PM 1.,




10

i5

20

25

703. As shown in FIG 112, the I1C card 703 has an IC
(integrated circuit) 703a provided with a nenory 750

and 10 CPU 751. The nenory 750, as shown in FIG 113,

has a storage area 7551 used by a credit card conpany

or other service business ]%%é& a storage area 755_2

used by a service business , and a storage area

7553 used by a service 15 business 7153. Further, the
nenory -#Enthecirdgnendarasudtdfgral F6UGENE- i theCPSdgment
right to the storage area 7551, key data used for

j g G618 eRsdidA gl dri 1Rty BORGH R Jfb’i? the
and key data used for judging an access right to

- st¥agei2h aHRdH0 3130 Al K% lald téxecfn;i/‘z%h oﬁl.grﬁ]c_aéﬁlﬁla

authentication, data encryption and

F r 750 st dentlﬂicatlon
|nliformat|on o% theéﬁu(ggc (f’q’ﬁg‘jeé’ adiogr hald ixequast of

7Q3. e SAMunit 709 will be explained in

. dé"teé’ﬂ“wﬁ SR dnveRtisn)epndaidess amt icatpitasit to

an_external - 212 nenory 707 (storage circuit of the

prESeFPY ®JST-i SereandheSHRLENispones Ssdilaotaduat alignal

circuit of the present invention). [Software

Cansitgucdtingn tof tSAMorhirp1308h1% the Sﬁah:at&uaﬂg% la%_ CPU

~the software configuration as shown in FlIG

seagn.in FIG 114, the SAM chip 708 has, fron1the

When the judgment result signal S6135 from the judgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S6161c input from the debugger 6161 and does
not output them to the CPU 6137. |

Here,lthe CPU internal status read request signal
$6161b is a signal requesting information'.showing the
internal status of the CPU 6137.

The CPU internal status rewrite request sig—nai S6161lc
is a signal requesting rewrite of the information showing
the internal status of the CPU 6137.

On the other hand, ﬁhen the judgment result sigﬁal-
S6135 from the judgment circuit 6135 indicates
validity/ connection, the selection circuit 6136 outputs the
HALT signal S616la input from the debugger 6161 to the CPU

6137.
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bottom | ayer toward the top | ayer, an HW (hardware)

| ayer, OS layer, |ower handler |ayer, higher handler

| ayer and AP 10 |l ayer. The | ower handler |ayer

include a driver layer. Here, in the AP | ayer,

application progranms AP 1, AP,2. and AP 3 (application
prograns of the present |nvent|on) defi ning procedures

for use of the IC card 703 by credit 15 card
conpameﬂ@%ﬂtbﬂﬂﬂdgﬁﬁn%§§§@§tkﬁﬁnaﬂSSls&ﬂwuiﬂﬁbgudgment
shown in FIG 109 are read out and run fromthe

ex¢hrauit aEMprinddFatdm ¢dkidity fAy@ined HEoRPPEhE 3bé Dction
prograns AP 1, AP 2, and AP-3 and the hi gher handl er

I ayrcwite mMI&e&bmvﬁw =P E
[External Menory 707] FIG 115 |'g@§’¥/%£ev%§éém‘§d HKauest

exdi AN RG1l6H I 10 ¢, gxlennal menor X
707. EﬁJ‘As shévmgl ﬁﬁ& ngﬁ]l'%%g%ﬁﬁe S %?‘é%é" AFeas SFqPﬁ‘é% signal
e ncl ude _an AP storage area
BT, aRRGTIRR e deblgpdriettl S0 ShoheART: worther,
tq' ser |c% busi ness 7151 i s stored, an AP storage
are ﬁé;ﬁ? AP FRERUE e 6436 PREPRER ‘Bre PR AFtenal status

t he service business 7152 is stored, an AP storage

arfdgrady $HL3T dpiingm tt iferoapmhecamtrorswogmmc%r&n& with
of the service business 7153 is stored, and an AP

nﬁﬁ@géﬁﬁhﬁn$5amages&aeas72%hduié6ubﬁttqumaﬂaggigyg to the
the SAM chip 708. The application programAP -1

stdebadge® 6NE1AP storage area 72201 is conprised of a

| ater explained plurality of

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal 1ine 6142 an
instruction type instructing signal 56137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs Processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

. encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT Signal
S616la through the selection circuit.6136_ffom the debugger
6161, the.operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU

_internal status read request signal S6161b through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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application el ement data APE (data nodul es of the

present 10 invention). Access to the AP storage area
72201 is restricted by the firewall FW1. The

application program AP -2 stored in the AP storage,

area 72202 is conprised of a er explained plurality

of application elenent data APE. Access to the AP

stqrage area 15 72202 is restricted by the firewall

FWIRt #gnpb| § Mo rthiranglniid sl attoiord dirddiet 136 to
storage area 7220_3 is conprised of a | ater explained
plthenldebugifer i@l cati on el enent data APE. Access to

the AP storage area 72203 is restricted by the

firewal lFuebhdr  2Qhk S t

appl i cation elenentndggg ggg Fgﬁ?ﬁggﬁgﬁﬁ%%ﬁgﬁér§bu internal
d from _ou of. the SAM uni t
7%%ﬁ#%é?%g“%§%érna neﬁb?lg95$ éé%gfﬁLﬁRﬁﬁ e selection

a Ilcatl ata APE formi ng each application
p%ggram ca 3? %geé‘el < SeMgged trhét Fewrites the

cqQrrespondi ng service business. - 214 Further, the
apPECERRtI A FBgIARS Abelinherpal anthines -GF e rGRy 6137 by
the external nenory 707 are scranbl ed. They are .

déber gebitedtudesigeateinby tthe SAlnali 86768c.Foilkheb, this,
the application prograns AP 1, AP 2, and AP-3 5 are,

f theeapaph eiofrofl ugasl ABU 61875 €5 VESSERLIB] E8 FRE S hiel
7152, and 7153 using the personal conputersq§§6l, %kb#gger

7¢péz1 .and 7163 shown in FIG 109 and downl oaded
through the SAM chip 708 to the external nenory 707.

Next . tEPl?e a&&t‘n‘z&é‘é{ 0&118{ o‘%ggs tlép &M'ﬁpsfgnglr.] dSGAfEfa
corresponding to the debugging ébject to. c_on{:rol the
operation of f.he CPU 6137, monitors the operation of tha'
CPU 6137 using the internal status read request signal 7861 61b
énd internal status Signal '86137d, and customizes the CPU
6137 by the CPU internal status rewrite request signal
S6l6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

{[First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained.
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134




10 will be explained in detail. There are one or nore
application prograns for each service business in the

SAM The application prograns AP 1, AP 2, and AP -3
(hereinafter also referred to as AP) are, as shown in

FIG 15 116, each conprisedggentification data AP ID

for identifying the application program AP, data APE

NUM showi ng .t he nunbey .of the application el enent data

APE THE d%d“% Fribeadatsny Acacredainssh aarldss ovsing key
mor e application element data APE. 20 The

i dEfaTatdcino FosaraPARAIDYI Sosthe tonmet b fisdilted Gin units
each service business.. As shown in FIG 116, the .
apfl bdatkoda bh camd twitittess tAREshfie CORPSUGROLHE St BPE data
SI ZE showi ng the data size of that application . ' ‘

ebeseslddatia ARG ckdephhli fakbey daka 25 APE ID for
identifying that application elenment data APE, - 215

and the ro .the identification .
dat a APFEQ?%ﬁ?g'cgﬁ%?ﬁgggf%? Igpgagtﬁitﬂ(%%es S% Agfarmation
t of & application .el eqent . data APE and the data :
| KRB She RECEVBL SR AH FROA th therkmbanKarRr ke table
[ gfgbl fjcation nunber% of the application elenent .

d Wit ARnFLHat 1PGpe. The data INS NUM i s managed

by the end user (service business) side. For exanple,.

when t HEt apipl ¢ chinen dhenprdgnatta difcuits 6185 fohEputs a
system configuration, the data APE_TYPE becones 10
"Pddgment heesal 8§ $NmMmMMOESOESowilng Due to this, if

t he

10 invalidity/disconnegtion to the selection circuit 6136, and

15
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the HALT signal S616la, CPU internal status read request
signal S6161b, and CPﬁ internal status rewrite request signal
S6l61c issuedifrom the selection circuit 6136 are nof:output
to the CPU 6137.

Furthei, sipqe the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the prograin
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case whére the CPU
6137 reads i#structions or data of the program module‘PM_l
from the external memory 6160 will be explained.

Due to a-read ihstruction issuéd by the CPU 6137,

instructions or data of the program module PM 1 are read

. from the designated address of the external memory 6160 and
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same SAM it is possible to specify the application

el ement data APE unanbi guously by the identification
data APE ID. The external menory 707 shown in FIG 115
stores the 15 above expl ained application progranms AP
(AP-1, A P-2, and AP 3) encrypjed by the encryption

key data K AP outside of the SAMunit 709 as the

appl i cation program package APP. As the encryption
kPRI thomghs fdve) sxiterniady déettea budi féflard g fidte each
application programis used. 20 Next, the types of the
appidaym tiiom /lemmypit idad @iAR¥i teXgll3a ned using FIG 116 .

will be explained. FIG 117 is a view show ng an
- exanpl e rFefrthiae: , apRd gyt Q) . PE_stored, | .
one AP area. AS shown inTFI G 117 Whe L@cgféglﬁg}%g views

c dat fi system confjquration .
dg{h%, S%M%?rllﬁ uaal%ﬁ%ﬁ%a%%&t ﬁéﬁtol% WBnRey I%at 408 based on
I nter=SAM key package key data, | C card operation

rr%té’? OIQO%%’ S'"g‘n"lwﬁtgbﬁ r'i%e? &R pprbeE designating iesdateetion
of the present invention), a nenory division Kkey .
pickagd, threhepdgpst packofiurefipaciedeleaioputchetd ebtains
kgﬁ package, service registration key package, service
dehe

t kol Refopmekige, candedPondsingr €6 kRitdabankmbARE
as the application elenment data APE. Next, the

appl i cCaFupEhet LIERS &had $ ' f%£3cié&Z%%‘ki34

be explained. 10 o Card Access Key ta The car
TR e L I L PrhOPLERL 0 Ja bR et omcBRt Sxternar
memory 6160 using that key information in units of block
data and. then performs parity Processing.

Further, the parity process_ed. data or instructions

are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

~judgment result signal S6135 indicating

invalidity/disconpection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signal S6161b, and CPU internal s.tatus rewrite request signal
86161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthe:r, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé confidential_ity of the program
module PM 1 is not lést.

As explained above, according to the semiconductor
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the IC card 703. Further, key data to be viewed by the
| ater explained |IC card operation macro comrand

script program 15 is also included in the sanme type of
application elenment data APE as the card access key
data. o File System Confi gur a%dgpn, Data The file system
configuration data, for exanple, includes |og data,

ne ativ% data, and genre data. 20 The log data is for
efg‘r’ra &13dv aeyen; KbeRi sterjngfa eonf pdentiahpptogein aodule -
el ement data APE, the negative-data is for exanple

eXpl dathon ienftemmali nemotyt 61060 Gutasidie 3R0LhO S BEVShductor
data is for exanple the record of execution at the
SAli p?2 $18ar,. theadhEidehe il canf at |

selects 217 the type of the fF?ggggggégg%Pg%%?gkﬁ%%}e EM_1
deshgpat h@Rgsort ring) and, if a record key, sets the
record size, nunber of records as a whole, record

signatu rsiop, record. signature nmethod type,

record gg é%ssl ’z‘é‘gégﬁdc?ggﬁi&“gFﬁﬁdﬁﬂ%‘ajﬂ E@?P{Pu?‘tl_bb stored
when iting data fromthe outside in the file ' , :
sy8t Fftg€§F@nﬁF@§r¥h€iﬁ8ri?oaséﬁﬁeﬁ#1bhetbégﬁavuﬁe37,
verification etc. Here, a "record" is the mninmmunit
ofhe#eleelion mfinapidf 6l36epdahabits e Mebilger 6161 from.
Aut henti cation Key Data 10 This is al so used for

noewatn fcs hing Wit ehelmpov@as7 ABS i) ikNso$80H1 SAM prevent
The SAM nutual authentication key data i's key data

g?lgﬁne%\f@ébé‘&f@& SbAGR S £O4t S RRO&L 1Y ﬁ’n@fi i 193}_,',8 Nexecuted
by the CPU 6137 frombeing illicitly monitored by the debugger
6161.

Further, since parity Processing is performed after
decrypting data and instructions read from thé externél

memory 6160, when unsuitable key information is used for

the decryption_or-when the data and instruétions are

destroyed or tampered with, this can be detected by the parity

p;ocessing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the.
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment'ciréuit 6135, but it is also possible to
gndrypt the key infqrmation table 6190 énd store it in the

external memory 6160.
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. Macro Command Script Program

~whereby the correspondi hg

‘data APE from another AP in the same SAM or anot her
SAM 15 o Inter-SAM Key Package Key The inter-SAM key

package key is encryption key data used when
exchangi ng card access key data or other data after
i nt er - SAM nut ual authenticatiqgr_o | C Card Operation

O The 1 C card operation
macro conmand script program is generated by the
servi ceNhn&hnEmbodiment and describes the order of
processing relating to the IC card 703 or .
t r ansacThensreséht tdabRfimheiAf Y8 ard EhboHithdrit a3k es onding
operation macro conmand script programis set iIn the

SNl ehist 2208, £852UiANaapaLxzedeDypbNEnvahleLD 08

card en |?y data is

gener at o] r LSIO Packa e The, nenory
d|V|S|oﬁgﬁ%9 %Egnaégg%slﬁﬁ?g ﬁg Eh?d?r %ﬁ%?d+%ﬁe?ﬁ%°n will
%o e.areas of .fhe external nmenory 707 or 5 nenory

251 EiBER I Eefsrengestpyrbe attarbed drawisgs.

to run a service using the IC card 703. o Area

Regi st rBtF onl kyi Pazketew e therverkl ramdigkeytion of
package is data used when perform ng area

relgg scemmunicatian sspstge 20 Eaodf thd prav@ny eﬂl@o@iment.
the IC card 703 before a service business starts

runni NQAs asHEAiYi 68 15 NALOE e CHnbhuil3ad
Del etion Key Package (lnternal Generati on dﬁfE&Stem 701

Sl S ROE O, fe 0] R S e tar 704,

automatically generat AM

%%%%onal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit VOQ
to communicate through the Internet 710 and pPerform
settlement processing or other préqessing'for a procedure
using the IC card 703 (integrated circuit of thé-present
invention) .

The SAM unit 709 (data processing apparatus of the

- present invention) has an external memory 707 (storage

cipcuit of the present invention) and SAM chip 708
(semiconductor cixcuit of the present invention).
The SAM chip 708, if necessary, transfers data with

ancther SAM chip 708a (other semiconductor circuit of the

. _pi:esent invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719&
different from the SAM chip 7v08 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.




.10

15

20

25

15 key data. o Service Registration Key (lInterna
Ceneration) The service registration key package is
used for registering application el enment data APE of
the external nenory 707 before the service business
starts running a 20 servicejysing the I.C card 703.
The service registration key package is a package

_mhich'caggbe automatically generated in the SAM from

card acCB&s RBfiguratignsefvtbe SBMechip ROPaPaskbgeically
(I nternal Generation) 25 The service deletion key

p&dien gamies ags diref GAMIehdpi 798219 appl i cation el enent

data APE registered in the external nenory 707. The

servi ceNdeket kha kemppackegeshswa package %bcgiliaﬂe
be automatically generated in the SAMfrom card access

Sekpi adaba. 0 Key Data K - APE The key data K -APE is
used as an encryption key when setting the

application.gel data APE. Different key data K
-APE.isiggngﬁég?E%? setting application el enent data

APE 10 r every AP area. Next, the above expl ai ned .
| C car dp%%er]ajc?ohs radrrctdanfdndplosk giagregr a6 an IC card
(hereinafter also referred to as-a script - -progran
{PB-be explained in detail. The script programis a
program for defining 15 application prograns AP 1, AP
2, and AP sidowi iherB®s VIXE, the IC card 703 has an IC
(iﬁtegrated circuit) 703a provided with a memory 750 and
CPU 751. |

The memory 750, as 5hown in FIG. 113, has a storage
area 755_1" used by a credit card company or other servi;.:e
business 715 1, a storage area 755 2 used by a service
business 715_2, and a storage area 755 3 used by a service
business 'f15__3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key ciéta
used for judging an access right to the‘str:oragé area '755_‘_2,
and key data used for judging an access righ_£ to the storage
area 755 3. That key data is used for ﬁutual anthentication,
daj:a'- enérypt_ioh and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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busi ness 7151, 715 2, and 7153 running on the SAM chip
708 and procedures of processing perfornmed by the IC
card 703 when executing the application prograns. In
the present enbodi nent, as explained |ater, as shown
20 in FIG 118, the SAM chi_p,4@8 perforns processing
based on the script downl oad task 769 and scri pt
interprehﬁgion task 770 and generates fromthe AP
nBTRg&NedC %t d5tterageacixgudss Pt ther paesenthénventard) and
entity tenplate data 730_1, input data block 731 x1
ofPBuchdrt 498 dsrmigenucitoy dareubioelf ZR3XPredznand
conmput ation defining data bl ock 734x4 used for 220
piovedbhiesn)rel ating to the service businesses 7151,
7152, and 7153 FIG 119 is a view for explaining the
commandgseseraré 0¢oﬂ§§<§££§w&nt$‘€ é&cﬁﬂﬁ%o‘?ﬁé tion

e col

macro comand scri pt progranms. Int mands,
commandgy, £ 0&xgyh ip 708 itself are given the

first Iette$A$S§§£€ﬁ?§€ %%%ﬂﬁ.%ss?%$%ﬂ¥% ¢ptiguration as
opgrati on th C card 703 are given the first

Igﬁ g? lET€£§Urfﬁér, the second letter is selectively

used in 10 accordance with the application. For

exanpl s ffovdh ins FI&- 13t ithe §8M ghapi 3080hatheft&n the
card 703, it is - "I", for a declaration of the
dppttontiayee/toventd Afe (topr lhgertypa HRl ¢RRPEware) layer,
declaration), it is "S", for a sinple read declaration
foDmayer | Qoiaird heddled 1b§erR hifRbranshARbE 11

wite declaration to the I% cardl§03? It 1s EV&,égﬁdand AP
fdye@n application el ement data APE conputation '
def%nition,‘it

The lower handler layér include a driver layer.

Here, in the AP layer, applicaiion programs AP 1, AP 2,
'and_AP_S (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715_1, 715__2,7and 715_3

shown rin FIG. 109 are read out and run from the external

_memory 707.

In the A]? layer, the application programs AP 1, AP;2 ,- |
and AP 3 and the higher handler layer are provided between
then wiﬁh fireﬁalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 _1 in which the
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is "F'. The commands used for describing the script

progranms 7211, 721 2, and 7213 include the SC

command, SO conmand, 20 SI conmand, SL command, SF

command, CI command, CS command, CR conmand, and CW

command. The Sc. command is gcpommand declaring the

nunber of the maxi mum nunber of IC card entity data

whi ch the SAM chip 708 can process simultaneously. 25

WRBRliifa a0 erogrroe APad sifmbheaseawviicp pusieessl005_1 is

- 221 sets of ICcard entity data, "SC. 1000" is

dedorieided anTAR SCoragenateh S722¢ @M driHith 48 abp1G cation

the data block for form ng the output data bl ock

7820y rial Wi Qhotfhtthed@.tc.&v&%@dbhﬁs?.%*sge?hg EaEg Z%x d, an

wi |l be stored anong the data bl ocks prov1de ﬁ

SAW & r o [ eSSI ng the

card %ga%ase 022?2;3'% e‘{i%'e‘%pl al ne‘(’:lp Jﬁ’a Petrﬂqzi"vnu 3

d .1..Qr _exa data blocks 1 to 10 are

prg%\e}'f R e%er\/\ﬁ e %}’%’r?ﬁﬁs tHe-dhigd 7E%PY r G7c f ARmappgement

70% in the data 10 block 1, "SO 1" is described. The :
SPERpAAENATER 222bneed byrthr@andger ofe thet SAMpEbap 708.

for formng the input data block 731 x| in which the

dat a t o'l applieation phegrémcAPd1786oied sité APDBgorage

the data blocks provided in the SAM chip 708 when

peréarme 15 prangasd st W RY 1hkey @xﬁ»iﬁdné@épbﬁﬁﬂity of
on the later explained I1C card entity data. FoO

EXFPTL €a t IBE nei&ﬁeﬂi@t 3abhOKEE {adfa TodifeP &Y ged, 'present

invention) . Access to the AP storage area 7220 1 is
restricted by ﬁhe firewall FW 1.

The application,programHAB_g stored in the AP storage.
area 7220 2.is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_2 is restricted by the firewall FW 1.

The applicatibn program AP 3 stored in the AP storage
area 7220 3 is comprised of a later explained plufality of
_appliéation element.dataﬁAPE. Access to the AP storage area
7220 _3 is restricted by the firewall FW 1.

In the present embodiment, the application element

‘data APE is the minimum ugit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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when storing the data to be witten in the IC card 703

in the data blocks 2, 3, "SI:2, 3" is described. 20

The SL conmand is a conmand for declaring the data

bl ock form ng the |og data bl ock 733x3 for storing the

log data relating to an.opergt4 an anong the data

bl ocks provided in the SAM chip 708 when perform ng
processéﬁgﬂ%fing the |1C card 703 based on the later -
expl ai n Far {8 fBRYL GRltien progspme &Rl e APWRenand AP 3
the data blocks .1 to 10 are provided, - 222 when

stATRA the thsy ashernal memodat A0 avle 4orafbléd.i They are
descri bed. The SF command is a command for providing

t IebesuRataanb Jisich odhefro daiel) ildte GHEPwihsl kAR pd8kigni Ng data

bl ock 734x4 describing the definition of the relation

'~ bet vveenmhemagp&ﬁ&%&:&ﬁ%@ﬁ%ﬁ%:ﬁg{&@% el &b B9 105 ap 3

the IC card 703. The content of"t conmputat’i on—""*

dafeni gg ck 734x4 becopes the pre-praocessing

i nf or mat fg%%?ﬁ%%égrecﬁlﬁeﬁ ggngﬁ?ys%'f%e fg‘sﬂﬂ_gs@es 715 1,
c d |S.: nd for_declaring the issuer of the :
| Egg?d %%aiis:gg;?“ée‘%&ﬁeg%f?om empptart (7§ dg 716_2,

t he ﬁzrvice busi ness defined by the C conmmand,
bBBEndicLAeshevp ain Fife 108 @nehdosnlohdede thirGugar the SAM
entity data. 15 The CS command is a conmand for _

. dekinr VA8 tpntheaesrbesnabpeensipn7of. a plurality of

services to the I1C card 703 by citing the name ARE -N

- of the Nept] ceie Qipisl BE@ELo R iRins GEMY! G 1¥/P&%na ap 3

el ements). The CS command can al'so declare
will be explained in detail.

There are one or more application programs for each
service business in the SAM.

The application progranms AP 1, AP 2, and AP 3
(hereiﬁafter also referred to as AP) a.lre,' as shown in FIG. .
116, each comprised identification data AP _ID fof

identifying the application Program AP, data APE NUM showing

~ the number of the application element data APE included in

that application program, and one or more é.pplication element
data APE.

The j.dentifj.cation data AP_ID is set to be different
for each service business.

As shown in FIG. 116, the applicat;ion element data
APE is comprised of data APE SIZE showing the data size of

that application element data APE, identification data

- APE_ID for identifying that application element data APE,
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| qeLPEreR

a function defining processing anong application

el ement - .20 data APE desi gnated by the nanme APE N
For exanple, it is possible to declare
"CS:"Rc"t"W"+"Wi"". Based on the content of the CS
command, APE N . designating4jnformation of the IC
card entity data and 25 processing order information
are deternined. 223 The CR conmand declares to store
d rdy FtdnRuPen @BEaP1..703 in a desi gnated data
bl ock when the relation anong application el enent

dat a APHegre,nthedéfientilf { vhtioSFdatd APRMAID S Qomprised of
described). 5 For exanple, when storing the data read

f dartat APEl @YPEALhowWddg hkheygat 8ebkRekabplicati
"CR SO 1="Rc"" is described. yg%he CNVcon#E écéeé°2 g%ement

t datel heEdaha the' §deh 1RsdfeMINRLEIndaL ck. t
| C card 703 when the reﬁgFron gﬁgﬁﬁngpp ?eaﬁlglcat1°“
e Eis:n efined. 10 For exa l e, when
mb?%?%g g %gta?oreﬁde% BCAEHR giukeTh 9f, application
ard 70?6{ CWSl:2="W"" is described. The CF command :

3 BRE Wik that tamsor The winta SNSUNEM immanaged

content spanni ng services. For exanple, when
dEXCFhﬁlﬁ@dcbﬁﬁat&FenﬁlcenbEﬂinéssbpaﬂdeng services in
the SF data bl ock 1, CF:CES FUNC=SF:1" s described.

Fur t herFot hexSiplia) awldoClhe iﬁﬂ.i&sﬂdrbeéhénibdé .dd€4 APE
exanple, ""W"=If ("W">10) then ("W"- "Wt =" Welq

*0s Otire WAL e' sydled £OKALGR-SXPELSSER tdg.%a Rﬁﬁi&'&gﬁ becomes
nav gnd the data INS NUM becomes "1", Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP 1, Ap 2, and

. AP_3) encrypted by the encryption key data K AP outside of

the saM uﬁit 709 as the application program package APP.

'As the encryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of j:he application element data APE |
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxa.mple of the application
element data APE stored in one AP érea. |

.As shown j.n FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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20 of subtracting 10 fromthe val ue of W when the
remai ni ng- nunber of services W is |arger than 10 and
addi ng a nunber of points corresponding to 8% of W

~as cunul ative points to WI. Next, the data stored in

the AP managenent storage -29%j3grea 7221 of the

external nmenory 707 shown in FIG 115 will - 224 Dbe

e [ ...Access to the AP nanagenent storage area

7 %ﬁieg%qf‘é‘s PP KN B tene iptPEnARM kevipaskaget ke, data,
tﬁg firewall FW4 corresponds to the firewall FW

showfaFft PPeratign mero ixpmand sardptf programai(pregessing
details of the data stored in the AP nmanagenent
stensgbeadata70f. thhepARsannagaventishpl aﬂenlé§18@¥ 7d24ision
as shown in FIG 120, stores the AP managenent table

deén ﬁﬁﬂﬁ&ge7399g33reé@s&ﬂgtzggoﬁe B ?ggﬁgFgagg%gfg{etion

the present invention) and the AP

7 Zpa 3103, e . ' Ly
 TRap2padnagd 108-Cusa0eagl L oM Don Gl Of o Presenl

invention). He nmanagenent

7 : 0Q3 and_the APP table data 73101, .
7%%%‘,@’"%%3{%%%? r 8“?‘0 eRATPEECD e fdre KeAPEt as the
the%%j me, of )se]zup of the SAMchip 708. Further, the
APRrtE R e lement Hata ARP1, 7300 2, and 73003 and
the APP table data 73101, 73102, and 7310 can be :
rew it tEctonitheh pppild cadriage plefiehbedSAY ARRI $hdD8. iR FIc.
The AP managenent table data 73001, 7300 2 , and 7300
317 will be explained.

© Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the- later

explained IC card operation macro command script program .

_is also included in the same type of application element

data APE as the card access key data.
o File System Configuration Data

The file system configuration data, for example,

.includes log data, negative data, and genre data.

The log data is for example data of the history of

use of the appli¢ation element data APE, the negative.data

is forrexample expiration information of the IC card, and

the genre data is for example the record of execution at
the SAM.

For example, the file system configuration selects
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are defined for- each application program AP. Furt her,
the APP table data 7310 1, 73102, and 73103 are
defined for each SAM nutual authentication key data.
FIG 121 is a view for explaining the AP managenent 25
tabl e data 73001. The AP mangaggnent table data 73002
and - 225 7300_3 have the sane format as the AP

g\ﬁgement table data 73001. As shown in FIG 121, it
s

iofefthier ifdde ascessa (APECKD®, key designation sort
i nternal /external designating data |El,
i #dng)f aod,i dF datrecSaN kBy, sdest tﬁécﬁébaﬁddaiﬂeAPnumber
ID, key data K CARDA (second key data of the present

| n€embronils keyadahalk,K SANLOEET SEgkS8¥ufat fe e
present invention), data SET APPg dat a FLA%Lllé’H’ ahgeord

d .each_of, the
AgiEgmﬁlj‘ﬂgfglat§1 E;:l{ﬁc{‘e\l%gg éq%%%gt{l Gle e iEGen?d e éiréia iﬁﬁnature

[ ard operati cro comTand scrip
pr faﬁrk}t "'e ng‘rre Xﬁ%g R0 Y?l r&’ﬂbf‘bﬁa‘?‘i‘%‘?ﬁ@? éﬁ\eﬁbe file
dat a, APE lg ctlhe name assigned to the service

(FppiTRat } brdefigRates (abather) torrsa fram thhe heignature
appl i cat| on program of the service 15 businesses
TMenifigabion @ty. 1HSve The foeeoAPE i tilse aninimum unit of
identifier viewed instead of the service nunber of the
geritiioey (e adindecfiphl i€ ada . program of each service

busi ness can use. Here, the identification data APE ID

5, hder isnivoahivarn1 ARl eladdity 0B R O el eent
Sl

data APE. The internal/external de nating data | El

i's a_ f lﬂig.s is also used for mutual authentication between
APs in the same SAM,

The SBM mutual authentication key data is key data
used when accessing the corresponding application eiement
data APE from another AP in the same SAM or another SAM.

o Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchanging card access key data or other data after
inj:er—SAM mutual authentication.

o IC Card Operation Macro Command Scripthrogram

_The IC card operation macro commaﬁd script prograin

is generated by the service business itself and describesg

-the order of processing relating to the IC card 703 oi:'

transactions with the ASP server 719. The IC card operation

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, whereby the corresponding
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for differentiating between whether the APE exists as
an .entity (internal designation) , or whether
reference is made from anot her SAM (externa
designation). 25 The identification data SAMID is
identification data 226 of. thg SAM at the other party
transferring data when the SAMchip 708 is performng
processing relating to that application elenent data
APE 8rd eptitys data dw penesmpedi.ning the SAM ID. 5
The SAMID is 4 bytes of data and has a concept of a
net mask ¥emplryr DiiviaidfGPKkep. PAbraget nmask can be set
in bit units. For exanple, that net mask, as shown in

FI G 12%hei iem6kgs8i{i8dohNkeyt BEELaLYP t
A class, B cl as}sf}th 10 andOC cie%sg F?Jé% ié? d%Efg\Agé.é%d £8x

SaWsatia h is_allocated, one
type gf E\g{}hgatﬁ g:gggggn?rggg Fheaﬁfk %a’i‘F’BﬂrY s707 or

S e od| nment , for exanpl e,
%&ggkegge{rd\}?cée ’*'Cﬁ%g berane, @, feqvife buginesst starts
15 In FIG 122 the A class net mask is :

nﬁ i E8Ped BYTVIeSsuKIOKENK IC pRTd PRr 1 byte is

assigned a predeterm ned value for specifying that
cl ass. ,© awEPa RegbakraBidy thesy seckagsi gned val ues for
speci fyl ng the individual SAMs bel onging to that

cl ass. Hex aré¢egirthetion Ky Pedld!as Hiala 'u%ed?qﬂhen
the net nask of. the A class can be used to define the

e iddlineAMdDs ek epd 0gn S, *a'&@%g@h&& A%a Il !i:ple themory

the B class net masSk i s indi cat

of the ‘IC card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key prackage is a package which can
be automati—ca.lly generated in. the SAM from the card access
key data.

o Service Registration Key (Internal Generation)

The service registration key package is used for
J?egistering application element data APE of the éxterna'l
memory 707 before the service business starts running a
sérvice uSing the IC card 703.

The service registratipn key package is a package which

can be automatically generated in the SAM from card access

key data.

o Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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. " 255, 255, xx, xx", the higher 2 bytes are assigned

predet erm ned val ues for specifying that class, and

the lower 25 2 bytes are assigned val ues for

speci fying the individual - 227 SAMs belonging to

that class. That is, the net yygsk of the B class can

be used to define the 65535 SAM | Ds bel onging to that
Further, the C class net mask is indicated by

B cl ass.
5 apf@s‘,cz"%% slepent; data MRE, reghpteredr dnasbegretiernal

predet erm ned val ues for specifying that class, and

t emModwer’07. pyte is assigned val ues for specifying

the individual SAMs belonging to that class. That is,

the net ThaskeefitbedBletass k SckiS | €ywhi
255 SAM I Ds bel onging to thaté%:€0 CI§§S¥QT%:$é8£a&Q which
| dant bki satbRRcda P |.S¢ | i,hi catl dat a_of. an

appl i cati on progr%ﬁ%ﬁi%%f%ﬁﬁ?%@%?ﬁéﬁﬁﬁﬁ#%?%Fﬁg SpKey access -
pﬁé%ydgggnsferring data when the SAM chip 708 is
pertormng processing relating to that application

el ement ta APE. 15 The key data K CARDA is key data

used fof tTan?E? XAFHata with the nemory 750 of the

| C card 703 when the SAM chip 708 perfornms processing

rel ati nge dehalatep 3 _AFR iion usedemsnandatargREioiihkey when
key data K -SAMis key data used for transfer of 20

dee bting HhenaphdicSpibnhelenidiet AVRCAPY. TRF ficrent key data
performng processing relating to that application

| & enpmti Haissied Foe @éﬁ:%i%&%éﬁfi&étﬂ%gei%%ns 3ts APE

speci fying the APP table data 73101, 73

U doid ety phen the SAM

Next, the above explained IC card operatior; macro
comand script program (_he_reinafter also referred to as a
script program) will be explained in detail.

. The script program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service

busingss 715_1, 715 2, and 715 3 running' on the SAM chip

708 and procedures of processing performed by the IC card

703 when executing the application programs,
In the present embodiment, as explained later, as shown

in FIG. 118, the SAM chip 708 performs processing based on |

*  the script download task 769 and script interpretation task

25 -

block 731 x1, output data block 732 x2, log data block 733 x3

770 and generates from the AP management table data and script

program the IC card entity template data 730_'_1; input data

’

and computation defining data block 734 x4 used for
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chip 708 perfornms processing relating to that
application 25 el enent data APE. 228 The data FLAG IP
is flag data showi ng whether to disclose data managed
(held) by the SAM chip 708 to another SAM chip 708
etc. The data FLAG STR is fl agpglata show ng whether to
allow 5 data managed (held) by the SAM chip 708 to be

. held by,anot her, SAM chi 708 etc. In FIG 121, the

ABE T FETY (Td 943 0ds Epnehe sassiqeepussneshes Usat d 715_2,
703 defl ned by the appli catl on programin that SAM

7689d ﬂ?e'-"_k%y data of the "Service A" is set to be 10

not di scl osed, so cannot be viewed by an application

progr amFISf. Anst Har aSAllear fa&ob&puaaaah'gc @héoeoﬂfnggﬁgnhsed
of the sane SAM Further, the "Service Is the

aEeas tderitidfi HeC 10 ¥t o QR egfiiingd hat
appl i cation prﬂgg;ram When t ha %%I\%l% fug%g%s?"gmmgnfjhgcrlpt

? Of the later explained Cclass, the key data
of the "SerV| ce C'" is disclosed to an application

programgon he SAM having the SAM I D "43,17, 19, XX". At :
Phis t EReth? GomBaRet, Famnancedorc bhe AN ShIn, T08 Ltsels

"TT1. TTn", Further whet her or not anot her SAM
caﬁehsmef‘hehﬁeﬁlﬁ%t:al%t%w He 'v@erde com@andst relhitdng to -
next use is determ ned. Wien possible, when. the
ofPReraSipnnekithes € ched "BE3 wireegiveAnthd 6 6 detiter "cr |
IS not necessary to obtain the card access key again

from t NEPuSéhbr Theh@Cee8Snd Ve Pl NEs %‘é]\"é&@l‘%w used in
obtained not fromthat SAM but fromthe SAM havi ng
tQ@c&%h@e with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
element declaratipn) , it is "S", for a simple read
déclaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an applj.cation element data APE computation definition , it
is "Fv,

The commands used for describing the script programs
721_1, 721 2, and 721_3 include the SC command, SO command,
SI command, SL éommahd, SF command, CI command, CS command,
CR command, and CWH command.

The SC command is a command declaring the number of
_the maximum number of IC card entity data which the SAM chip |

708 can process simultaheously.

When the SAM chip 708 can simultaneéusly process 1000
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25 ."43,13,137, XX". As the mut ual aut henticati on key

between - 229 - SAMs, "SSn... SSn" is used. Wiether or
not the access key of the "Service B'" can be held

~until the next use is determ ned by a flag desi gnated

by that SAM 5 The "Service BJ0g" indicates the file
in which log data to which the SAM I D of

"431}3 137, XX" is assigned is stored. The "Service B
LSFES o rT& Sakd sahidy dedslk ASC:AG00"SEsyidescBibesn
the nutual authentication key uses "SS1. SSn”.

Her e, APPEté@I90¢aaad|sspaombdﬁdnHOEQQaaEcﬂakﬂﬁb %ﬁe data
aut hentication key. In this exanpl e, pern1SS|on fo

ableski fgrt hermifg iKe it dakd LPSLK
defined in the APP tableqiiex7310 o% ﬁe-nt §&QCh the

WakelR $884AR ol BIR096E0L 43R £ .4 i ha,an h?%%oatﬁggq gﬁ{\e/l-e data

views. FIG 123 is a view for explarni

The Ie dat 73102, 7310 3, and
gg%gcﬁ ?%g%egane ?ﬁ?ng aSPiRe QﬁP"?%BIEeE§P§m¥B!O

hown in FIG 123, the APP table data 73101 :
s’ﬁ”m&essfﬁﬁ? uSiNe £h61 1< sareh 788 drsad gat theARB teixt explained
identification 20 data APE ID and whether that
appl FoEdi entétendatadat a APE can be read, witten, or
executed from anot her application progran1(another

appl i caRémexempilent whiah £hPELtaRSToRAAPLS 1¢ Q%eA}EPovz.ded
table data 7310-1-shown in FIG 123 shows for th

 “wBesw i R P Thd Bakar 8adiNgri fﬁf’és.l‘)cb!c%’r.d %Bawi{alt LRY data

i's possible, and execution (deletion
block 1, "S50:1" is described.

I'S 1 mpoSs

The SI command is a command for declaring the data
block for forming the input data block 731_x1 in which the
data to be wr::.tten in the IC card 703 is stored among the
data blocks provided in the SAM chip 708 when performing

processing using the IC card 703 based on the later explained

- IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL commana is é command for declaringr Ithe data
block forming the log data block 733  x3 for storxng the log
data relat:.ng to an operation among the data blocks prov:l_ded

in the SAM chip 708 when performing processing using the

IC card 703 based on the later explained IC card ent:l.ty data.

For example, when the data blocks 1 to 10 are provided,
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- 230 Further, the AP managenent storage area 7221 of
the external nenory 707 shown in FIG 115 for exanple

" stores AP selection data showing the I C card type

data and AP ID linked together. The IC card type data
shows the type of the IC cargy57Q03 shown in FIG 109

and for exanple is identification data of the credit
c‘g’fld co ané peFlforrri ng settlenent for transactions

u§PRE CREEEBICAPE 109 dpkar e bhesdatachbodkndnt "SLhE" is
| C card operation macro 10 command script program
déerREibedescribes) in it a service content conbining
the nane APE -N of a plurality of application el enent

dat a APEhe BYF rebmmand ngs t §i SomandesdAl®FovEX NG 08 data
IC card entity data (j ob managenent data), it is

MOBS6R! Loki g OVhdCodmBRENLE6n CRUPLOLAY SELY GESH 5734 x4
corresponding to a plurality of application elenent —

ABE nFOLL EX servige conpi njng the servijce

of Bebing O (AIPLEL L Fo O B0 "SRR El o e Feson, Hhe
o‘#vijtailggodatf to, the server 702 can be defined in :
TP TECTAT T TP hadata BRE plaking thr e € opards703.
service _nunber is an operational comrand issued to the

| C car dERFoitenh|af tthe [mompywdiatian IviefinnigC detrd block
703 when performng a service  provided by the service
l34_neh becores] thd prrepipe ot i nbh &nfippinh €abhOFF RIHROE8ard
AR -1 is defined by the AP 25 nmanagenent table data
‘“dltvanrthta predetermned 1 C card 231

The CI command is a command for declaring the issuer
.pf the IC card 703 kservice business).

The dat; specifjiﬁg the service business defined by
the CI command becomes the IC card'tfpe information_ﬁf the
IC card entity data.

The CS command is a command for dectaring simultaneous

operation of a plurality of services to the IC card 703 by

- @iting the name APE N of the application element data APE

(service type elements). The CS command can also declare

a function defining procéséing among application element

| data APE designated by the name APE N.

For example, it is possible to declare

. “CS . !chll+lIWcl'+"Wd“ " .

Based on the content of the CS command, APE N
designating information of the IC card entity'data and

processing order information are determined.
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operation macro conmand script programstored in the
external nenory 707. The application programAP -3 is
defined by the AP managenent table data 73002 and a
predetermned IC card 5 operation macro command

script programstored in thepgxternal nenory 707. The
application program AP_3 is defined by the AP

manage gt %ﬁble data 7300_3 and a gredeternined IC

card gg Patfofi°fert €8fiartsstei ptopeodabam seadefirom the
the external 10 nenory 707. [SAM Chip 708] The SAM
chfFpcaggd 793cénnactedighnbedhdatSOSLlopkr hent BRe relation
Et hernet, etc. to the ASP server 719. The ASP server
73gong spphécationheDagént hdatzarrals AU WRf3Aned (when SF
plurality 15 of term nal apparatuses including a

pecanand LONRUtede482ibaf) an end user and personal
computers 7161, 7162, and 7163 of service businesses

7151, 73R, e ML Y D3undi e PSLSQNal, computer 705, for
° o ?‘E sgoﬂlrég 2%}%‘? a 'bébﬁe%‘? the IC

exanpl e, is connect roug
P, t Dunhy. type card. 20 reader/witer 704. The '
d%%%dfg%%é?7aﬁfier fb%3P§§I32escFéF°=E?5 'é hpPrédeegsibed.

~ conmuni _cation corresponding to the physical |evel

with t e & 1 dpglaging &id oniltec shatendetdmed him a
| C card 703 and response packets fromthe IC card 703
sesigmndied athtmdlzekartal fhedIat chhd T whéh 709 relation
side. Therefore., the card - 232 reader/witer 704,
Fevan aprinpi i iin diamait AR PR/ G's not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="We"" ig described.

The CF command declares the data block for describing
couiputation content spanning services.

For example, iﬂhen describihg computation content
spanning services in the SF data block 1, CF:CES FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, H"We'=If ("Wc">10) then ("Wc"-10;

L "WHA"=Y"HWe'* 0, 08+"Wd") *. This formula expresses the operation

of.subtré.cting 10 from the value of We when the remaining
number of servicesg Wc is larger than 10 and adding a numbexr
of points corresponding to 8%7 of We as cumulative points
to Wd. | .

Next, the data stored in fhe AP management storage

area 7221 of the external mé.mory 707 shown in FIG. 115 will
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719 between themonly act to store the comands and
response content in the data payl oad portion and
relay the same and are not involved in the encryption
or decryption of data, authentication, or other
actual operations in the IC cayd _ 703. The personal
conputers 7161, 7162, and 7163 can download the |ater
Eplg%aggascrlpt programto the SAMchip 708 to
application programs AP 1, AP 2, and 10
AP 3. FIG 124 is a functional block diagram of the
SAM chi pccpe8 dioowhei APFmSnagefenks stoewdel AreaG722344 s
the SAM chip 708 has an ASPS conmmunication interface
umdets tiG teek 16T e FEAPRSRMA1LD FOFTUNI cation interface

~unit 761, bus scranble unit 762, random nunber

gener at §eReURhL /6 e n r Lon_uni,t 764
st or age un?t 76% gﬁﬁ %%Bg7 %9 eaS§%F0ﬁ|B 785 8 ghe

t @IPeLaN§S kRt g%grﬁrpdul s, .htﬁﬁASPS communi cat i on

intertace unit terface used for input

and outgy& L Qala W t h the ASP server 719 shown in

FIG 109 °The? 8t yteefpryesehninivdtdernils af dbe data
umt 761 is an interface used for input and output of

- g&Psedi iR the BRt®opnagementr 3tdpige25rdac7hos.

scranble unit 762 scranbles output data and - 233

descr arBie AP maneigetieint. wiherRagapukeamMand Htdhddd 19 FIc.
data through the external nenory conmuni cat i on
| 2@[ f #86r¥8i the AP management table data 7300_1, 7300 2,
and 7300 _3 (management data of the present invention) and
the APP table data 7310_1, 7310_2, and 7310 _3 (usage allowing
data of the present invention)-

Bere, the AP management table data 7300 _1, 7300 _2,
and 7300__3_ and the APP table data 7310_1, 7310 2, and 7310_3
are for exampl;a p.t.-:eregistere_d at the time of setup of the
Sm chip 708, Further, the AP management table data 7300_1,

7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,

and 7310_can be rewritten only by the manager of the SAM

‘chip 708.

The AP mar;agement table data 7300 1, 7300_2 , and 7300_3
are rdefined for each applicatioh pi:ogram ApP.

Further, the APP table data 7310_1, 7310 2, and 7310_3
are deflned for each SAM mutual authent:l.catlon key data.

FIG. 121 is a view for explaining the AP management

table data 7300_1. The AP management table data 7300 2 and
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761 1 The random nunber generation unit 763 generates
a 5 random nunber used at the tinme of authentication

.processing. The encryption/decryption unit 764

encrypts data and decrypts encrypted data. The storage
unit 765, as explained | ater 228t ores tasks, prograns,
and data used by the CPU 766. 10 The CPU 766 execut es

t ate pl.ained s dovvn oad_task, scrip
i Efe'gpp?e a§| o%ﬁcf askee grﬂ‘%ta&): genkPat |%ﬁna’i%%‘%‘e(‘}‘bﬂ‘able data
n?gggdrrent data production task), and IC card

bre managenent task (j ob nmanagenent data
managenent task) or other tasks based on
pr edet eh#rishapiogFafs 15l ( prtoghaws tiie tikentricfienition data
i nvention). Next, tasks, prograns, and data stored in
thEEsImagetenﬁalléﬁEemhjL 88se¥RhBiNgddaEL GTEL25 IS a
vi ew for explaining the tasks, prograns, and dat a

si@erdifiichbeont @4 89AN #p 7 Q.Qier&q.f%%a%}%y da'?:thg‘ ID, key

125, it stores a script ‘dovvnl oad t SCri

[ n 7 eperation t
I&(l,égéafkd—e%%%gd&%éeléﬁna%alg ?as PYERR ?d"m’en%l°n) ’

[ { programs 7211 to 721-3,
qg\% nen gew ?§3¥%Eglg? %6 10F ot doResewb inyprtion) ,

a 73101 to 73103, 25 IC card entity tenplate data
7%'1 57388, data FLAGe AP (gnd e tadikas 798R 1 inkegutogether
dat a bI ock 731 x1, output data bl ock 732x2, |og data
fiae leard3eE, tlaeld!acm‘rpm'lﬂgﬂi of tind iviiewgdlappibbackon element:
734x4.

data APE used in the IC card operation macro command script

program.

The name APE N of the application element data APE

"is the name assigned to the service (application element

data APE) provided by the application program of the service

businesses '7:15_1,r 715__2, and 715 _3. The name A.'éE_N is an
identifier viewed instead of . the servicg number of the '
rservice which the applic_ation pfogram of each service
business can use.’

Here, the J'_.dentificatio_n data APE_ID is identification
data of the a_pplicatioﬁ element data APE.

The internal/éxternal designéting data IEI is a flag

for differentiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

- from another SAM (external designation) .

The identification data SAM ID is identification data




The script downl oad task 769, as shown in FIG 118, 5
downl oads the AP managenent table data 73001 to 73003
(if necessary, the APP table data 73101 to 7310_3) ,
for exanple, fromthe conmputer of each service
business and loads it in the;gAM chip 708. The script
interpretation task 770 uses the service 10
de%iggtion table data (if necessary, the APP table
d8ta "3t 26 Fheosfhexdpagtyptrprsfearing dater when the
the IC card entity tenplate data, input data bl ock
otf¥uchdnt 208! dskperEogmdatzapbboeksingdrebapihgt k6nthat
defining data bl ock for each business. 15 The nunber
ofdpphécdtianbkbekengedacat adef or each service

- business is not particularly limted. Wen the entity

gener atiaa@, t 88K :izlafpie#xe@?'&pi%ﬂge§ :g@ ‘%Eﬁi 1y,
, It

production request fromthe ASP server

perf or ' it h,the, | C card 703 en_gener at es

® 20 the%gg%%—n%@nﬁ% v dR e ooﬁeg%%aeoa’?%:}'i‘%ea concept of
g;oqggsiqg%for {ﬂ%gprocedure between that | C card 703 o
and'Serite PRMAR S iR Mecres Bask: Fapl keeset in
data corresponding to that service business. At this
thhe v#HeS1 C card entity plate data becomes the

- class, and the IC card entity data is 25 generated as

an i nstBmc exsfnptiegt thists et ma3%k, AbkeshoRacsfi PIGHY122, is
the entity generation task 771 for generation of the
|3 a0 i0F doad | il adiarad | 4 explae ned 14h lgeéfé:lxs, B class
|ater. The | C card procedure managenent task 772 uses

10 @Md C class. Further, between SAM’s to which the same net

mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same

net mask.

15 In FIG. 122, the A class net mask is indicated by

."255,10(,1{}{,3{}{" , the higher 1 bjte is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the individual SAMs belonging
to.tha-t class. Here, "XX" can be set to any value. That is,
20 i:he net mask of the A class can be used to define the 16777215
SAM IDs belonging to 1I:‘.lzta_t: A class..
Further, .-the, B élass net mask is indicated by

- "255,255,XX,XX", the higher 2 bytes are assigned

p:ed_ete_rmined values for specifying that class, and the lower

25 2 bytes are assigned values for specifying the individual
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or nore IC card entity data 773x present in the

storage wunit 765 to execute the processing for a
procedure between the IC card 703 and the service

busi nesses 7151 to 7153. In the present enbodi nent,

the plurality of processing 2fer-procedures perforned
between the plurality of IC cards 10 703 and the

S ' usi nesses 7151 to 715 roceed

PR B DR TS 65 P e prafie it geieRaskasf the
772 executes these plurality of processing for

p? oTEYRF eS2R PP sedeto dqﬁb“?(ﬁgﬁr65§3écﬁﬂuL§Ds belonging
managenent task 772 deletes the 15 IC card entity

dee atlry8 & evhewst he series of procedures have been
finished. The processing of the I C card procedure
nmanagermnitieask the avidlade maplnidledi 4 Niklef @l ted algr

The script prograns 7211 to 721_3 are input by the 20
saspi2sp IR Datd Asknd 69 SEOM § by EXANPLE é%%ss%ér fena'

menory 707 and stored in the storage unit
- I 730Q1 .t o 73003 .are inpyt . b '
t% scri pt ﬁomﬁ%ggggt%g{%?g%l%&r%gf %l?aig AR5 ?‘R‘g the {ower
2xternal  nmenpr 07 .and stored in the storage unit

35&‘?"‘?51%%5%3?%&&%& O¥ 3WACH oY ing dheaiBdinidpagy SAMs

~the - 236 script download task 769 from for exanple

i angigihir keabrglasm7 Thad Leorthe ineti hasktef dde B class
unit 765. The IC card entity tenplate data 7301 to

73006 ey e1seglrter atediinsy thee 255 igAM iIDe M Rmiin) tasthat C
770 and used 5 as the tenplates (classes) when
@areysAating the 1C card. entity

The identification data AP ID is idéntification data
of an appiication pProgram executed by the SAM of the other
party transferring data when the SAM chip 708 is performingr
processing relating to that application element data APE.

- The key data K CARDA is key data used for trénsfer
of data with the memory 750 of the IC card 703 when the SAM
chip.TOB performs.processing relating to that apélication
element data APE.

The key data K _SAM is key data used for transfer of
data with another SAM when the SAM chiﬁ 708 is performing
processing relating to thaﬁ application element data APE.

The data SET_APP is data for specifying the APP table

data 7310_1, 7310_2, and 7310 3 used (viewed) when the SAM

. chip 708 performs processing relating to that application

25

element data APE.
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data 773x of .the procedures relating to the service

busi nesses. The IC card entity data 773x i s generated

by the entity generation task 771 using the I1C card

entity tenplate data 10 7301 to 730_3 as for exanple

the class as an instance of. 4h@at_ class. The input

data bl ock 731 x|l , output data block 732-x2," |og

data bl gck 733x3, and conputation defining data bl ock
734x4 ar8SgERERaFfLACHY P A6 £dpopdaitat shprangt wbrthesk to
770. 15 Next, the IC card entity data 773x will be
edpesilese dathanatrgedd(keatd) byldte ZRAXchipJRORIES @Gother
by the entity generation task 771 in the SAM chip 708
uSAMgchlie FloBeedy:. generated corresponding |IC card

entity plate data of the service business for exanple
when t hen SAM i i r he P.server

719 a processi ngﬁﬁgg’%ggtef?cﬁi%%réggéseiq{r%}lml%?ﬁﬁtﬁﬁg 1??2&110"
c 7 l.igatio r am, of e redet erm ned

8a 0p ol 206 AR PRy ORuR R RSP 700 G0 Brhel diy Another
t%ﬁMfgfl&mt %B tge IC card entity data 773-x. 25 As :
sHownC AP Fl 28; the IC card entity data 773 x 237

has managenent pointer data 780, entity ID data 781,
entity T8tBtGs ﬁ?aha the HER N d1Secvige A'Cisatdet ppeess key
data 783, APE _N designating data 784, processing
?Elethelal@ 7881 798 edpf bnedsbypgthat 8apgB6ca8dén program in
post-processing data 787. 5 The managenent pointer

Cetizot 7SM i FO@, el IR oAU @5k JEPRFIE R0LRC L, pbe
IC card entity data 773x in the ‘

not disclosed, so cannot be viewed by an‘ application program
of another SAM or another applicatio’n program of the s%une
SAM.

Further, rtr.he "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applicatiqr;
program on the SAM having the SAM_;ID "43,17,19,XX". At this

time, the_ SAM mutual authentication key is “TTl..., TTn" .

- Further, whether or not another SAM can hold the key data -

of the "Service C" until the next use is determined. When

:  possible, when. the other SAM next uses the "Service C" on

25

- the card, it is not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

- "43,13,137,XX". As the mutual aﬁ_thentication key between
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storage unit 765. The entity ID data 781 is used for
requests for generation of IC card entity data 773-x,
confirmation of 10 the state of progress, deletion,

and other of the series of processings using the IC

card entity data 773-x. The epfgty |ID data 781 is

also a return value to be given to the end user. The
entity ID data 781 corresponds to a descriptor when
of@Meng "85Hi--e S8NY dsnas&id.file system 15 The entity
status data 782 shows the state of progress of the

pr oceduWesthekadtngot othdeadtcasarkey BE thee "mSiveice B" can
states of the IC card entity data 773x include, as
sbeweld WntGl Ré ndbe vt s @ftPHPGRSSHYa f i

I nvestigating the services mhid% t he chgg?ég%gédggﬁgnatEd
us¢ eHatRSAm.the state of processing by which the SAM

chip 708 authenticates the IC card 703 (Al), the

state Drpgessi n by which.the | C card_703 . .
authen??%%tegefﬁ%c%mRﬂ%ﬁgp dieabys, thenkileair ghich log

processing for reading data fromthe IC card 703 (R

aAYCR hEe sPhteh obhe, IPngLs OR3Pt 139, WAY aifnassighed is

IC card 703. (W.. 238 1In the present enbodi nent, the
pFeread; rithe dtSenmdess iBydoigigishthe esane SAMISIgte 8®83% as the
the processing for the SAM chip 708 to authenticate
theetGearRl 708 HHee mutiRaeSSithentakalthon! kegahide 0851 | | |
to authenticate the SAMchip 5 708, the processing for
remh Al 2 ABPM AN 1 Ea £2" fs g&%vi&‘é‘&' £ SA06 SRILA

for witing data in the IC car 3 ,correspo
Jéﬂ%ﬁentication key. In this example, permission for

accessing the "Service B log" and ﬁService B" is defined

in the APP table data 7310 of the other SAM which the AP

- management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.
- The APP table data 7310 2, 7310 3, and ?310 have the
same férmat as the APP table data 7310 1.
As shown in FIG. 123, the APP table data 7310_1 shows,
for each application element data APE, its identification

data APE ID and whether that application element data APE

‘can be read, written, or executed from another application

program (another application element data APE) .
For examplé, the APP table data 7310 _1 ‘shown in FIG.
123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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A "job", as explained later, is a unit of processing

for which the order of execution is determ ned by the

IC to card procedure nanagenent task 772. Note that,

Al and A2 conprise the nmutual authentication

processi ng between the |IC cagth 703 and SAM chi p 708.
Further, in the present enbodi nent, considering the
conmuni_cati.on ti on the Internet 710, the

above- feHtitifed thes Ay Manageqent glorage aram 7324 Ivf the
state transition chart of FIG 127, managed di vi ded
itk drengne 76T sghayn (faf tBEG. |Kduditoe afamgplenrires
and conpl eted (response received) states.

Secidlesstion ddic séledeimeithy @EssRD tpagdte ddd ap 1D

20 card entity data 773x are managed by the instance

genfMe i€dyetldzr card entity data generation) state, RS

post-startup state, RS conpleted state, Al

post - St Yie: : | state, A2

post -startup gag%ig,t c%%% %?’gjg'ss:tg'tee:tyﬁgpgsﬁ e 4G, fard
e, R co e tate, _Wpost-startup state, W, :

5% Papdn S8 iy 0%, AhS st ewnteci e oant Fiy=bapnydata

del eted state. - 239 The IC card type data 783 is

Gt at&lspgeﬁﬁdﬁ% Fansk compATYe Performdng sehtilepearte for

card 703. The IC card type data 783 is set with data

depngsag tilppsa ugingorhiendC eatde 788ove- nent i oned scri pt

programat the tine of generation of the IC card

entit yIdatite ptEoentibabsdiMbae,  ¢e 18 84BAloperation macro
desi gnating data 784 shows the AP managenent table

d3hAaha08drh t7§99 rgﬂddéﬁﬂllégagcji Lor ETF Yy AR vi
defined in tge PPat abl e data 7 1%1 to =F _n % ervice
content combining the name APE N of a plurality of

application el‘e;neht data APE. By reflecting this in the later
'explained IC card entity data (job management data)-, it is

possible to provide a service combining services

-correéponding to a plurality of application element data

APE.

For exam_pl‘e, a sgr‘vice combining the service of reading
data from the IC card 703_and‘ the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the A-PE_N or its service number is é.n

operational command issued to the IC card 703 and able to

. be analyzed by the IC card 703 when performing a service

7 provided by the service businesses 715_1, 715:2, and 715__3.

The application prdgram AP 1 is defined by the AP

management table data 7300_1 and a predetermined IC card
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73103 used in processing using the I1C card entity data
773-x. 10 The service type el enent designating data
784 is set with one or nore application elenent data
APE designated by the CS command in the

above-nentioned script progr at the tinme of

generation of the IC card entity data 773-x. The
processi ng order data 785 shows the order of 15

eReNAtiom nacreorcimend pobiptusssyian sherpdaoesbiensxternal
using the IC card entity data 773 x, that is, the

stedicaryt 170 ti on shown in FIG 127. That is, the
processi ng order data 785 uses the name APE-N of the:

appl i cailon, 1&%‘%&0@@2&0@‘; | n%pshzo‘%st ;N )] ae

execution of jobs corresp g to basic operatrons o

| C card . 703. Here, .t jpbs, . as ex i ned eayl.ier,
ifagerly g G K 10 Ny X PR A daxa
127. ecific operations on the I1C card 703 are
P@a’ﬁ%&wwﬁ@ G FCpiBt REAFFRstasefigimthe external
using the jobs. For exanple, for processing using 240 .
aewer&aﬂ@7903 with only reading with no nutua
aut hentication, the processing order information 785
is setThe apBliRAtiohupkbgiam APt Beigadefahetebyi hge AP
and witing with nmutual authentication, the
REAGGSMERE eaele WARAr MR000A 48a bSpieldetadi@ned IC card
"RS- >Al- >A2->R->W . The processing order information
L$:Set rder. of jobs_sho i n.Fl 127
88ratiSRinIbid chliftandl 46545 P8R R Sk i ay fhe Sibarnal
desi gna '2 in the CS conmand in the above-nentioned
@3?98? Bﬁ gram when generating the IC card

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

.the Ethernet, etc. to the ASP séxver 719. The ASP server

719 is connected through the Internet 7#0 to a plurality
of terminal apparatuses including a personal computer 705
of an end user gnd personal computers 716 1, 716 2, and 716 _3
of service businesses 715_1, 715_2, and 715 3.

The personal computer 705, for example, is connected

-through a serial port or USB port to a Dumb type card

reader/Wriﬁer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to thcla' physical
level with the IC card 703.

The operational commands to the IC cafd 703 and
responée paékets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card .
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10 entity data 773-x. The pre-processing information

786 is set fromthe ASP server 719 side with

managenent data for performng processing using the

IC card entity data 773-x. For exanple, the

pre-processing information.7862is 15 set with points

of a conputation fornula of a designated service in

t he §F 9ata bIOﬁE-(a plication el ement data APE)

FOPTRBF/ "SALRTad Vfnt BRESEPFLcEoBPBEEESTAY . f aRdt ASR server

not defined, the pre-processing information 786 is set

w 18 helereen ddem endyoret sing tolrer the Qomdseamrasponse

in the case of settlenment, the state relating to the

arowhentfichthgeadoata poaylcad)ipartiair and redfay the same and

post-processing information 787 is set with data of

tdee phoEesatroYveasiht tRE Lher do£Néd 7

25 required at the ASP server 1gaéi%g-&%%¥y€€%ﬁ%1§? data,

| Dt ;. : ok 2S£, 0 t bt 1s.set wth d

e et Aok oo o I ASRIL pbLra®i 355 h&™48 caza
| ement. Next, a routine for processing by the IC .

card procedurée nmnagenent task 772 shown in FIG 125

relating to a plurality 5 of 1C cards 703 using a

pl ur al i’%ﬁ dereonal FEmItsryatis_1,73326)2,| drel 716_3 can

expl ained. The |1 C card procedure managenent task 772

idowrdrradirtiiey Lalteirmgxplained sqeript thwodiflh #86 the SAR chip

SAM chip 708 shown in FIG 124. 10 FIG 128 is a flow

G ttoofed Siomiras ated NIl dE18K programs AP 1, AP 2, and

AP 3.

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown iﬁ FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit ?63, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface used for input and output of data‘with‘the ASP
server 719 shown in FIG. 109.

Thé externél memory commuﬂication interface unit 761
is an interface used for input and output of data with the

external memory 707.

The bus scramble unit 762 scrambles output data and
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by the I C card procedure managenent task 772. Step

ST701: The |IC card procedure managenent task 772

selects one ICcard entity data 773x for executing

t he next processing 15 out of the plurality of IC

card entity data 773x presenz,in the storage unit

765. The nethod of selection o? that IC card entity

data 773x may be to successively select |IC card
srstsaekies Amput Hakenthem inputtinggmddutyésting data

to assign a priority order 20 and select by priority

itthitdeglorde:r eftétreahinghesty promin ca tiSe i iePacd Neni t

| C card procedure managenent task 772 judges if the

j781 of the IC card entity data 773 x selected at step

ST701 has al ready been started up. Wen judgi ng that

Step STIDs B iess, TR Sk R RERR
5 BhBeeroyed o ERpceing o B?u@%%%?i%ﬁ%aﬁ&mmf’f?ess1ng

task 772 judges from,6 5 the entity status information :
782 sha'\m PHCFVthfzéd&Prmémpcueatﬁéﬁwwrmta d3tx and
sel'ected at step ST701 which state of the status
tisoengrypteshaata.n FIG 172 t'he processing
relatlng to that entity data is in and decides on t he

job toThe sterafedniext6s | AP éH61HINEQINULG: 05H6tes ithsks,
information 785. At this tine, the processing order

prbeaRis, 03 nfBAata used by the CPU 766.
The CPU 766 executes the later explained script

download task, script interpretation task, entity generation

task (job management data production task), and IC card

- procedure management task (job management data management

task) or other tasks based on predetermined programs
(programs of the present invention) .
Next, tasks, programs, and data stored in the storage

unit 765 will be explained. |

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a script download task
769, script interpretation task "7'70, entity generation task

771, IC card procedure management task 772, IC card operation

" macro command script programs 721 1 tc 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310 1 to 7310 _3,

IC card entity template data 730_1 to 730_3, IC card entity
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defines the order of execution of jobs using the
service elenents set in the service definition table
data as explained earlier. 15 Step ST704: The IC card
procedure managenent task 772 starts up the sel ected
job at step ST703. The |IC cagsly procedure managenent

"task 772 uses the data blocks relating to that job in

t eti%g%t data bl ock 20 731 x|, output data bl ock

£% 7,13 &g HRAt fadacbiesk I3 laxd corpRuktdakR bdrck H32_x2,
data bl ock 734x4 expl ai ned above using FIG 125 to
eleg flata dogkoF33_A3,t hind tpmputahéohCGlefiidipgodatarislock
managenment task 772, when issuing a command to the IC
cti4l ¥O3 in execution 25. of a job, uses the service
el enent corresponding to that 243 job as a key to
sear ch My Qigh gt AR 1BRA N7 doable d3fAm 43004 d 0 113,

73003 to obtain the service nunber corresponding to

AT ft%eﬁ?;‘ﬁ%t?é%ﬁg@?t'%%%@% CEPE*Q%S,} ’t&??ﬁ&? (1
he | C 5 : 772 '
SEsRarEorbe B Fonbe ST PRTR LS Tl o o onemampie,

card 703. Further, the I C card procedure nmanagenent

he compuies gfnegchspayvice busbnegpeandeloads it in
information is required for accessing the storage
&bhea S&M cidpl @08ard 703a, uses 10 the service el enent
corresponding to that job to search through the AP

managerhat stahpe datarp2Bition’/348R 4768 uebkaihe! B rvice
key information corresponding to that service

definition table data (if necessary, the APP table data

7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,

log data block, and computation defining data block for each

business.

The number of the data blocks generated for each
service business is not particularly limited.

When the entity generation task 771 for example

receives an entity production request from the ASP server

719, it performs polling with the IC card 703, then generates |

the IC card entity data to be used for ﬁhe prbcessing for

the procedure_between that IC card 703 and service business

- using the IC caxd entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

géne;ated as an instance of that class.
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el enent. Further, the 1 C card procedure nmanagenent
task 772 wuses that key information to perform nutual
aut hentication 15 with the IC card 703, encrypt and
decrypt the data, or perform other processing and
obtain the right to access.azpgedeterm ned storage
area of the IC card 703. Step ST705: Step ST705 is
perfornmed when the I C card procedure 20 nanagenent

task 772°F RIRSeSSIRhd-he avtd tycgenegardongfgsk 371 for

wai ting for the processing result of the I1C card 703.
VFeReratier ofir therik ethnd endiidgeriertta wadlk Bé2explained in
receives the processing result fromthe IC card 703,
idetait later.in the IC card entity data 773-x. 25

Step ST706: - 244 The IC card procedure managenent

task 7#hdlpaatesrd rﬁro&ﬁ&ﬁé/ md d’@nérm %@& '1'52)? 7-.?%e§)fone

the IC card entity data 773x shown In

t L v N r nt .e pent, _the 1C card

p‘l‘r;% ?lé%%{ & ?ra%%gg rr%r'fic?% s‘%a% g%gfxé HETHbr iR RS terage
cardt-b éH’itc}/ data 773x for the plurality of |IC cards :
75 pricsem® S5PTHE SRG PRegergarghErs poPFeraiingetbrtween
processing for the plurality of 1C cards 703 in

gt iGlcarth g0 @Pélp thige seaMicehbpsingssaa 715_1 to 715 3.
si mul taneously proceed with the processing even 10°

when r deethemreyace sabogimeqissthe pluddldasdBEgSrocessing
using a plurality of 1C cards 703. FIG 129 and FIG

G procdRied Per@uirid batwkhe tﬂéogﬁﬁﬁéi‘ﬂthé'f“f@ cards
by anot her application el enment data APE
703 and the service businesses 715_1 to 715 3 proceed
simultaneously.

The IC card procedure,ma.nagement task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 deleﬁes the
IC card entity data 773 x when the series of procedures have
been finished.

The processing of the IC card procedure managément
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by the
script downl-oad task 769 from for example the.external memory
707 and stored in the storage unit 765.

The AP management table data 7300_1 to 7300_3 are input

by the Script download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 3 are input by the
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in accordance with a routine defined by application

el ement 15 data APE or processing when accessing data
performed by the SAM chip 708 when executing a job at
step ST764 in the above explained FIG 128. Step

ST741: The SAM chip 708, whij}e executing processing in

20 accordance with predetermned application el enent

data APE, specifies an application programfor use
(Ir%iRt dowmd oaghpa sk AGhreh dimnexduple ARe ertelratl memory
application program Further, thatuse specifies one of

- rEdtiagd skoiéedigin el exeeadd ahiof 1dmt application

el enent data APE. 25 Step ST742: - 245 The SAM chip
708 judggs id d& ARl GAMbII R A ARG 730 3 are

specified at step ST74171s present In that-SAM chip—

7 | | that Jt .S .not ent eds.to
gEtgi“:”]ltfir oc&eg% ng of° St ap W vﬁttaf Jg 'Pé)etarféﬁ used
it prese rocee to the proceSS|ng of step
EE' %%‘é%f%%%é PRESAWRER gersEaiiagkthndGpard entity
managenent table data 73001 to 7300 _3 corresponding to .
ﬂté,taap”p’t I catafrthr apeardtier rededirel to theyuenvidr
key data K -SAM corresponding 10 to the correspondi ng
basiresgeppl i cati on el enent data APE) and uses that
key data K -SAMto for nmutual authentication wth the

SAM chithe/D8@aiavéngi tPRIAAT TS ak |1%€ﬁéﬁ§€éddﬁ1 8helhiRity
to be used. Step ST744:

generation task 771 using the IC card entity template data
730_1 to 730_3 as for example the class as an instance of
that class.

The input data block 731 _x1, output data block 732 x2.,-
log data block 733 x3, and computation defining data block
734 _x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 _x wili be explained.

The IC card entity dat_‘.a '7'73___:; is generated by the entity |

generation task 771 in the SAM chip 708 using the already

generated corresponding IC card entity plate data of the

service business for example when the SAM chip 708 receives

from the ASP server 719 a proceséing- request for processihg
using the tc qard ?03 and app'lication program of‘ the
predetermined service bu;‘sinesls.

FIG. 126 is a view for exi:lai_ning the format of the
IC card entity data 773 x. |

As shown in FIG. 126, the IC card entity data 773 x
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15 If the SAM chi ps 708 and 708a aut henticate each
other' s legitimacy in the nutual authentication of
step ST743, the SAM chip 708 proceeds to the _
processing of step ST747. If not, it proceeds to step
ST751. Step ST745: 20 The SAM—<hip 708 views the AP
managenent table data 73001 to 73003 corresponding to
t.he applicatign p[o%ran1 bei ng executed and acquires N
(e BAPagament PRANTES FRERGHN npaticy AD dafe d81, entity
(application el enent data APE). Further, for the _
& tendadm disémbns data) AFER | dbear?b typeddapacV88¢dAPE N
at step ST741 as well, the SAM chip 708 - 246
sladigrd ting elwtd BAP primgainy drddre dada 743901 to
73003 corresponding to that application el enment data
et el iRy dhe kade dati Pﬁds%%MMJs%%Q%“%J}% 7.

el erfent dat a

the correspondi ng service (application

APE) . Eu r AM chip ,708 ares the.tw .
acquir§35k3§E%§F§g%%-§KﬁP% Efgﬁ%ﬁe?%52%? ﬁhéﬁ%ﬁﬁ§Q§hﬂ“al
708 j udges at. the _processing of step ST745 that, :
BRENGE 1657 AR Ot nas ki i A eh entd e Mt ddkds in the
10 to the processing of step ST747, while when it does
Fderage Ynidcd®Ps to step ST751. Step ST747: The SAM
chip 708 or 708a views the AP managenent tabl e data
73001 fTbe780@83tyodlPedpbadl’By fie tthedappki eaunedtss for
program specified at step ST741 and specifies the APP

galbk&ation of IC card entity data 773 _x, confirmation of

the state of progress, deletion, and other of the series
of processings using the IC card entity data 77 3 x. The entity

ID data 781 is also a return value to be given to the end

-user. The eptity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inél‘ude, as shown in FIG. 127,- the state of processing for

investigating the services which the IC card 703 can use

- (RS), the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al) ; the state of processing

- 25

by which the IC card 703 authenticates the SAM chip 708 (A2),
the state of processing for reading data from the IC card
703 (R), and the state of processing for writing data in

the IC card 703 (W).
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data 73101 to 73103 corresponding to the application
el ement data APE used. Step ST748: The SAM chip 708
or 708a judges the access right of 20 the application
el enent data APE to be used (accessed) based on the
APP table data 73101 to 731 specified at step
ST747. Specifically, it juddes the right for reading,
witing, and executing the application elenent data
APE t 0 Tipe theepres2htSeabodinédt,- thé/prikesstng FA
chip 708 or 708a judges at step ST748 that there is

A vREtEYa Hing tthd lsdAREGudiGedsia , Sthel protiding for
when it -does not |t proceeds to the proceSS|ng of

%h%o S%IF% en-@l%a M %PE SpeCI athe .

uses the appl IC&tIOﬂ e nent "at

step ST741 for fi ed t ste ST74 .

&, é’geﬁ?‘é’f e the it Moo ?ﬂ?ﬁgatasggenske chip

t he ap ication el enent data APE specified at step
PrREe§sinE Lopetrpibngadata chrarrizhe #farqaﬁéi 703,

mhen executing a job at step ST704 of the above

erpl dhecprrcessizg, fshrewritd ng@AMadhi gn7ddet Iansheds 703

15 data with the 1C card 703 in accordance with the

" cottrespotiel iteedobys . the application el enment data APE,

the SAM chip
A "job", as explained later, is a unit of processing

for which the order of execution is determined by the IC
card procedure ma-nage.men£ task 772.
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chié 708.
Further, in the present embodiment, cic;nsidering the

communication time on the Internet 710, the above-mentioned

basic states are, as shown in the state transition chart

of FIG. 127, managed divided into states after startup (after
issuance ofr command) and completed (response received)
states.

Specifically, the statés_ of processing using the IC

. card entity data 773_x are managed by the instance generation
* -(IC card entity data generation) state, RS post-startup state,
‘RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed staiiie, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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708 views the AP managenent table data 73001 to 73003
shown in FIG 125 to acquire the key data K CADR
corresponding to that application el enent data APE
and uses that key data 20 K -CARD to access the nenory
750 of the IC card 703. Next,,fhe overall operation
of the communi cation systen1f6ﬁ shown in FIG 109 wil|
be explained. FIG 131 and FIG 132 are views for

expl ai nTRg IRears type |dadpei8Biiondeta tdpecifiyiny eabi S8rvice
system 701 shown in 25 FIG 109 - 248 Step ST721
Thasderesscd sausimesdrs Tl xhAD 7685_3 or a party
requested by these service busi nesses produce that

script TREOgEAMErA2tipe’dhta 384 gglségd%)s%%&ga%% Hé%eined

processing 5 for transactions peérforie

bug! negge | L1he,l C card 703 for exanple on the
pe?lsonal %gﬁl?t%glr sltn7% el,ago?’fGZenézl’r&n?fG§c§H§Wan?gram at

F Q9. Further, the manager of the SAM chip 708

piln, e, RY SRBerARIGEaE, haniE aacd PBOOEY GAT00T3 x.
corresponding to 10 the service businesses 715 1 to .
715 3. Brepservioe Fypepplemanfedesighabingddata736@lshows
to 7300_3 produced at step ST721 are stored in the
ekheAimanegempniOfiabl & daitae?300 he taC7B00 BrOM afblication
7211, 721 2, and 721 3 15 produced at step ST721 are '

daleshentiedatsaonpk:h@epensa@nah tRQNREHCE Odatdl '
and 7163 through the Internet 710, Aéépgéré%FZ7?é?o—l to

28t /MR f P d I PUL LY A B d Uiki by data 773 _x.

The service type element designating data 784 is set
with one or more application elgme_nt data APE designated
by the CS command in the above-mentioned script progra.tﬁ at
the time of generation of the IC card entity data 773 x.

The processing order data 785 éhows the order of
execution of services (jobs) used in the Processing using
the IC card entity data 773 _x, that is, the state transition
shown in FIG. 127.

That is, the processing order .data 785 uses the name
APE.__N of thé application element data APE to show the order
of execution of jobs corresponding to basic operations of
the IC card 703.

Here, the jobs, as _explained earlier, correspond to
the f{S, Al, A2, R, and W shown in FIG. 127. Specific opérat:i_.ons
on the IC card 703 are realized by the order of Processing

.designated using the jobs. For example, for Processing using
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The processing for that downl oad, as shown in FIG

118, is managed by the script download task 769 in

the SAM chip 708. 20 Step ST723: The script

interpretation task 770 in the SAMchip 708 shown in

FIG 118 uses the AP managengj){; table data 73001 to

73003 and script programto generate IC card entity
n?Iate data, an |nEut dat a bl ock, output data bl ock,

Sarsd 208 |wch oAy Tendimavi bh neehithizad aistertoziktion,

for each - 249 service business. The generated data

i het b sFine tdaraga fovira tieh 76865 ke sSAMhimmsIOR .

shown in FIG 124. Step ST724: .5 The user is issued

t Farithednr dn/Ghe A s QN roadsl h ahliB wrlit8 P VRh Wmtual
of the IC 703a of the IC card 703 stores the key data

U&ﬁd:hﬁ-:-%ﬁ:ﬂd’aﬂﬁ%ﬁim Esprﬁcyeg%&%?qe\@ %.Hf%rzl]:xen erV| 985 is set

busi ness contr act Not €™ t cont r acl:’t

bet we _User_.an service 10 business may al so be
c%%cl% é #%5 ?%%% nce of the IC card 703 through

the InteLnet 710 etc. Step ST725: For exanple, when :
t he usef PESBEOPRESHRY sPRART cHMRERAtigm8Y) i meds witkh the
server 702 through the Internet 710 to ,15 try to
pAFeREsefaipbsdakewnt e BEEGy 627 @D rirssgemdiny dB:EStS'!eng:rder
request through the Internet 710 to the ASP server

799. shencehelAiBnser deeignQtedCehVeheachl 86ASHAJin the

request fromthe server 702, it accesses the persona
CaBPUbeher82oned script program when generating the IC card |
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for performing
pProcessing using the IC card eqtity data 773 x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
service in thg SF data block. (application element data APE) .

Further, when an inter-service processing function
ié not defined, the pre—p;oceséing information 786 is set
with the reqﬂésted processing charge. |

For example, in the case of settlement, the state
relating torthe amount of charge or pdints given etc. is
éet.

The post—propessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example, in the
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R

t hrough the Internet 710. Further, a processing
requesting 20 relating to the I1C card 703 issued from
the card reader/witer 704 is transmtted through the
personal conputer 705, Internet 710, and ASP server
719 to the SAM chip 708. Ste;ST726: The ASP server
719 outputs to the SAM chip 708 an entity 25
production request. That entity production request _
sF8PECE saflemant sabvis get%‘ﬁltgﬁﬁeﬁa ghowiagl the mtistence
703. Step ST727: \When the SAM chip 708 receives an

eRfi By ngreedceindn tor d¢heesettiliemesitf.or ns pol ling with

the IC card 703. Step ST728: The entity generation

task 77fest, thecbblihefdr Hidceddifly bl tBk4P€ procedure
polling, judges if the nunber of the |1C card entity

dﬁhﬁa&éﬁén@@@@b?&”sﬁaﬁ?%g P1788.d¥ tJ%Mqt %L:na_l_%ﬁ%rality

maxi mum nunber defi ned C command © €
SGEI La lf within_the xi mum gunber, it .
p?ocggdggggstEQBpPgéggs?nﬁigfagggﬁ gg;ié,cﬁﬁﬁI@nFFtY data
it eﬂgs t he Erocessing. Step ST729: The entity .
tB8ke¥piaingd- oxanpl e, specifies, 15 based
on the data showi ng the issuer of the IC card 703

st or ed The dfecard PrposdadecnanagengutiaskVilV2his epnistantly
business IC card entity tenplate data to use and uses
theingpstafted up Guathle eCPUt V6! 8f etRat 8aAMOcHEPCTOBCshown
the IC card entity data 773 Xx.
in FIG. 124.

FIG. 128 is a flow chart of the pProcessing performed
by the IC card procedure mahage.ment task 772. |
| Step ST701:

The IC card Procedure management task 772 selects one
IC card entity data 773 _x for executing the next processing
out of the plurality of IC card entity data 773 x pres.ent
in the storage unit 765, |

'1‘_'h_e method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
presept in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.

| ‘Step ST702:

The_ IC card procedure management task 772 judges if

.the job of the IC card entity data 773 _x selected at step

ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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20 This corresponds to the instance generation shown
in FIG 127. Step ST730: The SAM chip 708 outputs to
the ASP server 719 the entity ID of the IC card
entity data 773 x generated at step 25 ST729 at step
ST731. 251 The |1C card pracedyre managenent task 772
of the SAM chip 708 investigates the services which
cap .be utilized by the IC card 703. This is _

p rgeéﬁwhan chidEnh Hiatg itohanaqtobers shawhedsup ) proceeds
FIG 127. Step ST732: The |1 C card procedure nmanagenent
t &9k the2 pobcelssigaMofcisitep’ 83783t.hent i cates t he
legitimacy of the I1C card 703. This is processing
correspphdpngT703the job Al shown 10 in FIG 127.
Step ST733: The IC card 703 authenticates the

Mo ! v . ; i

cory bopony £ qla E“éﬁ? gad%fdﬁi‘éaﬁ%%?:?ﬁf%‘??ﬁﬁfb iy £
! the I.

Aﬁﬁgrﬁ#g:gt}%gsééggg ng?wggl?rﬁe'%fz;gcsoﬁoevgl in -5 ]t%GmS’,f the

SAM ¢ are nmutua au

| ai i L n d ith the ‘
S35 ted B SRERR 120 e A aharh et ebaR IR i cdnmeate

of the status transition chart shown in FIG. 172 the
pProcessing relating to that entity data is in and decides
on the job to be executed next from the processing order
infoxﬁation 785.

At this time, the processing order information 785

defines the order of execution of jobs using the service

elements set in the service definition table data as

explained earlier.

Step ST704:

The IC card procedure management task 772 starts uﬁ
the selected job at step ST703.

The IC card procedure management task 772 uses the
daté biocks relatin§ to that job in the input data bl§ck

731 _x1, output data block 732_x2, log data block 733 x3,

.and computation defining data block 734 x4 explained above

‘using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that




20 chip 708, the AP managenent table data 7300 1 to

7300. 3 shown in FIG 121 are viewed, the key data K

-CARD i s acquired, and that key data K -CARD i s used

for the nutual authentication between the SAM chip

708 and CPU 751 of the 'IC_cagnyd 703. Step ST734: 25

The I C card procedure nmanagenent task 772 of the SAM

252 chip 708 reads and wites data required for the
pA8PefEr dskex) th searahcthzpughothe AR managemardts dialje data
corresponding to the jobs it, Wshowmn in FIG 127. 5

FUBPBeld, to hE30@ 3 drd optadadthe smnagesmitimbieas kofE2sponding
uses the processing formula specified based on the

PES- PhAE essit Vi &l lentin f NRpratibdatNbbiiadal 8¢ FS%kard 703
-and uses the data read fromthe IC card 703 to

pshiar gt rpi.negd..c i rogessing. 1
010186 SR By ShoCHEPASH ST CREEAY, e 1

) AM . chi p_708 out puis QFT rocessi ng result_of
5 . .
Eab AT 45 Reranep e bark M uasa g Piinsd gprvice
exanple, the | C card procedure nanagenent task 772 :
JRYBPRE FRelfeuBafidceerny Hat bhe7B%. casde¥PBai ned
above, according to the comunication system 701 and
SAM uniFurigeer pythe k¢ gea¥dgprdredppt inmiagement ogaskn 772,
AP using a plurality of application. elenent data 20
ARE eaqpd alisienlu s heg AAIGRLAGE ndtidn kakpl nfidkia 816 ABPrequired
tabl e
for accessing the storage area of the IC card 703a, uses
10 the service element correéponding to that job to search
through the AP management table data 7300_1 to 7300_3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication
15 with the IC caxrd 703, encrypt and decrypt the data, or perform
other processing and obtain the right to access a
prédetermined storage area of the IC card 703.
Step ST705: |
Step ST705 is performed when the IC card procedure
20 -'management task 772 issues a command to the IC card 703 and
is Waiting for the processing result of the IC card 703.
When the IC card proceduré mané,gement task 772 receives
the processing result from the IC card 703, 'it sets this

~ in the IC card entity data 773 x.

25  Step ST706:




data to define the conputation content of the

application elenent data APE, it is possible to

provi de diverse services using the IC card 703.

Furt her, according to the communicati on system 701,

25 it is possible to use the ARsmanagenent table data

and APP - 253 table data to flexibly realize

utilization of application elenent data APE in the

sane SAMBRIGG45S BEPSRIgre nppagenentntatke iz wpdates the
APE between different SAMs while nmintaining a high
seeRkity. sbafust heformatboni H82t 6£t BRe COONUAL&EH Bty data
system 701, when using application elenent data AP
beTWaen shodrr£nt FIGAME26SI NCe. mut ual aut henti cati on

‘is performed between the SAMs, it is possible to

I mprove iderses Whd. |.catign prograns.. 10
Further, accordi ngﬁ%/oﬁﬁ h%ﬁlf&mmén%rggt?%ho%@% i 7ehe ¥y card
al . acadd ID of th cl.ass to the

apI|LoI i caéthlﬁger'lq'br SOt ane oftd %eg'@ﬁﬁscé“b8§#ﬁ63§¥lei {C card

IS, possib t revent conplicated nutual :
adthenty 645%'1'30?{7526‘0585 he s abebn pHdG cardd 703 present

bet ween - ication el ement data APE of 15 application

appl
-pﬂd'grtgﬁsssgf chépsi0R Whusle geg fanthitige thlypkbghbeiingt Fér the

burden of management of key infornation and processing -
oPluraldA oiff (XC furider7l0 RGO EHAN 1 t Mherefore, the SaM
communi cation system 701, it is possible to generate

| chdgr Woendard Bidalldahedhasl prggegaqg%%ﬁgfééﬁgeég{.ﬂ% even

procedures occurring wwth fhe I C car ave

‘10 | Ghedr Ql:e@'e‘l%q%r %f&%@%@.‘@“ietcﬁsegtg7%ogs %rocedures using a
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25

plurality of IC cards 703.

FiG. 129 and FIG. 130 are views for explaining the
' processing defined by another applicati.on element data APE
in accordance with a routine defined by application element
data APE or Processing when accessing; data performed by the
SAM chip 708 when exécuting-a'job at step ST704 in the above
explained FIG.V 128.

Step ST741:

-The SAM chip 708, whil_e executing processing in
accordance with predetermined application element dafa APE,
specifj.es an application progkém for use (access) and
applicatifan element data APE J.n that application program

Further, that use speéifie_s one of reading, wrii‘:ing,
and execution of that application elément data APE.

Step ST742:
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the plurality of IC card entity data 773x to

si mul taneously proceed with processing relating to the
plurality of 1C cards 703. 25 Further, according to
the aut hentication system 701, 254 since it is :
sufficient to store the IC capd.entity data 773x.
actually used for the processing for the IC card 703
in the storage unit 765, the storage areas of the

‘storage ThetSEESchipn’OR piddges eif | Yheitappkischtfon element

Further, according to the authentication system 701,

asdshaPE pdcRfibd/ atss 869 IMPIS st PEe8bnXBE WHAAN SAM chip
j obs processed by the I C card procedure managenent

t aplg 7 72 aj&ddgﬁg?ag% 4 isded J bR Rl SHEr %HBcéEﬁEe%o the

and conpl ete ates, after starting td exetute one

jqh.  Ll.l ' art .the processing.far
 rnes s Epd B LRl ShAL BRI 4 Tl tag Pkt diropesent,
card 703, Therefore, it is possible to elimnate the

WA TOTTHES ot Hoe (ko TesstRerobi st SH4R the I C

card 703 through the Internet 710. Further, according

to the athsRem¥tddion system 701, 15 the AP ,
managenent table data 73001 to 73003 describe in them
nanes siithe r&pM ehitpy 8 ofiedey Wine AR mRitizdRGhdiit (Hible data
i ndi vi dual service businesses, that is, the APE N, the

NWBOD St Gfo SEI0N CEScdk&fdhspdhd | o Cati&l %’liﬁ%&ﬁ‘%rogram
key data used when providing those services. These

o5 el 1o SRRSO, RTRRY, By L B eononaing.
{he, S Chip.T08 qan custom ze Ll (qu, 3RRLLS2 (20, arm)
prog grohne S SRFR HiaP
and uses that key data K SAM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other's
;egitimacy inrthe mutual authentication of step ST743, the
?AM chip 708 procéeds to the proceésing»of step ST74?; If

- not, it‘proceeds to step ST751.

Step ST745:

The SAM chip 708 views:the‘AP hanagement table data
%30Q_1 to 7300 3 corresponding to the application program
being executed and acquires the key data K_S2AM corresponding
to the service (applicatiqh element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip . 708




by producing script programs 7211, 7212, and 7213 and

downl oadi ng them through the SAM chip 708 to the

external 25 nenory 707. That is, service businesses

7151 to 7153 can 255 custonize their own application
prograns W thout the service zpgsinesses being

informed of the key data or operational commands for

di rect er.ating, t | C card 703 aqr_ other _highly

e PR ViR tne Bk napsdeRentaah i ante: 1adel b 7300_3
do not have_to know the key data or card operational

c JTRTEFREPORFIRI tosthat Appd iced igppt ]l emen bdakachPRt®, acquire
so the load on the service businesses is |ightened.
Fubhehkey dacnKdiSAY ¢ortaspaundhed tioCHliée @b ryvspdRnditl; service
since conputation content spanning a plurality of
Sefappkisca bl il dfedef dped. apg) | s possible to provide

di verse services conbining a plurality of services in

the range,,Qfhe3er W s_.:,,_nc'\:m : ut ed. shnul,taneous. .
“with al [ owance ‘at h:eﬁe hg'lz}r ?@O?%% eo 3?}%(9{?":" acquired

a j t aut henti cation system 701, 15 by )
' i%%’ogggghéef%ﬂf

e concept of the data bl ock, the data
input and o éggt with the | C card 703 and the |og
data caf<5 A y4fenaged. 256 CLAIMS: 1. A data

z-processrng apparatus conprising: a storage circuit for
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st or i ngWhest Fhet $AM chipd 708t judgés atpltheapropesking of step

progranms, a conputation circuit for accessing said

sayiddethat the two key data K SAM match, the routine proceeds
to the processing of step ST747, while when it does not,
_it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300 3 corr'esponding to the application
p.rogram specified at step ST741 and specifies the APP table
data 7310 1 to 7310_3 corresponding to the application
element data APE used.

.Step ST748:

The SAM chip 708 or 708a Jjudges the ﬁc_:céss right of
the application eiement data APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747. |

Specifi_qélly, it judges the right for reading ;, Wwriting,
.allld -executing the application elémenf. data APE to be used.

Step ST749:
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circuit through a transm ssion |line and using the
instructions and data of said plurality of prograns to
execute said plurality of prograns, a connection

switching circuit interposed between said

transm ssion line and said stpyage circuit for

setting said transm ssion |ine and said storage

circuit _to one of _a connectjion state and : ,

di sconndPt§bARg A "%H%d"’% of Jifa gludgemat step ST748
connection control circuit for generating said

cotaol thexmals fan aereswl rightetispabteatsnisssttep ST750,

line and said storage circuit to one of a connection

stwiticlearnheni Sic cdoes b, siatprdfsals b HHE Préd¥ing of
defining data defining an address range in said
stsfeggesEigruit able to be accessed while said
conmputation circuit is executing said plurality of

progr amg J4 .of said plurality of progranms, an
address in"said storage circuit for which said

comput atjon_circuit Jissues access request, and :
execut | tr%ep?%gr ﬁf‘?nt@?tﬂﬁ i—'ﬁ%ai HEGPnERE APRM etion element
program_in a plurality of prograns said conputation

cf APEs spacidijadh@t @iterafT Mdutfosutthe vsags fszeeified
circuit for inputti.ng and outputting data with said
cetpwttep &T7dilrcuit through said.transmssion line

and inputting and outputting data wth the outside of

t hat dasgepr grgsii:ng apparatus. 2. A data processing
apparatus as set forth in claim1, wherein connection

control pELr §at cHEHCF G & 7982046801 50k SidN8le application
indicating to set said transm ssion
element data APE specified gt step ST741 for the usage
specified at steé ST741 . |

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
déta with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300 3 shown

in FIG. 125 to acquire the key data K__CADR'cbrrequndin‘-g

to that application elem_ent data APE and uses that key data

. K_CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the 'csmunication
system 701 shown .1.n FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown 1n

FIG. 109
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line and said storage circuit in a connection state

~when 257 the address in said storage circuit for

whi ch said conputation circuit issues an access
request is inside the address range corresponding to
a program being executed defjpgd by said access range
defining data and generates sald control signa
indicating to set said transm ssion l'ine and said
storage TYFR W74 a di sconnection state when it is.

‘not inside that address range. 3. A data processing

appar at UthessetideohisinessdaiThsl, 1 vikerdis Iaixl a party
connection control circuit generates said contro
Signples ted ISPl HvES biPidd bididdsdd PrdBid that script
execut ed based on said access range defining data

dgfddy iy A eSS 1 3NJG LGN 75 7 . Clrcuit .
\/\/?1{ ccﬁj can be a‘cc'essed'@;ln gcco?gagc:%&%&%ggm§cﬁﬁ%fpr%\ce“lng

f , d .and wite instyucti i d. tati _
o e At L

aqﬂfe fort +$ claim1, wherein said connection '
comT &F GRFCUIP3 FoF gxaupleap the persenadoremputery 716_1,
access range defining data. 5. A data processing

agd& Zusngs Bef_F gthawn din F#IF.m109.wherein: said

i nput/output interface circuit transfers data wth an

i nt egr aFedt thien; utheshanager sof dhac GANSChapJr08 GRfddiidids the

data encrypted outside of said data processing
appapadhdgement table data 7300_1 to 7300_3 corresponding to

the service businesses 715 1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300 _3 pr;)duced
at step ST721 are stored in the external memory 707.

| Further, the scfipt programs 521__1, 721_2, and 721 3

produced at step ST721 are downloaded fx;om the persénal
computers ’716___1, 716_2, and 716_3 thréu’gh the Internet 710,
ASP server 719, and SAM chip 708 to the extei:nal memory 707.
The processiﬁg for that downlcad, as shown in FIG. 118,\ is
managed by the script download task 769 in the SAM chip 708.

Step ST723: |

Tﬁe script interpretation task '7'70 in the ,SAﬂ chip
708 shown in FIG. 118 uses the AP ménaéement table déta '73‘00_-_1
to 7300_3 land script program to generate iC ‘card entity
template déta, an input data block, output data block, log

data block, and computation defining data block for each
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said conmputation circuit accesses said integrated

circuit through said transnission |ine and said

conmuni cation circuit, and said connection control

circuit holds predeterm ned key information, receives

sai d encrypted access range_ ?ggl ning data from said
integrated circuit through sa 258 conmmuni cati on

circuit and said transm ssion line, decrypts said

r e2e¥vide dovesgesange defining data using said key

i nformati on, and uses said decrypted access range

defi ni ngrisigerargaaeicaite 33 4te2ll oh £h8NdtorfyePunit 765
dat a processing apparatus as set forth in clai mgS,

WSF ekl SSaM efdd o&gﬁpt{r?IFﬁi;r j§ receives an
encrypt ed decry;[)kti on programtor performng said
decryptign t ) said input/output interface circuit

and sai elpanrgs%'i on |ine, decrypts said received
decryptign program and stores it in said storage

circui t Theyifekds dasiegedhmpiCorandod0dm stored in

said storage circuit to decrypt said access range .
def i ni ndsdahewn? inA Fi&.a 13i30c ddei mgmappa 70U fAThRLIIC 703a
forth in claim1, wherein said conmputation circuit

- haift £heh®C cqed AMADBt6Eesathle (P dathl @8l £#6+ tralEi-tions

said connection control circuit sets said

t b3 UHS UAE With 13l sAhvd Y YA Yy WinedaBthd with.

di sconnection state. 8. A data processing apparatus as

set for i.n aigm 1 erein said connection cqontrol
circui t,h%\ﬁ?eﬁhgléait DregY graﬁcti):gll’ﬁ BRI ST §33da'ser"1°e

cmut ation ci rcu.i,tb_
usiness may also be concluded after issuance of the IC card

703 through the Internet 710 etc.

Step ST725:

For example,‘whén the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to pﬁrchase a product, the server 702 issues a processing
request through the Iﬁternet 710 to the ASP server 719.

ﬁhen,the ASP server 719 receives a_processing.:equest
ffom the server 702, it accesses.the personal computer 705
.throuéh the Internet 710. Further, a processing requesting '

relating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

‘ fnternet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity proadctioh request stores




calls up a function of another program judges if said
call is allowed based on inter-programcall relation
defining data defining in advance a conbi nati on of
prograns of a caller and caller allowing a call,
generates said control signal yEgr_setting said
transm ssion line and said storage circuit to a
co(ﬁngcti on state when judging that it is allowed, and
geTRFat 8Roeing £hat 1ssusrgafl ther IGecardg7@3i d
transm ssion line and said storage circuit to a

di sconne¥temBSEI2le when judging that it is not

all oned. 259 9. A data processing apparatus as set

forth i Widmiths, SaMafeip 708 &UNRA 18D SO P! production
circuit generates said control signal in accordance

W fdpddis t ] NSt I ' ' S on_sai
i nter-progr am%f%%ﬁ%%ﬁﬁ%%gngﬁ%ﬂ% cdaé]f'c?n??} ‘a

conbi natd (g.l..,d?(g_ograrrs in accordance with which of a
fetch, read, and wite instruction said conputation
circuit 11 S ex C.l{__ti ng. 10. A data _processing apparatus :
as set fort K4 B ganaT tigre task J41d of tSAdh chip 708,
control circuit has a storage unit for storing said

i e fHdvishing |theepalildmg dehidyen idatthe hiimberlaif the

-processi ng apparatus as set forth in claimS8,

WHEr @iard saitd tiyn platt/=o0 MR tx ipdearenac & rC ithellisaM IAGY efde is
data wth an integrated circuit storing said

| piidhipy epeafiaxGiln hGMBEFOAeE#ShEA! BY HL ECENRIES of the

out si de of said '

10  script program. If within the maximum number ; it proceeds
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to the processing of step ST729, while if not, it ends the
processing. |
étep ST729:
The entity generation task 771, for example, specifies,
“based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business[

t*

IC card entity template 'dat.a to use and uses that specifiea

IC card entity plate data to generate the IC card entity

. data 773 x.

This cor.re_sp,onds to the ix;stancé generation shown in
FIG. 127.

Step ST’I.BO:

The .SAM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 x genefated— at step

' ST729 at step ST731.
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‘defi ni ngda

data processi ng apparatus, said conputation circuit
accesses said integrated circuit through said

transm ssion |ine and said conmunication circuit, and
said connection control circuit hol ds predeterm ned
key information, receives saizsencrypted inter-program
call relation defining data from said integrated
circuit r-Qugh .sai.d co nication circuit_ apd said
transm s:lic,l%‘:'honl%J %r%? FPIESTYPES TAPRIPBEBLE task 772 of the SAM
inter-pﬂf ramcal| relation defining.data using said
kSF I OThet T E7S LI9SR cthe sFerviRes yhich can be utilized

inter-programcall relation defining data to generate

s ht¥olcardntl3. 12. A data processi ng appar at us
as set forth in claim1ll, wherein said connection

cont rol Thirscuist prieegisitg 28re8spyRUSHGUEET YRLT §8b RS shown

program for performng 260 said decryption through
saird paeputy/ocut put interface circuit and said
transm ssion line, decrypts said received decryption

progranbgggegﬁq@%s it in said storage circuit, and

: : cryption programstored in said storage
Clr o ehg RCLERl SRLdatlt S a R LA £ h ek "$15 0 e st
chip 708 authenticates the legitimacy_of the IC card 703.

This is processing corfésponding to the job Al shown
in FIG. 127.

Step ST733:

The IC card 703 authenticates the legitimacj of the
SAM chip 708. | |

This is processing correspgndiné to the job A2 shown

in FIG. 127.

‘According to steps ST732 and ST733, the IC card 703

~ and SAM chip 708 are mutu&lly ‘authenticated.

At this time., as explained earlieﬁ, in accordance with
Fhe application element data APE being executed by the SAaM
chip 768 , the AP management table dé.ta_7300__1 to 7300 3 shown
 in FIG. 121 are viewed, the key data K;CARD is aéquired,
and that key data K;_CARD is used fof the mutual authentication
between £he SAM chip 708 and CPU 751 of the-Ic'card-703.
Step ST734:

‘The IC card procedure management task 772 of the SAM
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chip 708 reads and writes data required for the procedures
with the IC card 703.
| This is processing corresponding to the jobs R, W shown
in FIG. 127.
Further, the IC card procedure managemenf task 772

uses the processing formula specified based on the

pre-processing data of the IC card entity data 773 x and

uses the dafa read from the IC card 703 to pefform the
predetermined computation processing.

Step ST735:

rThe IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card eﬁtity‘data 773 x.

4

As explained above, according to the communication

. system 701 and SAM unit 709, by éonfiguring the application

program APfusing a plurality of application. element data
APE and using the AP management table data and APP table

data to &efine the computation content of the application

-element data APE, it is possible to provide diverse services

using the IC card 703.

Further, accoiding to the communication system 701,

it is possible to use the AP management table data and APP
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table data to flexibly realize utilization of application
element data APE in the same SAM and utilization of
application element data APE between different SAMs while
n.lainta:i.ning a high security.

Furtl;;er, according to the communication system 701,
when using applié.ation element data APE between different-
SAMs, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according toc the communication syste;n 701,
by allo;:ating a SM_ID of the same class to the applicatiqn
programs of the same service business, it is possible to
prevent complicated mutual authentication processiné from
being performed between appliéation element data APE of
Kapplication programs of the same business and thereby lighten '
the burden 6f management of key information and processing
of ;the SAM chip.

- Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use

the plural:_lty of IC card entity data 773 _x to simultaneously
proceed with processing relating to the plurality of IC cards
703.

Further, according to the authentication system 701,
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since it is sufficient to store the IC card entity data 773 x
actually used for the processing for the IC card 703 in the
storage unit 765, the storage areas of the storage unit 765
can be efficiently utilized.

Further, according to the authentication system 701,
as shown in FIG. 127, since the states of execution of jobs
processed by the IC card procedure management task 772 are
managed divided into post-startup states and completed

sﬁates, after starting to execute one job, it is prossible

- to start the processing for another job in the state waiting

for data from the.IC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP management table data 7300 _1 to 7300 3 describe in
them names shéwixig the types of services p;ovided by thé
individual service businesses, that is, thé A?E"N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715_1
to 715_3 not theé developers of the SAH chip 708 can customize
their own application programs running on ill:he SAM chip 708
by producing Sql"ipt progr.ains 721 1, 721_2, and 721 _3 aﬁd
downloading them through the SAM chip 708 to the extern#l

memoxry 707. - That is, service businesses 71'5__1 to 715_3 can
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customize their own application Programs without the service

businesses being informed of the key data or operational

commands for directly operating the IC card 703 or other

. highly confidential data. Further, the service businesses

do not have to know the key data or card operaticnal commands

when customizing the application programs, so the load on

 the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combinqing a plurality of services in the range of services

which are executed simultaneous with allowance at the IC

‘card 703 side;

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
and outpuﬁ with the IC card 703 and the log data can be easil_l.y

managed.
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CLAIMS:
1. A data processing apparatus comprising:
a storage circuit for storing instructions and data
of a plurality of programs,

a computation circuit for accessing said storage

- circuit through a transmission line and wusing the

instructions and data of said plurality of programs to
execute said plurality of programs,

a connection switching circult interposed between
said transmission line and said storage circuit for
setting said transmission line and said storage circuit
to one of a connection state and disconnection state
based on a control signal,

a connection control circuit for generating said
control signal for control to set said transmission line
and sald storage circuit to one of a connection state and
disconnection state based on access range defining data
defining an address range in said storage circuit able to
be accessed while said computation circuit is executing
said plurality of programs for each of said plurality of
programs, an address in sald storage circuit for which
said computation circuit issues an access request, and
executing program instructing information which program
in a plurality of programs said computation circuit is
executing, and

an input/output interface circuit for inputting and
outputting data with said computation circuit through
said transmission line and inputting and outputting data

with the outside of that data processing apparatus.

2. A data processing apparatus as set forth in
claim 1, wherein connection control circuit generates
said control signal indicating to set sald transmission

line and said storage circuit in a connection state when
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the address in said storage <circuit for which said
computation circuit issues an access request 1s inside
the address range corresponding to a program being
executed defined by said access range defining data and
generates said control signal indicating to set said
transmission line and said storage circuit in a
disconnection state when it is not inside that address

range.

3. A data processing apparatus as set forth in
claim 1, wherein said connection control circuit
generates said control signal in accordance with an
instruction being executed based on said access range
defining data defining an address range in said storage
circuit which can be accessed in accordance with which of
a fetch, read, and write instruction said computation

circuit is executing.

4, A data processing apparatus as set forth in
claim 1, wherein said connection control circuit has a

storage unit for storing said access range defining data.

5. A data processing apparatus as set forth in
claim 1, wherein:

said input/output interface circuit transfers data
with an integrated circuit storing said access range
defining data encrypted outside of said data processing
apparatus,

said computation circuit accesses said Iintegrated
circuit  through said transmission line and said
communication circuit, and

said connection control circuit holds predetermined
key information, receives said encrypted access range

defining data from said integrated circuit through said
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communication circuit and said transmission line,
decrypts said received access range defining data using
said key information, and uses said decrypted access

range defining data to generate said control signal.

6. A data processing apparatus as set forth in
claim 5, wherein said connection control circuit receives
an encrypted decryption program for performing said
decryption through said input/output interface circuit
and said transmission line, decrypts said received
decryption program and stores it in said storage circuit,
and uses said decryption program stored in said storage

circuit to decrypt said access range defining data.

7. A data processing apparatus as set forth in
claim 1, wherein said computation circuit halts the
operation of said computation circuit when said
connection control circuit sets said transmission line

and said storage circuit to a disconnection state.

8. A data processing apparatus as set forth in
claim 1, wherein said connection control circuit, when
said program being executed by sald computation circuit
calls up a function of another program, Jjudges if said
call is allowed based on inter-program call relation
defining data defining in advance a combination of
programs of a caller and caller allowing a call,
generates said control signal for setting said
transmission line and said storage «circuit to a
connection state when judging that it is allowed, and
generates said control signal for setting said
transmission line and said storage «circuit to a

disconnection state when judging that it is not allowed.
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9. A data processing apparatus as set forth in
claim 8, wherein sald connection control circuit
generates said control signal in accordance with an
instruction being executed based on said inter-program
call relation defining data defining a combination of
programs in accordance with which of a fetch, read, and

write instruction said computation circuit is executing.

10. A data processing apparatus as set forth in
claim 8, wherein said connection control circuit has a
storage unit for storing said inter-program call relation

defining data.

11. A data processing apparatus as set forth in
claim 8, wherein:

said input/output interface circuit transfers data
with an integrated circuit storing said inter-program
call relation defining data encrypted outside of said
daéa processing apparatus,

said- computation circuit accesses said integrated
circuit through said transmission line and said
communication circuit, and

said connection control circuit holds predetermined
key information, receives said encrypted Iinter-program
call relation defining data from said integrated circuit
through said communication circuit and said transmission
line, decrypts said received inter-program call relation
defining data using said key information, and uses said
decrypted inter-program call relation defining data to

generate said control signal.

12. A data processing apparatus as set forth in
claim 11, wherein said connection control <circuit

receives an encrypted decryption program for performing
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said decryption through said input/output interface
circuit and said transmission line, decrypts said
received decryption program and stores it in said storage
circuit, and uses said decryption program stored in said
storage circuit to decrypt said inter-program call

relation defining data.




