SYSTEM AND METHOD OF ERASI NG NON- VOLATI LE RECORDI NG

MEDI A BY PETER JENSEN BACKGROUND OF THE DI SCLOSURE 1.
wWOo-b@ELDs3FI THE DI SCLOSURE [ 0001] The di scl osur ePE€EBIUS1084040940

to secure and efficient erasure of data. In

Phat is ot or BY SAEM AN MEfHRm R EBRSNG 2, * °

BACKGROUND [ 0002] Many el ectronic systens rely on
non-vol ati | eNONVODATIEE| RECORDINGIVIEDIA he
non-vol atil e recordi ng nedium can be a hard drive,
solid state flash drive, P A card, PC card,
magneti c tape, or optical s rage medi um Ot her types
of non-vol atile recordipgrgl F Egn al so be used. A
conpl ete and secure erasure ne ﬁ ology is utilized in
hi gh security systens such as those used in the
mlitary to ensure that data once stored in
non-vol atil e recordi ng nedi a can never be recovered.
BACR@M@ND OFOMME DISYEOSEREUr ity systens can utilize
conplete erasure to protect personal or confidentia
data. [0003] One current nethod for erasing data is
1. FiElROFTHE DISQLOSURE t hat points to the target data to
be erased. Although the data is inaccessible through
[000t e Thel Récissurel reiés td Recaidtand effitiélt dras@edstdata. In particular,
menory and is potentially accessible through other
the dmremlét@r@s@@suéﬁ af data thak is stered gn asegasdingsmedium.
for exanple, the non volatile recording nediumis
I t menory |ocation by nenory
2. GE "{A?' gAeﬁég?rhﬁgl y, solely erasing the pointer does
cur erase the data fromthe non-vol ati
100033 . oG aatea i Sy e 0B PR YAl A e REoEMeE e s jaustore data
The IfbnlVdlaB! fecBlaing Smidliuph Warl BePEOKLA Hive %enqaﬂs%fe flash drive,
erasure. To overwite the erasure area entire he
PCMt#Aoeard| BEacaishsnagnetietapeasuoptisakatonage nm:btumﬂedamenmtypes of
det erm ned data_pattern t he d

non-Go BlB HeBAibd Pt crR TS & 456fc” & BSmPEIS and secure erasure

methedelotyl it tuiized\irf argfh SEUriey Bydiésl SlidHEE tibsealideRt i the military to
of di gi'ts and/ or Iphanumarl c characters. For instance,

ensure thaislala pace stared an nondialatile secardingsmepliarassneverrhserscovered.

Furthy, Bvie T s B0 s its Yon SiGe BRMAEE GRpyrecikaatect personal

or copfitieatial.datdle erasure

[0003] One current method for erasing data is deleting the pointer that points to

the target data to be erased. Although the data is inaccessible through the deleted

pointer, the data remains recorded in memory and is potentially accessible through

other means. The erased data can potentially be revived if, for example, the non-

volatile recording medium is entirely parsed out memory location by memory location.
Accordingly, solely erasing the pointer does not securely erase the data from the

non-volatile recording medium.

[0004] Overwriting the erasure area in its entirety is helpful in providing a complete
erasure. To overwrite the erasure area entirely, the memory locations in the erasure
area are recorded with a predetermined data pattern. Thus, the data originally

recorded in the erasure area is overwritten. A data pattern can include a variety of
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memory location count. In another aspect, the erasure area identifier defines the

erasure area according to a cylinder-head-sector addressing/ scheme. In yet another

aspect, the erasure area identifier defines the erasure area according to a logical

block addressing scheme.

[0008] In one aspect, the erasure area identifier or the data pattern are pre-stored
in a storage device, the storage device coupled with the processor in the computing

device. In another aspect, the data pattern is randomly generated or inputted by the
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controller, the non-volatile recording medium controller constructing a plurality of
instructions to overwrite the plurality of memory locations in the erasure area
identified by the erasure area identifier, each of the instructions writing at least one of
the memory locations in the erasure area identified by the erasure area identifier with

the data pattern.



a data pattern and an erasure command. The erasure
area identifier corresponds to a plurality of nenory
WO owaésms i n the erasure area in the non-vol ap¢T/ES2004/040940
recording medium There is a non-volatile recording
[ooﬁfd' Wbﬁé"HsE@H Ghefd¥ af REFRVYREIE r@é&m@sm%aﬁjrﬁ fé?ﬂ‘s&r‘éesystem
processor 1 h the conputing device. The non-vol ati |
There ds @r priosgssardin Encemputing Idevicedhap transimjts ennerasuread ama identifier,
d on- voI atile recordi nﬁ nﬁi@un&ﬁand conatrtljcts a d
a a{ﬁ‘ﬂr’? FaNdAN PRSYEGANYRENT.o THeH Aptitsatarddpniiier; Garipsponds to
a leﬂ%IlWEHPVnYemQSﬁIdc%@nbnmtﬂ% Bratrie earééeih kit Abhivarstil@Yrecording
he“erasure area identifier. Each of the instructions
medwntu nthesie [seadt nomyolstile hr@cmmrmg yme@htm eagtrolfert Heat receives

tranﬁ'?ﬁi%% olf £ eaéh% 2P o'ée'ﬁggr dﬁlg}ee Jeigg'egf 'ﬂ':{ah QSr -volatile
recon‘émg rRediti@r Borﬁ%lld@elbn@pér’éﬁﬂ'sd%ﬁﬁéiﬁe@ Wit gthee nbh%lé’trlearecordlng
er of tinmes which is |ess than the nunber of

mediggmang cashictng nlwailweofpnaﬂmtlpm} t@fovmme;thﬁ ddarelinef memory
Iocatid?\st fﬁeth%rc%%#[lﬁe k&R |déﬂ|f|@8°r§wrﬂr{e > &r y ocarj{eg |&Qﬁhffaerras|§58h of the

area 1 d I'er 1§ zero Fons inthe

instrunstiongodritingl &t leasiosnk bfjtheetierorpiccationttie theletdsurd area identified
data pattern. [0014] In one aspect, there is a nethod

by thgrerageligraeg "éﬁfﬁgleﬁd‘”%ﬂ"& qart@)ﬁ’?ﬁeﬂbn vol atile recording
nmedium A data pattern and an erasure area identifier

[0013] e kvannihen asnedt, e datpmatiess 6anibeing benpuitieda gingle §me or a

numih 5 805 AR5 165, 57 el PEPL A Tbfd ot Tn e pluraiy of

memoey resaivmdsint eh@ ¢rasupd idrga of InTervtived @epéttons the érasure area
erasure area in the non-volatile recording nmedium The

identifign- iporerei 13l Meraewy Waﬁ'@m U thenpeaivodatile geg@,rél,lrggﬂrgyedlum are
Wr'tté}P‘W’ﬂﬁ%@gaﬁ,%éhdé'ﬁe non-vol atil e recordi ng nmedium An
n

asure co S transmitted fromthe processor in

1001485 PR sPBob RS it ohE0BH e Pectiveh oA el fram @ non-

volati@nigcolkdieg medRrinUCIA niata patteral Bhd ah ersureldreanilentifier are
overwite the plurality of nenpry |ocations in the

transgnigigd r Eomar 8aPOERsPN iR P IBPMMEINGr dsuice ir @anon-volatile recording
medl'upria %Hn't) %rr in %aglﬂgﬂ{ trtan \’nsrth ﬁﬂﬂas aldd de'ﬁﬂfl&t c&‘?@scﬁonds to a

oca ions rasure
pluraht;l,emif | featbrpylotatiors dauthe @rmredarﬁa fim elthewnbh-\folalle recording

data_pattern | EF SCRI PT| ON E DRAW 0015 .
e CoPOTENAIAN s RSB | GRS RRBERN, CPRESted with
the r?&FQHEﬂ%yr‘é&Qr(ﬂﬁﬂ]V‘@%ﬁn{l OOAﬁ]ergélgr‘ér BorhthArd Fésfr"aﬁéﬁﬁttéﬂ from the

conputing systemfor securely erasing data stored
processor in the computing device to the non-volatlle recording medlum controller.
The non-volatile recording medium controller constructing a plurality of instructions to
overwrite the plurality of memory locations in the erasure area identified by the
erasure area identifier. Each of the instructions writing at least one of the memory
locations in the erasure area identified by the erasure area identifier with the data
pattern.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] By way of example, reference will now be made to the accompanying
drawings.
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[0022] It will be apparent to one skilled in the art that this erasure method can be
applied to multiple types of non-volatile recording media including optical, magnetic
and solid state recording media. These and other features will be discussed below.

[0023] Figure 1A illustrates a computing system 100 for securely erasing data
stored in a non-volatile recording medium 130. In one embodiment, the non-volatile
recording medium 130 includes a controller 120 and a storage module 125. The
controller 120 can be a computer processor that stores data in the storage module
125 by directing the reading and writing of data on the storage module 125. The

- controller 120 communicates with external devices such as a computing device 140.
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[0027] The erasure area identifier specifies a collection of memory locations in the
storage module 125 where the data to be erased resides. The erasure area identifier
is either inputted by the user or generated by the CPU 110. In one embodiment, a
user may input the name of a file to be deleted. Based on the name inputted by the
user, the CPU 110 can search the corresponding address of the file in the non-

volatile recording medium. The CPU 110 can then generate the erasure area
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with BRCY4t8 4ty € requires conplete erasure of a
non-volatile recording nediumw th a capacity of sixty

0 j : t .
000 PR HERIMERE (S EERARS! EBIBERARLL ¥ UR4B fo from
the GPUW t1y1 Obiiol the @ontroiars1 20. f Afteethdadomtnotier ¢20 reseived the message, the

contiqUgl 140 Bhaes e Geta BRtRILAE TPHETY GRS ia die sterege module
125 t‘hg?céﬁﬁggilsnd)fo ﬁwb'@rghﬁréé‘é%ﬁdéﬁiﬂ@r.‘ te the data in the

non-volatile recording medium In this particul ar

| | : : o
o0 TGP o4 bl SHIMP RS 4 SOLERUGR G IR compies
erasuveubfl abesors-avlatilel coeding raddium wiithl a dapacitptaf esixty 8@y gigabytes,

the 38 piatiasa VIR0 AR NENE Tarbss irasTorpadD BRAIGT-estRRS recording
mec sV P By BReTP Yo 8yt s, the wranser
time rhglcbimesenegligibiee Ties daigb erasure time is then reduced to the amount of
time it takes to write the data in the non-volatile recording medium. In this particular
example, the total erasure time is reduced by fifteen minutes. Furthermore, in this
example, fifteen minutes would be saved for each additional data pattern used.
Thus, if a secure erase requires three data patterns to be used as part of the erasure,

0x55, OxAA, OxFF, the total time saved would be forty-five minutes.

[0032] In yet another embodiment, the CPU 110 sends multiple erasure messages
to the controller 120. In one embodiment, all erasure messages contain the same

data pattern but different erasure area identifiers. Thus, the number of erasure



to the controller 120. In one enbodi nent, all erasure
nmessages contain the sane data pattern but different
weemsiexsiarea i dentifiers. Thus, the number of PCT/US2004/040940
erasurenessages is less than the nunber of total
mesSHJEY |¥ lé§’§ HdPthe hQmBRr oF &ithf inehnfdly I6BAtICHSAIPhE ovbh@ntten For
controller 120 receives a first erasure nessage wth a
exaniple sthessondrotler 42@ secelves afﬂrstreraaureamfessage withaa first erasure area

ldent arte '?fgtat -grg,sﬁ c%ﬁnt;pgjtl B gl‘i& I%ﬁ“fﬂ.cq[ 's q%@t it ;t@% first data

patte?fmm ¢hel ARbrABRC |Jcbﬁ6n§>bftth@ sftbfaf‘gfe AUl ef 281 @@ecxf.ed by the first
entifier. Subsequent e controller 120 receives

erasuresafeendemtﬁ@sa@hseqheae{sséhe)ﬁqn@@%@rumo mcelvesrRisesnnd message

wit 5B e 4 B THE (YRGS Rl PN hoddios on

to thBes®YitvollepGatleeshan thbesum asfuthe auAtberfoft iensdrgriagetions in the
nodul e 125 specified K the erasure area identifier.

erastige A & the Hdoragieam JPEr spegitied Py B cERSUSR (A§3eidentifier.
ogat.i Qn..r r r ;
Ther?]%tr ,n\'lﬁ{ %{%[rgﬁg%héééreﬁn@% dg red?gga tfc%czﬁﬁtg Q?tztsegérg HYReH location
requies adgasfaan contain the sane erasure area identifier
but different data patterns. For instance, a first
[0033] asiy &n HRSARAR cCANDOURML] friiltiplé aF8sWe e8Bdges can contain the
locations with a first data pattern while a second
sameeassire area idepdifien hub diffeeent ata padteses. bpr insknce, a first erasure
r
mes{BETHAR 158 47585 AR BERLBSE, 145 patery whie o

secoﬂd‘tmdsmnheséa@a tanm srasy mswwn@eesaﬂmmrydmmtmst\mﬂm second
first range of menory | ocations h the first data

datapatiasn o aReHiena SeeRETasweNEhTEYLIRe datA RANEMF] (1 another
cmbBUFRHIn 319 HhalB ks A P 9 ASERRA, of memory

locatiores, st thbdlrshéataomtte]rhl and 1139 setchied evasure iImessag20caraaverwrite
%eto Itlple ?atlo tatin'g. I n one
a seqafishtaNge A MemENL osatians Bith 156 Secapd Gata PEiEg ¢ e
second erasure area before the first erasure com”nw
[0034) cWihsaretautiplas esasusg uMessgges areofeRbIte etheq sgntroller 120, the
Lt-an p r t
contiBHEH {28NE8N rke ol ik fodionisDaf aTRR Y 1 68! bfBBRhent, the
contitdfier df2( stats adrlilmg t the lseame/ drasate aarsai befove t ther first erasure

bR SEEE 4 S3EBEA o e
muItiP?e R % Qtldr{é b heS SRFRRENTTRANE 8 252the F%Sneéﬁéoefo overwrite

ecelvin e erasure nessage, the control
the datajstared in the mhenzory o cadions lig/furtharireduesy. t he dat a
pattern fromthe storage nodul e 125. In anot her
[0035kbomk ﬁﬁ@bmbdﬂﬁmeht)rthg&armmmessa:geedoes oot tatthinoa data pattern.

data patterns to be retr.i d th troll .
The dgta pgttern can be pre-stored |r|1 Veestorgge module 125. ﬁ{us}%?ter receiving

the erasure message, the controller 120 acquires the data pattern by retrieving the
data pattern from the storage module 125. In another embodiment, the storage
module stores a collection of data patterns to be retrieved by the controller 120. In

another embodiment, the data pattern is hardwired on the controller 120.

[0036] In one embodiment, the erasure message does not contain the erasure

area identifier because the erasure area identifier is pre-stored in the storage module



anot her enbodi nent, the data pattern is hardw red on

the controller 120. [0036] In one enbodi nent, the
wee@siexd1nessage does not contain the erasure BCEHS2004/040940

identifier because the erasure area identifier is

125. pTﬁe ebAtr6kbr 120 Béqtﬁﬁé%ﬁﬁ@%r%ﬂﬁé ere%ﬁdeﬂ'ﬁﬁercb%ﬂﬁéh%\hﬁg the erasure
20 acquires the erasure area identifier by retrieving

areat fnemetrmsmt@rageequwﬂnh%e sinopagtheroembedinaant, [the erasure area
. not her odl ment h dentif
oenfHBF 36 FoTRRF LB poRfef 130une 7ol dentifier s

oosi Eo08% e GRS 1 RTLRR, SRet P e ronvoite
reconifﬁ%f mﬂaﬁ;rﬁqua@d@wahews@l TRE 'cﬁﬁﬁixtlhb g%’f?é?ﬁl#tmnlﬁcludes the

ce 110 wh communi cates with the hard di sk drive
comphgoge\dem dit Agwhich qomreumcagea:wﬁhﬂhelsharréldml@drwe) 18atky sending

and SRl pam i eidted fo Aol Stotige i fie Ui g 156 holudes a
hard‘"cﬁs'ﬂ'@é}ﬂﬁoll%ﬁ 1behBebgerdtsdthbRritd 88d8ad BoRfands on the hard disk

mbodi ment, after the erasure message is constructed
170|n the CPU 110, the erasure message i s then
transmtted to the hard disk controller 120 in the
[0038%r dindorsk ednbadimeR(). affEndhé ardsuiesknessage 8 censtiiied in the CPU

110,36e SRavuPamBsmoR e em denunERss b BienhatagsRappiroler 120 in the
hardtdi§k 8FRS 430, CPRETR dts‘kec&ﬁFcﬂlqutZ‘O%é‘rse@"ﬂﬁ’e idhgs feanbssage and
area tdentifier. [0039] Figure 2A illustrates a

identifisuther pdrai’gem Jgotained He thenewasuremessageasuete as the erasure

conHESSH R HRAABAS SR, 20 7 2
[003§igu?19lrdr$%|t2£g}|&ﬁ@iﬁ§sur eggézs %g s géf &?Sgﬁwb?%f an erasure

mes%n%eg dbRt & eaaneﬁ Voll&ild 38 Eo iR n4€cﬂum| Whﬁfl‘\ohﬁ§rcyllnder—head sector

di ment, the erasure nessage 200 is used to wite
(“CHS4} addresshng. erlasone emtmllmen‘a theneraslga imessageoillusingied by the

B S HLAD B G50 B o ShE A LA B hd B 170, 1

anoth&NEMbBEInENte tRS @r&w@m@eségeazo@ﬁ@agé& t@eie data to the erasure
identifier, and a data pattern. In one enbodi nent, the

areaecvfa@LnO@ -valatilggiecarding reedigey withr @ degical @emqryaﬁtmqw.e similar to
conmmand regl ster 207 contains a "Fill"
that@m&&%&z@m of the "Fi II command suggests t hat

04ie z{]asure area is to b led” with the dg\

roodpf? Ehe afafut Hikegbr ppist: AheC sl amiaghd, Ap, erasure area

identifidr! ah@ ém&é%t’térﬁ Oﬁﬁoﬁ@ éhﬁ@dirﬁelﬁtth@férasuﬁéaPnéésﬁge utilizes
nanme of the command nay have nmany ot her variations

sevesuenisiersErlnsanotigecembedisment, the epmmansciggiater 30¢ costains a “Fill”
command. The name of the “Fill’ command suggests that the erasure area is to be

“filled” with the data pattern contained in the feature register 201. It will be apparent
to one skilled in the art, that the name of the command may have many other

variations such as Erase, SecureErase, Delete, SecureDelete, etc.

[0041] As illustrated in Figure 2A, the erasure area identifier can be stored in
registers 202 through 206. In one embodiment, registers 202 through 206 contain a
starting address and a sector count. The starting address can be defined by a

combination of a cylinder number, a head number and a sector number. The head



[0041] As illustrated in Figure 2A, the erasure area
identifier can be stored in registers 202 through 206.

w0 pooene2senbodi ment, regi sters 202 through 206 PORUSI004/@40940
starting address and a sector count. The starting

numBétdise§rédn hegRedr Pe6 ddhtAinfiy e akive Infimmitien! ihsiey 1-4, and
number, a head nunber and a sector nunber. The _ '
contaipiagniheblead infermaatian imbitdyi Jihercylinder fermationis eantained in a

. drive.infor j i n bi. 1: 4, cont.ai ni ng, t h
oylindr: BBLBOBET RS e 8 hhdetbibn BRAnloh A BV iier/ 16w 188kter 204
for LepiidteRw paradgtdrndahehicgindgtghanber 2¥esf Bhedor both registers
cylinder high paraneter; a cylinder |ow register 204

depengingaor §ihe iength 0b e sylindarerA sertor aUMbRIdieginiehaP3 inskicates the
rt 808 e WP, 385D pelFRIE, 18 2P BB eD20f ificates he

numibér ltseptersad Yeowrittéh iwithgthel sarneelatarpatiemenin abdther embodiment,
sect or count ret_:{i ster 202 indicates the nunber of
ey

if thesseetQrapung ipeerprinen e GNtire RORVAlAHIe IGSPENIRAMRAIAM I Mritten with
the c{%ﬁ%%ﬁﬁrrﬁWﬁ%%rﬁrﬁwf)oaﬁﬁelﬁegttﬂé ettt cdunt 4§ rﬂi‘?? Ecgﬁlnnumber of

ent’l re non- e recording mediumis w
sectors tih theenalavalatilat teeording medioth eherrthe dntizgatnon-volatile recording

secfor count is t total n er .of sectors in.the
mediigh VTR Pt Be iR Gt e dataalied ghEonained in the feature
regisﬂaQrZO‘IQ' atile recording nediumis witten with the data
pattern. The data pattern is contained in the feature

[0043139i ﬁigﬁfezé%lillys{r%t%ézl\ tF.bQI‘é? i@airﬂ bUst SRS cBnfedP Yk #h erasure
agram 0 e content of an efasure nmessage sen
messageasentnovalran-Vatatile cecdrdigy meetium thadhabdegicapbloak addressing

« = Bl ock addressing ("LBA"'). In one enhodinent, the _
(LBRY ol oBe-ArEbagBTant e rabuts BPSsAGe (RBIrALad By i tabuiasliagram

200 iéisusie%ig)o(l\?i&é\”dat@ t&@;@ drsirdCatbdsiihe Radtdick 1‘1;]0:(#?@% 1B). In

fgure 1 I n anot her enbodi nent, t
anotlegresmbedimearsatie 2Gbure nissshgec?@t ist esathta write daga to the erasure

erasure area of a non-vol.atile recor.ding nmediu ith a .
area) Gy fgr-vhiatleyeeoidng meditin it fopicalaegiory siiyctyre similar to
thatéha%ar?ﬁ&skﬁ'?@%ﬁbul@ﬁ)f 0043] The erasure area

Identifier can be stored in registers 202 to 206. In

e j t el t Sinl j
o048 PR SFARE el st 00 Yo bl 2 By 200. 1n one
embediamnt ctheestading. address @& definexrby @i seshor, numbes stareéd imgone of the

oSS s e b NG eE R, e hirss
storede Fh@fipieOPegistéld tetheh el Ure Iineb84ge205in %Hid‘dl’é?[ HitoW in the

~ register 204,” and sector nunber register 2 are
driver/bgadtregisters 206+ oylinder digi aegiBreradidfr, eqpdinder W oegistar 204, and

sectcirﬁﬁﬁrétﬁgrt %rg;f;igrs g@%;frgrrggﬁté‘rgﬁj aeﬁgtrg:sﬁrggt%%t lﬁ% l_a%ﬁgéess at which the
erasure area starts. The LBA address may be large enough to use some or all of

these registers.

[0044] Figure 3 illustrates a process 300 of erasing data from non-volatile
recording medium. In a process block 305, the data pattern is set. The data pattern
can be set by user input, computer random generation, computer calculation, etc.
Further, at a process block 310, the erasure area identifier is set. Next, at a process
block 315, the set erasure area identifier, the set data pattern, and an erasure

command are transmitted to the non-volatile recording medium. In one embodiment,
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[0044] Figure 3 illustrates a process 300 of erasing
data fromnon-vol atile recording nedium In a process
whb@ekeB306, the data pattern is set. The data PEr/US2004/040940

can be set by user input, conputer random generation,

the BQ?%%erﬁaltﬁé” 8idie BbMMAHY LMY that cfaflire c8fca hH@ﬁfff er are

e erasure area identifier 1s set.
tranqmntiedaske abhardidisk Hrive eondretiers r liisamather emhodianemit ‘tm data pattern,
e set data

the ARG COMERA At STaSHE AIde IACTGI [ encararitiefyto @ flash

mem@i‘}f'3 cSHRQEr MR nbltferdhBodiricng dll thrde c@ﬁﬂféirhéﬁts%ﬁﬁrbé dransmitted
and the erasure area identifier are transmtted t

togethar ih disiglelerasire snesssdeerin Mehaaaﬂtaﬁ@;mmdjwnh@nsubctambmatlon
of the ﬂg%tef’q%tnir‘forn%ms S Re P4l isEn tBE TRA R RER chaip jreetaget o

In anot her enbodi nen
100455 1 Reh e daih paBarT dhe A esida CPH@B?H%@”ﬂm‘E egasigparea identifier
have€h&&n! 8¢ &@é@a@%n%ﬂuﬁﬁén Q86N S8R a{aprocess block 318.
su orrbl nation of the three conponents can
The maatwctiaremsrtmlchomwgateseaawuteemmmge th[at)(h%qjdwef tthe memory

ata patter erasure command and the erasure
addris o it PYSTBHTRRR, o b et BBROED Use o Sk b WA Sommand.
Subdedgiehti¢ dt@proge s biEBZL, dhe WHES RRerUelOR s itdétpretbe and the data

construction instruction creates a wite instruction

patternig writien teithe mesnoryreesticadadissted by e wite inpirvetion.
the data pattern used, and a wite conmand.
[0046} bsafieetitd firstawrite, pabcaeéembioocblo@RO325 hogin ig eltilized to decide

ruction is.interpr d and th attern is
whethf Iq AMEHe WEtHE Pty ohesampiRn £k dnBRyRTHE diBpdgentfier is
exan‘uﬁé& rté'Qie’té’rﬁnné WiRheiHepE afré‘?e%b[rﬁr‘ig Yéfdaﬁn%nsflﬁ th’r’e erasure area to
deci sion block 325, logic is utilized to decid
writevthetdaia padtesonii th@@e\&retreni@lmmg hasiatioms ladbwpaswa area, another

wite b uerlatEiiolBHR R 7 ordtRRS ok 7l 8 HECRRTEA By progess blook

320. epfRH HRe i@ ingiruidtioheist é)&acdlﬁécaatﬁptdc@s@ blbék BB theakfasure area
remai ning locations in the erasure area, anot her write

identifigsis gramined; agaia a degisianblegk se8deletengar vhegheripere are any
more I’é@%ﬁ' %tob\)ént%rtﬂ%etfasca lHagt“elﬁ'n S?f%otessﬁ:{?lr i}g%ﬁﬁ:% pn is constructed

on1's execut at pro

and exextsie enah@aexﬂmmmdwdd)catsmeaamsom.agal n at decision
bl ock 325 to determ ne whether there are any nore

[0047pC apfthinifg thattdll dhgedabmoPpidcations i tiderad0AS BR¥a have been
wite instruction is constructed and execute on the

exhaggiad eambe ylch@cysdu iB rdlff%r@at waysnIn poeaember@ntnawpwgnter may be
used! &} r@ﬂéllzgfj fi€a B 98%%& ﬁ1é M H&?rg%?agr e &fn?‘fi‘/alue The

have een ex auste c be ac eved

countér carethenieldsteased em@qntlmre almerb@’yueedtlmré written W|th the data
initialized with a value equivalent to the menor

patter 4t erCQubiRft valus i 2ot dhenhareare 419 ass migmory locations to be
wrlﬂ%ﬁéwggfgﬁj aRYleY drhBEdithdrMHeYcd 8t E9R B indlize 8 WitM &fValue of

zero, and increased by a value of one every time a memory location is written with
the data pattern. If the counter value is equivalent to the number of memory
locations in the erasure area then there are no more memory locations to be written

over.
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pattern. If the counter value is zero, then there are
no nore nmenory | ocations to be witten over. In
wanp@bhexsienbodi ment, the counter can be initi aPCRES2004/040940
with a value of zero, and increased by a val ue of one
[0048] €T Dnké H MefRSFY YcAtRFBIAR béeH\Mrttfeﬁrb\)@rt A étﬁﬁrsdﬁéﬁ‘al can be
pattern. If the counter value is equivalent to the
sentr&irﬁﬁecresefblnekraﬁ@ frao dhe mes-valatile eree@rdmg megliwn indieating that the

e B ool LT o 4 Bt fiseC L fReives the status

signdff i tten over, a status signal can be sent at process
bl ock 330 fromthe non-volatile recordi ng nmedi um

[004910“ ﬁaé Fhé:*asht’ée %geéér?edefﬁ%@ Hﬂé&wo@e%ﬁo%?&?ss%\rér from the

odr ment recelves the status signal.
begr{rmﬁgg]A Idhtaupattbm rsesedsair process ebekmcleaOS t 41e enasurecarsaddentifier is

tarts over t he, beai nn pattern is
set &l SteessobiGok LR anstneRahardatd st felBstifg grS Hentifier and
the 8fdsufd JONRERE BlOGHandhfitednst bﬂﬁ!és%hﬁloél%tﬂ@&bt ﬁ’fenanon-volatrle
the erasure area identifier and the erasure conmand

recoechegtmadwmtt&mb@teqpe@tdzesell hec writa Snstpuctipms are constructed at

procRY bERlcakte, fnf TRkl TEfetkMn FLERSPHSIS bt bl iften over at

procedS bRied 348 MeARRYd lepgaiire 08 Hdsitel hthee s de 3@0estafts @ver again,
witten over at process block 320. If a third erasure

and 8@ Ofesired, the method 300 starts over again, and so
on. [0050] In one enbodinment, a user may decide to
[00563 nplnceree amibxddément, @susear roay treidedn-conipiete anotbevetistige on the
oose the nunber, and

non-J8aliETeedRing FEIRT  ZRE 238 658 ROERE Ind tmbef and the seauence

of eRORS hdsBagesd F&Uéxémgeewaeér A=A BheogEe 5 88A8 folr shBsequent
hard di sk controller 0O as part of a secure erase

erasgre) deeRseges Cimtba har%qm%ttcentrellerraﬂoaaé partt pkra secure erase
procgéﬂr%ecééhvrﬁé% ota? ﬂ“L wﬁﬁé’ﬁ IESF\ Pt V%B)Sgﬁ A fard disk or

cor di exa ecli nal

anotﬁb%on&o‘lﬁrlear@d:o&xﬁg mBMrmrm’eCtﬁe \helxadem’ il ngalues 0x55, OxAA,
different binary data patterns_to the sane

OXFI. et 0. Bivycanegedtivaly WikBahiiteransibmary diampatihs,iosthe same
mengirg 13tibh 4Ry ?rgce% y Ca*ﬁﬁﬁiaﬁﬁ@ﬂ%’té‘%‘lhes r& BBRdrARE. In another

Ice may logica ate that anot er erasure
embném&sﬁaaycamr@usngrdie\rm moaly 36gicalaicalculeie thatrrartothq erasure is

necassHbh gndn il SNIBSHID. whdte | QLo drdge can have the
hexa?fe%ﬁﬁ‘él@dltﬁbé B&regNn \REMbH 8nd & Hen® raBri whER3dduing a new

t he above description contains nmany specifics,
erasuteeindhe imootvblalile reeording medium.

[0051] While the above description contains many specifics, these should not be
construed as limitations on the scope of the disclosure, but rather as an
exemplification of preferred embodiments thereof. The disclosure includes any
combination or subcombination of the elements from the different species and/or
embodiments disclosed herein. One skilled in the art will recognize that these
features, and thus the scope of this disclosure, should be interpreted in light of the

following claims and any equivalents thereto.
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construed as limtations on the scope of the
di scl osure, but rather as an exenplification of
w@e@bee2sed enbodi ments thereof. The di scl osur ePCTUF200€640940
any conbi nati on or subconbi nation of the elenments from
ICL?}*IM di fferent species and/or enbodi nents discl osed
e

rein. One skilled in the art wll recognlzethat
: se fga t f ;
craiff 157, BSOSy B8oRECREIE i) 3, ABATRTE recoran

medam, eovipesingval ents thereto.l CLAIM Caim 1. A nethod

of securely erasi n datg  fr non-vol atil e recordi rgg
RS AR (SEPFHIE ATPANURALTIET oA RIPSSERQS 13 Ac@PmPpUting device

to a H&H‘R/b[dtlfé rddd ﬁ{é?ﬁlﬁﬁs&fntfﬂeﬁ \ﬁ/ﬂﬂﬁlﬁ'tﬂﬁ SRNUFE a?é’a ddentifier
non-volatile rec I ng nmedi um contr wher el n
corrammisetoaa plmraldyamf inerapne bcatemmoindan tevasungl anealin ttlye @bn-volatne

OCatIOES in _an grasure

recof g9, eslie APBcuharaly fstirvolie iateting  medium controler is

operaBly d&#r?édté@wrtﬁ(fﬁé ﬂbn%@tﬂé %Bo‘?@lﬁbfrﬁbbﬁfm i s operably
connected with the non-volatile recording nmedi um

t r’ataeahtttlmmg data padtepafios ther pronesher i heeedppuiing dawce to the

non SRRIE dRBrAE S bt PRy €5 Mcle b BERLANT, 1

er RaHSRItERIER RFadlirenedrimabt drMS $9& procddser irpteutdmPuting device
device to the non-volatile recordi ng medi um

to thﬁoﬁpnomlaiﬂe re¢rydingn maslivmi ¢antroliesr engomvalatife recording medium

contﬁ@er oo %ﬁ‘ﬁgﬁgpﬁtﬂl gﬁtli;h{”gf Bhgﬁéﬂé {c%’ o%rwﬁ}éttﬁgg)fllifrﬁgﬁ/ dPmemory

menory | ocati ons

locatio s i eh@refasuréeamsaf ideshtifiyd bipether arasuee area identifier, each of the
identifier, each of the i nstructl ons Wi tbegrat | ea

instrygtions writiad atlegsl one ©hthe emary deeationsdnt asyre area identified
ntifier wth the
by tHdéj?ggégg tﬁ&eﬁﬁe&f}ﬁ @“ﬁd%nﬁtggﬁof claim1, wherein

the erasure area |dent|f| er is random y generat ed.

Claigi 2i m 3Th&@mestheddctlaif ¢) wheneln thé erasuretarea édentifiee is randomly
%fa identifier is inputted by the user. Caim4. The

gen %d of claim1l, wherein the erasure area identifier
includes a start nmenory location in the erasure area

Claif8. 2 "FRBMiethedadf €8InG AU Riheréinathe Sraslife ar@d Rimtifiér is inputted
claim1l, wherein the erasure area identifier defines

by thehds@f asure area according to a cylinder-head-sector
addressing schene. A aim6. The nethod of claim1,

Claitl'&" € NThESEMRIWSEaIga WL iher edRlid1eFed Rientifier includes a

start memory location in the erasure area and a memory location count.

Claim 5. The method of claim 1, wherein the erasure area identifier defines the

erasure area according to a cylinder-head-sector addressing scheme.

Claim 6. The method of claim 1, wherein the erasure area identifier defines the

erasure area according to a logical block addressing scheme.

Claim 7. The method of claim 1, wherein the erasure area identifier is pre-stored
in a storage device, the storage device coupled with the processor in the computing

device.
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erasure area according to a |ogical block addressing
schene. Caim7. The nethod of claim1, wherein the
wee@siexs1area identifier is pre-stored in a stPCHUS2004/040940
device, the storage device coupled with the processor
Clau'ant he BRIPHRG d§Vitand fi Mitereihn@hgedags Patterhaign randomly
wherein the data pattern i's random y generated.
geneﬂa’mdm 9. The nethod of claim1, wherein the data
pattern is inputted by the user. Caim10. The method

of claim1l er ej h ta..
1 97 o 2B MG S Bald, WPieReRhi et b3S i fbtne user.
processor in the conmputing device. Caim1l. The
Clainethod Phe ¢heihadlof vladmnel nwheeeinothevdatat phttemeoprs- B@red in a
mediumis a hard disk. Claim12. The nmet hod of clﬁ
storage dRwiEe; ihe rioraes- Jevise i saunied yvith e mEaFeRsarsnhe computing
dev@em id state PROM nenory. Claim 13. The nethod of claim
. wherein the non-volatile recording nediumis a
solid state flash nmenory. C aim 14. The met hod of
Claim t+1.m 1Thevnezthod of bimoh-wibérin the new-volitile retedilinghmedium is a
.magnetic tape. Claim15. The nethod of claim1,
hardgigh-ei n the non-vol atile recording nedi um and t he
non-vol atil e recordi ng nedium control |l er are encl osed

Cl.aut?\\/ﬁ1 hopigé RSethbd BF Blak® 1, WRerd frRdneh-velatildrdoordingtiédium is a
onprising the step of transmttlngtothe processor

solldlsta’tehBR mag- devi ce a signal indicative of a
status of the data in the erasure area of the

Clai@gﬁf\/o' ﬁ%:rri%tlhgﬁ % %té"r% TROhEEin fHeth a‘uﬁ: P@?&d?glﬂﬂ%edlum is a

rer rroma non-vo at| e recor

solimét’emasmm@mdry_l ng: transmitting an erasure comTand
froma processor in a conputi ng devi ce to a

.non-volatile or.di umc roll wh
Claifioly ol Eo¢ raethad o Glavg houhGiart i namvelatie Fesiifig imSdium s a
i eéli;eed with the non-vol atile recordi ng nedium and,

magh8fi@ edpeSd. ; . ; .
gconst ucting a plurality of instructions to overwite

a plurality of menory |ocations corresponding to an
Claiar #8.ur eThe eaethdd of icldimd1 byhareit hesnen-valaditer srgasding #aedium and

the irEVolpUereon R R AR R S ot b Ahdleingee

identified by the pre-stored erasure area identifier
Claii 16. a Phé-rRéthioadof claim 1, further comprising the step of transmitting to

the processor in the computing device a signal indicative of a status of the data in

the erasure area of the non-volatile recording medium.

Claim17. A method of securely erasing data from a non-volatile recording
medium, comprising:
transmitting an erasure command from a processor in a computing device to a
non-volatile recording medium controller, wherein the non-volatile recording medium
controller is operably connected with the non-volatile recording medium; and,
constructing a plurality of instructions to overwrite a plurality of memory
locations corresponding to an erasure area identified by a pre-stored erasure area

identifier, each of the instructions writing at least one of the memory locations in the
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data pattern. Claim 18. The nethod of claim 17,
wherein the erasure area is pre-stored in the
woenwewadsat i | e recordi ng medium O aim19. The PEL/Os04640940

claim 17, wherein the data pattern is pre-stored in

erash?ls-‘3 aRQNideidel! By tRE PrélishereBsiddlre Eréd Tetftifieh W ROBre-stored
of securely erasing data froma non-volatile recording

datamedieomy conprising: transmitting an erasure area
identifier froma processor in a conputing device to a

.nops vol.atile recordin di I r.ei :
craifP s oL b5 EERT e PN Y gHBBIE g sifed i he
non-VBRBIeYrebOfnhg Aisdilm. t he erasure area in the

non-vol atil e recordi ng nedi um and wherein the

non-vol atile recordi ng nediumcontroller is operabl

ClaiguHhect Hee Wethodral G 16 wherein begialh mgtiega % pre-stored in the
non_\,é%g@p&:&dglq ?néjcﬂﬁlﬁ'\ pattern fromthe processor in the
C uting eYi '

ICé to the non-volatile recording nmedi um
controller, wherein the data pattern is being
Claitr 20s i At arktioduob eecorfelyt iarasinghidata ifoorheas nohawolathe recording
nunber of nenory locations in the plurality of menory
MedjRLAMRASIAG: t he erasure area; and transnitting an

T RSMEi RiadlreBrE fdEHtRer $OAH al frobdsof ARUEARButing device

device to e non-volatile recordi ng nedi um
to acoon-volatiler recdrdingomediurat ¢ardrallecowbiersjn rtbei enasure area identifier

controller constructin I [t f_lnst t.] .
o Rite & PREARY & BarTonapEattid: b PepruRat a8 nof-volatie
recofdiA§ Whedmin®a ahtle Whietéif dthley nbRs/oRitAs UfcgoRli®g medium controller is

identifier, each of the instructions witing at | east

operahly eshnestechwitb e nepaiasite regerding wedisite ar ea

i deptifi ' P fi ' . .

aafahssniit B uffed ofo RisEBrssezRbt i o LrhPuls covice to the
non-VBRitileM recafding Bysdi@m contrpliérsi Whereinptissedater pattean is being
tranég%u“ ng device, wherein the processor in t

dta RYMiRey iof dimesawsientis less hansieumier 9@5@(@9%99%0% in
the &u%bfoﬂﬂéﬁ%r?é@(%ﬁiloﬁg iﬁf@&(a%u?é’ﬁgé}%nd"mer ein the

erasure area I'er correspo to a plurality of
metrangmitthepain @rasure ¢dnemanddrore the @aodessohin the computing device
non-vol atjle recordi ng, medi u and,a non-v

l.atil . .
to the pgryelRjilertaserding medlmesontiglier.cfhe OoEvAGTE secarping medium

" di . ! ety
confF SRR UTIGRNY O e85 KeorbumtehepIaatl of memor
locatities irothe @rastreeareec isiedtified mydinenetasure @réaridertifier, each of the

s Ak LR A el 9L 6 B i er et

by the erasure area identifier with the data pattern.

Claim 21. A non-volatile recording medium erasure system, comprising:

a processor in a computing device, wherein the processor in the computing
device transmits an erasure area identifier, a data pattern and an erasure command,
wherein the erasure area identifier corresponds to a plurality of memory locations in
the erasure area in the non-volatile recording medium; and

a non-volatile recording medium controller, wherein the non-volatile recording
medium controller receives transmissions from the processor in the computing

device; wherein the non-volatile recording medium controller is operably connected
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controller constructs a plurality of instructions to
overwite the plurality of nmenory |ocations in the
wee@s6x1area identified by the erasure area PCT/US2004/040940
identifier, each of the instructions witing at | east
. . r s .
with 308 Ry FASETTEEDMING TACAERS rbrbiifi ASHIRIAME Recording medium
contdﬂlea qoastracts. a @ladality?af instreclgrss éonavierwtite the2plurality of memory
wherein the data pattern.i transmtte

b |
localiiein e SRSEe arRa USBh by ThPSeIASHTS e etfergach of the
instr \Aﬁ(fdgrh Flﬁﬁd Bt !e%sPShé‘%f Eﬁélﬁ%m&rg/%éhdﬂéﬂﬁ%e @faduré®fea identified

I'ess than t er of nmenory locations In
by thdwerqsluc& areetlylenﬁflemmm {hd datatpadlesni n t he erasure area.

G aim24. The systemof claim2 1, wherein if the
.erasure_area identifier,is Ao menpry. lqcation .
claiff 22 “FBR SFuhT Pl wobB e, MREFaE drtdpata bl fafsmitted a

singlehfimgat a pattern. Caim25. A nethod of securely
erasing data froma non-volatile recording medi um
rising: transmitting a data ﬁattern and an erasure

Claigy 28 | dBRe SHlem of BRI s a0 the daia Pafip ipios Abemitted a
'numg)lgr 8]‘ ﬁr?l?r @% id I% B ﬂ"e?rgurﬂsgrt U%%r&%é%fon‘sqn "[‘he plurality of
ansrer i

ere| n the erasure ar ent

memyﬂ@@eﬂmé&ntrm ereﬂiumakea.y of nmenory locations in the
erasure area in the non-volatile recordi ng nmedi um and
re| n_géhe non- vol at i recor.di, nmedi um cont.r ol

ClaiffuSho e H6P VRGN GEEBEN A HRGHIN HODeVRS S &SP dLRtien p zero, ol
nE)Br?g' IBERLSH irf HRE -V BfledfecBIRARY ReBRIFTEIE Witdh t\m the data

cessor In the conputing device to the non-volatil
patteracor di ng nmedi um control ler, the non-volatile
recording medium controller constructing a plurality

cro 28 LA HARBE S BEERY s ALY 3, PopITBBY rocorain

medﬁjrﬁswrﬁpﬁglﬁ? identifier, each of the instructions
witin east one of the nenory locations in the
er‘&gwelt&mea daia matieres @ngyan Aser Aiea idgrdifier e ArRragessor in

a coMddling Vit & #bh&/diatile recording medium controller in a single transfer,

wherein the erasure area identifier corresponds to a plurality of memory locations in
the erasure area in the non-volatile recording medium, and wherein the non-volatile
recording medium controller is operably connected with the non-volatile recording
medium; and

transmitting an erasure command from the processor in the computing device
to the non-volatile recording medium controller, the non-volatile recording medium
controller constructing a plurality of instructions to overwrite the plurality of memory
locations in the erasure area identified by the erasure area identifier, each of the
instructions writing at least one of the memory locations in the erasure area identified

by the erasure area identifier with the data pattern.
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