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[0003] Data collected from industrial controllers can thereafier be utilized by

high-level systems relating to the factory. For instance, enterprise resource planning
(ERP) systems can utilize data obtained from an industrial controller to assist in overall
product schedules, supply chain coordination, and the like. ERP systems are

management information systems that integrate and automate many business practices

- associated with operations or production aspects of a business/company. Typically, ERP

systems are cross-functional and exist across an enterprise, thus enabling functional

departments involved in operations or production to be integrated into a single system.



[0004] ERP systens are associated with substantia
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[0007] The subject invention provides systems and/or methodologies that
facilitate implementing zonal security upon a factory floor. For example, it i.s often
desirable on a factory floor to modify security regulations with respect to a single device,
process cell, unit, efe. As discussed above, conventional factory floor security systems

are inflexible, and require that an entire factory floor or a large portion thereof be subject



to security nodifications. Thus, for instance, even if
only a single sub-process is desirably pulled offline
and debugged, an entire factory floor nust be pulled
offline to facilitate such debuggi ng, thereby
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systems. Further, this data model can be utilized in connection with generating a factory
floor representation. Accordingly, data can be communicated to and from both an
industrial controller and a high-level system directly without requiring utilization of

middleware. Moreover, zonal security procedures can be implemented through these



m ddl eware. Moreover, zonal security procedures can
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drawings.



BRI EF DESCRI PTION OF THE DRAW NGS [00121 Fig. | is a
hi gh-1evel bl ock diagram of a systemthat facilitates
generating and inplenenting zonal security procedures
within a factory floor in accordance wth an aspect
of the subject invention. [00131 Fig. 2 is a block

di agram of a systemthat facilitates generating and

i mpl enmenting zonal security procedures within a

factory floor i i f the
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[0019] Fig. 8 is a representative flow diagram illustrating a methodology for
automatically generating zonal security procedures based upon an alarm on a factory
floor in accordance with an aspect of the subject invention.

[0020} Fig. 9 is an exemplary system representation that can be employed in

connection with the subject invention.

[0021] Fig. 10 is an exemplary hierarchical representation of
applications/operations within an automation environment that can be employed in

connection with the subject invention.



5 [0022] Fig. 11 is block diagramof a systemthat
facilitates applying security procedures to factory
fl oor devices via a proxy server in accordance with an
aspect of the subject invention. [0023] Fig. 12 is a
bl ock di agram of a systemthat facilitates direct
communi cation between an industrial controller and a
hi gh-1 evel systen1in accordance with an aspect of the
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p?e, a component may be, but is not limited to being, a process running on a

processor, a processor, an object, an executable, a thread of execution, a program, and/or

a computer. By way of illustration, both an application running on a server and the server

can be a component. One or more components may reside within a process and/or thread
of execution and a component may be localized on one computer and/or distributed

between two or more computers. Also, these components can execute from various

- computer readable media having various data structures stored thereon. The components

may communicate via local and/or remote processes such as in accordance with a signal

‘having one or more data packets (e.g., data from one component interacting with another




havi ng one or nore data packets (e.g., data from one
conponent interacting with another 6 conponent in a
| ocal system distributed system andlor across a
network such as the Internet with other systens via
the signal). [00281 Referring now to the draw ngs,
Fig. 1 illustrates a high-level system overview in
connection with an aspect of the subject invention.
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connection with completing a production process for a pharmaceutical. The security
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unmodifiable to users/operators, due to fear of accidental alteration to the process that
could compromise the pharmaceutical being manufactured. Conventionally, to allow an
operator access to the mixing operation for debugging purposes, the security system 104

would be disabled with respect to the entirety of the factory floor 102. Such global




coul d conprom se the pharnmaceutical being
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[0031] An industrial controller that is at least a portion of the zone 108 canbe a
programmable logic controller (PLC). PLCs are small computers that are employed for
automating real-world processes (e.g., controlling machinery within an industrial
environment). Typically, PLCs are microprocessor-based devices with modular or

integral input/output circuitry, wherein such circuitry is utilized to monitor status of field
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two standards that can be employed in connection with the subject invention, it is

understood that any structured data model has been contemplated by the inventors of the
subject invention, and all suitable data models are intended to fall under the scope of the
hereto-appended claims. The direct communication facilitates efficient determination of

zones and efficient implementation of zonal security procedures.



Bet ween these two standards, data nodels can be
generated that sufficiently represent a plant as well
as operations that are undertaken within the plant.
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Specifically, an operator can request

di sabl enent/ nodi fication of particular security
procedures/ devices related to the zone 208. Thus, an
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generated by the zonal security conponent 212 are
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 that are employed in connection with a manufacturing operation. The security
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accordance wth the 'subject T nvention, occur in
einplogedstotrepresedithaichapragassing appligatians(e.g., areserintionsef aveeige).

- phggedt e Olflﬁlglgt%’]n %Eﬁlgg ?etre%%%qltaQ§ég)lrf§ ang'glang?(Me%reated. For

mpRIES Haticesichfibe assoaitbd ohith diypaticsdeticesint the fratoiry ﬂbgr be
represented as a series of mterr(gl ated states

@P@%?rgau%w sygh deviees cpm berepEseRfe %WCWF'&Y toaqqmplete
| é Harf&ftaé appHE Rt thEQUifbRRehtforcdBaRdRM cafl be employed in

t hodol og I n accordance wth the subject invention.
@@mﬂ@mnAmﬂEm;raang thetspstem fréppesentatipn, abie indarstopd thet any suitable

& oy ce:‘ld oy e)io{;g?il in t:onn@:ctmn with providing a factory floor representation.

ta models can be em
[0044] At 504, a request for a security modification is received. The request can

be generated by a deviceequipment operator and/or automatically generated by one or
more intelligent factory floor devices (e.g., an industrial controller). For instance, a timer

. can be employed to determine when a device is scheduled for maintenance. Upon

sensing that a device is due for maintenance, an industrial controller or other intelligent
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factory floor representation can be displayed on a
graphi cal user interface or HM to enable a user to
vi sual i ze such representation. Further, an SP95
standard and/or an S88 standard can be enpl oyed in
connection with the factory floor representation.
Therefore, a hierarchical representation of the
factory floor can be rendered, wherein the hierarchy

is. lqggically created accordin | ant {1 oor, . .
iy ot Sivicesn st fristarb e AR astosfiidyi vp govice
T5ith SARA4nE @Lu?l‘isd@.r G peiatl caPRlli€sthapdlsrmisbelisabld for a
description of a recipe). U.ilized in conbination,

oevishler doviensr sefefdavipesivhn testing et dibyeging keics Fthiean i_ngusﬁ‘ial
 SPERIRE, D 05 Euar) 558 9 0 DionoRREL b
peEesseitioat comromisihgsecirity ef/a mepedam: preent pmcesse ficeerdingly, the
operate conjunctively.to conplet a manufacturing

QEEPf%E 551 &1 ra&'b‘ﬂ ‘ieguelSK%’g §u°§'fig$‘iéﬁ?ﬁ??'o ned standards can
heo43yp! oy edt 506, aCERNREEIQD thid hbdifenehaédueg i dtersyisdde For
representation, it is under Stw%? hat anﬁ syit asbl e licati
GBI FPSTA0R R BN PSR | MISE(E) GReRf@1HS), applications,
%%Zﬁioqlmm& Uik YelitiQb tHeGRauRSe T aldoffince WiR 4fdthdMaspect of

a request for a security nodification is )
theqpreseatinverition,rthe) (retory Joor mdaskfigutine cart indludy defingd gprss, wherein

' t t d/ { ti [ ]
SRS B Rb R BT SO e Bt
gﬁcﬂ iUiﬁ:d %&léd(:jtﬂitn cﬁg Bf t@hpleted autEﬁﬁﬁéa(ljlsto@ Byeficd btyiaﬂg)peraté)anFuﬂher,
e e oye O dererm ne en evi C I'S.SCheaul e
fhsroRBEH We@icaubéﬁemg%ﬂﬁ weRcongRet e %&t@fy floor

) . . . r _ S
raﬁcg t& | e&! ﬁﬁftg@%bézgg%ﬂtéﬂ @h r&fh@ﬁt aYahtRiula® Sec@biBiBhodification

I gent oor dey ce can_generate a .
matdrespecttto anlirslatiel cohtrolles, wsseioimpleteniation ofruickroguest with

for i pt enanc.e, pu ses, 0 t I hat
KPRshed (e THRSER) BHP SToud G P Eh R Pats Sl BN Fpbralet
genoreely. WA rdiggly] seturty pRbAEEs With feegice & thbdehienicasalso should
i ndustrial controller. For inst aace, t he fE(?erat r nmm

b medifisd; dhercfore datedapon thsgpanestragd the fapfpry fpqp cgaiiguration, an
| [él@% L S| ' 0fqa recipe for a parent
%fr)ﬁg ss?g%ccgl?g%%g%? tﬁga %%I(]el?g(%'or can g_enerat e a
[0gakst f oAt S0 becnmityi for thewdetermingdoat®iis modded, Far ingarce,
relafed ta the ifi.cation.request i.s determi
sPufoc s et i S S pAF o G
ot dEtdrination Of Aich 9646 ) This@ables aphidslar ddic, sa bbddvices,
nake up a zone relating to the request, |n_ accordance

proeeruah @pPliGation (vée fo bt tested debleged ipaintaipepudiagnosadne-

£ ¥nbd, 304 alTBae fv&iﬁiﬁ‘ﬁlﬂ &ﬁgﬁéﬁg!sgaigw@f HEEte act P BBor. Such
ereln ne or nore O t aerl ne zones can be .

salabsdicedtyanablbea patia(ls)opertion erldgvicetth be extpstsst from theshcurity

S S R G R

[0047] Now turning to Fig. 6, a methodology 600 for providing zonal security

procedures to plant floor devices that lack substantial intelligence is illustrated. At 602,
one or more factory floor devices are associated with a proxy server. Factory floor
devices can desirably be associated with a proxy server, as several of such devices lack

substantial intelligence and/or processing power. Rather, such devices are typically
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the zone can be dynam cally determ ned based upon

configuration of the factory floor and the request.

For instance, an operator can request a particular

security nodification wth respect to an industria

control ler, wherein inplenentation of such request

Wth respect to the industrial controller would cause

other related devices to operate abnormally.

Accor dingl y ecur.i.t r ' :

e S R L S N

apdror proecssiag pewer. adordingly, dwkosxystd inowfficieotfrogpssing capabilities

an. appropriate .zonge can be aujomatjcal]y. determ ned.

oapoee espabiuEoui ot GhCi: Mt & perse

BGkty SEhitvey. ThRSdAREEe with 8f Bpettof e 8MHT SeridRCIuth Bevices,

to the determ ned zone can be generated and .

ihapPesmenan bel acaspsd apdeamminieats tinough aqwery seoves. Tiys, i order for an
| i COr [

SpA R SncorBidpfich A a8 of i Shel£ho A i rgny server st e

emplotyad (eegl, alliorgmasetions chanied throwghi thepxy aerder).hEhdrefor, a

i t hout . conpri sing securi of the entire factor .
PluselY oL ires s bedalet o ShabEats] S arrSrRe which can
SRt AiRistcHS¢0GE b SudhFadedy TR 88ViddsOM t he security
system w thout affecting security of other devices or

Bht i onsAt §¥Ha rerurg fpridaruiEy medificgtionsis recciied NABIPSH to 2

' ?a[g&) ﬁéorq{egi‘é'e ﬁiaﬁ gatcl%soﬂl cigft %Héﬂigéﬁce.p FOGRSHRSa é}tiah%dustrial
00 evi ces at l'ack substantial intelligence is

controditr mbenot batas®oidted vathen smbstamiab adhauit@f procesmg capabilities

devi ces are associated with g.proxy.server. Factor .
PRy bESRpdseds st ApBahIE il ang Bppgndnt security
PR BIeNBl, . HaWet 6 cXample, i ey ldai¢hibdie fo@ddable alarms
substantial intelligence and/or processing po

wer .
rsptiated withsrchiadustial conteolieyioi efteriugte pmainippangs obidqvige cqutrolled

gt E‘xgltug%??%[ @tlgﬂrt]@gfni %@re‘f&g,i &t @bé Xe(ﬂﬁst@ﬁ’ Eec{lﬁﬁH‘h&ﬁﬁcati.ons are

i'génce ~ and/’or “ processi ng power
damamunnicated 1o, onicloe merefactetsfloorslatitésoiiethe afrenesminad)proxy server.
?égabi lities and/ 0(5 %or@ge cagabi lities wth resg)elctg ¢
PIRBY PAYGIIS §5SPiefe] W FHLEent eRpiy A8 oR Brospsig @pabritics to
‘§6feWnl indplefkii Seb MRS privilegds Gl fRRGReMontindicasAfplentthts zonal
the present invention, such devices, however, can_ be

eudly ERredwas tomnnn mose deviges-o0h 0% thsrzongl sserijk procadiyes are
bl GheHEd Bl g BREAUS,. Bl APARE oclly BRRERTos can be
sppfied joed] devicgs thabédmmanivate icatghalxsprokpseredr. thinacoglantdreith a
@irox server). Therefore, a BI uralit%/ of devlcea can el
épaa%}a PG s PTGV ERtion; the PToxy s eneay b Anplayed &g sclectively
Whp1&Rert 3turity 5o 6uFR bn 8L IndFeRTeviRES thai dovnrinthiSate ia the proxy
factory floor devices. [00481 At 604, a request for a
sgewlrity nodification is received with respect to a

[0049] Now referring to Fig. 7, a methodology 700 for generating and

implementing zonal security procedures is illustrated. At 702, a request for security
modification relating to a particular device, applications, procedure, group of devices, efc.
isillustrated. For instance, control logic relating to an operation may desirably be tested;
therefore, security relating to an industrial controller that utilizes such control logic must

be relaxed to enable an operator to effectively test such control logic. In accordance with
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factory floor device that |acks sufficient

intelligence. For instance, a particular industrial

controller may not be associated with a substanti al

anount of processing capabilities and/or nmenory, thus

rendering it inpractical/inpossible to store and

i npl ement security primtives therein. However, for

exanple, it may be desirable to disable alarns

agspéth 6FthebicBer? UaRntidd R kEdudlt 18 AN dr@tbbAzed by an operator.

effectuate mai ntenance of a device controlled by the

i A& theapetatos thapisirelpted thihe sgqyess is anthaticated. deprexaraple,

S . A . _ i ¢

b lob RS SR BMBLS cof BERHRGR Sichaf Bl Rafls and

prassyyords r fuathermoFh eartificda ynteligeree téchnigaesomh dt: eshplsiytdin connection

sulftﬁidu' en.tC tnenol]{% and/ or processing capabilities to

Yo ARy flfﬂglae ht security privileges, and

tloes@af t er AxqEBARdréial 88 ldmiP e iRRl SorZfffetenceS ALY deh¥rally to the
S to one or nore devices. At 608, the zona

proceduf e . nor. )
JUEGSS ?{Feﬁoa@é @bt o inferring sipter ah systenn eavirasiment, aed/pruser from
r LRSS ' it RGN Uk

B s ank 85 L ARER vl Bert R)or Y Tl AR FRUhpRoyed 1o
tiflendifiyyt speticponteyt aractioey, or ¢an gaoeratecigmetmbility Histibution over states,

' e pect of the present i.nvention, the prox -
ShP0ahPLS PBRAPL i PSERBke LU b hoplGn? i obabiey
skstribpuitioyt operatRchuTfeest Hasd odfa dBREiderd@M SfRftd fdlevents. Inference
communi cate vja the proxy server. [00491 Now
Fé’fn%ﬁ?r g 0 e guesrfnpg)y%f%wmpegyg Ingherrlgyel geends emaget of
0éhts AR IR SBYiEQBR: SRR th%( c&{sﬁ’ﬁaﬂ)ﬂ.rot?gieﬁ%vents or actions

illustrated. At 702, a request fTor securi
wiod 4 st af phrerved eranitsapdion swrqdaaventalataawhebhen araot the events are

' | Qns,, procedur.e. grou f devices, . s
FPRLER Y 5% e Bp Pl e ey W RES o p fom ome
ansevpel addndmd @iy bafdes. Al exAfipleSsdsedlipontdafleRiual dita relating to an
security relating to an_industrial controller that

QPTTPIOL dsca e HeisphinpG Whetben suchheiaratopis aptiiprzaddo aercesvamdics
O SERAHRf whtl ﬂ&ééé:? g] d eﬂa@ﬁéﬁﬁr%ﬁ? S'Pﬁ.[é, %ﬁzﬂ{i&ﬁ{u dp2tdt maybnly be

accor dance W t aspect o esen
pthenined émmotlife partiqulesdevicss gimen sprtifi times adeviverpravedurbs; operator

erat QL. L. .704, .t he erator th is rtelated t
FRRRBEERL Jhun. oigh b BAS bRl Frsy 1053558 ahor
OBt dananike vatibizenthogiadticninfeR@mbey, ques can be

ﬁ@‘gl oyed, such as user nanmes and passwords.
Yher norat 709 & peneds determined relagiag tethe semest gessived ah7(3e The

AR S GGl ey W U LRI g
dacerdangetn knbwn efees, pgeadured, dyvites, siles, prpceas edls, af. At 708, as

0N about. or inferring states,of a system )
SR B S Pp A S B 500 S Bl e eomined
Afbie.C BPAcEo RN Wity Uspech BEE predatianvenibie cBRGRN R Rdels that

em%I oyed to .
can be generated and understood both by factory floor devices (e.g., industrial

controllers) and high-level systems (e.g., ERP systems and MES systems) can be
employed to facilitate generation and implementation of zonal security procedures.
[0052] Now referring to Fig. 8, a methodology 800 for automatically generating a

security modification request and implementing zonal security procedures based upon
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identify a specific context or action, or can generate

a probability distribution over states, for exanple.

The inference can be probabilistic-that is, the
conmputation of a probability distribution over states

of interest based on a consideration of data and

events. Inference can also refer to techniques

enpl oyed for conposing higher-1level events froma set

%ﬁ.lch 1%}’[@(%{ 13 IRIAHARE. Q?E@Z ar?lalﬁﬂn E'é’iét?{getg 3?&0{;&2 ﬁHit?e IsPede . For
construction of new evénts or acti-ons roma set o
dhstarce.edlewicedush aswipross, ptrop,sdweate whn Gl therehi etsinrg aarindustrial

not, t.he events ar cygrelated in close. tenporal

IBB 18EE rrlewe.t oithe b A S SHE ety
QiR furepredit h@vuaihconiett @aipdsiion iEeeby dalsing¥ehiERition of an
based upon contextual data relating to, an_operator,

jafariis i 80qYE 265 TR FPRHEE PR eepsintion i an plgrm, and itis

bROLbE &gt 4 SARAR éaclrﬁrpge{nq{e redBRRafiy c&ﬁ%&fdnt\yiﬂ'}’\lhte hethodology

respect to a“particular zone. Thus, a particular

GO0 At 804, pmgcunity rpqimst isautohwtitallygzeherated updnyrepeipt of ¢l zlarm. For
' [ i fi imes, device ce es, . .

IRLAEET A AFRARER ' LBt Tiee R RuRh G BOb Rty retating o

cladt devied @ahibe guiomaticdlig@ensryted] oor, zone, and/ or

tor can ke various authorization jnferences. .
ff@géﬁ] At 3&%576& BP?GH’éaH%O‘@gF‘iﬁtﬁﬁ FRothe sequsity srgudshisirieived. Such
bﬁ&%ﬁapp&&%ﬁmvﬁg&t@bo&?%m&wfaigeoaﬂﬁnﬁa@opé( pam, Sl?hﬁ}fean be

determ'ned by an intelligent conponent, or pre-define
aensoatel] baged epdaredimnltygeosay; Tperefoeel itreeuld Heinedwient & digable

S, . 708 scri hed
BLRARIRIASE oo cibfiion baskl nore 15 SHABE I ARAE an opeptor o
afproetethe seurigdreqaspriok o mOGIBYiIAA SR arity dnhblendeta@fgaion of sensor
e present invention, conmpn data nodels that ca

J be
RIS & MAAUIYIRG BFcuTigo S0P HPOY OPErER FRPTPYA)8 RORIFIABE to the
Quflty re%d’é%ﬁ HEtbRhined Ok O R aFm i3ty dne Y Bbvisy, 816/ hat
(e.g.”, ERP systens and MES systens) can be enpl oyed
insludesthieg deytice cagebrdeitrimineda Mdorconskcmmperatipn thatitilizon the device

S PSTH Rosh Gl LSRRl ol

gaeritdd and imgietieaRt woid ®guesd and i npl enmenting zonal
rocedur es based upon 17 equest i s

d h .
(0058151  ut hiow Rrnigg 50 Fl@&:&ﬂﬁﬁ@iﬂé%@&%@/ é@réenf%semew 900 that

- ERMeChplcyell B &inhESionWAth the B%giél‘{ﬂ Q‘F"Fﬁ@?‘g‘g YihfsGated UEHe S @

press, “punp, saw, etc, can y causing an
fepréaentation| 900 combicxakdhenal tepragentaticaitod agartihbar factoEy Hloore rAt the

f d
Bfaler TR BeiRR Y R BT e RerP ULl gy ss oot
APR&esiidellis OfoghAl grobFingof ddigpradi@ it BicRidsd dfipmepatlifedan
exanpl es .of generatjon of an alarm and it is

PRARISN Jat anRer mersbalch engrtions While therpreresy etlds S #s being
ARV pBRio drll hidr&rcHEE i 10 B &Merstood that the process cell can be

included in a representation within an enterprise, site, area, or the like, In accordance

with the exemplary representation 900, the process cell folder 902 can be expanded to
show particular units within such plant process. Particularly, the plant includes a folder
904 that represents a first unit, a folder 906 that represents a second unit, and a folder
908 that represents an Mth unit, where M is an integer. A unit can be defined as a
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800. At 804, a security request is automatically

generated upon recei pt of the alarm For instance, if

an alarmrelates to a particular device, a request to

nodi fy security relating to that device can be
automatically generated. [00531 At 806, operator

approval relating to the security request is received.
Such operator approval mtigates occurrences of false

al eallegtionicomtrd mpideles and/ar @IPRANMBE] AR IR 85uiPRSRSn which
up%§£0§glgogesensor...Ther fore, it would be

i neffl ClentorEsige aalpes capperendycted| ating to an

opi8n3s]i on baFsRKEr MPEOR shdveh Atkbinded SR8 Mcluddh b DD 18 Mhat represents
?rg%fuiaséor.to approve the security request prior to
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operator approval a zone'r i ng
T quPEeni Bodide emrtiervefiinctibalsrourf oftel@iplens thaiQah GhPAbRY finite

fr | a_zone t includes that device can

e R wVétb“x?e??lﬁa%P "o pshapdsd, mneie ilstrated tosinclude

t reprekeniatiens 90 6.and 018 6NwhBETB6UAe Z AtEeonfibl Rodile 2, respectively.
smI é{léapr ocedl res for the determ ned zone are

geNErat e OsHE CF mpnitiiaM.cad sanipmentmnsiules 6N a0 t\bev

t Uffrjféseﬂe(l By Eﬂ&rs 9(:' is m&{) ygﬁ?a%%r%?‘é{lﬂ:ﬁ}%rﬁl representaﬁon can

representation 900 that can be’éern
c B fraployeshingonectiorewjth ésabjectrinemtionnFurthel, WhikinobdReifically

T r tat.l o 00 .i hierarchical . )

r E’S’{gs g’%f?f’?%%%{d?n QO(g%T@‘é‘ﬁ’a{FP’F%FE{‘”GPV ¢4 nggiculanpperniion steps,
hiegipes; tand ether bandh hheitiinefrarisfoymi r :
ggllagwi c%l re g entation of a prtg)élzagfsig%glﬁf g&giat%rbgceglsps!omg
c&i 1§t ﬁrdFS’g‘! éﬁ“@‘ﬂ?{i’ﬁi ng of equi prent that includes
eosEnent addok®ilct B j . ith _one o r

oo oper ar FsoRBhicy Bt SRR BUentbh. 4P She SLing fotders 502 - 914
b bg sclgetedsas z2epprofor puplementingfzonal Reairisy BbYifichfionsS Fbinf8nce, if

t rocess, cell can be included in a
R Manl 030 oty R BORIERE jg Seentiss pracesapll sudkyoperttor

tdesld seleet foldor 20Xiarcdamedon With Beddrin® 8 RhAiMent
t he proclegss céﬁl folglebfﬁegwsgglﬁ be

re .ﬁ%gnt atjon 900, ce
éﬁ’%{é gn3 wsith £espeet puthe peagesscellnSimslavlys ifiam operetor (ésirad to create
o4 @SodifidRAbs Wit tJ}%n@ inGlLudes, a fal der
904 t hat represenfbéﬂ)égt}oi r's Aﬁ#@a‘i’%f em@@g&ﬁﬂitcomml
tes heoperatos easeikcticortespamdibgareprebedetiondRAhinNBS factory floor
t

C

4 unit, where Mis an integer. A uni
PR lg Yoy pocpora et medesmerm dul os
H037br  equTMABRinoWORWEHIL S 025bHIRY @fé’mxﬁ%'hﬁfﬁ@ﬁaﬁﬂ%ﬁeﬁ&ﬁm
i or _nore processing activities can”be conduc .
@‘3%%‘?1’2‘6?38@?8/ QRFEAtiogs sEbirAnytamabian dedronaent isilbistrded. The
FepkadBitafoh01 00D Hcricp f AU LA
a fol der 912 that r Z‘g?%gzngsﬁlg 19 Qi %)hr?g%gﬁ%fg%ﬁgﬁft recipe procedure
egondugeipa procedure, respectively. Recipe procedures are an entirety of a
recipe for a batch product. Thus, multiple recipe procedures can be utilized on a factory
floor. The folder 1004 is expanded to illustrate folders 1006-1010, which represent a first
unit procedure, a second unit procedure, and an Mth unit procedure, where M is an
integer. Unit procedures can be defined as a set of procedures that are carried out with

respect to a particular unit. Thus, one recipe procedure can be associated with multiple
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fol der 914 that represents an Nth equi pnent nodul e,

where Nis an integer. An equi pnent nodul e can be a
functional group of equipnment that can carry out a

finite nunber of particular activities. Folder 912 is
expanded, and is illustrated to include

representations 916 and 918 of control nodule 1 and

control nodule 2, respectively. Wile the process
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o SR RS0 RSP oA She bt SeRgy. P 1 can
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BevdecctlOf cit would nobdeliver snsh ca@nam@etlomdqu@ﬂm Beliher ghetfirstt factory
@E@r defck I1 ?6& &’éﬁvd’é‘ tﬁJ‘con%rn&rﬁgaﬁfontt@ tHe o gp S f:slegvtélg g{QM > 'chh thereafter

us, one recip ure can
dinécts the eoﬁhﬁluﬂnatiomb dﬂMUﬁlﬁBfacﬁbeﬂ(fdﬁ ldeeite 11AAS Similarly, if a high-

X a show folders 1 ich
F"é’gl g@'ﬂ’t csirasite eQmgRIFale Mg O&ﬁ&?ﬂﬁ H{&Wi %Bﬂ'égl]t‘i% h102-1106, it
BR1s6 thbugh RO ploRy SS9Er 11088 TREY RNt AIH0TBrther includes a security

system 1110 that can implement zonal security procedures with respect to a factory floor.

- The plant floor devices 1102-1106, however, do not include sufficient intelligence to

store and implement security privileges. Therefore, the security system 1110 delivers
security procedures relating to the plant floor devices 1102 — 1106 via the proxy server

1108. In accordance with one aspect of the present invention, the plant floor devices
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defined as i ndependent processing activities
consisting of algorithn(s) utilized for initiation,
organi zation, and control of phases. The fol der 1012
i s expanded and includes a representation of a first
phase 10 16 and a second phase 10 18, wherein phases
are a |owest |level of procedural elenents utilized
wi th executing an equi pnment nodule (Fig. 9) in the

hi 1@2ar1qbs arlaghRpstes RN A3dnen TRRY Qecuhy‘ﬁo&éaﬁres 1mplemented with
hi erarchi cal representation 900 of Fi ,

sesrealdp ehorfgpiadant daey dsviced pp2are ﬁisatnmphn@aﬁqd mthseapedtte che
t

SEEBORILARLT A1 SORNBSHET L el B8 EARY e aevics

(%162 Hld thn gichide vertyilitthsintelligehdea nﬂtea:hdnvellypﬂha @ﬁﬁyphaeﬁsl)(m can

can be sel.ected. as a secur,t n Si.m

B S lneE e B3R ted B Blant Bssevicth 102 06
rsepsitelyng to Fig. 11, a system| 100 that facilitates
provi di ng zonal securlty policies to devices wth

P9 e i nt dl mnggewéw. Fig. 12} ansexcamlady comausigatiosnh208 between a
- 108 Syferh Q@farﬂl@?l&c}g hﬁﬁ&orfﬂx% Ig%{)%lt]ng&lustfatéf CI%F gxample the

plant roor eV|ce roug oor
dueghi-leeel jsjtmn cathier an BRR system mmt’c&gﬁMES’hystqm and tHel mdustnal

gg ‘ﬁ%& ccﬁFl %3%50 méﬂ f%bﬁﬁ%gﬁgﬁﬁﬁ@) g%g&{) ,bﬁynderstood

QOWPRRARAShS Vit sy MER aBowS DRaYtoBENYE card E@émp@éﬂ ds@he high-
&gnnands fromautomation controllers (e

vehivatsmals08 anddhat appsiteblelindustiaherntglen %lbe gtilized as the

A RLOS tr@lméill%i‘er factory floor devices are not
require 0 pass through the proxy server 1108, as

§0068] req uTluee:nélmmai oontehllef hidlizes p dath aradeht296 o cd}rineenon with

onat i.on _system For . nstan first
PR S B G ar vty b 386 Bobhe bt el Svvec 0 20,
Contdntiofid Gatustrial @itrolidr® Oiily nitiViofed slehbf sbdsoMQul detdfbrs, and
deliver such comunication directly. Rather, the first

thys oplpommugisated ay steingsiofomstauatired bits. t Bieutdizing the data mogel 1206,
B&v&)’éﬁ thY Befstridi & Xﬁ:[‘oll%} gﬁm ek ﬁﬁﬁ@%ﬁyovgﬁh g-f;e\%%e-levcl

he cdmruni cat | on e second factory
ssmtem 1292 the hrgh—le\fel systung 202 ee:nﬂbyssaykatmdtéiﬂ@&&at i®

SHOPHHERE Hhs B aoqd i el b sy L -yl 4. Such

- difey candtiibatibh@ekifitatel hﬁplemeﬁtliﬂg%aa@e&ﬁ-ﬁy proc¥durssy 8¢ @8high-

| 10 that can inplenent zonal securltauprocedures Wit h
k&éﬁ@%@mt 80 canpopsnypidateseurity precegurandirgctly aviththe indusrial

C f
St 6, B i) Ak LA heration o ctr
fhodrvegregetationthet ahdeempldyed sreconnie¢tionsyitht gmeﬁhﬂlﬂ@ and

delivers securit, ro edur s relati o t.he pl
{PiPiStiBe OB ety Broceaures. Far fancsy 635 udpis nd Bopstandaras
dré tva€ SRS Staldidrls ARG aA BR aﬁhzesafasttlt&%)d@er R&M 1206 and 1208. Itis

i nvention, the plant floor devices
to be understood, however, that any suitable structured data model can be employed in

accordance with the subject invention.
[0061] With reference to Fig.13, an exemplary environment 1310 for
implementing various aspects of the invention includes a computer 1312. The computer

1312 includes a processing unit 1314, a system memory 1316, and a system bus 1318,
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1102 - 1106 are aggregated into a zone. Thus, security
procedures inplenented with respect to the first

pl ant floor device 1102 are also inplenented with
respect to the second plant floor device 1104. Such
may be the case when the factory floor devices 1102 -
1106 include very little intelligence. Alternatively,
the proxy server 1108 can separately deliver zona

e Hffétérﬂ by quéuﬁﬁés %ae;ﬂ% bfHks &uﬁeﬁ% sy hmﬁm%ehqa the

separately. 91 Tu ning now t
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RIRNEY th Héﬁfor}amé OF telifdp) oritibBbe Bal Bud SRl bus, and/
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aderal bustusingyiny yanehpEaviaiehle bus aet¢h1f@dnxes dntclusling; hut o limited to,

t 4

i 08 Sl Sanau Mo e (OR) Ml Arc it s ),
Eﬂteﬂdﬂdrism (EtS A iritdligene Diiiva @I@ﬁdml‘:ﬁ(IBEy IVESA Local Bus (VLB),

0 ations to and fr e. hi 1202
BRRerm CBiapace noimart BED: Daivesisesal Sus G cbgced
Sraphits Poft (AGPS, qfe?soﬁﬂ‘hﬁﬁiu%@tl\@én% @?sﬂ:l Inté?ﬁ%oﬁﬁl'ﬂssomatlon bus
comuni cated 1 n strings of unstructured bits. By

(RGMCE O and brealliGompwetidystenpoloterfapmtfi&Pe: , t he

t I I j
(BBt 11 R ERI hory 39 ERDBATHAL R 55k Honvotie
Bsigsibsm mﬁm&apicommt/aumat @swﬂr(BIIOS)Z O&ntaihaig thesbasic routines to
GHBEL Sl St o SR AR 20 s

ﬁ@fmmh%hmaﬂ& ﬁféhiobt fi2es By%,%ﬁnasuaaoﬁ QR hotSiBRidtiohY
procedures, as h-"I'ével” system 1202 can

rasvaiat! m@oryéém pmyn u@w@qb prly MEnMasy (RQMM Rrhgramanable ROM

' %eﬁcaﬁn’g@% F’r‘%h es geﬂ:‘gr gﬁg eiec cldﬁ)f leaROM

(EHP&IOM)‘;‘ ot Bashrhéhorgn Vfom:'ﬂe manohel 3&0‘|i)idh;d%§i ranﬂom access memory

ect I, W th gen and npl e zona
?‘gﬁ" FE caghe ﬁ@mrﬂééwaspg@ﬂg%ﬁa&fl‘agouﬂammn

ﬁmfgtaaﬁ I S Dha: g&@AMj il
utili zedmgs?qfllﬁneﬁgg?ﬁe{%?el S 1206 and 128 RAM

M@mmus M@DRAM)I; deubje datd IMERAM (RDBJSQRAM)

%&CH? RAMTES on Og%lﬁﬂjw pﬁ@gigﬂﬁﬂéﬁt %A&F‘ﬂrecpﬁgmbus

MM%()DRE&MI)y environment 13 10 for inplenenting
ous aspects of t e nyention i udes a conp
" The Cg)éqp&ﬂréﬁu S0 }ncludcs removable non-rcmovable voliauele/non-

volatlle computer storage media. Fig. 13 illustrates, for example a disk storage 1324.

Disk storage 1324 includes, but is not limited to, devices like a magnetic disk drive,
floppy disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card, or
memory stick, In addition, disk storage 1324 can include storage media separately or in
combination with other storage media including, but not limited to, an optical disk drive
such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
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1312 includes a processing unit 1314, a.systern nenory
1316, and a system bus 1318. 21 The system bus 1318
coupl es system conponents including, but not limted
to, the systemnenory 1316 to the processing unit
1314. The processing unit 1314 can be any of various
avai | abl e processors. Dual m croprocessors and ot her
nultiprocessor architectures al so can be enployed as

C oW %ﬁ@%ﬁ%@ L(;‘]QS W 'ﬂnv%f’ ¥ dl%&)aq Q/%\%Satllgﬁ sﬁ ?'clf' @%ﬁlﬁom To

er al us s ure
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ard Architecture cr o- Channel
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Bgr | %Fé% g’&‘éﬁﬁ%gééﬁ Qﬁﬁgﬁ%ﬁﬁﬁ@ %E}gpf)?er t%ﬁ%%&stem 328.

Smeraahg Bysteng UBH) whisti\cam bestoretioa sk stordger 18324,ACR8)to control and

Ty S35t o e AL
ﬁwake of 0 GthaddhenS ¥Sre M d¥B BY byerdidipbsybioml U $hrough Ell_'o gram

vol atile nmenory 1320 and nonvol atile nenory 1322

Biedples ﬂmmnﬂ@maéw datad 8 hstomsy eitler iv systea mewgrx Hd 6195 6n éhsk

t I
SN 197 P LB ARSI i i
sdrons dpo;ratmgjsystehmtor bmbmattmny ofl GRPatinBysysteys. of

s 5 | & B FRler Rty OO e SpBBREn g iroueh
de(vEB@?/Il%GE" 1agitidegiotd 153P iRUiRHER kﬁi‘diho?%ﬁmmtmg

ectrically erasable ROM (EEP , .or flash nmemory

Q‘/‘%ﬂl“eﬂ Surlpanemense, rackball, siiluse tosich pary Wb&é@ewrﬂ@ww,yoysuck,

t
e, SRR G Sl PTY SRy RRBAY G Y cffpers,
weln yalﬁcra,rmd $Iw:]ldcw Sheseramd rotheo ipuRKkMideSRAIdect td hegprocessddgAinit

LT hion B ston s T et B e ot 138

BB’&%&&L&BA e, a@@heﬂi 6@ paRaEPpstt, a %M Rihd univédd dekial bus
a no

Conput er 2 al so i ncludes renmov n-renovabl e,

Qb‘}l |Ql@lﬁ dﬁm%l 30 uge sommnites samedyraes DeEEPRIDDW dpvices)
Lo TH8 i epalnle STV RaPboteel kPPRORC hitebro oy 1312,

dndke oatpmagﬁmnano:dfrem comipuier 1312 to pp puipusdevitei 1340. Oatpat adapter

% gor ljcl)l\gflse{rate that trare\él?e somse_ olu%g)ut gt[:‘lligees’ 13% ﬁls(er:] monitors,

speakers, and pnnters, among other output devices 1340, which require special adapters.

The output adapters 1342 include, by way of illustration and not limitation, video and
sound cards that provide a means of connection between the output device 1340 and the
system bus 1318. It should be noted that other devices and/or systems of devices provide
both input and output capabilities such as remote computer(s) 1344.

[0067] Computer 1312 can operate in a networked environment using logical
connections to one or more remote computers, such as remote computer(s) 1344. The

remote computer(s) 1344 can be a personal computer, a server, a router, a network PC, a
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menory stick. In addition, disk storage 1324 can

i ncl ude storage nedia separately or in conbination
with other storage nedia including, but not limted
to, an optical disk drive such as a conpact di sk ROM
device (CD-ROM), CD recordable drive (CD-R Drive), CD
22 rewitable drive (CD-RWDrive) or a digital
versatile disk ROMdrive (DVD-ROM. To facilitate
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PitFiBeted Dhfdghtet e PHMBERIRINELB 10028, Tkef R&E/IEEE 1102.5 and
storage 1324. It is to be appreciated that the subject
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di sh, scanner, TV tuner card, digital canera, digital

oonneelienaidop as showaforiingtrative eladtningde coreputerHddd ke also be
L R P YA 2 TSGR R REET, lbaillch i e
28861k interiacd 8348 ipdudessipr &&B@lary patposes,ontyg internalrgpl extemal
Biardoed g o, afodhs ol i B s paioms. gblgguodems
aRBSR inddbfs IBIN ddéPRrsCindRhémetardsnPut devi ce(s)

1336. Thus, for exanple, a USB port nmay be used to

B89 de i niyat 145 asehaptie blopk dingramyafi sampberegruputing environment
TR bR AR Sh st e, T BB PR i goe o
trlosd clichis)d 440.e Thodtzntis)t [400 cateds lerdwdrd 48d/bt softwapnietgartbreads,
RS, A P e RSB SR e Servers
PAHID TR Serk3d®) 1486 battifso RVhat®War® hnd/bi $6BWaRd (QN thieSsBlocesses,

[imtation, video and sound cards that provide a

paseping fleviessheThe sevepel438«an hpuse dhrepdstto gerforoptrasigmatiens by

érﬁﬁoying the subject invention, for example. One possible communication between a
client 1410 and a server 1430 can be in the form of a data packet adapted to be
transmitted between two or more computer processes. The system 1400 includes a
communication framework 1450 that can be employed to facilitate communications
between the client(s) 1410 and the server(s) 1430. The client(s) 1410 are operably

- connected to one or more client data store(s) 1460 that can be employed to store
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system bus 1318. It should be noted that other devices

and/ or systens of devices provide both input and

out put capabilities such as renote conputer(s) 1344.

[ 00671 Conputer 1312 can operate in a networked

envi ronment using |ogical connections to one or nore

renote conputers, such as renote conputer(s) 1344. The

renote conputer(s) 1344 can be a personal conputer, a
r
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%5?@@3‘?85¥%gﬁﬁﬂW@F 2. For purposes of brevity,
ombvo]a e NWiat hMBRE oAUt LiotS Helddes A ot e Qutjedih
renote conputer(s) 1344. Renote conputer(s) 1344 i's
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Ci nnect e
PtShih SR Aot ARk B MR bt BRPRECBut one of
IBdigaryrskibinip dlssatmay reovgnived hit intihy fetved ctadbinibtidhs asd permutations

| gca grea and ., w de- area networ ks,
(DR B AR o giae) ACr Bl b sined FrveRtisiois nedsd to
|dﬁb@£c%&ﬂ%u&lf@@l*ahon§%ﬂﬂﬁfcaﬁ&ﬂs%ﬂ irdtRes At Althies {h@%ﬁmt and
( CDD Et henet /| EEE 1102. 3, Token R ng/|EEE 1102.
ZFRPe Otf e apprasied plains. dusthetmnse.de therextentithat the teramy’ endmles is used
l; e ' i t,chi .
rllﬂé tgl]tﬁv\g?% cT%tall(lQ@ P&E%%tpogﬁ)g éﬂgé:é%ltﬂg léSélgh Eﬁjﬂﬁqghllttenﬁgﬂ b%qhtﬁgslve ina
(maBDid)simiial ty dreitedn Grosprising’T mmpmpﬁs:hg’t xssmmﬁdmdhghen employed
net nd Di Subscri ber Lines (DSL). 100681
ﬁﬁ%ﬁ“gg?fgﬂmdﬂﬁﬁk@T1on(s) 1350 refers to the
har dwar e/ sof tware enployed to connect the network
interface 1348 to the bus 1318. Whil e conmunicati on
connection 1350 is shown for illustrative clarity
i nsi de conputer 1312, it can also be external to
conput er 1312. The har dwar e/ sof twar e necessary for
connection to the network interface 1348 i ncl udes,
for exenplary purposes only, internal and externa
technol ogi es such as, nodens including regul ar
t el ephone grade nodens, cable nodens and DSL nodens,
| SDN adapters, and Ethernet cards. [00691 Fig. 14 is a
schemati ¢ bl ock di agram of a sanpl e- conputi ng
envi ronnment 1400 with which the subject invention can
interact. The system 1400 includes one or nore
client(s) 14 10. The client(s) 14 10 can be hardware °
and/ or software (e.g., threads, processes, computing
devi ces). The system 1400 al so i ncludes one or nore
server(s) 1430. The server(s) 1430 can al so be
har dware and/ or software (e.g., threads, processes,
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conmputi ng devices). The servers 1430 can house threads
to performtransfon-nations by enploying the subject
i nvention, for exanple. One possible comunication
between a client 1410 and a server 1430 can be in the
formof a data packet adapted to be transmtted
bet ween two or nore conputer processes. The system
1400 includes a conmunication framework 1450 that can
be enpl oyed to facilitate communi cati ons between the
client(s) 1410 and the serGieAIMS 143 0. The client(s)
1410 are operably connected to one or nore client
data store(s) 1460 that can be enployed to store 24
i nf or v@at BRlalAeias: to the client(s) 1410. Simlarly,
the server(s) 1430 are operably connected to one or
nore server data store(s) 1440 that can be enployed to
St O €A seRfrdy §RleiQ8latifCR lindulrib HtchRHive Eseudty 3o mprRR £0]
What has been descri bed above ingcludes exanples of the
subj e#fompangelihat sgeeives a fequeship madify securiygelapusieiapree ¢fa
GR%AY hS, B S5k LERREAL HARLE ARED LPALRArd oot AEPONENt S
or net hodol ogi es for purposes of describing the
subj ezzonakspenity eompobent thah gensfates gectiityargeedieed parfigularie
Aol oMRY recogni ze that many further conbi nations and
pernutati ons of the subject invention are possible.
Accordi ngly, the subject invention is intended to
nbrace al l. such al-t.eration difications and .
B! S Rerorice 2 Eart af pER St s B Sparipy
préedappended clainms. Furthernore, to the extent that
the term"includes"” is used in either the detailed
description or the clains, such termis intended to be
3. nCl U ¥outity sGsterfTRAARINsSI 8712, fhe zbifhl §dRBrify@bMponent is aware of
“conprising” as "conprising” is interpreted when
reerxishingcseaisity propedysesaplating ol 2nen a claim 25 CLAIMB
What is claimed is: 1. A security systemrelating to

industrial automation security, conprising: a
4c onpdie scutitysystere ob¢lains3, thergsnerated securityrpaticeduresace rasedat

ati .Of .fact fl , th bei
B o B AR aRy Bt AL y i oor: and a
zonal security conponent that generates security
. ti { h . 2 T it
Lyt o SFORP Ao G R L e PrErt s PP PR

chiMPorBEM bivhné of devices existent within the zone.

6. The security system of claim 5, the generated security procedures are based at
least in part upon the awareness of the zonal security component with respect to the

devices.
7. The security system of any one of the preceding claims, the zone comprises a

proxy server that facilitates implementation of the generated security procedures with

respect to devices that do not directly support implementation of security procedures.
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procedures. 3. The security systemof clains 1 or 2,
the zonal security conponent is aware of pre-existing
security procedures relating to the zone. 4. The
security systemof claim3, the generated security
procedures are based at |least in part upon the
pre-existing security procedures. 5. The security
system of any one of the preceding clains, the zona

ecur [ [
3t i ek ER R Drcleln 8L FoRy o R BRS¢
adminiyeratendorahl dovias thitydopoodisdtly eppart enghasethtiah of theast
in rt upon the awareness of the zonal security
g ‘ﬂéﬁd%%RWP &&Pect to the devices. 7. The
security system of any one of the precedi ng cl ai s,
he ne conprises _.a ro server that facilitates
ol SHESPTPOHSER Of Ay lenk fieRiceCng Haisy g ety redures
Yrbptise VaBRAévelsQf deNicRhehtitatiorlo not directly support
i npl enentation of security procedures. 26 8. The
security systemof claim7, the proxy server

99" edRLERNBATHEh oY claRPTR R 1e98s fevich suﬁ&\fihﬁr%ﬁ

that do not "directly support inplenentation of the
eraniEise peabrdeare of digitah sigaateres angl cedificatle security system
of any one of the preceding clains, the security
procedures conprise variable | evels of device

- Hut hdieiseatityomsteh Of anframne of thepracydisg elaiem, b sedudfymrasedures

variahl e | | s .of Vi ce henti cation conprise
%gr%gd%pr né@gﬁ%%ﬁ?@q@%mﬁaﬁi&%g}%\;ﬁé and certificates.
11. The security system of any one of the preceding

) i S5 O SRS
Sithé @' Dildetlt@ithe vbds's b0k AN @' d13le, infé 6f A driiser's action(s).

conprises at |least one of the user's identity, the
user's location, the user's role, tune of day, and

pser’ ScaghliRl Q&n‘ty sterf} cﬁﬁﬁﬁsﬁﬁé thé %a?&%ﬁﬁt&"systéﬂ &t & one of
conprising the zonal security System of ahy one of
thpprege #mg. cl ai ns. 14. The system of claim 13,
further conprising: one or nore distributed security
nodel s, the centralized security systemand the one
Bt ndihe sybtept of dhaitnd@, fethardotprisingtel (s) descri bed by a
dat a nodel ; %P%i . . .

one or mbre distributed security models, the centralized security system and the
one or more distributed security model(s) described by a data model; and

a component that facilitates automatic integration of the distributed security
model(s) with the centralized security system upon receipt of a request for such
integration, the integration based at least in part upon policies defined within the data

model.
15. A zonal security component, comprising;

a component that receives a request for security modification relating to one or

more of a device and an operation resident upon a factory floor;
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a conponent that facilitates automatic integration of
the distributed security nodel(s) with the
centralized security system upon recei pt of a request
for such integration, the integration based at | east
in part upon policies defined within the data nodel.
15. A zonal security conponent, conprising: a
conponent that receives a requ st for segurit.
D B bd GoEF Pe RS il B Sy detgpines
aﬁmeﬂﬂmﬁgn@ﬂw&aﬁmﬁeﬂﬂ_upon a factory floor; 27 a
dynam c zg enerator hat anal es t he eq eﬁﬁ Pnd
dynam &8k PefomPARt hat grperales %Ft‘*V REpe e factory floor
r REHEAS to th@ﬂﬁlaﬂu@zﬂ’ll?@'eteﬁﬁﬁéd kdng. conponent t hat gener at es
security procedures for the factory floor relating to
the dynam cally determ ned zone. 16. A nethod for
g6 ner Alhdlighd B gkhbrting eAf B HoERIufed Ford pBRfch bey fa@tfor)?ﬂoor
factory floor, conprising: receiving a request for a
SUERIISEY nDdlflcatlon relating to a factory fl oor;
det er i east
i part s RNt sty nGl o o Rk AR
pr oc ed¢iemynifigp a zotewf theractdym feor based agbegst in partpmon th@pcqm%t,
the request. 17. The nethod of claim16, relaying the
security procedures to an industrial controller. 18.
The mpéreerting fecatigipi®edifiesdbr the zork badet @t lesspipatt Spogthe
authentlcatlng an operator that initiates the request’
Te485t The method of any one of claims 16 to 18, the
zone determ ned based upon an operator selection of a
? d Z%Q 2 The nethod of .any one of clajins 16
oTherrpgthariat cloimppird AYiBE ea%%e@pa?qeﬁ'geﬁe@pwgstaﬂ t he
E@ﬁbg&y floor wwth a proxy server; and inplenmenting
the generated security procedures with respect to the
devices via the proxy server. 28

18.  The method of claims 16 or 17, further comprising authenticating an operator

that initiates the request .

19.  The method of any one of claims 16 to 18, the zone determined based upon an

operator selection of a defined zone.

20.  The method of any one of claims 16 to 19, further comprising:
associating devices on the factory floor with a proxy server; and
implementing the generated security procedures with respect to the devices via the

Proxy server.
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