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METHODS~AND APPARATUS PROVI DI NG AN Al RBORNE E- ENABLED
ARCHI TECTURE AS A SYSTEM OF SYSTEMS CROSS REFERENCE TO
WOREWATEDSAPPLI CATI ONS [ 0001] This applicati on BCHURB06/045593

the benefit of U S. Provisional Application No.

Provi si O%D%ppl I cation MS%(%{O(/??%N%%N fil egRll\\/Iar ch 6,
2006 ,E-EDABIGED WR CHITHET HRE Y Ai ST MrQIf 8§ SBEMS
reference in their entirety. BACKGROUND OF THE

I NVENTI ON [ 0002] This invention relates generally to

ajlI.p WeTel hd cally, to nethods and
CROSS = *ﬁigﬁﬁﬁﬁy%ﬁﬂd@izgﬁcﬁﬁﬁﬁ%ct ural inplementation

for providing an e-Enabl ed environnment for airline
oper g300ans Thisnepplidition daintsohe dengfétreftW.SnBrovisional Application No.
articular, an_e-Enabl ed _envirqonnent  is. defined | .

607741855 o abons 370 avd BE. Syetanga dpdigegen Mo o0 Bl60, filed

f hich ot RerbBR BbYrpBFatdithiREdinck Gn Bletrl dnfiBSy.
March 6’@??{5’%)?1?18%0% or rrr%%I ofrppial ot s}?ll flight attendan¥s,

nmechani cs, passengers, airline engineering, airline
BACKGRAOIUNR (AN EBEIDMENTIONS, and flight crew training.

[ 0003] Ethernet based networking and wrel ess

tech I es.h 0 L, h fi

publ TR0 addis UierEhc Blafee T RReratly PRSI €88, and more
specificaliyf tormadthodsnsid abpathiue fisat irevhedel amcarctieeatd dmalememtztionddr providing

Et her net technol ogies to hel,g \A{ii,th j pformati on cul
an e-Enahled fgeeipent ERHHNE OPErAUSNY ARG i AFPOPRSPHRIGRY JRparticular, an
e-Enablell VHOEmOME s Ode iRl Siabh W BS$at&OR NG Gtd RN sPstems” view of the

passenger |aptops to support internet” access (via )
features settiell lultimjtelywbrieg embiec snngtinesrigcliidiogn ahe piramese 16 pilots, flight
atendon B PBFREs" F SRS S CaR UBPL B lcon,wa i
crew traififigboard in-flight entertainment systens via the

airport network, w reless connections fromspecific

conmponents (e.g.,_ flight data recorders) tq portable

ai r | (@03 e\ﬁ(rﬂéféfgetf Besed olfVeEdRS ganéai’vér,e{eé% -tB‘gQPEPgFFét \k/%‘fek become

fi v EngdbhenNetevBet WRidiSs.anth ek KAtk aircraft
Comonsaﬂaﬁlggﬁrg’eggﬁcregg?%i %h host airli négﬁgevgzl oped d}b . .
installatiagp havaincormratehd  wsebaf of-Eermast techmologies weheolpr wh fipformation

connecti ng.toget her tradit.ional.avionics Myt .
managel?%oﬁnl)ﬁqgﬁéqsogg S]“ﬁla TS EAR R emﬁiél\%l &l g%i nog filofe of wireless
connectiSRER pdscobORHtops do ShpftaitEndticcess (¢laadatellit tveikdlesd connections

Et hernet based networking and w rel ess conponents )
from airpleneg. to AXRPICIOTEBRCARNNDAEERGW OIS @iikipg AeRfOdss. Mdiplisg delivery of

.. off o 0 i.ng: | ik Ak Lol ; .
movie BiipEl ABORECLARA DRLRARRIELORET, L SRBGP TR, it
connectiohafrbengecifio coimpomnpotead. j fightdite revetdeein povghlesirbine devices for

ai rpl anes has _not only been in confi

downloaﬁi})@g%a,z@mggarfl HSTHQS,; cYeRYS w%a%thérggt ggt'w%’rks and providing

shared resources which host airline developed applications, and use of Ethernet-derived networks

L

for connecting together traditional avionics computers

[0004] Numerous industry forums are developing specifications and standards
for aircraft installed Ethernet based networking and wireless components (e.g., ARINC 763,
ARINC 664). These standards leverage off of the products being developed in non-aircraft

commercial markets. The implementation and deployment challenge for incorporating Ethernet
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conponents for the aircraft environnment and in
ensuring conponent and network conpatibility, but has
wa@bk@o/1been in defining a holistic end-to-end SPCHUSYP6/045593
for integrating the features that bring value to
technoloé%g od Eﬁﬁéam{sqglg Abt Jr{lg%béd ARnfidMHPNI LS, f@efizink) i8Rbmmercially-
nagenent conputers, alr data systens, Inertiral data
derived conspoments fori thht aidtrafe chereimentopid at spsuringgbemplenskt and network

.dispJays, flight contral c ut.ers,. .and i nt enanc .
compattifip g 15, Jeen, GO UB0% BRI 7 OB AL AE) S Gpgeting the
features (WA ifh ol vaRIeGBalr¥indsnCl ude conputing hardware, peripheral

sensors and/or actuators, operating systens, and
application software. Qther airplane systens, such as .
t he [QQOF] i graditdonabravapmierer(e-Ssy Siighty man@agemesh| gomputers, air data
el eent;s, of th ' i 6. . .
L
compute:$] Bid @faigBRdRe todhipsitery)Shave A20h] deraloped fort endesans pystames which
) systens was installed onto the airplgne due to the..
typically vinglude eAmPUYRE BHEVAFe #OHBIFHeSHIS i40d/0p BENAIO5H Opeging systems,
' - nt system,
o cop GEATP i k| e BGERTSO QRTINS 5 A S g o
electroni€lelegientscofthe aheahenipalitedsanlic vystass, closiromt epgiseicenigpls, and other
and drove aircraft weight reductions. M ntenance
systems Wgtsgﬂ’iartcpﬁ@ﬁteggqcﬁoard failures, collect data for
subsequent anal ysis, and reduce nai ntenance costs.

| n-f [oo@a] @atiedt tlesyEIRilakyStRAB kadpstpiiabang isaitiaapydue to the
[ 0007], | these systenms currently come with defined
value thai Equpyiderbio the antinueparHer Finareple. Sheht manasqmRent cPXpaisT systems

optimizegagrg?affpﬁ[gg? gg@?g{] %lﬁegﬁtegn@m%%&%d. &quht 8dtR *BMputers increase

em-i elatively isolated from

control prédision swdtdrose hocrefisweight mdustiorss sMainterahehisyiteys tanld on-board

) integrity. Typically, these syste are cqonnected via .
fitures. | GG (4925 2 QPRI ot AT, B Eo BT DR ool Tn-flght
entertainfenOsysteARl geiRtandppsses, ARINC 629 data busses,

and ARBSfC 4 data busses). Wiile the wiring is
soneti nes considered a systemunto itself, this is

mor e [Q&Hér Ml {hepesyatcars UETeRHE caﬁlyéyiglaqiefmeii geqgpigments and defined
physical Z&}Lfl‘zig ?@L' iBJ[elrfaEé/s {P ofRIBEEHRd L%ﬁg) : e @Q{eﬁls. fEtaCh airplane system is

omagnetic 1 nterference e-alrcra .
designedetovbe aeloenily iddiated dteam colndresystetsatoe ersureg rablustnngst \ayaikebility, and
bet t har d d i cati L .
ety el 0 S BB R R R IRL I Sropretarycusiom
networkégﬁefge.,rﬁkmcsﬁb%ﬂw BEsANARING s2chas BEdsed, lad@ ARINDAES @ata busses).
the system being installed on the airplane. [0008]
While thghwisingiis phraetémesyeomsidsreg r sdicgnieP itbak athisnis angrg generally related to
mapagenent. _does ; t ] :
e p LSR5 SRl BB AR it

the aircri®fe@iREGBeitDORle dd conBRepivdading itegndtwbds etween the hardware and
~ transference between conputers has led to the
applications, sometimes referred to as data interface management, was generally scheduled and

fully characterized prior to the system being installed on the airplane.

[0008] This airplane systems paradigm of data interface management does not
apply to Ethernet based networks. The use of the open systems interconnection (OSI) reference
model for conceptualizing information transference between computers has led to the

decomposition and isolation of the physical, data link, network, and transport layers of the
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deconposition and isolation of the physical, data
link, network, and transport |ayers of theprotocol
wa@t@ck128om t he session, presentation, and appPCT/EBE2006/045593
| ayers. This has led to the devel opnent of the
protocol E&H@Y Rim RS Q6ssiBf WRkdeniatis®! Andd Splicesish QRyer®! OVRifliHAY led to the
comon i nformation delivery services to other systens,
developmieat &fvihe dithernet base@ mstwaak diself ee Resysicny Hredding pomnBy information

aevrs SRS e BOEEDS VSRR B SRS U243 o hensin
EthernetNe@¥érsiBaveGIROBeco iR Arner B dtliaha-ubal fgaofll aisfetd (FbNS), as they
~systenms with software applications. BRI EF DESCRI PTI ON

provide cpmpeE cPRYENTS @M JajpsroTage plaiREma pwstemsvifesafpyaee applications.

architecture for inplementation in a vehicle is

i G | t her net gateway nodul e

BRIEF]?E%@QN;@?%{‘%F&%%FB ace nodule (NIM. The EGM

conprises an Ethernet switch and router therein and is

conf i[§00Hd Tnoonsrspedea aetwope archid¢ciumdbnonplememdion in a vehicle is

. nnecti on to the network archit e for l.ut al i.t
provide A SECIOGE & FURTee veoto o BoSlle (EERIEL fng & adwBi ifiriéct modute
(NIM). t[De HEMI ddenited 50 Eaietibt dRitch ML MRS tRAENCAIANE b&EFuddl to provide

Et hernet switch, a router, and a gateway/router. The

an open gptiateEerks WP hconnepliny ﬁogh¢ BefwoEk eishitecttredops phuality pf open data
o) u e e .

o SRS 04 RSB0t P L FRSA, SRRl M copses o

Ethernetodwitdhea veldierG laad aHaewaglibeer. | SheBtikimpuswitch & ¢onffignfed ae connect a
the IDNto th t t k tj d .

pluralis gyt GOHEack B IR PR RRES BTk bdarerdggces related to

operatio%’l\‘;éhtﬁ havightigf¥f 1884l 0MHeh@uldPhN BEYiheePas aRd A rtHéJ?]bN to the

he I'DN and applied to operation and navigation o .
open datatretwerti cpinacatioas thé cempuses 9 phekitddipringrinedioadotdstoriéne which, if

, / id k add d .
. s B TAF OPACYRY. O FEABERILESS L i f 88 7 Brain an

navigati6® B e eéetislendh woE KedutdINjevass @ohdced wi the AN CTHe gateway/router
operation. The network architecture is configured to

providesypehvy prkeadsliess @gd trfACH dFapelation & sRsmRetdas ToRistojarsecwis qeypon data

network\a/(gﬂ?%s{)ghgh%tﬁ Qfe@@%; ka‘?ﬁn?nﬁ@ﬁé‘cg%% '%g%?kpg configured to

net wor Ices In the
provide aagit patonalsppwetn netwoek hledicésom thet MY kind gCOOhxdatedtts opération and

. .ac uter architecture.is.proyided. The nethod
naVIgatl?Iheﬂi;gé’Shlﬁl(?n?I?fg‘EﬁiWﬂ]d( 1Ge¢ Hg{hﬁglﬂgw tch to connect
external devices to an isolated data network (IDN),

utili@ony anpaekes dpdct,ef mBholl UOE hétdrdbriihg lompandritd 8 a computer
. router to connect external devices to an ogen dat a
architectijgy o PKOVidsN) , Ther sythaidnchdesuspriiginge s Biaermph syiel|to connect

externaltscfeeéﬂég & érpﬂoyéf'teglhda"i’a gé‘mﬂ@mh‘gﬁ%‘?ég .pta&f‘et Ilgi ih@ fithction within a

cure commobn data networ grng the
first routdri foi @inngctaexamandetdsetonat opevi tath watdosk §@DONHproviding network

router. [0011] .In still another aspe%t, ai rpl ane
address F}’é‘#J REVRCCA LERP IPBEE R 3 SAEFBY (‘Y &enachhtne 9 geggeype common data

networkPhrd Iﬁbﬁa%gi‘nﬁ'xe DHIQ 'ﬂlitiﬁﬁin? Q\E&Re Etdiin&lshgicAghd 93E&W@Youter.
nodul e (E , and a network

[0011] In still another aspect, an airplane network architecture is provided that
comprises a plurality of avionics devices, an Ethernet gateway module (EGM), and a network
interface module (NIM). The NIM comprises an Ethernet switch to connect external devices to

an isolated data network (IDN), a router comprising a packet filtering function to connect the
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interface nodule (NIM. The NBVI conprises an Ethernet
switch to connect external devices to an isolated data
woedonariesy | DN), a router conprising a packet fPCT/E82006045593
function to connect thelDN to an open data network
IDN to n TRDASEH oBY (@)ﬁ@g EMa080 $yand HEWR AT QUsREway/router providing
provi di ng network address and” protocol translati‘on to
networkcagidsss tand peotddoll ttapslaticre tucanneati the RN toanseonredatienics common data

n r . The, EGM_i ncl ydes, an Ethernet switch an
networky GG “TAs B 5 £ o 1 AT PRSI 105 PATPE g AbPDN, and
at least 4 PErtieH e FHedxt BN FeQRefh® cORMREAE Gnt 6r BHB Tthd AN afd the ODN to

~the IDN and the ODN to satisfy at |east one of o )
satisfy g ileast canenef vivieniese mpiveask r sevice elvBRrEMeTdsi 8YiPBiSS déaviage isolation

. 1S i e t1Suiq: Vi onj.cs device
requ“ef%evng%’%‘%?{i?{@g ?‘é‘éﬁ%&é‘%’f@? ‘%%%}{ SCRI PTI ON OF THE

DRAW NGS [0012] Figure 1 is a diagramillustrating
BRIEF besORAPTIEON QIFENHEDRIAWINGS i nfrastructure associ at ed

wi th e-Enabl enent of airline operations. [0013] Figure

21is ock diagramillustratjng funcfionality of a

et woPR VA Bighiieg Hoati S9GHE ANREHEE rpeBga eliane nd ground
infrastr¥REE h@obiblell ivaf e ERaMERA¥AD RGTiIARS oferaR] ed envi ronnment .

DETAI LED DESCRI PTI ON OF THE | NVI | ON [0014] The

nmet hods and_appar at us herei n described include an

on- ai PP1 &N eFiEbffe 2nist 2 Paledd dingrame ridugiaingnfuncimgyity of a network
. ' LN e [ ng...d el es r
iterfac Aol Mo 26, ERRERACLAERHT SBuB" BT ORI o Bnabled
environmemnecti vity, flexibility, and enable the handling of

| arge quantities of digital data content. As described

' Lt ' ne systenms, with their

DETA%W&J@@E&%%@%@%@hH al s, and secure

networ ks are connected to the EbNS. As such, the EbNS

descriobed] heheiniethedsS MEbppERSUS Eefdifi alkséribedsS ind B SAE Mh-airplane

of sgstems that provide an e-Enabl ed environnment for

Ethernefabaspq metwsk satteuindZbNDomsiudingethetEtbempt, hysigsl ayravireless network
: -fFna I: t @l 1l | I at.| a

w0 nFRFoEREEEh SREODE ol L RRIOREY BB S cnabe e

handlingitf largeeguaatitieded dipoal daensintint.i Ag desdribetl hectin,i the éaditional airplane

ai rpl ane systemnms, and any new. systens_bein rovi ded to
systems{ B AEO T SOTRM L CAGDMEN B HENEHLD B SEFH0Y PEIRER are connected to
the EbNS! ONd 6lR$; the-HENDHEREbABhdbin!ib Z68HethaELichrrddabek S dyStefSof systems
the delivery of electronic information using one or

that provide an efEngbled envinenragit 6or aydiar bperetionset wor k t echnol ogy,
and the storage and utilization of that electronic

010 BB TS BN SeH N B onet SR SR APl e
operatiohf endEwtithim e tcoassacibletravpért Siest efmirplinodiilisd aimoudd, foanshsidering
both tragirﬁg}il dairtp?a%lessyéatggs %}ilg EI%E E’IEI:VI;I] %yﬁénqg 8&%5 %roavtide%n toqiexr/elrltgeethe value that
the e-Enabled environment provides. E-Enabling as utilized herein, refers to as the delivery of
electronic information using one or more of a communication backbone, network technology,

and the storage and utilization of that electronic information to provide valuable user services.

[0016] As further described below, existing airplane systems, the Ethernet-
based Network System introduced above, and ground tools and supporting processes at an airline

are actually building blocks of a broader, more encompassing, or holistic system, which spans
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are actually building blocks of a broader, nore
enconpassi ng, or holistic system which spansthe above
walemcni2esl narrower systens. This results in aPCYESEN®045593
of systens concept which appears as busi ness
the abo%nﬁ&kgﬁ\gi g&r(‘;\b&"‘ﬁrsfeﬁ{s‘?ug‘ﬁist RE8E BUk |sgitBRs RIFASKRmSs concept which
provi ded by the narrower systens, bringling an
appears asltiitingsnahforestedn Bowy dhroeght thesd bhildieg bldukss provided by the narrower

syt B SRR AE ARl SR VB, Pt bt ese
NetworlC SYRAAERbR ARt ABEmARLLY Astafled Bn ARH128Es, b eMBREE B Sonents do not add
However, and as described with respect to the fi gur es
1

value ingasicef thens@etsowHowarare and apdeseriied withorespseh iplties tigares described

etow. 5 AR SRS RCORRILOP L S0EL A B e n e

flight mAl¥@esiahtecoa@ute Gy Remby rddueedyak Headhdnedlesied thyhe snaiftéance system
cl osely coupled with the airline ground-side

is more wigisply eieapled Vel therpirling erand-fide SyaeRARge EX¥Emotnthay fhggpverhead
cos of WY L O PUNGRBABIER cRihamed ) Aletll ke 99 e i
reduced Howewer 3 fehor HbWweve; fomadlxd edEnebled eovinembent ¢o be successfully utilized in

airline %agﬁ%gisr%% ﬁ!g!ﬂ%ﬂgttesl Hﬁ)%%%}pb grtuaslf Héel EgN%n%ggglngﬁé %fgg:cessful, but the more
holistic SHEERSH 8 thelidka 1S SPhEd BE drshivfladdhnRel B bute@full N&s such, any
data flow on and off an airplane nust be successful.
airbornesEgahdéd arghijecairalbisrmementatigibnesgssaribhaddsesses an intended usage of the
i ppl enent at .on N S ' an_ | usage
sy BRI A0 SFRESATR N B T SFRE A BRRY, 50
three exanple utilizations below [0017] In an
e- Engb0Er dnvam enBrattled anyirenymémmahhadysteht ithat eltiynately refreshes
. .refreshes navigational data in the flight nmanagenen .
navigatigyal dai 51 EHE FIASEES PR YS9 Also pPe)BASSSu e dRgseot fg recelving
data updd@dsarrdtR (Rt gath rs@;;);ﬁlfek’se{er. g dRfpResHP Riataeﬁzﬁldﬁﬁ% @nd storage at the airline,
Jeppesen), data handling and storage at the airline,
wirelesswianehission of theslafasteithmaigilanch@ ed atasant adrporeovanadpyiggless network), any
(i.e, ia an airport- ed wre t .
aermatity ot SRR SPIRGR. U 78 BRRRE) {GppegPRibyone faitures,
movemdh@ b€ tHendhtL urpeas BbNES, wevukity and ihtasity BDWRNEAA while til6torage or in
data across the EbNS, security and integrity of t

: ) | he .
transit, igyelyempntiof thennsehopicge Hrnging thefeafigurafipn of (ermumiangfusing the data
waiting bhe sf@%%adyvﬁe 'od tﬁ&ﬁgﬁbﬁ@ ahd 8 SANTY QYRR %Béﬁl@@r that started this
alrplane using the data walting on a storage device on
process tchepnéirmpheressiulardndeticabi | ity for the airline engi neer
that stalled this process to confirm successful

coupi D1 AncA0L i AL oS LG WP B sl R led R on board

maintenSYe! SRt Ghthadh @ilidel $OuRH-6d8 dh:Shtegandaispitenanaeingigitepolicies for
~also includes policies for retaining (vs. overwijting) )
retaining . geryIigRS) the dafargn télﬁ@’lrpgagﬁ (}Whaélme pt glirp%mlreless access points
ke Y| BEoRRG AR LS Pl AR S8 RLRRHA Smmicaions
systemspa @aidtigndf teamminingahhiataasoesdeasersas ptheodatayondsff the airplane, any
transmtting naintenance degé a vefr@sgz%cﬂt her data on/ ofI{ :
alternatg Pecer? OL R ’s1c§1q§; g WRE A 3% Brc L SrCORRPapP R4 efRor failures,
re—form%tglﬁ'?éfr iglg daBSo Rl e [R5 tRARHIDGIC AERAERALE BREMR A assignment
of responsibilities within the airline for selecting the data to be collected and ensuring that the

data is flowing across the fleet.
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re-formatting of the data for inporting into the
ground-si de nmai nt enance system and assi gnnent of

wo eapor=ehi lities within the airline for sel ece€NyS10he045593
data to be collected and ensuring that the data is

flow cr tyg ;
depl 9@1% o] als&%}'@l s H?d%op%)q%% n@%rﬁlﬁg %%@%%Se or maintenance
manuals el alrplanex foraise plyapitss hod meshardiys pisb dhdudescbroeskranioc seceiving
. _also includes processes fo rece|V|n original digital ...
original dhggieeibiaet e e APBY S Qi @ ProFRSHS thffow the airline
to modifg RS BSHER tb BB Lotidi W witheh i bhélﬁﬁoﬁso sdlBGioh¥ofiBiges in the cockpit or

ontent to be consistent wt hei r operations,
mechanis @eects ﬁm doplaying dags contertthe n@ﬁmﬁor porviding |qgmﬁ1gurat10n and version

conto 56558 e PP IR BTP PR P g pocs o

“mstalhr??ttﬁlsfcbht%ﬁﬁ ﬁbWah eh@Ssized @psites & 1B aifiné, hemetibghicahndAgtApilot), any
he airplane, a process for |nstaII|ng' this

unique se@mtje and pisgrignTeguierBenty & this gvpecatrcontent, paY Arqcpssfer aggomplishing
partial (‘{eﬁiug %nlll)t dataaﬂe@ g({s oq' tlﬁ)é[sla (a%it)a fllgﬂg Ynd I't]ﬂe 8%%§g6(‘)fﬁ¥6r¥1tn%rbgound on-board
emnpnwﬂfﬁmﬁﬁﬁtm@muaeﬂﬁﬂpﬁaﬁmnmgmﬂart|aI (versus full) data

upl oads of these data files, and the process for

wor ki n round on-boar ment failures that nake
the daoal, e | S reloGSB DRER: (0! et ot Eaaplgy emvonment in a
commer&§P laﬁ’Mﬁ@?ﬁﬁplSﬁe Bferfidaiad vednaRMi FQENBEta sfitein Qﬁr‘g}?@t’éﬁisaﬂnodel for

airlinelai rp ane oper ati ons envi ronnent requi res
understaaglmg@nd efldrsysingeins qmzheﬂlallﬁcﬂndmfﬁélmgmw@ﬁpﬂqs ahthe lmplementatlon A

oo SEATAEH SRR R 0o P P ORR i

provide bﬂ]éhﬁlﬁ’@ﬁﬁfﬁit ivHicthRsofessn tde\naiu@@ efl thewdbioe b descrited Gystchﬁd)f systems
her ei n, provi de an environnent which recognjz

concept,yhigh as Eﬁﬂeﬁtﬁé 1y sy OTRRADERIS e C S dPE Fheol?erglyéitemegsembodlment of
an Ethe@gﬁﬁﬁﬁg %é@%lfknt‘s}}ége& ??%ﬁﬁ%' Fhet 8- rfé@x%ﬁ&@ et haSE€bEGE &lkcted for

or t odi ment of an
the EbNBSt drek ite torhesiidtyNet the rdth@ytm -board $psmrk$ dhe lcpmmdmeservices provided

sub- net wor kst hat ha en sel ect t
actoss U DS AMOCREOTG 12 O FHTES LTI ObAT0AP AONGFRas dPRdne levels of
redundaf@TPRNiRAIWitlE8 Thd E@N‘Sdﬁds@@bﬁscﬁe leﬁstﬁbé\ﬁte@mmat use the EbNS. In
accessi ble to systens hosted on other on-board

combmaﬁl@nmzbwavpr@mb proledeseapegryingpmenidihaiasdijatey gierersil wiiligtion by the

SY“@ﬂSE%ﬁ§§9w§ upport the holistic systems that use the
n—co |nat|on, thi s approach provi des an

environnent that facilitates successful utilization by
t he s[_jbezljrrsFigimatl use ﬁlhetithNSlus[u@ﬁQa]of Fhe abevel dé¢ssribed system of

sy R R LT 34 SR8 e SRR 155SE! B R Mhnctona
111ustrat1'oﬁ forf a8 hirplahdiifl dBundRIFQsEREE fultitiaéd ¥ prdvideAs elFHaBled environment
lustration of an airplane and ground infrastructure

for alrhnq/a:qurafé dpqr@tupv:so\llilfaj@traﬁtuée EhHhiswerce thei relotipsiip besveen, for example,
ground- ?asF% é}{}fagf Gt ae{ntd S%B@%,ﬁ%% gﬂéceséngfthg%eﬁﬁ{}dg Wséd gooccimmumcate data to

e re 't Ween rexa

the airpBieUBasd Q@Smﬁthd:mﬁésaﬁb&?dl Obloke aalndn—sbb@@loEthengat-ﬂmsmleﬁ&%rk and the
the nethods used to communi cate data to

airplane systems.
[0022] Functional infrastructure 10 includes data providers and consumers 12,
airline infrastructure 14, airplane connectivity 16, airplane architecture 18, airplane systems 20,

and airplane new features 22. Data providers 12 identifies the traditional providers of software
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the airplane, and as' further described bel ow, an
on- board Et hernet-based network, and the airplane
wayawanmess [ 0022] Functional infrastructure 10 PODUSE&045593
data providers and consuners 12, airline
: I r n is
and data L ARERE BTG o BB THERAIBREN oA the BLRlEfcts of on
board cohgattets,esviddics, Bat airpraby indeni@ctiPer] dadtthiid gertichainder contract to the

L tradjtional providers_ of ftwar d data to.airlines
sirline (0 BPVide SCBHEBOAE SHATPICcHGAA FRBLISTHYA e P%O_V?%& 1348ER software
data beiﬁg@elf{f@gdftﬁcthy bgfise, 9br SnffarH, CORBHL fldSmaRh@itlets and B®n being
ircraft manufacturer, and third parties under
managedcodtmadified by theeidine based ondtsgnedtaetiset4di ces. One
exanpl e of data provided by a data provider 12 is the

soft dat.a. bei del i . i rldne, . r. .
coh SR S DRPR T Sl Pk 0B BByl mapasing
software FroAdEd b taRdiided 20and the raler bfi the abtinedh amdifyig certain data to
infrastructure 14. [0023] Airline infrastructure 14
customizehgpfein hebigvion o-§-ornlignriph ailgl display formate 08 FityQpiging charts and
manuals ftﬁfl}e\’\@{q%ispgn?w_i%eﬁgﬂ% ?1"35@06@ rcﬁ‘vfo%gé &%,,.a0d IMephRke 18{cuage or
e alrline in nmoditying certain datato custom ze
custom 1ayBiigprdoedavd)or (e.g., configuring pilot display
formats) or in custom zing charts and nanuals to be
consi t with airline.practi.ce r fo ts (4.0,
CO b eSS S I e R B Bulg e sbove
described §d3024¢ Ad RlagneoseANeet hyi divpldde. r eTetdsidnal tAEARS 50 (Airline
met hods for delivering the above described software
Commusipationa tsldgesninerind (Repaningi Tsicands urpiabiaritenapitigrEmigd amount
Fdi : fore, ACARS
o aoe N IS LR ARS8, RROEAL et
50 is notlefifidicino fdrneoving jpdrge emodhte of daiat sAh iairplaee tdymimhhivdtefesangstem 52,
wich pE s SRR o SRS L S BAIAR0 ot ST sround, provides
high barfwi@haRhshdsBn & daM (ShRP frofY BleSdlipbehe. WRI GRIIRE QY4EBS6 provides
w reless connectivity to airports while the airplane
high bandwidth comnegtivitshahilprtbeiaessafhiiylenyaniewi &t dditians pirlingsomay have
.of data. to and from.t [y A. S L .
mechaniGeo i Gilsdat o BLRGUR PUES ARG (7 Rl PETYEAT camy cac
to the aigplid, 3fHerd cheEWMIODBUI4Ecan! e plkdidalloror wirdlédslyesonmegted a the on-board
mechani cs use mai nt enance control displays (MCDs) 54
Ethernet(etweork. port abl e conputers) to carry data to the
ai rpl ane, where the MCDs 54 can be physically or
W religgsdly £RpRsEhRfitt@uith® anrbQad theElifppinRaletedkWe &chitecture
[OOZ&] Ai]r pl gﬂe ar chli tecture 18 addr gsslges the airplane
and reflevés therkéthgdsafoc delieringrseftwate st {lads te an hiaphne. Hpdigk¢dpoftware and
el ivering software,and dat 0. ait pl ane I Jk
st con it DY S R G R0 L e 25 Sl s o
network &eHREE fared D Eor40 -and REle€@Vee pRLEWRTIK a4 alsocirudidss Btiehnet network
network servers for data storage_and sel ective ) )
manageeric s¥igh riyvitched aafl swuproyi YRhEEhdhp etoliv@psuapd data is ultimately

disseminated to various computers, including, for example, avionics systems and in-flight
entertainment (IFE) systems, utilizing one of the illustrated airplane connectivity options,
including, but not limited to, ACARS 50, wireless terminals 52, a maintenance control display

54, aircraft manufacturers data services 56, and entertainment content 58.
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managenent, with switches and routers. Mich of the
software and data is ultimately dissem nated to
wo arauestonput ers, including, for exanple, avPORUSH06/045593
systens and in-flight entertainment (EFE) systens,
utili éom raLe %9ﬁem& |29%E1§H@%ﬁbﬁd°§3%&%nscﬂﬁﬂ ﬁﬁhithHeYdata for
optlons ncl but not limted to,
examplom aveingsss 6®,e A qdmtn@n@z flight rhag né% nianitight @mert@mrrm:ns f¥aynaintenance

craft mapufa turers dat a serV| s 56, and
systems gﬁt %ﬁ% %’aﬂﬁ%ﬁmﬁggn {YARQUS RS PRI f ‘e systens 20
i ncl ude various systens that utilize the data, for

exanybe27]avARplags sfflemano glleet taniczus lohghé smnﬁ&hlch utilize the
in-flight entertai nment 64, maintenance systens 6

softwaledmdad% A¥OBRase® Hsths @n-beatd cparnRTS themsslvane Lhase ﬁY%‘?@S include, for

r S f n
exampl é e 1@&%&&6{1 %[dla({ifpléy)ét Elgéﬁzof ; apérrfe}&ghgﬁ grs Ql‘fdJ%FE) ThP%ata load
system Gfppsomdtteﬂdof bendorg- ﬂheesbﬂwammmal é'rrts 1mtbermm3| vﬁthe c'blm;m&:rs within an

ystens include, for e ot controls and .
aitplane SpPEYn. £5 jU5Re hﬁ%&g@@%fsms ot Sﬁtt gjf' SOmgfiting rdvasg, peripherals,
softwaredaﬁ@tﬂe%ﬂw&kﬂtﬁ%&ﬁea&whI lized for |oading the

Software and data into many of the conputers within an
airplane. A system as used herein, represents a set
of cdAPRi ndjirhlanelnew deatyes 2B meeviles a suRmATand idemiificadon of new
t 8
featuresggsg%\%gelél ég%ﬁe &%B ﬁlen{ Qfetjﬁb [fe%ggt gvéar‘léfé)ﬁt ??ﬁ%cgt?anhnew features 22
includesnaWafrthhEI r\&mclaSsma@ts Gtﬂe \Mldclfroﬁmedaiﬂhzodtema nwirelésst dvmnectivity, and
resent invention. Particularly, ggttures

Erhernet iy pyipsaira Aersin C&ﬂsarﬁée ecY‘hfeF‘%%?g%‘% eéqugéttﬁ% M4y be deployed
5 t

o e #3498001 601 AL ERRYEAREL) Ml A B ERGRIR, cocamens

84, wirelass madieendnea teale suchrasta m;n logboelpBayand wwelmm-ﬂlght entertainment

vantaeof n ng envi r.onnent xanmpl e
s8. DerRfrdBNgH Tufhs % S50 Mo REL SRR bl BooROR RiaBs and charts
82, andN@bdHRANARNE: hAD |nSaisledhcaSmaveRD{PddekanksPbareadito prov1ded In
wireless in-fli ght entertai nnent 88. Detailed airport

add1t10nnﬁ§§1@gogméog? cabiadoghpokiRo isiusest fqg,1§]¥grg%on @pqtférfallures and for
d whart e [ I hat
capturmg xglgél{agg:'t gwgﬁ@goﬁ nu]gll ghre ( émﬁ%cgrd%gﬁt@l: &4 rté?ﬁ] fforFl f@te- logbook is
automatjzally agtedirelesslpddndmitnd td Higroehé-bhsedreeeiver for use by the airline.
| ogbook/ cabi n-1 ogbook 86 is used for reporting

i sp a0 Fontertier” RS amBiiREh PP ReTe Bot aveelryso foptRetivity by

mechani®s hAYBRRKndeds RLhS ABbVL@dstibelneh-Boare Ineswdrl forf &528¢¥ tbicRthoard data
to a ground-based receiver for use by the airline.

or for apgredq thmy rrttweet ot palinendRiForeiia e Rl § pirelgpy epungstivity. The
charts sg HNE gbéc’y 81“{1’1@ 'a%ﬁ@? drBAS6 %e%rguﬁcp sgoarsgh%\a/c?)llected by

escri net wor or access to of
the e-logbook @nd am&smnt:e sistt&n | Thedaietmaves dirohghnthe nigplang keckitecture 18 and

. the airpl ane rel ess con ect.i The charts 82
the alrplaﬁ%?pr@sﬁte 1Sy HeA i Sl in P%%@We 54 el e g receives
and mar%%%g datU qj‘atﬁgrc;v%}s &R c!oﬁﬁhﬁ&s by r&frl’e%tsethla 9&'@&%@&9 of the data to

I ntenance system The data noves through
the varmius plommenenschi ttee tdatee afl Shayrpdrline or to other th1rd pames (e.g., engine

manufacturers). Finally, there is a role reflected in airline infrastructure 14, security maintenance
90, which reinforces the responsibility of the airline to manage the security aspects of the

process, which are inherent in any Ethernet based network.

-8-
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the airplane connectivity 16 and arrives at the
airline infrastructure 14, where the airline receives
war@7ensyes the data. Data providers and consPOBEDS2002045593
reflects the dissem nation of the data to the various
consyomy dfhetdaggdatawahintiRBadiuctir® €0 @bn¥ey Wth ete drbhitedture and
. parties (e.g., engine manufacturers). Finally, there
utilizationgof gnragplang efnsbliag sysieraite feliver seftwarstand detarte aimplane systems and
Secuf .t ' ance L&h . nforc
o provi@C Yalabis HRLREE 7 gt ML dhRIAEE SRk, on passongers.
Infrastruasipee 0 alsofcohtieysphe agsringvof dhtaasnebdand) efieeaitplame anydelivery of that
Et her net. based network. [ 0030] The cat _e(tyori es Wi.thin .
data to the,groyad fofcissriy ayineohighl, onsErpns Hanemaipignapee, fpinfgpance planning,
engineeri{é, LiZathemighean airplane e-Enabling systemto
deTiver software and data to airplane systens and to
provi de val uable features to pilots, flight
at t el0Ra1l s FigweHars e conmpedenpadewnfgeose anmfodimentueft ar airplane e-
. 10 al so _conyeys .t he gathering of data, on-board the .
Enabling, are RS O e O pioy s ediseaions pyile g Moy Apgpork devices
related t& SferB¥ordhdd naResakibh @b veRieleahndMBer Adnl& iR RAWHRMTRSices. Figure 2
_ mal nt enance_ pl anni ng, engi neering, and _crew training.
includes| gomppem gglested fog @ec@ﬁ%%@ﬁ@t of and fEIMND nande thsgdnssesiated sub-
network%) Imcfac%nﬁé%ﬁfktgn %sefurtFé}%Légﬁ)%d %Eﬁ:lﬂ{ 456 tdg{;i@esl g%eﬁ’@d&f( 'il&%fcg module
0 provide Segregation between Secure networ evi ces
(NIM) 102laat @d Htberapegadéwanmadole(BGEMp1 0D proavideasegedpattdeswiwhdind router

ot her non-secure network devi.ces. Figur i ncl] ydes
layers o QBARaE BN S aK €06 Ja BPOBRE L UBAEHEE Dr el NSt L

and their associ ated sub networks and connectivity. As

furt hews2gesemi bied Mefded an tiiRerdeV §6ish 180 NEtdAARIEt secure devices
interface nodule (NIM 102 and an Ethernet gatewa

related torppRiRtEo FCViRViERE OB PHIPE Yehislegimeympredselafied @ﬁtaaﬁéwréiﬁm ), arouter
112wl Y03, FTRE 398 ER S, SEMEL hsA (PO o3l fppwon oo

managed bgl BARE 184, Eider paewsyiduedr 11O ptavidingnectvorkeaddress and protocol
devi ces rel at to gperation and .navi ?J%ti on

transltiqiafi EpePsh U HONeidr G PSR IBERb Lo DA 2t Network (CDN)

through CON SWitdnl 210M blYigheRACKRY iddildeCdrent rhdtB GhitddpdiR 6PRREEMiC tools,
the IDN to the nore open data network | managed b
such as EGNhteGance anodiral despbawsyir dithasnet 1nekpit pvingirn gnd ethesrdystems. The

aeitee S50 L0 AN B LRl B RIE T PN R
operatioh BR®Oz G0N o3 e whicld, Gind Refioplh et it ODBI. ude one or

nore wired ports for mechanic tools, such as

mai nt enance_control displ ays, .an, Ei“l%]fﬁr net cock

pr i nt @933kl Kt meindes gecompipation drihieraet Jich 264 Rauier 120 for
managin?gﬁé N rQa Eﬁ‘t&éﬂﬁ? e RBEYRAY ndRYdk GRvicss, iferd PINuBNEARMhanaged

ated to operation and navigation of the vehicle,
by the switch aet wortdr IPévire @seconfigired. OBNy Ja@OBSHinEGR c10ss these virtnal LANs

e SRS CRBARR S RS ATt .
from the @DWOKKy BEphRES thrvhiey © tHé HNahd lappisedBpeREion and navigation of the

vehicle via the secures devices connected to the IDN. Peripheral wireless units provide

connectivity to airports 121 and wireless MCDs 122 as described herein. Examples of these
peripheral units include Ethernet cabin printers 124, voice over internet protocol (VOIP)

telephones 126 and other systems. Wireless peripheral units are also contemplated.
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by the swtch and router 120 are preconfigured. Any
data needing to cross these virtual LANs passes
wo boosagizss he router 120 which provi des packet PECT/US20061g45593
to determ ne which, if any, data fromthe ODN nmay be
ass r h I pl e a
PRSIl M b5 RAATEAARE! 461t AICIAd g gtherl on
airplane< {snine afeed Howbhfﬁr IMBM isPexcomphsteld thiqugh émplemmintagion of architecture

1005 uhbSTEgSRIPERN Kk S BON8 Ak EGUE EL 58 aroneh
terrmnaluWnreEsé RGN Ognifst FTPW% Oé?qw BreRf Wtchdss LA, uMRé QEWNMES 132 and

i nternet protoco t'el ephones 126 and ot her
broadbasd sttellits. dqueelléé,sfrmrotmTe@EN lumiqussest@n%lag@ from systems hosted on

e oo GEf DEEARAEk FEBPLbCT R BRREFR: Bt SI NBLIRty gy 136, o
111ustraterdQWFlgT9¥\@V nly PphadpetiFicd Cop BRAhSIB ep%rtahbﬁﬂda@ftonﬁguratmn f1le wireless
npl ement ati on of "architecture 100 is that a | ayere

and brou&@n@ waighite fraffico rcataésauclwqr@eéril’@ﬂdlﬁﬁﬁ rangaort, Ayl W@raﬂy within a

Vit PRoLES SR A0S SHAL, LR o 6ol ittt su «

conflgurbﬂi@ﬁ(jb@»ﬁdfess adcatityl taed devnitrob sat 1tB4, Ethemot-basheé r N@Bch d3ytstedn, while
f h he. |l sol
iSRS (00 DLSMEHSLETE o8 S0LThe LoBl a8 SIS

based destleyei | | ance system 136, as illustrated in Figure 2.

l'y pre-specified, for exanple, per a |oaded

configuration file, wireless and broadband satellite i
traf fl0e3¥ o KAl sfemivei eHignre Acthdearshisgedrp oh00, sgiygrs are provided

. neraII r
which b ARERLY sbptPhf Fon i, el SR ot g prvide o
both neG@ikd &DDB]T A IPND \to dﬁﬁv&eﬁmqué yewivds. Ccﬂrtebrﬁic_ahy 4 leentroller server

Et her net - based Net System while providin
modile (S B PTG <5 MEREOEy S REEM BN Vef% G AGURH e fesyer to the

ODN, bgp}‘t' pf}gvﬁi?s Pa[ﬂlﬁ/ &ﬁoﬁlhgrﬂc}c;&@ 8¢ PN RAB&R 46 the %émr[o(ﬁoé&dﬁ network
referri

igure 2 and architecture 10
(CDN) Eheemu@r €Day ewmlo\llldedhmhllmhwh@@t Ol S10® WRRiBtpRANCe @B’Bféms within the

conmor G AR5 S0 i S R T FOIOF L e oo 172

and oneWHABIE cORMUNCESa nSipoel TRIRI 1M, (lide eelideable &fmts)‘i‘m‘bs &épresentatlve of
nmodul e (CSM) 140 provi des network managenent services

multiple( airqgaft S&St@mﬁnﬂlfﬁ Haybese@npeqisd (@ Gcl?%‘é soidioh blge Spch a configuration
1mprove$ fagﬁ%ofleﬁ f)?&ﬁ%?ﬂ%ﬂ&( %Wéﬁaﬁl slté?ﬁl e PRAGE alfilure of one

common ata net hCDNsvvltchl
ormorewﬁNIMIBm&ﬁarydh@ltmllmméEGMWenance systenms within the
common core system 176. An enhanced airborne flight

ror o 0 orr F50h HOTRBISE D | Fa (e o R dERIS) il serve

moduledtéﬂﬂis ) B&rb@RELERN oAl isk&iRb td@#ste!nn;l ¢h the CDMNIDNAYBNe fike transfer
may be connected to CDN switch 116. Such a

and datg dﬁﬁenfg(m aevises itosyeioes arhéher &N/ IDNEPRAN; stiredess adsviget gontrol and

conmuff. 18 PR RTHER,, P300S 86 @ Iphpse il oe o

connection, to maximize isolation and the use of the routel packet filters, except for the wireless

device control and communications which are accomplished using a VPN directly on the ODN.

[0037] Passenger internet traffic, which originates in the in-flight entertainment
(IFE) system 150 and utilizes the broadband satellite services is isolated to the ODN to maximize

security. This use of direct connections of the Servers to one or both of the IDN/ODN, or the
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[0036] A crew information system/ maintenance system
(CAS-M) file server nodul e(s) (FSM 142 provides data
WO o@d/1s28¥i ces to systenms on the CDN | DN/ CDN, PCT/®S2006/045593
transfer and data retention services to systens on the
overt decidiHi &N 1dé"éurcﬁ| 1@&‘1},3311 ﬁé/d e seidel Bbin@peovided with any systems that
connunlcatlons di spl ay support. These
need to asensy thessseayieesal | pr ovided via the I DN connection, to
naxinize i solation and the use of the router packet
f|| e f.or e L :
P8 158 ale Ryl Ser¥ie it RUCER ARy QP downtink

service p%\ﬂ@dtﬁ}yths CISHES BOM 14DAT hel@&mmmata fﬁrwalrahﬂg off of the airplane.
traffic, which orlEt)%l nates in th

Airplaneiistes Sfth#ase e Breferisg) &I%Si@eteﬁ%dwmrrﬁwéh phgan chose to default
to the pere%ﬁ %&%&@&&&ﬁh&@@ %ﬁeVC‘f§§MS irsMs gk@i&q dRviiing s@%é Based on
XImze securlty is use of ct connecti ons of
airline ptelf:ﬁelﬁer vest,sett.o0 Adreenativelyp e BPNS hi@ea; Pbn@DNiread racc¢se 00 dhha wireless

sion. not. to provid ned t vices . .
and satel g EHG0T GRSRER Pion Betons g iagavt §SaBBR SR Brteria
t hese services. [0038] The file transfer service and
the ae039¢i Syedmeithel RETESIBE abdvet @scldhwal é-Biatied ur'dh&ecture 100 do
provided by the CIS-M5 FSM 142 al so_hel ps nanage dat
50 to gaip gp REANPNHe beyrefit &ir tha airlipe. szlj‘H@ sompg PEYhﬁﬁéiSt%l% Pl lnéél?P e Enabled
fear sat
comect S8} ify HHRAB0ELRL IRBLAAELoRRL M B b Soft b nicr
componethed afdsuppdrting dctieitiel L. gﬂShEﬁingrimdl dedgal etbleiawftine of data received

[ based alrllne nc cost, etc
from the AR Brybe FH eI B G i RBEh 4B uplagy Cenerally,
compondn€ Wifliz&l §8 ScARBusRneloki the &PMABIed | ABBitechE &MFtMmgle thread
which prefer to establish their own downlink path
components, tthati i, they0¥d] heys nentedundancyt | Hpweverheecapeifien of the intended
utitizatic§ RGN AR S AENLALGELR ahe S @nbiBuAb dBlsions.
systens utilizing the e- Enabled connectivity may
cont |[d)(bmx_| e Referfihg ghtingaflgyre 2, dﬁsctdithmhet wirirgoa rpptovided between

B S e T
provided:’lfhr ané B6KI s‘é&fi‘féhf T fshtﬁ sabpétt ﬁﬁeﬁbﬂ?@qoﬁﬁﬁplﬁ’ﬁ: BidbR¥E ebports as

act the ability to dispatch an airpl ane.
gatheredGe}’] eheaIERB hossedh srleghapkusystemeand @ssooiatedr teppiteth Tedintehance repair
actions, E%E% o %%agigg "G ttl?c ¥p1$1|1]e\:m 1r|1 lthqb$ eﬁg \r(}g l\xﬁroeiegé@?o%gband satellite failure,
and/or THOVRMEfor @BNOgﬁldrd: OnL@cfknt@ ehiis Ntien d&dgbﬂokl $§R€efm OMOLU& not have a
certain systems has driven several specif

satisfactegycRethed faraneBprzEgrthe parpoarkdigity fata ffmmmtbe?h@ramhﬁ@ airplane

A0, to Figure 2, direct Ethernet wiring is provided

etween the electronic flight bag (EFB) 160 and fli ght
deck printer 162, in addition to the connectivity
provi[oediit h%&)d@ﬁhnbebﬂe abhadN, gwlmdh offfbrbesd icennegtiviip pprieons have been

g 5 Rl SBRIRLTSa0 900 SRAERR. 50, ARG L AN s

(CWLU}' ePD Lh& Brd¥BbAHdARNGE 138 @@pfovﬁlétm@lﬁ§le dpiohetodiflireadeHow to move
fromthe airplane in the event of wrel ess/broadband
data to/fsemdhd¢ pirplaeyj The alternative is for the mechanic to physically connect a portable

records

MCD 166 to the airplane for moving data to/from the airplane. Providing multiple options for

moving data to and from the airplane allows an airline maintenance function to fulfill the
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and/or IDN and/or ODN failure. Lacking this, the
e-1 ogbook system woul d not have a satisfactory nethod
wo e0074yn8Hhr oni zi ng the on-board digital data cPOI/E81006/045593
with the airline airplane records database. [0041] As
requiremgﬁ!f'&)rﬁé)?ﬂe f’t‘(?%é blafd @%&5 61RO fo FQBV&ECHbhdnYnce data, even if
opt i1 ons have en provided, 1 ncluding termnal
part of theiofRhigsland idltastnictige (d3Maed.130, crew wirel ess LAN units
(COWU) 132, and broadband satellite 134 to provide

mul ti options to air|lines i 0 .daf. .
o) 1021 nih a5 prbaficih o ERend IR € Blflcd a5 an aitine-
selectabl RBAAICsdrPerPNPRivEdhf YanCORNRG! s@vBOEdcBbhiReMHt k6fict Mrlines may
the airplane for noving data to/fromthe airplane. .
consider Rhodath hejngneotleqi¢de opphisosesvearoel ighiangughntvalug doafientftpoppsure its
i1 b'ltthe airplane allows an airline maintenance function to
avatablfiy fi || therequirenent to be able to keep an airpl ane
operational or to recover maintenance data, even if
part [0643] hertef follaiviny &ne sunfmasgtsfucdrioue rems désigh etkments of the
~[0042] I n one enbodi nent, a,second N%%S ESM 170 ig .
architectiyal iplegpegiatign that PP PR AIRAIE SHRTRIFherEpent. As described
above, [HOVd-BhitBe ANeRRLhRRR RESMAIIABE OFNbEEsn t BAL s\RRMB  approach to
alrlines may consider the data being collected on this
airline/aisplanveopepdtidni apd nemmegerhental ue to want to ensure its
avai lability. [0043] The following is a sunmary of
var i ew . desi gn.el ement f..the .a .t ectir
ol SHBA ooV shsifalyy 1 3eRbudd BRI bkt hased network
systems @BMipbESHIE Hub-nbewdles Cdonbedivitypvemmbheseeriéesabh@® dedundancy provides

envi ronnent acconmodates a system of systens approach )

the suppast PF | Godeipndl phyakeiso 9BIcGHY SN 19k &Xﬁﬁlﬁgeg et OF Flem refreshing
igati id | ' iR GRBLAR mai d

v 0] BSR40 1R g pnhl AL AL ERBEAR masnance syt

with airlne groemdases], meonenaotd vystems, codntbe deployinees of digital manuals onto

) edundanc rovi des .t he support for, end:to-end. syst .
aireraft fge;pHE Py chanys; ualivigie SUERAT GPPIRGF ORI 8 PRGERGGS TR provide
maximumealgabitehaliigat a to the flight managenent system

coupl i ng on-board nmi ntenance systemdata with airline
ground- based mai nt enance  systens, and the deﬁl oymnent

of dilBP4dl ThenFahesngirhagednitetV ekt SYSmihi 4PBEOAS Starfog layered

. it | : o .
contguf B0 SPHEN ARG ARGt M Sy M-S L{AGH RISk R s e
data netitobler theteblyapredidieg woldtiosyst gws datp praffic mavingvibrdugh wireless and

| ayered configurations tilize switches/routers
broadbap el B°Betriran 705 QPRI eHthHETUD A S SHgpoRosted on the
isolated H&h ReRRINAOTIariE BRItRDYs ROGMEE b §rd-Raliat édhﬁghﬁttibhl gilddat a
traffic noving through wreless and broadband

satellite devices from other ODN hosted systens and .
f r om [894Q]e riEhen geitenilep feivge module (CSM) 140 dtilizes a dual connection.

- This dual connection provides network management services (e.g., a domain name server) to the

ODN, but also provides fault reporting across the IDN, and hence to the CDN, which hosts the

maintenance system.

[0047] The crew information system / maintenance system (CIS-MS) 142 file
server module(s) (FSM) is also dually connected to provide data load services to systems, file
transfer and data retention services. Other services are allocated to only one of the connections.

For example, an in one embodiment, MCD display 166 support is provided via an IDN
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i sol ated data network. Traffic control is provided by
pre-|1 oaded configuration files. [0046] The controller
waervar72ebdul e (CSM 140 utilizes a dual conneRCT/UR2006/045593
Thi s dual connection provides network nanagenent
connect1§1?r %hé eRirtRsI devite dOSHRION é}@m%oﬁ@ﬁd{ﬁ’éahoh@ i&h o%@d biat an ODN
I'so provides fault reporting across the |
connectmmn declnmonhaé aCii, travtsfas fservigst and the arapginted amteéesg&%giﬁklm downlink

service éryg{‘aé 1\)£§1 %@mg pg q? el qtag?érr&}a?(ﬁ%o?f of an airplane.

A1rp1aneaiﬁeén§éuarkl 06 e cd1edinkah® lb&)fbﬂﬂ@i ebaﬁe&sé/m@ih&eammm path or can
syst ens, Fe transfer and data retention service

chose tolafet St pieredaa by daieings byihy S MS T Aeprovided downlink

i, RIS, G, TRy o A IEat, o

NetworkaéWithl H@éﬁp@nﬂ'ﬁdﬁr@e ac@esy toahe mﬁlasswlandmate]aﬂte anmedtsons, for systems
ovided via an ODN connection. Inclusion of a file
which P’iefﬁ‘érﬁ%P%?bléséﬁml‘é%W%ﬁaw?]h@‘ pAGitesped wirel ess/satellite
downl i nk service provided by the CIS-M5 FSM hel ps to
menaggoAkat 891‘19&\%&%& gvﬂélﬁ% b&fvedh aﬁ'e[e@{r@fﬂi@ fliZhtREAABB) 160 and a
systens are capab ecting the preferred
flight dewk pehtes $62an eddhtlole tqjtbmormml\dat Momded drouglothe IDHT switch, supports

an abilitg, rfga‘,é%%}_atg% pltg{;‘@v r %"88%5 %9 2RaL J?agaf %@éﬁﬁﬂg&gggd %Ylo@'f;beok system and

assomaté%ixﬁﬂﬁh@d nikdtéhanee &rp@fr%bﬁme B¢l iercomsdction allows problem reports to
Alternatively, the Ethernet-based Net wor k Syst em d
be offlogsied yam dhe wrlangciadha cYest phenswi BPEse Airclsay Bopiiagd satellite 134

failure, e?rﬁﬁf)‘ﬁqaﬂﬁrés or 1? r@ygéﬁﬁ@(:‘lwﬁlﬁ e%f?i)@ﬁrdt&nﬁ&ttﬁﬁb"oihons, including

el r own down riterira. [0048] D rec .
both terrEtdabWIIIeIessr\(TWIﬁ{Iﬂ Ymat wesadbanl m@hnera@nn@tﬁvlty @mVldmglu(tmﬂ?Byptlons to
0 and a flight rinter. 162, ition.t

atines AR LS B R heERE LhRah Dyi o

using a PHYsRRIl BJ/ tbhebRE p%i"tﬁﬂ% M@Dﬁ§ b PrOVi QIO HiBalBG casti fieingdh da¥ond MS-
an EFB hosted e-| glbook stem and associ ated reported
CIS FSMdi7Ate ﬁam:rbn&é@iwa 8 ODiiQHS SeITRA [ECogZas Al sape jalghnes may consider

the data:?e#rﬁvgﬂggc?n t%ﬁ]e&glggtgée%e;rQObo% 81f BJ%& ((i,l]gfl rv%met ﬁ)ewant to ensure its

availabiMéyr el ess/ br oadband satellite 134 failure, an |DN
failure, or an ODN failure. Miltiple off-board

(P opostl dhe Bl en bt PR g RoT b Bt Smptiment

of netwgi'klstﬂlm:a?e@ Rink O g rdoftedi vyl sviecheb Minkl OMYute®s, NAMYE: Hathathk Gelection and
roman airplane. Alternatively, a nethod of

alignmentpofi &@ngd@t @d&ﬁtﬁgal&ieﬁm% fcend ¢ wermelcihe depurkalsng thasslection of
redundaln_(gl\ﬁfglbang %l? Vhéjser%s Fedqgl ! rodd Qlltlétqy '}[%&9 e?f c?&ﬁcfﬂeql gﬁg ﬁchltecture

an al r I ne-Sel ec ona server

configutaB6Rohhiziese bbat caniteredi 1l i nes may consider the data
bei ng col |l ected on such a server to be of high enough
t to ensure |t abi l.it

b 1 p RSO horYoPRTor PREES BT P BRmAUE tnErpeen uilized

where alll @rACEPAAdBREmAl devices were connected to a common switch. However, this
configuration requires more extensive use of encryption and authentication of the messages
between the system devices to protect integrity and confidentiality from unauthorized or
malicious access. A unified network would also make all of the services and external devices
more directly accessible to an unauthorized or malicious user and hence more vulnerable to

direct attack.
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of networks managed and segregated by sw tches and
routers, along with the selection and alignnent of
wa@ewvilcess and external devices to one or nore BET/URM06/045593

net wor ks, and the sel ection of redundancy nechani snms
has I[@(%’lit Sl diflorfhup %d#&tvvofrlb aatrclﬁi?ec{{ﬁé Ceofpild | 'Iﬁl'V@ echh@fined and
ot he hi'tecture’configurations that have been

utilized wharisitheced: inf@amHibn ngtemﬂanqtih@nam:ewysﬂeneﬂlemtm mkodule (CIS/MS-

have been .utilize

s R S0 T LGty b3 MLl e o, e

than thrd%%ﬁréoébnﬁ&tfo‘mo tHOWNE! HdwWelver, eitdcaHs Bl RRele@iMid Rkllite devices
re extensive use of encr yptl on and aut henti cati on of

(terminat Werelees smgewnbbstw@mdbm @ﬁhte)rtmltév iQJN, wouldresudidn the routing of
rit onfidentialit naut iz
these copgirgoagods T0RER e e P e GBI KRBT O STl dheve described

architecttel alRfwst the CISME FBM a8 chadxdeLEmay ptetEvobrBasniTatiénsticies tthe/ ODN to
accessible to an unauthorized or malicious user and

the wirclpedevisess end @hemefoawa@ ‘thésedmné‘@tmlﬁ@ttc&’ékw{t gpcryption via the IDN
e

connectla%?ci t&]lg 9&&11(1}%( u%lgg| Ze er e e&g&rngt\%lvg |aﬁ rcgm({t?%n T?%gda Qfiguration

simplifids thededignende systs msfngl the slatay end pacilly ¢IEhisateSRSMeced for these

rovi ded mnrele%s an&ewﬁtelllte g qunlcatlons t hr ough
systems {0 @HHRSEFUIEH CerGlicHes > CRCIYRRGN (e ilﬁ?%ﬁrﬁﬁ c
connection to the ODN. However, connecting the

Wi 1 el[@@ﬁ]anﬂn&ﬁéraaltbﬁlﬁtl@\ﬂe@\ﬁ&k( hhitedtate WolRl Q)%S ,utlllzed where
crew wirel ess, broadband satellite) to the ODN,

portable AEDk taré alwialie comnecieddo @fthth‘»b% EDNowrtarthe Qll?l‘&ri!éd‘tﬂﬁ"ﬂ@fakﬁ |62f whether
the conngcgtg%r{ OUt i refd(r:?(,)}‘r%rfrggur o a CBQ&“}{Q’&&%M%E%M? % howeve% Jrowdes a

capabilitgT¥ef )&(ﬁh&ﬁaﬁﬁ@ odiieCidy haurss therasisoaird enadidbhdnoe tshitem using a physical
wi rel ess devices, and thepn forward,these
(wired) GRBREIH e I PEHS DR RBISEBEF §JERGIPT{ACRRPtioprpechanism, consistent
with maﬁﬁ’é?l'aﬁ&t #o8R 5@ by §x1§t¥ ﬁfﬁ"faﬂr’ STﬁ@pérE@m@Pﬁ&e&rlre&ﬂ@tldr@lﬂr&éctmg the
e avi oni cs hi's configuration sinplifies
airplane dhghtgdleokf artdh mesglmtmsw¢asgpmheied@ﬂ@el ahdsyeanse athilltythe access is

authonzg% Cﬁ} h?;;glilg:t]{rﬁeﬁ aqlgrgcﬁe%g{;(g Eut&%%{t,%ﬂs 6})?8 segcture }Nﬂ?less connection is

provided vEANAE OIS to Safn tHeQRSZ)tagdNOt ReWoR §RuMBL protectioh Wiickanisms. The
architecture could be utilized where_portable MCDs are

airlines gmphapéns: nvekess MCDs ot (dditiopal Tepnengibiliésst 19 qoping that security

d n et r

coniie B EREDIRR 5 B MIELASE SRR 01883 M it comest

Howevep,ra)medﬁﬂ far capiting theyaifptrme awithech dise nteshehises beypg in place is still
access the on-board nmi ntenance system using a

necessalyhysi cal (wired) connection, w thout the requirenent
for a functioning encryption nmechani sm consi stent

Wi t h (08531t eRaRtE 4 Skl SeHitefure Xiieké Badifbhi radindadif®mponents
per sonnel access restrictions pr ot ecti ng the air pl ane

or wirinfgl wghreiedid angar e G aetwerki Osimpeye plibilitieves Pevilered. The
arch1tecté15%§g%c¥1%§&] %[% elrt1 aﬁo&eufgf 3&8@1@5’3 % agglt 915 Zfeg @]‘l reetsdgﬁdancy to meet

e nor'e | AT
airline r&REIRNI Witheundalyrieatasiny dystem cost.

[0054] While the invention has been described in terms of various specific
embodiments, those skilled in the art will recognize that the invention can be practiced with

modification within the spirit and scope of the claims.
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provided via the ODN to gain the advantage of network
security protection nechani sns. The airlines enploying
woweelierss MCDs bear additional responsibiliti eBCT/082006/045593
ensuring that security certificates, keys, and
WHAT f XRVEpssof tware are properly deployed and
unctioning correctly. However, a nethod for servicing
the airplane wthout these mechani sms being in place,
is stlill HesetsakyarchiGose? for mmplepentptinatifon kehicle, said network
archltecture where additional redundant conponents or
architectiffe GORPHRIE: pr ovi ded as part of the network to i nprove
reliability was considered. The architecture described
her eian, Ethewey gitewRy enddis (BGMVApphppisingt &1 Behegtet afvitch and router
redundancy to neet airline requirenents,

therein, gpiguBGM FerdBsehdo SyFeidmagogren e Saerw ok K%DNSeconnectwn to said
| of qvari ous
network aﬂ:‘ﬁﬁ@ t{n%rfoﬁ%glg?ﬁﬁg 0981§ %agﬁgeétleflf @é’g‘[@%ﬁ {nﬁle ol
recognlze that the |nvent|on can be practiced wth
nodi frietvairk omtesfacehinadulh ENEM) configumel] trcpyowidsfant iselated data network,
. aims. WHAT IS CLAIMED I S: 1. A network architecture
S“’-udNH‘?8?”“@”5‘1?3‘1“%msntation in a vehicle, said network
architecture conprising: an Ethernet gateway nodul e

(EGV) conphi Bh&igeasvikdbher svahed\d flafulignof sautedevices to an isolated
t her ei n said EGM configured to provide an op e{1 dat a

data netyieik/(HP ). (oDRpuEsSiREEs Fdvicd B eraionendaarigatiahy e eiee:

for a plurality of open data network devices; and

network i nf e5fiaceoiPeitb® 16 NE¥dlacs ORE | I e iR Bf)&ﬁ’ iR network
an isolated data network, said N M conpri sing:

connectibhf sridepuewicombrisiog aopackdt filgeripl dnmthwtooiet@eum @/hlch if any, data

0_an ol at.ed .da netmor
rom N8Ry bEpRReh RS AFTAN G ABRe o §eon o e
vehicle ¥i8 heCleBire@dévatts @onhcdidd g WiieeIDN Canidnt erf ace the IDN to
the open data network connections, said router

conprising a packet filterj ng funct n to diterm

whi ch, if 2aB3leWaHIONeT BioVIdiRg @ﬁr«% 6@%&@ @aotpﬁ@ota@ﬁlaﬂon to
connectttﬁ i]’ﬂﬁ tgq\lse%ﬂfg BRRL8 %a{aon&%ﬂ@t(‘l]gﬂ) aghcnadd 94 RBicR operation,

veh e via the secures devices connected to the
said arcmlmﬁturapnbvallwswlpo beeveepmotwatk dgvinet indhk IBNohné@N related to

opera‘uoggg%| B%\%tg%cm t@%}’ %@Pﬁp"("(ﬁ%%]‘%%ss%cﬁ p %BLTWI th

vehi cl e operation, said architecture providing

segr egat i oA nbetorR architettuwrr decolditigtte Claim U vehekddh said Eiidphet switch
related to operation and navigation of the vehi, cl
and routgs @reeanfigpredde\iselate dafa raseiveghifom at least one of a wireless device and a

broadband satellite device from other devices hosted on the ODN and from systems hosted on

the IDN.

3. A network architecture- according to Claim 1 further comprising a
controller service .module, said controller service module configured to provide network

management services to the ODN and to provide fault reporting across the IDN.

4. A network architecture according to Claim 3 wherein the IDN is
configured to provide the fault reports to a common data network (CDN), the CDN configured to

host an aircraft maintenance system.
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2. A network architecture according to Caim1l wherein
said Ethernet switch and router are configured to
w0 s@ratestlat a recei ved fromat | east one of a MET/ERFMEE045593
devi ce and a broadband satellite device from other
devi ges hash&eof atchfeSthl @6rdidOm SN Fuktes c@thpdibing a crew
the IDN. 3. A network architecture according to Claim
informatibnf aystemémaistenpidesiyaigma oty nequle eaid Ele sepepi|raodude pepfigured
controller service nodule configured to provide
networ k managenent services to the ODN and to provide
fault reporting across the EDN. 4. A network
ar chipt@ddeusteleast careddigath dodd sdrmicas, iiie rternsfet Bervidoh data retention

configured to provide the fault orts t n
services, gl BAIEARHF% CYREONFISDIa SURRIG @aﬁfqoaﬁ%cgan F%gﬁwgﬂg

ai rcraft mai ntenance system5. A network architecture

_acco?)gqu& P 16dsi dieLof Wiitdles GAMRY ic8ARY Ao '®Wimunications via a

i nformati on systenl mai ntenance systemfile server
connectiomththe OI¥i d fil e server nodul e configured to: provide

at | east one of data |oad services, file transfer

servic.ces, ,d t d nt

cont ol ~aspyoE AR ERRE b6 he 30 CRRLT ARG, said crow
1nformatﬁjﬁd sﬁdtﬁﬁﬂnﬁh@ntaﬁanlce agistepm efilef somvere Inﬁﬁlﬁled e\zsrn@ﬁsmmt mieless/satelhte

conmmuni cati ons. vi a conneﬂ%lon to the §§

downlinky é?%? hs gl fedapsics SRS fob Managing éh%éﬁl%?frf)f fgjfrom an
aircraft. CT €W i nformation systenl mai ntenance systemfile server

nodul e conprises a wreless/satellite downlink service

that includes a file transfer service for managing the

trandfer of ntawerkf mechiteptuzg raseeitding 70 Rlavey orwherein said crew
informat e BB SR A DS s HoGult eFlef SR 15 or more

aircraft SWL@tﬂs eofeitabise onés ef agiréferied Wrdmasﬁélhfﬂ)d@mﬂhﬂ(cpaiﬁ tor a default to a
ystens, of at |east one of a f)r ef erred
preferred,fipwpal patit & flsteBeRAY| hidopatipk servicequfthin said gryy information

PP ABM maint
ssem B LRILEd fapahd S Bohiaf A OHPEAS BtdopBltMhcsincnnnce
control dispdtyem’ mai nt enance system file server nodul e and a

physi cal |y connected portabl e mai ntenance contro

G sriay. S pBALIRARTLISEILE, BEGR IR AR o

one crew Yigt@iafith @Sfﬁékﬁﬂﬁzﬁnﬁéﬁsﬁoem}fstdne fRersesier mstle, eaeacémd file server
said file server nodul e configured to operate as an
module ¢gnfigpice te epaale #p P 2glng alectable server.

to:

0. A network architecture according to Claim 1 wherein said network
architecture comprises at least one of an electronic flight bag (EFB) and a flight deck printer,
said NIM Ethernet switch configured to provide direct Ethernet wiring to said EFB and said
flight deck printer, said architecture further comprising at least one direct connection between
said EFB and the flight deck printer configured to address any failures of said NIM Ethernet

switch.

10. A network architecture according to Claim 9 wherein the direct Ethernet
wiring and the IDN are configured to provide a connection to support airplane problem reports as

gathered by a e-logbook system within said EFB upon a failure of said NIM Ethernet switch.
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9. A network architecture according to Claim1 wherein
said network architecture conprises at |east one of an
web@ctitnsi c flight bag (EFB) and a flight deckp@r/ius10e6/045593

said NEVI Ethernet switch configured to provide direct

Et herjpet w 'iﬁﬁl%dt ﬁ)rsl?ét\go&f% @&ﬂﬁéﬁén?s bt b ARG Karchitecture, said
printer, said architecture Turther conprising at |east

method cmgprikingect connection between said EFB and the flight
deck printer configured to address any failures of

said NBYI Etherpet swtc 10. A networ rchitectur

accorBMAgTHg & Hire R somodt bl et 46 T fsBtated data
network (51729 and the I DN are configured to provide a

connection to support airplane problemreports as

gat hered by a e-logbook systemw thin said EFB upon a

f ai | wtidiziog & iagkeml fﬁtf%tnlgeﬁh@tlo%vwltﬂﬁh. a firstAroar igdcemgiect external

. nhetworki .of a computer architecture, said

devmestr?eatnhoggng%tgnﬁl%%qgggﬁﬁé@hfi guring an Ethernet switch to

connect external devices to an isolated data network

(| DN)prowidling inziwigk adgraskaetd frotocel fraglation stithomgatewhy o @onnect the

first router to connect. external devices to an open
IDN to apgpyre camMIAaadasy Otk Al i di ng net work address and

protocol translation with a gateway to connect the | DN
t 0 a §eGEME teCOTNutdlafid: 28Rl Eihepitd sFROREIsdcbRd (dher.
utilizing a second Ethernet switch and a second
router. 12. A nethod according to Caim1ll wherein .
nmanagdi2ng thactod asepiding togClaig ldowberstnrapnpgingsthet@RN utilizing a
second H O e N e B e e gt one of
a wirelessafiotidel 4rgl @l bxdadleanfdr satallite hievicd dvom eshdnalevieds bostécdhen GBNODN and
and from syst hosted on the IDN. 13. A nethod
from sysLerpH Qs I]ttge@[&i m 11 further conprising providing
net wor k managenent services to the ODN and fault
reporsi Ng RckedEs hdtdrdibNtétAlhiing il D FuRh& Oftnfip sk providing network
service nodule. 14. A nethod according to Claim 13 )
managetherttspaices dhihei QPN gné &nHs igheiting acToss IhBI%IDi\butHlfzéﬂg geontroller service
fault reports to a common data network (CDN), which is
configured to host an aircraft maintenance system 15.
A method according to Claim111l further conprising:
provildi ng Amdtledsiccomgmgio Qhira 1Boatheerommpsimg danffiguring the IDN

.transfer services, a retenti . . .
to prov1c§e fselluﬁ reports fo a common a%a networ?( (td]ﬁ\rf), which is configured to host an aircraft

module.

maintenance system.
15. A method according to Claim 11 further comprising:

providing at least one of data load services, file transfer services, data retention
services, and maintenance control display support via a connection to the IDN using a crew

information system/maintenance system file server module; and

utilizing the crew information system/maintenance system file server module to

provide at least one of wireless device control and communications via a connection to the ODN.

16. A method according to Claim 15 further comprising managing the transfer

of data from an aircraft using a wireless/satellite downlink service within the crew information
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servi ces, and mai ntenance control display support via
a connection to the IDN using a crew i nformati on
wGeyarANMeRi nt enance system file server nodul e; PEnUS2006/045593

utilizing the crew information systenl mai nt enance

system/majtsérantd syseens ile/aiveronadude, tthe pieissdeatdlitel dmatlinkrservide including
) w rel ess device control and conmuni cations via a

a file tranglK A¥¥IFoNn to the ODN. 16. A method according to Caim

15 further conprising managi ng the transfer of data

froman ahrge@bd aktohdifle o Wil BSRLERE EdhblgndeMHufiks the crew

service wthin the crew i nformationsyst ent mai nt enance
informatiey sysemimdistesarce systemdile servieh smodulectoegighls stlertion, dy one or more

e

: downlink service including a file transfer. service,

ircrat SR L T S BRIt s ohy S G inR ala P vt to

preferred CRRAIEHY b8 dsh@et&in@med BlyO4 RLInGRk S Bl InATAId RN 8RGE information
systemfile server nodule to enable selection, by one

system/mgntensnes systesn Sfe sexves meqdile ofd aphysicadly coprecksd pertable maintenance
referred wireless/satellite downlink path or a
control dig%]%g'ul t to a preferred downlink path as determ ned by
a downlink service within the crew information
syst &80 maiAnmethad cecayingemGlhing 14 foxther contuismgactohfiguring at least
hysically connected portabl e nai nt enance, contr ol .
one crewgirdgmaion 1SR A HIAE KR FIF 6 VEd HIOAE110f QT A an airline
selectablCQl sing configuring at |east one crew information
syst enf mai nt enance systemfile server nodule to
operate as an airline selectable server: 19. A nethod
accot¥i ngAtmetpd pepording & elamdovherginrjopfeuingamBihgaet switch to
| ices to an IDN further
connect e%%ﬁ%@?gé@?&@%ﬁﬁlﬁgu%g{@ep r%t% %’er net switch to provide
direct Ethernet wiring to at | east one of an
el ectordigucing thegfrhetneigs WithBY pasvddeadifdct Gkitermhe ediripg tovtéeast one of
and ovi dj at I t one direct connection between
anelec“‘t%%ﬂ%ééb%%@mﬁ P?@ﬁitda RINEEAPr | to address any
Et hernet failures. 20. A nmethod according to Caim19
f urt pRividiRsTar Iebnend airédtdohhodionhserdede gle EFBefdethe flight deck
) wiring and the IDN to provide a connection to support
printer, taaddsesaiay pilspned Aailegfor t s as gat hered by a e-1 ogbook
systemw thin the EFB upon a failure of the NIM
Et hepget %%Etﬁgil agco?din@fb ?Laﬁlﬁ! DG RGPl FigGEAY @ie direct
conprising: a plurality of avionics devices; an
Ethernet Etiting med thatBNate podideca CBGMctiommal snpponb pitplang prdbdee reports as

gathered g}/}g%l-lg glgol\o@llk@yst%r%rw{tﬁiﬁ ‘BB upon a failure of the NIM Ethernet switch.

21.  An airplane network architecture comprising:
a plurality of avionics devices;

an Ethernet gateway module (EGM); and

network interface module (NIM) comprising:

an Ethernet switch to connect external devices to an isolated data network

(IDN);

-18-



10

15

20

25

an Ethernet switch to connect external devices to an
i sol ated data network (I DN);a router conprising a
w@awkat7285 | tering function to connect the | DN POI/ER2006/045593

open data network (ODN) managed by said EGM and a
gat eway/ r Oyl v &iierPoRpribindda PEEREP Fille AR FRRBI0ANE cBARLPAR! IDN to an
translation to connect the IDN to a secure avionics

open dataowetmerk BN reanaged by SHNEGMagngl EGM conpri si ng an
Et hernet switch and router for managi ng the ODN, at

| east a portion o ai d_avj.oni deviges connected to . ..
oneor - bouh 2B veR s B il Pk oS BsRE aS: FER RGPS sldptation o
connect @€ IDN 3Vd §tufeSaiAivd EdmBoh \datendt@atk (EDNY)said BEM Bb@frising an
device isolation requirenents, and avionics device i
Ethernefpgiitehapnd rqujerr foy managinatthe OBN, anleast apperHan pésaidrayvionics devices
connect@c{ &;]blﬁee§lt H&tﬁ F4hE rIBNn& @ls%ﬁNr@ozsaﬁsergésp 0 9'0? avionics network
pl urality of avionics devices conprises an electronic
service fdquirbinetagavibhicdy demide dsdlitiqphteqdeekients,i mideaviosias device availability
. network architecture conprising: direct Ethernet
IequUIrCTYENIS. ng bet ween said EFB and said flight deck printer;
and a connection between said EFB and said flight deck
printer prayi fgthdehi@iWeik bR@ittddNeSMichiding $81 ClaeMOWKerein said
_architecture providing an ability for problemreports .
pluralityt of daorges fleyaers Fompoises declagtrqniafight hag KBFR) ek a dighpdeck printer,
. [ e i rel.ess/ broadband satellite failure, an
Smdnd%ﬁﬁﬂ%éPFﬁégscéﬁégéﬁgCDN failure. 23. An airplane
network architecture according to Claim2 1 wherein
sai d ditecet Bthetnet ofirigy/badweassattbEFB ead caidfligig elsclaprihte ahd
one physically connected nai ntenance control display.

24. An _airplane networ chitect yr ccording ta

Q@ ai 1 e GrtHoghe B B oyt et i iged through the
IDN swReaidRswotk hRBRdcnab Hrévigs ianf Miligtiod Problewh edPoits to be offloaded

mai nt enance system file server nodul e connected

to
from th¢airplanhin (PN VERHOL ofe @DROtePIpt Biiictess/bpadband satellée Faibwe, an IDN
. RBinde | € transfer and data retention services.
mﬂmﬁ’%giﬁ%?balrdF%he network architecture according to
Caim2 1 wherein said plurality of avionics devices
conprikes At dipdse miwordks ewhitedtarenatcooiing yst@aind 21 wherein said

.. map nt.enance systemfile server dulﬁ_confi ured. as _an
plurahtyaf)# AYIRRIC él’a‘élg%/samlgprbsﬁf iabieﬁfst Qe physically connecfed maintenance control
display.

24. An airplane network architecture according to Claim 21 wherein said

plurality of avionics devices comprises at least one crew information system / maintenance
system file server module connected to both the IDN and the ODN to provide data load services

to systems, file transfer and data retention services.

25.  An airplane network architecture according to Claim 21 wherein said
plurality of avionics devices comprises at least one crew information system / maintenance

system file server module configured as an airline-selectable optional server.
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