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delivery sefvice provided by private conpani es such as Federal Express,
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Expedited delivery of documents has for generations been of great concern to
people and of great importance to their business interests. Methods of effecting
expedited document delivery have progressed to include same day/next day physical
delivery using international and domestic airways and roadways, as well as electronic

20  delivery using interconnected networks of computers and telecommunications
equipment, worldwide. Complex logistics systemns have been erected by both
government and comumercial enterprises to effect relatively secure physical delivery
of documents from the sender to the recipient. Examples include overnight express
mail delivery offered by the U.S. Postal Service and express delivery service provided

25 by private companies such as Federal Express, United Parcel Service, and DHL.
Charges for delivery services rendered are typically on fixed fes basis (per delivery),
with payment made at the time the service is performed, or made via a pre arranged
account with the service provider or a third party credit provider (e.g. VISA or Master

Card).



5 comuni cation, as well as to further expedite the transfer of information
bet ween sender and recipient. To an extent, the evolution from physi cal
delivery to electronic delivery of docunents has been successful as

evi denced by the growmh in the use of personal conputers (PCs), the
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The approaches, as embodied in the physical and the electronic document
delivery systems in use today, exhibit a number of shortcomings. While being
relatively secure, slower express mail and delivery services are more costly to the

30  sender than more immediate delivery electronic alternatives. With electronic
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si mul t aneous exchange of files between nultiple conputers. A variation of
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30  However, direct transfer of a file from the sender to the recipient without login to the



| 0 be charged for each docunent file sent through the UPS servers.
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5 Anot her exanple of an approach that enables transm ssion of a single file
fromone PC to another PC interconnected to a Transm ssion Control

Protocol /I nternet Protocol (TCP/IP) network is a denonstration conputer
program cal |l ed "Wbrmhol e", avail able over the Internet from M crosoft

Cor poration. The purpose of this freeware conputer programis to
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sending only one file to only one PC at a manually entered |IP address. No
restrictions can be placed on when or where files can be transmtted, nor
fromwhomthey are received. Sinultaneous exchange of files with nore than
one PC is not enabled nor suggested. Furthernore, no PSTN conmuni cati on and
no error .checking or 15 verification of the-file transfer is provi ded.
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destinations Is busy, causing t ng conputer to repeatedly at

contact the aestepiohi dloviesknrfacsitile trahshissiohsicargpeseta mahmdecs! teammisstorof a
known file transfer systemis DropChute+, available fromHil graeve, |nc. of
Monroe M chi janagamesyy aupeccessing ipreklemssfaighethpdet sendpi gnd rgcipient: i Figr
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machines and fax modems communicate over the PSTN. An emerging technology
is transmission of fax images over the Internet. While fax devices enable direct
transmission of a specific document image from a sender to a specific recipient, the
25  transmissions are not in the original file format of the document transmitted and
typically suffer degraded visual quality. PC fax transmissions result in very large file
sizes driving requirements for large storage capacity.
Unlike facsimile image transmissions, electronic file transfers across networks

or through the PSTN using modems can render document files to the recipient in

30 native format, whether text, graphics, drawings, video, or sound. Such files may



bet ween PCs across the Internet, private intranets and extranets, and the
PSTN. File transfers are via the Internet, private intranets or extranets,
and the PSTN without login to the renote conputer and without internediate
storage of the files on 25 an intervening conputer. The present invention
enabl es si-nul taneous transfers and i ncorpor@tes functions including
certified return receipt for transported files, transport initiation
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| east one degel diSrlapiof SfFPUtEY diSdronts ARSEAARL] w?eﬁ‘».%} BGbSY theNflersd Bifvate
froma list of ‘the at | east dne rempte conputer(s), at |east one

destinati on prapetser ekpands, o thrioagl tHeePSUN reeiré & andtiardead,pracdss aepsrand er

that transfers the selected files) to the destination 20 conputers) via the
comuni cat i oAsigraficantdegieeipdwserstrainingg t he sel ected files) on

15 An example of an approach designed to provide user access to document files
across a network is described in U.S. Patent No. 5,634,057. This patent describes
groupware, in which multiple users logged on to a network can interactively
collaborate regarding various aspects of documents such as form and content.
Typically, groupware suffers from its own complexity of use and does.not enable

20  direct transmission of a specific file from one PC to another PC, or a simultaneous
exchange with multiple PCs.

Another example of an approach accomplishing file transfers directly from a
sending PC to a receiving PC through the PSTN, and in some instances through the
Internet, is a class of products described as "remoteware”. Within this category,

25  specific products such as "pcAnywhere", available from Symantec Corporation,
enable a user to login from one computer to another computer and effectively take
control of the operation and stored files of the computer onto which login was
accomplished. However, direct transfer of files without the third party security risk
of login and control is not provided. Additionally, products such as "DynaComm”,

30  available from FutureSoft Engineering, Inc., are designed to provide dial-up terminal



any internmedi ate conputers; and a receiver that receives the transferred
file(s). According to another aspect of the file transfer system of the
present invention, the transmtter also includes a conpressor that
conpresses files prior to transm ssion. The receiver also includes a
deconpressor that deconpresses all 25 conpressed files upon receipt.
Preferably the conpressor conpresses every file prior to transm ssion.

Al Ler nat | Vel yoedsft SSRARY SYREinGARINE CHRTRAS 38054 B PSTR CTUAhrbBLAS arcllfy

transmtter also includes an encryptor that encrypts eac Ile prior to
transm ssi onypitallyreapebleesf dirst RO abd R sraasfdeof Wilenprovided deRC ygpesatengh
file upon receipt. In such a file transfer systemthe encryptor encrypts
every file pavadable@ndgeadyaaidethsiesanding and reogivaeg BEdaaetup vhea paramptess and ed
enbodi nment, the, ystef%of. the invention al so includes a

file transfer s
credit suffiCqneHQn efi“’i‘r‘alw&ttm&é MHIRSESMa#et her the |ocal conputer has
sufficieat credit [ ' : | & il el ency
verifi ergal | ows tzﬁg&ﬁe gén)gdm lg{e)fr‘&f’%;b(g%%rh ;tﬁéeteegﬁt%éﬁ éﬁh%ﬁﬁ?ﬂ%%ﬁ?l@(ﬁl%ﬁo S are

found. The SolPCitel Aidther FHC titetbonBedtsd €6 b eTrahdiRdsias Cumdiol ProceFImérnes hed
transfer costs. Furthernore, the nunber of credits in the local nmachine is

modi f i ed upoProtecoh(EUBARsmtwiork islaslemomstitéon doynputergrogrepanaticd {Worenhote
cost. A nunber of available credits, for ch | ocal gonmputer is displayed on
the I ocal coffilpble ovepthe nm&lma&%%&@-aﬁi%%ﬁmﬁrﬁf@ware
encrypts sel | k] Or ¢ LSS cel

I ncl ﬁges a dgﬁégff %#Jo%ﬁaéﬁldt&d;&}'&ﬂé&g{géﬁ@é%ﬁ@(ﬁfga&a g{}'ﬁ%tﬁﬁep%hxﬁé%selrg e,r the

wher ei n igepeRgdeadsoftPWinddis BrhGg S¥stémS eI @8mBRSYAL IR prokhien TIERRILIObS
credits in the | ogal rlrachi ngﬁérray %gysrmdi fied artn | east ophrg addi tie%%al credit

upon each sussmdssfarly bn¢ ld toanbf are BOpt oyianualbrenterpd IDaddrésdd Na restaictipns t he

file transfer system can al so include a credit purchaser that
can be placed on when or where files can be transmitted, nor from whom they are

received. Simultaneous exchange of files with more than one PC is not enabled nor

suggested. Furthermore, no PSTN communication and no error checking or

15 verification of the file transfer is provided. Moreover, no indication of where files

originate from is provided. In addition, no communication or file controls are

enabled. Also, it is not possible to request a file from a PC operating the Wormhole
computer program, nor is any form of file transport security provided.

Another example of an approach that enables direct PC to PC communication

20  through the PSTN, developed by the current applicant, is the AEGIS Document

Imaging System (ADIS). In ADIS, document management and communication

functions are integrated to provide a system for creating a virtual PC network

interconnected through the PSTN. In addition to imaging capable PC equipment,

ADIS requires specific communication hardware (e.g., SatisFAXtion 400 fax modem

25  developed by Intel Corporation, available from Pure Data, Ltd., Ontario, Canada),

and uses a file transfer mechanism built into the SatisFAXtion board controlled by

the ADIS computer program. No capability for direct file transfer across the PSTN

using widely deployed standard Hayes compatible data modems, or across a TCP/IP

network, is included in ADIS. Moreover, file requests can be made from one ADIS



15 requests additional credits froman outside source in response to a
user's request, the outside source validating accounting information of the
user and di spensing additional credits if the account information is
val i dated. According to a preferred enbodinent, the file transfer system

al so includes a transm ssion error doctor that determ nes an anount of a
file suecessfully 20 transferred when the 1 e being transferred has been
interrupted during transm ssion. The transm ssion error doctor transmts

t he portion $8tiemBy ppliendDIPstations byt Blerrequestcernanotdre igstrictasetocbinesifid on
between the | ocal conputer and the destination conputer is established,

t her eby reSLﬁ???ﬂ)i n the destination conputer receiving the file w thout

e AR LT SHIOIEE 08, L BONEE T g

al so includes a sc es transfer I'me sel ected
by a local cesmpiier, whed sudhedpabilitpes Ppréseht) debth® derially! rEES arlohp thee i
wi t hout the presence of the local conputer user. The receiver can al so
i ncl ude & r excquited to eteiveananyl filestfromboanysdiffiercnt Idestinasiods, partacdady $f oden
such systens, the recorder, ¢can al so, i nform an i ndependent certifying -11
conput er of @k the; dRsHBALIHS if ST GaSing e POl i GAMBWET 13 Fepepieahs plmpL o

successful . | r al conputer of attributes
of the file %-Jr@%é?@?agﬁi@ﬁﬁsﬁggﬁ%)gitp?%ﬁ&‘&e&r]ﬁ]lgs&g'uccessf ul . Dependent upon
the policy of a sgpyinee eRAA¥ledTTa kid\on TTREAsEF sysi@liié DropChine+ 8¢alable
machi ne may be nodified at |1east one additional credit 5 upon each

noti fi cati onfrofn Hilgmeve,dns.fefiMantrtoeiMichégn. TheptClanstiutiliees xsingle port, thus
simul taneous)y . transfer f les to multiple destination conputers through
separ at d0andliditiRg spmmawneation terene otheneomprier ah ahe éﬁn%oﬁ’m’@hl}t%i Gannak | v,

e e e A SRR, TRt TS PATCRL Bl SR B P8 e
of 1 o sinmltaRsas. MRk ivith f)‘r{);t?cﬁdté‘-ﬂ%[l%fa?xsfew&ﬂd%rhhﬂhﬁ? Qe il S,
The transmitter 1s capable of sinultaneously transferring files to nultiple

destinati on geimgld gors, Ifsnarb tiidnednd drent Baaloccurypllteeenis are mubiipltaanthuchgh
exchange (send and receive) any nunber of files with nmultiple conputers.
The recei verthesingle perti ﬁ@nﬁqmoae,gﬁa asqreaney torssad adde txt graspyofslegtinations,

aut omat ilgal | there is simply no way to do it under DropChute+.

Thus, there is a need for a system to provide immediate and secure assured
delivery of documents from sender to recipient which retains the positive aspects of
the prior art, but does not suffer from its shortcomings.

SUMMARY OF THE INVENTION -

20 In view of the foregoing, the present invention is directed to providing a
communication system for effecting peer to peer electronic transfer of computer files
between PCs across the Internet, private intranets and extranets, and the PSTN.

File transfers are via the Intemnet, private intranets or extranets, and the PSTN
without login to the remote computer and without intermediate storage of the files on

25  anintervening computer. The present invention enables simultaneous transfers and
incorporates functions including certified return receipt for transported files, transport
initiation directly from any companion application program, and mechanisms for

effecting payment to a service provider for each transported file.



15 accepts file transfers based upon the authenticated identity of a
transmtting conputer. In certain preferred enbodinents, the file transfer
system i ncl udes an index generator that defines an index that can be
requested by a renote conputer via the comunicati ons pat hway. The index
includes at |east one file of which the renBte 20 conputer can request a
copy via a file transfer. In such systens, the index can also include an
associ at ed renot e Theppesertinwintion ihAsthex dirssted e proviliisg 4 corhhmnicatien sydtem
certain preferred enbodinents, the file transfer via the communi cations
pat hway occurtkatgnablesfile tsapsferg bervesnadifys impativedarmastevishoutaequisingenaading
conputers and w t hout | i onto t destinati,on conputer. 25 In
preferred enPO§PHEHEEN o?ﬂge ?&F@tf)?g’r‘?gﬁﬁ ugng?ﬁdmay ef fect simultaneous
transfer of files ' i 1: i j WelpTH U L ealoL at
M1 pre remote carSaarDt iy e Blrtef dtEREd fAlbORild ASfinihlERb RS o
r-endt e conputtRdtSendblés fild tARSRy beRweasPCs withaut AP eaqulkéigertofon 1BERS €5 fapd
enbodi ment, criteria can be invoked in creating an index, including (a)

| ocation in finteevesingicoropeter Other fhiando eytablislf e comimunichitoms gathway, (d)

enmbedded serial n er, and (e) destinatjon authentjcation codes. In a
preferred enbodi PEGSERt 1gEeAtian 1§ ﬁmfaégre%r@g foRrevidinga communieaHeR gystem 5

processor W : Y
Gevi co. s coriraragst il enafErEhaaes FE LB Roudny FEGRRED fofhf Gpetbisids be
operating sySir&ehha\dither ﬂﬁé%@n&n@'bﬁ’&c&% penaihiut Vit erledlés FRMI4nSfRPBERIRR 2
conputer programfor controlling systemTunctions and a conmputer program
for a w ndowPCxmrasdchaduled vimegpredeterminadtbydbe semler.s connected to the
plurality of communication pat hways, 10 and generates a graphical user
interface (GU ). AOrding|tpAapsped of heinyentiompthn Wvestior indiregted e adile

functions and_systemco nj_catd ons; ~araphi cs ules..th cakl .qr_create
i spl 2y i ndTRS RS rTRTE d o e aine: Aot Ein TRe “ComP B BB e Tra
(transmit wi ndeu@ltion @il RIRLEFRDA 2 APLARIInARS EARPLELRAS T1R WARGE: {5 | es
can be transmtted (destination wndows), and transmtted files that have
been sent or atfosseatdeasednd eymniunicagions pdthwjay, droduding arcuinsputer ndtwiotk ahd ai ng
and i nvoki ng Séstem operating criteria via dialog wi ndows. According to a

preferretp e ligsyitched telopporenetwark The bide trapafersystem inciudss aflgselestor
mediumis prqyided. The sign enabj es,a . variabl e n er pf .data,transfers
and i ncl udes 83 SF FFiaéFeaﬁto%ﬁgjgf FFBF\C %?‘840%88“‘3%&@% agﬁ%rrg\gatgﬁ.ge ?ﬁo%ﬁ%tf er
20 source codgpesRfiRRton cﬂﬁ?ﬁt&*(?;a'de Rt de M FAHACR & §rote A TRPbS the at

est abl i shes a connecti on betweerf two devices via predeterm ned I1stening
ports, w th deast eastentste compdrt(8),at feast driesdestinatipnporniputerso twhich thietflle witlach
device. The initial_ connection source code segnent al so (d%nam' cally assigns

R

a first data hsotrensierrpd;na dranpmifter dbat transfgridther selested dile(k toydian degiingtionhe
first d t t i ni ng_devi ia th det er ni ned. |.i st eri

por ts. The ademn:Fefi v egnriuittens sgfure v B s b SR hea A P
nunber of datg Fiﬁé%%&i%teoaﬁxgﬁgbﬁnénd 4 e ﬂh&&ﬁ%&?&&&hé?ﬂéh%gg&%eeﬁgﬁem

dynam cal |y assigns a secon ath port withint remal ni ng vi ce.” The

second data port cAddoediRgn@s ahdthémaspdet of trt filearahsiet tsysrent fof ther piesent
device. The data transfer source code segnent .
invention, the transmitter also includes a compressor that compresses files prior to

transmission. The receiver also includes a decompressor that decompresses all

25  compressed files upon receipt. Preferably the compressor compresses every file prior
to transmission. Alternatively, the compressor only compresses user selected files.

The transmitter also includes an encryptor that encrypts each file prior to
transmission. The receiver also includes a decryptor that decrypts each file upon
receipt. In such a file transfer system the encryptor encrypts every file prior to

30 transmission.



30 transfers data between the connected devices via the data ports so that
the data is -13 substantially sinultaneously transferred between a

vari abl e nunber of devices via the dynam cally assigned data ports. Each
pair of first and second data ports is established in response to each

| i stening port connection. The initial conpggti on source code segnment may
al so exchange data transfer . 5 characteristics and authenticate the
remai ning device by a%@éﬂdﬁb{éé‘&ithdfﬁiéféﬁéd‘Qm'b%%é}ﬁt L}féﬂﬁﬁftrérﬁ?errs?g@mﬁ e
device transnmitted fromthe remaihing device. Furthernmore, the'initia
connecti on sdnvantionaik inelgdesd credit suffidietty veriiet aolt deermites phatheetirdgtgle
code segnent that conpares the remaining device's identifying information
with a list epmpasaringasuibicianderaditsitedragsisr each seledied file: sThejeredit suffiedency

rohi bits 10 dat.a transfers fromdevices nqt within.the list of_.destipation
Pdentities, IMAOCHPLPS 1 TAONTIIAT 1o Apere Sutligientcssdits arq fpund. The

si mul tanepusley rsand gfe}dcfe%ﬁ | 1€ el theliO a@@&dfﬂggg%gégéﬁeﬂgﬁéﬁq qfa}\flfg?e%acos F‘gt os

signal may al'so rnclude a Teturn receipt source ( : ene

and sends a I&irtHebmbaseh®numbee ofedrbdifls [IE8RI Rical Yichalel ¥ 1hb&ified Apopoédrh of
15 origin, destination, and successful conpletion information, and is sent
fromthe devisuecashfid filedminsfed hyha cdaespandims transfeo coste Aawingteertdfatvailable
transferred the data upon successfu] conpletion of the data transfer. The
signal may al<edif FG@J‘@‘ Q)Célecrqu‘W’hlj disnlpyed %g'@ legd) FOMPUHat conmuni cat es

wi th an independe | f Vi r r.th Ll rnqecei pts 20
for point of ori g%e%@éhx%%ﬁ%gﬁn@ﬁ?&gﬁc@é@ﬁfhaiSﬂﬁﬁgégél#c@ﬂ@?m@érotﬁ .
The i ndepgndepinsfidsidrd Ylfﬂweé&i@&fbmhclﬁa&%dé/&ﬁ%k fat 4y e EédhfénEF}Ip't&f‘ﬁFeo
the device that originated the data transfer Upon successful conpletion of
t he data trangbemrecéipg whetein repewdsnp upsew thecpolinydesf ssyviea pratider, thenrmibes
and sends a return receipt fromthe device that received the data transfer
to the i ndepeXdaeditsciarthe ﬁ)cgqahglashm@égé)obe mpshifiod at lgesteonsragditionaberedit spoof
the data transgfer. Pr e%grfbl%‘?ocketl data structures are dynamcally
managed and EACHSHEE 1 HANSIA FIRRIQY IS FIGTYBHOG ket dat a structure.
Further, each deV'&@diﬂ@ﬂalfg‘/ﬁ &fe%l%h?an%&@'éﬁéteﬁxaéa% a‘%fad itehideSScrbdit ?uﬂchﬁ‘éé?‘i'hzlt' st
in order to manage the flow of data transfers. The Iinked l1st Is traversed
t o enabl @5 subsfsts alditjoral caslitafrenum cstide soaes ieresponse-td4 ukbes miqgest) theay
also include a credit source code segnent that maintains and npnjtors, data
transfer credutsdenouges velidating regeundingr information ofr ther useys erdi dlispessiagi t

froma credit count after.a successful data tr fer. The data transfer
is only per ma}dﬁéb‘_’%ﬂé‘f?%ftﬁé{tg&?f’ﬁ%ur} AR P&Pﬁ_l%‘st%‘ac{;fegﬁsfer has sufficient
credits. 5 Accordifgdr@ing th% r@fcg\%q RTRGNERD the hlketr%tfﬁ szﬁt%ﬁlsél% irfheddsS

wi t hout | ogging onto any~inteéernedi ate conputérs other thah those

est abl i shi ng @ taamisicaeironsdoeadrhiry , detéridiaes ahoggoost ofitao fildiguckessfuligt i on

conputer, and wi thout internediate storage of transferred data on an,
i ntervenkhg doansfared whendtbe filabeing transfemed hasbeasniptagiuptast during transsnssien.ng

R T e RS e
decrypting squpge aﬁoél?ox@ﬁ%"é%né&%x 9&%&93@? ﬁé&@e@d@%w SH'? find BcktRfifion

receipt. Data transfer credits conprise a i ni er of credits.

nunber of cr e@nigutéris Eﬁﬁbﬁﬂﬁﬁ?tﬁeiéﬁyﬂ@sﬂﬁﬁ%Q@tﬂédéﬁﬁhﬁérﬁébrﬂputbmﬁbivmg?the
additional credit upon each successful dafta transfer enploying encryption.

15 The si gna!ﬁlpargfitbth@nio_m:I ude a crledit request source code segnent that
I ﬁqﬁefééagi?: For | ZheAori8dp acTrEMTES SRRAdEeT e BIC TG SERAISE I aes
i spences addl Seder EREHRbalits Bluiltetia M ERRR Y FiotElocRfufdtbsen,

The signal MayeRlh§OpdiGhtHEeHRN fild §2%s P45 CcP IRiLFRATRE prédate GFfthagocan

i ndex for request by renote devices via a connection. The index is

associ at ed widdmpitet et one destination and lists information
representative of at least one file that the renpte devices can request.
Devi ces corr espondl igyrecsiveneantisninalede aaeeqrdar than records attdbutes wé allcliless

to the i .. _An i nd t d t be, 25 i . 1 hat
parmits A0 o iRty A SHTLE SemS Nt £ RS an A WroPL BT <paRnE cring ™



which a request for an index will be sent. The request is sent to the

sel ected renote device. In response to the request, the renpte device
returns the index to the requesting device. Then, the requesting device
stores the index in a storage device. An index transfer source code segnent
may al so be provided that, in response to gach 30 file listed in the index
bei ng selected by the requesting device, permts the requesting -1S
device to _re@é&ﬁﬁ_ﬁte?‘o?@ﬂﬁb@fesTofﬂ%egﬁleeﬁﬁxﬁ?erfMn@n fi R t&éxﬁfb%f@%ﬁ@ééséﬁmmrhg'e
renote device. The renote device transters each file in response to the
request. Therdcoidet 8dn sioo irtformchielcseigronputspyf atributdsifalid filkkhtramefes viHearthene
connection, with each connection being between two devices via a different
pai r of |istBH Hgndepsy succepsful fPependert, uper thaipoliew of el sscyise previder, rthe
ports from a predeterni.ned of .avail able ports. Each device | so
Phel tde o varbBBRE e Brn shE RS, Mactiimay BricoRaifien 2 eBftns afifongferei
associ ated w t I I ion linked directory is a file
st orage gr e‘é%]gé;h ?%2‘ e{/ﬁc%@_%h&?éiéfﬁ?ﬂs&?f%%ﬁ@%ied di rectory managenent |0
source code segneThe itfarishfitteP Y isfifiditidtdusHetagdfer &Y toandfipRt déstimatiopne

data file in the destination linked directory and initiates a transfer of
t he det ect edcaraputefs theough sdperass snd discete demiectonhito esh desténationt doaputer,

detection. The signal may al so i nclude an active caonnectign nitorin
source code Egﬁﬁr@%ﬂ, the TESECIVERIGAACS! ﬁaeéo‘@iﬂée%"é‘é?réﬂﬁ A T2 i ft“éklﬂ%@
sour ce code 15- T | Vg _conn Lon itorin ource ¢

segnent peri grgﬁsggﬁegs di%@é&é’vﬁgt ﬁ’g Pﬁgégwuﬁégon&cgudééﬁg Eécel%“acﬁﬂagfe 81{ at
| east ong r eE'i%tﬁtaﬂé‘d’dsﬂbeﬁecbﬁliﬁg’ﬁTe%'sfer@&bhi/ﬂh}ﬁpw{}&%ﬁi&@rs? T2 transmitter is
comuni cati ons pat hway accessible to a |ocal device. The validating source
code segnent capbiedaftshnubandous hrrodns feteingddes o mhbigle destinftiah compatersysach
renote devices that is currently, actively connected to the comruni cati ons

pat hway 20 atwbtsilpeal computes cpp simulipagpudy exehangs kiend and secsiie) aay agmber
segnent defer file tn fer t ti me when the destination device
becones acti 9gﬁ§esc%ﬁh%g@@%tc8nlw ergl'ormuni cations pathway accessible to the

llocal device if Hrﬁe%c'eﬁfc&%gnQﬁéiﬂd@dé@gatéw;ﬁéuhaisaeétimaﬁdlaxh% Gkhle! 32/5

connected to the comruni cations pathway accessible to the [ ocal device.
The signal magcepksdile neansders abasad algosy thpolauthegtisatad cdentitgeof eg transmitting
causes a local device to poll a directory on at |east one of the renote
devi ces. TheCempuigtory is associated with an assigned destination. The
| ocal device requgsts all data.wi thi,n the directory.to be transferr.ed to
the | ocal  devi co. TR st EreEr Emodranem e € dhifet fistdim TR Bl

S mul t aneous byndigil ffaehrloln ik thi LdrASIRNEREY BYATEABL Edhurer vihne

si mul taneouslFy to the | oca evice fromall renote devices. Further,
the data trapshetunidatiohbpateaiyy e iddsx invhidesrat lehst oneefilerofiveliielt threedehade | s
provi ded that enables data transfers beriveen a |ocal device and at | east
one reme deomputer Tareraguesictcapyctiaddile seanafsri bhsuch systeavntherindex cansglsd t he

W Lhi n cach: HETIEEAD BPERELTSRSTE CHEPEE RANCH P SHACE RTINS ek ani ng
dat t wthi : ' ' -\ 1 R q [
Gnabl 1 ng & data 1 PaRern PRl Rl ol A IRAERARR Vig the PopRRCARY' U0

the renote dextheRy\dcdurlshpithdil iepinomerahy inttAfedigleoste @nafosartiicanphesrs i ng
data between the connected devices |10 via the data ports so that the data
i s subst ant i ahd withontldggimgostoythe destsfation edmpatereen nul tipl e renot e devi ces

and the | ocal device vja the dypam cally. assigned data porfs. The nethod
al so i nc®udes, af krépreéjﬁffﬁéleﬂ‘sh‘?idﬁﬁemﬁélhfe file itrépgfgf)ﬁ}‘r“é?,‘f‘i ,eéf%‘ttéi“v}‘]ﬁ@f‘e@élﬁa

aenti fyi ng PAPUEReERsS BafthiheR h SRRIAC RIS Sk AR b fuliad Edi¥ 10
is 15 trans mcbfé@gtefrgwwv%mhe@mﬁmﬁffe&iiﬁmaﬁbﬂ aBfidirdheR chiiplterd &ith aGREBEREI NY

of the renote I

ice’s identifying information with a |ist of destination
identities staquest.in the |ocal device. Data transfers from devices not
within the list of destination identities are prohibited. According to a
preferred enbodi nent, the | ocal device substantially sinultaneously sends
and receives data. 20 The nethod may al so i nclude generating and sending a
return receipt, including point of origin, destination, and successful
conpletion information, froma device that received a data transfer to a
device that transferred data after successful conpletion of the data
transfer. In addition, the nmethod may further include conmunicating with an
i ndependent certifying processor that verifies return receipts 25 for point
of origin, destination, and successful conpletion information. The



I ndependent certifying processor sends a verification certification to a
device that originated the data transfer upon successful conpletion of the
data transfer. Thus, the device that received the data transfer generates
and sends a return receipt to the independent certifying processor upon
successful .conpletion of the data transfer. o, -17 Preferably socket data
structures are dynam cally managed and each aata port is represented by a

socket data struct Vi .. S1.0 t :

Sockel data, oUr U Mo DM AR RPN SLER A SRR iy ap
The linked |igldeksinchaMgg $8dotRicanattie stubtir&nb) fild type (ré?!m@a@tet& tﬁﬁé,a(d?
transfers. 5 The nethod may al so include requesting additional credits from

an external cembéddedrsecieabsumben and ép)atesBnatiormautbeizatiof codesa devi ce f or
additional credits, In this case, the external, credit processor validates:

account informati ot aPrefereed wnbrdiment carh deviceingludes pllsag @ display mepniior, a

credits i é t he agcount. | nf ormat i Oﬁl | s val i dat.ed. Thq{?rre%hod r;gé\%al sa

i ncl ude defi nPRGeSERT i Wik, MRS @ale,Rtorags deHEs B beRPardnd POIRG dadce: &
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device. VWen any file listed in the 20 index is selected by the requesting
devi ce, the renoesatd digplryyvvinlavesqforsindicating candidpte flestthat eani betteansfiitted be
transferred fromthe renote deyice. In response to fhe request he renote
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case, the nethod also includes detecting storing of at |east ane data
operating criteria via dialog windows.

According to a preferred embodiment, a computer data signal embodied in a
propagation medium is provided. The signal enables a variable number of data
transfers and includes an initial connection source code segment and a data transfer

20  source code segment. The initial connection source code segment establishes a
connection between two devices via predetermined listening ports, with at least one
predetermined listening port residing within each device. The initial connection
source code segment also dynamically assigns a first data port within a first device,
and transmits the address of the first data port to a remaining device via the

25  predetermined listening ports.

The data transfer source code segment is for each of the variable number of
data transfer operations. The data transfer source code segment dynamically assigns
a second data port within the remaining device. The second data port corresponds to
the first data port within the first device. The data transfer source code segment

30 transfers data between the connected devices via the data ports so that the data is



file in the destination linked directory and initiating a transfer of the
detected data file to the associated device in response to the detection.
According to a preferred enbodi nent, the nethod al so i ncludes periodically
30 determ ni ng whet her each renote device in a |list of at |east one renote
device is . -18 currently actively connectdd-to a communi cati ons pat hway
accessible to a | ocal device; validating each renote device in the |ist of
at | east onesutstatiallgsimuenttedy transferrediativeerns variahly nombeaesit detides viahte
conmuni cati ons pat hway accessible to the local device. Afile transfer is
deferred to dypamicaliiicassigned diasa inestsi oBaele\naite obdirsirard segend vetay pedariect ed
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assigned destination) and requesting all data within the directory to be
transferred infoomhtiem|ofdthei cemaining dewiget irphsmittedofremdélvé aemaining device.
substanti al | % s'brrul t aneously .pol |l ed, and data és transferred s&qbrgta tially
si mul t aneousFYrPETReE: Scinitia) SPnpectiorotAUAFS cofe PeameRt mpY fRelRéBtss!cgbYe ces.
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avai | abl® podaws.trafsferhfromfdeveces nahwitbin thedisoef destipationi ideditidsaln e padfbrred dat a
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preestablished listenin Qrts that reside within each device; receiving an
Tiom opfgle syl

address of a n}g{ul 7t from the renote device via the |isteni ng

ports; dynam call X‘h@sﬁgﬂﬂ' ﬂgyaalé}&riﬁﬁﬁﬁé’!ldféiﬁ!ms%‘c‘égﬁ fdatc BOAE segment that
(corresponding to the Tirst data port within the renote device) " wthin the
| ocal devi ce geraratesdiatizendy 4 resutniveneipachel estunereesipbtypically iahwles pains ofr ;
and transferring data 25 between the connected devices via the data ports.
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sending a return Mheekighal iy wdscrdnpladat a ofertifyiigg Nsouvdies tdodat segmeranthat
successful conpletion information, froma device that received a data
transfer to gomawnieatesith an independend cadifringisacessecthabYarifiesoapIrR 19eSiPte f

the data transfer. In.addition. the nethod ther .incl ud
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conpletion of the data transfer. Thus, the device that received the data
transfer geneetutrerecaiptisarcaicods scgmeantalsegencpates and seadd @ rétudergesigefiom the

certifyin rocesspr upan ccessful conplet.ion of the data transfer.
Pref er Wbl'y SEeRise thaacaved e Aade trapeoris dtiBdmmepdRS g BracEINT YROR
port is ,‘;seprgé‘g%ggtgg gg@ﬂeﬁ,@ﬁ@?gﬁjg&gt&%\%%ﬁtur e. Further, each device may

store thé so res in a ed list in order to manage the
flow of data trangisfemblylfiRket d&t@ghﬂmsa&dfhamaﬂgdnmge@aﬁa 8ach data port
substantially sinultanedus data transfers. 15 The nethod may al so incl ude
mai nt ai ni ng asirkpresented biyragsotetaddta atmsdtere. diurtlier,scaah dediet endy stgrecthe hocket a
transfer in order to debit a credit account after a successful data
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the transfer has sufficient credits. The method Ls0,.incl ud i
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request froma device for additional credits. In this case, the external
credit processor validates account information of the requesting device and
di spenses additional credits if the account information is validated. The
met hod may al so include defining an index that can be requested by renote
devices via the initial connection. The index includes at |east one file
that the 25 renpte conputer can request a copy of via the data transfer,
and an associ ated destination. A requesting device may be permtted to

sel ect the renote device where a request for an index will be sent. Wen

oy - oy b o o . . .



-20 of the selected file be transferred fromthe renote device. The renote
device transfers each file in response to the request. According to a
preferred enbodi nent, each device may include a variable nunber of .
destination |inked directories, each associated with another device. Each 5
destination |inked directory is a file stolége area on the device or

accessi ble by the device. In this case, the nethod al so includes detecting

storing of at | edBlie sipealdadiealts Irelude 4 brediiestiicBabiesegmsiatiadna@eding mand
initiating a transfer of the detected data file to the associated device in

response to mnelt@etd@tattrmfermtis@ndglete@tsacaphdfatartra;mfemnmdwﬁntdeducne:rcrbt hod
al so include erio 10 det erm ni et her _ea not e d vi.ce {n a
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device. Afile transfer is deferred to a time when the destination devi ce
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the local device if the selected destination device is not currently
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devi ce. Accortdl ng (% grefe ed enb dinment, the rret hod al so i ncl udes
pol ling a dite& royt; BRs {rep orbﬂ% Ff"eﬂg‘%‘%‘?‘& devices (the directory is

associated with aﬂc@&dﬂ%;tcg?f%}gﬁt‘?iédgé‘ﬁﬂoggﬁ éﬁemg tx‘a%@Hﬁﬁfdc“&eﬂbé praﬁ@esvm hin

the directory to be tra vice. Thus,” nultiple renote

devi ces 1ar e endogpting s@irty coderstgmeraahial qnqmbtbedlec&ﬂchaiatpmor o taasafssioned
substantially simultanegusly to the |ocal device fromall of the nmultiple
renote devi cé withery g raeeiving devieraingludes A sleerypting sowrse £94¢ gmaeraébaztudﬁmm A
file transfer gev ce.is.provided. th?%aé an%fers gsta W t h . east .one
remote 25 defAS ‘gncrp'}péecﬁilpélpppéqﬁqggr ?\‘/r PrEFdipcomprise Ry “&ﬁé‘“mbsf hi ng
port throughcyhieh e GRIMER of CPEUIRCH Etiagxsﬁl%lggldeﬁ&dis%éﬂf 8¢ Tégagp&?e

devi ce. The control connection is ut| | ze termne a renote data port
for transferaddigosiditoredicasdn eivhaupedssfin datl raigfer engiloyingaonetyptionAt | east

one dynam cally assigned data port is for data transfer with

15 The signal may also include a credit request source code segment that requests
additional credits from an external credit processor in response to a request for
additional credits from a device. The external credit processor validates account
information of the requesting device and dispenses additional credits if the account
information is validated. .

20 The signal may also include an index source code segment that defines an
index for request by remote devices via a connection. The index is associated with
at least one destination and lists information representative of at least one file that the
remote devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request source code segment may be

25  provided that permits a requesting device to select a particular remote device to
which a request for an index will be sent. The request is sent to the selected remote
device. In response to the request, the remote device returns the index to the
requesting device. Then, the requesting device stores the index in a storage device.

An index transfer source code segment may also be provided that, in response to each

30 file listed in the index being selected by the requesting device, permits the requesting



the renote data port, the data being substantially sinultaneously
transferred with 30 nultiple renote devices via the dynam cally assigned
data ports. The control -21 connection may be further utilized to
exchange data transfer characteristics. Further, each device may
substantially sinultaneously send and receiMe data to and fromnultiple
devices. The file transfer device may also include a return receipt system
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successful cowpilahle portef the data transfer. The return recei pt system al so
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conpl eti on of f |

Gynar cal 1y seSoEe iy MERR Gled Vi FoPiEr KB RE Brp L iR Bl RusRl
structure. Fug W‘ﬁfl'é st@ﬁ%@ 20 bR hEREVREOT £ &Bﬁnﬁﬁﬁkﬁﬁk&ﬁ&ﬁe&b@u&hﬂﬁ érit @
linked list in order to manage the flow of data transfers. The 20 Ti nked
list is 10aveosed code segtherd is tiest providat ithatsiemacts stosng ©f dalteasttonaldafaeiﬁls inThe
file transfer device may al sg includ m t hat mai ntai ns and

a credit s
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be dynami cal ly display d he devi ce
segment, a validating source code segment, and a monitoring source code segment.

15  The active connection monitoring source code segment periodically determines
whether each remote device in a list of at least one remote devices is currently
actively connected to a communications pathway accessible to a local device. The
validating source code segment validates each remote device in the list of at least one
remote devices that is currently actively connected to the communications pathway

20  accessible to the local device. The monitoring source code segment defers a file
transfer to a time when the destination device becomes actively connected to the
communications pathway accessible to the local device if the selected destination
device is not currently actively connected to the communications pathway accessible
to the local device.

25 The signal may also include a parallel polling source code segment that causes
a local device to poli a directory on at least one of the remote devices. The directory
is associated with an assigned destination. The local device requests all data within
the directory to be transferred to the local device. Thus, multiple remote devices are

substantially simultaneously polled and the data is transferred substantially



According to a preferred enbodi nent, a transmtting device includes an
encrypting systemthat encrypts selected data prior to transm ssion.
Further, a receiving device includes a decrypting systemthat decrypts each
encrypted file upon receipt. Data transfer credits conprise a definite
nunber of credits. The nunber of -22 credig-s in the transmtting device
is nodified at | east one additional credit upon each successful data
transfer enplgmuhgheduelpith®localldevité friont 41066{RTeMoW d&vicay RirgRr,thedHge a
credit request systemthat requests additional credits froman external
credit procedgsasfarsto thepssigeed destimatiqnest for . 5 additional credits froma
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requesting devi ce Afide Haryierigetnod ddprovisied thateaables date transiess deiyfen a local
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20 The file transfer device may also include a return recei pt systemthat
generates and sends a return receipt. The return receipt typically includes
poi nt of origin, destination, and successful conpletion information, and is
sent fromthe device that received the data transfer to the device that
transferred the data upon successful conpleli-on of the data transfer. 25
The file transfer device may al so include a certifying systemthat

comuni cat es wi t h Brefarakly secket datastmetufegiangdynaseiesidomanaged andreiath datarpetriur n
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received the data transfer to the independent certifying processor upon

successfuf conpl etTimethddvaaylalsa ihclads fequestirgedddiibhal csatifseftord amnaexternal
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systemthat maintains a nonitors transter credits, and detects each

data transfer in drhemédthodi eyt also dictadd definiagnin midernhat candsersfuebteddya
transfer. The data transfer is only permtted |0 when the device initiating
the trandfer mgmotedevices wathedpitisl eanneptioninbls index incdndesist leagtongifile tifas the he
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addi ti onal crasdociatgdalestination mayedisnrativelydea generabdastinatiq, sydhrthatanyromoteon.
The file transfer device may, al sp include a credit request systemthat
request s 'addi 19'87RN2L3EES O e YieXn external credit processor in response

to a request for 4 requesting device may be permitted to select the remote device where a
request for an index will be sent. When the request is sent to the selected remote
device, the remote device returns the index to the requesting device, and the
requesting device stores the index in a storage device. When any file listed in the

20 index is selected by the requesting device, the requesting device requests that a copy
of the selected file be transferred from the remote device. In response to the request,
the remote device transfers each file.

According to a preferred embodiment, each device may include a variable
number of destination linked directories, each associated with another device. Each

25  destination linked directory is a file storage area on the device or accessible to the
device. In this case, the method also includes detecting storing of at least one data
file in the destination linked directory and initiating a transfer of the detected data file
to the associated device in response to the detection.

According to a preferred embodiment, the method also includes periodically

30  determining whether each remote device in a list of at least one remote device is



20 additional credits froma device. The external credit processor
val i dates account information of the requesting device and di spenses
additional credits if the account information is validated. The file
transfer device may al so i nclude an index systemthat defines an index for
request by.renote devices via a connection._jghe index is associated with at
| east 25 one destination and lists information representative of at |east
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sending. At least the file source or the destination has an initiating
systemfor initiating operation of the transmtting system via at | east
one comuuni cati ons negotiating pathway corresponding to the at |east one
listening port, fromeither the file source or the destination. Each file
source is .al so a destination having a receilrng 15 system for storagel ess
receiving of files sent via storagel ess sending by at |east one other peer
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preferred enbodi nent, when a file is saved to



10 a predetermned directory associated with a destination, the file is
transferred to the destination. Another file transfer systemis provided
for transferring files between at | east one |ocal conputer and at |east one
renmote conputer selected froma list of at |east one renpte conputers,
across at | east one communi cati ons pat hway-20fhe file transfer 15 system
includes a firle selector that selects at |east one file stored on the |ocal
conputer for JfraBsfefsdteGilé Belththsrrd E &Dm WS réRRL G ViXPULR  renddte device
destination selector that selects, romthe list of at |east one renote
conput er s, attranefess eanhefileenwesponsmiputhe reqiest.gnat ed as a destination
computer to which the file will be transferred; a transmtter that
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bet ween a vari abl e nunber of conputers via the dynami cally assigned data

ports. Edth deepmesactily apaisictedad thebemammicitiops pathmay aceensdlly tosthndoeal and
recei ving data. . Each conputer, dynam cal ly nmanages socket data structures to
Crabl o Subst AV IS GPIEHES eSHiTER0D GRSk if MaRCREPRD) SrveD) CouTRorIty the

i ncl udes a ge r..&hat r : rn receipt, including
poi nt of ori g‘{aﬁgrﬁg@gﬁ%&ﬁ%ﬁ?@%&gﬂgf&ggzﬁ%Fb%ggcrlr%\ﬁ%#i on information, from

the conputer that A@eRdimedotdprefér€d Emdbaingent! thel Methe@Msy &ichideatpolling a
transferred the file, and an 1 ndependent certifying processor upon

successful caipEceiryan atfleastent iof ¢hel Femotadsices (thh diregtore is adsscaiedovilies a

third transmtter that, communicates with the jndependent certifyi
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20 transfer up@AatizRasietted SORTRARIANID RirtiltdnRBudly tethenads Hevice from all of the
multiple remote devices. Further, the data transfers to the assigned destination.
A file transfer device is provided that transfers data with at least one remote
25  device. The file transfer device includes at least one listening port through which a
control connection is established with the remote device. The control connection is -
utilized to determine a remote data port for transferring data, each data port enabling
a data transfer. At least one dynamically assigned data port is for data transfer with :
the remote data port, the data being substantially simultaneously transferred with

30  multiple remote devices via the dynamically assigned data ports. The control



The system al so includes a credit systemthat maintains and nonitors file
transfer credits and detects each file transfer in order to debit a credit
account after a successful file transfer. The file transfer is only
permtted when the conputer initiating the %{ansfer has sufficient credits.
25 The system al so includes a credit request''systemthat requests
in_.response to a
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-3 0 BRI EF DagidbRTdédtds THE DRAW NGS The present invention is further
described in the detailed description which follows, by reference to the

not ed drawi ngs by Tmyfilefransfor dévicd may alrangildsa rumredeiptspstemthacdiciemntes of
the present invention, in which |ike reference numerals 5 represent simlar
parts througfddtseady &rgtumireceipbf ThademraveeriBt tyrirelly inglades point @fiosigin,i s a
schematic bl ogck.di.agram il lustrating .a system.architectu wthalinmted
nunber of persoia Lo SRl doutertbr BROEH e Shd Rl Ealf b Guenibare,
according to 2figsPRtd déth thRFR BSRB el ReCRal Alns BB i 3at'asusv%nf dRBedRAgr am
of exenplary logic of a main control nodul e whi ci‘n 10 control s automate
functions ancdougdetiomyfthedatamaisfans accessed through a graphical user

interface, according to an aspect of the present invention; Figures 3A and
3B are flow di agr dh¢ d‘fleet{éwgarcicwozegimabf algo singlndei lae comidyiing wystem that
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0 an aspect ‘of ‘the pres rnventioh; Figuré 5 is a flow di agram show ng

exenpl ary | ogh@egendestosdirii fyiRg pedtes s GeRlls VedietioniepiReRiontto tAE devide Migatt O
an aspect of the present invention; 20 Figure 6 is a flow di agram of

exenpl ary | ogirtgindted the datectransferxupopdsiceessifitlotompletion of the data transfer. The
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return receipt system also generates and sends a return receipt from the device that
15 received the data transfer to the independent certifying processor upon successful
completion of the data transfer.

Preferably socket data structures are dynamically managed and each data port
is represented by a socket data structure. Further, each device may store the socket
data structures in a linked list in order to manage the flow of data transfers. The

20  linked list is traversed to enable substantially simultaneous data transfers.

The file transfer device may also include a credit system that maintains and
monitors data transfer credits and detects each data transfer in order to deduct credit
from a credit account after a successful data transfer. The data transfer is only
permitted when the device initiating the transfer has sufficient credits. The number

25  of available credits for the device may be dynamically displayed on the device.

According to a preferred embodiment, a transmitting device includes an
encrypting system that encrypts selected data prior to transmission. Further, a
receiving device includes a decrypting system that decrypts each encrypted file upon

receipt. Data transfer credits comprise a definite number of credits. The number of



creates an index of files that the user wi shes to make avail able for
request from another PC, according to an aspect of the present invention;
Figure 7 is a flow diagram of exenplary logic of a request file nodule

whi ch cteates a request file pending event in the main control nodul e,
according.to an 25 aspect of the present im#Zntion; Figure 8 is a flow

di agram of exenplary logic of a return requested f| | e nodul e which
processes requsitsdn the traxsmigingrdsvicefis modfiest atdenst onkeadditionh! cresht wsomeavti ng
events to return t ues ed files or indexes in the mai n control nodul e,

re
accordi ng t o SHfFessiytdat CHMQWAE eNFYPHONon: ;| Figure 9 is a

account | ng 1nfor mi ?ﬁﬂ@é%#ﬂé&aﬁ%@ex aﬁﬁ‘*ﬁaf*d%?%ﬂit%e@“; PR rEies ™" ©
aut hori zed, agditionadcRsdi@nframt AP ekl %ed1?%%53&35¢6%®¥Q8ta fé?qéfeE'tefc{Fa' n
control nDduIe according to an aspect of e present invention Flgure
10 is a f4 owaddagmalmm‘dmﬁewmlmdqmd:&)gTbe ektamnalraddit procegsorstalidaes agsomg -
nodul e whi ch .operates gn a credit server, according to an aspect of the
present i nvemﬂipoarﬁatxm @hithe requesting devigg aaﬂabﬁmeﬁra | gragdits dlihe astount add
credits nodul. er\:hI h mcrltf{‘ggeéts any remaining credits by the anount of the
new aut hori z&% 05?18 ppds vg! ording to an aspect of the present invention;

Figure 12 is a fl qn@glram ‘@egerﬂ%], AP |
whi ch decreases cre |ts by tﬁ anount o ltc?:lgdetcarnaitrllc'is e cos@apgegglg%a? go an
aspect of thdopremestby reroteideviceFivinithe chanestion. f Tisvirdieads aﬁﬁoofateﬁi(wnml ary

| ogic for a check for active I5 connections nodul e which periodically
checks f& adeasyene destinationnadists infasmation representative of at least one file that the

remote devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request system may be provided that permits
a requesting device to select a particular remote device to which a request for an
index will be sent. The request is sent to the selected remote device. In response to
15 the request, the remote device returns the index to the requesting device. Then, the
requesting device stores the index in a storage device. An index transfer system may
also be provided that, in response to each file listed in the index being selected by the
requesting device, permits the requesting device to request a copy of the selected file
to be transferred from the remote device. The remote device transfers each file in
20  response to the request.

Each device may also include a variable number of destination linked
directories that are associated with another device. Each destination linked directory
is a file storage area on the device or accessible to the device. A destination linked
directory management system is then provided that detects storing of at least one data

25 file in the destination linked directory and initiates a transfer of the detected data file
to the associated device in response to the detection.

The file transfer device may also include a parallel polling system that causes
a local device to poll a directory on at least one of the remote devices. The directory
is associated with an assigned destination. The local device requests all data within

30  the directory to be transferred to the local device. Thus, multiple remote devices are



address listed in the destination wi ndow, according to an aspect of the
present invention; Figure 14 is a flow di agram show ng exenplary logic for
a third party authenticator's processing of confirmation receipt requests,
according to an aspect of 20 the present in,/,vention; Figure 15 shows an
exanpl e of.an event | og w ndow which recordS file transmission and recei pt

events, accor-d{)n tQ, an,aspect of th resent invention; Figure 16
illustrates &H ?g%fﬁaglye sgpu *ﬁ‘e];@%lbit Pﬁﬁ?}?eﬁlﬁ‘il e@emﬁi‘fﬁow t1easfegRdnaubstantially
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destination w ndow for selécting destinations to transfer the file to,

according to an agpestherofilettrensfer dseite is previliedthat transférskdagangthlft 1sd\whean
exanpl e of an add/edit destination w ndow for adding and editing the
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transfer, andevite, echnfatparpaiabling aWatdesstdratThehntrol bshnetaoe i utdiszednd
listed files of events listed in the event log file, according to an aspect

of the presentansmittheiaddress of tiequideasp ong Hynamighlly assignadedata popl SEhust data
transmt w ndow for selecting files }o transfer ?r?uqt't he even(}evpropert I es

wi ndow t Hat SRR tyhstapiaile simulancopsly tragsierred itk multiple remote devices via the

dynamically assigned data ports. The control connection may be further utilized to
receive data transfer characteristics and authenticate the remote device by verifying
the remote device's identifying information. The identifying information is
transmitted from the remote device. Each device may substantially simultaneously

15 send and receive data.

The control connection may also include a selective acceptance system that
compares the remote device's identifying information with a list of destination
identities stored in the first device and prohibits data transfers from devices not
within the list of destination identities.

20 The file transfer device may also include a return receipt system that generates
and sends a return receipt. The return receipt typically includes point of origin,
destination, and successful completion information, and is sent from the device that
received the data transfer to the device that transferred the data upon successful
completion of the data transfer.

25 The file transfer device may also include a certifying system that
communicates with an independent certifying processor that verifies return receipts
for point of origin, destination, and successful completion information. The
independent certifying processor sends verification certification to the device that
originated the data transfer upon successful completion of the data transfer. The

30  return receipt system also generates and sends a return receipt from the device that



of events listed in the event log file, according to an aspect of the
present invention; Figure 22 shows an exanple of a build i ndex w ndow for
creating the index of files that can be requested by a destination.PC,
according to an aspect of the 15 present invention; Figure 23 shows an
exanpl e of, a request file window for reque2t#ing files from another PC,
according to-an aspect of the present invention; Figure 24 shows

al ternati ve mcaiveddbe datagranséersoithe mdegendérrcestélyary progedsot @poh gutgeastaf er ,
and the destinatjon window for selecting destinations to transfer the file
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such as pri veieaIts %‘rtgﬁgﬁlcﬁﬁb&y&?&‘?M‘E%EEE@HME’Q‘SP\é\%%d?)‘ﬂﬁ?-er ably, but is

not limted to, agR.- J y r ng i, | @ i ne onnect ed
to a communi cati oﬁ‘gc%a%@%\%%é‘r éﬁg? lgrlé%g’ozrirﬁﬂ nsr%’é&%% RN Rfeuds

; I €vi ces, suc a2 hand

hel d conput eéﬁorrbﬁh@%&ﬁ%ﬁ”ﬂﬁ?%m&%t@%‘l@éted Rl bfiof b QRIMGREEione FUMALE a
conputers, wreless conmputing devices, or any other device 1 o capable of

connect i ng t recaivireg devide iachidest 2 earyptingsysoge that decrypty shelnemarypted fild uporz ed.
O course, computers nore_advanced than Pentiumclass_can be utilized as

vel | . Edéh Preceipy Pais transfen geedits gpmpriay asishinite pumpenpheredits, Thearmbgr Qtich

communi cat | oftetiE it s SR ARE o ino RESUP AR e RaBGPAL QORI Sl o1
havi ng " dr ags&cessh data transfer employing encryption.

The file transfer device may also include a credit request system that requests

additional credits from an external credit processor in response to a request for

20  additional credits from a device. The external credit processor validates account

information of the requesting device and dispenses additional credits if the account
information is validated.

The file transfer device may also include an index system that defines an index

for request by remote devices via a connection. The index is associated with at least

25  one destination and fists information representative of at least one file that the remote

devices can request. Devices corresponding to the associated destination have

exclusive access to the index. An index request system may be provided that permits

a requesting device to select a particular remote device to which a request for an

index will be sent. The request is sent to the selected remote device. In response to

30  the request, the remote device returns the index to the requesting device. Then, the



15 functionality. Preferably, the operating systemis Mcrosoft Wndows NT,
W ndows 95, Wndows 98, or Wndows 3.1x, all available from M crosoft Corp.
However, the operating system may be any other graphically oriented
operating systemsuch as Mac OS avail able from Appl e Conputer, Inc.,

Sol ari's, Xwi ndows, etc. Each PC 10 runs a ®@&nputer program i ncorporating
functional nodules, such 20 as those illustrated in Figs. 2-9 and 11-13,
and has a GUCqEEHEBSIEVIeg Storesihadadex lnﬁﬁéwasgd@\ﬁ@@eAmmdquqtms&a sysiemirgay 15

t hrough 24 descyibed.bel ow. . The file transfer system sho in Fig.,. 1,

i ncl udi ng th@S%PW"éP“%Jﬁ#r HHCPP%‘SES%E& 16315&?}13% eﬁ%ﬁﬁ@&?‘%?@r‘he

interface, i t s QN I

i nt or conmect g BRRE TSR pERRIAS e dhenl SENAA D eqles P ol SRR 6 e

W thout i nt efonpdirasfestd ragetitireniott ideeiRe OThatemdtedsdted fHEnsTORRIALR Hile th

credit request processor 16 and i ndependent certification processor 18 may

al so be proviedpensarid thg wquestcussed in detail below. The GU is generated by

a conputer progr esi gned for a w ndowed operati ng environngent such as

M crosoft W ndo .aC%mée%eP BKA1S? dnelidr yebebiEoRIEBSR PhIdestipations taked

comuni cati o f I ] [ nodul es
iFeAOK S d('!iﬂgag{: 9&%&&3@&5&& i&@g@é\ﬁ&. %ﬂc’h cf’egﬁina:%l% g\{,\“,ggg dfrgat.ory

that call or crea ( ay W ndo\ . ary - drsplay wn
include a trgnsiletstot felgwalonrthe Adiealdr ABcs3imil @ahe delices Al 8ating@oh Rfked
transmtted, a destination w ndow displaying candi date PC destinations to
whi ch files diagctdry marmgsment sydtenaisdhemprevided thaygletdctsdooringhaftat thiasidrmydata
transmtted H l.es that, have _been_sent or received. Furthernore, the GU

1

provi dedOusefilednths destinptaen linked dirgoiomy qnd dritistes aismslier o5 dstactasedata filgy
criteria vi i al wi.n .. In greater detail. the follow ng describes the
operating f?ﬁ%?&gsgbcbaftecggfvﬁgﬁ 3}'?3380%%%38&?%8%?“8% he conputer program and
graphi cal user i nf®d fiRGearRferdBGicBmESLAo YRR Hel pal1f ReMSRGCed of
both the sending PC e{nd theerrecleci vi ng POC. Al't k?o%ag??l t?e éxlegggri ption d|U\S§€Sf n
terms of sofaleabdevidetopodisediredtonyen atdeast ane af the réreoteevives.e Thatirdctoit h
firmvare, a conbination of hardware and software, or, with onli/l har dwar e

such as a wiiSHsspdiate@with gncssigneddesiinationr The hoqak devie requests pil daiawithint ed

circuits, etg. Jn order, to effec file,transf.er. the.conputer, program of
oy et etbeq BirsiBrREnES bt Saitmed e lol ARERS This S B TEPAE a6 1

t he sendi ng €q; b M R i } C L&At 1

at t enpt ed. g‘%&?}lﬁgg i?lggﬁ fzagél%% aﬁ)lﬁ%ﬂt c%%d?ﬁo%%@ﬁc?%%%ﬁiS\ygﬂggﬁﬂéycti on
to the Inter siafuitahedusinget theloet deqizetfrom allafnivciemate neeicts. ofurtiter] the datarN,

"power -on" or standby state at_ both the sending and the receiving PC, and a
wi ndowed opetransferg te yhe assiggdidesdnaliasy osof t W ndows NT, W ndows 95 or

W ndows 3.1 inst ed.,and operati ng on pot.h the sending PC and the. .
Fecei ving PC 20 Th S8 RendRF dAvishinel abnuncldf eParvE dorie b apitorine
supervi sg th sttérﬁ'?ﬁa\{,\?ﬁfo%aﬂg%e'i&ﬁﬁhgwﬁéthtzf L&H l‘gﬁfo?éée\lig@irp@ﬂﬂ%ﬁta‘?%ast
conmmuni cat i ors pat y. reover, a transmt w ndow displays a |1st of
files storedogdrémetel ddvicestiocagendy actiecly \dbanedted &s adorphwieations gaktevay
transmt w ndow are sel ected then dragged & dropped on to a graphical
obj ect, the decgssisledo apodalidevicem wilidating sy sterodlat vehidatgs earh remnte devise in
internally c h an associated file struct

reaf.es list of files wt re., The
nternal |istG Nstofeat lepsials TyQte doujses MRatrls COeRKiAct VR FoTaEsEn 10 the
obj ect repre - QY ' . ' : Qr : j each
candi dat e PCé(?lrg“é‘“t%lﬂlnéaa lpéirfﬁtg&gfgﬁé%lg%qg?géoﬁé@f: @lccrgéﬁcgdhsﬁlltc rsf{egﬁ{I fhr?t a
desti natdson WefREOW. fife trahstet!td NE kime aeHenNiHeK dEstinaLiBR Yde¥itebBecondsandtiveny
obj ect, invoked by the user, generated by a conputer program nodul e -3 5
and |inked toomnetest toéid comatlnhiesons pativeay Ecesditie ¢ thy 18T devigatiéthe and

a conputer praogram subroutine. Wien files are dragged and, dropped,onto the

destinati on Self&ed destinatien desdes isanat sWToRthdRAHYely qan%CtF‘?EOtthﬁF?W‘ioﬁﬁ ed

file structure,i s creat t he w ndowed operating systemand a contr ol
nodul e di spl B?f@wé’y(ﬁcﬁ?%g’q%P‘%&?HBF%TH&V?%(J the user for confirmation that the

selected files contal i At i l:] s ek a5 S

destination sel ec eg?%tglerﬂeadé gpgﬁeéiséﬁnel%gg%lvﬁ%dnf@ dﬁltvglﬁfﬁlg} abggg Hgﬁ?’ﬁ“{‘fﬁs
the fil e tovhgablé anmbet dfdbvices CTHp decgiiodelheny systerminbibides @alatiable number
conpressi on subroutine that copies and conpresses the files contained in
the file list, and stores the conpressed file packet 10 on the PCs file
storage device. In the context of this specification, a "file packet" is
preferably a grouped and conpressed assenbly of files, rather than a

mul ti pl exi ng or frame-transm ssion "packet". Then, the control nodul e sends
a packet file name and the address linked to the sel ected destination
object to a pending event log file. Later, at a predetermned tine, a

- . e o - - ~ - N - - s~



by its nane and destination address, then transmts the packet containing
the conpressed files to the |Iinked destination address across the connected
comuni cati ons pat hway. The control nodule then indicates in an event |og
wi ndow by date, tinme, and content (which may include file nanmes and
associated file 20 structure), when the tragsm ssion of the packet is
conplete. The predetermned tinme is selected by the user. Thus, after

sel ecting a fofipeersyseaid Edch@ebssistefiasseitieteon Negdtia®ing s95tehOf? @pbiing

i medi ately, or at a later tine and/or date. If the file transfer is
schedul ed f omt leastaame listemigmpdre forfaxckangimecantob! datat EHash peer adsdinekides £dmian i n
a pending event log file uptil the desi qnat ed date and 25 tine. In )
preferred enfSEBRSAERRSYStEMAoR OPEINgaYarieble aypbsral daia pars ¢aeh assosiated with

i ssi , d i itted files. hie
B T T G L T S R PR
ool oved | & HmeRe of tard fidesidii o & 1EPEREPLE RENPAGI Bl 288 il Sburees, |

further, theaadatdestinatiotiselzction tysatraforselaeting Auatiableenesee of Bestinatiombfor
vi si bly indicating when a packet has been received by a destination PC
Preferably, ueesiviggtheselesteddata filesy Sddeasbtherfile soyrrehash iransmpigingayater fog

i nd I h | j.cat i that has, b iated. with the file t
recei ved. SySIERECEM Porng ule S1eted g Dles BVsiceovaialls rmbes ol ditped
enbodi ment OfcoH}ﬁurBEﬁ?mtpdtW%&%sgBﬂcﬁngQm?l’rg Blta ol aI"He.argbgg% 'R

user interface operating on e rconnected provi or system

control and UReE a feceivand stemAofBiofadetust reteivingWfahe ifl|byIsdrit ali£dtordbeldsy. 2,

is provided for controlling automat ed system functions as well as functions

accessed t hr sepdingheAgdegshithe fileiseurce ror ghé alestinationhkas arhénitising aystemafors
hical user [nterface 1, the main

the 1 o conputer ,programthr h the gra X
control rmdul‘%‘tiaHBBi eration Qgg%eem""{}%{?‘i%é‘bé) S¥StEHa VI3 Al ea Png cPREnYEAtiangd
for system operafi [ L @ odal [.pr. hs a
standard M c?’%§gﬁt%%g%‘aé’gg%%€sgﬁﬁ9§%? lg?e %tlg%??\)gb ﬁéﬁépﬁﬁdﬁc@’?‘égﬂg’fhg
appl i cati on He§6@aE or tHeldestirditioRe FASH filekoufte i§ Aleo M\dBstmAtioR REViAk ialtBcetvifgem
application programinterfaces (APIs) from software vendors, or functions

written for asyspecforistragglessaatsiving ofddessent vid stetagelessseadingoibyaatyleditiogef or

the present invention and their purpose. -3 7 Table T e: Pu, ose; W ndows
starlLard di | SiB&r pgey) sxs%apaeg%h@ﬁv@eaaer&ngle&%% abé‘eﬁ s¥Be dunEithal thRg

meno functio l. j ~CQdos. dl I File and directory
suppo_rttbSOWQ?IaLgﬁlm%gﬁw%\ﬁ{e#S@#?‘support 10t b50dl a. dI | Common di al oa
functionsThird Pargath pRESHax &85 Tcfuddladivhasenhihiber 6f @athfionf ket da8a6AER,
ress. dl | Com ression functions~u~tom DLLs15adis. dl | Destination book

f unct i onsl ndeeech@sseniated omisin\anethed|devicg. fEavht destigftion linkdd directometis fifile
transfer functions . . . .

20  storage area on the device or accessible to the device. Each peer may also include a
destination linked directory management system for detecting storing of at least one
data file in the corresponding file storage area and for controlling the initiating
system to initiate operation of the transceiver system in response to the detection.

Each peer system may also include a return receipt system for generating and

25  sending a return receipt including point of origin, destination, and successful
completion information, from each destination peer system receiving the selected
files to the file source peer system over the storageless communications pathway
corresponding to the data ports upon successful completion of the storageless

receiving of the selected files.



20 Saxcom 10.d11 is avail able from Sax Software Corporation of Eugene,
Oregon and i nplenents several file transfer protocols for use with anal og

t el ephones, including Znodem Operation of the main control nodule in each
PC 10 is centered on a pending events file. The pending events file
contains a list of events initiated by use725 interactions or

communi cation requests fromother interconnected PCs i 0. At step S3 the
mai n control nodullbe spsiemanay alseinchde arthisd pharty rangaetidn gertificatetpsoddskar foe
determne if any, pendi ng send events exist. |f pendipg send events are
detect ed, at SX¥3BPIRG %‘Wg Vﬁﬁgﬂn%dm%lreﬁﬁﬂﬁﬁ EorcapIng of QEigH. f desEnAdeny and
descri bed be j : Fl.g . fi dul e

exoott oo at - SpesS bR frbhuho TiE il by bR RE Bl str o
S3, the pendisngseReRending YetificARaicBriTRAtd ft& B1dsQvELh BEdTIaB8itiohaPdi¥rapendi Ng
receive events are present at step S5. If pending receive events are

det ect ed Sat sompuBicatidns patiwayc omtrespondinguloea diadtl =lditioret elataepdrt lte thodilé e at
step S6, described below with reference to Fig. 4. O herwise, or after the
recei ve fil eSQHIGEPECERESERR alpon sucesseip! eymplesion ofdhe stosaasless secsiwisg of ke User
events originate |n.,response to user interaction with control w ndo

provi ded by ?eﬁgﬂa?gﬂ?ﬁ‘c ©fegm feﬁflgw%sg%mlg,eng‘ Sraé’éilﬁef‘ﬁﬁﬁr?:tl}wg‘tptgr%%ram
functions z Ty ' td :

cvent 15 schSaiialbandH fr BaHroNARE teieRoRE HIER EIRIAIRY dinatiss
events are sbhentificate opiogessat eoférom nseduhés sdrageddsoWrontinimigations FRehwapdul e
2-7 is invoked fromthe graphical user interface |I. Processing the user
events ilfvol vesesnonding 2 serpndaddsianial datal pagt wpemsu@esuldeampletien ofdhow.

At step S9, Internet Erot.ocol g%'{;ﬂ co Pf:cti ons are checked by a function
descri bed beP'OWF8RT TPeaERgRL the ‘?—eitﬁfle?: Subsequently, the logic returns

to step S3 and re ri f i : he .d] een
L oun P 53, and " SRSEh Sua? <BBA HHSCRPEARS! B1¢ LAGL il SRR, S o
in an event hegntainiso¥ad motitorsg filtadelisRpredits. FTBe filberelit nidifiofigasysfent €

transfers are | ogged recording the date, tinme, and content of the transfer

at both the detmdisregchstdrageless sandipeRdselectedddenandodebita @teredibackount varkable op
of the event | og w ndow,displays .all events havi.ng the se|ected property
"hl cat i on oD G SSSTRIFLReT KIS if SCcrdTCE ilhd AEAIgn BaEd 1 A RSOSGE ey
button 21 |aypche ' ¢ j . ' decryof:s. - | ved
files that V\gl’ e e%cﬁ}%%gﬁt‘%&a Y %gsoslgﬁgg%#p%gg?%)ét%%\%%@a%?glqglﬁ %%Hlfrﬁ'gﬁgﬁ%nt ed
Wi t hout nanuahd ifef ioremehtdiy deRedllhbcbudn viakieble Wit bh @8&ddidtyd @he of the peer
encryption/decryption programs integrated into the file transfer system
The O ose Logydemnsarpod2rectipt of atdnedit vespuest angl svogdssfial ¢amapasisablof, the rezedit
contents of the event, | og window i ncludes for ch.event.. the sender and

xecei ver of RAUCREAAINY, 2 ¢rRelt @PtROriZRlioR finstiche N9 Rler qragis maniigring system
whet her e vant_.or jve t Of
the 14T agerarelBdatlls Rl veliced AGHSTHONE beor itelndto b et
transfer, pengidagsdr ansfer and failed transfer. An additional synbol e.g.,
R or U may be displayed to indicate whether a file has been read. Wen
enpl oyi ng t he addiBachpetr syyteinahsy &ss inphide asindéregérieraingasystescior genetatingd U
signifies 25 that -the file has not been read. File Transfgr SXst em Seg:
Filgure ,3 aff irde et fles/omapeer sysisdetanoindex geqieadngs sYSeRdAT Fegvesing aARdf | e

f N Th . | h. f] i h
W ndows. SobkECBeYy hindes of AUSSFmBAY P DBy SIS NORR of e Shieblomt Bne
| nt er congect @gbég@sélecm fm cg'?,‘éfs&gﬁ:g A4ibsepBf RS aflbIR duthidebeiles from the

communi cati on requests r ot . A preferred system for -39

detecting coreievedindex sfdtleefbm argopf the varialsl nBRibee of peartsystatnst ead t filae
data structure, called a socket, that l|istens for conmunication requests at
a speci fic psubsebrequastingxystennfas initiating epsratomefthatnanscesies systemdaitiggsies t

hs ol & vers, opESget Remamponanr &° pruls TheEStper sy Ses e ndTaestEh. O
recogni ze and conggef Pelr §PGeROhby at3Cichfte’ Pirhh@efver management system for

30  managing substantially parallel and simultaneous operation of a variable number of



a transfer. As a result of the established socket, each PC |listens
continuously for a comruni cation request fromanother PC. In a preferred
enbodi ment, a PC connection to the Internet or private intranets and
extranets using TCP/IP is established by invoking subroutines which create
data 10 structures called sockets that enapj e comrunication using TCP/IP
standards. A-‘listening socket is established that permts the PC to nonitor
t he I nternet;.,J.RL; t : i : i cat

i at ed by ispel R Rt B BRahid phralioti SAERIRLGR SR Bithe o
a control noghd fotdpeld3s réceehy iofgheSele@¥difiled eﬁertdﬂflquyaﬂtcdmﬁxhhi&aﬁ&?s
context of selective acceptance criteria prior to S accepting recel pt of
t he communi qethways eygrespondihg tot pduralityr afsdata herts.ecei vi ng PC aut onatical |y
deci des whet her iﬁtﬂw | 1 acct%gt .comuni catjon fromthe sendi ng PC based on
criteria such as flalatranates ¥ia theneqmagiunigatiops paihwayoooars withouhlogging

transm ssi on r ! i zed PC desti.natj.ons,, The se|ective cept.ance
criteri a§i S ij’g{j agﬁ gl;]ﬁgeg‘ﬁlggi:a:t%g&w%\{tg% P | ang}qssn_ne Tlttlcé ?Sé?a:tg}sﬁi H& PC
eval uat es whelritinichti¥hd pafGaSD twithdit Ae8stn g264t0" tHeNdedtihaMah| pUiEerand
defined criteria. For exanple, the recerving PC may exam ne the addresses

i n the destiwdhowtrinfernedatedstarageptf transmittédcfiles @n aminyeriemingadetprsaesTHe st ed
in the destination file. Alternatively, the receiving, PC may only allow
recei pt of cORREFIWAViIth e dqsanatmswaéﬁ/m@atg@prtmﬁ@a Hastinagiondlddegss decsivddal

nunbers. For exanpl ligense.codes ipitialized duri se ., at each
system PC ca‘ﬁl%%gl%‘qu’i?‘iog%taa&c{i ?%@quefweégﬁw&?fgm%h “\%?et"na hff‘g‘s&égf Wati on
addr essgg t 0, fUBLRRNKIRH RN XsBeta &&H&%sﬁﬁagm &ﬁ filRhis kARoWAdq ipthe
communi cation requests. Aternatively, encrypted althentication codes
initialized dbgtintgorset up at each system PC can be utilized in conjunction
with the destination addresses and/or |icense codes to further authenticate

30 the source i dehrother filgtransfeosysters dnprowided fontmanséaringtfdes httwegn at leasty
configure the -40 acceptance,criteria at installatio nd na hapge t he
acceptg ance c‘?qetlgFéac%.’p %y"‘ j Fhicash ORRIRMQUF .COFWug%féFEFFEd?@H@o‘mVng &,%Stif a
control nod RVA R : J i,0 om a
condi ng po Gt inotd o 4 RN Al S Bl D THE L Elstor OF

t he sendsng Rk dacludeng fMesselddier fhat geletnEf Rasti onev fide bltged Apathat Bcal

sockets. Meanwhile, the |istening sockets at both the sending PC and the
recei vi ng PGammitersfontransfemingas thoatnaast one remotecepueniiter; frdsaiinatinn seleck@s are

O et e A SR NI B FRa S oS, 1L RS o
si mul ta”eousch ﬂuﬁe#&e%@éfe?sas%r&sﬁﬁ&?&sn%lnﬁaﬁté’r %Qvﬁi%@&lé%le”&ﬂ%@t&hsf@ﬁ‘é@ PC

recei vi ng such ‘conmmun on reques preterre odi nents, a control

nmodul e in a $eRAbMEta thieaehifergthRGeldctal €ise 8 dhdldastitation corhputkedid tit one
file transfer socket for each additional, concurrent inbound or outbound
communi éat i cspmuTnicatipss pathovdyi withest swriagi thg sehectéd dile on any dntermadiater s.
Thus, multiple discret connectf_lons can Ee est§?bli ed with nultiple renote
15 conput er SCOBPYSE: ARG2 Feasi iE dhatdreRiYascas tondepstiileys to which the Iocal

conputer 1s connegye sttem also includes an initial connection system that establishes a

connection between the local computer and the destination computer via

predetermined listening ports. At least one predetermined listening port resides

25  within each computer. Data transfer characteristics are exchanged during the initial

connection. The identities of the local and destination computer are authenticated by
verifying each computer's identifying information.

The system also includes a first allocator that dynamically assigns a first data

port represented by a socket data structure within the destination computer; a first

30  transmitter that transmits the address of the first data port to the local computer via



The process of sending a file is now described with reference to Fig. 3.
Initially at step S30, it is determ ned whether sufficient credits exist
for transferring the file. The credit sufficiency analysis is described
below. If insufficient.credits are 20 found, at step S32 additional credits
may be requested as described below. If sufrcient credits are found, at
step S34 it is determ ned whether the transfer is intended to be an

| nt ernet (or thnpredaterminad Hsteningtpaatss facsecondl alloeator ahatf dynansically hsdignsneat
transfer, at step S36 another socket is created. |In addition, the sending
PC connects B&FaAata §P€rﬁeﬂi‘j’s§f?§€‘iéb’ 20Kk dalarpbustuse vithip dhe lovsl vempuignen

anot her transgl.ssiQR: | 4.0 he..n created socket .S
2dded to t ne Prapeffinede U FBLY EPER R nd SRaNEH Y e SR RE SaROBETbRER 1
gi ving sockehfd sdd¥Rd ldataiRirtsYeig diplamigfly &3%medhH SespBHbd { UsARAMRACHoRNS
can occur substanti all ya&gi{ rrulet é’ndg?gslly. ):n ggrnaecti c%slp ter!r?g%a%hll{g nur %?r?of

t ransact isons comadctioan ahé ahsevdhddrangniiher ghas tteansfiepdaths berweeacthercenaeebd as
comuni cati ons speed and 30 processor tinme and speed. -41 At step S38 it
i s det er mi negompstcERVia the datmperts. i The deta is subsiapiiallyreimudtapeousts trhndferred ¢ he

comect o0 "85, PEGRE iRk DE e bt S U0 S AR g

previ ous att pit1a | ng j her, of

B terpts 5 hogoh cOREHE! & aptile bE LRI SRUNIGLORYy Grlil URLUPRE G

i f three unsBackesmputaridyBBpicalloenatdged socky datanspetuzadtdéenadbResibsiantlly at
step S46 the |ogic term nates execution and an error is |ogged indicating
that a cdnnesimeliangéaundatapeansfrsabl i shed with the remote PC. Al ternatively,
t he | ocal conputer., my be et.ua é% del a\é%th file transfer until the renote
destination conput8f SYSiemAlsop¢indes a-8MeEater BAt Berates gl SCBARR FRTAEIFCHIR

pat hway at a; : I

i mam punb 1SR PR 5T Brigh, deind8RL A4 MecBlrRiniolefon FiBaniiih,
connect to tkige ¢éRfipiter Mat tdceRle@fhSBR tradsféhe tROBOAEhicP that Trapifefed %ﬁ&ﬁle}/
established, at step S42 the sending PC sends information about the file to

be sent and abduan indepsmdedit egrtF@ngt presessof apon rmpctdsefud scompletien BE thé filber e
the transmi ssion_ is originating. The sending PC then waits for the renote
PC to seld affaB8ff-ess to which the file can be sent. If the data received
fromthe renpte PG cO S. valy. SS| t iC
proceeds to step Jfﬁg%@&% s%ltcﬁ“ndgslaoglhf:h %?g%gg%gt@% gérg%%éte\?ﬁgg}ékﬁ%e

| ogi ¢ term n3s@peRdfrd iﬁgggrcfeesﬁfrrtﬁat Vérifi@0feeimi redéipast fordpdilabs afigin,
invalid reply was received. At step S48 upon receiving a valid data port
assi gnnment , alesténatival and cukedssfub compd¢tenh mfdrmatomnndbtiindependestt edtifighgd
bet ween t he new data socket, and a data Port correspondi {11% tQ the dﬁ%} port
assi gnment r GERGSERS JandmvicRicateR Eertificatipn, tadbs cpmRUtes thitpugingted;the dile

conmences, ang_th tartin int _af..th il@. erm ned. Wen anot her
transm siq oanags%?‘8‘2’8%%%@@&?0@@6?{%%3% @eéfaggfé&.d data socket is added
to 25 a linked "%e%’s%ﬁ{ Als8QRKAHEs aRlredit SPstERAnEPHRIMtSinS ARH hénitdie fIeNOt €
PC. In a preferred enbodinment, the file being transferred is transmtted
2048 byt es attransfenoeeditbland detdots dach file 2a48fcbyrt exientedebina sraditt adoarnt afteep

S50. Each time data is_sent at step S50, the time-out is reset to zero. If
the tinme-out & wueersfulafilgdransion tTheefile Handenisconly permittedepvihen dhe gomAYtel he

30 dat ket.is dest d. -42 At st S52 it i f bly det i ned
whether ot nenniiaing Siretecbes sttt a socket 1 nked |ist. I of her
data_sockets exi strpealy iR MSOhe el AERAR!AhAE: Wyl By Retleshal skt

is sent, and the l'ogic repeats from step unt no ot her “data sockets
are found. 5 ofédifstfRfin @ €xieinal sredRipescasssrdn véspbhsy totahreqessdfromm 4 bemputeefdras
been reached. |If the end of the file has not been reached, the logic
returns to stadditieol eradits. sPeadernalfcredie processot validatdsiaceountdnfosmation-afthed,
at step S58 the connection is termnate ,,thﬁ d%}a.g cket is q§stroyedq and
the renove crréguestinggommitsranddispemses-adaitipgal czedis 1 fnespeeouRLINIQRRALIGJIS
recorded in tgﬁ I%g file. 10 A preferred enbodi nent of the present

i nvention util Qg a single designated User Datagram Protocol (UDP) command
port to gxchange file characteristic information, user authentication
information, and to initiate a transfer. Subsequently, a TCP data port is
opened to exchange the file content. The UDP conmand port allows faster
connections and quicker data transfer than a TCP port. However, a 15 TCP
port is nore reliable for data exchange. Consequently, a preferred process
for sending a file is as follows: 1) A sender initiates a transfer by
sending file characteristic informati on and sender

i dentification/authentication information to a specified UDP command port

N o o o, o o Y




2) If the transfer is accepted by the recipient, the sender connects to the
TCP 25 data port returned by the recipient over the UDP connection and
starts sending the file. Both the recipient and sender resune "listening"
on the UDP port for transfers initiated by other conputers. This is
acconplished while the file transfer over ti{e TCP port is in progress. The
process is repeated and managed for any nunber of subsequently initiated
file transfers. Thus, MBRIPFEDEICRIPRIONOF THE DRAWIRGS can 30 be
acconpl i shed with any nunber of other conmputers, with only one instance of
the  -43 conput eThermrgsemmimoyeatioars fuminr degeridadviarthagemilel deberiptionsehich

i nvention include a_ sinple user_ interface and operating approach, great

ef fici ency i HoOHQWsehy rrgtgtﬁmééo dhe inofed dgwingmbly mast of norlifniting examplsseaf  3)
The receiver clpses the connection when the file size inforpation 5 ’
(char act eri stﬂrﬁgé én?nh%({}g?‘c{’%ec’fb%ﬁ PEGHTRE BTvieBHO ’HHth?lﬁbtqkﬁtrE%?‘fnﬁg numgralser
mat ches the s i Pg&g | ction-
due to angler?g .S?{nt Ss)@ﬁgﬂ;ﬁdgﬁet er gﬁﬁg?ﬁfﬁﬁlﬁ%fsg 0 ["tcif"léie‘sglﬁ‘l v’edrﬁdlsig%mreg're t han
one UDP command pdigurkilsi asshdraatioblockidiagtm iflisdteatmeehanees archteétiid withe a
transfer, a sender PC randonmy and automatically selects the UDP port firom
a set of sped fimitedoonmber pérpersonal seamputersneonnetied, toovaneise cUDMuBiTationat
pr edet er m ned H_;)rt nunber.s coul d be d%si nated.as listening ports. A sender

PC i ni ti at es PRWYS: aGCRIRgA0 3R asPehol tr PresefidRyAnioBe| ected from the set

of specific |isten; W 3] e i.§ied
port s for initat QUEFErE pRan MEElRE AR Ao Rl Rt AR VhLSE, 1,
a prospegdi veonedle utotnAek TANLESHEE ahfl euse NAGSKIO furdhidnk elcdesied WAsigNat ed
data 15 port. This configuration also |lowers the probability of a

"col l'i si on" igraphiealansenintedfizte, aoenrdingrtoae aspenp of thespraseng mptention;conmuni cat e
with the sane PC at, exactly the sgme tine. Alternatively, jf such

col i sions did ocdiures pd aa@@&wi‘%@mmscoipmn&@ahl% %ﬁﬁ%ﬂiﬁi%@pﬂwe
retried at a [andominte I ] e, fil [

det er m ned to"(’%gga%h {h\réghls?f gé&é\?ft g?%%@éﬂ%‘écg%&lgget% %Gé{pggts{’ﬁ{ehesérﬁa?%g PC
di al s the teligpbap nunber associated with the renbte PC. At step S64 it is
determ ned whet her a connection has been successfully established. If no
connect i ot was estRiglres HAc4Btdnd 4@ grecflpv diageass ofcexemphargd@giohta ecdeive fle
determ ned whet her a connection attenpt .occurred previ ous[éci/. If a preyious
attenpt occuripedule whick epntralsihfepecmie filsr TURCHARS, AGROTHIRSH LS 2B1aSREG Mt

have occurred; ien a 25 .gr.eferred enbodi ment three attenpts. Thus, if three
unsuccessful BIf¥ Mvseng Burred, at step S46 the logic term nates execution
and an error is | ogged § R FGY iGradahoRifRRMdrd ToSid TS orlTRmARbA Bk desired
with the renote PC. gﬁI—%wel\/er, ifr%;e nucr)mer ofﬁigt%rgrrp s is less than the
maxi mum nunbereqoést préczsiihg, aicbrding to ahespeendf thg pRSeaymivantdt;enpt-s t o
connect to the renmpte PC at_step S62. -44 After the conpection is

establ i sR&d hands Haigniec isadimve diagram of exeraplanplosicinf asasrlf Hyleraaduifiwhigh
response 1 s rioeesal wlt: OLEE! B7 B WV B Rafr it TERaR iad o,
error is | Oggﬁ%hérfP@,. Jc@éﬁ@l?%ﬁ) ér?a%ﬁ%?@)f’tﬁg gre%ntsihe@nt%ﬁ the sending PC

n I n

sends file a stat’ion rmation to thé renote nmachi ne. Then, the
sending PC waits fRigui T BRI Sowdddprameeremplrlogid 6f awequestfite modubcehickd,

at step S46 the logic term nates execution and an error is |ogged. Once the
reply is recetrestds aatequestfilepenting ¢vang in ¢hesmain centrolempdiple: acoprslingitpian ng
a file transfer protocol. In a preferred enbodi nent, Znodemis the file

t ransf er 29r ot HPEF OLIPS RISEAPIEENEY 5t he file transfer, the 10 connection is

T o < S e AR 3 D M S st e

and the | ogic proce 0 contl revi ous cribed. The
l'ogi ¢ which exgaufeehich %Jb@eis@@‘?&@ﬁés%cﬁir\dnBQ)rQﬁﬁﬂéUﬁES, bsam@vdesteand ichexdesni t h
reference to Fig. 4. Initially at "step 400 it is determ ned whether the -
transfer wil|pasaling eveitetonetutnatheiraquested: filex or tndexgs inrthe sfain contfoltmedule,
transfer is expected to be an 15 Internet transfer, at step 402 a socket is
created on poRecordingipan eprect OF I PISSENDENVGRLIPR; for a connection. Waen
soneone connects, at step 404 all sent data is read. Then, at step 406 the
received data (i.e., ID) is conpared to IDs within a destination book of
IDs fromwhich transfers will be accepted. If the received IDis not found
in the destination book, at step 410 an error occurs and the connection is
termnated. 20 If the IDis found at step 408, at step 412 it is determ ned
whet her the received data is valid. If the data is not valid, at step 410 a
negati ve acknow edgnent is sent to the sending PC and the connection is
term nat ed.




If the data is valid, at step 414 it is determned if the received data
indicates an index or file request. If the received data indicates an index
or file request, at step 25 415 the request is processed. O herw se, at
step 416 it is determ ned whether the received data indicates a credit
authorization. If the data indicates a creeiit- authorization, at step 418
transm ssion credits are added, described in greater detail with reference
to Fig. 11. O her Biggae %is sflow did@ran oif%xéiﬁb&rryfil@%d offaeltefeést ichlifsansiyied
data indicates a request for identification. If the received data indicates
a 30 request Whieh cdldents aceauntiog, infarmatiop agd2ha nuepoof dilé trapsmissions thde
requesting PC with ahe -45 ID of the receiving PC. Oherwse it is
det er mi ned wRBtheERzefnand ereates a8 ayshofization reguest Rending gvent in thg;mamcontrad

partial file %% i I occe eci ] r an interrupted transfer
IS being resune ?é’crigrcg@lhdchar? %org%%‘ra‘rée\/sﬁaﬁghesérg%q\@&é%gﬁoﬂhi ng. Thus, if the
recei ved gdata 5 i figurea0id 2ol difgraff ofx@mplaf 16gi8 bRk kiedtts PJuBSt driceiSingt O
the size of the par%adi al file beca%rse part of higlfi | e nus?pétyél réjsre%t. Fn

ot her words, mddule edeclviopgratescon ne creditosereert hecordingj togamaspicnef te pesere t o
resunme the transnission depending on what portion of the file was

previ ously ré@&N§OR; Subsequently, at step 430 a socket is created on a
random port, the ndom.port .address is sent to the. sendi ng, PC, ..and

e out ti er 10 FTETSahl B 3 TRREORER P melity JOis Shom gk exaifiinefule o
a new transf ik ineedha iSi Gk ' hSri it €r 0.
Subsequent | vy, tlhel I g%illc p?lg}(':{a%ﬁ éﬁl{l’lggﬁhﬁ% bggg? §Frag#1 cél?%%ﬁ%ggum? ﬂggcf %rtélﬁgi
proceedsig 0 stegrdé2tovdnedspetief the pedsentigveiGiomi ts fox data on the port.
When data is received, the time-out counter is again reset. Preferably,
there is an aut onmkigureiZsistl Bowsiagram ofrexemplaydpgic offa emoxe cagditshgodule

receiving 15 PC.. At step 434 it is determned et her other sockets exist.
[ ot her “socRUtich erEARS preds by thSaRGuT A A ety e, afeqaing RansRect of
socket. Subs i ]l 0gic returns to step 434 and repeats until no

ot her socket ggyaﬁgg%%dﬁg&ﬁgn% lar to the sending PC, the data sockets may be
stored on the rec@igired] PGsid flow diieedin| dfSexemplasy ¢ipid Ior iat cherkdfr &fotiveed
whether a file transfer is conplete or if data times 20 out. If the data

ti mes outs t eenpestivastinoduleswhmhnperdodicalinghedks Ewoctive icongesiansyfed. eashso,
if the connect,j,on tern pated on,its owl,, the socket is destro . If nag
transfer is fa9dFess distadhin the dpstinatign W“@owoaceortdé%F%gntaépgqte%te%zprgﬁglt
repeats. Wien g fid,e transfer is conplete, at step 440 it is deternined
whet her the received file is the sane size as expected. In other words, the
file size is conp@iggret M tiber Honediapeir aheting ekbipkby flogie fbatf tisadhpasty
step S42. If the sizes do not coincide, at step 442 a receive error is

| ogged. O herantheaticatbr's processing of condirmation reseiphnasjuests,sacsoriding torani aspeetarfed
successful and the logic proceeds to step 444. At step 444 the event

recei ved29 s |'BgBEECRYIR¥CHIRNket i s unpacked, and the received files are

stored on the rece.ying t.or age Vige. LAt e 20 I LS
description the s?ﬁé‘ %glgghﬁgiia e%%lr?ﬁgcﬁ %e@gﬁBé%ﬁ#@wa\gg}ch?%@é @#e
-46 recei Vi NGriASmifech hid fcRlpt €M CdceOling Rear SgRE! df thdprBnCiaReMivig at a
| ater time. However, preferably the sending PCis identified to the

recei ving PC bef orfdgtred 6rilustratesan éX@mybeofart évent propestied windax thatielaews tie
step 446 |l ogic described with reference to Fig. 5 executes tp process
confi r mati on Rrepatips andolisted files of gwents listed iy th VFHQOBJG‘F’@CWTGE%‘&sa“t%Pg‘Etep
448. At %ep ﬁg it is, .det etr.m',ned if any other data sockets exist. If

addi tion dat %BWE?QHXF%‘?%UM, the logic returns to step 432 and the
processing I epeal sighfe 1P iifidkatesiBbMACEhE BhemiOWilon 2 sERAlifg Hawe (o

step 450 where an afitonmati c update process executes. |10 Verifying the data
i's handl ed bytrdridter, T4 the desiationlwihlies fonskiédtingsdestinatidhs dowansfer ketfile to,
specification. Because the TCP/IP protocol handl es sending and receiving
data, file veadchbiding tman aspestiobthetpresenTinventien; TCP/ 1P is an error
responsi ve protocol that checks each TCP packet using cyclic redundancy
checking (CRC) and retransmts bad packets. Accordingly, if afileis.
assenbl ed from successfully 15 received TCP packets, the probability that
the received file is error-free is very high. Thus, it is only necessary to
verify whether the entire file was received. This is acconplished by
verifying that the size of the data transmtted matches the specified size
of the file that is received. The file size specification is sent wth the
file being transmtted and arrives at the receiving PC at the begi nning of
the transm ssion. 20 For nodemtransfers, the process is different. Thus,
if the transfer is determned not to be an Internet transfer at step 400,

o, . AN 2 1 . v oy S T T r



stream fromthe nodemto determ ne the sending PC identifier. If no data is
recei ved before a tine out occurs, the connection is termnated. If data is
recei ved, the receiving PC sends a response to the sending PC, which
includes an identifier of the receiving PG, . -47 At step 464 file data
validity i's checked. If the data is inval i'dy” a receive error is | ogged at

comences i th al EUPdSaRRSAn RutplehtshacHedt iEBinahan iR St ag ana
heck h : i : Ib: t : th
fogiccs Seg(r:oc eeds” Et%é‘éésggaﬁga%@%gg?gé %{é?l&egs\%\lﬁ%tﬁg‘rv t he ’r%ggﬁ\%ﬁquggée\ét t hee

sanme size asofakippedsent invertticnati ng a successful transfer. If the file is not
the expected size, at step 442 a receive error is logged. If the received
file is the expedtigeredi9sbowamansxampleof as¢lectalesiénasioanwiridow foggektcting dhe he

recei ved_packet, i s u cked and. stored.on a, stqQrage devi ce.  Next, at step.
15551 vors” ASlingiay 1 B i 3RgRE N v s wo e Saneer s codintoun gspect

confirmation i : . Subsequently, the logic proceeds to step 4SO
and execut esoggggkééép%lﬁg%%scri bed. By using the Znmodem protocol, error

checking is aut orEgine 20Hn0Rx lternAtiVe eR@ARs b E trhhdrRit WiAGow ForRRLKRE 1165
ensure that the received file is the size it is supposed to be. 15

Conf i r mat i ortoRemefeptanRdbeiesint arapeftidsrwinBawtthatshowe thé prapenies asd Hsteddiles 5 &
inure 4 According to another preferred enbodi nent, the_present |nvention
enabl es a se?fcﬁvﬁgtsﬁ@tﬁgdnmf log i accoedingite AR asrect ebReinrpent Hivestionhe
attributes of a tg.ansferred f.le packet. The.confirnmat.ion i.s a, returfed
file confaining & Pued s plathaBo% simoley B8 Btpal lindo e RIS Rpe ER
reci pi ent ang +&RRferandafke ¥Rink Faﬁaevt?erslmaowttharsha% 'ﬂh@pﬂo?értieg_aﬁd listeaigs Tl e
is returned fromthe recipient to the sender directly of through a third
party aut henof evehiilisid if heeveht Joguiilehacordieg o an agpeehyf thetpresenbinveneion;

reci pient conputer's user. The sender mnmy designate whether confirmation is
by direct return Bgutendoshvsean exameplsof eybuldiindss vindayy farsreaingoieindey |

users. The 25 stination addre of .the.thirdypar ut hent i cat IS

o ther 1 neor PbRebar e Be RETIESRR D p SRuhRidn B hoctrBins Blin fieRlat Boe
users orsentglethibyydytidaer prior to initiating the confirmation requests as
part of set of the conputer programon the sending PC. A control nodule
on the recipi ent FgureP3xhonwsanierhimpfe af arequessfilefwindaw3dor regoéstingefilesfroaf t he
attributes of a transferred file packet, records the content of the -48
recei ved packstherfif.aicaerdingtosn aspgct of the presehianBeRtian; after it is
decrypted and de r d. By creating a file list, t.he caontent files are
witten into the%%ﬁ@i@%&s EmEHve ﬁ§8'pgl§§ Bk@HPH%M@?w Ol egqcélﬁg fgg%/i ce.
Still furthe CONt 401 bt 5),(5@0 Fdpt
confirmti onfoirtégggf%’t |th dg%f?%ﬁlggtvgi? d%?eftoﬁlgélg&%rfg‘;c?]essﬁ gﬁtr;e firlr}a?sf)égé eefﬁ l © The
attributes nwyalongmdtea fradsppriarédit earlandicrédiadeqaest butan,excofiénganmsasfect i | es
actually found to be present in a received packet, whether containing
encrypt ed orofihempresgpt imyentionsand(2) the size of the files received, (3) the

identit f th ndi RC [ f Lgi ived wi,th the fil.

packet . (4) the | HEHS £ 0P 0T Ge@rpt chex it oan of ad e sbeatlife
ipt, (6 ti ' : : 10 el ect i

i ngerpri nt Tagls 2EPriingtF B Bhod B el iyehtbRZ, 10 P = he™ ©

confirmation receipt may be SPETANEDTPESCRIPTIONOF fication of a file

transfer,c.action accqsﬁtmfz @gﬁw{ y Egmﬁmiﬂ@ tination.
Still fuzrsther, if direct ' re ufﬁnEﬁ%g eenEﬁg?ag?tle‘i&‘ y the sending PC, the

control nodul e onREferin@ot eNFigClCHRRAE @5 showandistigeramanilidsaativimeliont e
return of the 15 confirmation receipt file to the sending PC,_ designating
t he cor r espoprifereeddmsbadimentoof thel grasest. inkgntiooiBustratin g alsysteavarehitenure with
confirmation i s designated_by the sender t returned through a,third
party aut hen?ilimitest numper BBRF‘PSBPalnERiBP‘éteEﬁn&‘%S 10:E91mected BQBisatigns

L R 3 ! . . ; .
DT vt e PR B Bl bAF pOBREL FCSD AATEL PhnelS BB fgaeatine PO
desti natjoon gf q%ﬁs_@%mm@g@@m ma¥%e RnkAc@iPind thhf utSold etmehi@gions t he

third party adthenticator along with the destination address of the sending
PC that requpstheayt (eeg.cdnd Inteniet)pranofiar | dorfmuoniationst pathsvayr @.pathe public

aut henti cator, upon receipt of the confirmation receipt file, processes the
file stanping a unique digital characterization of the file using
comercially available file authentication application prograns. The file
25 authentication application prograns are designed to create files for

whi ch any



tanpering or nodification can be readily detected. Finally, the

aut henticated confirmation receipt file is transferred, after processing by
the third party authenticator, to the destination address of the sending PC
t hat requested confirmation. A copy of the authenticated confirmation

recei pt may also be sent to 30 the recipient3-of the associated file
transfer. -49 The logic for processing confirmation recei pt requests is
now descri bedwaiched teé&pgxpemetwook BSEN) mr merietthan ong, commgmépu@@cpmtmw ays(e.g.,

Foquest ed, aUnEra SER D ilneatiynd FErey <o smIBRHBEG) SCrisal isligFs0s
afite list | ltxlﬁéfeafs(?gl SRR Pltioh Berd b S AShYAS o god%%o% o

attributes o tran ‘erre es SUC es Sl zes,

and tines thesthPE 18NEsPRIEEe chRidctedo b TRRM, Md/6ithelPIAN] ﬁt&ﬁﬁﬁieed
The text file preferably includes the sending PC s identification

recei vi ngs PC comirenitations pathyeysamry bdemplayed,snch bs pevithéntfdrles smicdsetnst®s
recei ved. Then, at stePo 508 a confirmation receipt file is created. The
confirmation recefchG &0 ispreferably, hut is st bmlteﬁlewf an ABMgompatibielex8aon ext

file. Subse 510 an | di ate send.event. i s c ated f t he
cont i rmat 1 on Henput ot PaBRiad ool d R e LRt G Ry et S et
been request gdm thu d&kdes! &l ﬁ%ﬂﬁ&@oﬁ@9$§ J@Févxs%n §ét€t9 Pdded S NY
event is create the PC that requeste I rect retur as the
destinati on adidpherses, Wearhiblecompatery, wibelessnesmperitrg déviceoe ahe dthdrdevite

party authentication has been requested. Thus, at step 516 a pending event
is creat &¢ vmqahaldﬂ of perlsetini@in a mtwnelhmd:mlwngi@sp@mmgissagem meaydesitilizad.i on

e, L\ i G- ok PR Bl B B e R e
aut hent i cat @acm“é‘jg%aﬁna ?(@?Wxsg%b{?ﬁ% }H‘dﬁgfés%xe @ryts‘ﬁcﬁ'aQR ‘and

Initially at step 1 a soc I St éni ng. a preferred

enbodi ment, tRAaMoOskile itSrage @evite, 7Bkeyfhed, a WOlﬁtlﬁg dleWc% tmeoﬁiﬂmdrﬁcaiﬁfnt y
aut hent i cat or listens on the Iisteni ng port. en data is received, at step
1404 it is detmrfacp,e@dvmmapbrc user gqc.né@cte GYl leperagingsystem lna\ang Sdnagst drep"not

i g selt Zﬁegthr% 1§ 05l s Bn abrataE & eopieMBER0R windg Ml ¥ sy 1o
a port, the rmap’@ Wi, ;L%nta@‘axlétﬁgﬁ%ﬁ& grr?'éﬁc%ﬂgsﬁ%%%ﬂ the at

step 1408 the éon I'on recel pt I'e 1's recelve 'si gned port,

and at step e@atuig@stfetrﬂ 1flay Be &y d’ﬁﬁ&t gragtieslly dotited cerastiisydtbhsitf as Mac
i medi ate send event for the authenticated confirmation receipt file is

creat ed, and QP avaidgbld &om Apple GompsteorIncs Sodaris, Mveindews.igiat i on addr ess
1416.it.is.de

whet e 3 e RONE i i R it @aemaé%@ués@;p B cne
Logic 1 othr nesBodififsciuindies pRRAR -1\ plhe pO R BrinRoERiaudg Shon TN

comuni cat | 0rthM@éétlﬂus?tFaQecﬁH{ng@tI'SCtﬂl-dwghQQQc%Gn@éﬁ Bél@wcolfﬁalﬁ}%rtrfﬁfs@@rs Sl i N
an event log file, characteriZed by event properties such as date, tine,

file struct urshpwn iafdgfi, Imaclndmg thg REs Uennnimg the ewnand:r pmg‘am:and/\gmphxlcakgged

events listed in the event file by us W ndqQw, such asthat
shown in Fi g.user mter@;'@emp@,}ps]c Iesktrangien e@f‘p‘}g"ﬁétf 18? Wﬁﬂﬁﬁc intereepnectsd om

LQ&%@QLJQ?%# B Brtnohl S GE 1beR 10 s o BETRS To g BN Bk s EhalP |
recei vi ngsPC t@ﬂ%ﬂbﬂanh}}&vfehin orfputéte &EF&Mehﬁ&Q%&b&sﬁ' manmda;serﬂ\éﬁtnt

24 i ste vent Log w ow usi ng the poi'ntihg device,

initiating cogértifitationpradelsot $8 aeaytdiso E’@pmvﬁdndundu;edmﬁusmdm dewbbaow
whi ch opens a control w ndow such as that shown in Flg 16. The control
9%

wi ndow shown in FiTue @lﬂil&dgsqlﬂratﬁé wha qempuen peagram dasignedgipsce adirdawed

Listed files can he opened by sel ec 1 he, f 26 hen initiati

control commePRESAHURS RRVIFGMEEE such s MIF‘%@ g \&F‘ldé’“(fr I GU tonsists of oddlés
for controlling system communications and functions accessed from the GUI, and

30  graphics modules that call or create display windows. Exemplary display windows



keyboard which opens the file using an associ ated application program

avail able on the PC. If no application program has been associated with the
format of the listed file, a message inform ng the user or pronpting user
action is displayed. The Cancel button 26 closes the event properties

wi ndow. The Vi ew Recei pt button 27 displays3g0 any return receipt

associ ated wirth a selected event. ~glg in ~ and Sendi ng Fil es/ Packet s~ See
Figure 17 Fi qaéladé%,trﬁisaﬂf@i%ﬂ&%@i&i{ngc%haidafeeﬁl@tﬁé@%aﬁ?o%rtra’a\ﬁnﬁﬁéfd a

i nterconnected PC of the present inventionl can initiate a send file event
in a variety destinaion windove dispiaging sanididate G ideginatibhs ao oobich dilevicag dyg 25
such as the wi ndow shown in Fig. the user can utilize the PC s pointing

devi ce to selteansmitigd andiagievgnt logavindanstiiat displays iwapsmiteddsles thahhaye begn

i nvoki ng the dr & drop function of,t i ndows operating.system.the user
can drop fil esgnﬁﬁr ?fggltvieﬁat# %oé%ttge%"wﬂmtv Sd@g&?%’éﬁqlgﬁo WiEgRIng and
response {0 dhopRh t |85 i | ject 30, a file list
created by the @\nanggbl\ég@p@egiﬁf g rﬁstgg?gﬁ?ﬂsaiﬁtﬁ@eaga@o 30 the address of the
destination obj ectingeardrdietdile the folowing ddderibéythe oftrefigg AbicYions b prickfred - 51
structure resident at the transmitting PCis replicated at the receiving PC
for each sentembodiment of the edraputed peograni anshgraphitalinser doter faceraf ithae present

required for ,each,.file selected to be _sen o each PC. destination. The
manual conf i rEERAR Mitl“%é’eﬁ?éf:t‘%e 2THh the Srde ¥o s stoowing K6 o

An aut onmat ed | fondid r, LZAt | ded
ani oh onty  peh AR, Bseibidh BRI of R e ey Raih 0 RsBe 0
ey occulg priigipléedtedndti S&hWare @ coaffindifordsftidraniieamdf softvare, brivitieohy be
transferred. The buttons at the bottom of the destination w ndow may al’so
be enpl oyed ihardWarg suchaenamvith @ fixodifumation BathinnoBappdisetion spémfic dusgrated i on
w ndows. Buttqn 36 m ni_m z&s th(lta destj nati otn V\‘jlndow. Button 32 openf t he
transmt wi nddiuis. et JBORaRr1Q &flpct & file RRiTeh the FOBPUSHPIRETI® A RIgIaFTe t he

wi ndows di spl | ' : the ' ' ected
via the wi ndpé\f/}\/}@ﬂicl)ﬂ\ﬂgnﬁ\ﬂ Fsgegifgﬁgﬁé}j:“o"r@ﬂﬁ%t ‘{Lo%%_ﬁ%}d octé@ﬁ rtggg?rp %%?ang{dﬁe
w ndows i n Fige. reddlviih PCN@uritse thes BhRC ESmAtunicakiohSis AliteRAKE! @MMEr eEQAFRS a
send event which can be schedul ed either as an i mediate transfer or a

del ayed 1§ anségeratingcoidgion? Mcladelxdtive sonnapiod dovthel Intna@ingnantt| ar sxrahacoi ng
a disk drive that stores the files _to be sent, Wien a drive s, sel ected,

t he direct Oryagpﬂmqgr@epgormostbpg’ ;i power-on" or standby state at both the sending

and the receiving PC; and a windowed operating system such as Microsoft Windows

L]

NT, Windows 95 or Windows 3.1 installed and operating on both the sending PC and
the receiving PC. -

20 In a preferred embodiment, control modules govern and supervise the
transmission and receipt of files across the connected communications pathway.
Moreover, a transmit window displays a list of files stored on the file storage device.
When files displayed in the transmit window are selected then dragged & dropped on
to a graphical object, the drag & drop function of the windowed operating system

25  internally creates a list of files with an associated file structure. The internal list is
then linked by the operating system to the destination object represented by the
graphical object.

In a preferred embodiment, each candidate PC destination is displayed as a
user created "nick name" in a destination window. Still further, each nick name may

30  bea graphical object, invoked by the user, generated by 2 computer program module



a display field 62 showing directories, subdirectories, and files. After
the user selects 20 a file, the selected file is displayed in a display
field 64, along with the corresponding file structure. Preferably, any
selected files shown in the display field_?g_mjll be compressed (all
together if multiple files have been selected) into a file packet (also

bescr | pt i on Bnked Ta & B8GARIdn S80RSS EMFBLAHES hesT ufbeN3aRist, 1o
name the fi '@orﬁf&%@?tpréﬁqﬁggt‘;ﬁuﬁﬂét afiRest iRt didebéd l%ﬁd.sﬁf)%gd ;Bﬁg) #éée ? .

the selected f s. ‘In"a preferred enbodi nent, text-identi

name, organid&tihgion ebjectds dicddstinstorb i ndmy, £hilel 136t Witeddseciated fll€Xfrustags age
may al so be inserted into the dialog window by the user. Still further, the
i nserted texis creatadzntheiwindawed pperating syss¢mrand alcoptrobmiodulel disptlaysfa dialags t o
be conpressed bﬁ/ t he, cogpress' on 3Q subrouyti r}g i Pto a gacket.for_

transm s&i onPBYPRINIHE BE useiaior sonbrmanomnthaytheselectesbfiles containeddn thgifileess.
The text inf i . . ar ssages contained in

recei ved pac@%ggé {é)(rjge QF@%{::%;QSO ?‘ﬁenéj%én%%}l%g%%a% ndow when associ at ed
received files arg SgkfttedtnbodiRentgREr the Dsé dhAHAS HRAGIBIROLY FRMNmir@AE Of
nore files may be selected fromone or . 5 nore directories in the file
structure foa compressi® cantrby modutaneals si compmssion| subpoltine, thantoopies pank et

for transm ssion to a dgffgi nation, PC address. The text nessage, enbedded
with the fil&mprsssss the Bipsfontaivedinithe e lislo And slorssghe spmpressedbfils pagket

Fowver 10un et BRESS iHiStage BrUEF o T ORIRARRE LR Spebitfealif ch U BafRT 1%, e
files to be %ﬁe?crﬁﬁl?%%ﬁﬁ&darﬁréoﬁ{préége stre)i'g:t@ 8PfiRS, fafier ARAN rﬂgltige% 2 ?xﬂgde

readily visible at"the receiving PC after decryption. Aternati

t ext messageframadnranemissivedpackart.t Thér)ehd ¢dnes] tmodhle sendns padieeflieafaner arfd | e
encryption at the sen.digg PC. Consequently, the text nessages are readily
vi si bl e pri othetaddrasp dinked fq/theisslectad destinatiareoRiesigo p@enting evert logdilsages are

consequenty di spgt oL b P EpRIAE g derREstn e FiGH% £ Eha i ygh the
checked,;sno 4s@hattbPPRYidsh 4 @&ﬁﬂmun?é&ﬁoﬁ%ﬂ%&%%edtﬁie%ﬁ%lgdé{ngg@ a

r&riied
standard nessage and a rand(@: quﬁ‘ger as a name.” The ‘user pronpt y al so

be di spl ayedbyignnameoand destirfatibh caiidoéss| shaekraasmits the ipakketgecanaitigbthid on
69 initiates a conpression function by calling the zip 20 conpression
function in eorepeessast elles dro thatinkedadestinationf jafdrepaicaruess Tthe gewiecHdbnpt

68 is th I d d the Co but 65 | I db t. butt

B o LR B3Rt SR RS 0 b RS R B VB 2
If th ] : i | \

L, e o WA SIRS HRcohd b (asSk il SRIGK T Bkl ot o

Fig. 19200r jtauching),Abhé& thertrasinesion\bfthe pableetfack@plerenu appears. In Fig.
21, selecting a packet 70 then clicking on the Next button 71 switches the
user to the sel ecThelpeedeteaminsd timsissalecriddy thopserwidus, afies selsstingafileote f or

rosul s i n oSt REySTaTaR SaRTTE A ERRIBHIoorsT SorediteiBl. Retl Aren igne
33 The G car ERF Ry, 1 s sl SARREURN (0 I, 1 BRSS HIE nilEPalYy 7=

Li st button dsiih@tigh addid rdia4iliSh 8 peHding éveat logSile antiliterlsaigdtedatlearsd The
sel ect destination wi ndow for selecCting a destination to send the file to

is now dscriimed with reference to Fig. 19. The Packet nmenu 50 enabl es

initiating a file 5 transfer, index request, file request, or lo i splay.
A Control menu 51imfrefesredpembpdiments, d t Gamtros Hnpduly &saqnc{sotoar\nlgg.m%viﬁe

rony 5. per R0 TisEbS gt R e Ar it ARG Bk TR et "0
manager. The gye(;éggxfé%c qRYRE %ix@qgg)%%ﬁm At andndel aid éig?tggbk'medVﬁlEQBt are

| ogi cal di vi thin an 'n Setup nmenu 53 enab
that is linked to the stored files and displayed in the event log window showing date,

30  time and content. Still further, the control module initiates a continuous sequence for



10 nodifying the conmputer programsetup in terns of directories, nodem
paraneters, user information, encryption programinterface, and al so
enabl es access to destination books which create |lists of destinations. A
Hel p menu 54 accesses usage instructions. A Change button 55 accesses
destination books. A Browse button 56 faci riat es finding previously
created file. packets. The packets are displayed in a 15 djalog box that
appears when Vistly Bﬁ%‘ﬁ%@%ﬂgﬁ%ﬁ paeket Qa%@e@dﬁéﬁyedkbpﬁéﬁﬁ%@?élOBLHC?-OBF@WabBL urns
t he di spl ay th L evi di spl ay~scr.een.. A drop down Iist 58 displays
candi dat e deglg?rn éfllegth%n P?gﬁﬁ Wi (%ed?ﬁie []§t§B ‘HQ&C Seérggrcfogt Wén%oé%??m%ﬁ“{o
whi ch files ghhlicltfonihBthasheSRAdsbORitnt Hid hidegecetvdg ansfer of select ed
files to the ected destination. 20 Another procedure for sending a -
sel ected fil Systena Ciaiteslt RigdesRiGRigwre 15 now described. Wile the user is
working within an application program the user may save the working file
to a dirdctory asdwspetiegitos preferrgthembedimant gétheipresanyimventien, theleempnteri on
| i nked director DLD),. Fil.es. may be saved to.the directory utilizing

Save s opt | BROVBI ARy BEPHEELHAY BLrriarePReTEuRE of AT tatoRsEisGPRa 1 B
automatic 25 : I ' I o) : al
il o5 wi thi nPERGag) ST SATIPM RGP RREACR DR AR AEN URTE MRy
sent to the geFigd Naldbvidss ¢6d Wnd! Mg dutdmigtedisyethdunctions agwell &k Fis@dns
enbodi ment, the transfer occurs imediately after the file is saved.
However, t he aceessepahroughthevgiaphiwgl beersinterfane 1. midicat heousedeictiyads tthee
periods. Thus, by saving files tq the director ssociated. 30 with th
particul H d&SMFRMST RSRSm greugh i FaBhicALSes Htertidral the BGiRFontralanadile ¢ o
t hat -54 desit. [ f iTRak| ' if ]

acti on. vl g SRefl vaBS B BRI DOIC I e 10t by bherBBh ot S5
destination, gmy al so be enpl oyed all owi ng the user to select the
destination to which the file will be sent. These directories may be
created at the tine RDLHastd dghamic liak défranyednd s hhstanttasd Mizrosoft Béinkow's by

the user. DLDs enable_ integration of the present, invention wth other
appl i cati on Feayentian for stor@edpeedensfglie] by @pplication RipEwEst Qﬂﬁles EREbS Pathn

appl i cat { pn progr agm i Q% ce Pl ) [ e.i i jNto a
oub, heti1 2t @esHnafys ChErRE vk e aR hrofhel, eBeetABRT A7, 2
DLD, then delsgh@frd Véidhd, BE fildddonéd v fOPhispetifit hpyiicalion! Mablel 1 Rlus@akke
witten into the DLD and then saved into an archive file other than the DLD
bef ore the fiexemplargdDl efbr thiéeresentsiamentionvand thein paipases t he user to create
mul tiple directories associated with destinations and store themin the
destinati on book. Wienever a user places a file in one of those
directories, it is sent to the associ ated destination. This enables

seanl ess interfaces beriveen | arge groups of 15 conputers over w de area
net works. Conputers that generate |arge nunbers of files (such as invoices)
requiring distribution to a |arge nunber of recipients can be automatically
and directly linked to the destination conputer using DLD structures. The
recei ving conputer that receives the transfer fromthe DLD nust be actively
connected to a comuni cations pat hway accessible to the sending conputer.
20 If the receiving conputer is not actively connected, the sending
conputer can repeatedly attenpt to transfer the file. In a preferred

enbodi ment, the attenpts stop after a user selected tine-out period

el apses. Alternately, the sending conputer may wait until it is determ ned
that the receiving conputer has become connected. The receiving conputer
receives the files in a directory designated to receive f |les by the 25
receiving conputer's user. A discrete connection is established for each
file transfer initiated with each receiving PC, as described above.
Referring to Fig. 25, an exenplary process for scheduling a f |le send event
is now described. Initially at step 2500 a fil e/ packet and destination are
sel ected according to one of the procedures described above. Next, at step
2502 it is 30 determ ned whether the user is authorized to send the
selected file to the selected -55 destination. |If authorization is not
confirned, at step 2504 the user is asked to confirmthat the sel ected
destination is the destination to which the user actually intends to send
the file. If confirmation is not received, at step 2506 the file transfer
is aborted. Otherw se, and al so when authorization occurs at step 2502, at
step 2508 5 it is determ ned whether a previously established packet is
being sent. |If the packet has not yet been established, at steps 2510,

251 2, and 2514 the packet is conpressed, link identification infornmation
and aut hentication codes are created, and the packet is encrypted. After

o o o N T N a ~




|later. If the transfer is to occur later, at step 251 8 a scheduler is
opened, and at step 2S20 the user inputs the date and the tinme when the
file transfer should occur. Subsequently, and also when the file is to be
sent imredi ately, at step 2522 a send event is created. 15 Finally, at step
2524 the send event is schedul ed as a pendi’fg event in the main control
nodul e. At thi's point, the conputer programtreats the file |ike any other
pendi ng event set up by the user. The pFalgedmis constantly in the process
of nonitorin re—etetes—ahe Hrg—aRy—peRe-hRe e —-t-h—8 'Fe
that is earljByp&tthan or_equal to the current]Rurpese:20 ettin, ,~, u,p a
destination Hﬁm@@me 18 & Figure 19 In preferred enbodi nents,| a
user function 1.5 provided to invoke a destin p?n vvitndow, wi th which one or
nore destinatiof files may be created. The d% { HEFTBE wi ndow may be usled
to selecf a 0@5& nation file and to add, del/dPReAdAAPFYPRAIEL i nations fin a
destination fkerael A destination address may |Hdlesaidmendry funtiangs
destination v user fox use by acontrol nodule to transmt |a
packet. In p odi nents, a user fungtion 4 rovided to i nvokg a
di al og wi ndo ich the user may set a %%%}}4 %"é)%f? SYREYi me when| a
control modu nitiate transnission of|* plétﬁ?. PRRACEY . I n
preferrd® enb®dPdlerdls. a user function is pridvommenidialegdunesinnsnat i on HC 30
addresses as| 1 7] jects in a destinatfion wi ndow. The nick nane
obj ect s - 5B the destination w ndo | 4 eci fijc
destination ascﬁr exglslea'&(l:ont ained in the desti ﬂ%t%:aglﬁl Ql?%ﬂs%?ﬁ%ﬁgﬁ?y t he
nunber of pog%@%pg;ssi li'ri nation addresses al | ISWHYPLESSIQRIVACHANS 4 ¢+ o get for
a sendi ng PQ CestoonDibkl ed by setting a preset non-user-adjustable limjt (a

| ocki ng {si m fadis.a@na control nodule for the nup®emalioRboshirdgidna! | owed (i n

the destinatjon file. Also, the nunber of dqqkpgﬁh?%gdolngs al l owed for| a
I

sending PC ik, contyolled by setting a | ockin| ..n a control nodul g for
the nunber of P¥RE@Nation files that can be %r °ﬁk‘8t’8?s vi ewed. The Iocai ng
limit may bel i MME&E&EEWS&&BMMMH

during installation disk production before the software is shipped to a
user forzo nstal | aShridbnd 00 dllti9availabledramt ek Softvapy EbplofRidbneITiRudens Oregom
user function is provided to invoke a dialog wi ndow that enables

nmodi fi cati onand impdersentnseivenal didelteansfer rprotatotiefarn uset Mot angldguclepberssyer
a user function (.s ovided to invoke a dial og wi ndow from which the user
may create oﬁnéf‘é‘%léggnﬁﬁe%i spl ay additional destination windows. In 15
preferred enbodi . ' [ rOVi 1@ ; f o
structure displ a;%te?%‘&?‘v# ?}ggmméﬂlg‘%g‘# ?ggitolﬁgi% lgm\é?l%ggvc 1201%: g%glggr%g%tn od é&dmc’
preferred enmpoghseire, Thélipeadiabeewdas! fikatomaingnd ligs s0eveaitednAdeby san be
defined or nodified, and Saved in a destination file by user interaction
with a cnt r dhteractidososcarimasication requests fram piher int8rcotnesed @Csidd Atrgiep
saved, a 20 destinatjon file can be selected and di

| ayed.in a destination
wi ndow such &3 HBaMagSAKrql medyle menitogs 4he, SANLERLS) ‘?tﬁ&‘@c&fg%ﬁ gy %‘iﬁ i®n

object in a tinati-on. w i i i nation
il 6 can al sOEREMRs i8Ry HsRERYsPAERudts % AT aPHBb el Srenty rcfachiitd 28 0
described fokeaddd Rge AfaifMRehiryl ABdlcdSIls! '§érndofleAfAGR] Bscibel betowrweiter r ed
enbodi ment. The Setup nenu 53 is selected to access the wi ndow shown in

Fi g. 18. Themefetdnee tsPig. 3elAeftdr she sendNile nhadul @ exet@ifesaat stepl $4; tos inalpentdingt i on
and selects the Edit button 42. Cicking on button 40 results in a dialog
box di spitay std cuentslase detsciog asfstapc83i HaNesANE S EItAHS &n2gaiRFmonifagd fene,

o or ouns- of CRETHNEM A FEnding ek DR AT AR A RieB ATy chpeaingigEave "
transfer to ho ﬁ@%c&? &édlat%gﬁfﬂiﬂ%é Bfh Wnkldl hddif calls 2 récVOHIR Mblilledt

si ngl e user acflon. u?ton Is’used to edit paraneters of an existing
destinati on. sfelpiSEidegrived bapwhdith réfdtnee taRigl 4 Dthawise, er afialthgrdeevedilspl ay
t hat enabl es nodification of destination information. For nodem

desti nat i ons madule asenutesnatstep SAasersveptsome prangdiad. of t he nodem 5
destination. For Internet addresses, the user enters.the.l P address ,of the

destinat3on. Af t elJScRUERts QESINAEe hiSSPARSE] toriiset HEergston dthoeqniral VHRAPYSey
but t 48 dth i ti i i i :
't shed. bur Ps e B BeatbpitelaBefREel s, TGS by ERRbRR: B am Hifftions,

may al so be checked causing a destination |inked directory to be setup for
the destination. A default name for the 1 o DLD may be set to the
destination's nicknane or the full destination name.




The present invention preferably stores all information about a destination
in the destination book that is portable fromone conputer to another and
easily shared anong users. Destination books provide an easy way to send a
file to a group of users. The user sinply selects the group as the
destination of the data file containing 138t he destination book

i nformation. The present invention then sends the file to all users in that
group. A Reameed by tsubh4der RTEMBEOAS. S8 e faRpIaAR LkANEVenfils At didine £ ¥ide
button 46 creates groups of destinations that dllow a file transfér to be
initiated tonsfdrtéfpheisdestlectadi files Hxemplaryi evgines aseeshawthitonorigidate fromger
to add a destination to the_destination bar, such as that shown in Fig. 17,
a user may MedHes 1 shovem imFip 2t i agh moduls 2dtis 3uvakedifierndbe grapiticalrusebj ect
30 is enpty g e. ot associated with a Flestination%l. IF response. to the
Fight ol | choteace §oPimgassmethe dspkavents iuplves sxecuing maduleipecii logigand

according t. ol re descri bed above. The user may then select a .
desti nd iohggé%gﬁbt%ggo%ﬁggti nation |list and change 25 a ni cknanme associ at ed

with the destingid efp $9, BESGhECHrotcLASERY LBhh¥otidriCarl! GERREE by 4! rin
t he destination bar Pf t’he dest l;loatg?onﬁogj gct %b&r{gs rnot gfﬁrpt yy(l&.ﬁéa?@not
previ ousl y descaritmdtistolvwiitihreferdasd ol A1) Subbeyuenty fthe dddiopeubii td%ﬁetg gmtion
paraneters are then saved in a destination file. Creatin-an Index: See

Fi gure 6 & andtrgpeass 2gdescrib@dlabove.pr ef erred enbodi ment, the user may create

an i ndex of fil tored on the PCs file stqQrage device that can be,
requested by ot ﬁ%{fgm taéh%§§P¥ilYéGFﬁ?§éh@HmdB%§&%5@gpﬂb%nﬁl§{W pending ndex

is created i f. fromthe. f le List_ window. e fiJle.nanes and
(516 ot crtbaRaEEn B VibuEd in GBRYeRE s Mindd) s E Ui B0Sub T B TR) The
control no r i i t : =1 .QN L o]

i nvoke an in ef r}r@aﬁe@f qg{alggeéﬁgg@?dré%i%ﬁmglﬁg{re %%tg’cge%’egttlégeé%m dethd
desti nat i onrdnefepat Bbthahe béxting hed veriviMg PCshClRkitig otpauh taBl20citithe tép BE
destination for an index request, a control nodule initiates transm ssion
of the indake eeanideg windosw didplays all ewentohaviagthd sedeciettipropsrty dnditatethen the
requesting PC. The PC destination that receives the index request checks

thg requeitSieWﬁtqd(‘ﬁE (¢-gefpilqd, panding, ¢6r). diendesat PBW?T;] Ahdaunsags aefpﬁqztr@lthe
. . . i UtTeFtZd .

adar o5 1 ocoryap Rl R Srezo bARSHRY Bt EnBE RSBy Baatioe
control ”qué&@%ée}& &h %19@1)& ﬂﬂﬁf&rﬁéxﬁ&?%ﬂu@uE@%gﬁ?l?iﬁ?ér%ﬁ?or@&éﬁé A Bt the

address in an e on the recelving e storage 15 ice. In a
preferred efvhedomatity . ofl exteyStoBycyptibs Piogiatts irtograred intpl thePiledaansfeat i on
addresses. In a preferred enbodi nent, the user may create one or nore

i ndexes of dystems. Sther E€tbserLagbufech 22stlosesgthednient éog Bandowndreferably die may

then be linked to a specific destinatign address (i t'1e.1 a_private jndex).
Still furt Hontentof thgevens lag ayndewanelydessiosiench e iy tha SENdSF andessiver Ghi ch
may include,identjfiers sych ag user. name, |identit r.site cade, serial
nunber % et ?he qﬁg’ {theterﬁlaf}Hidr%’&eeﬁ"et ﬁ%trws?gﬁ* %uppgngﬁeﬁ}e&;@q gv?qr%%%gfécgg
destinatio i : PLCA fHC i i i L.pdex
capabi 11y e PEE rieibd ShertPRR W e AaE o R B e P T B e

al | owi ng t hgati§&raré:Ccdnisleted Aran8 it pedihf &rafofeP Bhé failddararizder. tAr additionadl
files. Thus, the 25 private index reduces security risks. Moreover, an

i ndex | i nkesynbwl e dhec U, maydedisplayedio indidatesshethera filehabbeen raadedyhew | |
be transmtted to any destination address. In ?t her words, . the public¢ index
i s accessi Hmepleying the additional synehale R gigwifies tagililahasdgeatead, andeUisigilies
created_by elfSIthi ng},@ froi;n t he gesti nation di alog w ndow, the destination
addr es$’ destreedyehias 86t Peenedd: and then selecting files froma file |ist
w ndow. Thepi nd. fd | §._ - r are then added by the
control no j] n ,S' - P 3 2R Kipute 3 | e and an i ndex displ ay

wi ndow. In other hdRRet SFHRE HrERAt fhveAtion B theHe DARE IR system . PER&elare
cont ai ni ng the f‘i&rﬁe@glﬁn pt%he&:?ﬂiﬂl ?rﬁéstﬁ}vg t%e passed to the %endi ng event l.og
file. The cepverddlpamsdolsuch acsystemarTienfirsy s tlon WaindowstSavketstiysterendnythe s
the packet containing the listed files. Using comrercially avail able
encrypt i on presentémvention] togengalfile froregrgintereemnekted PCE tranaiherggachaP @ maust c

key code y be used to encrypt files. The _public_key code.is Jinked to the
o3t § nddi orbeabledasdatbohenTamunication 83uase Forooter BLgt A MENSTRS PESRE, 1 oce

for each destination address is generated froma private key code, both of

whi ch



| 0 are generated and linked to the destination address during system setup
at each PC destination. The public key code, but not the private key code,
created for each PC destination, can be received by each system PC
automatical ly upon request from another destination PC. The public key code
linked to a destination is used for encryps9-on of files to be transmtted
to that destination. Only the private key for a 15 specific destination can
be used to @eétid cbhdrRgniefGsy REQEESYY toqiing duehl PC fe¥rca® at Mést one data
destination. Files received at a PC destination that were encrypted using
the public &keycthime; calbeat a secketthat Hstens €ordmmmphizdtian requdsiscatld speeifiogort he
private key for the receiving PC. In still other preferred enbodi nents,
encrypti on ¢t 6a¢hRE- nkiya peeferred icarbasiimeot,tane lissening poshisrorpated iak port 789.

manual |y sel.ecting the appropriate,publijc key, prior to selecgtion for

t r ansni }s/si gﬁoi}vﬁvﬁgtfé‘é’tﬁq{ggf Bﬁ“fbﬁ‘f‘n d%IWFpo‘??y lﬁpggﬁ,s Veraipns o the,eompyisk ed
by the user i i i vat ual ecte
after rboe BOLERT EfERch interEnaiicloh BoRbdatR L afBkcRACS «SRIBI R b it
public key £uGHaRGe ATeB $TTHe cSHTIIRAGOLRE OibH PO ABONIAGRLA0 ot ®
public key/private 25 key technology, but rather a "one tine pa

encrypti on ésymuhietioheequdst iffoneahodther PCOvi des a user option that allows a

user to select a security product that the user wishes to utilize. It also
provi des t he optinmprefertaskerabadingnt, st BC Senuection tatheHnternetor priviate inpramats des

;;IETSE ?' Lgid@r_icﬁ%%%%?s” e B8 ; 32%%5&%1;%%3 ﬂ?&%ﬂb?@ti&gg%%%n?%%}%a
USSR o RRE b oo ABALOROKRS, PR A o
P cequence. | harngRPtet? RAIhUARPRrhR MR 8 Monfol BeiRrhel ihfarlgEHEy!
FUrther . whon ane of more o0 [ ereq 1 ihe rnabx of o ol scted by the
user, a coninboundewdmmunicatiomreguest Bndstectsd oncaritraloodelgliaghe receiving G| es

along with the identification and address of the requesting PC. ,\Wen a PC
dest i nat i oneyaluaiey dhe sequest dgthip dhe goptest CLiVEACCERtaRRC ICREIE PHOE it r ol

10" contai nekeROREeraRLPbLY vuneaREdBh S D B bGP RREREbEC 1, C°

packet to t%oﬁ%ﬁ%ﬂ?.d‘é}fﬁf&%%&ﬁégb& it lviillaz[&’é CorRfrhfdatistl PORAHE WRbing FC
automati c encryptl on 1s | nvoked, pac ets contal ni ng t he conpr essed‘ gl | es

are encrypt bgseds b Geritefit!Buch & yuthefitieated ddédityr eqhe steteiginte PO narhiinaesr a
one tine key linked to the exchange transaction. A preferred conpression
al gori t hm (trengmissiond fitom upapthbrized Y Cadestinabors. 15 from | nfozi p G oup. O her
conpression algorithns are conmercially avail abl e d. may be used. .in.
preferred enbodi FBRSSlECAVE apeapsancedaiipta i pitallished during ystems anifaliratione
destinati on PC usin destination address receiv i LR t fi.l

reques ?to St iTﬁP r‘?%ﬂ‘f‘ﬂ%ﬁ)&eqag%?sr W}‘eﬁ'ﬁﬁﬁ I‘%‘hi AGEeRt :%fr&%e%? ﬁ%&g@lﬁégﬁ i aﬂe?so'fﬁeﬁ s
address, th .S t LI ed
files to tnaopnégEriirs KoteRRGHE, Rt aVAAC i R s e ARt
transni ssi ogegtnatid@ ARClAH hécepfraUntinidatien callyr fontaddiessendiseal és the
successful transfer in the event |1 og wi ndow by date, tinme and content. In
preferred edbsiifiatient ile.a Adtermativelyydihee recesying dBCt maynboljndlliow geceipt of

transm ssi ons, captures, deconpresses, and wifes tranérrit,tgd files to the
conput er fi cemmutigaiongefFpme PGsi wing sofhare haxingeselecisd serabaumbegs. For

LUt 0TS LSS bl ST B U it
content. Ac %g{?qty%ﬁgw érﬁ%&gﬁﬁﬁf&}e\gitﬁ HROGSERMon ddifeddsSlo ﬁ}m@f‘éluﬂler];tic%aitel tgg

i nt er connec resent I nvention can create an index o

from which 3petReldeHRS SRALBOURE SOmARMIEARIMCEdquEsts S AYRRARNEY, elbtypled! e

i ndexes can be created, each authorizing a -61 request from di ff et ent

i nt er connecfaatheRtisatidit codespinitialivgddivriray savtip hit bach system PBeambet utiized in

i ndexes are established by associating each index with a specific

dest i nat i on conjudctiorewith¢hedestingtion hddresssspad/or icense cadeste furbenauthamtisate
different files can be in each index. In a, preferred_ggﬁnbodi ment , Vo), unme
name (d0sk Mte@wqurce ieptity for pousd cammyRIestion iauests- i HRYUISMAEY SIS SN t o

any requesting PC. Alternatively, the destination




nanme, destination address, internal serial nunmbers, or authentication codes
can be utilized to restrict transm ssion of each index created to a specif
c destination PC. The index is created by user interaction with control

wi ndows such as those shown in Figure 22. 10 In Fig. 22, a Drive button 80
di spl ays a drop down box that enables selegping a drive fromwhich the
files to be indexed can be sel ected. Checking box 81 allows building an

i ndex that geiﬂ& ; i il ' r : ' 0X
82 enabl es ?g(g%)i di naéﬁgmg%gic]ia? %lact?clgnn%'gﬂﬁ&cfg'gﬁgﬂg&%gié}%%néeencggfréés:ﬂgﬁﬁ gl neg an
i ndex cont athyredgftdn. | es before or after a specific date and time. Button 84
varies the 15 reference tine for the index fromthe current tine displayed.
Button 8~ nodifi da praferredfemttmdimenita; i afcontriohmoidnitent the weeivire ROncesyits tat e
di spl ayed. Box 86 .enabl es building an index cont ai niknq% only ecific file

ext ensi on ( 8o@Munigaionreqursk from 2 pensling Pourisepasefe soc éﬁesstaebéighs by aontzol
fil | ogj cal .drive. Bution 88 ret to.th i onput _
br ot ambscr BRI At §is eMine Lo Ry A POy ha e HRBEBES Vath Sraraice

paraneters i i 7 8 i o
created pon%(?‘fl@gééeglegéfvggg’s%@? %%%HPQE?%%%% ?éﬁkggwﬁﬁgf&gggﬂg?n&nc
system fil epg feknsintditdd! &S corhifificftidnieUERS frdhPsdding PEY aly dRefealdnad
systens to store information about the file, and its state. Each node of

the tree coatepbed ppPOsengaged in sending bt regsiviggohd ar more cohchgertandogoing
parents. In this way, the index retains the 25 directory structure
i nf or mat i on trapgraissionsi multiple serksts enabling simubianeous fike transferspre sreéated by lae

. l e, f ddi ile., he i nd i d i bed. i d
(1o A XA Lot fdd e cpli et o e, nden e o dscel] bed, congier
E: \ sky\ cl \ hi . i |, L RSN = P |
Sl oENBS ALNEP Lokt R0 S ABLE gk BRAR Rl

the drive ig iR 1@0bne fileGfanbt& &5 Xef fot lascmgaahaﬁsl,io%né@ﬁémh%obﬁa or

"sky", starting at the root of the database and novi ng across the siblings.
I f "sky" is ontdoundutummuhidationddids tist faeéitatestmaragaigthebilywlofdiie ngnsfees. i st
i n al phabetical order. Subsequently, the search for "clouds" begins with

the first cHibug, enultiple "disoreteneamnections nepradeoeyahlished; withnguiltiple remetgds”
is not 5 found, it is added tp the |i st,, Preferw kg@{)i n%t]he list in
al phabeld calCOBIPYLTS 2¢508S theyasious comumanicatiopsmathivay st waich: e lgcal computry s -

and the searigpqugerct"c{ﬂ rd* conmences. The sane process executes with
"report.txt. pef ocess is highly recursive because the process is

repeat ed for eacheygloed! of gAY £ ML it N bReRE VNI GRIBII 1d Fg (3] o
nane i s reached. Filenane nodes 1M the i ndex have no children, but nmay of
course | 0 haniialyat stepS307Thds fetecmired whetheeatffiognearsdits eeisx forstrarsfarring
control w ndow, such as that shown in Fig. 22, is now descrjbed wth

ref erence t ¢hefilg. Bhe ¢enadlit suffiojensy apalysisasdesdrbed delow.nHiinsBeienteredidharendex

is going to be created._ Then, at step,.604 a filenanme |ist is. erat ed
based n fAendsal S'§BI§>}:i1 éad’&?ﬂ’?gﬁ dismay,bafrauested as, %CBP?@@{%?\) 1Kis

st it ouneiigeel SRS SERBRECY tEnIA R BT BERA M R R B
structure baggHdodtd ?ﬁggqﬁggﬁgt@%{rﬁ%ggexﬂné}@5)“5@&6 the first name in the

list is determ ned. , steps 608-622 the index structure is
recursively bui | tIf vy trinsfdids an dntetrset iranbfee e sieB S36eaniotlsdr sovketiis cteated. 2Ih
determ ned at step 610 that the file name has been added, at step 624 it is
det er mi ned \eldditho, thesending Pacorrewts toothel listentipg botKet onjthe remote RE atport
finished, at st%s 626 the logic,termnates. O herw se, at_ step 628 tkh?.next
i t em i n2% he 189sWhen gapthertraBsmissiPn Healprady st dhe “S‘fv%f”é“'ﬁt%ﬁ%’.c eLis
Rec~uestint,,a File or.an.lndex e Figure Fib ~ Fi 9.
Faur - o 2030 fpdnf inkaa Y B spERGs dh ke hrbgtm i efies e isE ik

| nt er connect g BE Ghne! RE pREBTHANNdiMUEALAON TR, irfibiph Srahshdr]dhsOtar] e
request event by interacting w control w ndows, Such as those shown in.
Figs. 19 andyBgandually Signil@aE6sly e Plactitaliteinid, &eathriberust thahshétor3Ghat can

poi nting device to select an index Troma displayed list in a control

wi ndow, suctbealaridied byhthersystentidgper®B, ont festoseduek tas repnibipications speddnance

i ndex, and 30 invoking a request event. The user can initiate an index

r equest 3@verprogssspntiold angl speeds



a request control firomthe Index nenu 52 in a control w ndow, such as that
shown in Figure 19, and then selecting the destination fromwhich the index
is to be requested. The computer programlinks an index request to the
destination address associated with the sel ected destination, and then
schedul es a send event in the 5 pending evéht file. The identification and
address of the requesting PCis sent as part of the request. In the present
i nvention, the cditpueriS38r igs aletérminad wiktherethei cormgetion ito dex rematePC i | |
return only an index specifically created and_authorized for the requesting
PC, unl ess Shecessiudi If thg qeonpetiomhas nefcbecorestabbighedh &t sieprt( it dsidetermipmder al

o P VR SRR el e e B PR
rom ot her R SERSH ook TR MEHRC! B4ELR: p o HRRBE YL OB bRl
user selsect ﬂa@é‘@cd‘dﬁe@?irﬂ@mﬁféf&‘ied ERBbAIM SN ree hﬁ!@rﬁgtsp "TGs Q¥ Hr¥e AWM 0&EQD or

sel ects an address from which to downl oad an I nde 15 Then, at step 2 it

i s determ nattemipes begurtdie(angauenber carf bbg specified, ar stap S46ckay .l%gﬂ‘c t8fininatkRx
has been requested, at step 704 an index text file is created.

Al t er nat i vekyecutfonaarfd areeiror iselggeed éntlicatingsthepa zosnectionl canhotbe establishede i s
created. Then fter steps 704 and 70p, the newly created text file is
schedul ed aé"lgngéﬁe‘inﬁbe é@erﬁltqfﬂﬁive\}%l e leakeqmpwer My bessapr to delamthe faleof

B L R

return.qRef imchitLida i 4ehVvi ng
s s S DR e S R
receives a tgxinakichemeonitdrvifagempiseslotedd, thevendingtPG hedin 8@2mipts fosconnect
determ ned whether the request is for an 25 index. |If the request is not
for an inde% thewematgRésat step Pabsed at step 804, and the files are |ocated.
Subsequently, at ep 806 the requested fi|es are conpressed, and at step
808 a send event If éﬁl@é‘&n@@@h’é SP%@é‘ﬁVﬁ&aﬁ@hega alrsten ¥R therseadingRC senlst i s

created, at.ste | 0 enc t ccurs i ncryption h en. enabl ed, and
ot ep' a1o iThERefip] SSRFLHER od 4o ah B0 B SeR8nd T dBRE iiORRE et he
procedure d i i @ﬁ)@ H.0 s EhAoindt: : d Bl S
deter m'ulr?ed ? ﬁ‘g{) tcgﬁgiomﬂfr%as %lj(iasrrll:?i (rgselggéés}) ggx,nég{lgégl‘gig sg{i%ﬁ?tpt? g%@?%r& mforfed

i f the requeld RinotB PEXtd serluahaddrasckolwhich tbefild 641 bsdm. [hderdaiagelved PC.
If the index is authorized, at step 818 the index is conpressed and the

| ogi ¢ pr oceduisn the reimgte BCBcdwesponds tora yelid dataspqrt assignmént, thedogichqpdceads t he

index is not 5 authorized, at step,820 a nessage js cyeated which inforns
t he requestitﬂét@cé‘g%- Oherwige thalogicprrcsgdetn 1P 40 whess tggioglﬁéeweg@&@e is

conpressed and sent to the requesting.PC at, steps 808-812. In Fig .23, a
but fon 90, cieSRTaAE apmb Bah i ioBasd PRl kbRt e Rurbd ey v ek e
receiv from any, R¢ ¢ i H ' T j bprd N
t he 106‘§)el ected ié\tcfgej %f%ﬁg?ggﬁcg%%g?%gag?fg%gg%gﬁfnﬁ S?ZJ h%ﬁ?ﬁgé)%cfﬁ!ﬁpft%he
associ at ed feréedbandis totirtactiohlis establishraltRewesh therneiedata sbelbst apliLddta goetn
the listed files with the PC s pointing device. Selected files are

di spl ayed i moarespanimg/tof thelddtzdgort @sigrithery receivedromabe réamotedC.O additiomt es
the request of the selected files fromthe PC from which the sel ecteq i ndex

was recei ved HINCOANt SRETOMBANess and e startipg pamdof thestile is detgraynad ,

t ipd has. b ted t. I the. i bei d d.
The. pr esent PREEPBRTISIRRds SGSREFTEUGE BRCGRL LTS FOASHRE ehagded ©
provi d% th%lmmeldiﬁsx 0?9aﬁ0§4d<?ﬁouDs of destinations all at once and
si mul t afleousl 'y Tecerve a i1Tes transferred as a result of the poll. Auto

pol ling i s enabl eg 350 38tals Sentitb Wefenidit PE. IR PpréferR@libodifich IROAW Ng
to a renote destination. The renote destination can 20 subsequently poll

that direct cvem%:amsdfaged hogendmited 204 8ttés mnastiraer dthusaht Hrst 2048 eytBCareAut o
polling is simlar to the index function previously described, except that
wi th aut o pdransmjttedat stepot 0. PEactotimendata rsstpne st stepSS0f the timeeyit inrdsef 19 es
in the directory_are sent to the renote rra.chirh(la upon Pol[in . .Dbue to,the
ability to &R Hihe limecoutaraches 2TBRUTWR HmSe G HINCSIRR M FF@ingied pad

renot e chi(rags icg(ﬁpar |lel. ,Parall el 25 polling provides the advantage
that nany fi44&s Bel5stO8Bded from many different |ocations quickly. The
return recei pt feature described below can be utilized with the parall el
polling feature to provide additional benefits. In a preferred enbodi nent,
if an inproper conputer polls a directory to trigger a transfer, the
transfer occurs. However, the transfer will not be to the inproper user. 30
The transfer will go to the conputer associated with the directory being

oy I




Accordi ng to anot her enbodi nent, an autonated update feature nmay be

provi ded. The automatic update feature allows the user to electronically
recei ve new software version rel eases and automatically install the

sof tware updates. Options are 5 provided for autonatically or nanually
updating upon receipt of electronic transmgsion of a new software version
rel ease. Wien an update is transnitted to recipients, if automatic update

has been sel ect edafyr) g %?F%é?ef@l‘ab& H@t(é rRAyhe (&xertcﬂﬁergﬁag%f E{?ﬂ&t ' i‘o{}gsse

installed at the reci caly replace

version fil egata ?éﬂl&ﬂﬁﬁké‘d lmdPF&héﬁda%Qs&%%%%étsﬂ%%pr’54 a#4 %@&ldt&gw;mftﬂgg
with the new rel ease version conputer program  ( an update 1dentifier
in the file néxtddieadeketfipsentandabkdd ich&bedﬂsffr@meslép &5esuritilend peadredata
package from other types of received f| l es; (2) an authentication code

uni que to theockesaraiundanuf acturer; and (3) an install programand a set
of control commn‘%g thglsﬁare xecuyt & by the currently_jnstalled version of

the soft%hare empees paiethardhe gpdof theefileshasib qenéeﬁrpéwd If

verston, copSaBlofte hr C@%ﬁ%ﬁaﬁ%ﬁe‘?%ﬁe@%&ﬁ 13800 Plep A RLinY fspehes. 15

operation ofklagd %?W}evﬁ'é?h'aQ Beer; ﬁ%cl?eﬁg 51?%2}? 3|5 ?ft}bér é(;tglrngﬁqt‘{\?ﬁ’ Ertéiﬁﬂf?)a{e% tHY ddeRt ed

by either the control commands or t € new version,
dependi ng upsuekétie destt@ed, atd tH&ﬁ'ehlmé@?’@hts‘[ﬁ@ddl@%@illedpwwmté b S840 the
preferably unlink DLLs, copy new DLLs, copy new executable | es ‘and run
t he new progemwaesomded itthe logtley, the install programterninates itself.
| f manual update has éeen sel ected during setup at the recipient PC, the
el ectrodPcal ly r efc}enrv éreéémhn&lﬂreem@fébe@rwet g)é(@@fdmbﬁtl{lms 3 sigigls dasigmrted

d fi di
i e L

install rout

| netal | at | onarnien A AGHeARARRIAFRANER, Flo & R BAIGr Ebocauently,
11, ~"i~ure ummump&&@mmo%&q idle metmltemm'rmfum%érhmauson

w ndow and destination bar is shown in Fig. 24. A Drives button 100 enabl es
sel ecting t hallaws fastastoenaedtiensf arndequidiesri datal ttansf20 than 3 diEP po=. si-lmvmi/erV%en
a drive is selected, the directory structure is displayed in a

di spl ay 1§i el HCPpprt i emmeﬁ lﬁhlﬁéext%a{taégchmdﬁ%mqrébf armefeneé@romrfor
files are seI e ted 'éthﬁ %OI nting device, the selected files are

di spl ayed i n°% Hfgs?) Ei/lsf SdPu¥82, along with the correspondl ng file

structure. dicki 0, Qi

application progr g)gnﬁ%r agrngl%% %59{‘%‘0&% %?A?FLesclﬁiéa& ﬁt %n(?n ancg he
destination génderideneifichti®yagthenticatitn ﬁ%ﬁnatm s Jie@lﬁédj@l)fb%mﬁ{hnaoﬂort
enabl es adding the selected files to a specific in Clicking on a Next
button swit ctres destintation sehmputerdie atspecific dP addrasewi { thie grans £y .is h¢cephesl, asdata

|l eft clicks a destination object 30, the selected flles are sent to the

aﬁ soci at;@d dpert ism«n:atsqlh rmiréwlﬂantaéﬁngﬁeoﬁ%os]mmﬁ&% ie¢poitd ARd itgaumRerds
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equest eq. 1TSS YR EaniEiR Qe v%‘a;%rrm‘fcg ibh CRo B eRgkeP g
receipt as ejd i%‘gée%gsgﬁga?@{hetﬁb%gctg xs%l At ¥igd k) Ugﬁ‘]a i Q@gl%

initiates ar ransmt cre |splay|ﬁga
pronpts the WaR§ féﬂ{eﬁﬂﬁnmm@bﬁhnﬁté‘dﬂ ts bel ng requested and user account
information. Display bar 109 (a.k.a., fuel gauge) 15 indicates the nunber
of transmit credi2pIfthewtansfegis Mepuedlblygheoecapmnﬂ;\d're gndtecomtcetoctie AECP of
the present invention, a credit system may be enployed. The credit system
cont r ol @5t hedatameet resimed byshe sedipiest ave‘ptémUDB coanesting &l pasts seadingthe

credit systemo tes by .settin val ue
y g]e. pﬁotﬁ the recyplent and s%nger resumeQLstemng" on the UDP port for transfers -

initiated by other computers. This is accomplished while the file transfer over the
TCP port is in progress. The process is repeated and managed for any number of
subsequently initiated file transfers. Thus, multiple, simultaneous file transfers can

30  be accomplished with any number of other computers, with only one instance of the



adjustable locking limt, then decreasing the value of the locking limt by
a 20 predeterm ned anount after successfully conpleting each file

transm ssion. The locking limt value may be decreased until the val ue
reaches zero, in which case no further transm ssions are pernitted until
the locking linmit has been reset to a val t8-other than zero. In other
words, a certain nunber of credits may be provided at the specific sending
PC and t he comhger pfograradipes andausnies Afvartagescof theqpresnt invehtioa izglude
transfer until no credits remain. The file transfer_ function is suspended
at the sped §implpuserinteriace apdiapsrating approach.«greaitefficienapdn syssem reskureg
limt at that.PC real%E S nul | wvalue. In other words, no transfers are

al | oned af tBHIZ2HANLE fapt ﬁéﬂ%?ﬂ?ée?%ﬂes zero. Therefore, before any

" transm SSi On OCCGUr S; fi d i i 0¢1.3....checks the
credit bal ance ?j dgpé?r‘?hc%@@?fcl{)#g g’%ngéﬁ%ﬂi@%\r’\\g@egn@&gﬁl%ﬁgﬁ f%f% PH?]PIE 30
requested tcRAEHEFS O sent bvéthe 'lﬂyf’fc'oﬁB@nfﬂorpﬁfJa@ﬂﬁﬁaﬂeﬁ tgxé’%ﬂaﬂsfe? Omdhe! S
sent to the -67 user indicating the balance is 1nsufficient, along wth

i nstructi onszesf the filewedetvedorihe satder ¢losed itse@tiecton Ausks angerorny al so be
di spl ayed indicating when the nunber of credits drops below a certain
predefi ned | evellnagthesi prgferred eshodimentst af rthadaventdom| meredhas . onkc UDRII ng
to anot her enbodi a transactjon_coun incr&as,es, after each 5

nt,.
successf ul SAPBAR] BREfigiens SpraBitat: fikExchangrst dodniiate pHARSIEL adenirP @
predeterm n I r.of f.r Ct HOpS IS ched. Accprding t
ot her emianf i Aol sereRRIAG LIS boleRom UTRr sRERBRE s For | s
restor by, t i b Wabtal ; thdth
Vel e, . o CXBRALL RE S (roREIC Y Bt e b ROk pe
credits by desigldtedaqlid@niigeporedst Aoehdéed POrinitaeses file chiafpé balatUBDP peryest
for credits, the user clicks on the request button 108 (shown in Fig. 24.),
and i s subsragdemiy selestedrfrosutheset afgpeoific listening pottat Thetenipient monitofs thée

i nformati on hag been entered, previously, an opportunjty js_provided to edit
t he i nf or netet 6hSRSSS injtinted fite Bapsfrpreandoesponsionshe LR peegitidizedd i s

al so collected, either automticall e.q., a defaul pounty or thr h 15
dser prompt®) & pBRpraye AHIRTR AcKRG el o Shechioh Ani BB K s el A2

i ncl ud a it e, : ndJidéigat b t

request? gr, @%%lg%ﬁ?ﬁ%@@ﬁg&gﬁ&%& @%?S%bén bt al nddggéélg?t isr,pﬂltehé(y%tr}tstehratrrust
ei t her havetwiedr Breaddranaendatiept U omeauiRatd withcliesinisP@atexictlyitiesane
account nunber with each credit request, or alternatively, provide credit
card i nf or ntimeo A ltenetiesipbifisuchh eoHistamsrdid wgcun the atemptedz0mmunichtiongaber

of credits requested along with the sending PC s identity authentication
and | P addresautgmaticply fetried 3t Aman (HPéthF‘é?ﬂé?r‘iefirmeFo an i ndependent

pr evi ousl v descr Tg o U b BB AR RS Dlyrinled g ke o 485 s62
To ot 2apchepeRang e gighlfud RAREhs RnRy asl Qi PaN HeqeriReRT 2A0eRS”

conmput er. ASe#ftds detcrMimdiPiviethet ARedhs@itn hidseansicesssailBdestalslivhele If no
establ i shed by inserting an authentication device into the PC s floppy
drive or a denrectionewvabeestatdishséqtheribkic, probeed3Cor stepl §40 véhdrafibisndatemmined om
the authentication device. After the authorjzing conputer system 16

recei ves t hwhathenaconaestion attgmpiseccungdimevioyakye I Rgneyiorfatpmphaccurred,

equest g GOTRAL L a0 | AU NRL S SO S BYSHAT roog Bedrd LT o
D oCesaing, o ARG AG GRS SR A ARy

of credits aPREHSAB thellbgiiteRfimabs SlticiGoRAnAdE ékenidllogeahalitahg Baty a

singl e connection is
connection cannot be established with the remote PC. However, if the number of

attempts is less than the maximum number of attempts allowed, the sending PC again

attempts to connect to the remote PC at step S62.



5 utilized for this nessage for security reasons. Upon validating the
accounting ,~ information, the credit processor returns an authorization
and transm ssion control code to the requesting PC corresponding to the
nunber- of file transm ssions authorized. Preferably credit processors do
not store and forward files, nor process fijhe transm ssions. |0 Referring
to Fig. 9, exenplary logic for requesting credits is now described. At step

900 the user sel r.Qf ' hred; ] ferre

enbodi men; 25, 5t ahe SoRBE 8 o ERRhEE RERENaE g d<5uB. BRE B5{eBihge the

i nformati onsrigl PO! savedah idenBifRY hRY Nalts THLY ké&?g}xs@f?&nﬁﬁé P&H%teqf%cﬂlt ké@t ed
(if not previously provided) via pronpts. Finally, at step 904 the reqtest
i s forwar de868df & hesponse iscatirectivet,titlseey 846 theSolgi @rRemirseOEkdcatibhandragdi t
processor 16. At |east one authorizing conputer system 16 shoul d be

provi ded foerrohis loggedsH afesponsedsire¢agedirad stepSilthtpe serdingPC peratseisiand t he
accounting i nformation received in the authorization request and, upon

val i dat Pon SRUPRAD itRghe FemPieamachine dhspihesendiag R veaitsifaga peplyr
t he successful  validatio f #-he 20,account.i ng infor ion. , If the .

val i dati on gﬁ%ég%ﬁgﬁohegﬁcﬁf J&-rﬂ% FeplY s rﬁﬁ%‘ﬁgg’egtsftﬁl) % ﬁbesé%ﬁj‘é WPIHNBLES ng
t he deni al r e 1 : i

i spl ayed | B B el B e e PerlE Pl B TSP ™nd fLS
credit procesmad thérdrior FOetiliaingCo i irensfeeprotdcdix th UpreRiredienydIERSS,
credit requests by validating accounting information. No docunent files are
transf err edZnmdemyhistthe fike tmaaesfier protocetsoUpads, campletingrthei Slentrapsfor;i thicon
nor requirement for login. The credit processor, 16 is setup at._a specific

| P addrl@ss aﬁ%rlqsﬁleeé%@é%llw%d-aﬁ%bﬁsﬁvm&ﬂhﬁ wansden $afus of theseat fife isHegged,
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request. If it is determned that the received data is not a credit
request, thbéelaglnemet (ommttanetextparkf0ansdehel ftteetrandfeniscexguticted egbean i s
received, at step 1006 a random data socket is created and a port, |

is
assi gndd f olnteEraditianster: alestapfadra seakebis eregiedsen pert G anguibstreseivime BEep
1008 the autho itzation re uesgwixs recei ved at %he ssi48 Ieai] ort,, At step
1010 the acdSIORG SORRBTHAL: Shesqeons confisetsnantier OgAlient dards ibider
and expiratt i t 1. i : 10L:2 t he
account is \’/Igﬁr@ P’?@I&S?p 4@9@%&%@%&{3@%?@1 tsmcﬁg%@éj\éﬁ%or va Wﬁﬂ@é g?stfr%g%n
credit cardbebBRicd¢DsEdiANHich itdRsRIOGER beaeesptb@s If the resveL D Udhof und
verified, at step 1016 the |0 authorization for credits requested is

returned tointhe destinatidrn epkP@t stap g0 an28r octyrsand shegorm@tdon is fesminated.
determ ned that additional data sockets exist, the process returns tqQ step

1008 t @0condfihedRis founidiatestep 40%eat standild itds deteanined, Whetherthereerivedidaize .

| t her .dat k ist, . .th t t t 1002 h
br ocase 1 opdsURt R Eda Sindlyaste) R AR ERA neBt e S edhent B seBf B 085 14
an unaut horiﬁﬁﬁﬂg?@@gﬁ5%5‘3&5%??%5%53&3“95“S not approved (e.g., due to

no account nu credit car [ hor'i zation, etc.) is returned to
the requesting P thEmta sy alid, 2k BRpaRaRi iLdetephiredif heRetéiveduattinditatet
credit card processing to determne if the cost for the anmount of credits
request ed i andndsx atfile requashelfshbdraceived datentidicatesran. indéx enfileaequest, at steper
is submtted instead of a credit card 20 nunber, the account nunber is
forwar Sd t 14 the apquast inpuasestedn Ohgswise, rbstep &by isndetarmingdWhetbentheount
is valid and whet her the requested. anount .is, avail.abl e, fromthat account.
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system 16 can approve fewer credits than requested. Upon recelpt of credit
aut hori zat i @Beeivéedaalindicattsrateqiestube idettifivatioe. iliegeadivéd daradhdicatesshown
in Fig. I 1, to add the new authorized credits to the current renaining

cr edi t s30 Refrequesnfprtiderfifipation, atateps429pa febpOnsenie serida dlse tequefidg RAdvith the 30
nunber of received credits returned by the credit processor. Then, at step
1102 the -~0 requesting PC decodes the current credit bal ance renaini ng.
Any known form of decodi ng/ encodi ng may be used in order to prevent users
fromtanpering with the nunber of credits contained on their PC.

Al ternatively, an external device such as a "Smart Card" can be used to
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deducted for file transfers of different sizes. For exanple, file transfers
of |l ess than one negabyte may only require one credit per transfer, whereas
files greater than or equal to one negabyte may require rivo credits per
transfer. Referring to Fig. 12, an exenplary process for renoving credits
for file 15 transfers is now described. At4step 1200 the nunber of credits
required for the present transfer is determ ned. The nunber of credits

requi red fqp efighe fédeﬁziﬁ%?@. NBYhdrovisd Rrigdeie&nﬁxd@@hé‘ﬁhe? a fbcei'%@rhat;?ist ﬁt ep
e

1202 the current credit balance is decoded. At step 1204 the cost o
transact i orparialsfiletatatpetl4.r om the current credit balance. Finally, at step
1206 the nodified credit _bal ance is encoded, and at step 1208 the new 20

credit bal ance iEheparpprkflsdietompynativmacquss ¥ ducieevheticramingenmpted transfeat
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service defaults on the nonthly paynent. I Xe mum nunber o0
credits preeading mhechigebdfwherotg rosiahe erstrinsaiizdiay dogeraiing sa eslsat Pportier oof
&ee credits on the business' PC after defaulting and thus receiving extra
firee tranghefide was psodpudygseerived.cSubsequantly.arsiep 430 a beckteistreaiedepn a
busi ness' PC after defaulting; however, the nmaxi mSIQ reduces the | oss.
-71 Accor di'A8de® Rask the randeny Rort gddress issgat tPé’&%ﬁ%ﬂ%ﬂ] Geand aime-outimghber

of credits .requ e 0 the machi.ne-f rom exceedi t he maxi num For
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PC prevent 2@?8 htzlgrsg%[ﬁgg ]gx}tgﬁqg%tttpfzggé.ms%z ?%.ﬁﬁ(y’ttggrlgél?%‘?%ed% Egséeggﬁg'sti ng
PC may reduce therongqteps43d, ehd fupio prhredoio agpdsz widet evebeeiving PCswananpl e
10 credits. When the nunber of credits on a PC subscribing to the flat rate
servi ce deploetdata vhethe podi. t 3Vien data BCeceivedythe 2Ziané-ont courtey islegainnicsets
whet her the submitted account nunber .is_ a _valid accqunt, and the nunber of
credits redtreterablywihere sanatomatie visible indieationof teeeiptaf fles 3t theweseiving

author 3 eq 161 ot Pansat aL P AGepBiid et SBECHSREY ol [T HTBE yipess do
QP 2yed. | ittt dlipaft s oAbl ekt SRALY SURELAGS, tie BERILAKRY,

and when t he nunber: of credi changes, e. ue to transfer, the
change is itdté4PHatdreépBatsufigil nd dtheddctkes ke fiundOBins b ol iies¥ndiig PO
dynam c display is showm in Fig. 24 as a credit fuel gauge 109 15 show ng
t he nunber the datashakstsauay batstored omi thaeeeiving® Giera inkedbistof avai | abl e
credits relative to the nmaxi mum nunber of credits _my al S@‘égglhi i spl ayed.

Agai n, the nunbeft stepdpR it is detarapned whether 2 Blg tsansfer 15 AOmg umes

adj ust gpl e | gcki Limi due .t either.purchasin ddi tiaonal _.credi.t r
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nul tipl e crgdiolin@iteha¢é ebmpidted, thedpenrdenims & dtep 482tandrepens.c ¥ehersa dile st
each PC 10 preferably is infornmed of each address and sel ects the systens
to contact tramsfemisygomplete, gistepetdOeit isddterdiinediwhethar thepecdived ite isithe same

different subset of the addresses, thereby distributing the _netv\/orc#(_
traffic. 25SizRavexpasted dnotheraverdsetheditp sige ipsampargd fo e siFrindicatnd igrthg
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di screte segiie l%gfbixﬂ"oeée&tB%{g#@MOf the files to 30 be transferred. The

partition occurs a e polnt ere the transm ssion error occurred, the
first segnment hauitngefass theievessiddelvedtis dogged; tied pathet is enpackek; gidrthe
having failed transm ssion. The protocol used for transferring the files,
e.g., TCP/|Rceivedofites arbestareddimtherzceiving 't borageadevies. wéslgimigbrlndbﬁed,
i.e., when the_ connectiqn was Iost.é@ite[ 5 1.0Si the co ction, th

sendi ng0PC BEavioNS descEipHABhe serding it ideatifes Qgﬁ*ﬁ&e [P addresssto; ey pe
entire group of files. However, the receiving PC inmmedi ately advi ses the
sending PC that the last transfer was inconplete and infornms the sending PC
of the anpbunt successfully received. In a preferred enbodi nent, the
receiving PC subtracts a buffer anmobunt fromthe anount actually received to
conpensate for any




10 errors that may have occurred near the end of the interrupted

transm ssion. The sending PC then cal cul ates what portion of the group has
not been sent, i.e., the second segnent, and sends the second segnent to
the sane receiving conputer. Upon receipt, the receiving PC overwites an
amount equal to the buffer at the end of jfie first segment and then
conbi nes the.two discrete segnents into a single packet 15 of conpressed
files wit - ) . LNt he ey . itl0 .

nt or rupt 1 5gg vifE ECObaed LR B Norighy e s Rk L BROM LS dagt imgr
recei ved ofoWRVEl, prERréfPAhESehling! PESs id¥tied & ARNEEERENG T Befireftht €S-
Typically, the sending st ops sendi ng when the sending encounters
excessi ve receivirsg PC obkndi the r&évdd files. . Next 13t 3@pTéds pogiveddsctibeéniiten i s
further directed to periodically polling connection status of destinations
li sted in referenessioi gt § exeantesctopro@ss nenfirmation wicaipt pequeistsy Subsetvemly,
requesting.a return of, destination identifiers fromall other recorded PCs
in order tBedegmrreredine eiprdiesti nati ons have active connections through
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the user of,cnbisGhRe P&nﬁ?@’gil?@%'r ﬁus%%te@’@z' Otﬁe@%ceéﬁﬁggér’{ieg&éé}fno other

communi cation request. ng destinations onnect tus i's
simlar todfih BetkeEs dre fOURL, eheslobR fMewstd-fipd 5O sihere arlHiaweiRtic upaaReEbERs
status polling is nore sophisticated because it not only determ nes whet her
the site iexezutdsve, but al so determnes that the identity 30 of the site is
i ndeed an intended recipient. The check for active IP connections, -7

routin® shown i MeHfyng e grtatshapdledsbyithe BePABnprotaqadthat ynderdiss ithat i ons
e ni ng. VABABRSSRELBRecHIN! EEmifens TCBIE PRl adiIE, §iidide and

ot or i neoREE ¥ a8, fleNRHIAREAT: dhoRPlct SRR IDTERAP IChPBAE bl 001 ©
S ep 1304 D T e ey,
e.g., di medrandmitstieqad paciGts.t Accoddingtyyiified filkies lassensbled sfipomssuosessfuby ei ved

fromthe destjination. If a response was received the program conpares the
responge tesceivedskGR peasketsathe probabiliicthabtherrepeivedfily is €5@e-figs 8 Vet hiike 10
sure it hes. what.is on file. 1f. they agjree, .the.destination i.s arked
2ot fve. and Riat 3 SR Brear 16 vetity Winfadle el TSGRAS A8, | Flisn s
mar ked as va: L Yol . SEG : it

i s det erm%rgc%wyﬁig? E%ng lgggbg%gg%ﬁggé;{l?%ggﬁ%ndgﬁqgve ngtg : eaé%ﬁéssttg%(égeégﬁz&ed.
Simlarly, sigé of the fledR4tes FRdepdal T Bl slzdépdcifadation if SONRER thefildiedng
received or there is no match, the ID packet is sinply 15 thrown out and

t he desti nehngmitied dndfdrrivesaat the ecceavidgRC at the be2fthing of thelramsmissiod. whet her

any ot her destinations have not been status polled. |f any_ desti na}i ons
have @8t been sFar usogam|tsansfeme thesproeesstis ndificsenti s Thasethihferansiesiisp

1312, and the |pgi,c returns.to ste 30 nd peat s t hat . dest i nation.
T at ot eptatamBitie not it &5 iickmt FRareet T A0T R Bled AN R i 20
pol | ed, at e e.chedi-t /i t at Tgpﬁ It Of
credits reﬁ%%onﬁglﬁé%}gj%%éaﬁetﬁ% 1)&/,\»5?{1%@&%}\55;:%%@%9 ér%g%eg?oelghgglé%g? 31 'to
Accor di ng h@tofarRiek iR BTHORIMR Hatioh A€ shHLen BAIH POY process repeats
periodically, for exanple every 20 seconds. Wen a renote site receives the
| D packet, the pdesithe hbolemnizdinitializat, at sepl2@2 the nekxiviagkPCheaitedet ai ng

PC s station nane and any other, ..
25  telephone call. Upon receiving a call, the receiving PC answers and reads a data

stream from the modem to determine the sending PC identifier. If no data is received
before a time out occurs, the connection is terminated. If data is received, the
receiving PC sends a response to the sending PC, which includes an identifier of the

receiving PC.



25 required authentication data as established during setup, which m ght

i ncl ude aut hentication codes for exanple. By way of exanple, a preferred
enbodi ment of the present invention applied to an International Postal
Servi ce business nodel includes an unlimited nunbers of service user
conmput ers having an active connection to &7comuni cations pat hway, 30 such
as the Internet. Each conputer runs the conputer program of the present

- 74 invention enghdibpacdlifileaita validisy AdHeaked, HithaIHARNS MlidPR T¢I Pé error
encrypted transfer of files between one conputer and any nunber of other
conput er s. iklleggedat stepedtd. piGthemvasauf dnmdaaais! walige raersedped66ntle download
automatically returned to senders via a "trusted third party" certification
processor, SP5eMABSRS Withfan agseadoupanmedal praseedlnpreifenablye medans that chegks e
transport between. senders rgci ients i s j di ate_gnd di cht. Servi ce
users ; pay?f rPWF%“?mngzigf@n Hredagrmas - Rasl packats.of Suhsegpendly, thg logdeli ¢
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policy. File'transport sécurity 1S assure rough obust user

aut hent i cat44Qma paedivie ¢reoreis doggeidi dfithdeyceednleds tiEoeRpecRIdSsiR) @t sfepyes t he
follow ng service processors: (1) one or nore credit request processors,
(2) one or megire eeeninihlagged;and the radeivedaiacket iprunpesckast and stockdoon ¢ 3jorage or
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IS i”portarttxeeﬁ'ﬂe}’aggEc\ﬂ%ﬁ&id%é’crﬁ)‘%'di cy and service user paynent reasons,
however, physical sécurity’ of the processors is required. These issues are

resol ved in accaBgasiag thé Zmodemprotoddl, erfd¥ehetidhh ¢y autohiicbiHdw¥vdrobnee
service use is galned through user identity authentication and 20

regi strati cagaimthelfde sizeus checkse tovensurditime thee rieoeived file is the sizedt Fasuppdsed
through installation and use of the conputer program of the present
invention.t?H@-conputer programis obtai ned, for exanple, at the tinme of
user r??isté§t'on..8er,jqe e consu credifs,in t redit accou
stored'in a thind 21101 Ce1n quest and.i nird Fant 111 L .,On & 1gure
obt ai ned at L§iration). Continued service use over tinme requires 25
replenishnenﬁ%g Eredits t hrough automatic requests for credits submtted
to a credit procgscstingieynetler prufeiedhibbdimenty thd presentdavaitibananblés o the
billing or collection _ procedures and systens of the service providers.
Credit aut sendog PEhto sequestifrom af resipiantc PEiconfirmatios oof the attributes cdnput er
over the comuni catjons Eathmay (i..e., Internet)@fﬁnd t he . are
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Al ternati ve? one-ti nme-pads obt al aut omat | y for each transaction

bet ween sentesugng thied 'pmt? riutentioftor N8 (Figishedithbut @qpiiig/apesttion By shever
can be used to encrypt files prior to transport. Encrypted files, along

Wi t h aut hentecipaemtdcansputer'siasdri t The semtler meay desighate whetber oonfrmiatiogeis by
print”) of the files being sent are transported directly between conizgt ers
over the codtremtiremn onghpitghv@hird party augesticator, 18,£emBian 19,8l Userst i Bagh
the processors, or. securit erver. 10 Recej.ved fiples. can be decrypte si ng
the Fedbp: etinglion adderedr B Wifibbedy eureBhigsiops b iR SidH ingirmnenipd S tnt
_Alternative |V fi A i deW I AR
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~policy. Various security service policies, such as station to station
encryption BPC.person to ~ 5 person encryption can be effected. Conpleted
file transport transactions are certified for the sender bg[ areturn
recei pt that is A tojtrgenwrduednbthe recipionp PCerupnmoggcsiptodf ahrequests éon 2
invention installed on the file recipient's uter, (2 utomati cal |
t r anspdPt edCerfammation ofithe ageiputes of Rdransisrysd é&?@&?ebfﬁ‘ﬁg@% € cqmygnt 5t
"post mar ked" by the trusted third party 20 (certif canon processor), and
(4) automatically transported fromthe certification processor to the file
sender's conputer. The return receipt generated by the file recipient

conputer may contain a range of information such as date and tine of file
receipt, parties to the exchange by registered identity, an electronic
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range of additional information can be added such as the date and tinme of
certification, the date and tinme of encryption and decryption (obtained
fromthe security server), and the certification "postnmark™ of the trusted
third party certification authority. -76 G her inplenentations of various
busi ness nodel s according to the present i48ention are consi dered.

Cont enpl at ed systens include those wherein ( | ) large arrays of conputers

or conputi ngcelovd paskdt! aNERAhhy el R upr fonBEdurYocféreOtieaér it 8¢ abérypted Aoy
destination conputers; (2) one or relatively few conputers transSport files

to | arge 5 decompsessedcoBpuireatingm fileniistt ithg cdrtent ddes aredweiBenantd elastfilsone
of the system functions of the present invention are inplenmented, enabling
direct, sulstughee of the reripiant seapussr'sstarage devicendtill fumliert thereonenol ofoduld es
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enbodi mrents with referencé to particular standards and proto

i nventi on iencngtted omiendrypted fitds, &) alndsivelof aiedilps micovel S(3) Heridentyifehe
TCP/IP and the Internet are referred to throughout this specification as
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of descriptionand Tllustration; rat han words of limtation. anges

may be nadesccoiniphished hea spucifiedaty tihles angpesdiedionl. ai ms, as presently stated
and as anended, w thout departing fromthe scope and spirit of the

i nvention in itsStdsfuthes, if direbtoeghm thiag beerveaquestad hyshesamdingeRCy theedntrot h
reference to particul ar neans, materials and 25 enhodj nents, the inyention
i s not intcdnaedle: en ke recipieat PG craatespnpendingfvenifer immediate gt of the
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transfer attr utes e tronically trans erred omat |edst one renote

devi ce ori gienghédithrouglos thitd pagy atthenticatoe e Congotmodule @ntatcigiatit G
conprising: a delivery receipt systemthat generates a delivery re_cei]J)t
conpri si ng ataatas & pandingrevant fartratues of thd ¢ordamasionaeeeipt Slectoghe semdipg PC

verifying that the recejved data is the same as the data sept by the. at
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of the dat agfil Faghey, thiSthif Party authenticator, upon receipt of the confirmation receipt
file, processes the file stamping a unique digital characterization of the file using
commercially available file authentication application programs. The file
25  authentication application programs are designed to create files for which any
tampering or modification can be readily detected. Finally, the authenticated
confirmation receipt file is.transferred, after processing by the third party
authenticator, to the destination address of the sending PC that requested

confirmation. A copy of the authenticated confirmation receipt may also be sent to

30  therecipient of the associated file transfer.



postmark of a postal authority which postrmark is a unique digital
characterization of the delivery receipt, wherein at |east one successful
data transfer to the receiving data transfer device is certified by the

i ndependent certifying processing device. 2. The receiving data transfer
device of claim1, further conprising a d#fa transfer systemthat transfers
data and associ ated data transfer attributes electronically with the at

| east one renot dhgdogicdoopragessang oon fitmeatitnt receiphnsfuests is n@w diiseribedt wiith ng
data transfer devi C%iOf claim1, in which access to the data transferred to

| ai, N, ]
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key, with data access control characteristic of standard public key

crypt ogr apifile veere Thheated.c Nexit,rag stiept 806 raatext fiec deoreated.ofTheltaxinfile, prieferablych
encrypted data is transferred to the receiving device, along with
aut hent i catieeludeethe spading §Canidentificationithe reqeidng HG nideptificationaand the
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postmark representation by a postial authority. 8. The receiving data
transfer deonfiemafioslfidé.m 7, in which the certified delivery receipt is
uniquely identified and |inked to a specific data transfer transaction by
data transfer atAlsStedk disdasemuined whether dirsetretmn bapbrenraquesidd. df dssetal
cuhor Y. ST iebges e data, Lol o, ot ce ol Ll Ll RaBLch L he
recei pt, a%@ﬁ“és?&i e difd% tethbh R&He destination address. If direct return has not been
15  requested, third party authentication has been requested. Thus, at step 516 a pending
event is created with an independent authenticator designated as the destination
address. After completing either step 514 or step 516, the logic returns to Fig. 4 at
step 518.
Exemplary logic which executes at the third party authenticating machine is
20  now described with reference to Fig. 14. Initially at step 1400 a socket is created for
listening. In a preferred embodiment, the socket is at port 789. Then, at step 1402
the third party authenticator listens on the listening port. When data is received, at
step 1404 it is determined whether a request is being sent. If a request is not being
sent, the logic returns to step 1402 and repeats. If a request is being sent, at step 1406
25  arandom data socket is created and assigned to a port, the number of which is sent
to the requesting PC. Subsequently, at step 1408 the confirmation receipt file is
received on the assigned port, and at step 1410, the file is authenticated. Next, at step
1412 an immediate send event for the authenticated confirmation receipt file is

created, and at step 1414 the requestor is sent the destination address received with

30  therequest. Finally, at step 1416 it is determined whether other data sockets exist.



tanpering and nodification detection. 10. The receiving data transfer
device of claiml1, in which the data transfer attributes verification is

i ndependent of data access by an intended data transfer recipient. 11. The
receiving data transfer device of claiml, wherein the data conprises at

| east one file. 12. A data transfer systesOconprising: an originating data
transfer device originating a transfer-of data and data transfer

attri but es]f ethet darapeokasdoerist) thylogicrenerst digp 4208 afd répfatss ITGD gthéat a
transfer certification to at | east one device involved in the data transfer
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communi cates with the i ndependent certifying processing device; wherein at
| east .one deg &le¢ bpusingra dcomtriobevindooe sucings that shawminsFigr 18leReceved fidey ¢dd i ed

when successful by the indg;;qendent certifying processing device. 13. The
dat a t r ansfo€ropsped éondewingadiractly fram theByens bogrviadey, providesithe fileafarmatsf er

data tr ansRGtBE FETRHT HlAS e THeE AriACHe ARt 1T PSPBH A FAPUGE COMBFOGARY o
Dl S SRR RN ing PO, HenllF i, AR SR o slal] 12

an event 24 listed in the Event Log window using the pointing device, then initiating
control commands using the PC's pointing device or keyboard which opens a control
window such as that shown in Fig. 16. The control window shown in Figure 16
displays the properties of the logged event. Listed files can be opened by selecting
15  the file 25, then initiating control commands using the PC's pointing device or
keyboard which opens the file using an associated application program available on
the PC. If no application program has been associated with the format of the listed
file, a message informing the user or prompting user action is displayed. The Cancel
button 26 closes the event properties window. The View Receipt button 27 displays

20  any return receipt associated with a selected event.
lecting and Sending Files/Packets: See Figure 17, Figure 19, Figure 20, Figure

21 & Figure 25

The user at any interconnected PC of the present invention can initiate a send
file event in a variety of ways. For example, by interacting with a control window
25 such as the window shown in Fig, 17, the user can utilize the PC's pointing device to
select files listed in a transmit window 28. Subsequently, by invoking the drag &
drop function of the windows operating system, the user can drop files on destination
objects 30 in the destination window. In response to dropping the file on the
destination object 30, a file list created by the windows operating system is linked to

30  the address of the destination object 30 and the file will be sent. Preferably, the file



receiving device is restricted to the intended recipient using public key
crypt ography, security being assured through user authentication and data
encryption. 15. The data transfer systemof claim 12, in which data
transferred is encrypted prior to transpogt to receiving devices using at

| east one public key associated with each”destination, and received
encrypted data can.only be decrypted using the |ntended recipient's private
key, wth %@F&“ﬁé@%g@t@éﬂteﬂé@ﬂs@ngr%ﬁ’@ﬂﬁ wplicated akthgrgestving i for erely sent
cryptography. 16. The data transfer systemof claim 12, in which encrypted
data is trafnsferred to the receiving devi ce, al ong mﬁth aut henti cat ed user
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According to the procedure employmg the windows in Figs. 19-21, the user selects

15 a file or packet and creates a send event which can be scheduled either as an

immediate transfer or a delayed transfer.

In Fig. 20, a Drives drop down list 60 enables selecting a disk drive that stores

the files to be sent. When a drive is selected, the directory structure is displayed in

a display field 62 showing directories, subdirectories, and files. After the user selects

20  afile, the selected file is displayed in a display field 64, along with the corresponding

file structure. Preferably, any selected files shown in the display field 64 will be

compressed (all together if multiple files have been selected) into a file packet (also
referred to simply as a packet) before being transmitted.

Clicking on a Description box 66 results in a user prompt 68 which permits the

25  user to name the file packet and add a text message that will be sent along with the

selected files. In a preferred embodiment, text identifying the user's name,

organization, and address are automatically inserted. A text message may also be

inserted into the dialog window by the user. Still further, the inserted text is then

linked, by a control module, to the list of files to be compressed by the compression

30 subroutine into a packet for transmission by a control module to a linked PC



a delivery recei pt source coda segnent that generates a delivery receipt
conprising data transfer attributes verification after successfully
verifying that the received data is the sane as the data sent by the at

| east one renote device; a certifying source code segnent that communi cates
with an independent certifying processingsslevice that certifies delivery
recei pts; the independent certifying processing device providing
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one successdoeivedafiles aresedéated by thensdrf i ed by the independent certifying
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recei ving deV| ce, along with authenticated user ident and el ectronic
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i ndependent cert |€];d;er or a security server. 27. The nediumof claim23, in
whi ch 18 defpamiitedepeppio f:%cryéh@m at &t sending & Gand Mmadeciparily vighle atethe’
reci pi ent
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postal aut Raf ¥ files to be transmitted after file encryption at the sending PC. Consequently,
the text messages are readily visible prior to file decryption at the receiving PC. The
text messages are saved in a text file that the receiving computer recognizes and

15 consequently displays upon receipt.

If the Description box 66 is not checked, no user prompt 68 is displayed, and
the packet is created with a standard message and a random number as a name. The
user prompt 68 may also be displayed when a Compress button 65 is selected.
Clicking an OK button 69 initiates a compression function by calling the zip

20  compression function in the compress.dll that creates the file packet. The user
prompt 68 is then closed and the Compress button 65 is replaced by a Next button
that enables the user to switch to the select destination window (Fig. 19).
If the user wishes to send a previously created file packet, a send existing
packets window (Fig. 21) can be reached via the Packet menu 50 in Fig. 19, or in any
25  other screen where the Packet menu appears. In Fig. 21, selecting a packet 70 then
clicking on the Next button 71 switches the user to the select destination window
(Fig. 19), where the destination for the selected packet can be designated. Double
clicking on a packet 70 results in a display 72 showing the contents 73 of the packet

and any associated message 74. Clicking the Cancel button 75 closes the display 72_2.



29. The nediumof claim 23, in which the delivery receipt is uniquely
Identified and |inked to a specific data transfer by data transfer
attribute elenments and the el ectronic postnmark of the postal authority. 30.
The medi um of claim 23, in which the unique digital characterization
further conprises digitally signing the déBivery receipt, assuring at |east
in part tanpering and nodification detection. 31. The nedi um of claim 23,

in which tehedRiear Engphieson a6 deidiel a5y yaeétbd patkarvo. srhél@memmurﬂi‘n Al
access by the intended data transfer recipient. 32. The nedi um of claim 23,

wher ei n t heletkd¢salt pagkdtséd irathe lestoif dispdayed packd®. A nethod for receiving
data and data transfer attributes and certifying successful recelrfglt of a
data transfer elld@tselsst degtingtion svindew fersaledinga destinstion tesand Gierfaleitngs
renote device
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34 The, et hod eheGhebBhtter roRAhELNY i Rt i AR b A et R o
user information, encryption program interface, and also enables access to destination
books which create lists of destinations. A Help menu 54 accesses usage instructions.

A Change button 55 accesses destination books. A Browse button 56

facilitates finding previously created file packets. The packets are displayed in a

15 dialog box that appears when the Browse button 56 is selected. A Previous button

57 returns the display to the previous display screen. A drop down list 58 displays

candidate destinations from which the user may select the destination to which files

will be sent. A Send button 59 initiates a transfer of selected files to the selected
destination. .

20 Another procedure for sending a selected file to a selected destination is now

described. While the user is working within an application program, the user may

save the working file to a directory associated with a particular destination, i.e.,

destination linked directory (DLD). Files may be saved to the directory utilizing a

Save As option, or may be automatically written into one or more DLDs as automatic

25  output from a companion application program. Subsequently, all files within the

directory (i.e., DLD) to which the files were saved are sent to the destination

associated with the directory. In a preferred embodiment, the transfer occurs

immediately after the file is saved. However, the transport interval may be set for

immediate or delayed time periods. Thus, by saving files to the directory associated

30  with the particular destination or group of destinations, the files will be sent to that



electronically with at | east one renote device originating a data transfer;
35. The nethod of claim 33, in which access to the data transferred to the
receiving device is restricted to the intended recipient using public key
cryptography, security being assured through user authentication and data
encryption. 36. The nethod of claim 33, in.which data transferred is
encrypted prior to transport to recei ving” dEV|ces usi ng public keys
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generated with no action required by the intended recipient. 83

met hod Sf dyaheuse, DhDgienebletihtegrsionvaditie pmsemqanvémfdxh\errthcodmrap@hsat@on
verifiable electronic postmark representation by a postal authority. 40.
The met hod nspgr@rrbﬁ %ﬂwperwrv&ﬁymm velwithouthe p&f‘c@ﬁ qstanpélceﬁ*@rqn@oyammmv
identified. dfl | Z‘l&g to a specific data transfer by data transfer

attributes 3 GHeeh ctronic postmark of the postal authority. 41. The
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transfer attributes verification is independent of data access by the
i nt endedl dahafi ﬂementteemtplthaDLEandThen smtedadtoodn atchive f318, othivethan thé he
data conprises at |east one fil
DLD before the file is deleted The present invention allows the user to create
multiple directories associated with destinations and store them in the destination
book. Whenever a user places a file in one of those directories, it is sent to the
associated destination. This enables seamless interfaces between large groups of
15 computers over wide area networks. Computers that generate large numbers of files
(such as invoices) requiring distribution to a large number of recipients can be
automatically and directly linked to the destination computer using DLD structures.
The receiving computer that receives the transfer from the DLD must be
actively connected to a communications pathway accessible to the sending computer.
20 If the receiving computer is not actively connected, the sending computer can
repeatedly attempt to transfer the file. In a preferred embodiment, the attempts stop
after a user selected time-out period elapses. Alternately, the sending computer may
wait until it is determined that the receiving computer has become connected. The
receiving computer receives the files in a directory designated to receive files by the
25  receiving computer's user. A discrete connection is established for each file transfer
initiated with each receiving PC, as described above.
Referring to Fig. 25, an exemplary process for scheduling a file send event is
now described. [Initially at step 2500 a file/packet and destination are selected

according to one of the procedures described above. Next, at step 2502 it is

30 determined whether the user is authorized to send the selected file to the selected



44. A nethod for transfer of data electronically over shared conmunication
pat hways from at | east one renote device originating the transfer to a
recei ving device, the nethod conprising: authenticating an identity of each
i ntended party to the data transfer; generating data transfer attributes
characterizing the data transferred; encrygting the data to restrict access
to intended recipients of the data transferred; sending the data transfer
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providing verification that the received data is the sane as the data“sent

by the at imesds torsend ehofike. décorfimatidifispiodeaeivedg abstdpRb06the fiRCeimsfer
conprising data attributes verification after successfully verifying that
t he recei véshhiated. iQtheneiss.cand also wihenaathorization bgcurhat step L8032 tat otep 258t e
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data transfer to the receiving device. 45. The nethod of claim44, in which
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later. Ifthe transfer is to occur later, at step 2518 a scheduler is opened, and at step

2520 the user inputs the date and the time when the file transfer should occur.

Subsequently, and also when the file is to be sent immediately, at step 2522 a send

event is created.

15 Finally, at step 2524 the send event is scheduled as a pending event in the
main control module. At this point, the computer program treats the file like any
other pending event set up by the user. The program is constantly in the process of
monitoring the queues and sending any pending events found with a time that is
earlier than or equal to the current time.

20 etting up a destination; Figure 17, Figure 18 & Figure 1

In preferred embodiments, a user function is provided to invoke a destination
window, with which one or more destination files may be created. The destination
window may be used to select a destination file and to add, delete or modify
destinations in a destination file. A destination address may be selected from a

25  destination window by the user for use by a control module to transmit a packet. In
preferred embodiments, a user function is provided to invoke a dialog window from
which the user may set a specific date and time when a control module will initiate
transmission of a specific packet.

In preferred embodiments, a user function is provided to add destination PC

30  addresses as nick name objects in a destination window. The nick name objects



assured through user authentication and data encryption. 46. The net hod of
claim44, in which data transferred is encrypted prior to transport to
recei ving devi ces using public keys associated with each destination, and
received encrypted data can only be decrypted using the intended
recipient's private key, with data accesssgontrol characteristic of
standard public key cryptography. 47. The method of claim44, in which

orr Yot 9 G847 45 BESIRE ek e BFRLOESHS F SRRRIY Blieses

aut henti ca _ _ el ec ¢ finger o
transferredontirddoifl tRAGSHMELIDA erHQhthe_*Fé‘rade _ nﬁﬁiv\xﬁ:B%% %?rpto'sl ibfd dEétirfhtion
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an intended data transfer recipient. 53. The nethod of claim44, further
conpri si nginstabhatiorcdisk pooduictiondteforeahe sofrevaos isgihippeaditg awsentfer thstdllaéoho
certify successful data transfer. 54. The nmethod of claim53, wherein the
dat a d8npr PBIOSthgCOMUKLEr. one file. 55. A file transfer device that transfers

data with at | °% tprgfé?reaeenn?lt)gdign%\ﬁits?ed ugerr]eﬁanic{ign & %pc?\figéd gc? \{xin(':o &8 lgliogsgi ng:
window that enables modification of a destination address from a destination
window. Moreover, a user function is provided to invoke a dialog window from
which the user may create or select for display additional destination windows. In
15 preferred embodiments, a user function is provided to launch a file structure display
window from a destination window.
According to a preferred embodiment, a discrete destination and associated
address can be defined or modified, and saved in a destination file by user interaction
with a control window such as that shown in Fig. 18. Once defined and saved, a
20  destination file can be selected and displayed in a destination window such as that
shown in Fig. 19, and can be linked to a destination object in a destination window
such as that shown in Fig. 17. A destination file can also be linked to a directory to
create a DLD.
A procedure is now described for adding or modifying a destination according
25  to a preferred embodiment. The Setup menu 53 is selected to access the window
shown in Fig. 18. Then, the user selects the New button 40, or selects a destination
and selects the Edit button 42. Clicking on button 40 results in a dialog box display
that enables entry of destination information comprising name, address, address type
(e.g., PSTN number, IP address number), or creation of groups of destinations. A

30  group of destinations allows a file transfer to be made to all destinations within the



at |l east one |listening port which receives a control connection fromthe at
| east one renpte device; and at | east one dynam cally assigned data port
for data transfer with the at | east one renote device, each data port
enabling a data transfer; wherein the control connection is utilized to
transmt the address of the at |east one gypam cally assigned data port,
wherein data is substantially simultaneously transferred with nmultiple

ein data is s . . h il ti pl
ranster ddioan it & PREYBRTCAo) BARSHIORL 1PN T OO phraers WTan Hlifing

utilized tolesaastive ©lickiag dnstherEahdAehedd seiuls iangd dadlbp v gidpRy! that
renote device by verifying the renpte device's identifying informafion, the
i dent i f yi ngeniabfesmmedifioatidre bfidestimatisniinfoethatioam t he renote devi ce. 86 57.
The file transfer device of claimb55, in which the control connection
further conpri sd&oranedanedestinatigns dhe usarenisrs thericlephione arwpzhar ofthe nrodent e

device's | SERLITG LTI AN L] A LIS ST dSstaLon ddentties

t withi I i . ' [ [ tifi .. D8 .1 i.le t f devi
nOr 1 AR LRl ESHEOBHAEN, WHETSH!BRey Rk b ECHEL Y o
recei ves dafaatihgtiges by Bikid BRinda¥h Book. OFThe ﬁﬁisﬁééfl‘%uhbﬂﬂ?g @fos@?‘t’l‘neﬁe of

claimb55, further conprising a return recei pt systemthat generates an

sends a retdsstinagereibobk fwindoav. devibes {ratshosenimey dlfe bdadhrckedrahisingtd a
device that transferred the data after successful conpletion of the gata
transfer. 6lestimagon linked diractoey talbe setupddr theadastisation.uAt default oamei for the a

b oceslr (BLD TaY k0 Be eR R KR RIS FoaTE OF Ao HUBHOSGBR Palas ng
processor sendi nﬁlevfrre.éénit ?ﬂein%rc]m%?erfteirgbilf Hor& il ABIRYIF Sl %tdeisﬂhgtiic?rg ?nd
the destination book that is portable from one computer to another and easily shared
among users. Destination books provide an easy way to send a file to a group of
users. The user simply selects the group as the destination of the data file containing
15  the destination book information. The present invention then sends the file to all
users in that group.

A Remove button 44 removes listed destinations. An Add to Group button 46
creates groups of destinations that allow a file transfer to be initiated to multiple
destinations with a single user action.

20 In order to add a destination to the destination bar, such as that shown in Fig.
17, a user may right click on a destination object 30 if the destination object 30 is
empty (i.e., not associated with a destination). In response to the right click, a drop
down box appears that lists destinations defined according to the procedure described
above. The user may then select a destination from the destination list and change

25 anickname associated with the destination, if desired. Consequently, the nickname
will appear in the destination bar if the destination object 30 is not empty (i.e., not
previously associated with a destination). The modifications to destination

parameters are then saved in a destination file.

Creating an Index: See Figure 6 & Figure 22



the data transfer upon successful conpletion of the data transfer, wherein
the return recei pt systemgenerates and sends a return receipt fromthe
device that received the data transfer to the independent certifying
processor upon successful conpletion of the data transfer. 61. The file
transfer device of claim55, in which each data port is represented by a
socket data structure. 62. The file transP8r device of claim®61, in which
each device stores the socket data structures in a linked |ist to manage
the flow of dat in & psefefred embodimentpthediser staylureatg anrindex offiles storathdn the
substantia&lldSt | mul t anequs, data transfers. 63. The file transfer device of

cl ai m 55, stasagk dsyicg that Fariibe mduesad thyapthesi B areEosaAcconnsctask s
data transfer cre?%ts anﬂla‘(éj,ete
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of avaisl abéndsebytthefcontrbhmodal.ce i s dynam cal Iy displayed on each _
device. 65. The file transfer device of claim63, in which a transm tting

devi ce conpri sedn prefecred pmbedismentsra tseatfuantony it prodtied tednvfdkeem pdexr to
transm ssion, and a receiving device conprises a decrypting systemt hat
decrypts esRdHeshssquenee i WhiClygoser daay pelectdiedastinasionuobwhichfarcindtixt s in

- ST . . dified ' ddi L | di
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processor validating account information of the requesting device and
di spensi ngrapastingR&ls idemfidasionffot hethacization, andfthemaetuems the index linked to
the requesting PC (assuming it is authorized) to the address received from the
requesting PC. Upon receipt of the index, a control module stores the index linked
to the associated destination address in an index file on the receiving PC's file storage
15  device. In a preferred embodiment, indexes may be requested from multiple PC
destination addresses.
In a preferred embodiment, the user may create one or more indexes of files
stored on the PC's storage device. Each index created may then be linked to a
specific destination address (i.e., a private index). Still further, an index linked to a
20  specific destination address, which may include identifiers such as user name,
identity or site code, serial number, etc., is the only index that will be transmitted to
a requesting destination PC having that specific destination address. The private
index capability enablés users to retrieve files from another computer without
allowing the user to login or control the computer that has the desired files. Thus, the
25  private index reduces security risks.
Moreover, an index linked to no specific destination address (i.e., public
index) will be transmitted to any destination address. In other words, the public index
is accessible by all users. In other preferred embodiments, the index is created by

selecting, from the destination dialog window, the destination address desired to be

30  linked, and then selecting files from a file list window. The files names and file



validated. 67. The file transfer device of claim55, further conprising an
I ndex systemthat defines an index that can be requested by renote devices
via the connection, the index conprising information indicating at |east
one file of which the renote conputer can request a copy via a data
transfer, and an associ ated destination, d&gices corresponding to the
associ at ed destination having excl usive access to the index. 88 68. The

file transfefmgau 48 tiln &ddRdByaHe 85&&61%{;&19'{? Hesdéé'ﬁnﬁfbni e C}B&é’;&'ﬁl%t d

f
systemthat permts a requesti'rng device to select the renote device where a

request for aﬁﬁnde)a@ixpwylwidagv@ent, the request being sent to the sel ected
renote device, the selected renpte device returning the index to the
requesting devi cén othiee prefeured embgditeerits,ea ssermhageridrept thel packen cantainmge
device. 69. The file_transfer device of claim 68, wherein when each file
listed in tH#des iude fils listtebeaasisd tortbemsgding ¢vegt deg filse, Thércontelumeduley
devi ce requests that a.co of the selected f |le be transferred fromthe
sel ect ed refBtHAHERGTERIOR Eéb@é‘F‘BEﬁ"é}Ha? SWQt%‘é‘GiP@Ek?trCQHEQ“%‘PIgitﬁ@hé@ér'ﬁl\eii-l e
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area on t helisked ¢e theadestimtioni aldréssgofwhiehtthafidésearede\becsent.uThbgrubtiorkeyi ses
a destination |inked directory managenent systemthat detects storing of at
| east one d&pde forieach destinationadilreas [sgeneratedfroma privato koy aode, iboth ofwbicha

transfer of the detected data fi|le to, the associ ajfed device in respqgn to
the detWct i 8FF Bsnerateaand linked (g 1he destinaioncadsiress | imecsy Stefm, setHR At cach BC

conpri si ng: destination. The public key code, but not the private key code, created for each PC

destination, can be received by each system PC automatically upon request from

another destination PC. The public key code linked to a destination is used for

encryption of files to be transmitted to that destination. Only the private key for a

15 specific destination can be used to decrypt files encrypted with the public key for that

destination. Files received at a PC destination that were encrypted using the public

key for that destination are decrypted automatically using the private key for the
receiving PC.

In still other preferred embodiments, encryption programs may be invoked by

20  the user to encrypt files, manually selecting the appropriate public key, prior to

selection for transmission to a destination PC. Decryption programs may also be

invoked by the user to decrypt files with a private key code manually selected after

receipt of the files. Automatic encryption and decryption without public key

exchange may be used. Such encryption technology does not use public key/private

25  key technology, but rather a "one time pad" encryption key. The present invention

provides a user option that allows a user to select a security product that the user

wishes to utilize. It also provides the option to use a TriStrata Security Architecture

that provides centralized security policy management eliminating the requirement for

public key exchange, and provides very fast encryption and decryption. TriStrata



an active connection nonitoring systemthat periodically determ nes whether
each renpote device in a list of at |east one renote devices is currently
actively connected to a comruni cati ons pat hway accessible to a | ocal
device; a validating systemthat validates each renote device in the |ist
of at |east one renote devices that is curtgently actively connected to the
conmuni cati.ons pat hway accessible to the | ocal device; and 89 a
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renot e device becones actively connected to the comuni cati ons pat

accessi bl e Ino. tfhReliwoal Stevdsg €aliforhie sel ected renote device is not
currently actively connected to the communications pathway accessible to
the | ocal devi cdn @preferted émbedimeat efuser fimetior isyprovideidrto iivoke arfileaequest

conprising a par %Iéhel olling systemthat causes a |ocal device to poll a
directory oWdHgnqedhatal %F Up¢10 reqHssbliilgs Jfore 3 selepted dndexdingirgerjeirpguest
i d wi ' d tinati he | i ti 11 .
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all of.the theregeesidot ﬁ%ﬁle@@tbd%ﬂ@[tﬁitﬁe identiiRdationlan@wd didsBE HIRY Fequesiine
assigned destination. 73. The file transfer device of claim55, in whith

t he data t rBE@sfWhenacR(C siektynasidnyrekeiygs agequdso famgnd ot morefliestia andmdex e s
t hat provide a signal propagation mediumfor storageless transfer through
t he propagatangie! madulscallsa compression suhetine whichs@pigsand snmpressesthefiles
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device via PRARS abkhshad. lIh%%EHc'?%eréHe%i dBbdibfst A altdriaedt &?&Qpﬂg?{iig e
invoked, packets containing the compressed files are encrypted using a public key
linked to the requesting destination or a one time key linked to the exchange
transaction. A preferred compression algorithm (compress.dll) is publicly available

15  from Infozip Group. Other compression algorithms are commercially available and
may be used in preferred embodiments.

A control module initiates a connection with the destination PC using the
destination address received with the file request. Still further, a control module
identifies the sending PC by its address, then transmits the packet containing the

20 compressed requested files to the linked address across the connected pathway.
When the transmission of the packet is complete, the control module indicates a
successful transfer in the event log window by date, time and content. In preferred
embodiments, a control module responds to inbound file transmissions, captures,
decompresses, and writes transmitted files to the computer file storage device using

25  the received associated file structure, and creates a received file list that is linked to
the stored files and displayed in the event log window showing date, time, and
content.

According to a preferred embodiment, the user of any interconnected PC of
the present invention can create an index of files from which another designated PC

30 can request files. Moreover, multiple indexes can be created, each authorizing a



B. dynam cally assigning a data port within the |ocal device, each data
port within the |ocal device enabling a data transfer; and C. transmtting
the address of the data port to the at | east one renote device via the
listening ports; and D. transfernng data in a data transfer between the
connected devices via the data ports, the-@data being substantially

simul taneously transferred between nultiple renpte devices and the | ocal
devi ce vi a reheestyfnomi diffetent asterapmadcted tRCpand sompriSihgrdiffefdre filetlizes] The
claim 74, further conprising, after establishing the connection of A,

recei vi ng dauBiple indexes are pstablishedibyrasseciating eashiadex withiarsgeeifis destinasiosy, one
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i denti ti es.nafie, dddeinawém addrels,dheimial sérial Aumibeh of RatHeptiahtice¥be® can be
substantial ly sinmultaneously sends and receives data to and fromnultiple

devi ces. 78utilized toehiogt transmissian7ef efolrindex coatgt tosa speajBnafeatinatipraRE.
sending a return, receipt, including point of origin, destination, and
successf ul f%?rﬁ'l@?‘ilﬁﬁfanﬁdo‘?H%qfdﬁ'ief#q"m‘&“Hé@ﬂ(!@lg‘tvﬁéiowwhﬁdhﬁ%swla
transfer to aFigﬁvig that transferred the data upon successful conpletion
of the dat &% T'gHETef. 79. The method of claim 78, further conprising
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receipts for point gri‘gin, estinatron, successi conpletron
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certification to the device that transferred the data after "successf ul
conpl et i on building an index that contains the content of a specific directory tree. Checking box
82 enables rebuilding a specific index. Checking box 83 enables building an index
containing files before or after a specific date and time. Button 84 varies the
15  reference time for the index from the current time displayed. Button 85 modifies the
reference date for the index from the current date displayed. Box 86 enables building
an index containing only a specific file extension (e.g., "doc"). Box 87 enables
building an index containing all files on a logical drive. Button 88 returns to the
previous computer program screen. Button 89 initiates the build index process using
20  the parameters selected by designation of boxes 81 through 87.

The index created comprises a database tree including linked lists of operating
system file block structures. These structures are utilized by operating systems to
store information about the file, and its state. Each node of the tree contains pointers
to its siblings, and to its children and parents. In this way, the index retains the

25 directory structure information. When a file is added to the index, each level goes
into the tree.

An example for adding a file to the index is now described. Consider the file
report.txt with its associated drive and directory structure being
E:\sky\clouds\bird\report.txt. When adding the file to the index, "E:\" is not utilize_d,

30  because only the structure of the directory, and not of the drive is important.



of the data transfer, wherein the device that received the data transfer
generates and sends a return receipt to the independent certifying
processor upon successful conpletion of the data transfer. 80. The net hod
of claim 74, in which each data port is represented by a socket data
structure. 81. The nmethod of claim80, in_which each device stores the
socket ddta.structures in a linked list to hanage the flow of data

transfers, the Link LSt _bein raver sed,t nabl e subst apnti al |
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initiates the transfer has sufficient credits. 83. The nethod of claim 82,
further conpwithshefirstehildsifithg"skydinoidepmovingakirbss thesiblargse Xf Ecloatls cis exdit t
processor in respgonse to a request fromone of the devices for additional

credits? th@uads Bripadded taithe Listopreserably keqning theglitde @lphabetical order. obhof .
th ting devi nd di ' ddi t.i, dits if .th t
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an associ ated destination. 85. The nethod of claim84, in“which the

associ at ed gm¢ isached. | Bilenaspenodescind@s tindeyd have, ncacid dter| meanepof espeadi ng
to the specific destination have exclusive access to the index. 86. The
met hod 16f chaverdilBlings. n whi ch the associated destination is a general

The process for creating each index using a control window, such as that
shown in Fig. 22, is now described with reference to Fig. 6. Initially at step 600 the
user indicates that an index is going to be created. Then, at step 604 a filename list
is generated based upon the user selected options. For example, if From Directory

15 is checked, the user can select specific files names to be included in the list. If other
options are checked, the list is generated with the file structure based on the options
selected.

At step 606 the first name in the list is determined. Then, at steps 608-622 the
index st.ructure is recursively built until the name is included in the list. When it is

20  determined at step 610 that the file name has been added, at step 624 it is determined
whether the list has been completely built. If the list is finished, at step 626 the logic
terminates. Otherwise, at step 628 the next item in the list is determined and the
process repeats at step 608.

equesting a File or an Index: See Figure 7, Figure 8, Figure 19 & Figure 23

25 According to a preferred embodiment, the user at any interconnected PC of the
present invention may initiate a file or index request event by interacting with control
windows, such as those shown in Figs. 19 and 23. A file request event is initiated by
using the PC's pointing device to select an index from a displayed list in a control
window, such as that shown in Fig. 23, then selecting files listed in the index, and

30  invoking arequest event. The user can initiate an index request event by invoking



destination, and all renote devices have access to the index. 87. The

met hod of claim 84, further conprising permtting a requesting device to
sel ect a renote device where a request for an index will be sent, the
request being sent to the selected renote device, the selected renote
device returning the index to the requestggg device, the requesting device
storing the index in a storage device. 88. The nethod of claim 87, wherein
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devi ce; vatdqiRbling FEClinlegtHeersteitiag FQ Habanl index Wre@bd lagdsiutkoezée fat e
devices that is currently actively connected to the comuni cati ons pat hway

accessi bl egemerahdidtrbuation éw iintercanmdctbel BCang Farthiet,ea filameduast cen arly ke when
a sel ected, renote device beconmes actively connected to the camyunications
pat hway aciitiated] Eomoan Huercennectad e attef doyploaging ene @r megrstindenss fsem; s

not current actively ¢ cted to the conmuni cati ons pat hway accessi bl e
to the | ocgl%aé’%ef:@mé‘it?g%'net hod of claim 74, further conprising polling

a directory on %efér?ﬂ%ttoqﬂg. ?,f exemplary logic for requesting a file or an index is now
described. Initially, at step 700 the user selects the files desired from a remote index
previously downloaded or selects an address from which to download an index.
Then, at step 702 it is determined whether the request is for a file or an index. Ifan
index has been requested, at step 704 an index text file is created. Alternatively, if
a file is requested, at step 706 a file list text file is created. Then, after steps 704 and
706, the newly created text file is scheduled as a pending event that will be sent by
the send file module of Fig. 3. Finally, at step 710 the logic terminates execution.
20 Because the program is always waiting for files, the program is waiting for a request
return.

Referring to Fig. 8, exemplary logic that executes on the receiving computer
is now described. Initially at step 800 the receiving computer receives a text file
containing a request. Then, at step 802 it is determined whether the request is for an

25  index. Ifthe request is not for an index, the request is parsed at step 804, and the files
are located. Subsequently, at step 806 the requested files are compressed, and at step
808 a send event linked to the requesting PC is created. After the event is created,
at step 810 encryption occurs if encryption has been enabled, and at step 812 the files
are sent to the requesting PC in accordance with the procedure described with respect

30 toFig. 3.



the renote devices, the directory being associated wth an assi gned
destination, and requesting all data within the directory to be transferred
to the |l ocal device, wherein nmultiple renote devices are substantially
simul taneously polled and data is transferred substantially sinultaneously
to the local device fromall of the multiple renote devices, and wherein
the data'transfers to the assigned desti na®fon. 92. The nethod of claim74,

in which the est Iishgzgpc,onn ction conprises nore than one connection,
each connection HétSPRUAN Edetemniged that anvindex has beey wueyads atgiten 86 éni ng
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devi ce yi a aithotizel, anstep 830rat messdye isntreatedywhish iigforng the sepesting 2o Pkt |, |
corresponding to the first data port within the renote device, within the
| ocal devi cé¢niahcSubsequenshy, atistep $22hthel measagdeisi compresbed agdasadtta the
transfer; and trans% rnng@%mg tween the connected devices via the data
ports, the TRQUSSUNS §3§l§ r%44-y sinul taneously transferred to nultiple
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claim93, further c risrng,;
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dat a t eoandsdlectod rimbex pre dikplayedsin a display field 92, along with the associated file
structure. Files are selected for request by clicking on the listed files with the PC's
pointing device. Selected files are displayed in a display field 94. Clicking on a
Request button 96 initiates the request of the selected files from the PC from which
the selected index was received. A Delete button 98 deletes an index, usually when

15  anew, more current index has been requested to replace the index being deleted.
The present invention can also include an auto polling feature that provides
the ability to poll groups of destinations all at once and simultaneously receive all
files transferred as a result of the poll. Auto polling is enabled when the user places
files in a directory corresponding to a remote destination. The remote destination can
20  subsequently poll that directory causing those files to be transferred to the remote PC.
Auto polling is similar to the index function previously described, except that with
auto polling the remote PC does not request specific files, all files in the directory are
sent to the remote machine upon polling. Due to the ability to have multiple,
simultaneous connections, a computer polls all remote machines in parallel. Parallel
25  polling provides the advantage that many files can be received from many different
locations quickly. The return receipt feature described below can be utilized with the

parallel polling feature to provide additional benefits.
In a preferred embodiment, if an improper computer polls a directory to trigger :

a transfer, the transfer occurs. However, the transfer will not be to the improper user.

30  The transfer will go to the computer associated with the directory being polled.



96. The nethod of claim93, further conprising generating and sending a
return receipt, including point of origin, destination, and successful
conpletion information, froma device that received the data transfer to a
device that transferred the data after successful conpletion of the data
transfer. 97. The nmethod of claim 96, fusgSaer conprising conmunicating with
an i ndependent certifying processor that verifies return receipts for point
of originAdRvhafed Updateand successful conpletion information, the

i ndependent certifying processor sending verification certification to the
devi ce that trahséandirgitd aaothet naiddimeat)careaatorhatedngdats Geatofe hizg Bat a
transfer, 94 wherein the device that received the data transfer generates
and sends REoYideds nl eatsorpatie update faature pHlawsithe usar to elgciignisaldy espeive ngyon

successful conpletion of the data transfer. 98 The nmethod of claim93, in
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bei ng traygmsgfisdien Ofaew soRsiRRekdbh Yelohdrl t aneous data transfers. 100.
The nethod of claim93, further conprising maintaining and nonitoring data

transfer credi tWhendaraepdattiisgransmittethtardoipieafseif amoatatierupdatelbhs been
credit account after a successful data transfer, the data transfer only

bei ng per rectactad during setupesti azscipient NG hegpredounvensiamissteledatsths wédipisnent
credits. 101. The nmefhQd of claim.100, further co I Sing requesting,

SUa 11 onalPl IH OBy SrplasaLPe RO B0 Eass (0BT Ich n ATABEAC BPEEEds
reque fr ' [ L I i . redi ocessor
eaueRt LI ACEKLR Colriile RN B Ay R S B i

addi ti onal(1§Ladiddaté iddnitief G A Fild NECRETAeE 96 the pirlikkf faedifferentiates the

update package from other types of received files; (2) an authentication code unique

to the software manufacturer; and (3) an install program and a set of control
commands that are executed by the currently installed version of the software.

15  Depending upon the specific requirements of the new release, the control commands
may terminate operation of the current version, copy new files, and/or install
modifications required for operation of the new version. The operation of the new
version is initiated by either the control commands or the install program for the new
version, depending upon the extent of the upgrade. The install program will

20  preferably unlink DLLs, copy new DLLs, copy new executable files and run the new
program version. Ultimately, the install program terminates itself.

If manual update has been selected during setup at the recipient PC, the
electronically received software updates are saved on the recipient PC's storage
device with the same file structure as the sending PC's file structure. The user at the

25 receiving PC can manually initiate the install routine for the new release version at
a later date when installation of the update is desired.
redits: See Figure 9, Figure igure 12, Figure 13 & Figure 24

Another embodiment of the transmit window and destination bar is shown in

Fig. 24. A Drives button 100 enables selecting the drive where the files desired to

30  be sent are stored. When a drive is selected, the directory structure is displayed in a



102. The nethod of claim93, further conprising defining an index that can
be requested by renote devices via the connection, the index conprising
information indicating at | east one file of which the renote device can
request a copy via the data transfer, and an associ ated destination, at

| east one device corresponding to the asiggiated destination having

excl usive access to the index. 103. The method of claim 102, further

conpri sing permtt| requesting device to select a renote device where a
request fo?’sﬁ[%’i h&L‘QqQﬁI shoyeingedirectpries, - aypdirectasies ands 8las. ¢ Vhene fides avet ed

S P IS BT SRR R e,
ol 0 102 g THS (LRl Aoy SRRy BN 1

requests tballs @ @RRypein bhslicutlongragain ke ey papfiRfild willomeimiRaleot od

renote device, the sel ected renpte device transferring each fi

response t fortthedesipaden whetstheTies arettb be soht. CAmiAmidas Index bdttarhl Gherdnbiayvi ce
further conprises: a variable nunber of destination |inked directories,
each associediag the seleetaddiley tajespesific dadax. dekckingtanohNexhRetdonl switches tp
being a file storage.area on the, devigce; and in which the nethod further
conpri ses H&tSE qqtﬁ!gsgq%pnn\glr@p%{ﬂgegét one data file in the destination

| i nked director LNLEI g4 . . filesto the
associ at ed devi %’%ﬁ?ﬂwé@é%gﬁéé?? cg% Pﬁéﬁgﬁ (Z‘é]te ?{o%é’qﬁﬁga%‘?‘%gqﬂ%g%?}seé‘* 't%} i m
93, furthepssoemed Sdeifinatht | 4Idk&R)] Ia)ﬁ,eelesﬁhg\ gﬂdﬂﬂpt@@efd?eéo eRa GHTRrerHievi ce
in alist of at |east one renpte devices i urrently actively connected to
a comroni cdestimsiopaelusted antwhsitlel a detivary oorfirmitionceceipalis eajuestgdedsfa
renote device in the |ist of at |east one renpte devices that is currently
activel y cprefecedembedimentdbmyvigweranayseleganonfiapation sensin|as either Hiettaral
devi ce; ang_u_ . ) . ) )
ough a third party authenticator. Button 108 initiates a request for transmit credits,
by displaying a dialog box that prompts the user for the number of credits being
requested and user account information. Display bar 109 (a.k.a., fuel gauge)
15 indicates the number of transmit credits remaining.
According to another preferred embodiment of the present invention, a credit
system may be employed. The credit system controls the number of transmissions a
specific sending PC may send. The credit system operates by setting a value of an
adjustable locking limit, then decreasing the value of the locking limit by a
20  predetermined amount after successfully completing each file transmission. The
locking limit value may be decreased until the value reaches zero, in which case no
further transmissions are permitted until the locking limit has been reset to a value
other than zero. In other words, a certain number of credits may be provided at the
specific sending PC and the number of credits decreases after each successful file
25 transfer until no credits remain. The file transfer function is suspended at the specific
PC once the value of the incrementally modified locking limit at that PC reaches a
null value. In other words, no transfers are allowed after the credit balance reaches
zero. Therefore, before any transmission occurs, the send file module, shown in Fig.

3, checks the credit balance to determine if the sending PC has enough credits for the

30  requested transmission. If an insufficient balance is found, a message is sent to the



deferring a file transfer to a tinme when a selected renote device becones
actively connected to the communi cati ons pat hway accessible to the | ocal
device if the selected renpte device is not currently actively connected to
t he conmuni cati ons pat hway accessible to the | ocal device. 107. The net hod
of claim93, further conprising polling ag®@irectory on at |east one of the
renmote devices, the directory being associated with an assi gned

destinati Oﬂserqﬂélcﬁﬁﬁg’ﬁﬁ%‘lia%céhé 1rﬂ§ftﬁxé’}1tt ﬂbﬂgt\ﬂfh Histraed HsYasttd Ho® {d @cfl?fner red
to the | ocal device, wherein multiple renoté& devices are substantially

si mul t aneoaddiyiopsal dreditsandl ntdssagbanay hotbeadisplayedthdiedisicanhémieynumber of
simul taneously to the |local device fromall of the renote devices, and
wher ei n t heragits slropsehpiow asceriain predafised henel adyisingathiearser to ogtairogdditional e
transfer devigce that ransfer dat th at | east, one renote device, the

file transf&digedicear ?%qt OqIFEnt, 3 ansaction foHPt pisFeasehrBeLeAckhi ch

Connct: onSheeng el il et 4 d*éqs Eirﬁ\eﬁ%aagfeé%ﬁl{é‘éneﬁm‘i’&dpg £ pgfrelRANBIL | ng

data, eachqgdata.BPh ?m@&a@ft‘rﬁ%aéﬂéfst@réé fer; and at |east one dynamically

assigned data port for data transter wth the rempte data port, the data
bei ng "subst ant i ddcprdihgned haser embolimest! 6f the prident imtention] ger ROtV ces
via the dynam cally assigned data ports. 109. The file transfer device of
cl ai m 108, fumctioniis kestdred bpmesettingthaiedting hinmis tdf aivslne otheritharrthe rudl eadubange
data transfer characterjstics. 110. The file transfer device of claim 108,
in which e&€h QPFNNS asdslb%@raa%tcr%dlt&‘»y Eiwqraqbé@ag a9d1§9nakcr§ﬁas PE¥dRYQEBEdat a
to and from nult

f f 108,
Furtned comsr avhBriZa B gt oo Initialret ekt Pt Gefid e SSprce ks e
return recelifest bt EhA0h I FRY. 280! Shdis H98¢duRANY BPomPRA for appropriate

account information. If the information has been entered previously, an opportunity

is provided to edit the information before sending it. The number of credits being

requested is also collected, either automatically (e.g., a default amount) or through

15 user prompts. Exemplary accounting information that may be collected includes a

credit card number, or an account number indicating the requestor, e.g., a business

account. Thus, to obtain credits, the user must either have set up an account before

requesting credits and provide an account number with each credit request, or

alternatively, provide credit card information. Preferably the accounting information

20 and the number of credits requested along with the sending PC's identity

authentication and IP address or telephone number are transmitted to an independent

authorizing computer system 16 (credit processor) (Fig. 1) using the previously

described file transfer method, through a connected communications pathway. The

request is sent to a specific credit processor 16 at a specific, fixed IP address

25  previously provided to the sending computer. According to another embodiment, the

user's credit can be established by inserting an authentication device into the PC's

floppy drive or a device reader. Consequently, the PC reads the information from the
authentication device.

After the authorizing computer system 16 receives the authorization request,

30  the connection between the requesting computer and the authorizing computer system



successful conpletion information, fromthe device that received the data
transfer to the device that transferred the data upon successful conpletion
of the data transfer. |112. The file transfer device of claim 111, further
conprising a certifying systemthat conmuni cates with an i ndependent
certifying processor that verifies returnggeceipts for point of origin,
destination, and successful conpletion inPornation, t he i ndependent

st orr oGt RETRRRS SROMT BetBfiine BebBleF 3y Mehl AUl BroceRufgufied "
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recei pt from recelve atatransfer to the epertdent

certifyi ngcompars sy thursmld_ﬁt&lfiﬁ&ﬁh?'po@pﬁm iadicates@denidior s Aurhb&stic@édits 97
113. The file transfer device of claim 108, in which each data port is

r epr esent edpprpved suthoat establishatg arc addiiondliconngtteors. i Orlyt a singfecconmiestiom isof
claim 113, in which each device stores the socket data structures in a
| i nked3I i sttitigedrdpndBist messagswiost sesarity treagesseUpon walifdating ghe ageouwsdingy

traversed to. enahbl e substantially sinmultaneoys dat.a transfers. .115. The
file transtUpraveEdnsETediprotsesdr Heimn 2p autigstation s Eansmissia Souot hat
mai nt ai ns 1.0 : 9 t It t : sfer
el a1, 808 TBNECF Stk TR RLpGAR' & 90405 51 S el
data transhethofiped. Prifeabpesrtitipedcadier do AsviteR ditbforvatd fifdsehor f®cess
transfer has sufficient credits. 116. The file transfer device of claim
115, in whifddtransmisbimnsof avail able credits for the device is dynamically
di spl ayed on each device. 117. The file transfer device_ of claim115, in

whi ch 18 transni Refergingdoilig. 9, exemplarydogia Sesequestingyeditsgs oput describad.
Ut ber - comeieab0hadie sl Rinhe purdi o aredis deipies To adie et fptogimene
25, 50, 75, or 100 credits. Then, at step 902 the account information is displayed (if
previously provided) and edited, or collected (if not previously provided) via
prompts. Finally, at step 904 the request is forwarded to the main control module for
IS  transmission to the credit processor 16.

At least one authorizing computer system 16 should be provided for the
purpose of authorizing and issuing credits, processing the accounting information
received in the authorization request and, upon validation of the accounting
information, informing the requesting PC of the successful validation of the

20  accounting information. Ifthe validation of accounting information is unsuccessful,
a message indicating the denial may be returned to the requesting PC causing a
message to be displayed indicating the unsuccessful credit request. Preferably, the
credit processor 16 is a special computer set up exclusively to process credit requests
by validating accounting information. No document files are transferred through the

25  credit processor 16, and there is no provision nor requirement for login. The credit
processor 16 is setup at a specific IP address and processes the accounting
information received in the authorization request for credits.

Operation of the credit processor 16 is now described with respect to Fig. 10.
At step 1000 a socket is created, at port 789 in a preferred embodiment. At step 1002

30  the credit processor "listens" for a credit request on port 789. At step 1004 upon



upon receipt, wherein the nunber of credits in the transmtti [ [
nodi fied at | east one additional credit upon each successf th | ][llgl gerlr;ﬁs:‘ Zr
enpl oyi ng encryption. 118. The file transfer device of claim115, further
conprising a credit request systemthat requests additional cr edits from an
external credit processor in response to-68-request froma device fox
additional credits, the external credit processor validating account
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other data sockets exist, the process returns to step 1002 and the process repeats. If
at step 1012 the account is not verified, at step 1014 an unauthorized account
15  message for requests not approved (e.g., due to no account number, failed credit card
authorization, etc.) is returned to the requesting PC.
The authorizing computer system 16 performs standard credit card processing
to determine if the cost for the amount of credits requested is available on the
submitted credit card. If an account number is submitted instead of a credit card
20 number, the account number is forwarded to a standard accounting system for
verifying whether the account is valid and whether the requested amount is available
from that account. Ifthe accounting information is validated, a confirmation message
is sent back to the requesting PC along with the number of credits authorized. Upon
receipt of the confirmation, the requesting PC increases the credits by the number of
25 credits authorized. Alternatively, the authorizing computer system 16 can approve
fewer credits than requested.
Upon receipt of credit authorization, the main control module calls the add
credits routine, shown in Fig. 11, to add the new authorized credits to the current

remaining credits. Referring to Fig. 11, at step 1100 the requesting PC reads the

30  number of received credits returned by the credit processor. Then, at step 1102 the



on the device; and in which the file transfer device further conprises a
destination linked directory managenent systemthat detects storing of at

| east one data file in the destination |inked directory and initiates a
transfer of the detected data file to the associ ated device in response to
the detection. 123. The file transfer device of claim 108, further
conprising:. an active connection moni t or i A " systemthat periodically
determ nes whet her each renote device in a list of at |east one renote
devi ces i srequesingIRC decodas|the symartersditthplanceoemainiadt iAms kpawnviaym of
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the local device. 124. The file transfer device of claim 108, further
conpri si ng la0pahentwl crpdit ivalig is gacednd: Hanalbyasstepal 108cthe ndaw creditttmlgdel a
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ing a

medi um the signal enab
deducted for file transfers of different sizes. For example, file transfers of less than
one megabyte may only require one credit per transfer, whereas files greater than or
equal to one megabyte may require two credits per transfer.
Referring to Fig. 12, an exemplary process for removing credits for file
15 transfers is now described. At step 1200 the number of credits required for the
present transfer is determined. The number of credits required for each file size may
be stored in a lookup table. Then, at step 1202 the current credit balance is decoded.
At step 1204 the cost of the transaction is subtracted from the current credit balance.
Finally, at step 1206 the modified credit balance is encoded, and at step 1208 the new
20 credit balance is displayed.
According to a preferred embodiment, a flat rate billing system is employed.
For example, a business may pay a fixed amount for an unlimited number of transfers
per month. In order to implement the flat rate billing system, a limit should be set for
the total number of credits allowed on each PC at any given time. The number of
25  credits should be limited in case a business subscribing to the flat rate service defaults
on the monthly payment. The fixed maximum number of credits prevents the
defaulting business from having an excess number of free credits on the business' PC
after defaulting and thus receiving extra free transfers. Of course some credits may

remain on the defaulting business' PC after defaulting; however, the maximum

30 reduces the loss.



vari abl e nunber of data transfers and conprising: A an initial connection
source code segnent that establishes a connection between two devices via
predeterm ned |istening ports, at |east one predeterm ned |istening port
residing within each device; dynamcally assigns a first data port within a
first device; and transmts the address oflthe first data port to a
remai ni ng device via the predeterm ned Iié%éning ports; and B. a data

transfer source gode ,se t for each of the variabl e nynber of data
transfer operati ﬁ%"rfiﬁ'ﬁg{z"enlfoéatd%%ﬁi’%s’i“b yhe dagal mmachine digits tha aumber of
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connected devices via the data ports, ata bel ng substantia

si mul t aneowsédits, aad sHeugee teduebivSonredivp el gestin@ el pefvedeMheeqdse fidae
dynam cal |l y assigned data ports. 126. The signal of claim 125, in which the

i ni tials conramsmitings oAltematively, thegagusting PC may redupeshe atquest tarthé @aumber
characteristjcs_and authenticates the renaining device by verifying
i dent i fyi nficreditsrallavend. o thinexarapiei H) ergditey Waen thermbareaf aredits ome PC
connect i on ‘ot ung eSSl 07 e Rcaferdi i Fiedivs o EPE i birizatian s
Sour ce COUSAGRIREL i HRTEGH A et AL, JO4L8 S oL D
e T R R R SR
substantial ly siAct¢ardimpissinotbanprefard embedineantftiteanumbanef duthorized filel e
devices. transmissions remaining at each PC is dynamically displayed. Thus, the number of
credits currently available is displayed, and when the number of credits changes, e.g.,
due to a file transfer, the change is indicated on the user's display screen. One
embodiment of the dynamic display is shown in Fig. 24 as a credit fuel gauge 109
15 showing the number of credits currently available. The percentage of available
credits relative to the maximum number of credits may also be displayed. Again, the
number of credits displayed reflects any changes in the adjustable locking limit due
to either purchasing additional credits or expending credits for transfers.
Although Fig. 1 shows only a single credit processor 16 and independent
20  certification processor 18, multiple credit processors and multiple independent
certification processors may exist. If multiple credit processors and independent
certification processors exist, each PC 10 preferably is informed of each address and
selects the systems to contact randomly. In a preferred embodiment, each PC 10
contains a different subset of the addresses, thereby distributing the network traffic.
25 According to a preferred embodiment, even in the event of a transmission
error, an error doctor enables files to be successfully sent. In order to achieve
successful transmission, the control module operating at the sending personal
computer partitions a group of files being transferred between personal computers

into two discrete segments. Each discrete segment contains a portion of the files to

30  be transferred. The partition occurs at the point where the transmission error



129. The signal of claim 125, further conprising a return receipt source
code segnent that generates and sends a return receipt, including point of
origin, destination, and successful conpletion information, fromthe device
that received the data transfer to the device that transferred the data
upon successful conpletion of the data trfmsfer. 130. The signal of claim
129, further conprising a certifying souf¢é code segnent that comunicates

wi th an i ndependent .certifyi rocessor that verifiges return receipts for

poi nt of &FF@FF.‘?’ the G SeEmER: Hayine BerncRisersARuIbOFRRSIITEH, thirsesond segment ne

I ndepende AL .0cessor sending verification certification to the
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generates and sends a return recei pt om the déVice tRat receive
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of the data transfer. 131. The signal of claim 125, in which each data port

i s repr esdosing thecennsoiitmtthel sending PGastabdisheSanotidrecasingetivn arfd atteanmts 181, i n
whi ch each device stores the socket data structures in a linked list to
manage t héerarsmibthegntise greupsoldiles. Heosvavenkberecenting Blhinmediate!x advises
enabl e subst ant j.al [ | taneous .data transfers. ,1.33. The si gnal | ai m
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has sufficient credits. 134. The signal of claim 133, in which the

r emai M ng eteors dbatcmap tiave ocautred mear the egd ddithe énteamptédstragsmisswacr Vg | ng
source code segnent that encrypts selected data prior to transm ssion; and
sending PC then calculates what portion of the group has not been sent, i.e., the
second segment, and sends the second segment to the same receiving computer.
Upon receipt, the receiving PC overwrites an amount equal to the buffer at the end
of the first segment and then combines the two discrete segments into a single packet
15  of compressed files without loss of file content. In the event of additional
interruptions, the process repeats until the entire file is successfully received or until
the sending PC stops trying to send the group of files. Typically, the sending PC
stops sending when the sending PC encounters excessive errors.
olling: See Figure 13
20 The present invention is further directed to periodically polling connection
status of destinations listed in the destination window. Connection status polling
involves requesting a return of destination identifiers from all other recorded PCs in
order to determine which PC destinations have active connections through which
communication could be initiated. A visible indication may be provided which shows
25  each active connection identified, thus notifying the user of which PC destinations
are available for receiving a communication request.
Polling destinations for connection status is similar to pinging a remote site on
a UNIX system. However, connection status polling is more sophisticated because

it not only determines whether the site is active, but also determines that the identity

30  of the site is indeed an intended recipient. The check for active IP connections



the first device conprises a receiving device conprising a decrypting
source code segnent that decrypts each encrypted file upon receipt; wherein
data transfer credits conprise a definite nunber of credits, and wherein
the nunber of credits in the transmtting device is nodified at | east one
additional credit upon each successful datya-transfer enpl oying encryption.
135. The signal of claim 133, further conprising a credit request source

code segnegbutifdahoiRiieaSEsS 193@;&%&&@& shedbt éoriﬁeeﬂba@fc%e@ﬁﬁﬁlor{érlf‘s@éc; i,

processor I n response to a request for additional credits fromone o

devi ces, t ke destipatioh windowl apivetiesshe nualbetd af icngligaeniaiingnf or mat i on of
the requesting device and _dispensing additional credits if the account
information i s Refemingeth Fig. 1132 exsgplatyelogiefiet exdcuting tie I@Bnedtion beatus
conprising ap.index soyrce code segnent that_ defines an index for reguest
by renote BEUINEPrekess 45 dONhEEsTrREd.t Hyt sieReld Ubithy lagis digtenmeinesithe fust

| east Qne destination.and |.isting informatjon representatiye of at | east
one filPe t 5?“%35"} Mee&i?fw'f‘ﬁ%%@&n &u@éftf:pdlgi\%lzc%%cﬂarcg%tp‘éﬁﬁ%bof t he
associ at ed | ' ' Xl ugd : ' r

si gnal of gﬁgll%%né l}gg& ?&u{rﬂt@ \ﬁgé}g}:agl)ré%r P?: gr%" g%&fﬁge(?(&@gﬁ%ﬂéEgd’g’)éﬁkreég%éggg?ve

segment t hahd Rképthyed acdoedinghl, ieNdl, dRMmea, (At 6P 2306 3t Radetérttihéd WiRIRrS:
device to which a request for an 1ndex will be sent, the request being sent

to the sel egspedse wantraEciedifomm thddestmatior. ity rasponset wanravgiviedehe pelegrairo t he
requesting device, the requesting device storing the index in a storage
devi ce. 138ompaeesshejrrRsporge tothe stAUGT namgr eethecdrhenticary cade Moad omakest er

ORI G SRR SR T R R YL
(eavest = SRR S IBLoahi b Uyt Py ld UBERLERTSARTAS IR oo,
displayed accordingly. Subsequently, at step 1310 it is determined whether any other
destinations have not been status polled. Similarly, if it is determined at step 1306
that no response has been received or there is no match, the ID packet is simply
15 thrown out and the destination is left inactive, and at step 1310 it is determined
whether any other destinations have not been status polled.

If any destinations have not been status polled, the next destination is
determined at step 1312, and the logic returns to step 1302 and repeats for that
destination. If at step 1310 it is determined that all destinations have been status

20  polled, at step 1312 the credit display is updated to show the number of credits
remaining. Subsequently, the process terminates at step 1314. According to a
preferred embodiment, the status polling process repeats periodically, for example
every 20 seconds. When a remote site receives the ID packet, the receive file
module, at step 422, sends back the receiving PC's station name and any other

25  required authentication data as established during setup, which might include
authentication codes for example.

By way of example, a preferred embodiment of the present invention applied
to an International Postal Service business model includes an unlimited numbers of
service user computers having an active connection to a communications pathwqy,

30 such as the Internet. Each computer runs the computer program of the present



139 The signal of claim12S, in which the initial source code segnent

est abl i shes nore than one connection, each connection being between two
devices via a different pair of listening ports, each device selecting
listening ports froma predeterm ned range of available ports. 140. The
signal of claim12S, in which each device further conprises: a variable
nunber of .destination |inked directories,.7fach destination linked directory
associ ated with anot her device, each destination |inked directory being a

as: . er device, : ! nked :
L desti natrsntpinaBlbd Stk EBuatay Rt ORob S HARIOS el HpH P fARED L
storing offjl@ bdtRReh oRBRofFhRed ddEarynihiBe &haaéd’erﬁ?%ﬂe'tkég kEréc%ﬁﬁcxteﬁagabésevlo?’

and initiates a transfer of the det'ected data fil e assocl ate ice

i n responage dutofrtaticdly geherared artilautdimatisalgnedturmked ¢b sémdetd bia 4 Uirtdied third
conprising: an active connection nonitoring source code segnent that .
peri odi calpastydeesifidation prdecssor, dontimancimgt fzles eedeieed at destinationfcoatputasst
one renote devices is current]y actively connected to a conmmuni cations

pat hwdy addledemnspartigtaesmsendegeandrecipientalis uamedigtaand ducetodieryigmnets t hat

S S BBl b BB SR SRR TS
Soreea! g ik aholF AR P L LS BGEIF RSRBE ™
S 22, SAIRRBLF, et oS Bl S8 MG MR,

the comuntesdhadswirAldwiyiceqresidePpslidyo Filetrh@pait dRvtieris dsddrein@rsugnal
of claim 125, further conprising a parallel polling source code segnent
10  robust user authentication and file encryption. For example, computers operating
as the following service processors: (1) one or more credit request processors, (2)
one or more return receipt certification processors, and/or (3) one or more
encryption/decryption key issuer, user authenticator or security policy management
processors (hereafter, security server) are present, operating and available through an
15 active connection to the communications pathway. The physical location of these
processing computers is important only for security policy and service user payment
reasons, however, physical security of the processors is required. These 1ssues are
resolved in accordance with service provider policy.
Eligibility for service use is gained through user identity authentication and
20  registration in the security server. Access to service use is gained through installation
and use of the computer program of the present invention. The computer program
is obtained, for example, at the time of user registration. Service use consumes
credits in the credit account stored in a user computer or on an external device (e.g.,
Smart Card obtained at registration). Continued service use over time requires
25 replenishment of credits through automatic requests for credits submitted to a credit
processor. Payment for credits issued is in accordance with the billing or collection
procedures and systems of the service providers. Credit authorization is returned

from a credit processor to a user computer over the communications pathway (i.e.,

Internet), and the user credits are replenished.



that causes a local device to poll a directory on at |east one of the
renote devices, the directory being associated with an assi gned
destination, the |local device requesting all data within the directory to
be transferred to the | ocal device, wherein nmultiple renote devices are
substantially sinultaneously polled, and %he data is transferred
substantially sinultaneously to the |ocal Yevice fromall of the renote
devi ces, and w@iéei .the q$ta ransfers to the assigned destination. 143. A
data file deliJe§BRf erfncpretraenaesnt the semtice provedernpyblicaieysencay ptaon er

nb f devi | Si ng: | apl ., Of , h
syst em ha PRI LK PO gl Heat TS SbRe R PRRRODR
ystem . i PRETSYS .
for opent KATsPotsiE BURIENSTs oA acifiuion obidinBu 35/ rch TR o Bhe 7
oper _ a0 pore 89 tedeh et ade .
ol cot 1 ng VT A IR SRSV oMby PR T oh i TR Rflatned

syst e desugsnitishligsfoneidt easavisebetwi@nacésidndatiipie HRe tearustys g f or
selecting a variable nunber of destinations for receiving the selected data

files, at pasysecutiy ferver canlbeased aviengrypt filespriot td trgnspost. ebndrgpted files,
storagel ess sending of the selected data files over a variable nunber of
dat a conmatingwvith agthentisaredusenidertipyonnd g "hesh"Heelggtranisdinger print') of the
destinati qns gach havi ng a reced'séi n(%h,s stemfor stora ss receiving of

the fil es HEhPeIPE SR PP IGOFRAL DCTYRAN SPMPYLETE Og%}a‘ fCOMHBURICAEORD ur ce
o (e SSaDRL (00, KR b BbBSs R Soph et B AR B SRgc ©
pathvgy  Received files can be decrypted using the recipients private key if public key
encryption is implemented. Alternatively, received files can be automatically
decrypted if one-time-pad encryption is implemented and the recipient's identity and
decryption request to the security server comply with implemented security policy.
Various security service policies, such as station to station encryption or person to
15  person encryption can be effected.

Completed file transport transactions are certified for the sender by a return
receipt that is (1) generated by the computer program of the present invention
installed on the file recipient's computer, (2) automatically transported over the
Internet to the certification processor, (3) "postmarked" by the trusted third party

20  (certification processor), and (4) automatically transported from the certification
processor to the file sender's computer. The return receipt generated by the file
recipient computer may contain a range of information such as date and time of file
receipt, parties to the exchange by registered identity, an electronic finger print of the
transported files (the hash), and characteristics of the files received. Upon

25  certification of the return receipt by the trusted third party certification processor, a
range of additional information can be added such as the date and time of
certification, the date and time of encryption and decryption (obtained from the
security server), and the certification "postmark” of the trusted third party

certification authority.



corresponding to the at |least one listening port, fromeither the file
source or the destination. 144. The data file delivery system of claim 143
wherein each file source is also a destination having a receiving system
for storageless receiving of files sent via storagel ess sending by at | east
one ot her peer systemacting as a subsequent file source at the sane tine
that the transmtting systemoperates. 14%. The data file delivery system
of claim 143, in which each peer further conprises: a variable nunber of

destination | io@;ﬁ i&?ﬁl@ﬁ%ﬁf&tﬁﬁs&%?io}’i‘x?%irﬁ%?%dﬁél?a@é&ﬁhﬁ%@ﬁn‘gﬁ%ﬁﬁach

destination |lin rectory being a | e storage area on . and a
desti nat i Rehlitr ede dohsidedy CBARIRHIRII SHIMMBMincludeehert Wherdh Q) Margpl at
Least one data file in the corresponding file storage area and for

cont r ol | i argaytshod comipiuiters ion gosypatiagdevices iransyiort Hijes prinharilyabd oactor a¢lstedlyer
systemin _response to the detection. i os 146. The data file delivery

syst em of feay destination cemphitqrsid2) epe oeraldtively fow computers trignsport &lasto langeei pt
system for genegrati r‘llgq{and sendi ng return recei FE‘FI ncl udi ng oi nt of
origih, dFEINALCORPUESTE QUeUBRYNNE deyiRsPerndn) At dsashEPBIP OF othcesitstem

destinatign peer systemreceiving the selected files.to the file souyce '
over the @‘PS&Q@%PZ&@‘? QSWE F%‘éetqtgjﬁsarﬁdfmweelﬁdr &EB@W&% AiFeeh s[quétaagggy ports
upon. succ i1 on I 1 L] d
upon. sucesiilisheBRTLERNAN ol ARy SHBEAISlaiss BERRLL B RbridBe AERRST,
a third pRith¥et FGNART Brfftdrs! | L nBbRAES geﬂeraﬁén eéﬁ@l@ét’?@ni@”@eéﬁ%y ying
return receipts for point of origin, destihation, and successtul co etion
i nf or mat | antonanidaflprdiserist regirved idri ceatified th@ughfa emiseedddiinl patteandvidiena
first additional storagel ess comunications pathway corresponding to a

f i r s10 addieturngdito sanderpathuis documenting dilevracervedeatrdestinatéon apmpusars.cessf ul

conpl eti on of th% storagel ess receiving of the selected files; )
Although the present specification describes components and functions

implemented in the embodiments with reference to particular standards and protocols,

the invention is not limited to such standards and protocols. For example TCP/IP and

the Internet are referred to throughout this specification as representing examples of

15  the state of the art. However, such standards are periodically superseded by faster

and more efficient equivalents having essentially the same functions. Accordingly,

replacement standards and protocols having the same functions are considered
equivalents.

While the invention has been described with reference to several exemplary

20 embodiments, it is understood that the words that have been used are words of

description and illustration, rather than words of limitation. Changes may be made,

within the purview of the appended claims, as presently stated and as amended,

without departing from the scope and spirit of the invention in its aspects. Although

the invention has been described with reference to particular means, materials and

25 embodiments, the invention is not intended to be limited to the particulars disclosed;

rather, the invention extends to all functionally equivalent structures, methods and

uses, such as are within the scope of the appended claims.

30



wherein the return recei pt systemgenerates and sends a return recei pt from
each destination receiving the selected files to the third party
transaction certificate processor over a second storagel ess comuni cati ons
pat hway corresponding to a second additional data port upon successful

conpl etion of the storagel ess receiving of the selected files. 148. The
data file .delivery systemof claim 143, each peer system further

conprising: a file credit nonitoring sy$temfor maintaining and nonitoring
file delivery credits, the file credit nonitoring system detecting each

st or agelWhat iselatmeryisof sel ected file and debiting a credit account variable
on an associ ated peer systemin accordance with a function based on the

st or agelless <sferddeiving dat®trarsier ddaica that keveileb Uaanyd dytatransfof ataitaiten 143,
further conprising: a credit processor for receiving credit requests, and

for i ncreemaphicAly fasdt@id @A a0 16at ovid tirAbte AePite BAgRRHRCA aht8 thafdler, e t he peer
systens upon receipt of a credit request and successful conparison of the

credit rr(##kﬂﬁ%ﬁ?tg@agﬁgr é’i’evg{egc%irﬁ R hori zation function, 106 wherein the

file cre oring sy eherat es and sends a credit request from one

of the peer. systens to t credit progessor..150. The data file delivery
oyt om Groctiv e irieR syRst haiciencalys BidRfivay fiveint SompRriGe gt taneterabuces
generating systemfor generating an index of files on a peer system an

i ndex r aquésationgpfiey sucspssfigly vesdyins that thegaepivas dataisithgsame asibedataperttibyes
fromany one of the variable nunber of peer systens; a subset selecting
syst em fthe atdedseoné renade eMdsget of a vari abl e nunber of files fromthe
retrieved index of files fromany of the variable nunber of peer systens;

and a f i @rsgelsteROHSSIohitBuriv:3ésoRmith o iﬂdB}ifJéﬂdaﬁti dREL FORR RS deSdin®BeviiEiethat
transcei ver systemto transfer the subset fromany one of the variable

e SRR Tt S A kIR Vo
certification to at least one of the devices involved in the data transfer after processing a
delivery receipt, which certification comprises authentication of the data transfer using a
postmark of a postal authority which postmark is a unique digital characterization of the
delivery receipt,
wherein at least one successful data transfer to the receiving data transfer device is certified by
the independent certifying processing device.
2. The receiving data transfer device of claim 1, further comprising a data transfer system

that transfers data and associated data transfer attributes electronically with the at least one

remote device originating the data transfer.



a transcei ver managenent system for managi ng substantially parallel and

si nul t aneous operation of a variable nunber of transceiver systens for
substantially parallel and sinultaneous storagel ess sendi ng and storagel ess
receiving of the selected files over a plurality of comunicati ons pat hways
corresponding to a plurality of data ports. 152. The data file delivery
system of claim 143, in which the data transfer via the conmunications

pat hway occurs w thout |ogging onto any internediate conputers, w thout

| oggi ng onto the destination, and w thout internedi ate storage of
transmtted files on an intervening conmputer. 153. The data file delivery
system of claim 143, wherein the connection with the destination via the
data por3. is The receleingidaattransfeadeiiesst olgifel, e vhidhtdecéss €o tHerdatotrandfiried td 54.
The data file delivery systemof claim 143, in which when a file is saved

0 a preafetRei V?Herlﬁgsﬁ{cyecﬂéiﬁ’@i{lgé?ﬁg% iééciﬂibtﬁ‘ ughﬁg?w@é ké?,noryétg?rg.h]h#,e i's

transferred to tthe destination. . Afile fransfer § or
transfer i C . and at | east one
oot o ARl bl ST Aol BRI ARG NOA SATERTORTS 21 [eest o

across at |eagt one co ni cafi Qns hway, .the, fi|e transfer system
conpri sithg: a rF‘ém%‘ngg%dFanﬁrf‘fé&vs}%qp%fﬁl@"%]t’ 1R é’ikﬁh ransfegred iy pregyRigd t he

| ocal conputer for transferring to the at |east one renote conputer; a
dest i nathron te EARSPEE o fasatvingdayvioes using ahicasiene puhlicdieyassacistest wisheaghenot e
conputer, at |least one renote conputer designated as a destination conputer
t 0 whi chictiveatioh) andwietdivdabenicrypiesif data exh; ondy be dersypted esing thetintendedsteipient’he
selected file to the destination conputer via the at |east one

comuni GifviafN&yPwith\dats 20bdsE ebritral cRirafBristitofSRinBadgRb it key Q?‘pﬁ)@')'aph .

i nternedi ate conputers; a receiver that receives the transferred ?lle; an
initial L£onn I .S : i S i cal
comput er> and TRECAr SR WE danther BRRARLY SRSy SAREREL Bl R Wl 07
| east o redeterm ned |isteni ort, residing w,thin each co ter, data
¢ anst o e yEieqve: dong BiguiSnicuieaena sfi elefodie Sretdtcet fon,
identities of the |ocal and_destination conputers, being authenticated by
veri fyi igtadssiessdpitaoutpassinghrquen e mdepsndenticerificn of § pacurity Jeseeht or t hat
dynami cally assigns a first data port represented by a socket data

struct urte wi tHieretdiving dataitraasfendevieangficlaim; 1, an whichta delizeryreceiptris gératrated
transmts the address of the first data port to the | ocal conputer via the
pr edet erwitihesl adtiontrequiired tyahé diterrled eexipiental | ocat or that dynamical |y assigns
a second data port represented by a socket data structure within the | ocal

conput erz cor r’ﬁéﬁ@@éﬂiﬂg dhe@ thaR8fef §&ide SFRAAMPONA wﬁichhﬁ%cérﬂﬁedj@eﬂ\jeﬂaﬁeibiagt

conputer, each pair of first and second data ports bei ng dynam'ca

assi gneds i T SRRANSE, $ QiR LIk SR AR eprERRARGH b9V postall@Bhority.

8. The receiving data transfer device of claim 7, in which the certified delivery receipt is
uniquely identified and linked to a specific data transfer transaction by data transfer attribute
elements and the electronic postmark of a postal authority.

9. The receiving data transfer device of claim 1, in which the unique digital
characterization comprises digitally signing the delivery receipt, assuring at least in part

tampering and modification detection.



a second transmitter that transfers data between the connected conputers
via the data ports, the data being substantially sinmultaneously transferred
bet ween a vari abl e nunber of conputers via the dynami cally assigned data
ports; wherein each conputer is capable of substantially simultaneously
sendi ng and receiving data, wherein each conputer dynam cally nmanages
socket dat.a structures to enable substantially simultaneous data transfers,
a generator that generates and sends a Beturn receipt, including point of
origin, destination, and successful conpletion information, fiomthe

conput erl® hatTheggesiviog datadransies deviggefadaim b in phichohp deta trapsfar attribatest er r ed
the file, and an i ndependent certifying processor upon successful

conpl et iwerifioftianhie 1fdependenbofdata accasstty andintendetsdits trawsferiratipientmuni cates with
t he i ndependent certifying processor that verifies return receipts for

poi nt of110ri OThe re€Ging datal tinsfeR BEiSa @S aT L) IwHepd® iRt dablcdnre Bt 1648 ond he

i ndependent certifying processor sending verification certification to the
conput ergithat originated the file transfer upon successful conpletion of
the file transfer; a credit systemthat maintains and nonitors file
transfer,credit detects each file transfer in order to debit a credit
account 1:% t‘gaaté?rsaﬁt%g{a%yssie E?IFII) es"f%'ansfer, the file transfer only being
permtted when the conputer, initiating the transfer has sufficient credits;
and a cr@dfrginaiggdata t§3§’§£eé AP YiFRRrigiagingst %arﬁ%fa of fleya and data densfex stisihuias:
external credit processor in response to a request froma conputer for

addi t i orealindepsudans certifigng prasessinlg davisdithat sendsagdaty transfer ¢artificatictood heast

i nformation of the requesting conputer and di spensing additional credits if
t he accametdeiiot divoidddn thesdavpirardféragter préfctsifl . aARliReriieddtot ABNicRdert ficAsdd . AS2
AfLCACA AL, Asu, . An. ANfe. A LA @AN. A . ALE. A AE. ALU@ A9. Af. A92. As@ A’ |

- AU9. As odri@ mthenficA@n difthe ADerams st pditiffarRGF a HOYaRAME vhridhy - A Af 2.
A ,.AGR Afe. A TR A@. A. AnS2. ASN@ . AS. ASay?. Af ?. Afu. AA. A A y. AuYyR A A A@ . A

A@. Al L . _ o . -
. A@ A 952%42%5 Q&Rﬁﬁé %ﬁ%ﬂ?@ﬂeﬂzét}ﬂ? RAIFIXEPASETRE). AU, . AU, . AA2. Ahy. Ah. Ah
. AUl e. AU2. AU3y. A | R.AAl LA A @~<?B, . .

(oxel 3 4eBTEME GRSyt 8] ey hafeapRd feaEay L Tibpey teifiesfiota) cra
] ca] ca] ca] ca] c”a] ca] ca] ca] ca] ca] ca] ca] cTaU] cTa! 3pe’ 3#z<0 .

o &&&( , Itha yersinpd dtp dnthe spma pe Hiedalasantchy ha peleps one snecip dayiex peesesst ¢ ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 12; 4) 78H: ;

>@N\A) B2 RleBB&Q\r il DDMpiiERE @A (BGdvkidr hitdinge vetifZjatah,cellictaindidatea]suadesstiica] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca]ca]calll
|11 CJIJ Kbddip delhel AAAPANE NI EERRTEEIBRHIRGS the data transferred, and communicates with the
SS#SnSS} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca

][ (l; ?][ {:a] qﬁ&éﬁ’%&:&l E@r]:i‘?ﬁ]xg 3}&&]5?@] &Q,]cgg] ca] ca! STt TTUcUUURVVY, W WM X XXXOQY\ ZZ[ S

\c SANN- txsnjd . Z cal ¢ - cal cal cal calcalc
a) el cartirupE I SRR E ]| BEERT 0} RRIA RTEN SRBRIRRHE . cotdons
-j I 2nDmmn) suuxz{} xsni d ca] cal.ca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca
gaj] ca] cé}l%“&isifél] (3 }éﬂl@gfﬁ‘iﬁ]“éé%reg%l%l}“@ﬁf]f%‘é‘]ﬁ@é%”&&} ca} ca]! {}]EKN]9. 3% wp]dk Joal cal
g} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca

] ca] ca] dd} ca]Tw]dsdq icatiséaspsigroaf chjrod 2, RirthpSomNiEing a first data transfer system,

t H xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]c
a] ca] calta@indepadbatedettilying] pradessihg dbvied EAbhSpi a second data transfer system, and

ugf } xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] caj&alerlfpad fadakGalkort cahpalifg h MtkddddMiadsfor system.

j }xsni d_Z] ca] ca]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca
]cal ca]ca]ca]ca]calcalca]calcalcaljcala v {g

| #G7D>4r } xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]c
aJ cal cal ca]ca]ca]lca]ca]ca]ca]ca]ca]ca]calcalrs48=n0 ~

hs&r} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca
]ca]l ca]ca] ca] ca]calcalca]calcalcaljcalcalr Y  4XEynHS#m

ph} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca]ca] calca]ca]ca]c
aJ calca]lca]ca]ca]lca]ca]ca]ca]ca]calcalg, "x!;

: <<yz\ }xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca]ca]ca] ca]ca]ca] ca]ca]ca]cal F; AQ"% (+~-.116;

;o <k<<==>\>" >>>E???7?| w mhc”Y] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cMa]c
a)J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]ca! ????@@ @GAZAeAACH
~KMNNPPk PPChQOR=RRR2S{ TTU} xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] c
a] ca] c”a] ca] ca] ca] ca] ca] ca] ca] c™a] ca] c”Ma] ca] c”a] ca] c™a] ca] ca] ca! UnUUUFVzZW X
t XXYxY} YZy\ _bdbcghkkl cnrttwzS| ~}}"]}xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]c
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od| wmhc”Y] c]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] cMa] ca] ca! di nbg! -2@ p| w mhc] X] c] ca] c*a] ca]ca] ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]
calcalcalcal!J™ E="B"#r(=))))) ++;

-}wrl gb] X] c] ca] ca] ca] ca] c”a] ca] cMa] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]calcalcalc
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dYNC 10ty The data transfer system of claim 12, in which the data transfer attributes verification
is independent of data access by the intended data transfer recipient;
22.  The data transfer system of claim 12, wherein the data comprises at least one file.
23. A computer readable medium that stores a data transfer program for receiving data and
data transfer attributes and certifying successful receipt of a data transfer electronically
transferred from at least one device involved in a transaction to a receiving device, the
medium comprising:
a delivery receipt source code segment that generates a delivery receipt comprising data
transfer attributes verification after successfully verifying that the received data is the same as
the data sent by the at least one remote device;
a certifying source code segment that communicates with an independent certifying processing
device that certifies delivery receipts, the independent certifying processing device providing
certification to at least one of the devices involved in the data transfer after processing the
delivery receipt, which certification comprises authentication using a postmark of a postal
authority which postmark is a unique digital characterization of the delivery receipt,
wherein at least one successful data transfer is certified by the independent certifying
processing device.
24, The medium of claim 23, in which access to the data transferred to the receiving device

is restricted to the intended recipient using public key cryptography, security being assured

through user authentication and data encryption.
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access control characteristic of standard public key cryptography.

26.  The medium of claim 23, in which encrypted data is transferred to the receiving

device, along with authenticated user identity and electronic finger print of the data

transferred, without passing through the independent certifier or a security server.

27.  The medium of claim 23, in which a delivery receipt is generated with no action

required by the recipient.

28.  The medium of claim 23, in which the delivery receipt further comprises a

verifiable electronic postmark representation by a postal authority.

29.  The medium of claim 23, in which the delivery receipt is uniquely identified and

linked to a specific data transfer by data transfer attribute elements and the electronic

postmark of the postal authority.

30.  The medium of claim 23, in which the unique digital characterization further

comprises digitally signing the delivery receipt, assuring at least in part tampering and

modification detection.

31. The medium of claim 23, in which the data transfer attributes verification is

independent of data access by the intended data transfer recipient.

32.  The medium of claim 23, wherein the data comprises at least one file.

33. A method for receiving data and data transfer attributes and certifying successful

receipt of a data transfer electronically transferred from at least one originating remote

device to a receiving device, the method comprising:
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verifying that the received data is the same as the data sent by the at least one remote
device;
communicating with an independent certifying processing device that verifies delivery
receipts; and
sending certification from the independent certifying processing device to at least one
device involved in the data transfer after processing the delivery receipt, which
certification comprises authentication using a postmark of a postal authority which
postmark is a unique digital characterization of the delivery receipt,
wherein the independent certifying processing device certifies at least one successful data
transfer to the receiving device.
34,  The method of claim 33, transferring data and associated data transfer attributes
electronically with at least one remote device originating a data transfer;
35.  The method of claim 33, in which access to the data transferred to the receiving
device is restricted to the intended recipient using public key cryptography, security being
assured through user authentication and data encryption.
36.  The method of claim 33, in which data transferred is encrypted prior to transport to
receiving devices using public keys associated with each destination, and received
encrypted data can only be decrypted using the intended recipient’s private key, with data
access control characteristic of standard public key cryptography.
37. The method of claim 3, in which encrypted data is transferred to the receiving
device, along with authenticated user identity and electronic finger print of the data
transferred, without passing through the independent certifier or a security server.

38.  The method of claim 33, in which a delivery receipt is generated with no action

required by the intended recipient.
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39." The method of claim 33, in which the delivery receipt further comprises a verifiable
electronic postmark representation by a postal authority.
40.  The method of claim 39, in which the delivery receipt is uniquely identified and
linked to a specific data transfer by data transfer attributes and the electronic postmark of
the postal authority.
41.  The method of claim 33, in which the unique digital characterization comprises
digitally signing the delivery receipt, assuring at least in part tampering and modification
detection.
42. The method of claim 33, in which the data transfer attributes verification is
independent of data access by the intended data transfer recipient.
43,  The method of claim 33, wherein the data comprises at least one file.
44. A method for transfer of data electronically over shared communication pathways
from at least one remote device originating the transfer to a receiving device, the method
comprising:
authenticating an identity of each intended party to the data transfer;
generating data transfer attributes characterizing the data transferred;
encrypting the data to restrict access to intended recipients of the data transferred,
sending the data transfer attributes and the encrypted data to the at least one receiving
device;
receiving the data transfer attributes and the encrypted data by the at least one receiving
device;

verifying received data transfer attributes providing verification that the received data is

the same as the data sent by the at least one remote device;
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verifying that the received data is the same as the data sent by the at least one remote
device;

communicating with an independent certifying processor that certifies delivery receipts,
the certification comprising authentication using a postmark of a postal authority which
postmark is a unique digital characterization of a delivery receipt; and

sending certification from the independent certifying processor to at least one device
involved in the data transfer after certifying the delivery receipt,

wherein the independent certifying processing device certifies at least one successful data
transfer to the receiving device.

45. The method of claim 44, in which access to the data transferred to the receiving
device is restricted to the intended recipient using public key cryptography, security being
assured through user authentication and data encryption.

46.  The method of claim 44, in which data transferred is encrypted prior to transport to
receiving devices using public keys associated with each destination, and received
encrypted data can only be decrypted using the intended recipient’s private key, with data
access control characteristic of standard public key cryptography.

47,  The method of claim 44, in which encrypted data is transferred to the receiving
device, along with authenticated user identity and electronic finger print of the data
transferred, without passing through the independent certifier or a security server.

48.  The method of claim 44, in which a delivery receipt is generated with no action
required by the recipient.

49.  The data transfer device of claim 44, in which the delivery receipt further

comprises a verifiable electronic postmark representation by a postal authority.
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identified and linked to a specific data transfer by data transfer attribute elements and the
electronic postmark of the postal authority.

51. The method of claim 44 in which the unique digital characterization comprises
digitally signing the delivery receipt, assuring at least in part tampering and modification
detection.

52.  The method of claim 44, in which the data transfer attributes verification is
independent of data access by an intended data transfer recipient.

53.  The method of claim 44, further comprising communicating with at least the
originating remote device to certify successful data transfer.

54, The method of claim 53, wherein the data comprises at least one file.

55. A file transfer device that transfers data with at least one remote device, the file
transfer device comprising:

at least one listening port which receives a control connection from the at least one remote
device; and

at least one dynamically assigned data port for data transfer with the at least one remote
device, each data port enabling a data transfer;

wherein the control connection is utilized to transmit the address of the at least one
dynamically assigned data port,

wherein data is substantially simultaneously transferred with multiple remote devices via
the dynamically assigned data ports.

56. The file transfer device of claim 55, in which the control connection is further
utilized to receive data transfer characteristics and authenticate the remote device by
verifying the remote device's identifying information, the identifying information being

transmitted from the remote device.
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transfers from remote devices not within the list of destination identities.

58. The file transfer device of claim 55, in which each device substantially
simultaneously sends and receives data to and from multiple devices.

59.  The file transfer device of claim 55, further comprising a return receipt system that
generates and sends a return receipt from a device that received the data transfer to a
device that transferred the data after successful completion of the data transfer.

60.  The file transfer device of claim 59, further comprising a certifying system that
communicates with an independent certifying processor that verifies return receipts, the
independent certifying processor sending verification certification to a device that initiated
the data transfer upon successful completion of the data transfer,

wherein the return receipt system generates and sends a return receipt from the device that
received the data transfer to the independent certifying processor upon successful
completion of the data transfer.

61.  The file transfer device of claim 55, in which each data port is represented by a
socket data structure.

62. The file transfer device of claim 61, in which each device stores the socket data
structures in a linked list to manage the flow of data transfers, the linked list being
traversed to enable substantially simultaneous data transfers.

63. The file transfer device of claim 55, further comprising a credit system that
maintains and monitors data transfer credits and detects each data transfer in order to debit
a credit account after a successful data transfer, the data transfer only being permitted

when a device initiating the transfer has sufficient credits.
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64. The file transfer device of claim 63, in which a number of available credits for the
device is dynamically displayed on each device.

65. The file transfer device of claim 63, in which a transmitting device comprises a
encrypting system that encrypts selected files prior to transmission, and a receiving device
comprises a decrypting system that decrypts each encrypted file upon receipt, wherein the
number of credits in the transmitting device is modified at least one additional credit upon
each successful file transfer employing encryption.

66.  The file transfer device of claim 63, further comprising a credit request system that
requests additional credits from an external credit processor in response to a request from a
device for additional credits, the external credit processor validating account information
of the requesting device and dispensing additional credits if the account information is
validated.

67. The file transfer device of claim 55, further comprising an index system that
defines an index that can be requested by remote devices via the connection, the index
comprising information indicating at least one file of which the remote computer can
request a copy via a data transfer, and an associated destination, devices corresponding to

the associated destination having exclusive access to the index.
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68.  The file transfer device of claim 67, further comprising an index request system

that permits a requesting device to select the remote device where a request for an index
will be sent, the request being sent to the selected remote device, the selected remote
device returning the index to the requesting device, the requesting device storing the index
in a storage device.

69. The file transfer device of claim 68, wherein when each file listed in the index is
selected by the requesting device, the requesting device requests that a copy of the selected
file be transferred from the selected remote device, the selected remote device transferring
each file in response to the request.

70.  The file transfer device of claim 55, in which each device further comprises:

a variable number of destination linked directories, each destination linked directory
associated with another device, each destination linked directory comprising a file storage
area on the device; and

in which the file transfer device further comprises a destination linked directory
management system that detects storing of at least one data file in the destination linked
directory and initiates a transfer of the detected data file to the associated device in
response to the detection.

71. The file transfer device of claim 55, further comprising;:

an active connection monitoring system that periodically determines whether each remote
device in a list of at least one remote devices is currently actively connected to a
communications pathway accessible to a local device;

a validating system that validates each remote device in the list of at least one remote
devices that is currently actively connected to the communications pathway accessible to

the local device; and
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a monitoring system that defers a file transfer to a time when a selected remote device
becomes actively connected to the communications pathway accessible to the local device
if the selected remote device is not currently actively connected to the communications
pathway accessible to the local device.
72.  The file transfer device of claim 55, further comprising a parallel polling system
that causes a local device to poll a directory on at least one of the remote devices, the
directory being associated with an assigned destination, the local device requesting all data
within the directory to be transferred to the local device, wherein multiple remote devices
are substantially simultaneously polled and the data is transferred substantially
simultaneously to the local device from all of the remote devices, and wherein the data
always transfers to the assigned destination.
73.  The file transfer device of claim 55, in which the data transfer occurs by only
logging onto any intermediate computers that provide a signal propagation medium for
storageless transfer through the propagation medium.
74. A file transfer method that enables data transfers between a local device and at least
one remote device, the method comprising:
A. establishing a connection with the at least one remote device via
preestablished listening ports that reside within each device;
B. dynamically assigning a data port within the local device, each data port
within the local device enabling a data transfer; and
C. transmitting the address of the data port to the at least one remote device via
the listening ports; and
D. transferring data in a data transfer between the connected devices via the

data ports, the data being substantially simultaneously transferred between multiple remote

devices and the local device via the dynamically assigned data ports.
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receiving data transfer characteristics and authenticating the at least one remote device by
verifying identifying information of the at least one remote device, the identifying
information being transmitted from the at least one remote device.

76. The method of claim 75, further comprising comparing the remote device's
identifying information with a list of destination identities stored in the local device and
prohibiting data transfers from remote devices not within the list of destination identities.
77.  The method of claim 74, in which the local device substantially simultaneously
sends and receives data to and from multiple devices.

78.  The method of claim 74, further comprising generating and sending a return
receipt, including point of origin, destination, and successful completion information, from
a device that received the data transfer to a device that transferred the data upon successful
completion of the data transfer.

79.  The method of claim 78, further comprising communicating with an independent
certifying processor that verifies return receipts for point of origin, destination, and
successful completion information, the independent certifying processor sending a
verification certification to the device that transferred the data after successful completion
of the data transfer,

wherein the device that received the data transfer generates and sends a return receipt to
the independent certifying processor upon successful completion of the data transfer.

80.  The method of claim 74, in which each data port is represented by a socket data
structure.

81. The method of claim 80, in which each device stores the socket data structures in a

linked list to manage the flow of data transfers, the linked list being traversed to enable

substantially simultaneous data transfers.



11 L9z#109%1J&" () -! L9z#109%&' () - Lsz#109%& ()-! ~Lsz#109%R2& ()-!-#10%& ()-! (- #10%
& ()-C EFGH~A"SH= 'l 10 10
10" S2#109%&' () --! " S2#10%00& ()--L)#109%&' ()-!L)#10%JI& ()-L9z#10%& () - HVcdESH
F10%56 () X JESHE 11 109y 1096K () aS#I00BE () 109 ()5
109%& () - Sy&109%6& (j.-- 109%& ()-7;jdESH= ! 10"310%3&' O)-&
109%& () - & z#10%& ()- 10%& ()- 109%& ()-S, &109%& ()- ja dESH= !
10f L- &10%R3&' ( )Fhet+id¥imd' 6f <)airh O%p &ufther cmprifif® &hdihtaBing QU &noitoring data
transfer credits and detecting each data transfer in order to debit a credit account after a
successful data transfer, the data transfer only being permitted when a device that initiates
the transfer has sufficient credits.
83.  The method of claim 82, further comprising requesting additional credits from an
external credit processor in response to a request from one of the devices for additional
credits, the external credit processor validating account information of the requesting
device and dispensing additional credits if the account information is validated.
84.  The method of claim 74, further comprising defining an index that can be requested
by remote devices via the connection, the index comprising information indicating at least
one file that the remote computer can request a copy of via the data transfer, and an
associated destination.
85. The method of claim 84, in which the associated destination is a specific
destination, and devices corresponding to the specific destination have exclusive access to
the index.
86. The method of claim 84, in which the associated destination is a general
destination, and all remote devices have access to the index.
87.  The method of claim 84, further comprising permitting a requesting device to select
a remote device where a request for an index will be sent, the request being sent to the
selected remote device, the selected remote device returning the index to the requesting
device, the requesting device storing the index in a storage device.
88.  The method of claim 87, wherein when any file listed in the index is selected by the
requesting device, the requesting device requests that a copy of the selected file be

transferred from the selected remote device, the selected remote device transferring each

file in response to the request.
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each destination linked directory being a file storage area on the device; and
in which the method further comprises detecting storing of at least one data file in the
destination linked directory and initiating a transfer of the detected data file to the
associated device in response to the detection.
90.  The method of claim 74, further comprising:
periodically determining whether each remote device in a list of at least one remote
devices is currently actively connected to a communications pathway accessible to a local
device;
validating each remote device in the list of at least one remote devices that is currently
actively connected to the communications pathway accessible to the local device; and
deferring a file transfer to a time when a selected remote device becomes actively
connected to the communications pathway accessible to the local device, if the selected
remote device is not currently actively connected to the communications pathway
accessible to the local device.
91.  The method of claim 74, further comprising polling a directory on at least one of
the remote devices, the directory being associated with an assigned destination, and |
requesting all data within the directory to be transferred to the local device, wherein
multiple remote devices are substantially simultaneously polled and data is transferred
substantially simultaneously to the local device from all of the multiple remote devices,
and wherein the data transfers to the assigned destination.
92.  The method of claim 74, in which the established connection comprises more than
one connection, each connection being between two devices via a different pair of listening

ports, each device selecting listening ports from a predetermined range of available ports.



;Lz)l )1(8| #109&' ()-!}9! #1098S& () -!9! #10%00& () -! 9! #10%JI& () -! 9! #10%JI& () - #GC7
rsa: f#H1I0%N & ()-f3110% & ()-9 fs$10% & () -
LEY" 109 ()-sfY' 109%& ()-sf10% & ()- 107p>dE4:
, F#L10f 11 10% & ()-: SHI0% & ()-y& 10% & ()-fl
10 & ()-,." 100 & ()-yl0% & ()-4rSdE4: | f#10F1f #10% & ()- y/ 10% & ()- y-
10% & ()- : ; iLO% & ()- yL*@o%n & (%A- (Idz#iLtrO% & ()-45678dYI\llC , f#1 10\ 19\
10\ : #100/:)/%% Eg_gf@trm@ar@@md tBbaables datp-trapafecolicgv¢en-a/localGinyige @hd 8tlehst: YNC
: gsﬁig%& dneraMb Rz L RYURhE neficdlddiprisingt ##10%& () -1 10%& () - WaVK@ !
establishing a connection with the at least one remote device via preestablished listening
ports which reside within each device;
receiving an address of a first data port from the at least one remote device via the listening
ports;
dynamically assigning a second data port, corresponding to the first data port within the
remote device, within the local device, each data port within the local device enabling a
data transfer; and
transferring data between the connected devices via the data ports, the data being
substantially simultaneously transferred to multiple remote devices via the dynamically
assigned data ports.
94.  The method of claim 93, further comprising, after establishing the connection,
transmitting data transfer characteristics.
95. The method of claim 93, in which each local device substantially simultaneously
sends and receives data to and from multiple devices.
96. The method of claim 93, further comprising generating and sending a return
receipt, including point of origin, destination, and successful completion information, from
a device that received the data transfer to a device that transferred the data after successful
completion of the data transfer.
97.  The method of claim 96, further comprising communicating with an independent
certifying processor that verifies return receipts for point of origin, destination, and
successful completion information, the independent certifying processor sending

verification certification to the device that transferred the data after successful completion

of the data transfer,
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wherein the device that received the data transfer generates and sends a return receipt to
the independent certifying processor upon successful completion of the data transfer.
98.  The method of claim 93, in which each data port is represented by a socket data
structure.
99.  The method of claim 98, in which each device stores the socket data structures in a
linked list to manage the flow of data transfers, the linked list being traversed to enable
substantially simultaneous data transfers.
100. The method of claim 93, further comprising maintaining and monitoring data
transfer credits and detecting each data transfer in order to debit a credit account after a
successful data transfer, the data transfer only being permitted when a device that initiates
the transfer has sufficient credits.
101. The method of claim 100, further comprising requesting additional credits from an
external credit processor in response to a request from a device for additional credits, the
external credit processor validating account information of the requesting device and
dispensing additional credits if the account information is validated.
102. The method of claim 93, further comprising defining an index that can be requested
by remote devices via the connection, the index comprising information indicating at least
one file of which the remote device can request a copy via the data transfer, and an
associated destination, at least one device corresponding to the associated destination
having exclusive access to the index.
103. The method of claim 102, further comprising permitting a requesting device to
select a remote device where a request for an index will be sent, the request being sent to

the selected remote device, the selected remote device returning the index to the requesting

device, the requesting device storing the index in a storage device.
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104. The method of claim 103, wherein when any file listed in the index is selected by
the requesting device, the requesting device requests that a copy of the selected file be
transferred from the selected remote device, the selected remote device transferring each
file in response to the request.

105. The method of claim 93, in which each device further comprises:

a variable number of destination linked directories, each associated with another device,
each destination linked directory being a file storage area on the device; and

in which the method further comprises detecting storing of at least one data file in the
destination linked directory and initiating a transfer of the detected data file to the
associated device in response to the detection.

106. The method of claim 93, further comprising:

periodically determining whether each remote device in a list of at least one remote devices
is currently actively connected to a communications pathway accessible to a local device;
validating each remote device in the list of at least one remote devices that is currently
actively connected to the communications pathway accessible to the local device; and
deferring a file transfer to a time when a selected remote device becomes actively
connected to the communications pathway accessible to the local device if the selected
remote device is not currently actively connected to the communications pathway
accessible to the local device.

107. The method of claim 93, further comprising polling a directory on at least one of
the remote devices, the directory being associated with an assigned destination, and
requesting all data within the directory to be transferred to the local device, wherein
multiple remote devices are substantially simultaneously polled and the data is transferred
substantially simultaneously to the local device from all of the remote devices, and wherein

the data transfers to the assigned destination.
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108. A file transfer device that transfers data with at least one remote device, the file
transfer device comprising:
at least one listening port through which a control connection is established to the remote
device, the control connection being utilized to determine a remote data port for
transferring data, each data port enabling a data transfer; and
at least one dynamically assigned data port for data transfer with the remote data port, the
data being substantially simultaneously transferred with multiple remote devices via the
dynamically assigned data ports.
109. The file transfer device of claim 108, in which the control connection is further
utilized to exchange data transfer characteristics.
110. The file transfer device of claim 108, in which each device substantially
simultaneously sends and receives data to and from multiple devices.
111. The file transfer device of claim 108, further comprising a return receipt system
that generates and sends a return receipt, including point of origin, destination, and
successful completion information, from the device that received the data transfer to the
device that transferred the data upon successful completion of the data transfer.
112. The file transfer device of claim 111, further comprising a certifying system that
communicates with an independent certifying processor that verifies return receipts for
point of origin, destination, and successful completion information, the independent
certifying processor sending verification certification to the device that transferred the data
transfer upon successful completion of the data transfer,
wherein the return receipt system generates and sends a return receipt from the device that

received the data transfer to the independent certifying processor upon successful

completion of the data transfer.
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114. The file transfer device of claim 113, in which each device stores the socket data
structures in a linked list to manage the flow of data transfers, the linked list being
traversed to enable substantially simultaneous data transfers.
115. The file transfer device of claim 108, further comprising a credit system that
maintains and monitors data transfer credits and detects each data transfer in order to debit
a credit account after a successful data transfer, the data transfer only being permitted
when a device that initiates the transfer has sufficient credits.
116. The file transfer device of claim 115, in which a number of available credits for the
device is dynamically displayed on each device.
117. The file transfer device of claim 115, in which a transmitting device further
comprises a encrypting system that encrypts selected files prior to transmission, and a
receiving device further comprises a decrypting system that decrypts each encrypted file
upon receipt, wherein the number of credits in the transmitting device is modified at least
one additional credit upon each successful file transfer employing encryption.
118. The file transfer device of claim 115, further comprising a credit request system
that requests additional credits from an external credit processor in response to a request
from a device for additional credits, the external credit processor validating account
information of the requesting device and dispensing additional credits if the account
information is validated.
119. The file transfer device of claim 108, further comprising an index system that

defines an index that can be requested by remote devices via the connection, the index

comprising information indicating at least one file that the remote computer can request a
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copy of via the data transfer, and an associated destination, devices corresponding to the
specific destination having exclusive access to the index.

120. The file transfer device of claim 119, further comprising an index request system
that permits a requesting device to select a remote device where a request for an index will
be sent, the request being sent to the selected remote device, the selected remote device
returning the index to the requesting device, the requesting device storing the index in a
storage device.

121. The file transfer device of claim 120, wherein when each file listed in the index is
selected by the requesting device, the requesting device requests that a copy of the selected
file be transferred from the selected remote device, the selected remote device transferring
each file in response to the request.

122.  The file transfer device of claim 108, in which each device further comprises:

a variable number of destination linked directories, each destination linked directory
associated with another device, each destination linked directory being a file storage area
on the device; and

in which the file transfer device further comprises a destination linked directory
management system that detects storing of at least one data file in the destination linked
directory and initiates a transfer of the detected data file to the associated device in
response to the detection.

123.  The file transfer device of claim 108, further comprising:

an active connection monitoring system that periodically determines whether each remote
device in a list of at least one remote devices is currently actively connected to a

communications pathway accessible to a local device;
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further comprises a selective acceptance source code segment that compares the remaining

device's identifying information with a list of destination identities stored in the first device
and prohibits data transfers from devices not within the list of destination identities.

128. The signal of claim 125, in which each device substantially simultaneously sends
and receives data to and from multiple devices.

129. The signal of claim 125, further comprising a return receipt source code segment
that generates and sends a return receipt, including point of origin, destination, and
successful completion information, from the device that received the data transfer to the
device that transferred the data upon successful completion of the data transfer.

130. The signal of claim 129, further comprising a certifying source code segment that
communicates with an independent certifying processor.that verifies return receipts for
point of origin, destination, and successful completion information, the independent
certifying processor sending verification certification to the device that originated the data

transfer upon successful completion of the data transfer,
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133. The signal of claim 125, further comprising a credit source code segment that
maintains and monitors data transfer credits and detects each data transfer in order to
deduct credit from a credit account after a successful data transfer, the data transfer only
being permitted when the device initiating the transfer has sufficient credits.

134. The signal of claim 133, in which the remaining device comprises a transmitting
device comprising an encrypting source code segment that encrypts selected data prior to
transmission; and

the first device comprises a receiving device comprising a decrypting source code segment
that decrypts each encrypted file upon receipt;

wherein data transfer credits comprise a definite number of credits, and wherein the
number of credits in the transmitting device is modified at least one additional credit upon
each successful data transfer employing encryption.

135. The signal of claim 133, further comprising a credit request source code segment
that requests additional credits from an external credit processor in response to a request
for additional credits from one of the devices, the external credit processor validating

account information of the requesting device and dispensing additional credits if the

account information is validated.
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an index will be sent, the request being sent to the selected remote device, the remote
device returning the index to the requesting device, the requesting device storing the index
in a storage device.
138. The signal of claim 137, further comprising an index transfer source code segment
that, in response to each file listed in the index being selected by the requesting device,
permits the requesting device to request a copy of the selected file to be transferred from
the remote device, the remote device transferring each file in response to the request.
139  The signal of claim 125, in which the initial source code segment establishes more
than one connection, each connection being between two devices via a different pair of
listening ports, each device selecting listening ports from a predetermined range of
available ports.
140. The signal of claim 125, in which each device further comprises:
a variable number of destination linked directories, each destination linked directory
associated with another device, each destination linked directory being a file storage area
on the device; and

in which the signal further comprises a destination linked directory management source

code segment that detects storing of at least one data file in the destination linked directory
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141.  The signal of claim 125, further comprising:
an active connection monitoring source code segment that periodically determines whether
each remote device in a list of at least one remote devices is currently actively connected to
a communications pathway accessible to a local device;
a validating source code segment that validates each remote device in the list of at least one
remote devices that is currently actively connected to the communications pathway
accessible to the local device; and
a monitoring source code segment that defers a file transfer to a time when a selected
remote device becomes actively connected to the communications pathway accessible to
the local device if the selected remote device is not currently actively connected to the
communications pathway accessible to the local device.
142 The signal of claim 125, further comprising a parallel polling source code segment
that causes a local device to poll a directory on at least one of the remote devices, the
directory being associated with an assigned destination, the local device requesting all data
within the directory to be transferred to the local device, wherein multiple remote devices
are substantially simultaneously polled, and the data is transferred substantially
simultaneously to the local device from all of the remote devices, and wherein the data
transfers to the assigned destination.
143. A data file delivery system for delivering data files between a variable number of
devices, comprising:
a variable number of peer systems, each peer system having:

a connection negotiating system for opening at least one listening port for exchanging

control data;
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4)4 The data file delivery system of claim 143 wherein each file source is also a

destination having a receiving system for storageless receiving of files sent via storageless
sending by at least one other peer system acting as a subsequent file source at the same
time that the transmitting system operates.

145. The data file delivery system of claim 143, in which each peer further comprises:

a variable number of destination linked directories, each associated with another device,
each destination linked directory being a file storage area on the device; and

a destination linked directory management system for detecting storing of at least one data
file in the corresponding file storage area and for controlling the initiating system to initiate

operation of a transceiver system in response to the detection.



10%"z& ()- 10%"z& ()- t!'10%"z& ()-zn|[:bW10 ,@10%"z& ()-
T*10%"z& ()- 3(10%"z& ()- &10%"z& ()- $10%"z& () -
17110%"z& ()-,4| [ NA41010z"z10z"z10z"z Y7 10%"z& ()- 5'10%"z& ()-
310%"z& ()- 0!'10%"z& ()- .10%"z& ()os @[: NAA1010 10%"z& ()-
110%" z& ()- 10%"z& ()- 10%"z& ()- Y- 10%"z& ()- 10%"z& ()- @4 [: NA41010
110%" z& () - 10%"z& ()- !'10%"z& () " 10%" z& ()- S10%"z& ()-
&TlO‘Vz z& ()-U_ | [:NA41010 )10%"z (g '110%" z& ()- %0%"z& ()- f#
"10%" z& J@p- ﬁhqwﬁﬁ&leélyery systemzof £kaim)143, each peersysten fgnthogcopprising:
6s10%"z& ()- 410%"z& ()- . 10%"z& ()-S . 10%t!z& ()-S ,
109" z&' (9 retloAdrE0aipl sys‘tyn,lﬁﬁ/agen@ta(iﬁg and seaddngzagae(tgm rebdip@/&n'ch&litqg point of
10%" z& ()- 10%"z& ()-10z"z10z"zxg|[:A410z"z L10%"z& ()- 310%"z& ()-
t10%" z& drigi n d&%-’latio% (and hetessad domplétiohVifadatibn | forh[ cadtt 1%t Ration peer

F(n 100/<z z - &Z10%" z& ()- $z7"10%"z& ()- 'Z 10%"z& ()- m'10%"z& () -
10%" z&

ylotyg s& %teﬁlzrtgélbrr?‘kﬂgéelégte@ﬁgé’sgcgthiﬁle( %ourc% /%lheiégm(a %lg/gs é%(f?lu&lé‘dt fons
1098 ().- 102" 710 9" 10%

1t vm(lé)ahwée;ag%%yn i B 4 B poion (e 504 plion gl
"109%#& ()-j x|.[:vi410 0%& ()- m 10%t& ()- ni'10%#& ()- sni 10%#& ()-
F109%4t& ( )receivipg@kt Se]eﬁﬂ f)€9410° . n 109& ()- , 10%& ()- s*nf 10%& () -
Y(10%t& () - s, & 10%4& ( &? S$" 10%8& ()-N7-. [[:-410# ; 10%& ()- 9t 10%4& () -
| 7 1096+ 47) - @ﬁ'aiaoﬁf# 1yery§3$m0{a)m 1861 omprisIE3nb A4 10#

"10%" z& ()- "10%"z& ()- ' 10%"z& ()- ni10%"z& ()-
, 109%" 28 o dpirti gty nddéadtianekificatel Pt (Or-exam@ting 28A prifylidPetira &eddipts
310%"z& ()- Y'10%"z& ()- @ 10%"z& ()- méz+| [: AA10# +ni 10%" z& () -

)" 10%" 2 &of hoint B Wi, Zd%sl(lﬂatlohofﬁﬂcp‘%@ccéﬁﬁ(l)corrfp‘fétﬁ%ﬁﬂ&n{ahon and for sendmg
& "10%" z& () - +l m10r|yvU410 10%9" g& () - 10%" g& ()- "10%y ()

f igg;g gi ‘%%{ﬁ%%df 9& éfc%% d%tfog}%{‘z%f&?‘) §) ﬁé%hgt%gﬁlgtor&eiegs/ gcogr‘?fnzﬂlcatlons
S TR G %(Q%ﬁefm e ipon

1"10%" g& () - /3 10%g" g& tg)n s-10%9" g& () - Y+10‘V f(

)m 10%g"y&EessubeqmdRiema @tfmsflei%!eeywuggﬂme% ?efl ﬂesj"glog"glog"g
:10%9"9&' () - @nm'10%9"g& ()- 6m'10%y"g& ()-Z3|[:vUu4l0 9"10%"z& () -

" 10% "z & whereih 10112& re_n&‘n( Yecelpd %y/ste8a (g)eneram oaidz &er(d)s- al rel'ln:@ Yeeeipt (flonPngachvU410
"10%"z& ()- "10%"z& ()- 10%"z& ()- "10%"z& ()- "10%"z& ()-

f" 10%" z &eblindtionl| teceitifg Qhe 41348 Tiled th)the tHiWBarzyRirbnsactidnl Ofifieate processor
(GL0%"z& ()- y&'10%"z& ()- L$10%"z& ()-/D|[:-410z"z <10%"z& ()-

9"10%" Z&ﬁv@ 2 se&%ﬂios(&aééeis) Comrﬁé-thgtw?l&fﬁﬁlWa? éﬁ@s{%né&g(tb a second additional
31mlovz™ z& ()-FbA410z"z 10%y" g&

S"10%g" g Q?q&g@ &%és% ui‘ggmﬁl%ggn 6f'the st%?iéele’bkd'ljegglvﬁmg of Jlee/ ﬁle%%d(ﬁles

10%g" 9&' (
148. The data file delivery system of claim 143, each peer system further comprising;:

a file credit monitoring system for maintaining and monitoring file delivery credits, the file
credit monitoring system detecting each storageless sending of selected file and debiting a
credit account variable on an associated peer system in accordance with a function based
on the storageless sending.

149, The data file delivery system of claim 143, further comprising:

a credit processor for receiving credit requests, and for incrementing a credit account
variable on an associated one of the peer systems upon receipt of a credit request and

successful comparison of the credit request against a credit authorization function,



9110%"9g& ()- 1"10%9"g& ()- |1"10%"g& ()-zE |[:A410z"z (I1"10%"9& ()-
&"'10%9"g& ()- “$1"10%9"g& ()- 3"10%"g& ()- 1"10%9"g& ()- "10%"g& () -

gl [:A410z"z 510%9"g& ()- s3l1"10%"g& ()- F110%g"g& ()- /ni'10%"g& ()-

, F10%9" g& () - *"10%9"g& ()-tPvU410 "10%s z& ()- yl0%"z& ()-10g"gl0g"gl0g"g
<s109%g"g& ()- 91 "10%"g& ()- 71"10%"g& ()-PO7|[:VUA10 "10%"z& ()-

m' 10%" z&.()- "10%"z& () - le% z& () Lm' 10%" z& () "10%"z& () -7,

| [:vU410 !'ni10%"z& ( g} gl0%"z& ()- "10%"z& ()- s"1Q%"z& ( l)Z

Fri' 109" 2éhergin thebide credit ywsrtsaqn[g wtmgenemtqsowé Sfazﬂ%acredmrqq}w @ ope of
*10%2"z& ()- Y(nm'10%"z& ()- @&10%"z& ()- $"10%"z& ()-8@bcdg| obU410
10%z" z&' (the pdkx SystOms tolibe Credjt @rosedor &' ()- &3"10%"z& ()-Z &3"10%Vz& ()-Z
om'10%" z& ()-gT5|[: bU410 9T10%"z& ()- "10%"z& ()- mM10%"z& ()-

109" z& (156. MTHI @tz Me(detivérboten pclaim 149 dack pet Qystbm fiARG cofiptismg:
"10%"z& ()- 10%"z& ()- nm10%"z& ()- F'10%"z& ()-

%%18 6 %/«z Z f 8::(1) Sﬂeﬁ #gengxléﬁﬁg systé’fh %&@ené&t}gg %n 1ndv.1:9 J? ﬁ?e@‘ofl)a feer %Q%in(joz/s gz& 0)-

6n' 10%z" z %%

100 S g tiTing Evéf%w ighfeling ‘?fe,‘i%%ﬂ?%% %?%?dﬁ%&f flgsgtom.any one of
10% z& 10z"z10z" 210% @!10%"z& ()-P W II|[ v410 310%"z& () -
"10%" 2& %‘fj vari el’é}%bez P?efs?lﬁ@}&%& () m 109%" z& () -

f10%"z& ()-'p!11o"\""|[:vW410 &"'10%"z& ()- #MLO%"z& ()- !'nm'10%"z& ()-
mL.0o%" z&a(gubsgx sebeming gystpm for ﬁ@ly@tla&a(wbset @##mb[le wuaber of3 fitesObem ke () -

010%"z& ()- .nm10%"z& ()- y,mM10%"z& ()- ~*"10%"z& ()-

3(S10%" z@fﬁ@edﬂﬁﬂe%ﬂﬂm&ﬂmiyﬁmhqm%fezﬁm@er bOpéer SPstémd@ndz ; Z10%" z& () -

sonm'10%" z& () - Y7ni'10%"z& ()- ,5n'10%"z& () - WO&REEL' | [: bU410

m 109" 2& fik-subskd ¥y uéﬁirﬁg) lerORSE irat opeddiyh of el thansdei+El % stef fotransfer
"100%" 2& ()- Low " S(((C| D bUAL0 i 109" 2& () - 10% " 2& () m10% 2& () -

T £ S e Py fior ph il B ek 28 7
5m.12 0/%/(2 z f[é(l A eﬁal%]&éiegger()sysq%@ of 6119 gl é% & gl)l peer sys]temdfuéﬁgér(cz)mpnsmg

/"10%" z& () ,,,,, bA410z"z fT109%#& ()- &' 10%t&' ()-.. "10%t& g)

| " 1098 @ transgoyer (lyan&gﬁznezlmzstﬁmpfor mimaging. white&tﬂaﬂlywreﬂs%&né) simuitaeeopg; () -
"1094& ()- 109%#& ()- n 10%& ()- 910%*& ()-/07001h11|[: A410z"z

3( ' 10%¢+&peiation@f1 8 v%atiable- nyrhbeosg tiansceivet Osygiems) for nsubstprigally) parallel and

y10%t&' ()-12b222. 33| [: A410z"z , 5n 109%#& () - 3m 10%t&' ()- 0" 10%*& () -

- 10%¢& (simulyanebud$tofigeless serfdimigl A Stofdgch3r 4ectiving lof uld welddied | fildduperzd: () -
,10%" z& () - 10#10#10# ; 10%#& ()- sOnt 10%¢& ()- F7" 10%& () -

44665566 AN omrh %" z& () -
"10%" z&q"é 7 100" 28{%(“)6 ﬁse%athwa%sﬂ&ﬂs (”gtoa v 10/5’ fg%fa(p om@i 16%()2& ()

&Y' 10%" %' 8

S/ " 100" 3 2 T}%ﬂg{%éﬁg ‘{fk"?‘J}' g”g@héf/‘(z g, P‘%O % ﬁ)z%é‘?%é %4%1%%3

$nt 10%" z& [ NA41010z" z10z" 210z 0%

7nt 109" 58 um%ﬂﬁ%%ﬂ‘t@&@{ )mgiow&ﬁ%lé ?C)ggmﬁmoaéo/@m% tfeytricdiate computer,
<e<<<|[ NA41010 10%g" % - 1"10%y g 3 10%g" %}

" 109" g& Y(ijhout !Lqmjlgg@ ?)thkdﬁsusatwwd thllete@@%teg rege ofstra'nfm@edg ef)
Y10%g" g& ()- ,"10%"g& ()- "10%g"g& ()- |"10%g" g& () ->( 9995@@@[ NA41010
*Y" 109" @8 an)intei(eah@d@ititar) - @' 10%" g&' ()- $"10%"g&' ()- ! " 10%" g& () -
| "10%g" g& () - @AAAARBB| [ : NA41010 | 7nf 10%g" g& () - SSI 10%g g&' ()-

&3: 10%g" 9&3()-Tkﬁnﬂét90/m"e9@§é1{v)sry syétélrﬂ%;t" 6l&inf ) 143, th%"tb&'cbhn@ﬁ%ﬁhmmm
3 mM10%"z& ()- 10%"z& ()- "10%"z& ()- yyl0%"z& ()-10g"gl0g"gl0g"g

91 éoo/;/g 9‘%(e§tlna%mgﬁbt% p\‘)l‘Hg-Q) a désgrﬁ’t c?ﬁﬁdﬁ)ess FecélQ/JE w?t‘?f the corﬁﬁ(}/@aotoﬁ/s‘ g) % ()-

Pt 200a- S8 TSR g ff&w_é(%émsﬁﬁlé% iﬂf? ‘4%?58%5}&“ 1862 P Ye (-

-t 10%” Zp(%ed(eternrlﬁl(r-lker(ri;i :clig'g/&ory ags)omai:e?dmw]ft " éestlggtlogll Itllllelijs ‘tJr\a{n erred to the

destination.



"10%#& ()- f"10%t& ()- yl0%#& ()-10z"z10z"z10z"z @@0%"z& () -

&6t 1092" z& () -j JIJOKKKL| [: vU410 yZ"109%& ()- ~10%:& ()- 3n 10%& ()-
"109%&' ()- "109%& ()- 10%¢& ()-LcLLMpMWM [: vU410 s$109%+& ()- F'ni 1098 () -
N 10%#& ()- " 10%H& ()- "10%& ()- nf 10%:& () - MIN| NN#CEQQ [ : vUA10

Y1- 10%t& ()- ,/ 10%t& ()- -"10%& ()- “Ploo& ()- (10%t& () -

87" 10%#& () - COOCP\ P] PAP_PcP| obUA10 S 1004& () - 10#10%#10# 91004& ()-
“710%& ()- 5310%t& ()- s3"10%t& ()- cPPQROORR| [: bU410 3nl0%t& () -

m' 1096t& () 455.10964Re ohnsferls98@id’ Oy transfeh@gifles hetween at least one local computer and
f"109%t& ()- RORRESUSSOT| [: bU410 i 109%#& ()- ni 109%& ()- Z" 10%¢& () -
10%#& () - wiledsd YHdrdmote bampIdiitlected GromlAasilde|al leﬁ&ﬂ%@ remétt E0Mfdters) across
*m 1098& ()- (Z"10%#& ()- &LO%& ()- ° $Z" 10%&&' (

3" MLO%#& (hr MAKY MY A dicatidAOpat ‘Vﬁ{é f(lé trar?sfér% ‘l/é?&c&r)lpnsn : 109%#& () -
s3m' 10%¢&' () - F1Z"109%H&' ()- | 10%& PYDAA10# S "10%" z& () -

910%" & (
10%" 28 () - A e, %gc,l)% Jt@% Zsépfgt% ffl {%40%5‘ #ftﬁ% stcixge?/(zon the %o)cal cogpyisy for trqnfgemng to

t1092" z& %" 7& () - %" z& 109" z& ()-Z3[[[1\ O\ ]| [: Ad10#
3(m§ooz/(z§ (a)meja%f%‘ éﬁ“%éf‘i%‘i%fiooz/a Q& () lo\zfim/é)z& Eg[ 10°/<z|[z& ()

f }_8?;;:: ;i %jjestgpau%%;/\ cgo!g }t Aéle %Lftsr a%th/% gzt(o)f gt)el;;;\s ré?l%r(%og/lobe cgn&%t[ﬁ& agq' ast one
0% o b caiied ARSI YO DT 0D
F7nf 10%" 2 mofte Comp ’?6‘/& %"@P"(‘ﬁ ¥ o will be rapgforsegs | ) -
m' 10%" z& !

B 1ocy§ 5& %}mnyﬁlfw&mtztgﬁne&ers the i@%ﬁedz@e(t? ghed)égt?)w%cqryputgﬁwqm@f Jegst(ope

, M 10%" z& () - QccchddeL[ vu410 10%"z& ()- ,10%"z& ()- *"10%" z& ()-
| (" 10%" 7 &C¢MMUIEEAtions pRthygy wﬂwmmgﬂ& sebecréd/éiaeéfnfmwrptfmdmmnm z10z"z
om'10%" z& ()- | 7m'10% " z& ()- S510%"z& ()- &3ni'10%"z& ()-
ont' 10%z " z & ggceiverf thatgecray ds tidNdamsbredfilk)oz " z&' () - "10%"z& ()- |10%"z& ()-
10%2"z& ()- "10%"z& ()- f3 10%"z& ()-ghphhh=ii|[:NA41010 ,"10%"z& () -
"10%" z&' ( hn ini@dloadec(ion sysfendthar &tablishestalotzecridn bgtween the local computer and
s10%" z& ()-ii#j zjj2kk|[: NAA1010 *ni'10%"z& ()- '"10%"z& ()- % 10%"z& () -
#m(') 10%" z <(&')t1{e) %es{li%%%"%&i(p@er OV\%'L %;%féz&'?fd -li$déﬁillm% !}Joh@j&iﬁ( ll)ékM ¢ Grodetiimined’ () -
410%"z& ()- 2" 2"z& () - 2"z 2"z
@ " 109%2" 7 &iifbnifi} PR ELKHLEbm d@firhnsfer ShaBOEHESs bding ¥xchanged

10%9" g& () llOgIH%Wf 109" zm ()- 99" rlof;ar 'z& () - mYnnnngZooc| {fmg\?m
Y 10%9" 9& (hring Ithelglofﬁlgé%nﬁéc'tloﬂlﬁoe/ﬂmgi‘g‘ cff) t'heI loé@(yﬁdg&:s{lﬂatlon cjo%fﬁt
| "10%g" g& () - oop6pppDy| [ : v & ()- 099" g& ( O%g g& ()-

28,950 g L SR e @1 0% 0 O
|8;V218:’;g gg.a( st %I?O%%tg} El{ayd%ﬁl'ﬁ?%%l%%ggégg%@tlgﬁa %ort rg&é&ngﬁ‘ lgy) a socket data

S2nt' 10% t NA41010 | * 10%" g& S'10%g" g&
&" 10%g" g&g%ﬁ W@“’g’g E‘% sting 10(5‘0?@'“5%}3() g ° oc(yg; 'g& () - Agbgvvm( )WW x| [ : NA41010

f"10%" g& ().- .9nt 10% 0% g& ()
@0%" g& <§ﬁf R &&a%ié“ﬁd%é%/é‘) ‘6&@(% 428 ot g ! ot Vi

%' 10%g" g&( - #"10%" %1 - 1mM10%"g& ()- 10%9"g& () -2zj zz{ {{{|[ NA41010
37m' 10%g" g&ePredeteanyysg’ 1&82“0;?“25’10(@ 9& ()- Om10%" g& () "10%9" g& () -
f,m 10%g g& ()-{/ |||||}vU410 10%" z& ()- "10%"z& () -

10%" 2& () am@né 16@1: WS)asecmdfevmgpregm}eﬂ}b}ywdzqt Hatpu410
10%"z& ()- "10%"z& () 10°/<z z& ()- "10%"z& ()- S10%"z& ()-

& 109" z&' §fructur® Tyithin ke Olocat” dadsauter &eoriespondib@oto” the' (ijst datal @ogt"wighif) the
f110%"z& ()- L 10%"z& ()- "10%"z& ()-54P|[:vU410 Ont'10%"z& ()- .
10%" z&' () desyinafichOddmipn&r,( dach b%iimbﬁﬂﬁéz 'a‘uz&e(cﬁmd &t pardotEimRdynpmically assigned

& 10%"z& ()-CQ obU410 10% & ()-10z"z10z"z10z"z s9710%"z& () -

37" 10%" 2 &id gesponSertoleQbilisténing porZdodbigctiok ()-: 8| [:bU410 ! 10% & ()

1109 & ()- 1109 & ()- '10%& ()- !10%W& ()- !109% & ()-vU410

91104 & ()-F 9110% & ()-F



1094 & ()-10!'10!'10! 1109 & ()- 109 & ()-$7v|[:vU410 +& 109 & () -
+&10% & ()- & 10U & ()-, & 108 & ()-, & 1098 & () - 91108 & ()-F
Normal " "Headi ng 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c"
"Headi ng 53] c" "Heading 63]c" "Heading ]c" "Heading 83]c" "Heading 93]c"A
"Defaul t Paragraph Font'.#, 5>FPYa>j r Dl -hMKOGz7x: % 8< DMW"_h~q}z?l 6j ca,
<(1li;zDNW N s9}[ XX| / nNc") q18@"MJB\ cpj qyV

"$&(*, .02468: <>@DFHILNPRTVXZ\ " bdf hj 31\ 1 S- _{rr?Ud; - PY$r E dW

[) . 3e<TFOXBlséctond (reTg@ter<thal WERSOIBDEMGHEINCENNCRORSTIIV\WIYBiteis'via thb ddta ports,
-e3% &*/; 48! =A&CE"G | JULYINQ STUW 2\ "E acCe-j "n@ u{ E. g2nxHIL[UH {' 78 &
xng!y"" +03§e>2RObengGubsgirtelipZ siviBanedusty tiagifprred~petwiedn ladepriagle} fumber of
c="I|"+. VWB7h>@HIcMaPRW " ! el ovyN4\ V: | YTObCoW W@ 1?=eZ@ N. nmty$n

P7g5! " d$%.cémputbr I#OES dyrianitd@BOREHed duiipo RO TVX?YZ\ e~ _xaQecef gi knmoDgr t Av
xz{}~vef ghi j kl mopqgr st uvwxyz{| } ~ I"#S9R () *+,-./0123456789: ;

<=>7? GA\BCDERfHeit<bVhIBRIBREL Y 4b1e |0t _subaa e el BinjulthiBoasd s diNiNE tdcbiviifi Mes
New RomanAri al Courier New'h Root EntryWrdDocunent (

" #EUR () * Hata. / 0123456789: ;

<=>? @G\BCDEFGHI JKLMNOPQRSTUVWKYZ[ \ ] *_" abcdef ghi j kl mopgr st uvwxyz{| } ~

" HSYR () * $ S _
= arocoe SRR Aoy me i g IR ER  cose
| " HSUR () *+, - ./ 012 o

<=>?@B@E§B%‘éﬁi%%§%%&%%fﬁﬁ%ﬂ[ \]~_ abcdef ghi j kI rmopgr st uvwyz{| } ~

I"H#YR () *+,-./0123456789: ; L . . " o
<=2 @B CDER S TREAREF RS 90 A etuB ERsiiriPy kAR B of eiyieppion

and successful completion information, from the computer that received the file transfer to
the computer that transferred the file, and an independent certifying processor upon
successful completion of the file transfer;

a third transmitter that communicates with the independent certifying processor that
verifies return receipts for point of origin, destination, and successful completion
information, the independent certifying processor sending verification certification to the
computer that originated the file transfer upon successful completion of the file transfer;

a credit system that maintains and monitors file transfer credits and detects each file
transfer in order to debit a credit account after a successful file transfer, the file transfer
only being permitted when the computer initiating the transfer has sufficient credits; and

a credit request system that reques'ts additional credits from an external credit processor in
response to a request from a computer for additional credits, the external credit processor
validating account information of the requesting computer and dispensing additional

credits if the account information is validated.



