Description STORAGE MEDIUM, COMMUNICLTION SYSTEM, AND
CONTROL DEVICE Technical Field [0001] The present invention
relates to a storage medium that stores therein subscriber information of a
cellular phone and includes a contact connection interface for connection
to a cellular phone so that the subscriber information may be controlled
from the cellular phone side, and particularly to a storage medium that has
SIM card functions defined by GSM (11.11) and ISO/IEC 7816, control
device, and a communication system formed of a storage medium and a
control device. [0002] More’§geédificallyCthe present invention relates
to a storage_medium that has the same size and terminal shape as those
of A SIRF card detited By &S (Al LD and’ (BGAEC 784 6 i providesV ICE
PLu;g!lfunc ions, S;i? as functions of a memory card, electronic money,

And Erédit card ot & cellular phone, and the invention relates to a control

ice.and a communication sys em formed o a storage medium and a
controf device. In particular, the present invention relates to a storage

medium that includes a contactless interface, hesides a contact 2. .+ .

connection interface for connection to a cellular phone, and of which

sstored contents relating to provision of-seryices py.a memary card, .y 1,14

electronic money, and credit card are controlled by an external control
slevice va the gontaetiess:ntesface-and the.invention relates 4o acontrol

device and a communication system formed of a storage medium and a
contretdeviee.to a cellular phone so that the subscriber
information may be controlled from the cellular phone
side, and particularly to a storage medium that has SIM
card functions defined by GSM (11.11) and ISQO/IEC 7816, a
control device, and a communicaticon system formed of a
storage medium and a control device.
[(0002]

More specifically, the present invention relates to
a storage medium that has the same size and terminal
shape as those of a SIM card defined by GSM (11.11) and
ISO/IEC 7816 and provides plural functions such as

functicns of a memory card, electronic money, and credit

on a cellular phone, and the inventicon relaltes to a

(R

car
control device and a communication system formed of a
storage medium and a control device. In particular, the
present invention relates to a storage medium that

includes a contactless interface bhesides a contact



Background Art [0003] In recent years, due to the advancement and
popularization of techniques of in ormation apparatus and information
communication, reorganization of communication carriers, price revision,
and diversification of communication services are being promoted. Among
the rapidly-advancing telecommunications industry, particularly techniques
of mobile communication typified by ceflular phones are significantly
growing. [0004] In general, a cellular phone is provided with a contact
IC card called a subscriber identity module (SIM) in which subscriber
friformfatior for aceirierteleéormnitiiicatiohs conipany) irea tellular phome:,
network is stored. Furthermore, many of recent cellular phones are
Bhtipped Wit-Corftaciéss IECcHraifctichsTor Stppertigapphications:
such as electronic money. Moreover, many cellular phones have a slot in
Which-& Tremérycard or récordifg ther&m-intages cApitidd by s camerd ©
and music data for reproduction is Ioagemdﬁ.rBﬂqckgroupd technigues will be
described below regarding the fespactive card functions inEsrporated i a= '€
cellarphane, SIN Caudand IC Card[0005), . The SINcard s a

ISO/IE

contact IC card defined by the 816 standard, and s ueedin

celular,phenes; based on the.system.of. GSM (Global System. for Mobile
Communications), W-CDMA (Wideband-Code Division Multiple Accessj‘,

o thelike.dhe:SIN gard is givana uniquenumber referred to as an
international mobile subscriber identity (IMSI). The cellular phone can
Barry outcommunication by linking the IMSI with its telephone number.
(00031

In recent years, due to the advancement and
popuiarization of techniques of information apparatus and
information communication, reorganization of
communication carriers, price revision, and
diversification of communication services are being
promoted. Among the rapidly-advancing telecommunications
industry, particularly techniques of mobile communication
typified by cellular phones are significantly growing.
[00047

In general, a cellular phone is provided with a
contact IC card called a subscriber identity module (SIM)
in which subscriber information for a carrier
{telecommunications company) in a cellular phone netwoerk
i1s stored. Furthermore, many of recent cellular phones

are equipped with contactless IC card functions for



[0006] For incorporator in a cellular phone, a SIN card 1 has the
specific size and shape (see Fig. 14A). This size (width 15 mm x depth 25
mm X thickness 0.76 mm) is smaller than that of a general contactless IC
card I' (86 mm x 54 mm, see Fig. 143). Information exchange between a
contact IC card and apparatus is carried out via a terminal 300 with a
specific shape. [0007] Fig. 15 shows an example in which the SIN
card | is applied to a cellular phone 2. Because the power supply of the
SIN card has to he surely turned off before loading/unloading of the card,
fridny-cellures phohes Frave anstructure that ddes Actyermitioney .
loading/unloading of a SIN card unless the bat of the cellular phone is
Moreover, many cellular phones have a slot in which a
memory card for recording therein images captured by a
camera and music data for reproduction is loaded.
Background techniques will be described below regarding
the respective card functions incorporated in a cellular
phone.

SIM Card and IC Card

[0005L]

The SIM card is & contact IC card defined by the
ISO/IEC 7816 standard, and is used in cellular phones
based on the system of GSM (Global System for Mobile
Communications), W-CDMA (Wideband-Code Division Multiple
Access), or the like. The SIM card is given a unigue
number referred to as an international mobile subscriber

identity (IMSI). The cellular phone can carry out

communication by linking the IMSI with its telephone

number.
100067

For incorporation in a cellular phone, a SIM card 1
has the specific size and shape (see Fig. 14A). This size

(width 15 mm x depth 25 mm x thickness 0.76 mm) is
smaller than that cof a general contactless IC card 17 {8¢

mm x 54 mm, see Fig. 14B). Information exchange between a



detached and thus the power supply thereof is turned off. In the example
of Fig. 15, the SIN card 1 is included behind a battery 21 on the backside
of the cellular phone 2. [0008] The loading/unloading of the SIN card
in/from a cellular phone allows the telephone number to be transferred to
another cellular phone, and permits one cellular phone to use plural
telephone numbers through switching. However, basically the SIN card is
not designed for frequent loading/unloading. The maximum capacity of the
SIN card put into practical use is as low as about 128 MB, which allows
StOHAYCOT theE personat THiofAOTF ST corftracterandl séveraltens of
telephone directory, However, there is a trend to increase the 5 capacity
t§ 168 Awhich AIbWs stéring 6Fddntentiffrfation and so on, [0009]
9066181; lly, contact IC cards such as the SIM card are intended to safely
record therein the inside information and safely treat the information

between the carP ansdqa %arat:usegicellular phonﬁyg%me%t ter&i al%gnd, )

N . 5 i A 1 i i 3
so on) and services o which the éard is applied’ With referenice to Fig. 16 =

the functions ot a SINcard and,an, IC card will be described below. [0010]

of the S5IM card has to be surely turned off hefore

i

lcading/unlcading of the card, many cellular phones have
a structure that does not permit loading/unlcading of a
SIM card unless the battery of the cellular phone is
detached and thus the powesr supply Thereof is turned off.
In the example of Fig. 15, the 3IM card 1 is included
behind a battery 21 on the backside of the cellular phone
2.

[0008]

The lcading/unlcading of the 3IM card in/from &
cellular phone allows the telephons number to be
transferred to another cellular phone, and permits one
celiular phone to use plural telephone numbers through
switching. However, basically the SIM card is not
designed for fregquent lcading/unloading. The maximum
capacity of the SIM card put into practical use 1s as low
as about 128 MB, which allows storing of the personal
information of a contractor and several tens of telephone

directory. However, there 1s a trend to increase the



Subscriber information is safely recorded in the SIN card 1 and is used for
authentication with a carrier 30 at the time of connection to a cellular
phone network. The SIN card 1 includes a data area in which a telephone
directory and so on are stored, which allows recording of and reference to
telephone numbers in accordance with user's operation on the cellular
phone 2. [0011J On the other hang, the IC card I' is used as e.g. a
cash card, credit card, or electronic money IC card, and carries out not
only authentication with a center 31 but also authentication with a
paymentterminal 25Furthermore the we card>1iexchafges eherypted
important 6 data such as credit information (including electronic money
iftératom) AndipEtséival fAformation with the payment terminal 2' and the
center 31. [00121 In this process, the command/response of the SIN
cdit’drd the IC card is controlled by the apparatus to which the card is
applied. 'ghe el_éeﬁr'c signal terminals, electric specifications, data-transfer

control syjsﬁ_a"r%, an %bmcrﬁgﬁ(ifi%sp%%sgEfr%l%cénﬁéj's%n/?ect:@%n Systenfon
S04C G itoge e gened s e s by SOUEC. B1o T
§§@@?ﬁ9¥f%%wg%9a§§fely treat the information between the
card and apparatus (cellular phone, payment terminai, and
so on) and services to which the card is applied. With
reference to Fig. 16, the functions of a 8IM card and an
IC card will be described bkelow.

[0010]

Subscriber information is safely recorded in the
SIM card 1 and is used for authentication with a carrier
30 at the time of connection to a cellular phone network.
The SIM card 1 includes a data area in which a telephone
directory and so on are stored, which allows recording of
and reference to telephone numbers in accordance with
user’s operatiocn on the cellular phone 2.

[0011]

On the other hand, the IC card 1’ is used as e.g. a
cash card, credit card, or electronic money IC card, and
carries out not only authenticaticn with & center 31 but
also authentication with a payment terminal 27.

Furthermore, the IC card 17 exchanges encrypted important



For example, as the global standards, GSM is used for the cellular phone
service, and EVM (Europay, MasterCard, Visa) is used for the credit card
service. [0013] Therefore, the SIN card and the IC card have a
function to hold data and are equipped with an interface function
compatible with the ISO 7816 standard in common. Furthermore, the
cards each have a protocol function compatible with a corresponding one
of services. Depending on the function offered by the protocol, control of
authentication, encryption, and so on is carried out. [0014] Fig. 17
defiématicallysshowssthe tharewarereonfigurationcof.the 'SiN<card (I>card).
[0015] An IC card termlnal 300 is an electric signal terminal applied
to e’ IC- Bardiftetfact 4. Utidep tHe StandardsGHISONUET 781611 arid:-2,
the respective terminals of power supply (VCC), reset (Reset), clock
YEIBRR): ‘prograft power supply (VPP), Gita fransfer input/output (1/0),
EE n;i (GND), and reserve (RFU) are arranged in the terminal 300 as
own‘in the drawing. [0016; An IC card interface controller 301

provides an interface function, an controls data transfer between the card
1 and the IC cardgl erface 4 in accorgance Wlﬂ?fhe ISOEC % 1

g
Standazd.Furthermore. the controller.3Q1 cares out ﬁgm%%rggﬁczg ‘A

and response transmission in accordance Wlt thé format

J1816r4 (application protegol datayunit{ARDU)). [0017] signal terminals,

electric specifications, data-transfer contrcl system,

and command/response transmission/reception system on an
IC card interface 4 are defined as the standard by
ISO/IEC 7816. The command/response and the protocol at an
upper level are defined on a service-by-service basis.

For example, as the global standards, GSM is used for +he
cellular phone service, and EVM (Europay, MasterCard,

Visa) 1s used for the credit card service.

[0013]

Therefore, the SIM card and the IC card have a
function to hold data and are eqguipped with an interface
function compatible with the IS0 7816 standard in common.
Furthermore, the cards each have a protocol function
compatible with a corresponding one of services.
Depending on the function offered by the protocol,
control of authentication, encryption, and so on is

carried out.



A CPU (Central Processing Unit) 302 is a major controller for controlling
the protocol compatible with a service between the card 1 and the cellular
phone 2. [0018] 8 A read only memory (ROM) 304 is a memory area
In which a program that is to be executed by the CPU 302 is stored in a
nonvolatile manner. A random access memory (RAM) 305 is a work
memory area used when the CPU 302 executes a program. [0019] A
cryptographic block 306 executes data encryption/decryption when the
CPU 302 treats encrypted data. A cryptographic algorithm such as data
éﬁ@r%ﬂion standard (DES), Triple-DES, or advanced encryption standard
(ASS) is implemented on the cryptographic block 306. [0020] An
electrically érasable ¥R GrarmmableS RO (EEPROMYSEZ & a
nonvolatile memory area for holding data that is to be treated by the card.
100211 7V S ThE'EPU 302 Acglires acommand frofh the IC card interface
Bqulger 301 via a system bus 303, and carries out predetermined
grotééol control with access to the cryptographic block 306 and the

EEPROM 307 so5 10 trnsmiharespryselodie (G card nterface,
terminai applied to the IC card interface 4. Under the
standards of ISO/IEC 78l6-1 and -2, the respective
terminals of power supply (VCC), reset (Reset), clock
(Clock), program power supply (VPP), data transfer
input/output (I/0), ground (GND), and reserve (RFU) are
arranged in the terminal 300 as shown in the drawing.
[001&]

An IC card interface controller 301 provides an
interface function, and controls data transfer betwesn
the card 1 and the IC card interface 4 in accordance with
the ISO/IEC 7816-3 standard. Furthermore, the controller
301 carries out command reception and response
transmission in accordance with the format of ISO/IEC
7816-4 (application protocol data unit (APDU)).

[C017)

A CPU (Central Processing Unit) 302 is a major
controller for controlling the protocol compatible with a
service between the card 1 and the cellular phone 2.

(0018]



[0022] 9 Fig. 18 schematically shows the hardware configuration of
the cellular phone terminal 2 in which the SIM card 1 is loaded. [0023]

An IC card slot 400 is an insertion port for accepting the SIM card 1, and
has contact points corresponding to the respective signal terminals on the
IC card terminal 300 of the SW card I. [0024] An IC card interface
controller 401 is a controller corresponging to the controller 301 in the SIM
card | loaded in the IC card slot 400, and carries out command
transmission and response reception to/from the IC card interface 4.
[0025] & AGPUA02/ céitiols thel Bfdfocaol Withirespeotandhe SiM=card
1, and controls a cellular communication functional unit 409 to thereby
6! the IPrOtOEBMWith Fespedt fo-a Barrer 3C Fufthefmore the GPUAD2 is
carries out control of application as the cellular phone 2 via a Ui (User
ﬁﬁ8ﬁ§§ﬂ%ﬂnémﬂﬁﬂﬂﬁﬁﬁ68;e manner. A random access memory

(RAM) 305 is a work memory area used when the CPU 302
executes a program.
(00197

A cryptographic block 306 executes data
encryption/decryption when the CPU 302 treats encrypted
data. A cryptographlc algorithm such as data encryption
standard (DES), Triple-~DES, or advanced encryption
standard (AES) 1s implemented on the cryptographic block
306.

10020)

An electrically erasable and programmable ROM
(EEPROM) 307 is a nonvolatile memory area for holding
data that is to be treated by the card.

(00217

The CPU 302 acquires a command from the IC card
interface controller 301 wvia a system bus 303, and
carries out predetermined protoccl control with access to
the cryptographic block 306 and the EEPROM 307 so as to
transmit a response to the IC card interface controller
301.

[0022]



[0026] A ROM 404 is a memory area in which a program that is to be
executed by the CPU 402 is stored in a 10 nonvolatile manner. A RAM
405 is a work memory area used when the CPU 402 executes a program.
An EEPROM 407 is a nonvolatile memory area for holding data that is to
be treated by the card. [0027] A cryptographic block 406 executes
data encryption/decryption when the CRU 402 treats encrypted data, and
a cryptographic algorithm such as DES, Triple DES, or ASS is
implemented on the cryptographic block 406. [0028] The cellular
communiEation fuhctisRarnit 469 kva Wiretessdommanidatiors unit that
provides the communication function of the cellular phone. The UT
fitiction&ndit 408 fsfa Hetice ot an 'cperatiny systemrandedisplayingvh 1 ch

s¥stem for groviding a user interface of
The SIM 1 1oad

arca 171s loaded.
[0023]

An IC card slot 400 i1s an insertion port for
accepting the SIM card 1, and has contact points
corresponding to the respective signal terminals on the
IC card terminal 300 of the SIM card 1.

(G024}

An IC card interface controller 401 is a controller
corresponding to the controller 301 in the SIM card 1
toaded in the IC card slot 400, and carries out command
transmission and response reception to/from the IC card
interface 4.

[0G25]

A CPU 402 controls the protocol with respect to the
SIM card 1, and controls a cellular communication
functicnal unit 409 to thereby contrel the protocol with
respect to a carrier 3. Furthermore, the CPU 402 carries
out control of application as the cellular phone 2 via a
Ul (User Interface) functicnal unit 408.

[002¢6]
A ROM 404 is & memory area in which a program that

is to be executed by the CPU 402 is stored in a



e cellular phone. [0029] Fig. 19 is a flowchart showing the procedure
of interface processing of the SIN card (IC card) based on the standards

of ISO/ C 7816-3 and -4. This processing is executed by the IC card
interface controller 301, except for command processing 504. [0030]
Activation processing 500 is to allow the cellular 11 phone 2 to activate

the SIM card 1. Specifically, the respegtjve terminals of the SIM card 1 are
so controlled as to be in the following states: VCC supplied, Clock

supplied, VPP stopped, RST - Low, and I/O - reception mode. [0031]
Res&tprocessing 50148 to idsue diréset to thesSIM cardrtaftertherea used
activation of the cellular phone 2, and acquire interface-ability information
teterted 6 as Bhsiver 16 Redet tATR). Deserbad intie ABHR Hfotfation =
are the upper limit of the frequency of the clock that can be supplied, the

Vatiabie tlock TateBoversion Tactor (defined ss Dy thé ransfer to be
treated by the card.
[0027]

A cryptographic block 406 executes data
encryption/decryption when the CPU 402 treats encrypted
data, and a cryptographic algorithm such as DES, Triple-
DES, or AES is implemented on the cryptographic block 406.
[0028]

The cellular communication functional unit 409 is a
wireless communication unit that provides the
cemmunication function of the cellular phone. The UI
functional unit 408 is a device of an operating system
and displaying system for providing a user interface of
the cellular phone.

[0029]

Fig. 19 is a flowchart showing the procedure of
interface processing of the $IM card {IC card) based on
the standards of ISO/IEC 7816~3 and -4. This processing
is executed by the IC card interface controller 301,
except for command processing 504.

[0030]

Activation processing 500 is to allow the cellular



protocol system (defined as T =0, T - 1) for transmission/reception of data
(command/response), the supply voltage value of VPP, and so forth. The
cellular phone 2 has to carry out interface control in accordance with the
ability information in data communication. [0032] Protocol. setting
(protocol type selection (PIPS)) processing 502 is to allow the cellular
phone 2 to set the transfer protocol system and the clock rate conversion
factor for the SIM card I. In this processing, the cellular phone 2 issues a
PTS request to thereby sea 12 the protocol system in the SIN card 1. The
SINtard | sendschédciea PTS rephfib thersbylnotifyithe 56t protdcol. the
system. From then on, data (command/response) communication is
Camed-dut'iindet the 8étltFanster-protochl afd Efdck ratee [Go33]ontrolied
Command reception processing 503 is to allow the SIN card 1 to receive a
Bommand trafismitfed fromtHe CalldarHRone 2 Fhe rédehidtleorimant is
ggn%tféth%CPQQOZA %(‘)?())géé Ro];hez command processing 504 is
xecuted by the CPU 302 Spetiically, e CPU302 eXecutes analysiyof
Ahe received command, arithmetic operation on the cipher corresponding
to the command, and EEPROM control, to thereby construct a response.

[0035];

Reset processing 501 is to issue a reset to the STM
card 1 after the activaticn of the cellular phone 2, and
acquire interface-ability information referred to as
Answer to Reset (ATR). Described in the abiliity
information are the upper limit of the frequency of the

clock that can be supplied, the variable clock rate

conversion factor (defined as F, D), the transfer
protocel system (defined as T =0, T = 1) for
transmission/reception of data (command/response), the

supply voltage value of VPP, and so forth. The cellular
phone 2 has to carry out interface control in accordance
with the ability information in data communication.
(00321

Protocol setting (protocol type selection (PTS))
processing 502 1s to allow the cellular phone 2 to set
the transfer protocol system and the clock rate
conversion factor for the SIM card 1. In this processing,

the cellular phone 2 issues a PTS request to thereby se:



Response transmission processing 505 is to transm. the response sent
from the CPU 302 to the cellular phone 2. [0036] Through repetition
of the command reception processing 503, the command processing 504,
and the response transmission processing 505, a series of command 13
processing is executed, so that the protocol control corresponding to the
service is carried out. [0037] Stop processing 506 is to allow the
cellular phone 2 to stop the SIN card 1. Specifically, the respective
terminals of the SIM card 1 are so controlled as to be in the following
stste s \PECTtopsett (Clsck stopped SVPPStepped, RSTe Elahd:HOc 1
[0038] Fig. 20 shows the application protocol data unit (APDU) of
tomtandlrdsponse appfied to te inteifaeesof e SIN. ¢ard (RS taryotocol

based on the ISO/IEC 7816-4 standard.
systemn. From then on, data {command/response)

communication 1s carried ocut under the set transfer
protocol and clock rate.
[0G33]

Command reception processing 503 is to allow the
SIM card 1 to receive a command transmitted from the
ceilular phone 2. The received command is sent to the CPU
302.
t0034]

The command processing 504 is executed by the CPU
302. Specifically, the CPU 302 executes analvsis of the
received command, arithmetic operation on the cipher
corresponding to the command, and EEPROM control, to
thereby construct a response.

[0035]

Response transmission processing 505 is to transmit
the response sent from the CPU 302 to the cellular phone
2.

[0036]

Through repetition of the command reception

processing 203, the command processing 504, and the

response transmission processing 505, a series of command



[0039] In the command APDU indicated by reference numeral 60,
CLA (600) provides class (CLAss) information for identification of the
protocol corresponding to the service. INS (601) offers information on the
command instruction (INStruction) at the service class. P1 (602) and P2
(603) provl e information on parameters associated with the command. Lc
(604) is given the data length. of the suhsequent data area (605) of the
command. Le (606) is given the expected value of the data length of a
data area (610) of a response. [0040] In the response APDU indicated by
FeTefércelAgmeral €2 SWA (61:1) Ed SWR (812) subseeient o therdata
area (610) indicate the end of the response, and indicate the processing
Statys irsometases depéndingortheirvaftst 004191t - Fig. 21
simply shows an example of the sequence of control of the protocol of
huthentication and encryption with use of the SIR card and the IC card.
[0042] .. Inthe sequence in Fig. 21, the SIR card 1 and the carrier
(center) 3 hold & %8%%56;&15} c?gto lgeﬁ Ki (700} o*roe"‘ieg}aﬁoﬁ %f%é‘ﬁf?c%ti%ﬂ?ne

Spegifically, in ordertg prevent the ﬁga@e@gsgfﬂ key Ki (70Q)from. .

being leaked to the transmission path (the IC card ihterface 4 of the

commupication-network 5); a-random number, (701) produced by the, . ;

carrier 3 and the common secret key Ki (700) are input to a common

cryptographici algorithm Ad702); @ngkthegesultant guthentication;datas o
(703) is utilized for the verification, Furthermore, after authentication, data

is trapsmittextafter bejng:encrypted-with a session key Ks (704) obtained
together with the authentication data (703), so that the transmitted data is
decrpied on the counterpart side.

Fig. 20 shows the application protocol data unit
(APDU} of command/response applied to the interface of
The 3IM card (IC card) based on the ISQ/IEC 7816-¢
standard.
[00329]

In the command APDU indicated by reference numeral
60, CLA (&G0} provides class {CLAss) information for
identification of the protocol corresponding to the
service. INS (601) offers information on the command
instruction (INStruction) at the service class. P1 (602)
and PZ (603) provide information on parameters associated
with the command. Lo (604) is given the data length of
the subseguent data area (605) of the command. Le (606)
is given the expected value of the data length of a data

area (610) of a response.



15 [0043] Via the IC card interface 4, the activation processing 500,
the reset processing. 501, and the protocol setting processing 502 shown
in Fig. 19 are executed at the time of activation of the cellular phone 2,
From then on, the commands/responses specified for the service are
transmitted/received based on the APDU shown in Fig, 20. The class
information CLS (600) in the command APDU is given a common value

for providing the service. [0044] The details of the respective
commands/responses and the operation sequence will be described

beldh with reference to Fig. 21. [0045] The INS (601) in an
authentication request command (710) is given the value indicating
"authentié&tion fediiest e THe raRBEmM Aumber@o1yis spetifictrintheumeral
data area (605) of the command APDU, and the data length thereof is
éﬁécﬁ@“ﬁn%ﬂ% 6(86%)%@6%6?612) subseguent to the data area

(610) indicate the end of the response, and indicate the
processing status in some cases depending on their values.
[0041)

Fig. 21 simply shows an example of the sequence of
control of the protocoel of authentication and encryption
with use of the SIM card and the IC card.

[0042]

o

In the sequence in Fig. 21, the SIM card 1 and the
carrier (center) 3 hold a common secret key Ki (700) for
execution of verification. Specifically, in order to
prevent the common secret key Ki (700} from being leaked
to the transmission path {the IC card interface 4 or the
communication network 5), a random number (701) produced
by the carrier 3 and the common secret key Ki (700 are
input to a commeon cryptographic algorithm & (702), and
the resultant authentication data (703) is utilized for
the verification. furthermore, after authentication, data
i1s transmitted after being encrypted with a session key
Ks (704) obtained together with the authenticarion data

(703}, sc that the transmitted data is decrypted on the

counterpart side.



The SIN card 1 receives the authentication request command (710), and
starts arithmetic operation on the authentication data (703) and the
session key Ks (704). 16 In addition, the SIN card 1 transmits an
authentication request response (711), In the SWI and SW2 in the
response APDU, the processing status indicating the normal start of the
processing is set. [0047] The cellykar phone 2 issues an
authentication reply command (712) to the SIN card 1 in order to acquire
the authentication data (703). The value indicating "authentication reply" is
$péEdfidd in the INS (601) in the command APDU, and the data length of
the authentication data (703) is specified in the Lc (604). [0048] The
SIN card.’# adH8%hé authietticatirrdatai703) obtamedasiar adithmetic
result to the data area (610) of a response APDU, and transmits an
Bhthenticatich reply résponse {713)F A this fime the proc@ssing tatus is
set | ig Otp(e) ?Vggggg SWZ% theSre§ onﬁﬁﬁPDU. [0049] . For
data-read frém the SINFeard 1- the Cellutar phong™ adds to'a dath fEad
(714) address corresponding to a data read request by the
gégrgr}%lr%gdn a dg%% Ie“rlgg%%e an traa%EFhYt%Lt%g r&o?r?%é’r?(f to the SIN“carf™ "¢

in the- command, ABDU .the valye indigating ‘data read” s set in.the INS ..,

(601), and the address value is set in
service are transmitted/received based on the APDU shown
in Fig. 20. The class information CLS (600} in the
command APDU 1s given a common value for providing the
service.
[0044:

The details of the respective commands/responses
and the operation seguence will be described below with

reference to Fig. 21.

[0045]

The INES (601) in an authentication request command
(710) i1s given the value indicating “authentication
reguest.” The random number (701) is specified in the

data area (005) of the command APDU, and the data length
thereof is specified in the Lo (604).
[0046]

The SIM card 1 receives the authentication request
command (710), and starts arithmetic operation on the

authentication data (703) and the session key Ks (704).



17 the P1 (602) and the 62 (603). Furthermore, the data length is set in
the Lc (604). (0050) Upon receiving the date read. command (714),
the SIP card 1 reads a plaintext data (705) from the address specified by
the command and encrypts the read data by the session key Ks (704).
The SIP card 1 adds an obtained ciphertext (706) to the data area (610) in
a response APDU and transmits a data gead response (715). The
ciphertext (706) is decrypted to the plaintext (705) in the carrier 3. [0051J
For data-write to the SIP cerd 1, the cellular phone 2 adds to a data write
eBmimshd- (718) thé addreés corrésporiding t0aidata write: fécprest by theon
carrier, a data length, and a ciphertext (708) arising from encryption in the
CarfiE? B ahd tReHsHfts thé commandte the SiP eardl £7A the conand
APDU, the value indicating "data write" is set in the INS (601), and the
Lgredsvalid idset it the" BT (865 a1l thed2 e0o8ydicating the

normal start of the processing 1s set,
[GO47]

The cellular phone 2 issues an authentication reply
cemmand (71Z) to the SIM card 1 in order to acguire the
authentication data (703). The value indicating
“fauthentication reply” is specified in the INS (601) in
the command APDU, and the date length of the
authentication data (7032) is specified in the Lo (604).
[oc4g]

The SIM card 1 adds the authentication data (703)
obtained as an arithmetic result to the data area (610)
of a response APDU, and transmits an authentication reply

his time, the processing status is

ct

response {713). At
set in the SWl and SW2 in the response APDU.
[CO40]

For data-read from the SIM card 1, the celliular
phone 2 adds tc a data read command (714) the address
corresponding to a data read reguest by the carrier 3 and
a data length, and transmits the command to the SIM card
1. In the command APDU, the value indicating “data read”

is set in the INS (601}, and the address value is et in



Furthermore, the data length of the ciphertext (708) is set in the Pc (604),

and the ciphertext (708) is set in the data area (605). [00521 18

Upon receiving the data write command (716), the SIN card 1 decrypts the

ciphertext (708) set in the data area to a plaintext (707), and writes the

plaintext to the specified address. The SIN card 1 adds the processing

result to the SW1 and 5W2 in a response APDU, and transmits a data

write response (717). [0053) Note that the communication system on

the communication network (public network, cellular network) side has no

directrelatioh4o the gist 'of tHe preéseit inverition landhence thée data

description thereof is omitted_ [0054] Memory Card A memory card

18 Bafd-typestérage device-that fricfudes a high-capacity flash memory

as a recording medium, There are various standards of the memory card,
ber as Memory Stick, Secure Digital (SD) card, MultiMedia Card (MMC),

Compact Flash Igregisterged trademark), and Universal Serial Bus (USB%}i B

memory. Etrthetmore; thef isHisd'a nierh6f card BFAWAich aiéopyright S T4

management fechnigue 1S mplemanted in-poosideration.of recording of
media content such as music and Video associated With co%yﬁ .
specified by the command and encrypts the read data by
the session key Ks (704). The SIM card 1 adds an obtained
ciphertext (706) to the data area (610) in a response
APDU and transmits a data read response (715). The

~

ciphertext (706) is decrypted to the plaintext (703} in

for data-write to the SIM card 1, the cellular
phone 2 adds to a data write command (716) the address
corresponding to & data write reguest by the carrier, a
data length, and a ciphertext (708) arising from
encryption in the carrier 3, and transmits the command to
the SIM card 1. In the command APDU, the value indicating
“data write” is set in the INS (601), and the address

value is set in the P1 (602) and the P2 (603},

h

furthermore, the data length of the ciphertext (708) is
set in the Lc (604), and the ciphertext (708) is set in

the data area (605).

[0052]



[00553 19 Fig. 22 schematically shows the hardware configuration of
a memory card. [0056] A memory card interface 6 is used for control
of a memory card 7 from external apparatus and is defined for each
memory card standard. In general, physical specifications for prescribing
an electric signal and transmission system and logical specifications of the
memory card for command control frorkexternal apparatus are defined.
For the command control, a command system for read or write of memory
data is defined. In addition, if a copyright management technigue is
implemeRted a toffhand Systerm for authenticatiorrwithrexternak ) , the
apllearatus and data encryption is defined_ [0057] A memory card
tetminarsoo-funtisne to trahisimit AR BIéctRe Sighal i actokddicetvith e =
memory card standard. [00581 A memory card interface controller
B80T exetutesCommand processing #ith exferidapparatisarn Ak&srdance
%\%l.th the rggléljgggn ,bg the ngS|qﬁ§p%%Qcatlons and Iggg;ll specifications

the emory card interface 6. In'association with tHe commands - 0c€S81ng
f%%%%?"gbt@%go%%ﬂm%nd SWZ in a response APDU, and
transmilts a data write response (717).
[C053]

Note that the communication system cn the
communication network {public network, cellular network)
side has no direct relation te the gist of the present
invention and hence the description thereof is omitted.
(00547
Memory Card

A memory card is a card-type storage device that
inciudes a high-capacity flash memory as a recording
medium. There are various standards of the memory card,

such as Memory Stick, Secure Digital (8D) caxd,

=

MultiMedia Card (MMC), Compact Flash {registered
trademark), and Universal Serial Bus (USB) memory.
Furthermore, there is also a memory card on which a
copyright management technigue is implemented in
consideration of recording of media content such as music

and video associated with copyrights.

[0055]



20 801 exchanges control information and memory data added to a
command with a flash controller 803. Furthermore, for command
processing relating to copyright management, the controller 801 controls a
cryptoraphic block 802 for execution of arithmetic operation on
authentication information and encryption/decryption of memory data.
[00.59] The flash controller 803 regads/writes memory data from/to a
flash memory 804 in accordance with control information. [0060] Memory
Card Provided with Both SIM Function and High-Capacity Memory
Function Fo¥ varisus applications i whidhoboth @ dohvoldtilermemory
card and a SIN card are utilized, it is convenient that a SIN integrated
Ciredit Ehipas irfddrporatedifithé mémbrA card. For example, a proposal
p@?pggn made about a card that conforms to either the MMC card
standard or SD card standard (for example, refer to as Patent Document
1). This %rgr ismso Bh)ésig%llyw,chﬁanﬁed as %/)l have the same shape and pin_
positions as those $pacified by eithet tie MMC cArdStandard 6r8B%ard ©
, S-S0, ified.as to encompass a card that conforms to th
%g%%%%?5%%?Sé;g£§?a§¥ﬂﬁggﬁf]apmaratus ana 1s dvEQnea %or

0o

each memory card standard. In general, physical
specifications for prescribing an electric signal and
transmission system and logical specifications of the
memory card for command contrel from external apparatus
are defined. For the command control, a command system
for read or write of memory data is defined. 1In addition,
if a copyright management technigue is implemented, a
command system for authentication with external apparatus
and date encryption is defined.

0057}

A memory card terminal 800 functions to transmit an
electric signal in accordance with the memory card
standaxd.

[0058]

A memory card interface controller 801 executes
command processing with external apparatus in accordance
with the regulation by the physical specifications and
logical specifications of the memory card interface 6. In

assoclation with the command processing, the controller



circuit arrangement of a card that conforms to the ISO/EEC 7816
standard_ [0061] In addition, another proposal has been made also
about a composite memory card obtained by combining the SIN function
with a nonvolatile flash memory that conforms to the MMC or SD card
standard and a controller of the memory (for example, refer to as Patent
Document 2). The physical format of this composite card is one of the
formats of a plug-in SIN card, MMC card, and SD card. In one
representative form, the plug-in SIN card format is used, and several
eXterfal d1eetie Toftdcts are added torthbse ofthé plagdin SINstandatd in
such a way that the contacts can be required for the operation of the
herflory AHAE Eonf6ihS t6 elthérthe TRME SthhBard®s°SD Stardarer 10062
oreover, a memory card has also been brought into existence that has a

TN card SRape Rhd i€ &Gaipped With theFunctions o both b SIRFGHERAT

igh-capacity nonvolatile memory. or example, refer to as Nop-Patent _
%%%u%dg}wﬁ%ﬁ fhis mer#]orcyog“étr"d ES &egtﬁg%bﬁ%%?§%f%h2@ﬂ”é§ar§ éﬁdior
sl sontagts fof pegepn odhg nopyplatle memon (6.9, MME, HSE)

independently of each 22 other. Furthermore, subscriber in ormaleon‘ used

inacellular phone andvarioys kinds of medja content are managed.n

one memory card. For data Stored in the nonvolatile memory function, a
function for copyright management is provided. When a cellular phone
terminal is changed, the user of the cellular phone can shift not only the
subscribeniafarmationdut edso mediascontert-simpltanequsly by, maying « 4
the card to the new terminal. Furthermore, a carrier can safely manage
Tedia content that!is tehe providdd toaausepthtaugh its content senvice
together with subscriber information in the same card. Moreover, a cellular
phbheTdesaiot need to have a memory card slot. [0063] Fig. 23

schematically shows a hardware
(0060}

Memory Card Provided with Both SIM Function and High-
Capacity Memory Function

For various applications in which both a
nonvolatile memory card and a SIM card are utilized, it
is convenient that a SIM integrated circuit chip is
incorporated in the memory card. For example, a proposal
has been made about a card thet conforms to either the
MMC card standard or SD card standard (for example, refer
to as Patent Document 1). This card is so physically
changed as to have the same shape and pin positions as
those specified by either the MMC card standard or 8D
card standard, and is so modified as to encompass a card

that conforms to the ISC/IEC 7816 standard and the



configuration example of a card obtained by incorporating a SIM card and
a memory card in a one-shape body. Basically this card is formed by
combining the functional blocks of the SIM card shown in Fig. 17 with the
functional blocks of the memory card shown in Fig. 22. The configuration
and operation of the respective functional blocks are as described above.
The cryptographic block 306 is shared-hy the SIM card and the memory
card. [0064] Contactless IC Card Technique A contactless IC card is
obtained by substituting a wireless interface for an IC card interface for
toAREctiorréfa CoRtaRtIC earditoexiérnal apparatuse FBrthecoperation of
the contactless IC card, power is supplied to the IC card by utilizing
@&{Magr‘?e]tf% ifdGetidhdle to a transmission carrier from a

r%%% rﬂwriter, so that communication between the reader/writer and the
tard is'carried out through modulation of the carrier. Contactiess IC card

techniqu§s are us%d for electrQCq%c money such as "kdf " rail passes such
H d L I 1 H ert i 'Y
as "Suica,” employee D cards, et?f[éb?a%}-fosagg Biie of Systéms éﬂs?e N

an the contagtless IC card fech i%&f»d%%@&@i;%?ﬁgﬁedcg%%%wggk "l

widely known. For FeliCa, an efectromagnetic in UctioN system empioying

arl3.56;:MHz frequengy band isused. Madulation,is carried, out based on
ASK 10% and Manchester code is employed. The maximum

commeunication rate isdt2 kbps.0066L s+ The.commuynication range ot -
the contactless IC card based on the electromagnetic induction system
aiependseathe antenna efthecard. Rorexample,a¥henaB € card-ument
2} . The physical format of this composite card is one of
the formats of a plug-in SIM card, MMC card, and SD card.
In one representative form, the plug-in SIM card format
1s used, and several external electric contacts are added
to those of the plug-in SIM standard in such a way that
the contacts can be reguired for the operation of the
memory that conforms to either the MMC standard or SD
standard.

[0062]

Morecover, a memory card has also been brought into
exlstence that has a SIM card shape and is esguipped with
the functions of both a SIM card and high~capacity
nonvolatile memory (for example, refer to as Non-Patent
Locument 1). This memery card has electric contacts of
the SIM card and electric contacts for access fto the

nenvolatile memory (e.g., MMC, USBR) independently of each



24 with a general size (86 mm x 54 mm) is equipped with a coil antenna
having the length equivalent to that of the entire outer circumference of

the IC card, the communication range of the card is in the range of several
centimeters to about 10 cm. [0067] In Japan, cellular phones are also
provided with contactiess IC card techniques. For example, when a

cellular phone is equipped with the IC ghip for Mobile FeliCa developed by
FeliCa Networks, Inc., the above-mentioned Edy and Suica (Mobile Suica)
can be used even on the cellular phone: deposits/withdrawals via
thhfattless ransfigsion and depesits (chatge)viaatceliular netivark are
possible. Also in this case, the communication range depends on the
Gintenna: and'the Seftdldr BRoHeisedtipped with Becbikariterrs havinghe
I!lerjllga'fhee uivalent to that of the entge outer circumference gf the cellular
bhona(0068] Paterit Dbchment 1. Jp. T-2004-06266 Patent Boctiient

% dP-1-2006:523889  -Mon-katent Document L. b

i H Lo =it . TR f 1 /
*http' /iAW spansion-com/jpritashmaroryprodicts/mirdbi t hidksim 1 {as
ﬁéﬁ?&&%ﬁ%@zﬁg’%¥$01dedn When a cellular phone terminal is
changed, the user of the ceilular phone can shift not
only the subscriber information but also media content
simultaneously by moving the card to the new terminal.
Furthermore, a carrier can safely manage media content
that 1s tc be provided to a user through its content
service together with subscriber information in the same
card. Moreover, a cellular phone does not need to have a
memory card slot.

[0063]

Fig. 23 schematically shows a hardware
configuration example of a card obtained by incorporating
a SIM card and & memory card in a one-shape body.
Basically this card is formed by combining the functional
blocks of the SIM card shown in Fig. 17 with the
functicnal blocks of the memory card shown in Fig. 22.
The configuration and operation of the respective
functional blocks are as described above. The
cryptographic block 306 is shared by the SIM card and the

memory card.



25 Disclosure of Invention. Technical Problems [0069] Currently,
the functions of a SIN card, memory card, and contactless IC card are
each applied to cellular phones as an individual medium, and are utilized
for services of carriers. The SIN card allows telephone calls and an
information provision service such as fl-mode (registered Lrademark).” in
addition, services of treating media content (e.g., music downloading or
the like) can be offered by using the memory card as a medium.
Moreover, services of electronic money and rail passes can be utilized by
Usirfg’dontactless IC card techniques. [0070] Such use modes of
cellular phones (having excellent flexibility of service provision) apply to
Senices inSTapan particitary: Fris f€'due to the business model in Japan,
in which the flexibility of the carrier side is high. Specifically, in Japan,
various Kinds 0f <ervitEs feldfing fd- CelufarpHohes e htegHiy providéd s =
at the initiative of carriers, and the sipfecifg:agons of cellular phone
terminals that are developed and manufattired by hartfacttérs are also
designed At the initiative, of carriers basically.s cccrnal apparacus.
For the operation of the contactless IC card, power is
supplied to the IC card by utilizing electromagnetic
induction due to a transmission carrier from a
reader/writer, so that communication between the
reader/writer and the card is carried out through
medulation of the carrier. Contactless IC card techniques

-

are used for electronic money such azs “Edy,” rail passes

i

such as “Suica,” emplovee ID cards, eatc.
[0065]

Ag one oi systems based on the contactless IC card
technigques, “I'eiliCa (registered trademark)” is widely
known. For FeliCa, an electromagnetic induction syastem
employing a 13.56-MHz frecguency band is used. Modulation
is carried cut based on ASK 10% and Manchester code is
employed. The maximum communication rate is 212 kbps.
[00a6]

The communication range of the contactless IC card
pased on the electromagnetic induction system depends on

.

the antenna of the card. For example, when an IC card



26 [0071] On the other hand, countries having a major cellular phone
market other than Japan, such as the U.S., Europe, and China, generally
have a business model in which carriers merely supply a user with a SIM
card in which subscriber information is stored. In these countries,
manufacturers independently develop cellular phone terminals, Therefore,
as it standsflexibility of service provisign, by carriers is lower in foreign
countries compared with in Japan. Although careers plan utilization of the
above-described electronic money service by a cellular phone, the service
Wil Rottb&fediizéd a8 plannetfuriiess the! manlfacturer sideragtees. witha
the plan and equips terminals with a contactiess communication function.
607215 THe presentinVBRtdrS Bon&ider-that ftis Brorerable that SV cafdg he
su%plLed to users by carriers be provided with various functions as one of
methods for afiowing the carriérs 16 secure the flexibilit§ of phévision of

ervicesrealized by a cellular phone also in_countries other than Japan.
?O(‘S%Lf Using an eleéctromagnetic induction system as'a® “27¢® ©

several centimeters te about 10 cm.
[0067]

In Japan, cellular phones are also provided with
contactless IC card technigues. For example, when a

cellular phone is equipped with the IC

9]

hip for Mobile
FeliCa developed by FeliCa Networks, Inc., the above-
menticned Edy and Sulca (Mobile Suica) can be used even
on the cellular phone: deposits/withdrawals via
contactless Lransmission and deposits (charge) via a
ceilular network are possible. Also in this case, the
communication range depends on the antenna, and the
cellular phone is eguipped with a coil antenna having the
length eguivalent to that of the entire outer
circumference of the cellular phone.
(0068 ]

Patent Document 1: JP-T-2004-506266

Patent Document Z: JP-T-2006-523889

Non-Patent Document 1:
http://www.spansion,com/jp/flash_memoryAproducts/mirroxbi

t_hd sim.html {as of February 22nd, 2007)



27 contactless communication technique involves a problem that the
communication range depends on the antenna and is not sufficiently long.
For example, in FeliCa employing a 13.56-MHz body, the communication
range is in the range of several centimeters to about 10 cm as described
above. [0074] A discussion will be made below about the case in
which a SIN card is provided with a contactiess IC card technique. [0075]
In this case, because the power supply of the SIN card has to be surely
turned off before loading/unloading of the card, a structure is basically
employet-indviich tHe’ SN cafd is provided behind the battery on the
backside of the cellular phone and thus the SIN card can not be
lsadedtiriidaded Griigss the battery is detached to turn off the power
%%%Igg of the cellular phone see ri 15). However, such a structure involves
another problem that electric waves are blocked by the battery, in addition
to the problem that the communication T[anggew,:of_\th% contactiess IC card is
originally SHort, [0076] Fur ermore. itis difficult o motnta eoil  1emery card,

and contactless IC card are each applied to cellular

1

phones as an individual medium, and are utilized for
services of carriers. The SIM card allows telephone calls
and an Information provision service such as “i-mode
(registered trademark).” In addition, services of
treating media content (e.g., music downloading or the
iike) can be offered by using the memory card as & medium.
Moreover, services of electronic money and rail passes
can be utilized by using contactless IC card technigues.
[0070]

such use modes of cellular phones (having excellent
flexibility of service provision) apply to services in
Japan particularly. This is due to the business model in
Japan, in which the flexibility of the carrier side is
high. ©Specifically, in Japan, various kinds of services
relating to cellular phones are integrally provided at
the initiative of carriers, and the specifications of
cellular phone terminals that are developed and
manufactured by manufacturers are also designed at the

initiative of carriers basically.



28 antenna for a contactiess IC card on a Sly card, which has a smaller
size compared with the contactless IC card. It would be possible to
dispose the coil antenna outside the SIN card. However, in this case,
there is a need to route this external antenna inside a cellular phone
terminal. Therefore, eventually, the situation in which the plan is not
realized unless the approval of terminalgnanufacturers is obtained
remains. That is, carriers can not secure the flexibility of service provision.
[0077] As described above, in Japan, manufacturers provide cellular
pRNE terminals with contactless IC card techniques such as the FeliCa
system at the initiative of carriers. Thus, the service of utilization of
electroni€Thoney it & eélldarphoreis Yeali#et. Of course: this tase also
invﬂvgs a problem that terminals have a large size due to restrictions on
the rolting ot &°&Gil Arterfa. Morsover- Vifen'a térfninalus eharged oy S - -
QUS]JIC}I %ard_irs}gnkorlauded from theﬂolftc.ellula\rl\%)]hon,e Eerminal so as to be
moved to the new celftlar phone terntinal. Whete &4 8ietirdhic Hofhey -
vimg@.Ha@}%%@gdrﬁ’@r@?\fgogt%%lfr\%sa %%%%dﬂfulpgﬁign 55 ISEII\;n the ald.

terminal. That is, there is a problem éctronlc"money'fnf%?ﬁw tioh

£an not bemaved immediately by a user itself at the timg_ 29,0of the

terminal change. In terms of the latter problem, if a'SIM card is provided
with-a contactiess,G-gard function, .elegtronic. money information.can be . .

conveniently moved together with the SIN card by a user itself. [0078]
phone terminals. Therefore, as it stands, the flexibility
of service prevision by carriers is lower in foreign
countries compared with in Japan. Although carecers plan
utilization of the above-described electronic money
service by a cellular phone, the service will not be
realized as planned unless the manufacturer side agrees
with tThe plan and equips terminals with a contactless
communication function.
100727

The present inventors consider that it is
preferable that S5IM cards supplied to users by carriers
be provided with various functions as one of methods for
aliowing the carriers to secure the flexibility of
provision of services realized by z cellular phone also
in countries other than Japan.

[G073]

Using an electromagnetic induction svstem as a



For an application in which both a nonvolatile memory card and a SIN
card are utilized, it is convenient that a SIN integrated circuit chip is
incorporated in the memory card as described above. Although a
technique for Incorporating a wireless function in this kind of composite
memory card does not exist, the present inventors can readily think of
incorporation of the function of a contactiess IC card such as the FeliCa
for use of the SIN function. However, FeliCa based on an electromagnetic
induction system employing a 13.56-MHz frequency band Involves a
proviem that the cortnication fateds ak riost 212 kbpg andahisratelign
insufficient to transmit media content recorded in a high-capacity memory
CHfd: Of CourSE i tid be fossTtig o AppRFa Rn6WNn high-gpeer:na and
wireless congrpu{r}ni,catiom teclhni ue such as wireless LAN or Bluetooth

communication-fo'the compddité menfory Sard Hdwever, this 1¢2

SIS ehotun s et bl povs cypupioList .

to' incorporate this kind of ‘circuit for wi u

gglular phanes: [QQ731.-. , Embodiments.of.the present invention provide

an excellent storage medium that has the same size and terminal shape
@asdhose ofa SiM card defined by GSM (11.11) and ISO/IEC 7816 and
can provide plural functions such as functions of a memory card,

etectronic money, and credit card on a cellular phone, and to provide a
communication system and a control device. [0080J Embodiments of
the presentdavention:pravide an excellentstorage.medivm that includes a
contactless interface besides a contact connection interface for
wwohnectiorbtdva celtular phaneyahd<of which stored cantentseretating toa rd
provision of services by a memory card, electronic money, and credit card
e favorably controlled by an external control device via the contactless

j%tg%fgge, and to provide a communication system and a control device.

In this case, because the power supply of the SIM
card has to be surely turned off before loading/unloading
of the card, a structure is basically smploved in which
the S5IM card is provided behind the battery on the
backside of the cellular phone and thus the 3IM card can
not be loaded/unloaded unless the battery is detached to
turn off the power supply of the cellular phone {see Fig.
1b). However, such a structure involves another prokblem
that electric waves are blocked by the battery, in
addition to the problem that the communication range of
the contactless IC card is originally short.

[007¢]

Furthermore, it is difficult to mount a coil



[0081] Embodiments of the present invention provide an excellent
storage medium that is obtained by housing all circuit components relating
to a 31 contactless interface, including an antenna, in a SIM card defined
by GSM (11.11) and ISO/IEC 7816 and can secure sufficient
communication performance of the contactless interface without suffering
from interference by a component in a.gellular phone terminal even when
being loaded in the cellular phone, and to provide a communication

system and a control device. Technical Solution [0081a] According to
an aspect ofthe preésertamiertion, there istprovided & storage-medium ch
used in such a manner as to be loaded in a cellular phone, the storage
hfetlidm Tomprising ‘contactieBAnEcting means forfanctioningfor 1C card.
connection to the cellular phone; wireless communicating means for
functiohihg foF criectionto an extEMaPBontrdl devick: and Stbscribers 1ds

Lnf%rrg%tglpn stggng means for storing subscriber information of the cellular
phoné; whérein the SUbScrber infSrmiation Stofifig niekisSis tontroliatie ©©

Ir 8{}%@6*%‘31"%'6‘4 ;phone va %'?aec%%r%%?ti‘ﬁ’s”{‘&é%“ra‘g Degnsandis,
controllablé from the control device Via the wireless communicating

means [0082], . . Aegording to.an embadiment.of the present invention,
there is provided a communication system including a

the plan 1s not realized unless the approval of terminal
manufacturers is obtained remains. That is, carriers can
not secure the flexibillity of service provision.

[0077]

As described above, in Japan, manufacturers provide
celliular phone terminals with contactless IC carc
technigues such as the FeliCa system at the initiative of
carriers. Thus, the service of utilization of elsactronic
money on a celluilar phone is realized. Cf course, this
case also involves a problem that terminals have a large
size due to restrictions on the routing of a coll antenna.
Moreover, when a terminal is changed, only a SIM card is
unloaded from the ¢ld cellular phone terminal =0 as toc be
moved to the new cellular phone terminal, whereas
electronic money information charged on the contactless
IC card function is left in the old terminal. That is,
there is a problem that the electronic meney information

e

can not be moved immediately by a user itself at the time



31a cellular phone, a storage medium that is used in such a manner as to
be loaded in the cellular phone and stores therein at least subscriber
information of the cellular phone, and a control device that provides an
application function with use of the storage medium. The communication
system includes contact connecting means for connecting the storage
medium to the cellular phone, and wirelgss communicating means for
connecting the storage medium to an external control device. The cellular
phone is allowed to control the subscriber information via the contact
eonnéctingBans and'thé eentrof devies Tsallowed o doritiot theorobleam,
subscriber information via the wireless communicating means. 32 (0083]
Thetert*sy&tet  réféts 18 anshtity arisifig fronT fogicat aggrégation of
glyralﬁevices (or flinctional modules that realize specified functions), and

it tdoes not matter WHether of it the TEspedtive devices britnctional
modules are included in a single.casing, (hereinafter, the same shall

B O oy T SEoant S fnfont Gr A G uoe
memery card, and contactless IC card are each applied to cellular phones
as an individual medium, and are utilized for services of carriers.

Howeyver, this feature relies on the business model in Japan, in which
various services relating to cellular phones are integrally provided at

For an application in which both a nonvolatile
memory card and a SIM card are utilized, it is convenientz
that a SIM integrated circuit chip is incorporated in the
memory card as described above. Although a technique for
incorporating a wireless function 1n this kind of
composite memory card does not exist, the present
inventors can readily think of incorporation of the
function of a contactless IC card such as the FeliCa for
use of the S5IM function. However, FeliCa based cn an
electromagnetic inducticon system employving a 13.56-MHz
freguency band involves a problem that the communication
rate is at most 212 kbps and this rate is insufficient to
transmit media content recorded in a high-capacity memory
card. Of course, it would be possible to apply a known
high-speed wireless communication technigue such as
wireless LAN or Bluetooth communication to the composite
memory card. However, this communication technigue has a

problem that power consumption is too high to incorporate



the initiative of carriers. As it stands, it is difficult for this feature to prevalil
among many other countries in which carriers merely supply users with
SIN cards in which subscriber information is stored and therefore the
flexibility of service provision by the carriers is limited. [0085] The present
inventors consider that it is preferablgithat SIN cards supplied to users by
carriers be provided with various functions as one of methods for 33
allowing the carriers to secure the flexibility of provision of services
threalized By af cellutarphiore alselincbantriesothenthantlapani For
example, if a SIN card is provided with a contactless IC card function,
ceeldettoric Fivhigyinformation can be conveniently moved together with the
{O%I7N9%ard by a user itself at the time of terminal change.

Embodiments of the present invention provide an
excellent storage medium that has the same size and
terminal shape as those of a SIM card defined by GSM
(11.11) and ISO/IEC 7816 and can provide plural functions
such as functions of a memory card, electronic money, and
credit card on a cellular phone, and to provide a
communiication system and a control device.

[00B0]

Embodiments of the present invention provide an
excellent storage medium that includes a contactless
interface besides a contact connection interface for
connection to a cellular phone, and of which stored
contents relating to provision of services by a memory
card, electronic money, and credit card are favorably
controlled by an external contrel device via the
contactless interface, and to provide a communication
system and a control device.

(00811

Embodiments of the present invention provide an

excellent storage medium that is obtained by housing all

circuit components relating to a



[0086] When a SIN card is provided with a contactless IC card
technique based on a related-art electromagnetic induction system, the
following problems will occur: the communication range depends on the
antenna and is not sufficiently long; electric waves are easily interfered by
other components such as a battery-in the terminal, and it is difficult to
design the SIN card and the terminal main body due to restrictions on
caouting bé acailramnteria; §0087]c L udimgontrastyaccording o ap SIM card
embodiment of the present invention,a storage medium used in such a
demfianper &3tdB loadedlih la calitilarphoRefinclddés eortactcorfifecting
means for functioning for connection to the cellular phone, wireless
s \dohhRriiRTcatifgTRIEENCRE FIHEtBRINGCBT 88iiTectibn 18 Anextérmal ¢&rtrol
~device, 34 and subscriber Information storing means for storing therein
irdubséhiber iftomiationBtthé teftidal pRBne. THe Sib<eriber ifforfation
stori.n% means is corrljtéloll ble from the geﬂula&p@on@ev\éig tgle_lggn%c; n
Curinetling Medhsdand s cdhtdlidbie from the control device via the ™

1 Wirgless communicgting meang, Basically fhis storage.mediym has the
SHme size na?'ﬁapg ) Ig

Same size and terminal s as those of a SIM card defined by GSM

ok ) A0dISO/EC 781610988 1, (The wikgless communicating

means includes a reflector that transmits data by a reflected wave arising

dtam medulation,praggssing, and the control device includes a
reflected-wave read unit that transmits an unmodulated carrier and reads

[ ont data from a modulated reflected wave from the reflector. The wireless
interface for connection to the control device employs a reflected-wave
transmission $ystent.o an aspect of the present invention,

there 1s provided a storage medium used in such a manner

as to be loaded in a cellular phone, the storage medium
comprising: contact connecting means for functioning for
connection to the cellular phone; wireless communicating
means for functioning for connection to an external
control device; and subscriber information storing means
for storing subscriber information of the cellular phone;
wherein the subscriber information storing means is
controllable from the cellular phone via the contact
connecting means and is controllable from the control
device via the wireless communicating means.

(00821

According to an embodiment of the present invention,

there is provided a communication system incliuding a



[0089] That is, the storage medium according to an embodiment of
the present invention can be formed as a SIM card provided with a
wireless communication function based on the reflected-wave
transmission system. This allows access to the control interface of the
SIM card from an external control device via wireless 35 communication
by the reflected-wave transmission syistem. When a 2.4-GHz frequency
band is utilized for the reflected-wave transmission, the antenna size can
cdel déereasbo tempared- with Fe Gz which-employs a:£3.864VIHz banda
This makes it easier to integrate the SIM card with the wireless
maphthuRication RinctiondBoD] theindheé kase bf Meohsoratify Heores
antenna for the reflected-wave transmission in the storage medium such
thiyrs SiMcard Sit itpreferape it thid bamas antdhnabe dgposed brar”
both the front surface and back surface of the SIM card, in consideration
PRt hossibility that e bHientatidn oF the'Siviicard foatd ' tid Siot 6F'a +
cell Iar];?horllg differs (‘éVPi and bacF surface of the

I ilfe} h use Pqﬁgthggggwgugggfu . Thé mmyrnication
‘i card faces outward dlﬁers) %epen’gmg on the kind of celfurar phone

SJ%%@”agIL% We s ctJij%é& rag&m%@je% rmed.as a-SIN card, may he,

provided with a credi nction for treating electronic money and so on as

rellas the SIM function for allowinga cargier fo,rgat subsgriper-c1es5

information. In this case, the control device can control the credit function
cofidnthei reflected-wave transmission &urthesmers; ifsa Bighoeapagityum +o

memory card function is added to the SIM card,
an external control device. The cellular phone is allowed
to control the subscriber information via the contact
connecting means and the control device is allowed to

control the subscriber information via the wireless

communicating means.



36 the control device can access a control interface of the memory card
via the reflected-wave transmission. [0092] In such a case, the
contact connecting means carries out data transfer control compatible with
ISO/IEC 7816-3 as an IC card interface. The wireless communicating
means transmits a command/response APDU defined by ISO/IEC 7816-4
between the control device and the starage medium. [0093]
Furthermore, in this case, the transfer protocol system (I - 09) defined by
ISO/IEC 7816-3 may be set for the subscriber information storing means
froRt the cellular phone via the contact connecting means. In addition, at
the time of access from the control device, the wireless communicating
means recdgnizesthe transfear prétoéslsysiem et for thie subscribeny from
information storing means from the cellular phone, and carries out
St/ EEponga tofittolin detbrdancawitiithe tresférpretocons |
system. [0094 The storage medium according to an embodiment of
Iﬂ%ée% Bfie%é[én%%h%%n 617 %a%/efuﬁﬁgfc iln%lju sefvice i‘r%Bﬁﬁati@h”?toﬁﬁgdoes

é%%a%%¥%§§”%@é9%%¥“8%“@%% the respective devices or
functional modules are included in a single casing
(hereinafter, the same shall apply).

[ocg4]

Currently, in Japan, the functions of a $IM card,
memory card, and contactless IC card are each applied to
cellular pnones as an individual medium, and are utilized
for services of carriers. However, this feature relies on
the business model in Japan, in which variocus services
relating to cellular phones are integrally provided at
the initiative of carriers. As it stands, it is difficult
for this feature to prevall among many other countries in
which carriers merely supply users with SIM cards in
which subscriber information is stored and therefore the
flexibility of service provision by the carriers is
limited.

[O08&5]

The present inventors consider that it is

preferable that 3IM cards supplied to users by carriers

ke provided with wvarious functions as one of methods for



3'7 information relating to service provision. The "service information
relating to service provision" refers to functions of electronic money, a
credit card, and so on, which are provided by a =tactless IC card in related
arts. The control device can control deposit/withdrawal and accounting for
the credit function via the wireless communicating means. [0095]

That is, according to an embodiment of the present invention, a
contactless credit function can be easily provided to a cellular phone.
Furthermore, the shape and terminals of a related-art SIM card can be
fsed us ey Axe . CRiUS! tHe etbodimentaof the: pfesent invention cdn b
smoothly applied without the need to remodel a related-art cellular phone
TErind - RurthérmisreY atthe tirfié of 8fande/ofa eellular phorid terminal s o
information can be easily shifted merely by moving the SIM card to the
hewBHHInGL §60861C % ThaTstordige mediin af&6ringto arf @ SIM card
?mbogé@(fgte(g th&[esent invention may further include in the same

shape a memory ¢ard fanction afd a‘mémory Eard terinak foraccess to

the.qiepmary cayd ungtion 3uch 2 memory. card function s, enirollable.
from the cellular phone via the'memory card terminal and is

coptoliable from the.contrql device via the \{!‘é%'?ﬁ COMMUNICAING. ;e
means. For example, the control device can contro
gansmission/receptign of media content to/from the memory card function.
Furthermore, the control device cah control reception and reproduction of
media content recorded in the memory card function.

When a 3IM card is provided with a contactless IC
card technigue based on a related-art electromagnetic
induction system, the following problems will occur: the
communication range depends on the antenna and is not
sufficlently long; electric waves are ecasily interfered
by other components such as a battery in the terminal:
and it is difficult to design the SIM card and the

terminal main body due to restrictions on routing of a

coll antenna.

In contrast, according to an embodiment of the
present invention, a storage medium used in such a manner
as to be loaded in a cellular thone includes contact
connecting means for functioning for connection to the
ceilular phone, wireless communicating means for

functioning for connection to an external control device,



[0097] In this case, the wireless communicating means transmits a
command/response APDU defined by ISO/IEC 7816-4 to the control

device. It is preferable that a command/response that is to be transmitted
between the control device and the storage medium include an

information component that provides an access type for differentiation
between a command/response for conirpl: ling the memory card function

and a command/response compatible with ISO/ISO 7816-4. This feature
allows access to the SIM card from both the cellular phone and the control
device by3he samie ransferprotocol wWithourchangea:of thetransfering
protocol set in the SIM card. [0098] =~ The memory card function has a
MERErY cartshape 2imd a ‘chrd tetmindl thatdreedinedbythe  The
39_standard of any of a Memory Stick, SD card, MMC, Compact Flash
fﬁé@%?éﬁeﬁetFadHPﬁyM%ﬁooﬁsﬁ%éFrfb?yﬁ‘?é‘Wgr%éaﬁéﬁtwﬁéﬁa%%ﬂ@ar%mm
]quréctionﬁii Sglded t%a SIP_card equipped with a wireless communication

fiiiction based orF A réflected-wave transnilssior SYStei HibedE diatha nd

refeciewaye iansmissign aliws Media content llized.on g.ceflular, .
phone to be treated also from the control dewce.CComblnlng such a

memary:card function.with the SIP function.and.the credit fu ?558@ Rgits
a carrier to provide a distribution service for media content_ [0099]

the same size and terminal shape as those of a SIM card
defined by GSM {11.11) and ISO/IEC 7816.

[0088]

The wireless communicating means includes a
reflector that transmits data by a reflected wave arising
from modulation preocessing, and the control device
includes a reflected-wave read unit that transmits an
unmodulated carrier and reads out data from a modulated
reflected wave from the reflector. The wireless interface
for connection to the contreol device employs a reflected-
wave transmission system.

[06g9]

That 1s, the storage medium according to an
embodiment of the present invention can be formed as a
SIM card provided with a wireless communication function
based on the reflected-wave transmission system. This
allows access to the control interface of the SIM card

from an external control device via wireless



Furthermore, it is also possible that a user utilizes content that is originally
intended for use by a cellular phone with use of external apparatus (i.e.,
reproduces the content) by transferring the content via reflected-wave
transmission. In reading out of content, the reflected-wave transmission
allows high-speed operation with low power consumption. Advantageous
Effects [0100] An embodiment of-{he present invention can provide
an excellent storage medium that has the same size and terminal shape
as those of a SIP card defined by GSM (11.11) and ISO/IEC 7816 and
canprovide plural farictibiis Zofsuchtasifunetions-ofa memenccardystem.
electronic money, and credit card on a cellular phone, and the
Bifsbdiment can' provideia EdRmbRicaticiT sySterm diftPa tatréhdevice.
OJ%lél e \Eurthermﬁore, an embodiment of the present invention can
providé ahi exCaiiént Storagl meditiT that incfided a Bortaéiessinterface
g§§p§§ aegorgg%tbcovnélgc;[ilog Iiﬂ_ntggrg_lc:lecfaor c‘ggge%tion toa ceIIuIarlphone, -
and of which Stored contents relating to provision of ServicEs by amemory -2
a1th elegtionic money. apdsredit pard are fayaraply contiolled oy an. ..,
external control device via the contactless mter?ace, and the embodiment
€88 provide a.communication;system apd.a;control device. [0102]
[(0050]

In the case of incorporating the antenna for the
reflected-wave transmission in the storage medium such as
a SIM card, 1t 1s preferable that this bullit-in antenna
be disposed on both the front surface and back surface of
the SIM card, in consideration of possibility that the
orientation of the S5IM card loaded in the =slot of a
cellular phone differs (which of the front surface and
back surface of the SIM card faces outward differs)
depending on the kind of cellular phone terminal.

[0091]

The storage medium formed as a SIM card may be
provided with a credit function for treating electronic
money and so on as well as the SIM function for allowing
& carrier to treat subscriber information. In this case,
the control device can control the credit function via

the reflected-wave transmission. Furthermore, if a high-

capacity memory card function is added to the SIM card,



Moreover, an embodiment of the present invention can provide an

excellent storage medium that is obtained by housing all circuit

components relating to a contactless interface, including an antenna, in a

SIM card defined by GSM (11.11) and ISO/IFS 7816 and can secure

sufficient communication performance of the contactless interface without

suffering from interference by a compengent in a cellular phone terminal

even when being loaded in the cellular phone, and the embodiment can

provide a communication system and a control device. 91 [0103]

The storagetrheditii-aécordingate @cembodifient of thepreséatinverition e

is formed of a SIN card provided with a wireless communication function

BaSEd HnE retletist-watde TahsAiSHoIT ¥5stém’” aAd i4'd6 Ebnfigured as

1;08 Ié vy access to the control interface or the SIN card from an external
ntr6l'device via such a wireless intorface. Via the wireless interface, e.g.

a commapd/res nse system based on SO/IEC 7816-4 is transmitted.

Thereforé, the Sto red Conterits in the SIN card ¢an be contrSlIetralSs from

dhe-external conygl deviea iathe wisless iptefage.siniady fa contigly 1

from a cellular phone. Furthermore, the wire ction can be applie

yarieus kinds of cards hecause:it.does.not depend on a-higher-level
protocol of the SIN card. [0104] In access to the SIN card via the

wirelessiinterface, access prosessing is carkiedout afterrgcoguition of the
transfer protocol and the clock rate that are initially set for the SIN card

frofd a<cellular phore=Thisallows aceess to-therSIN-card-from heth the 2ng
cellular phone and the control device with the same transfer protocol and
tlockaaterwithoutschange of the transfer protocol and the clock rate set in
the SIN card. 42 [0105] As functions of the SIM card, a credit

fliction for treatin.g electronic money and so on as well as the SIN

function for allowing a carrier to treat subscriber information can be
incorporated ™ EgriRerhfore; thetéontrat device Uses e ereditfunativhoas 1
well as the SIN function via the wireless interface to therebi/ carry out

Tontrolof defosits/withidrawalsnd &ccouiting & alldws the? may be

coptaictless credit function to be ugllzed
he subscriber Information storing means from the

cellular phone via the contact connecting means. In
addition, at the time of access from the control device,
the wireless communicating means recognizes the transfer
protocol system set for the subscriber information
storing means from the cellular phone, and carries out
command/response control in accordance with the transfer
protocol systenm.
[06s4]

The storage medium according to an embodiment of
the present invention may further include service

information storing means for storing therein service



also on a cellular phone. The shape and terminals of a related-art SIN
card can be used as they are. In addition, the SIN card can be applied
without the need to remodel a relatedart cellular phone terminal.
Furthermore, at the time of change of a cellular phone terminal, both
subscriber information and electronic money i orma ion can be transferred
to the new terminal merely by moving the SIN card to the new terminal.
[0106] If a 2.4-GHz frequency band is utilized for reflected-wave
transmission via the wireless interface incorporated in the SIN
tardanterinasize ¢an berdecreased-compatedawitis EeliCa, Bihich employse
a 13.56-MHz band. This can integrate the antenna with the card. [0107]
#BTOIMEUHHRIMAGIE: alfigh-tapaéityetndry edretupetion Ay e added
%o the SIM card. This allows access to a control interface of the memory

BHfrof an Extefrial ConftBldeica Gid the réficcidd-wavedrarisfission o

That is, media conte is originally intended for use from a cellular

_ content that flar
Yhone can be et ﬁ@% the’ extetnat confrsiTdeVice” EombiRingtha - =<
Digh:capacity memory card function with the credit function permits a _
carrier to provide a distrib%d%gﬁ%%rvﬁgen fo”rorh‘é:d“lgd%o#F&?.S#L?r?ﬁ%r%r:r?o%é,aéiJ al

yser gan.ytilize content thatis qriginally intended for yse b %etgex!mlrlﬂlla‘éless
y

phone from external apparatus by transmitting the content he

seflected-wavetransmission. The reflected-wave transmission in reading
out of content allows high-speed operation with low power consumption.
[0108] ] Still other aspects, features and advantages of the present
invention will become apparent from the following more detailed
descriptioh based pnembodiments-of the imvention-andthe aceampanying -
drawings.
invention, a contactless credit function can be easily
provided to a cellular phone. Furthermore, the shape and
terminals of a related-art SIM card can be used as they
are. Thus, the embodiment of the present invention can be
smoothly applied without the need to remodel a related-
art cellular phone terminal. Furthermore, at the time of
change of a cellular phone terminal, information can be
easily shifted merely by moving the SIM card to the new
Lterminal.
[00%6]

The storage medium according to an embodiment of
the present invention may further include in the same
shape a memory card function and a memory card terminal

for access to the memory card function. Such a memory

card function is controllable from the cellular phone via



Brief Description of Drawings [0109] [Fig. 1] Fig. 1 is a diagram showing a
configuration example 44 of a contactless wireless unit 100 applied to a
reflector. [Fig. 2] Fig. 2 is a diagram showing a configuration example
of a wireless unit 11 applied to a reflected-wave read unit. [Fig. 3]

Fig. 3 is a diagram showing the hardware configuration of a SIN card in
which a reflected-wave transmission system is applied to a wireless
interface. [Fig. 4]

the memory card terminal and is controllable from the
control device via the wireless communicating means. For
example, the control device can control
transmission/reception of media content to/from the
memory card function. Furthermore, the contrcol device can
control reception and reproduction of media content
recorded in the memory card function.

[0097)

In this case, the wireless communicating means

ransmits a command/response APDU defined by ISO/IEC

78le~4 to the control device. t is preferable that a
command/response that is to be transmitted between the
control device and the storage medium include an
information component that provides an access type for
differentiation between a command/response for
contrelling the memory card functicon and a
command/response compatible with ISO/IEC 7816-4. This
feature allows access to the SIM card from both the
cellular phone and the control device by the sane

transfer protocel without change of the transfer protocol

set in the SIM card.

The memory card function has a memory card shape

and a memory card terminal that are defined by the



Fig. 4 is a diagram schematically showing the hardware configuration of a
control device that controls the SIN card 12 shown in Fig. 3 via the
wireless interface 7 based on the reflected-wave transmission system.
[Fig. 5] Fig. 5 is a diagram showing a hardware configuration example of
a SIN card 14 that is integrated with a memory card function and employs
a reflected-wave transmission system ag its wireless interface. [Fig. 6]
Fig. 6 is a diagram showing a configuration example of a wireless frame.

[Fig. 7] 45

standard of any of a Memory Stick, SD card, MMC, Compact
Flash (registered trademark), and USB memory. If a high-
capacity memory card function is added to a SIM card
equipped with a wireless communication function based on
a reflected-wave transmission system, access via the
reflected~wave transmission allows media content utilized
on a cellular phone to be treated also from the control
device. Combining such a memory card function with the

SIM function and the credit function permits a carrier to

provide a distribution service for media content.

Furthermore, it is alsc possible that a user
utilizes content that is originally intended for use by a
cellular phone with use of external apparatus (i.e.,
reprocduces the content) by transferring the content via
reflected-wave transmission. In reading out of content,
the reflected-wave transmission allows high-speed
operation with low power consumption.

Advantagecus Effects
[0100]

An embodiment of the present invention can provide
an excellent storage medium that has the same size and
terminal shape as those of a SIM card defined by GSM

{11.11) and ISO/TEC 7816 and can provide plural functions



Fig. 7 is a diagram showing a frame configuration in which a control
command system applied to a SIM card is carried on a data frame, [Fig. 8]
Fig. 8 is a diagram showing a frame configuration example in which a
control command system applied to a memory card is carried on a data
frame. [Fig. 9] Fig. 9 is a diagram showing a frame configuration
example in which a control command gystem coupled to sector data for
read/write from/to a memory card is carried on a data frame. [Fig. 10]

Fig. 10 is a diagram showing an example of frame sequence for
ebhtroliig e SV @afd 22 frormarcontrof device 43¢ [Figott]Figetieis,a and
diagram showing a configuration example of a wireless communication
%?@%ﬁ?ﬂ%ﬁBﬁeRﬁaa celiuilar phone, and the embodiment can
provide a communication system and a contreol device.
(0101]

Furthermore, an embodiment of the present invention
can provide an excellent storage medium that includes a
contactless interface besides a contact connection
interface for connection tc a cellular phone, and of
which stored contents relating to provision of services
by a memory card, electronic money, and credit card are
favorably contrelled by an external control device via
the contactless interface, and the embodiment can provide
a communication system and a contrcl device.

(0102}

Moreover, an embodiment of the present invention
can provide an excellent storage medium that is obtained
oy housing all circuit components relating to a
contactless interface, inciuding an antenna, in a SIM
card defined by GSM (11.11) and ISO/IEC 7816 and can
secure sufficlent communication performance of the
contactless interface without suffering from interference
by a component in a cellular phone terminal even when

being loaded in the cellular phone, and the embodiment

can provide a communication system and a control device.



service of electronic money or a credit card with use of card and a
control device according to one embodiment of the present invention. [Fig.
. 12 is a diagram showing a configuration 46 example of a wireless
communication system that offers a distribution service for
copyright-managed content with use of a multifunction SIN card and a
control device. [Fig. 13] Fig. 13 is;g diagram showing an example in
which DRM content recorded in a SIN card 140 is reproduced by a control

device. [Fig. 14A]
[0103]

The storage medium according to an embodiment of
the present inventicn is formed of a SIM card provided
with & wireless communication function based on a
reflected-wave transmission system, and is so configured
as to allow access to the contreol interface of the SIM
card from an external control device via such a wireless
interface. Via the wireless interface, e.g. a
command/response system based on ISO/IEC 7816-4 is
transmitted. Therefore, the stored contents in the SIM
card can be contrellied also from the external control
device vlia the wireless interface similariy to control
from a cellular phone. Furthermore, the wireless function
can be applied to variocus kinds of cards because it does
not depend on a higher-level protocol of the SIM card.
[0104]

In access to the SIM card via the wireless
interface, access processing is carried out after
recognition of the transfer protocol and the clock rate
that are initially set for the 3IM card from a cellular
phone. This allows access to the SIM card from both the
cellular phone and the control device with the =same
transfer protocel and cleck rate without change of the

transfer protocel and the clock rate set in the STM card.



. 14A is a diagram showing the structure of a SIN card. [Fig. 1431
Fig. 143 is a diagram showing the structure of a contactless IC card. [Fig.
15] Fig. 15 shows an example in which a SIN card 1 is applied to a
cellular phone 2. [Fig. 16] Fig. 16 is a diagram for explaining the functions
of a SIN card and an IC card. [Fig. 17] Fig. 17 is a diagram
schematically showing the hardware cgnfiguration of a SIN card (IC card).
(01051

As functions of the $IM card, a credit function for
treating electronic money and so on as well as the SIM
function for allowing a carrier to treat subscriber
information can be incorporated. Furthermore, the control
device uses the credit function as well as the 3SIM
function via the wireless interface to thereby carry out
control of deposits/withdrawals and accounting. This
allows the contactless credit function to be utilized
also on a cellular phone. The shape and terminals of a
related-art SIM card can be used as they are. In addition,
the SIM card can be applied without the need to remodel a
retlated-art cellular phone terminal. Furthermore, at the
time of change of a cellular phone terminal, both
subscriber information and electronic money information
can be transferred to the new terminal merely by moving
the SIM card to the new terminal.

[0

06}

[

If a 2.4-GHz freguency band is utilized for
reflected-wave transmission via the wireless interface
incorporated in the SIM card, the antenna size can be
decreased compared with FeliCa, which employs a 13.56-MHz

band. This can integrate the antenna with the card.

[0107]



[Fig. 18] Fig. 18 is a diagram schematically showing the 47 hardware
configuration of the cellular phone terminal 2 in which the SIN card 1 is
loaded. [Fig. 19] Fig. 19 is a flowchart snowing the procedure of
interface processing of a SIN card (IC card) based on the standards of
ISO/IEC 7816-3, and -4. [Fig. 20] 43 20 is a diagram showing
command/response ARM) applied to the interface of a SIN card (IC card)
based @ thenlSOAEE 784654 standarch{Figy 2dkmory card function
may be added to the SIM card. This allows access to a
control interface of the memory card from an external
control device via the reflected-wave transmission. That
is, media content that 1s coriginally intended for use
from a cellular phone can pbe treated from the external
control device. Combining the high-capacity memory card
function with the credit function permits a carrier to
provide a distribution service for media content.
Furthermore, a user can utilize content that is
originally intended for use by a cellular phone from
external apparatus by transmitting the content by the
reflected-wave transmission. The reflected-wave
transmission in reading out of content allows high-speed
operation with low power consumption.
[0108]
Still other aspects, features and advantages of the
present invention will become apparent from the fellowing
more detalled description based on embodiments of the

invention and the accompanying drawings.

Brief Description of Drawings

Fig. 1 is a diagram showing a configuration example



Fig. 21 is a diagram simply showing an example of the sequence of
control of the protocol of authentication and encryption with use of a SIN
card and an IC card. [Fig. 22] Fig. 22 is a diagram schematically
showing the hardware configuration of a memory card. [Fig. 23] Fig,
23 is a diagram schematically showing a hardware configuration example
of a card obtained by incorporating a SIN card and a memory card in a
one-shape body. Explanation of Reference Numerals [0110] 48 1...SIM

card 2...Cellular phone
of a contactless wireless unit 100 applied to a reflector.

[Fig. 2]

Fig. 2 is a diagram showing a configuration example
of & wireless unit 11 applied to a reflected-wave read
unit.

[(Fig. 3]

Fig. 3 is a diagram showing the hardware
configuration of a SIM card in which a reflected-wave
transmission system is applied to a wireless interface.
[Fig. 4]

Fig. 4 is a diagram schematically showing the
hardware configuraticn of a contrcl device that controls
the SIM card 12 shown in Fig. 3 via the wireless
interface 7 based on the reflected-wave transmission
system.

[Fig. 5]

Fig. 5 1s & diagram showing a hardware
configuration example of a SIM card 14 that is integrated
with a memory card function and employs a reflected-wave
transmission system as its wireless interface.

[Fig. o]
Fig. ¢ 1s a diagram showing a configuration example

of a wireless frame.



4...1C card interface 6...Memory card interface 7,. .Wireless interface
10...Contactless wireless u 1001.. .Antenna switch 1002...Baseband
controller 1003...ASK receiver 11.. .Wireless unit 1101...Antenna 1102..
.Circulatcr 1103...Receiver 1104...Transmit;_er 1105...Baseband
controller 1106...System bus 1107.. .CPU 12...SIM card

45

=]

ig. 7 is a diagram showing a frame configuration
in which a control command system applied to a SIM card
is carried on a data frame,

[Fig. 8]

Fig. 8 is a diagram showing a frame configuration
example in which a control command system applied to a
memory card 1s carried on a data frame.

[Fig. 9]

Fig. 9 is a diagram showing a frame configuration
example in which a control command system coupled to
sector data for read/write from/to a memory card is

carried on a data frame.

Fig. 10 is a diagram showing an example of frame
sequence for controlling the SIM card 12 from a control
device 13.

[Fig. 11]

Fig. 11 is a diagram showing a configuration
exampie of a wireless communicaticon system that offers a
service of electronic money or a credit card with use of
a 3IM card and a control device according to one

empodiment of the present invention.

Fig. 12 1s a diagram showing z configuration



1200.. .Built-in antenna 1201...I1C card controller 1202.. .Selector
13..device 1301...Ul functional unit 1302.. .Communication functional unit
49 14...SIM card 1400.. .IC card/memory card controller 1401... Selector
30.. ,Carrier 31...Center
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example of a wireless communication system that offers a
distribution service for copyright-managed content with

use of a multifunction SIM card and a2 control device.

Fig. 13 is a diagram showing an example in which
DRM content recorded in a SIM card 140 is reproduced by a
control device,
[Fig. 1434]

Fig. 14A 1s a diagram showing the structure of a
SIM card.
[Fig. 14R]

Fig. 14B is a diagram showing the structure of a
contactless IC card.
[Fig. 15]

FPig. 15 shows an example in which a SIM card 1 is
applied to a celiular phone 2,
[Fig. 16]

Fig. 16 is a diagram for explaining the functions
of a SIM card and an IC card.

(Fig. 17]

ot
o
b

Fig. 17 is a diagram schematically showing
hardware configuration of & SIM card {(IC card).
[Fig. 18]

fig. 18 is a diagram schematically showing the



300...IC card terminal 301 .,,IC card interface controller 302.. .CPU
303...System bus 304.. .ROM 305...RAM 306...Cryptographic block
307...EEPROM 400. ..IC card slot 401...IC card interface controller 402..
.CPU 403...System bus 404.. .ROM 405.. .RAM 406...Cryptographic
block
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hardware configuration of the cellular phone terminal 2
in which the 3IM card 1 is loaded.
{Fig. 191

Fig. 1% is a flowchart showing the procedure of
interface processing of a SIM card {IC card) based on the
standards of ISO/IEC 7816-3, and -4.

[Fig. 20]

Fig. 20 is a diagram showing command/response APDU
applied to the interface of a SIM card (IC card! based on
the ISO/IEC 7816-4 standard.

[Fig. 21]

Fig. 21 is a diagram simply showing an example of
the sequence of control of the protocol of authentication
and encryption with use ¢of a SIM card and an IC card.
(Fig. 27]

Fig. 22 1s a diagram schematically showing the
hardware configuration of a memory card.

[Fig. 23]

Fig. 23 1is a diagram schematically showing a
hardware configuration example of a card obtained by
incorporating a SIM card and a memory card in a one-shape
body.

Explanaticn of Reference Numerals

[0110]



407,, .EPROM 408.. .01 functional unit 800.. .Memory card terminal 801..
.Memory card interface controller 50 802,. .Cryptographic block 803..
.Flash controller 804... Flash memory 2200 ...Television

43
1...8IM card
Z...Cellular phone
4...IC card interface
¢...Memory card interface
V... Wireless interface
10...Contactless wireless unit
1001.. . Antenna switch
1002, . . Baseband controller

1003, . .A8K receiver
il...Wireless unit
1101, . .Antenna

1162, . .Circulator

1103, ., .Receiver

[

104, . . Transmitter

1105.. .Baseband controller
1106...5ystem bus
1107...CPU

12...3IM card

1200...Built-in antenns
1201...IC card controllex
1202, . . 5elector
13...Control device

1301, ..0I functional unit

1302, . .Communicaticn functional unit



2201.. ,Speaker Best Modes for Carrying Out the Invention [0111]
Embodiments of the present invention will be described in detail below
with reference to the drawings. [0112] One embodiment of the
present invention provides a storage medium obtained by incorporating a
wireless communication function in a SIM card in which subscriber
information of a cellular phone is storegl; Basically, this storage medium
has the same size and terminal shape as those defined by ISO/I-C 7816.
[0113] Furthermore, the storage medium according to one
embodiméntafitie present invention employs a reflected-wave
transmission system as its wireless communication system. The term
iiefBetedivaeé trandimission  ¢efefs & commanication system in which
a reflector sends a reflected-wave signal arising from execution of
Modulatioreprocesding for received electric waves to 51 thereby allow
¥vdreles§at£%qserr}ission. The reflected-wave transmission has a feature that
oW power consumption can be realized in a communication mode in
g\@jc‘hv Hgg%rgigsion from the reflector side occupies almost all of the
communication.

300...IC card terminal
3C01...IC card interface controller
302...CFRU

30G3...8ystem bus
304...ROM

305, . .RAM
306...Cryptographic block

307...EEPROM

400...IC card slot
401...IC card interface controllier
402...CPU

403...5ystem bus

4G4 ... ROM

405.. . RAM
406...Cryptegraphic block
407...EEPREOM

408...UI functional unit
§00. . .Memory card terminal

801...Memory card interface controllier



[0114] A reflected-wave transmission system is formed of a reflector
that transmits data by using a reflected wave arising from modulation
processing, and a reflected-wave read unit that reads out data from a
reflected wave sent by the reflector, At the time of data transmission, the
reflected-wave read unit transmits an unmodulated carrier. In response to
this, the reflector executes modulation=processing corresponding to
transmission data for the unmodulated carrier by carrying out load
impedance operation such as turning on/off of the antenna terminal, to
theteby Seig out datd Thelréfledted-wave read unit receives this reflected
wave and can acquire the transmission data through demodulation and
t8code pracessig [01451 €Y The reflector is formed of e.g. an antenna
that reflects incident continuous electric waves, a transmission data

enerationGireu€517d 3n impedance 52 change circuit that changes the
' dance (if the antenna depending on transmissicn. data. Fig. 1 shows
a‘configuration exaniple of a contactless wireless unit 10 applied to the
reflector. 01@1 . Reference numeral 1001 denotes an antenna switch
asa single‘-pgléfdouble-throw (SPOT) switch. This antenna switch

fungtions both for predyction of a-reflected wave and igr switching

between transmission and reception. A terminal ¢ is connected to an
antenna.

Embodiments of the present invention will be

described in detaill below with reference to the drawings.

oy

[(0112]

One embodiment of the present invention provides a
storage medium obtained by incorporating a wireless
communication function in a SIM card in which subscriber
information of a cellular phone is stored. Basically,
this storage medium has the same size and terminal shape
as those defined by ISO/IRC 7816.

[0113]

Furthermore, the storage medium according to one
embodiment of the present invention employs a reflected~
wave transmission system as its wireless communication

AN

system. The term “reflected-wave transmission” refers to

& communication system in which a reflector sends a

reflected-wave signal arising from execution of

medulation processing for received electric waves to



[0117] At the time of data transmission, a terminal b is kept at the
off-state by a baseband controller 1002, so that the right-end switch is
kept at the off-state. Furthermore, transmission data (TX DATA) is applied
to a terminal a from the baseband controller 1002. Because a terminal d is
grounded, the left-end switch is shorted when the transmission data is 1,
and is opened when the transmission gata is 0. In this manner, phase
modulation is executed for an unmodulated carrier received via the
antenna (not snown), so that the resultant wave is emitted from the
anfarmarasia produiated reflectéd-avaseisignaln[01 18} 53 o £ 1 cAtithé timer e
of data reception, the terminal b is kept at the on-state by the baseband
coAttaer =002} and anfASKR Hiodiflatedsignal fecaived by e antehharis can
sent to an ASK receiver 1003 via a terminal e. The sent signal is
‘demiduitatéd by 'the ASIOTEREver 10038088 o Hé' cofvierfedtbreeaiveg ion
gata (F%)é DQTA). In.this manner, the received data is sent to the

2ASBbANT controller 1002° 011 9F ©= UFRig S2 ShBWwE a configtiration®
gx%@&e of & %g@]ess unit 11 applied to the reflected-wave read unit side.
The wireless unit 11 includes an antenna 1101, a circulator 1102, a
géqewqr 1103, a transmitter 1104, and a baseband controller 1105. [0120]

hen the wireless unit 11 reads data from the contactiess wireless unit 10

shown inFige k. an-upmodylated carrier is.generated from the transmitter, -

1104 in response to an instruction by the baseband controller 1105. The
wamodkiated casrer-passes threugh the girculator 1102 andiis emitted; - -
from the antenna 1101 toward the contactiess wireless unit 10. The
circalatey ¥Oisrused ta separate- adeansmission wave (damodutated wave
carrier) from a received wave (modulated reflected wave) when
TranSmission ahdreceptivn aresimaltaneously 2 reflected wave sent

by the reflector. At the time of data transmission, the
reflected~-wave read unit transmits an unmodulated carrier.
in response to this, the reflector executes modulation
processing corresponding to transmission data for the
unmodulated carrier by carrying out load impedance
operation such as turning on/off of the antenna terminal,
to thereby send out data. The reflected-wave read unit
receives this reflected wave and can acguire the
transmission data through demodulation and decode
processing.
[0115]

The reflector is formed of e.g. an antenna that
reflects incident continucus electric waves, a

transmission data generation circuit, and an impedance



54 carried out. [0121] As described above, a reflected wave is
produced from the unmodulated carrier in the contactiess wireless unit 10,
so that the wave is returned to the wireless unit 110 as a modulated
reflected wave. This modulated reflected wave is received by the receiver
1103 via the antenna 1101 and the circulator 1102 and is converted to a
baseband 1Q signal, followed by being-demodulated by the baseband
controller 1105. [0122] On the other hand, at the time of transmission
of data or a control command from the wireless unit_ 110 to the
contactessiwireless unitl 07 aarASK ndduldted waveds generated byitherna
transmitter 1104 in accordance with transmission data from the baseband
E6RESIfeE 1105 sb Hidt the generated wave i5 emitted ffomythesantenna
1.101 similarly. The baseband controller 1105 is connected to a system
bUE 1188 &rid BRclFEiGES Idata With £68rtal precsssifg Grit (CPUY 111070
V|a T system bus 1106, The CPU 1107 executes processing for a higher
g ¢ the rr%ro%@& ‘and processing for control of the operation

%Eh& ntlre unit.

Reference numeral 1001 denotes an antenna switch as
a single-pole/double~-throw (SPDT) switch. This antenna
switch functions both for production of a reflected wave
and for switching between transmission and reception. A
terminal ¢ is connected to an antenna.

[0117]

At the time of data transmission, a terminal b is
kept at the off-state by a baseband controller 1002, so
that the right-end switch is kept at the off-state.
Furthermore, transmission data (TX DATA) is applied to a
terminal a from the baseband controller 1002. Because &
terminal d is grounded, the left-end switch is shorted
when the transmission data is 1, and is opened when the
transmission data is 0. In this manner, phase modulation
1s executed for an unmodulated carrier received via the
antenna (not shown), so that the resultant wave 1s
emitted from the antenna as a modulated reflected-wave
signal.

(0118}



55 It is also possible that in the contactless wireless unit 10, the

antenna switch. 1001 for changing the load impedance of the antenna is
formed of a CMOS transistor incorporated in a circuit module.

Alternatively, the antenna switch 1001 may be formed of an integrated

circuit (IC) composed of gallium. arsenic (GaAs) separately from a circuit
module so that highspeed switching operation can be realized with low
power consumption__ In the latter case, the rate of data transmission

through reflected-wave modulation is enhanced, and the power
consumptibnisisuppressed tolséveraktens of microwattstortowes 1l b is
Therefore, considering the fact that the power consumption of wireless

LARF afthe'tinfe BF comfritiication’is i theslange of abbupdevarall 002, and
hundreds of milliwatts to several watts, it can be said that the

TEIettda Wave ohfnuficalien has overitelMing pérfértarncedifiérenta
compar ith general wireless LAN, which involves significantly higher .
%%w%ﬁ c%%gjmrﬁgﬁgﬁ Yr%%ergt%ge%.g Vrdbahess Phatétit Laid-oper No® ntSignal

2005-64822). 4] . . Fur ore, the contactless wireless unit 10
LQ éé%og&%#ﬁéé gcuh efs VEL.%%gj qﬁ

equipped Wi erefl tor?or a SIN card équipped with thé contactiéss

wireless.unit 10) does.notgenerate a 56 carrier but merely reflects .

received electric waves. Therefore, it is not regarded as a wireless station

andhence is treatedsas bgingrexempt from regulations.imposed ony, o5 |
radio-wave communication. Furthermore, other contactless

comueunication systems such as an electromagnetic induction system

employ a. frequency in the range of several megahertz to several

hundreds ofmegaheriz {e.g.,43.65 MHz)t nceonitastthe reflected-ivaves s =
communication system can realize high-speed data transmission with use
wietg.'al2 A-GHEzdrigh frequencyebarmd:-taliedthed SMebandifindustiyie .  The
Science and Medical band). [0125] Performance specifications of the
yeéfiécted-waveitransmissionsystem are sligwn in Table,1.4nTableilator

1102, & recezver 1103, a transmitter 1104, and a baseband
controller 110G5.
[(0120]

When the wireless unit 11 reads data from the
contactless wireless unit 10 shown in Fig. 1, an
unmodulated carrier is gensrated from the transmitter
1104 in response to an instruction by the baseband
contreller 1105. The unmodulated carrier passes through
the circulator 1102 and is emitted from the antenna 1101

-

toward the contactless wireless unit 18, The circulator
1102 1s used to separate a transmission wave (unmodulated

carrier) from a received wave (modulated reflected wave)

when transmission and reception are simultaneously



indicates the direction from the contactless wireless unit 10 to the wireless
unit 11, and "Down" indicates the direction from the wireless unit 11 to the
contactless wireless unit 10. 57 [0126] [Table 1] ltems Specifications Use
frequency band 2.4-Gus band
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carried out.

[0

et

211

As described above, a reflected wave is produced
from the unmodulated carrier In the contactless wireless
unit 10, so that the wave 1s returned to the wireless
unit 110 as a modulated reflected wave. This modulated
reflected wave 1s received by the receiver 1103 via the
antenna 1101 and the circulator 1102 and 1s converited to
a baseband IQ signal, followed by being demodulated by
the baseband controller 1105,
[(0122]

On the other hand, at the time of transmission of
data or a control command from the wireless unit 110 to
the contactless wireless unit 10, an ASK modulated wave
ls generated by the transmitter 1104 in accordance with
transmissicon data from the baseband controlier 1105, so
that the generated wave 1s emitted from the antenna 1101
similarly. The baseband controller 1105 is connected to a
system bus 1106, and exchanges data with a central

processing unit (CPU) 1107 wvia the system bus 110&. The

=

CrU 1107 executes processing for a higher layer of the

communication protocol and processing for control of the

operation of the entire unit.

[0123]



Trapsmission. rate Up:20 Mhos,Down:2.5 Mbps Modulation system _
Up:QPSK/BPSK,Down:ASK Transmission system Up-down asymmetric
TDD system Maximum throughput

st
[

It is alsc possible that in the contactless
wireless unit 10, the antenna switch 1001 for changing
the load impedance of the antenna is formed of a CMCS
transistor incorporated in a circuit module.
Alternatively, the antenna switch 1001 may be formed of
an integrated circuit (IC) composed of gallium arsenic
(GahAs) separately from a circuil module so that high-
speed switching operation can be realized with low power
consumption. In the latter case, the rate of data
transmission through reflected-wave modulation is
enhanced, and the power consumption is suppressed to
several tens of microwatts or lower. Therefore,
considering the fact that the power consumption of
wireless LAN at the time of communication is in the range
of about several hundrads of milliwatts to several watts,
1t can be said that the reflected-wave communication has
overwhelming performance difference compared with general
wireless LAN, which involves significantly higher power
consumption (refer to e.g. Japanese Patent Laid-Open No.
2005-64822) .

[0124]
Furthermore, the contactless wireless unit 10

T
i

Uy
=

equipped with the reflector {(or a i card eguipped with

the contactless wireless unit 10} does not generate a



15, Mbps,Down:1.5 Mbps Error correcting code Up: Reed Solomon
code,Down:BCE code Retransmission controlsystem Hybrid ARP2 system
Transmission power of wireless unit 10 mwW
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carrier but merely reflects received electric waves.
Therefore, it 1s not regarded as a wireless station and
hence is treated as being exempt from regulations imposed
on radio-wave communication. Furthermore, other
contactless communication systems such as an
electromagnetic induction system employ a frequency in
the range of several megahertz to several hundreds of
megahertz (e.g., 13.65 MHz). In contrast, the reflected-
wave communication system can realize high-speed data
transmission with use cof e.g. a 2.4-GHz high freqguency
band called the ISM band (Industry Science and Medical
band) .

[0125]

Performance specifications of the reflected-wave
transmission system are shown in Table 1. In Table 1,
“Up” indicates the direction from the contactless
wireless unit 10 to the wireless unit 11, and “Down”
indicates the direction from the wireless unit 11 tc the

contactless wireless unit 10.



Antenna gain of wireless unit 5 dEi Power consumption of reflector 30
mW (Average at the time of communication) 1Comnunication range
Lantenna) Maximum 3 m(depends on reflector side

&3}
~t

[012¢6]

[Table 17

items Specifications

Use frequency band 2.4-GHz band

Transmission rate Up: 20 Mbps, Down: 2.3 Mbps
Modulation system Up: QPSK/BPSK, Down: ASK

Transmission system Up—-down asymmetric TDD svstem

Maximum throughput Up: 16 Mbps, Down: 1.5 Mbps

Error correcting code Up: Reed Scolomon code, Down: BCH cods
Retransmission contrcel system | Hybrid AR( systen

Transmission power of 10 mW

wireless unit

Antenna gain of wireless unit | 5 dBi

Power consumption of 30 mW (Average at the time of
reflector communication)

Communication range Maximum 3 m {depends on reflector sids

antenna;

[0127]

Fig,

3 shows the hardware configquration of a $SIM

card 12 in which the reflected-wave transmission system

is applied to a wireless interface.

configuration obtained by additively providing the SIM

card shown in Fig.

10, a built-in antenna 1200,
and a selector 1202.
[0128]

A wireless

interface 7

functions

o control

the

This SIM card has a

17 with the contactless wireless unit

an 1C card controller 1201,

SIM

card 1z via the reflected-wave transmission system, and

-

characteristical
APDU 20)

using a wireless frame.

(0129}

iy transports data of command/response

applied to the IC card interface by




[0127] Fig. 3 shows the hardware configuration of a SIN card 12 in
which the reflected-wave transmission system is applied to a wireless
interface. This SIN card has a configuration obtained by additively
providing the SIN card shown in Fig. 17 with the contactless wireless unit
10, a built-in antenna 1200, an IC card controller 1201, and a selecto.,
1202. [0128§] A wireless interface zfunctions to control the SIN card
12 via the reflected-wave transmission system, and characteristically
transports aa.L.a of command/response APDO (see Fig. 20) applied to
the IC caktPinterfacecby Usinga wirekess franfe;40£29]168 the Upomt-in
receiving a wireless frame via the built-in antenna 1200, the contactiess
Wirefdssunit 10 rahsimits Cormfand data caffied of the framtottherienits
card controller 1201. [0130]

command data carried on the frame to the IC card
controller 1201,
[0130]

The IC card controller 1201 is connected via the
selector 1202 to the IC card interface controller 301 by
a predetermined electric signal applied to the IC card
interface. The selector 1202 functions to select one of
the path for an electric signal from the IC card
controller 1201 and the path for an electric signal from
the IC card terminal 300,

[0131]

The IC card controller 1201 transmits the command
data to the IC card interface controller 301 by a data
transfer system complying with ISC/IEC 7816. Subsequently,
the IC card controller 1201 receives response data as the
resuit of command processing by the CPU 302. The response
data 1s carried on & wireless frame by the contactless
wireless unit 10, followed by being transmitted via the
bullt-in antenna 1200 to the wireless interface 7.

10132]
Regarding the configuration of the built-in antenna

1200, it is preferable that the built-in antenna be



The IC card controller 1201 is connected via the selector 1202 to the IC
card interface controller 301 by a predetermined electric signal applied to
the IC card interface. The selector 1202 functions to select one of the path
for an electric signal from the IC card controller 1201 and the path for an
electric signal from the IC card terminal 300. [0131] The IC card
controller 1201 trans- s the command ¢lagta to the IC card interface
controller 301 by a data transfer system complying with ISO/IEC 7816.
Subsequently, the IC card controller 1201 receives response data as the
fasitcstconmahe Prodessing by thesGPLEIG2. aThé responsedatadis of
carried on a wireless frame by the contactless wireless unit 10, followed
BYyDheing rarsifittetf vi& the bUiftlia ahtenrial1200°26 e wirelessdnterface
7.[0132] = Regarding the configuration_of the built-in antenna 1200, it
i& pretérabiethat the-bliltin Anféhnd be’ 597 8isposed ont otk Hid fret 2
surface and back surface of the SIN card, nsideration of possibility

inc
et e SFieRIATR of the SIN Gal 15 todded ihe B1ot of AURAIEF pRBRe
ity (whih of th front surface and back surface of he SIN eard 2.
d| w4 jo) e_LJ_ j-_rEIBa S

: al .k = i
faces outward differs) depending on the kind of callular ‘bgﬁ(;ne rmi

J0133] 4 4 - Fug. 4 schematically shows the hardware configuration of a

control device 13 that controls the SIN card 12 shown in Fig. 3 via the
wireless interface 7 based on the reflected-wave transmission system.
This control device 13 controls the SIN card 12 from the wireless unit 11

via the wirelpssdnteffagec:ically shows the hardware
configuration of a control device 13 that controls the
S5IM card 1Z shown 1in Fig. 3 via the wireless interfacs 7
based on the reflected-wave transmission system. This
control device 13 controls the SIM card 12 from the
wireless unit 11 via the wireless interface 7.
101347

The wireless unit 11 transmits/receives data of the
command/response APDU (described above) applied to the IC
card interface, and therefore provides the control device
13 with the function equivalent to that of the IC card
interface contreller 401 in the cellular phone shown in
Fig. 18. The CPU 402, a system bus 403, the ROM 404, the
RAM 405, the cryptographic block 406, and the EEPROM 407
have the same functions as thoss described for Fig. 18.
[0135]

Furthermore, a UL functional unit 1300 and =



[0134] The wireless unit 11 transmits/receives data of the
command/response APDU (described above) applied to the IC card
interface, and therefore provides the control device au.) with the function
equivalent to that of the IC card interface controller 401 in the cellular
phone shown in Fig. 18. The CPU 402, a system bus 403, the ROM 404,
the RAM 405, the cryptographic block 406, and the EEPROM 407 have
the same functions as those described for Fig. 18. [0135] Furthermore, a
Ul functional unit 1300 and a 60 communication functional unit 1301 are
proVided earfésponding tolapplication functions afferad-by thi=control
device 13. Examples of an application by the control device 13 will be
deserbarRter 0138] 3PP HhFigios, g%‘ﬁﬁ@%ﬁoﬁ ‘exanfple ofa card
obtained by incorporating a SIN card and a. memory card in a one-shape
bBaY i< Shoti g, ééhoﬁggﬁaﬁoﬁﬁa@%ﬁﬁga&aﬂiﬁ Eaniple ¥ a'SIN
card 14 that is integrated W'tli1s memory card function and employs the
Cfé)f]igtc:féod‘-w%% rca%srfnglsg‘fé% ystent as ﬁ%&r‘ae(ili:eséaih?e}?face. [0137]
W%%Igl card 14 includes, besides the components in the SIN card shown
in Fig. 23, the built-in antenna 1200, the contactless wireless unit 10, an

IC card/ fﬁ%m%ygc.,a@’ﬁo“émﬂ%{q%%%;?—991%éeéigé%’p%‘ép%f a card
obtained by incorporating a SIM card and a memory card in
a one~-shape body is shown. Fig. 5 shows a hardware
configuration example of a SIM card 14 that is integrated
with a memory card function and employs the reflected-
wave transmission system as 1ts wireless interface.

r0o137]

This SIM card 14 includes, besides the components
in the SIM card shown in Fig. 23, the built-in antenna
1200, the contactless wireless unit 10, an IC card/memory
card controller 1400, and a selector 1401.

[0138]

The SIM card 14 carries ocut wireless conitrol for

the SIM card functional part and wireless control for the

memory card functional part via the contactless wireless

=

unit 10, similarly to the SIM card shown in Fig. 3. hat
i1s, via the wireless interface 7, a command/response for

controliing the memory card is transported on a common

wireless frame.



[0138] The SIN card 14 carries out wireless control for the STN card
functional part and wireless control for the memory card functional part via
the contactiess wireless unit 10, similarly to the SIN card shown in Fig. 3.
That is, via the wireless interface 7, a command/response for controlling
the memory card is transported on a common wireless frame. 61 [0139]
Furthermore, the SIM card 14 receiveg{firansmits command data/response
data via the contactiess wireless unit 10. The IC card/memory card
controller 1400 controls command/response transfer with respect to the
memary card interface controller 801. [0140] The selector 1401
functions to select one of the path for an electric signal that has passed
through the ThémeRPedrd teffiinall 500 and the pathfor an eléctrie sighak
from the IC card/memory card controller 1400. [0141] _ A memory card
CORtrorsy<téms dREiseatn e Japaresdd Patent La-Open No.reless
2006-202260Q, Whig%hgs pg n already assigned to the present assignee.
K'ttansport systent on aWiréBSE imtertace s distiosedin®e g fapanesa - rols
gﬁé%nt ng?d-é)spenpNo. ;%06%@%@6% gng J}qgasn%sefgten; g plicatiop No. J
6330894, Which have been alréady ‘adsigned to the present 2asighes®
lg%%gface controller 801.
[0140]

The selector 1401 functions to select one of the
path for an electric signal that has passed through the
memory card terminal 800 and the path for an electric
signal from the IC card/memory card controller 1400.
[0141]

A memory card control system is disclosed in e.g.
Japanese Patent Laid-Open No. 2006-202260, which has been
already assigned Lo the present assignes. A tfransport
system on a wireless interface is disclicsed in e.g.
Japanese Patent Laid-Open No. 2006-146460 and Japanese
Fatent Application No. 2006-3308%4, which have been
already assigned to the present assignee.

(0142}

Fig. 6 shows a configuration example of a wireless

frame. A commen configuration is provided in both

transmission and reception.

[0143]



Fig. 6 shows a configuration example of a wireless frame. A common
configuration is provided in both transmission and reception. [0143] 62

A preamble 150 is data for bit synchronization and so on for the frame. A
unique word 151 is fixed-pattern data for frame synchronization. A header
152 is composed of a frame type 1521, a destination address 1522, a

source address 1523, control 1524, angha data length 1525. The frame

type 1521 provides differentiation among a beacon, control frame, data
frame, and so on. The destination address 1522 and the source address
1523 indicaterthetkarrsmission andaeeeption destination of-thei framecthend
control 1524 functions for retransmission control, arrival confirmation, and

36 off: Thedata ferigtfi 1525 Stores theedatadength of tive frarmed Bata 1531
is area for data that is to be transmitted and received, a data frame, the
UatE1587s genbtalyratelied o as tpayload™ FEG 454 id AR efforcomposed
carrecting code for executing frame error check, and e.g. CR032 is used

Tor the EEC 154/ 5Tad] - - Fig, 7 SHOWS & e Corfiitationt rwhich a

control command system.applied to a Sl rd is carried on a data frame.
gource a dressyiggg,p%ontréﬁ {%5%, and a data length 1525,

The frame type 1521 provides differentiation among a
beacon, control frame, data frame, and so on. The
destination address 1522 and the source address 1523
indicate the transmission and reception destination of
the frame. The control 1524 functicns for retransmission
control, arrival confirmation, and so on. The data length
1525 stores the data length of the frame. Data 152 is an
area Ifor data that is to be transmitted and received. In
a data frame, the data 153 1s generally referred to as
“paylicad.” FEC 154 is an error correcting code for
executing frame error check, and e.g. CRC3Z is used for
the FEC 154.
01447

Fig. 7 shows & frame configuration in which a
control command system applied to a SIM card is carried
on a data frame.
[0145]

On the paylead 153 of a wireless frame (data frame)

15, the command APDU 60 or the response APDU 61 shown in



[0145] 63 Fig. 20 is carried together with an access type 160. The

access type 1600 is type information for discrimination of the subject of
control by the above-described IC card/memory card controller 1400 of

the SIN card 14. The access type 1600 of Fig. 7 is given the value that
specifies the IC card side as the control subject. [0146] Fig. 8 shows

a frame configuration example in which-a control command system

applied to a memory card is carried on a data frame. The same frame
configuration is disclosed also in Japanese Patent Application No. 2006-
830894 (deseribed 'above); anddharacteéristicatly implementy dige6té 0. The
register control, command control, and buffer control for a memory card
YRAwiTEleSY eBmhnitication: JoEA7] " T o rithecdata frantel stvovim im Bigl 8

a control command 1700 or response 1701 is carried on the payload 153
togettiér Wittt access tpe- 1660 Sintifafly 16 e adéesstype Shawn in
Fi%nY/,, the access type of Fig. 8.is also%t%/ e information for discriminationmﬂ

of the! SUBj&cétiof Control By the IC EardimB oty cardFcontfollsF 400 bf thd e
SIN e(:Sagd 14, Thgeggsgiﬁiftgggn?t rgg: %lg.iBSIS gg!\{?eennthgh\éal%% Ehuaé sgﬁglges the

memory ¢ d'si
specifies the IC card side as the control subject.
[0146)

Fig. 8 shows a frame configuration example in which
a controi command system applied to a memory card is
carried on & data frame. The same frame configuration is
discleosed alsc in Japanese Patent Application No. 2006-
330894 (described above!, and characteristically
implements direct register control, command control, and
buffer contrel for a memory card via wireless
communication.

[0147]

-

In the data frame shown in Fig. 8, a control
command 1700 or response 1701 is carried on the payload
153 together with the access type 1600. Similarly to the
access type shown in Fig. 7, the access type of Fig. § is
also type information for discrimination of the subject
of control by the IC card/memory card controller 1400 of

the SIM card 14. The access type of Fig. 8 is given the

value that specifies the memcory card side as the control



subject. [01481 Fig. 9 shows a frame configuration example in which
a control command system coupled to sector data for read/writefrom/to a
memory card is carried on a data frame, Reference numeral 180 denotes
a payload configuration for read, and reference numeral 181 denotes a
payload configuration for write. Reference numerals 1800 and 1801
denote a command and a response for:read, and reference numerals
1802 and 1803 denote a command and a response for write. The same
frame configuration is disclosed also in Japanese Patent Laid-Open No.
2006-<146460 (described above). The frame configuration
characteristically allows implementation of a series of register control,
¢8rmfitand control, and buffer control on the memory card side, to thereby
carry out read/write on a sector-by-sector basis. Furthermore, the transfer
of data cougled to 86&BF datal i éntvarick the witdless framerstficiéncyrhich
0149 In the data frame shown in Fig. 9, the control command 1800
%1 o PéspORRE T80 1°¢ 80 3T isCatHed on the payioad 153 dgéther
‘f"gh tf)e %:gess?te/g% ;1%60. Similarcl}/ to tpgra cess n%ype§ shown in Fi%s.j

and 8, the 65 access typé of Fig~91s alkotypé information for @ data

iy L R S
valieithat specifiesthe memory card side as the coptrgl subject (0130 . .
a payload configuration for write. Reference numerals
1800 and 1801 denote a command and a response for read,
and reference numerals 1802 and 1803 denote a command and
a response for write. The same frame configuration is
disclosed also in Japanese Patent Laid-Open No. 2006-
146460 (described above). The frame configuration
characteristically allows implementation of a series of
register control, command control, and buffer control on
the memory card side, to thereby carry out read/write on
a sector-py-sector basls. Furthermore, the transfer of
data coupled to sector data can enhance the wireless
frame efficiency.
[0149]

In the data frame shown in Fig. ¢, the control
command 1800 (1802) or response 1801 (1803) is carried on
the payload 153 together with the access type 160.

Similarly to the access types shown in Figs. 7 and 8, the



Fig. 10 shows an example of frame sequence for controlling the SIM card
12 from the control device 13. In this example, the control device 13
executes the authentication sequence that is executed by the cellular
phone 2 for the carrier 3 in Fig. 21. The description of the example is
based on the premise that the control device 13 is connected to the public
network 5 or another fixed network. As:for the system of communication
between the control device 13 and the carrier 3, a detailed description is
omitted because the system has no direct relation to the gist of the
present invention,fsimilarly to the edsecoftFige21.]0251k t i orThecSIM
card 12 is used in such a manner as to be inserted in the slot of the
ceffiar phorie 2°0p6n thé actvativh{1900) sfhe cellular phore 2 power
is input from the celTur phone 2 to the SIM card 12. In response to the
Dowet Hplit the S c&rd i exedciftes fitial 66 'Sefting tigoayforli4- The
wireless %ommunipagon. FL%rthrmqre, the activation prq_qessing 500, the
TESEt procesing 501, "ahd the'profocdFSettifig pfcedsing's02 [SeeFigies
49) are executed by the 5g|llgﬂlgr pb}oneﬂ% jlgrwth? SIXI\/L)(_:ard‘*lz. Due to this
operation, the IC card interface controlier 301 is So'SeCAs to carry out
g@g%g nsfer in accordance with a predetermined protocol. [0152]

The I1C card controller 1201 also has to follow the same protocol for data

transfer to-the 1G cag,interface controller 301. Accrdingly, the selegtor

1202 monitors the IC card interface between the IC card terminal 300
contrelling the 3IM card 12 from the control device 13.

In this example, the control device 13 executes the
authentication sequence that is executed by the cellular
phone 2 for the carrier 3 in Fig. 21. The description of
the example is based on the premise that the control
device 13 1s connected to the public network % or ancther
fizxed network. As for the system of communication between
the control device 13 and the carrier 3, a detailed
cdescription 1s omitted because the system has no direct
reiation to the gilst of the present invention, similarliy
to the case of Fig. 21.

[0151]

The S5IM card 12 is used in such a manner as to be
inserted in the slot of the cellular phone 2. Upon the
activation (1900) of the cellular phone 2, power is input
from the cellular phone 2 to the SIM card 12. In response

to the power input, the SIM card 12 executes initial



and the IC card interface controller 301. This allows the selector 1202 to

be provided with a function to acquire the protocol type information and

clock rate conversion factor from a PTS request and a PTS reply

(described above) and notify the IC card controller 1201 of them. In this

manner, protocol setting processing (1902) for the IC card controller 1201

is completed. [0153] In this frame sequence example,

connection-oriented connection is carried out from the control device 13 to

the SIM card 12. Specifically, the control device 13 simultaneously sends

&eatod. framell903operiodicallyand: 6Trwaitsdfor aseply flfomithe SiNre,

card 12. When the SIN card 12 (cel.lular phone equipped with the SIN

caft ¥95s Brought diaseethetoniroldeviée 13 bytiser's operationy thHed 1,

SIN card 12 receives the beacon frame (1903). In response to this

FeEEption, ECSMRPEArd s nétifesthe Confrbrdevice 13 bFits focation by axre

location notificatign. frame (1904). Upon receiving the location notification

frame (1904) - the ontrol dévide 13 tratsnits Edormection YeGaest frafme  Due

%JOQQ“ ii;)ubseeqrua ntl nupotnhrg:‘ce;gtion“of a connection Qreplg frame (1906)
rom the SIN card 12, connection is established ‘[0154] ©°" From then~C
n, com respon tral for the. SIN card 12 from the contrgl device

%3 ig%algiégdcql déu% kg/guglerrigE %F?e %gté frarﬁ% shjé\?vﬁ?r% %Tg.lf Sap%%ﬁi]égﬁﬁ%ﬁe

M%ﬂGglbiQ@Jb@@tﬂggg@i%@g(gg%rl command. (1907) is given the

value indicating "authentication request." The random number (701) is

specified in the data area (605) of the command APDU, and the data
length thereof is specified in the Lc (604).

The IC card controller 1201 alsoc has to follow +he
same protocol for data transfer to the IC card interface
controller 301. Accordingly, the selector 1202 monitors
the IC card interface between the IC card terminal 300
anc the IC card interface controller 301. This allows the
selector 1202 to be provided with a function to acquire
the protocol type information and clock rate conversicn
factor from a PTS request and a PTS reply (described
above) and notify the IC card controller 1201 of them. In
this manner, protocol setting processing (1902) for the
IC card controller 1201 is completed.
rolsz;

In this frame segquence example, connection-oriented
connection is carried out from the control device 13 to
the SIM card 12. Specifically, the control device 13

simultaneously sends a beacon frame 1903 periodically and



[0155] The SIN card 12 receives the authentication request
command (1907), and starts arithmetic operation on the authentication
data (703) and the session key Ks (704). 68 In addition, the SIN card 12
transmits an authentication request response (1908). In the SWI and 5W2
in the response APDU, the processing status indicating the normal start of
the processing is set. [0156] Theeontrol device 13 issues an
authentication reply command 1909 to the SIN card 12 in order to acquire
the authentication data (703). The value indicating "authentication reply" is
gpecified arthe INS (6015 irpthetcomMmandARDU L and thie datarleagtivef card
the authentication data (703) is specified in the Sc (604). [0157] The
SN cafd 12 addsit e agthentiéaticrrdatat(703) ebtainédesran afithmetic
result to the data area (610) of a response APDU, and transmits an
Bbthehticatidr? Féply Fespofisé (III0)L AEHHIS fimel theoproessing status is
set in the SW1 and SW2 in the response APDU. [0158] In this
PRAHITEY - Eommiahd controFéddivatent o that Earried out frdfP the  celtitar
Ptgg[?% )2 (see Fig, 21 ) can be cagzr'%tlejdqout from the control deyice 13 via
Wwireless communication: Furthermore, forthe St 'eard 1% (feféréd {6'as @
Fig-15) & i%@qﬁé’ alsp witha memary caxd function, gommand cantrol
equivalent to that carried out from the

leocation notification frame (1904). Upon recelving the
location notification frame (1904}, the control device 12
transmits a connection request frame (19205). Subsequently,
upen reception of a connection reply frame (1906) from
the SIM card 12, connection is established.
[0154]

From then on, command/response control for the SIM
card 12 from the contrel device 13 is carried out by

ically, the

i

using the data frame shown in Fig. 7. Speci
INS {e0l) in an authentication request command (1907) is
given the value indicating “authentication request.” The
random number (701} is specified in the data area (605)
of the command APDU, and the data length thereof is
specifled in the Lo (604).
[0155]

The SIM card 12 receives the authentication reguest

command (1907), and starts arithmetic operation on the

authentication data (703) and the session key Ks (704} .



69 cellular phone 2 can be carried out by using the data frame shown in
Fig_ 8. Moreover, using the data frame shown in Fig. 9 allows high-speed
memory data access. [0159] After carrying out predetermined SIN
card control and memory card control for the same connection, the control
device 13 transmits a disconnection request frame (1911) to the SIN card
12 (or 14). Subsequently, upon receivipg a disconnection reply frame
(1912) from the SIN card 12 (or 14), the control device 13 ends the
communication. [0160] shows a configuration example of a
wirefesg icohvmunicatiory sstemrthat 8fferssanservice efrelecttoric moneyi on
or a credit card with use of a SIN card and a control device according to
bfid efibodimeRterthe présent invertion0E6l] ancABIN éardi20 has
a function to_treat subscriber information for the carrier 30 similarly to a
félatedcat SN Card. Fiittermore the IR Card 120 Haseefuhetior of
ele%ré)rgic money or.a credit card (credit function) that is offered in the

Form ot an IC card’ geretally ‘Specifically, inforfifation relating to electronic
mnaeé/}Or 70

The control device 13 issues an authentication
reply command 1909 to the SIM card 12 in order to acguire
the authentication data (703). The wvalue indicating
“authentication reply” is specified in the INS (601) in
the command APDU, and the data length of the
authentication data (703) i1s specified in the Lo (604).
[0157]

The 3IM card 12 adds the authentication data {703,
obtained as an arithmetic result to the data area (610)
of & response APDU, and transmits an authentication reply
response (1910). At this time, the nrocessing status is
set in the SWl and SW2 in the response APDU.

[01328]

In this manner, command control eguivalent to that

carried out from the cellular phone 2 (see Fig. 21) can

be carried out from the control device 13 via wireless

3

communication. Turthermore, for the SIM card 14 {referred

b

toe as Fig. 5) equipped also with a memory card function,

command contrel equivalent to that carried out from the



a credit card (credit information) is stored in the storage area of the SIN
card (IC card), and a protocol for safely treating this information is shared
by apparatus to which the card is applied and the center 31. This protocol
is realized by carrying out a series of command/response control via the
IC card interface 4 or the wireless interface 7. [0162] The SIN card
120 is controlled by a cellular phone 2Q yia the IC card interface 4 similarly
to a typical SIN card. Pi related-art cellular phone covers only the SIN
function. In contrast, in the present embodiment, the cellular phone 20
g6vers the craditfanction as wellas thesSINfunction. J01638] the Adata
control device 130 accesses the SIN card 120 via the wireless interface 7
ahaT§ c6mmdtted fo theccarfier 30@rthelcenteri3lviathe data frame
communication. network 5. [0164] In the system configuration shown
HEIG: 11 the'BllufarphoRB 20 caH bE tiREd thetigh suBscrbetccess .
§Hﬁk§§§ication similarly to related arts by applying the SIN card 120 to the
cellular phone 20. Furthermore, if the cellular phone 20 covers the credit

function, a-71_service of electronic money/credit card can be utilized via
Ef T predeger£1n§g é%ﬁ caré control

acellular'ne%\?vérf%fé/ Hgoeu
and memory card control for the same connection, the
control device 13 transmits a disconnection reguest frame
(1211) to the SIM card 12 (or 14). Subsequently, upon
receiving a disconnection reply frame (1912) from the SIM
card 12 {cr 14), the control device 13 ends the
communication.

[G160]

#ig. 11 shows a configuration example of a wireless
communication system that offers a service of electronic
money or & credit card with use of a SIM card and a
control device according to one embodiment of the present
invention.

[0161]

A 5IM card 120 has a function to treat subscriber
informaticn for the carrier 30 similarly to & related-art
5IM card. Furthermore, the SIM card 120 has & function of
eiectronic money or a credit card (credit function) that
is offered in the form of an IC card generally.

Specifically, information relating to electronic money or



Moreover, also via the control device 130, a service of electronic
money/credit card can be utilized similarly. In this case, the control device
130 serves as a payment terminal that executes processing of
deposits/withdrawals, accounting, and so on (credit processing) in
utilization of electronic money/credit card between the SIM card 120 and
the center 31. [0166] In addition, iythe system shown in Fig. 11,
subscriber authentication and credit processing can be executed by using
the same SIM card. This allows the carrier 30 of the cellular phone to have
enkarcedtflesability of service provision,@nththusthe carrist becomes
capable of offering a user a service of electronic money and credit card in
884itisA to tHeEbriginal-tefephbhecallSefvice J0167) andurthermore;ol
subscriber information and credit information can be managed by one SIM
E4rd. ThiToffers Se&iiiar phohe user aRstvantagesthal 2t ehe fime of
change of a cellular phone terminal, these pieces of 72 information can
BE <hitad merdiy B9 mMOVing the SIt card {6Hhe i trfninal {0268] °* 31
. 12 shows %fonfigurati?tg %gmgle of a wireless communication

g}%téﬁ? tﬂ%f offers a distribution serw&a for copyrighthanagsd flf)ﬁi/l of
AR farmcera crien it e ARSI 4
the wireless interface 7.

[0162)]

The SIM card 120 is controlled by & cellular phone
20 via the IC card interface 4 similarly to a typical STM
card. A related-art cellular phone covers only the SIM
function. In contrast, in the present embodiment, the
celiular phone 20 covers the credit function as well as
the SiM function.

[0163]

A control device 130 accesses the STM card 120 via
the wireless interface 7 and is connected to the carrier
30 and the center 31 via the communication network 5.
[0164]

In the system configuration shown in Fig. 11, the
cellular phone 20 can be used through subscriber
authentication similarly to related arts by applying the
SIM card 120 to the cellular phone 20, Furthermore, if

the cellular phone 20 covers the credit function, a



[0169] The participators of the DRM system are typically a content
provider, license manager, and user. The user owns a content
reproduction device and utilizes content by using the device. The license
manager issues a license to the user. The content provider offers content
to the user. In the DRM, c oviding the user with the license (use permit) of
a content is realized by giving the content key to a (specific) valid
reproduction device of the user. The "valid reproduction device" means
that the reproduction device can process a. cryptographic key, content
REy arttdécry ptedi-dontentiwittiout Yeakirmy theny & thecextetmal .. j0170]zed
A SIN card 140 has the configuration shown in F 5, and hence has the
furfctivon Of alfigR-capatity fifemory 73 card in addition to the functions of
ime ?U\J card 120 (SIN function, credit function). The memory card

nction includes a copyright management (ORM) function, and control of
authentication and control of content encr tii:own are carried out between
the SIN card 140 and apparatusto whick the S cafd140"is applied.

service of electronic money/credit card can be utilized

similarly. In this case, the contreol device 130 serves as

a payment terminal that executes processing of
deposits/withdrawals, accounting, and so on (credit
processing) in utilization of electronic money/credit
card between the SIM card 120 and the center 31.
[01¢6e]

In addition, in the system shown in Fig. 11,
subscriber authentication and credit processing can be
executed by using the same SIM card. This allows the
carrier 30 of the cellular phone o have enhanced
Tilexibility of service provision, and thus the carrier
becomes capable of offering a user a service of
electronic money and credit card in addition to the
original telephone cell service.

[C167]

Furthermore, subscriber information and credit

information can be managed by cne SIM card. This offers

cellular phone user an advantage thalt, at the time of

change of a cellular phone terminal, these pieces of

a



[0171] The system configuration of Fig. 12 is based on the
assumption that a cellular phone 21 has a SIN function, credit function,
and function to reproduce DRM content. In this system, the cellular phone
21 controls the SIN card 140 via the IC card interface 4 and the memory
card interface 6. [017 A control device 131 accesses the SIN card
140 via the wireless interface 7 and is-connected to the carrier 30, the
center 31, and a content distribution server 32 via the communication
network 5 (fixed network). [0173] In the system configuration shown
i FiF M2 e fofleWirieservices ednberdtilized by applying tHeeSIN Barck rd
140 to the cellular phone 21: a telephone call via a cellular network,
'SRt ofEléctrBAE idrey/credit card, and content distribution service.
E\@lrg%(er, the same 74 services can be utilized via the control device
131.[0174]

Fig. 12 shows a configuration example of a wireless
communication system that offers a distribution service
for copyright-managed (DRM (Digital Right Management)
content with use ¢f the above-described multifunction SIM
card and a control device.

[(0169]

The participators of the DRM system are typically a
content provider, license manager, and user. The user
cwns a content reproduction device and utilizes content
by using the device. The license manager issues & license
to the user. The content provider offers content to the
user. In the DRM, providing the user with the license
(use permit) of & content is realized by giving the
content key to a (specific) valid reproduction device of
the user. The “valid reproduction device” means that the
reproduction device can process a cryptographic key,
content key, and decrypted content without leaking them
to the external.

[(0170]
A 5IM card 140 has the configuration shown in Fig.

o, and hence has the function of a high-capacity memory



In case that the latter content distribution service is used, the control
device 131 executes processing of downloading DRM content for the SIM
card 140, and carries out a license purchase procedure through credit
processing for use of the content. By thus combining download processing
and credit processing, content with protected copyright, such as music or
video, can be purchased simultaneous}y, through simple user's operation
such as holding of the cellular phone 21 over the control device 131.
[0175] Furthernore, subscriber authentication, credit processing, and
dovimload procédsing: car betcarred. outiby asing thé:samevSihi eard! This
offers a cellular phone carrier an advantage that the carrier can provides
&= b¥erlwitls & contertt distAbutioinsarvice in additiormtora telephione calhction
service and service of electronic money/credlt card and thus is allowed to
hadd eriR&nced EXiBility Of Jarvias prGViSion JOLT6) U ¢ Furthermore,
subscriber tformation, credit information, and content information can be
Thaget By 75 ore SN CATd: TRisoTers & telltifar phoRe tiser iin

advantage that at the tlme of. change of a cellular phane terminal, these

pleceg wﬁn rmation can be coﬁegtlve]“y Shiftéd Ht—?re@% r?‘n%vfhg]thg SiRC
%%dﬂgo [pgg]ee[%t%?i{?l [\%1] 1% 2@OWS ane mepAe in which

M content recor int car 2is reﬁjr% uced by a
eontrghdevice.

The system configuration of Fig. 12 is based on the
assumption that a cellular phone 21 has a SIM function,
credit function, and function to reproduce DRM content.

In this system, the cellular phone 21 controls the SIM
card 140 via the IC card interface 4 and the memory card
interface 6.

(01727

A control device 131 accesses the SIM card 140 via
the wireless interface 7 and 1s connected to the carrier
30, the center 321, and a content distribution server 32
via the communication network 5 (fixed network).

[0173]

in the system configuration shown in Fig. 12, the
following services can be utilized by applying the SIM
card 140 to the cellular phone 21: a telephcone call via a
cellular network, service of electronic money/credit card,

and content distribution service. Moreover, the same



[0178] A control device 132 acquires DRM information and an
encrypted content that are stored in the memory card storage area of the
SIN card 140 via the wireless interface 7, and reproduces the content
through DRM processing. The control device 132 outputs video content to
a television 2200 and outputs music content to a speaker 2201. For this
purpose, the control device 132 has oytput functions compatible with the
respective content media. [0179] In this manner, URN content, which
can be reproduced only by the cellular phone 21 equipped with a memory
garcvincrekated artsshonhally, wam be reproducedhalso bnaanother 131.
apparatus by sending out the content via the wireless interface 7.
Eurthérmore, a use style for 76 enjoyment of an individual person can be
changed to one for enjoyment of plural persons. [0180] The present
invention'fasBeeh describedtin tetdiFabsve with feféretice it speeific
embodiments of the invention. It should be apparent that various
modifications A simstittitions igRt b&! ftorforated iRt (He™ =S

e@obggé@ggg Fg{tgh s skilled in the agt without departing from the gist of,

e inven
140, and carries out a license purchase procedure through
credit processing for use of the content. BRy thus
combining download processing and credit processing,
content with protected copyright, such as music or video,
can be purchased simultaneously through simple user’s
operation such as holding of the cellular phone 21 over
the control device 131.
[G175]

Furthermoere, subscriber authentication, credit
processing, and download processing can be carried out by
using the same 3IM card. Tnis offers a cellular phone
carrier an advantage that the carrier can provides a user
with a content distribution service in addition to a
telephone call service and service of electronic
money/credit card and thus is allowed to have enhanced
flexibllity of service provizsion.

10176}
Furthermore, subscriber information, credit

information, and content information can be managed by



present specification, the description is made with focus on the
embodiment that is applied to a SIN card defined by GSM (11.11) and
ISO/TEC 7816 as a storage medium in which subscriber information of a
cellular phone is stored. However, the gist of the present invention is not
necessarily limited thereto. Although presently the SIN card is widely used
in cellular phones of the GSM and W-GDMA systems, of course an
embodiment of the present invention can be similarly applied also to
various types of storage media in which subscriber information of a
ealfulariphoreris stofed, srrespective of the. presenceopabsenceofan
compatibility with the SIN card. [0182] 77 That is, the embodiments
Britherinvéiftion are: discloséd merely for thepurpese 6 exemplification.phore
Therefore, the description in the present specification should not be
irfterprétad to infitthelscdpa of e iHvERNBR. TR apgended daiisctively
d be consulted to determine the gist of the invention. 78 Claims

%KJ% StoragBmEditimF st il Stieh A hanner 4 tohe oaded i celigarinal -

PB%%’ the storage medium comprising: contact connecting means
for unétioning for connection to the cellular phone;

Fig. 13 shows an example in which DRM content
recorded in the SIM card 140 of Fig. 12 is reproduced by
a control device.

(Gl78]

A control device 132 acguires DRM information and
an encrypted content that are stored in the memory card
storage area of the SIM card 140 via the wireless
interface 7, and reproduces the content through DRM
processing. The control device 132 outputs video content
to a television 2200 and cutputs music content to a
speaker ZZC0l. For this purpose, the control device 132
has ocutput functions compatible with the respactive
content media.

[0178]

In this manner, DRM content, which can be
reproduced oniy by the cellular phone 21 equipped with a
memory card in related arts normally, can be reproduced
also on another apparatus by sending out the content via

the wireless Interface 7. Furthermore, a use style for



wireless communicating means for functioning for connection to an
external control device; and subscriber nformation storing means for
storing subscriber information of the cellular phone; wherein the
subscriber information storing means is controllable from the cellular
phone via the contact connecting means and is controllable from the
control device via the wireless communjcating means. 2. The storage
medium according to claim 1, wherein the wireless communicating
means includes a reflector that transmits data by a reflected wave arising
front beililatioh procéssing, iahehthercontrol device ircludestared to one
reflected-wave read unit that transmits an unmodulated carrier and reads
bt d&tafrom A modbildted Féflecisd #aveé from the reflector, and data
f%Té&Ljnication with the control device is carried out by a reflected-wave
ransmission system. 79 3. The storage medium according to claim
1, whereip the storage medium h%sathe same card size as a card

size defined by GSM (1111 (Global systent for MoBiie Commtinicatiofis =+ 1
11)),.and the cont onnecting means has th isame,}_term'n | shape
éé%%a%%erwrrﬁ?lgl tsiLh\'a(f;‘pgerll(?qui‘iEn%e(?’B)y IESDOQI%E%%(TnteerIF%ﬁgng\@&rbsanlgz%t%ﬁ for
Standardizationfinterpational Electrotechnical Gommission) 7816-2.
modifications and substitutions might be incorporated

into the embodiments by those skilled in the art without

departing from the gist of the invention.

in the present specification, the description is
made with focus on the embodiment that is applied to a
SIM card defined by GSM (11.11) and ISO/IEC 7816 as a
stcerage medlium in which subscriber information of a
cellular phone is stored. Howsver, the gist of the
presant invention is not necessarily limited theresto,
Although presently the SIM card is widely used in
cellular phones of the GSM and W-CDMA systems, of course
an embodiment of the present invention can be similarly
applied also to various types of storage media in which
subscriber information of a cellular phone is stored,
irrespective of the presence or absence of compatibility
with the SIM card.

[0182]



4. The storage medium according to claim 1, wherein the contact
connecting means carries out data transfer control compatible with
ISWIEC 7816-3 as an IC (Integrated Circuit) card interface, and the
wireless communicating means transmits a command/response
application protocol data unit (APDU) defined by ISO/IEC 7816-4 to the
control device. 5. The storage medium according to claim 4, wherein
a transfer protocol system (T =0, T = 1) and a clock rate conversion
factor,that are defined by ISO/IEC 7816-3 are allowed to be set for the
subscribértiaformation shoring msansiom the célulamphoneivia the-e
contact connecting means, and 80 at the time of access from the
Cofffeldeticel e Wireless commbHiEating meanstetogrizes theitransfer
rotocol system and the clock rate conversion factor that are set for the
5&8&%@? nform&tiG Stofing médnsformltfie RERAGR phERE Hndi carfies
okgt corgmanﬁd/r,esponse gontrgl in accordancg with the transfer [ rotocol
2YStantafd the Slock rarerdonversidifatidt-t t1'8. $hekkforade higdium

according to claim 1, further comprisin _
Inven f%ﬁ. aHHe appenééd,%,afﬁs should be consulted to

determine the gist of the invention.



service information storing means for stor service information relating to
service provision, wherein service information stored in the service
information storing means is controllable from the cellular phone via the
contact connecting means and is controllable from the control device via
the wireless communicating means. 7. The storage medium
according to claim 6, wherein the-service information storing means
includes at least one of electronic money and a credit card as service
information relating to service provision. 8. The storage medium
according to claim 1, further compriSingi 8% a. memory card function
and a memory card terminal configured to be provided in the same shape,
the memeéry cardtefriiat berglusedfor acéesstothe memonecards to be
function, wherein the memory card function is controllable from the
RS phdné viathe mérhoR) CarE tefrinabard scortriiable from the
control.device via the wireless communicating means. 9. The

S?Or%g ‘riédiam according to claim 8, wherein

contact connecting means for functioning for
connection te the cellular phone;

wireless communicating means for functioning for
connection to an external control device; and

subscriber information storing means for storing
subscriber information of the cellular phone; wherein

the subscriber information storing means is
contrellable from the cellular phone via the contact
connecting means and is controllable from the control
device via the wireless communicating means.

2. The storage medium according to claim 1,
wherein

the wireless communicating means includes a
refiector that transmits data by a reflected wave arising
from modulation processzing, and the control device
includes a reflected-wave read unit that transmits an
unmedulated carrier and reads cut data from a modulated
refiected wave from the reflector, and data communica+tion
with the control device is carried out by a reflected-

wave transmission system.



the memory card function has a memory card shape and a memory card
terminal that are defined by a standard of any of a Memory Stick, a
Secure Digital (SD) card, a. MultiMedia Card (MMC), a Compact Flash
(registered trade a k), and a Universal Serial Bus (USB) memory.

10. The storage medium according to claim 8, wherein the wireless
communicating means is allowed to tragsmit a command/response
application protocol data unit (APDU) defined by ISO/IEC 7816-4 to the
control device, and a command/response to the control device
includes an informatibh Cofpdrent that provide’s an access type for
differentiation between a command/response for 82 controlling the
HEmERFcard function and a command/response compatible with ISO/IEC

7816-4. 11. The storage medium according to claim 2, wherein
the storage médium has the same card size as a card

size defined by GSM (11.11) (Global System for Mobile

-

Communications (11.11)), and the contact connecting means
has the same terminal shape as a terminal shape defined
by ISO/IEC {(International Organization for
Standardization/Internatiocnal Electrotechnical
Commissicn} 781c-2.

4. The storage medium according to claim 1,
wherein

the contact connecting means carrles out data
transfer contrel compatible with ISO/IEC 7816-3 as an IC
{(Integrated Circult) card interface, and

the wireless communicating means transmits a
command/response application protocol data unit (APDU)
defined by ISO/IEC 7816-4 to the control device.

5. The storage medium according to claim 4,
wherein

a transfer protocol system (T = 0, T = 1) and a
clock rate conversion facteor {(F, D} that are defined by
ISO/IEC 7816-3 are allowed Lo be set for the subscriber

information storing means from the cellular phone via the

contact connecting means, and



a built-in antenna for reflected-wave transmission is disposed both on a
medium, Abstract

front surface of the storage medium and on a back surface of the storage
Various services relating to cellular phones are
integrally provided on a SIM card at the initiative of carriers.
wireless communication function via a reflected-wave transmission system

A
Is mounted to a SIM card to allow access to a control interface of a SIM
card from an external control device via a wireless communication. The
SIM card is provided with a credit function for treating electronic money as
well as afSIM-function forcallowing acakrertotfeat sabscriber dnfofmatiort.he
Furthermore, a high-capacity of memory card function is added to the SIM
Cardtocalfor abEREstotheé EOntisRinferfacecoiithe Rerdry dard frofr a
protocel system an

control device via the reflected-wave transmission system.
d the clock

rate conVversion
are set for the subscriber information storing means
the cellular phone,

factor
from
and carries out command/response
control in accordance with the transfer protocol system
and the clock rate ccnversion factor.
6. The storage medium according to claim
further comprising

gl
service

F

service information storing means for storing
wherein

information relating to service provision,
service information stored in the service
information storing means is controllable from the
communicating means.

ceilular phone via the contact connecting means and
controllable from the control

/.

isg
device via the wireless
wherein

The storage medium according to claim &,

8

least one of electronic money and a cred
service Iinformation relating to service provision.

A

L

the service information storing means includes at

card as
further comprising

The storage medium according to claim 1,
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a memory card function and a memory card terminal
configured to be provided in the same shape, the memory
card terminal being used for access to the memory card
function, wherein

the memory card function is controllable from the
cellular phone via the memory card terminal and 1is
contrellable from the control device via the wireless
communicating means.

9. The storage medium according to claim 8,
wherein

the memory card function has a memory card shape
and a memory card terminal that are defined by a standard
of any of a Memcry Stick, a Secure Digital (5D} card, a
MultiMedia Card (MMC}, a Compact Flash (registered
trademark), and a Universal Serial Bus (USBE) memory.

10. The storage medium according to claim 8,
wherein

the wireless communicating means 1s allowed to
Transmit a command/response application protocol data
unit (APDU) defined by ISO/IEC 7816-4 to the control
device, and

a command/response to the contrel device includes
an information component that provides an access type for

differentiation between a command/response for
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controlling the memory card function and a
command/response compatible with ISO/IEC 7816~4,

11, The storage medium according to claim 2,
wherein

a built~in antenna for reflected-wave transmission
is disposed both on a front surface of the storage medium

and on a back surface of the storage medium.
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Abstract

the initiat:

[

Various services relating to cellular phones are
integrally provided on a SIM card at Llative of

carriers.
A wireless communication function via a reflected-

wave transmission system is mounted to a SIM card to
contrel interface of a SIM card from an

a wireless communication. The

a

allow access to
external control device via
SIM card is provided with a credit function for treating
electronic money as well as a SIM function for allowing a
treat subscriber Information. TFurthermore, a
is added to the SIM

carrier to
memory card function
interface of the

high-capacity of
to allow access to the control
the refiected-wave

card
memory card from a control device via

+

[

ransmission system.



