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Presently, IEEE has developed two approaches, IEEE 802.1ad and IEEE 802.1ah. IEEE
802.1ad provider bridge, also known as Q-in-Q or VLAN stacking, expands the original
concept of VLAN. IEEE 802.1d simply adds a new Q tag to permit the service to provide
its own managing tags to identify individual customer network, and the original Q-tag
could be used to identify the VLANSs in customer network. Although IEEE 802.1d
supports a hierarchy of 3 levels, the service provider could create only 4096 customer
VLANSs, which is not enough in large metropolitan and regional networks. This
shortcoming is overcome by using [EEE 802.1ah provider trunk bridge that encapsulates a
customer MAC header by a service provider MAC header. Comparing with the
additional-Q-tag separating end customer, utilizing a 24-bit service tag in the service
provider MAC header theoretically supports the 16 millions service instances, which fully
resolves the expanding problem. IEEE 802.1ad standard had been published in 2006, yet
IEEE 802.1ah is in draft at present. With the development of technology and appearance
of the new demand, the new expansion to layer 2 Ethernet frame format is possible.

In the current Operation Support System, the management of the services and users

generally employed customization of the high layers above the IP layer so as to perform



the service identification, the user authentication, and the service usage
billing, etc., such as defining payload format of packet using XM. schema
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integral management method utilizing Ethernet layer 2 expansion technology of the
present invention specifically includes the following sub-methods: 1) the method mapping
the corresponding fields of the packet format of Ethernet layer 2 expansion technology to
the service and user, 2) the method requesting service, 3) the method updating the service
status, and 4) the method terminating service. The present invention also involves to a
layer-2 frame forwarding method and a layer-2 expanding frame parsing method. The
prior Ethernet layer 2 expansion technology currently includes IEEE 802.1ad and IEEE
802.1ah, and the other possible new expansion technology.

According to the method of the present invention, wherein,

1) the said method mapping the corresponding fields of packet format of the Ethernet
layer 2 expansion technology to the service and user refers to employing the fields

currently not fully utilized or one or several fields already used individually in the packet
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2) the nethod requesting service refers to the procedure that the Custoner
Prem er Equi prent (CPE) obtains the request flag and service id, and
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Conpared with the conventional nethod, the present invention has the

fol |l ow ng advant ages: (1) by using layer 2 information the service id
and user id map to the corresponding fields of Ethernet |ayer 2 expansion
~technol ogy, so that the nethod of the present is characteristics of
~difficulty to forge. (2) The method and system of the present
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along the said Ethernet line upward to the said router terminating the layer 2 frame to
decapsulate the Ethernet header and encapsulate the payload of layer 2 into layer 3
protocol payload to transmit. The said router needs to log the header of layer 2 expanding
frame plus the timestamp and sends, periodically or in real-time, the log to AAA
Equipment which resolves the record of the log to implement the initial related AAA
functions.

Additionally, during updating the service status for the system, the said Customer
Premier Equipment sets the flag bit into updating, and performs the same actions as those
of requesting service.

Additionally, during exiting service including normally exiting service and
abnormally quitting service, the said normally exiting service refers to setting the flag bits
into exiting, and performing the same actions as those of requesting service; and the said
abnormally quitting service refers to that upon checking the service status updating timer,
if the said router find out it expired, it will set the flag bits into abnormal quitting, log the
header of the original layer 2 expanding frame and the timestamp, and send periodically or
in real-time, the log to AAA Equipment which resolves the record of logging to implement
the initial related AAA functions.

Compared with the conventional method, the present invention has the following
advantages:

(1) by using layer 2 information the service id and user id map to the corresponding
fields of Ethernet layer 2 expansion technology, so that the method of the present is
characteristics of difficulty to forge.

(2) The method and system of the present invention efficiently realizes the separation
and identification of the service and user by using layer 2 technology, so that they are

implemented simply and contain the prior Ethernet technology.



Figure 1 shows the graph of entities relationship of the service system
applying the service and user integral managenent nethod utilizing Ethernet
| ayer 2 expansion technol ogy of the present invention. As shown in the
ftgure 1, the service systemof the present nethod includes the entities
sdch as the Custoner Prem er Equi pnent (CPE), the Network Prem er Equi pnent
(NPE), BIRIEFQMICRIFAFONANF TEEBRAWINGShe service and user integral
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fields of packet format of Ethernet |ayer 2 expansion technology to the
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the router found it timeout, it will set the service as exiting abnormally,
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rel ated fMifyefi Ypoht Some fields already used individually in the packet format of Ethernet
expansion techﬁology, by redefining the individual bits of the single field, or combining
the several fields, or making use of the remaining value space which is not fully used, to
map these bits to the service id and user id.
2) the method requesting service refers to the procedure that the CPE obtains the

request flag and service id, and completes mapping and encapsulating the service id and
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Hereafter, the service and user integral managenent nethod utilizing

Et hernet | ayer 2 expansion technol ogy and systemthereof of the present
invention will be described in detail by conmbining with the figures and
specific inplenentation exanples. EXAMPLES The service and user

i At egral managenent nmethod utilizing Ethernet |ayer 2 expansion technol ogy
and systgenid e thegfaicdomappiag presashiogetheewith the natwprkquemier gquipaeatitopiprm

conbi ni wi.th | EEE 802 lad,l ayer. 2 expanding. . Figure 2_shows the
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original 802.1Q packet format, resulting in increasing the number of VLAN
up to 4keqired\p {ag thpheadey énfopmetinn Wes Hmestapo|of thmlagereaemandadigemerradt he
requirenents of .t refined operation,qf, carriers, .the double ta
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ext er nalyd Ras, mggleﬁlemﬁéﬁﬁﬁaltrpﬁtegipid&grf&ﬁiomf ormation, such as, the

Internal tag representing user, and the external tag representing service.

Addi t i onal | 3), Thchaethodupdatihg hd Natld obseivichg:fn tdisct e fthplibloaipdadse statansver ses
the carrier network, wherein the internal tag is transparently transported,
whi ch i #nd psifpssn thegame stape @b thase vPtetsaidhingthedreqgesting dhe servipmypo Heal they

extension af..core VPN to. t.he nmetropol.itan area Ethernet,. and.finally
ra m cnare T End it e i AR B GRS B e
Q)i n- Q iFRBRInb® Anki that nﬁthe%@@&f@ﬂafaﬁgé tHeSeFBcAMuSR M if®S upddlinghi ch the
internal tag répresents services, and the external tag represents users.
Tabl e 1 doud) Ehdinéflotdmaiirigherdes incheles theanethbdeofsdting sbrixé eomadlly and
VLANI nternal VLAN User | DService operation and service |ID )

abnormally, in which, the said method of exiting service normally refers to setting the flag

bits into exiting status, and performing the same steps as those of the said method

requesting the service, so that they are differed in that the flag bit in the method requesting

the service is set into ‘requesting’, and that in the said method exiting service is set into

‘exiting’; and the said method exiting service abnormally refers to that upon periodically

checking the updating timer of service status, if the router found it timeout, it will set the

service as exiting abnormally, log the header of the original layer 2 expanding frame of

Ethernet plus the timestamp, and send, periodically or in real time, the said logs to AAA

equipment which resolves the record of the logs and implements the initial related AAA

functions.

Hereafter, the setvice and user integral management method utilizing Ethernet layer 2
expansion technology and system thercof of the present invention will be described in
detail by combining with the figures and specific implementation examples.

EXAMPLES

The service and user integral management method utilizing Ethernet layer 2
expansion technology and system thereof of the present invention will be illustrated by
combining with IEEE 802.1ad layer 2 expanding.

Figure 2 shows the packet format of IEEE 802.1ad used in the service and user

integral management method utilizing Ethernet layer 2 expansion technology of the
6



The nethod of the present invention can be enbodi ed as foll ows: 1,
Mappi ng the corresponding fields of Ethernet |ayer 2 expansion technol ogy
packet format to the services and users In this inplenenting exanple,
LSe 12-bit of the internal VLANID is redefined as follow that the nost
sifgnificant 2 bits represents service operation, wherein 01 denotes service
r equest prasonidametion. BE 802 1ed, &2-isQupritnatilygdevelbped fotespanbny theequaotityal | y

et bs o ARy DL RISTER £ Y RARB AR SR [RLPRIBAIS B TR AUE ek 1 abi e
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Under such field redefinition and usage, description is continued as
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transparently transported, which is a simple and practical VPN technique, so that it may be
the extension of core MPLS VPN to the metropolitan area Ethernet, and finally form the
end-to-end VPN technique. In this implementation example, the Q-in-Q is applied to the
management of users and services, in which the internal tag represents services, and the
external tag represents users.

Table 1 double VLAN maps the service id and the user id
External VLAN Internal VLAN

User ID Service operation and service ID

The method of the present invention can be embodied as follows:

1, Mapping the corresponding fields of Ethernet layer 2 expansion technology packet
format to the services and users

In this implementing example, the 12-bit of the internal VLAN ID is redefined as
follow that the most significant 2 bits represents service operation, wherein 01 denotes
service request, 10 denotes service status updating, 11 denotes service normally exit, and
(0 denotes service abnormally exit, and the remaining 10 bits represents service id, with
the mapping relationship as shown in the table 2. The external VLAN ID is used as user
ID. In the present rexample, service operation may be defined by extending the value of
ETHERTYPE field, but the extended value of ETHERTYPE shouldn’t conflict with the
prior standards. Under such field redefinition and usage, description is continued as

follow:

Table 2 The mapping relationship of VLAN ID to service bperation and service ID
Bits 11-10 Bits 9-0
Service operation Service ID




(2) The user issues the service request carrying with the service idin IP

payl oad; (3) The Custoner Prem er Equi pnent (CPE) extracts the service

i d; (4) The CPE encapsul ates layer 2 frane with the |ogical OR of

service id and Ox100 as internal VLAN ID and the other paraneters as |ayer
payl oad, and transmts the frane; (5) The Network Prem er Equi pnent

(NPE) inserts the external VLAN according to the interface on which CPE

attached an tra:%sm'ts.it upward to the router; (6) The router

t er mi nat es“t hel "GO & WA%Ns and 1ogs it concerning to the external VLAN ID,

the inter “f‘{') DA dnkdyid Skl 6, he WESSHRRE BIBLR S 118 Tom tRNEr8&NFstdhe | og
to AAA (Authentication, Auditing, Authority) equipnent; (7)" The AAA

equi pnenkhereiastk \pdm bheervitk diDyedridothe afongiiink ecaiwlbaNgipntatezixdacanting ke theser id,
the service id the paraneters and the start tinme. 3, Service status
updat i rpezaier’s busincse Pakivies el iseiet epyrged by thig dgscripgorepssuskBa getruhes | ayer

2 LTl b h50heel iG] S5AEE, L 0, 2 21200 e Lncernal WAV 1D
R e

(3) The Customer Premier Equipment (CPE) extracts the service id;

(4) The CPE encapsqlates layer 2 frame with the logical OR of service id and 0x100
as internal VLAN ID and the other parameters as layer 2 payload, and transmits the frame;

(5) The Network Premier Equipment (NPE) inserts the external VLAN according to
the interface on which CPE attached and transmits it upward to the router;

(6) The router terminates the double VLANs and logs it concerning to the external
VLAN ID, the internal VLAN ID, and the request parameters, etc., and sends the log to
AAA (Authentication, Auditing, Authority) equipment;

(7) The AAA equipment resolves the information of double VLANSs to extract the
user id, the service id, the parameters and the start time.

3, Service status updating and service abnormally exiting

(1) The CPE encapsulates layer 2 frame with the logical OR of service id and 0x200
as internal VLAN ID, and transmits the frame;

(2) The Network Premier Equipment (NPE) inserts the external VLAN according to
the interface on which CPE is attached and transmits it upward to the router;

(3) The router terminates the double VLANs and makes an initial analysis on the
double VLANS, and if find the service operation in service status is updating, it resets the
timer of service-user;

(4) If not receiving the service status updating packet for long period, that is, the
service-user timer expires, the router will determine to exit service abnormally, log the
termination of the double VLANSs and send the log to AAA equipment.

4. Exit service

(1) The user may issue the service request carrying with service id in IP payload in
case of no longer using the service;

(2) The Customer Premier Equipment (CPE) extracts service id, encapsulates layer 2
8



(3) The router term nates the double VLANs and nakes an initial analysis on
the double VLANs, and if find the service operation in service status is
updating, it resets the timer of service-user; (4) 1I'f not receiving
the service status updating packet for long period, that is, the

- gervice-user tinmer expires, the router wll determne to exit service

abnor meliaye Withghg legicebOR ofservige idrnd R3QbasinEmal AN H, aukigensmés thsg t o AAA
equi pnrepnt . 4. Exit service (1) The user may issue the service request
carryi émﬁf%h service id in IP payload in case of no |onger using the

service, (3) THeNethd®k ﬁl«b’?ﬁi&”ﬁ«ﬁuiﬁﬁl@ @{Pﬁﬁ%eﬁt@?ﬁﬁ eXt&RE) VEXN a&bRlisety/i ce i d,

encapsul ates layer 2 franme wwth the [ogical OR of service id and 0x300 as
i nt er nathe Witédthdedn walndh CP#Ers aitdched med framsmdts it upward &) theheutdlet wor k Prem er
Equi pnent ENPE inserts the external VLAN according to,the interface on

whi ch CPE {4 hbe sewerd teaminaiasaths fauble ViddWarlees 8§ edmecnbig &y the externgly) The

0wt ERTL AL % R 0L VT Bl RECHR B 2 g A VL
AAA (AutAigRdrtR &b dr Aud gl AlierityMegiipriehy) equi pent;

(5) The AAA equipment resolves the information of the double VLANS to extract the
user id, the service id, the parameters and the end time.

5. Data forwarding
The router encapsulates the double VLANs frame according to the service data stream
received from Service Provider or other data source, and transmits the frame over the layer
2 Ethernet link, which is the part of standards supported by all Q-in-Q enabled
equipments.

6. Service Billing
AAA equipment collects and analyzes raw data according to the log information recorded
in the said steps 2, 3 and 4, and performs the services and users integral management as
per the related policies.

Additionally, although this implementing example illustrates the invention with IEEE
802.1ad Ethernet layer 2 expansion technology, the other Ethernet layer 2 expansion
technologies such as IEEE 802.1ah can be applied to the present invention.



(5) The AAA equi pnent resolves the information of the double VLANs to
extract the user id, the service id, the paraneters and the end tine. 5.
Data forwardi ng The router encapsWdademghe doubl e VLANs frame according to
,tsﬂe service data streamreceived from Service Provi dephai~0bMRrnddasa

*sbur ce, ' ; his

t he parWwiAT 88 andaray mipported by all Qin-Q enabl ed equi pnents. 6.
Service Billing AAA equi pment collects and anal yzes raw data according to

t he | ogl.ikfovivarhdnserduiogton manegemadinibtisidopsizing Bhemel l4yer dnekppesidor ms t he

services and users. integqgral nagenent_as per_the related policies.

Addi t | o#?%}m@?gyaﬂ% ﬁbﬁaﬁeﬁ%ﬁ%s of ﬁg@%ﬁaﬁa hgt x‘QWBPg P4APie P BUTISARAIR ent i on
with | | on.: h oy

£t hor nerof syt s IARRTCE e B Bima (RS SRS PR IR0 OB tkPREG o o
to the peeIgiic hoNeddBstingth@bdiBicECH/thkdN2H34 dPdaing3he status of the service,

and 4) the method exiting service, wherein

1) the said method mapping the corresponding fields of the packet format of the
Ethernet layer 2 expansion technology to the service and user refers to employing the
fields currently not fully utilized or one or several fields already used individually in the

, ) packet format of Ethernet layer 2 expansion technology, by redefining the individual bits
‘ of the single field, or combining the several fields, or making use of the remaining value
space which is not fully used, to map them to the service id and user id,

2) the said method requesting service refers to the procedure that the terminal obtains
the request flag and service id, and completes encapsulating the service id and user id in
the said mapping method together with a network premier equipment, so as to form the
integral expanded layer 2 data frame, which is transmitted upward along the Ethernet line
to a router terminating the said layer 2 data frames to decapsulate the Ethernet frame and
transporting the layer 2 payload as per over-layer-3 Internet Protocol, wherein the said
router is required to log the header information and timestamp of the layer 2 expanded
frame, and sends, periodically or in real time, the log to AAA equipment which resolves
the records of the log to implement the initial related AAA functions,

3) the said method updating status of service refers to setting the ﬂag into the
updating status, and then performing the same steps as those of the said method requesting
service, and

4) the said method exiting service includes methods of exiting the service normally
and abnormally, wherein, the said method exiting service normally refers to setting the
said flag into the exiting status, and then performing the same steps as those of the said
method requesting service; and the said method exiting the service abnormally refers to
that upon checking the updating timer of service status, if finding it timeout, the router sets
the service into an abnormal exiting, log the header information of the original expanding

frame of Ethernet and the timestamp, and send, periodically or in real time, the logs to
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WHAT IS CLAIMED IS: 1. A service and user integration nmanagenent nethod
utilizing Ethernet | ayer 2 expansion technology, is characterized of
conprising 1) the method nmapping the corresponding fields in the packet

,L‘gr mat of the Ethernet |ayer 2 expansion technology to the service and
‘user, 2) the method requesting the service, 3% t he net hod updating the

st at us OAA eiiRnaeng reselvingdhe a5cord ef logtio duplesient iglptegehdAdnctigher ei n 1)
the said nmethod mapping the corresponding fields of the packet format of
the Ethernet |ayer 2 expansion technology to the service and user refers to
enpl oyi RIThOGndth@l decordihl @B ¥ Mk fUkd ¥pathdibiiZR0inOMa LR ManSCHRhahg fi €l ds
already used individually in the packet format of Ethernet [ayer 2

expansi opertigahnd| thgysaibymethdéf updiatigg tthe stmds vofddal sdavics mihy t ke ssntngh e
field, or conmbining the several fields, or naking use of the renaining

val ue spReEmipiaperiodist thedgermynalsed, to map themto the service id and user
id, 2) the said nethod requesting service refers to the procedure that
the term nal obtains the request flag and service id, and conpl etes
encapsubathdehetiR REONEGE hedlAnkiSebr DdsicRatb@risal ) FBPH NG EIHRA:
together wth a network prem er equipnent, so as to formthe integral
expandethybiad expadsidatehhelage inchhies [ERE 802, banbanidt IFEH &@viahd al ong t he Et her net
line to a router termnating the said layer 2 data frames to decapsul ate
the Ethernet frame and transporting the |layer 2 payload as per over-|ayer-3
I nt erne ot ocol,,  wher ei he,sai d.router is .required.to,log.the, header
gfor i SE GRS ORI 8 558 PHARienRaiB Men BT 6% s SR anGse

‘peri odi ﬁ?d#)bﬁ’lﬁothe'cﬂrréﬁﬁﬂndfﬂrg”ﬁeldﬁ he pabiget tBrifV oo thdl PIRBREt WHeED £@aR4Y¥ES the
records of the log to inpllenent the initial related AAA functi ons, 3)

t he sai tbchedlbgydlEERIZAD. heyl totthet sesviod aimbuser,d@ hiwfodirgerhal YRAN Ihyistrédefihkdg i nt o
the updating_ status, and then performng the sane steps as those of the

sai d mefh# fshddats egresepingcsrvigh greratiomang e tollowing{ O Héfs axpresennger vi ce

i ncl ude L] er V] nor.rAgl Iy and abnornmal |y, wherein,

t he sai r(’r:%{ﬁgg&é%et%ﬁéﬁ%élﬁ/%ggi\lg}ﬁr%ﬁ%ug% eifs to setting the said flag
into the exiting status, and then perform ng the sane steps as those of the

said nethod requesting service; and the said nethod exiting the service
abnor maB| {he efetinsl aagotding taigencleine 8 kis mhatablerizgiat thagat forethe shidseethode

status, if finding it tinmeout, the router sets the servi i nt o, an_abnor mal

exi t i ngrequUEHINErer Aes Bdhzing they ﬁ@ﬁnsh{aafsr [SEPHISI Walvnf)i@&yalﬁiﬁnééﬂmeof

Et her net__. . i - nd.,: 1peri odj i [ t he

B e e e R PR S SRR 1008 SRt LS el e

functi ogérvicedd | BRAV0TES RRENACCDAN iAGink Ohd Lt BF MRelothdrafdh@iias beidreRE 1N

that the status updating operation of the said nethod updating the status

of the sequestcas lapgr Devagkond and tpmegitarityedokiethp enidoNetyyork Heernier iquigiment
encapsulates the external VLAN according to port linked by said terminal equipment and

fransmits the frame upward to the said router,

6. The method according to the claim 3 is characterized in that as for the said method
updating the status of the service and the said method exiting service abnormally utilizing
the said Ethernet layer 2 expansion technology IEEE 802.l1ad, the said terminal
encapsulates the layer 2 frame with the service id | 0x200, as internal VLAN id and
transmits it, the said Network Premier Equipment encapsulates the external VLAN
according to port linked by the said terminal equipment and transmits the frame upward to
the said router, and the said router terminates such double VLANs and makes an initial
analysis on it, wherein if the operation is into updating status of service, the router will

reset the service-user timer; and if not receiving the status of service updating packet for a
11



3. The method according to the clains 1 or 2 is characterized in that the

said Ethernet |ayer 2 expansion technol ogy includes | EEE 802. 1ad and | EEE

802.1ah. 4. The nmethod according to the claim3 is characterized in that,
for the said nmethod mapping the corresponding fields in packet format of

“the Ethernet |ayer 2 expansion technol O%IEEE 802.1 ad to the service and
VEaet tn

aol abpormgly exitet amgl genddhe

represent.j seryvice .operation and the following 10 bits representing
served T’ab%lp(%ntaﬁ\;h e%‘%?%‘?ﬂtgl VLAN ID is taken as user ID. 5. The nethod

accor di ngThO nidiRdCi@biMiny |03 tHeN@hiAF BES Aotk ddRl ihdfad Rr hd8idahenpBt hod
requesting service utilizing the Ethernet |ayer 2 expansion technol ogy | EEE
802. ladnédnenllyadxitirigesarvioa lutidigingptive shidf Ethetmes laybe 2 sapaisian tedhndog) IEEE
encapsul ates the layer 2 frame with the service id | Ox100, as . internal
VLAN i d8@&hdad: meon amnating the seaviee.rbe rqauesh o exitise gervicerwitl thersetyigesid ias | ayer

2 payload.and. trnansmts it, and the said, Network Prem er Equipnent

encaps il LRGSR Iefminey e ARPaeRCH ARG S WR04ver irene BYTSIePHCE 4 b nal
equi prepL 3@ thst gl VEANGd fah@RadsBnBr # 1R §0€ @l Pilrfier Fuiphiéh et hod
according to the claim3 is characterized in that as for the said nethod

user, 1ngitime.dhe pad apwiar Wi log tho said

~ updat i ngndabsulsttathes:xodrndl L ABr accomlignt pdnelisladdbyntht eid tepohibalrguigenaent ce

abnor nmal I(il utiljzing the said Ethernet | ayer 2 expansian technol ogy | EEE
802. 1adand Hanimilyytheesad fameopgsd e dhe said Hauteny epd she saidehAddtaquimeenter vi ce

-ilsiﬁuil ooty A5 sl B8 sprlt Qb VIZENGIRRATD, i 3 i B " Che

i d t ebiaiter£sid BRBRAIBGMEr ansm ts the frame upward to the said router,
and the said router term nates such double VLANs and nakes an initial

analysis on it, wherein if the operation is into updating status of

service, the router will reset the service-user tiner; and if not receiving

the staBud SFIvicer d B pipiaeraipnp MaRagemest systam utilizige therbitharmet laxsrgZr out er
il . Sqaj ) i d i to AAA

oqui priogroSion Findloh HifaPHRANOR ERotef itk BORLRERT NIGGR I Henftd, 10 T

as for tHagiphing alBih@setNORBBCH ¥nEa ALAGqBRIYNESs tdradidiRd i thar,sai d Et her net
| ayer 2 expansion technol ogy | EEE 802. 1ad, upon term nating the service,
t he requestheofaiexystanmgnaperthe cerredpphdinpdiesdsr ofi the piackdt Soswattof thhiCklerndie sai d

term nal equj pnent encapsul ates the | ayer frame wi.th service id 0x300, as
| nt er nalXRATAIQP EealpEy B b Pr eandy e ¢ mé@mﬁkﬂﬁﬁéﬁp@?mﬁfqmt Ht

encapsulglissy LGy %gﬁéé{lﬁél el a4 Qéeﬂgiahﬁricﬂl%% ihitﬁgg:legéY tfhﬁ‘?ats&}i e

t erm nal “equi pnen ransm t sai rame” upwar e said T router ,

and t he Bigdrfet MDagidt ReRRdlogpkeSreabfiding s idivius Wik SOl end¥d AR, or
information to obtain the user id, service id, paraneters and term nati ng

time. 8combyényiheescaerdl fiskls, dhmelingtusorniithn aguereing wihst grace miblidhzisneptt he
e e YA SRR ) SRR o0h e yncl bdes a Qustomer eremer
equi pnent, dhﬁné: qg\{&%fé &Rt B ttlrlgtsystem, the said Customer Premier Equipment
obtains the request flag and service id, and completes mapping and encapsulating the
service id and user id along with the said Network Premier Equipment to form the integral
expanded layer 2 data frame and transmit along the said Ethernet line upward to the said
router which terminates the said layer 2 frame to decapsulate the Ethernet and encapsulate
the payload of the layer 2 into the over-layer 3 protocol payload so as to transmit, Wherein
the said router logs the header of the layer 2 expanding frame and the timestamp and sends
the said log periodically or in real-time to the AAA Equipment which resolves the record
of the log to complete the initial related AAA functions;
during updating service status of the said system, the said Customer Premier

Equipment sets the flag bits into updating, and performs the same actions as that of the
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the said system maps the corresponding fields of the packet format of the
Et hernet expansi on technology to the service and user, enploys several
fields currently not fully utilized or one or several fields already used
~AHndividually in the packet format of the Ethernet expansion technol ogy, by
~redefining the individual bits of the single field, or conbining the
sever al safd wauesting perwigRi angl use of the remaining val ue space which is not
fully use t hese bi to .the service.id and user. i ng

d, to map. dd; . du
request | ng SERPRRTTSTTIFS oL R S DRETS S COREHNPRRHIG s Hfbn
obt ai ns f j i Qﬁﬁﬁg ;
encapsuﬂ%@?ﬁgﬁﬁﬁgﬁggf%ﬁgggﬂg:%ﬁ%ﬁgggﬁbgﬁﬁg@%ﬁgﬂﬁf%ﬁﬁsﬁg saidﬁﬁg?@g?&
Prem erinkoestif® ind tperfbanimgtthe sanié egloak ae ¥pan de thel sajdereqdestdag aerkicanendand
transmt along the said Ethernet line upward to the said router which
t er mi nafhessaidhabaenmglly agaitting sorsive retersiée dhafunpane choeking: ther srevice ridgatus
encapsul a t he payl.oad. of the layer. 2 i.nto. the over-|ayer. r ot oc
oy bzt ARt e i Toulah Batf N S il o8k B Bl bihintn BBAREE: ¢ ne
| ayer 2 nei f the: td i
ot oct SR Sl e AR TRl TR 2 BB FROS ORI P 1L 1 ecora
of the tond thosatdlglpetiedichidy bnintrealktimetoat &d Hyprhemethicngsolves thel wedond
updating_ service status of the said system the said Custoner Prem er
Equi predfthe dasstotimplementthsiinigial selated datfopgionand perforns the sane actions
as that of the said requesting service; and during existing service of
gte said system including normally exiting service and abnormally quitting
‘serviceg thesaind . OQFBE by uRXUbine iS Shith&6riZeaf iR RatlRe S4H LbBlidh@rditag bit
into exiting,” and performng the sanme actions as those of the said
request stafs smiay i e invarkdd t ine as addigupabde mriibyicquiay t bynghs eCwiterger Stemisrt o t hat
upon checking the service status updating tiner, if the said router finds
out it BAWPPEAL it will set the flag bits into abnormal quitting, |og the
header of the original |ayer 2 expansion frame and the tinmestanp and send
the said log periodically or in real-time to AAA Equi pnent which resol ves
the record of the log to inplenent the initial related AAA functions. 9.
The sys ccording to the.claim8.,ischakacter.ized jn that.t sai d
updat nbt o b PRl Pt @b 36 of Beffbon o o AR P R BN L BTy by
the CustQues ef’ﬁaﬁﬁ‘ibﬁ'ﬁecﬁﬂélb?ﬂﬂﬁludes IER 3021 /YSIEPERQII@LNY to the clains 8
or 9 is Characterized in at the said Ethernet |ayer 2 expansion
t echnol ogy includes | EEE 802. 1ad and | EEE 802. 1ah.
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