:e3e2l R6T2 QL1 June 2003 NMETHOD AND APPARATUS FOR PROTEUNUYQE 20PBE

LEG TI MACY OF AN ARTI CLE MME&W@E @"F | N\VENTI ON 5 The present invention

relates t for pd IM | egitimacy of an arti '
MOYOE e -

particul ar ns fo he authenticity of an ronic
docunent or article against f&&ry. BACKGRQUND Verifying the authenticity
of a docunent or article is a well-known problemthat is 10 nade
increasingly nore difficult with the wi despread use of sophisticated

r_ep_rod:Jct i on techn(r)]! ogi MEETHODAND WMTMSIEOWOH%CTHTJG@ ati Ion Ito
Euen homp et o FRELHAE BT T IR SRARSTCLH cautt fon funct ons
t hat un{m\“\mmmm“m | ong ago were only capabl e of being perforned by |arge

institutlons*,‘& ch as governnent 15 agencies and | arge corporations, due to

t he resources at were required. Thus, technol ogy capable of facilitating
tthe counterfeiting or m suse of docunents is w despread. Consequently)
attenpts havdFiEdh ORTHE BNYENTION et hods and systens for verifying the
aut henticity of docunents and articles such as identification cards agai nst
forgery or. fraud. 20 United States Patent. No.. 5.719 939'. describes .a system
and et hod f oHIRAEPRY TGN ELEl B o W ey o7 BOGF I TeRUmREY 6f 556515 ansk
pattern of ov@rpaptichthr kd hsvenskHrk véﬁgﬁﬁ%sthb%uﬂﬁmg&ﬁf an'eléctiond\dRameMorbase
material, so that the fibres formdiftering geonetrical configurations. The

fibres are cagsteleagainstferasty-optically scanned through a surface of the
transparent base material. Subsequently, an inspector may scan the product

and 25 conpar t‘?fG Eﬁﬁjmed data with the stored data in an attenpt to
verify the auﬁ%en iglty of the product. However) the security of the nethod

disclosed in U S. Patent No. 5,719,939 is heavily dependent on the

di fferent geovedfyingehe anthéntipityatfiaciveument draurticle is cweldknbivarpesblehthatbe 11
June 2003 WD 00/ 39953 PCT/ S8/ 00108 .2 configurations are too sinple,
security @ann‘&?dﬁéc"ﬁéﬁﬂﬁﬁt"é@&d{f ult pethfin aidesprad usg °E§?@%@Sﬁ?tf’§ur ations are

too conpl ex) fBRdGafnSteincidies YRHISTY JaRERABANRS Lo ihrQaA6M Yo digital media.
Sophisticated reproduction systems are readily available. Even home computer
systems are capable of performing reproduction functions that until not very long ago
were only capable of being performed by large institutions, such as government

15 agencies and large corporations, due to the resources that were required. Thus,

technology capable of facilitating the counterfeiting or misuse of documents is
widespread. Consequently, attempts have been made to provide methods and systems
for verifying the authenticity of documents and articles such as identification cards

against forgery or fraud.

20  United States Patent No. 5,719,939’ describes a system and method for verifying the
legitimacy of a product against forgery. A pattern of overlying individual fibres is
embedded in a transparent base material, so that the fibres form differing geometrical
configurations. The fibres are capable of being optically scanned through a surface of
the transparent base material. Subsequently, an inspector may scan the product and

25  compare the obtained data with the stored data in an attempt to verify the authenticity

of the product,

However, the security of the method disclosed in U.S. Patent No. 5,719,939 is heavily

dependent on the different geometrical configurations of the particular fibres. If the



United States Patent No. 5,742,685 discloses a method for1Vé¥i&48%y an

i dentificay d and recording a verification of the sa i e of a
per son V\ho%({)@éﬁggsi dentification card is to identify is scgﬁﬁgﬁeggg(ﬁﬂ%duce
a digital signal associated with a text nmessage. They are conpressed,
encrypted, and then coded as a twodi nensi gpal barcode. The barcode is then
printed on the back of the identification card. To verify the validity of
the card, the barcode is scanned, decoded, decrypted, expanded and

di spl ayed. Tocpefifuoationsesrd fdocihplensecting caesu bt igngranticeg| @yebe othegieanalnd 10
text are conpared with the corresponding informtion printed on the card.
Wi | e the met HECoBfisuEstions éfﬁtm%o.m@?’?’zigﬂ, B ﬁtﬂpq PSEE NCEEAHFISRTISARY X
connection between the printed inage and the text on the one hand and the
print ed bar coqsiRR Sillfs PHBRNo. SENG83IURCRRYE Mitl FANIREEH i @ntfihisy

met hod, relating to the practicability and conplexity of the rretnho ) &e
such di ffi cul tyrdi mdhevortimgaompifiestsonaof thngamee Ambgaeetod alBrsonsyimen theat

tisfi he . ' ts. of .encrypti d_bar cod di ng, while .
mai ntai ni g | MAGETIGEA 3 1P SRR e DBt ROGI G Ca ehab Assoatsd Ytk ant
degradati on i R (£ Gn&RRARE ITREy R ddMEprERE\RES el NBEAN EdUeiNS aQib0i Nal i mage.

A further disadvantage iIs t%at a separate encryption/decryption key is
requi red Ther dimsnsidrel bhoode. al hedwmdeddeiis then primied er the ack wif theciderdtificatiofiyi ng

t he authenticit an. 20 article. especial.l n.electronic docunment.
SUMVARY | n ac&@%dﬁ&%“bét"?? Vaa_tl‘ldi“V of “Eé%{égfhec}’fay‘i“_ﬁé‘ﬁ et g C,"_dﬁg’rFEFﬂ_’d’&e%f
enbeddi ng |1 nleggail ahdRISpRayed RO pafdintliflcBGoH, the¥@sulfiRg ﬁﬁs%)la‘?@d A&
forgery is disclosed. The nethod includes the steps of: extracting

i nformati @@ f texnare ¢amparepwithithgcasfespandingrinfosmationppriniad py the gagd.t he
extracted information fromthe first portion; generating a watermark using

t he encrypted,pformat L.on, i t nd portion of
the artiole: AR SThbRRgof AE ¥Blat S e SLrhIBE s K RuaREREeREc A
rendering st epstwéehih@paideimpg dndahe @kt érihe ahé hadeandthe briatkd bagody afitthe
information of the article has been processed and a cryptographic link is

formed t her ebyther, thereaye severd dispdyaptnggoighisprethesadlatieg togthe praoigahilignangd

the wat ermark . Aer d o i

rechani m depSoRERrg i mERSE oAl sARRirtal & NEY & Rl Rl e p,
wat er mar k4Scam siee thetrsatisfiesdhdageiternents of éneryntion wad barcadk epadmgatvhila
mechani sm Still, npre preferafly, _se,?,ds for generating a watermark can be
obt ai ned f r omMANIERG Imagsqualilyy Significant FOMPpEgssiop can eqlse 3 significant o g
portions of t I: i 1 S5 : da @ tly
fromtext and?ic?):glad?i 1‘riifcl)(?nl{ grntggggaﬁgﬁgﬁ ?‘ﬁ&%@?gﬂﬁghﬁﬁeéﬁfpggwo@ggﬂr? ?@rg eg.A%Igﬁfrrmge
can depict bi dlissdvargagtaisahabf sepavate soerypsadddacepption key s tefpaired t i cl e.
Preferably) the article is an electronic docunent. It can also be a printed

docunent. 10 IR accqydapce with. a second ect of. the.ipyenti,on. there is
i s61 oned an A0 SeheRReF = BrddiefeR SRR iR AR Rt ying R elsPichyBf £n
requi ring2pr otaedle AR3pedati &t eleQf ey docullest. appar at us incl udes: a device for
extracting information froma first portion of the article; a device for
encrypting the _extracted information fromthe first portion; a device for
generating a WHMMARY using the encrypted information; a device for 15
rendering the watermark to a second portion of the article; and a device
for controlli Al i actl UL i 1G;
generating an ragn g?’?cﬁév@ggflgggg%c?%ftgaglflﬁlﬁ({nbgﬁeﬁgﬁ of t%ghglggfnc % unti |
all rel evant iwdtemmaks dnamdrtitleeequitingpretchtion ognénst forgeryds didclasstll. &The method
cryptographic link is fornmed thereby, .In accordangce with a third aspect of
the inventi on,m?lﬁé?set?’FéteB? le %@Guﬁgﬁ‘(gﬁ’fﬁlﬂ@? ?@5‘ %ﬁﬁép%oﬁr"(gmwlﬁ]&i/i ng a
conput er mead ﬁ:ﬁgﬁ i i 130108 {HheC : i r
enbeddi ng zigi niéglg tgrdr‘rgh%r sgfegg%ﬁng?tti cI(gﬁrﬂ(ltaé(r:]t:i}igirr ng&g’r%{r%gﬁng%e\gggﬁﬁﬁ
forgery, the asingtheencrypdamfopnatibg renidagngidie vgtermariomud secomd petion af theng
information froma fiyst portion of .the article; a nodule for.encrypting
the extract ed FHFIGr #d 1eBANEShT PHERCHRG. SACTBNG, ERCTAMEANA Tendesineglem Vit ng
vatermr k- usi Ngolifte parRidH W HPhALIAPLITICAR inforifadeh 6f iRlarf SORARI b e
watermark to a seco portion of the article; and a nodule tor controlling
repeat ed oper girocessad andecryptogeaphioink ie famegdthanehy. gener ati ng and renderi ng
nodul es with another portion of the article until all relevant information
of the article has been processed and a cryptographic link is forned )
t her eby. 4 11 June 2003




In accordance with a fourth aspect of the invention, t her'd J40e£083| osed an

article remypd/sges protecti on against forgery or fraud. The pefk&fuoios
includes: two or nore portions for containing information, the information

including text, bionetric data, or both; two or nore waternmarks, each

watermark printed in a respective one of the 5 portions and bei ng dependent
upon information in a different portion, whereby a cryptographic link is

formed between the two or nore portions., Preferably, the article is an
el ectroni c dcefgEARY, the Walgamarkds epreraled Prisdd aivsderiahvatempark gersrafiiice wi t h

a fifth aspe el ' tedt iflfcimla d rii equiring
protection aglté‘?cﬁé?lts{ﬁodré&g}r{(;&gpsﬁ g&%“&ﬁéeﬁéﬁ{l C g&?sﬁ?%hr rfe%]ugbﬁthhe steps of:
10 extracti ngvdterhearkeaddmobe feneratal Based bn giffdrémrwaérnidile gatdratinanechbsismr ti cl e

having two or_pore portions for containing information, the information

i ncl udi ng t exttill BpErRIefaredlyaseeds foF BeRFTHINEhYRFHPATFaR Re ogtained draaponly one
nformat i gn_ igdit Gent lafite BOLEANeISRALHAHbAIoARUBHRIIE K USi ng L he
encrypted i nfformation; rendering e watermark to a second portion of the
article; and repeating the extracting, encrypting, generating and 15
rendering st dreferdbiy) thm otfbematipari$ exxracedd diteetlguftane text amd/o1 frari dne et mesnt
information qof the article. has bee rocessed so that t or _nore

wat er nar ks ar‘@"Wﬁ%@Furé%ﬁWW\}&iaéFn&PE ”B@%%‘@fmr‘@ﬁﬂ%ﬁ’gﬁnqt‘ﬂc R gER BB e one of
the portions godihel andapsdent upon information extracted froma

di fferent portloh, wheregy a cryptographic link is formed between the two
or nore portions. 5 11 June 2003 In accordance with a sixth aspect of the
i nvention, tRreferabdy,dhe eftivdoid an elestrhnig dotument fIicanplsonlee 4 pasited demyneof. an
article against forgery. The nethod includes the steps of: inputting the

article t [ re rtions: ext iLn . t .one watermark from
aach: por dPon T aGvarmr Eh & sEape Sk B s AveRliahyiBete 4f Bci R TBhselob s
conpari ng t hgopxhbaddifg linkddwaefiarks anariticRaeqtitig prdtetioh agalaitgorgered
watermark froma different portion to determne if a corresponding

crypt ogr aphi cThei apparasustipokides: arigvice perzaxtiagtinginfersasian ifroan & fiegd portion (of guen
portions of t rtiGl \Vi [ : td j i.fied as
gt t1 mat e AL 464ife R Hherditl HeasARER nebFuin' s B Bl e
or nore portidenive for genkiatiignewziefivarkieingrthdencryptod infeinhaibn} ndévickefort he

steps of: scanning the product; and djviding.the scanned product intQ two
or more port iteRderingthe wateymark tofsegeRd PEEoR géﬂ‘W‘%‘EbﬁWi‘i arf%"lcﬁff%"r%&ffpgwgf rom

a portion of 3 L WG d : rk
is g b or ypt SRR Geieon oF hEERRRIRL e Ay edrbrdindARE reHeE BN X
wat er mar k i n witle apathér mortioh/of theprigdle natill afl reidventnimfdrodtiomof thel emticld s beep of
extracting an i nva%r:d'carg{jaf eature frlorp%I r}e sc(ﬁéne% informati on to reconstruct
the seed. ThePresassetakia cryptpgrapiq link.is,1ormaed here®X e yde bionetric dat a.
Preferably, the nethod al so includes the step of decrypting the scanned

i nformation tg de5aRsdd With aldied 59R6t of RS invetidn, thete B HRUASE @RBnputel NK can
be a self circle, that 1s 10 referring back to itself. In accordance with a

seventh @8pedprogtam prodnettemvingmeonpiserzendably metlivsrhoving agpmputenprogem

verifying the | egitinacy .of rtiele inst, forgery.. The. apparatus

el udes: o dsonsd PEFEH (R ofbeing friGu it HaSir R Buplifbguh |
device for exiganit fd?ge@t, tﬂeezmipum?wgmrpmda irchdieR Gimedulé fop@xtrictifgVi ce
for determning a watermark from 15 Information in each portion; a device
for conpari ngnfermatien fe e dirsipoaioreefiche pgicle Baneditle foseneiypting the exisacssdhi ned

wat ermark fro i.ff i Jo) ] if .. i

crypt ogr aphi c‘“ﬁa"ﬁ%'“f’g ﬁ‘ﬁ?&f?‘?‘é{ qgo%,eavxlﬂgﬁeﬁ% g@ﬁgeggléagﬁ E%&%‘%@@gﬁ%‘%hﬁg step
until allsporérceyifedinfofifativht b elodlulofoe rdiiefing theoessmthrk td'@seebhd prioRof Ng
verified as a legitimate article if all cryptographic |links are found

bet ween t he tthe aBicleiand amogdide foreatrolling repea epgiipm of the extracting,
encrypting, generating and rendering modules with another portion of the article until

all relevant information of the article has been processed and a cryptographic link is

formed thereby.



I n accordance with an eighth aspect of the invention, there is disclosed a
conput er program product having a conputer readabl e nmedi um having a
conput er programrecorded therein for verifying the legitinacy of an
article against forgery. The conputer program product includes: a nodul e
for inputting the article as two or nore 5 portions; a nodule for
extracting at |east one waternmark from éach portion; a nodul &l fene 2003
determining a watermark frominformation in each portion; a nodul e for
conparing the extracted watermark from one portion with the determ ned

wat er mar k f irosocarddnéd witk atfoynrdr dspedt dfmaiat/armimmefefls disclosedapatidieng
cryptographic |ink is found; and a no repeating the conparing step
until all pHAUITHIEPratectionaginst rgery oy ra ‘g %@%W‘B@dﬁ‘é%"édtwq Pngiet j cl e bei ng
verified asp, i Sn u

bet ween t he f@ﬂ\/\lxl())ﬁ%ir"&rr?o%ﬁlﬁ)lgér %chﬁgubﬁ tﬁé&l{%ﬂuaﬁigﬁ%%%h%%té& DES%%?g g‘gl'@d&\ldaz THE
DRAW NGS Enbetdii tvemorsmortfe wéternmankss pachomatemearki psmteplhmd rd:sgccmvnwhe efthei t h

referencg to the draw.n in which: Fi diagramillustrating
o article ReRgRymEBdiRs donenent BpSinsintiion n S Recherl QOripbRBhY ari g, 5 | <
a symbol i C ghp@iphPhiteImICis ifSindd R 1w Thé tisloitho gortigisOgr aphi ¢ wat er mar k
link in accordance with the first enbodinent; Fig. 3 is a flow diagram

illustrating a nethod of form ng and enbeddi ng wat ermarks in_accordance
wi th the fi Peaferabliyothegetinle ispo elgcironig dogument] digagialsgrbera printeddocumenty a
met hod of authentication in accordance with the first enbodinent; Fig. 5 is

a flow di agh?{@cbldaﬂé%ﬁﬂh'}ﬁthaashé(c?'o?ﬁle IH%n@BH tﬂ{:re%ﬁls ﬁéég%‘l ' %{1'&”' ant

bi onetric f ures racti se I'gs. 3 and 4;
and Fig. 6 trejuirifg pmteduuagaga;mst fdrgﬁymfmu@ Thd yiicleds formict b tlod sty at i ng a
waterma(g 15 which be ract sedlnt erretggé of Fjgs. 3 and 4. 9
11 Junel©008XFReAR 1 Ropian g dhe atig @ICI%H%YI%H%‘?@ pr ogr am

product for ;e E&ﬁﬁbﬁ'&fo} Q@ntﬁfﬁ“éelﬂfdrﬁl'aﬁ-]ye%e Aforflatich 'i&'ﬂicﬁn%dféﬁtl 'E!s“dc}ﬂﬁetﬁé article

are di scl osed. her, an i nproved ctroni ¢ docunen osed. In
the fol | ow dgagesdoth; pncwptlnmﬂnmxtramectpémﬁantlon dirtraihie firstiporticrs gBnapatittg cul ar

wat er mar ki n echni ques, are des ed in er. to provid nor e t horough
dosor | pt i onVBITERE YRS FERYPIRS mipivatog: Ssatius e aviaek © {aM ki | | ed
in the art pbbdfonlof ehetir@88 ¥ndirBycithg e ermxcth@ Bﬁ@?}%thfgegeﬂé'rétﬁ%%dt hose
specific_details. In other instances, known features such as

parti cular Hndaing steps Widk anothey rpoétmﬁfl tbe alﬁl&lﬁém%@ll pedevantisdenmatied of thedet ai |
SO as not t Qrtl%i%sl&g foGert Pr%céggé{c? & thtWWO or more watermarks are formed, each

watermark being rendered in a respective one of the portions and being dependent
upon information extracted from a different portion, whereby a cryptographic link is

formed between the two or more portions.



10 In broad terns, the enbodi nents of the invention provide a systemfor
verifying the legitinmacy of an el ectronic product against forgery or fraud.
The enbodi nents of the invention can be used to verify the authenticity of
articles forned fromelectronic data, including identification cards and
other security related itenms. O her types of products that can be:frotected
i ncl ude passports, credit cards, personal identification 15 ¢hfeng 2003
banknot es, checks or negotiable instrunents, certificates, security forns,
lottery tickets, and the like. Generally, the enbodi nents of the invention
can be usedIn iccaraned with aghitl aspectdtithe inkbntitag theeisslischIsed & agthod ofecuri ty.

10 11 June 2003.1n_one enbodi ment, relevant information in portions of an

el ectroni c pedfyingth 5%«'@%@%& anGriigl leagainst iraery; Ve mnthodonsludes thasteabcunent
in a cryptogg Ehtgmg’%’ e 251895 o pf%b?é rflofd: ethatl; H%ﬁtﬂé@ét%ﬁ afPmarkat 1S,
information In t portion o ectronic unent r exanple, is
enbedded asﬁanlmmhpsﬂhhedmamﬂnmgmhwummaukémnnﬂﬁnnmnomnlﬂkh@onhm docunent .

Infornat on in the second portion js enbedded as ermark. in a third
bor 1 on. 5 11 kP BE PO HeRRrk ot ps o B BB s a2
vat er mar k i gohh@difffetent 8 Bi@iohitd® Eleteﬁi‘ﬁﬂ@ FOHSOrRERSH; @&9% BlabRi3inRN€ found;
arrangenents are possible. Preferably, the product haS a unique feature

r epr esent at awhrepgatingithe pernparmgistepcindn all ﬂJQI‘tIOSIS ot thefartidle hamrhecn procgssed, f aci al

i mge) printed o i rst. rtipn.of the pr. faci
recognltlonE Qa%ﬂpﬁyg?f§ﬂ %ﬁ?ﬁ?ﬁ%mﬁﬁ%IE%T@QPFEEF@gﬂﬁﬂgﬁ??ﬁ@n?irst
repr esent at bgwveb® tHeQiwd dr iforé peRfdds.r epr esent ati on of bionetric
characteristics of the owner. The second representation is coded and
encrypted as input for the first waternmark generator. The first watermark
generated (the third representation of a 15 bionetric characteristic of the
owner) is printed onto a second portion of the product. The second portion
of the product may have also a first unique feature representation of

anot her bionetric characteristic of the owner, such as a picture of the
person's fingerprint printed on the second portion. Using a fingerprint
recognition nmethod, invariant features can be extracted fromthe above
first representation (i.e. fingerprint 20 picture) to formthe second
representation of the bionetric characteristic of the owner. The second
representation is then coded and encrypted as input of a second watermark
generator. The second watermark generated (the third representation of a
bi onetric characteristic of the owner) is printed onto a third portion of
the product. This process can be repeated any nunber of times in a simlar
fashion for other 25 portions of the product. This process continues until
a coded and encrypted representation fromthe last portion is printed on
the first portion of the product. 91 June 2003 WD 001 39953 -11

PCT/ S8/ 00108 A cryptographic link is thereby formed. The security of the
product's authentication is increased not only by verifying it through
tradi tional authentication neans, but also by verifying the correctness of
the formed cryptographic link. Preferably, the cryptographic |ink can be
inplenented in a self-circle way. That is, unique 5 information is
extracted froma portion, and a corresponding watermark i s formed and
enbedded into the sane portion to protect the portion fromalteration.
Again, the first representation of bionmetric characteristic can be an inmage
of the persons' face or fingerprint. The second representati on can be
invariant extracted features of the first representation. The third
representation is a watermark generated 10 fromthe second representation.




Optionally) other information related to the product owner's identity,

i ncluding the person's )D nunber, birth date, birthplace, and the like, is
appended to the source of the representation at a different representation
| evel. Still further information can be used related to whol e operati on,
such as the enbedding tinme and the enbeddi ng 15 place, can be appended to
the source of the representation in diffferent portions of thél gure{f8.
Optionally, the verification can be done at different |evels based on
different requirenments of particular applications. First Enbodinment Fig. 1
is a block Creferably thephethod@cRidestht isepeoft QCanaitp! thé Piodgcts asdidividing theor mat i on
in 20 accordance wth a first enbodi nent of the invention. The depicted
exenpl ary af¢angedpredactiigtodwe s spse portiophvely ean alsp inclideithg gep afscpanipgy of
nuner ous pr . qg#j] iL.ng: pr j i i hng a credit
card, a ban n@?a;tl,olha o% £ ggilogtogtélgegél{oalgct?‘ggégpﬁsgrgfgﬁ%rege%? ?fo%gglﬁélr%!ri' s license,
a birth cer watdrmatkeysirgt £cryptography techmikpe carrjgdtomg irbgpprocessatf embaddiag an
several portions qf, the artic i ncreases the verifiable authenticity of
the 25 arti HAETHELK indBuPPing M%a% prefsr Ya‘B%F}?élEOdle?lt}gWﬁ%?teﬁﬁ' ot her

unaut hori .Se@x?&%g lafs 3 aPilnt fxaﬁredt?&hQﬁ@é@aﬁ?eﬂ%ﬂﬁﬁﬁla&&pto%cdﬂsﬂu?t]thé Qehjudes
three regions) aréas or portions 102, 120 and 140. For exanple, the portion
102 of the [dhsspiadted] @b arisntifhauroaeinadddesdipmstsipaiata) whi ch normally is a
separate sheet. The other portions 120 and 140 of the article or 11 June

2003 WO 00/ 39953, -12 PCT/ S(38/ 00108 product. ,100 can.be sepatate qr

over | appi ng RARALGfe gLk wRbdes afRr kiR Se SRR T uiogo
portion 102 redydstRicotie seéd) @ptidasisy, Aickyptdgaplialink €arthe/a SapeieclgHats | | be
readily apparent to those skilled in the art in view of the disclosure

provi ded0 herefeming|baclrtayitself. ) the portions 120 and 140 do not overlap. 5 The
first portion 102 of the passport 100 is nmarked with information 104 that

can be used 3 t] . he
arti of e 10018 rBRUREERI 38ferf o HRE e el URRAURY BB il 17
106 and t he foravveifyihg thedegitimaty yf ar artitlatagaih®tSofgery. ithecdppatatuspiaclages: b i s
i ssued. The second . portion 120 of the passport 100 contfai ns a gerson' S

phot ogr aph 9FViSE fEinDUtiRgsthe @Ftickhasdvoras dngre ppitionsadeyics forextragtiag afledsts of
data 124 ab@yf walemRASERRChcARAibNE device for determining a watermark from

15  information in each portion; a device for comparing the extracted watermark from one

portion with the determined watermark from a different portion to determine if a
corresponding cryptographic link is found; and a device for repeating the comparing
step until all portions of the article have been processed, the article being verified as a
legitimate article if all cryptographic links are found between the two or more

20  portions.



person, and another identification portion 126. The various pieces of data
124 are typically associated with the person and include in this exanple

t he passport nunber, the name of the person, and both the place and date of
i ssue of the passport. The third portion of the passport 100 contains

bi ometric data 142 such as the person's 15 fingerprint, personal
particulars 144 and a third identificati®n portion 146. The bk Junsr?403
particulars in this exanple include the person's age) bl ood group, and
height. In the article 100) one or nore nessages or pieces of information
that are |i ked¢otdandewithah vighth dspedtlof thrihiéition) Bere(ie digclobdiea grgmpart) can
be utilised to generate the |inked waterpmarks or cryptographic |ink.

Wat er mar ki nBrograik Brodystrsyingn ¢omputerdeadaplemeding haying #ROMPULes PFRIEB t he

security of r y. At the
s ti e ERQeA Ukl B or 00 Wi LopitheB g B T e BB A B G Y, e

f or gery cancdmputet @rogeach pﬂodud:t hnecltﬁdassa npdulbifmnﬂ:@tﬁngfthd drdclpas spoot mdfk0, t he
nmessage %o be extracnﬁ$%§) be the "Nanme of q§¥ " 108. The extrgkted
message PIIPY T ERodUIe, BT EXIAGHRE Ay legsf %é@é‘a@ ThReIch Beiony? BeAliEat e a
first water f@rd%te%ﬁf;&g QWa{e%alfld fesih 1§f§hﬁ£ﬁcﬁﬂn\éﬁélﬁ§d¥%ﬂf ARO6&N&kHNg mechani sm
In turn, the :first watermark printed or otherw se reproduced in at

| east the se@npﬁdnmcthc emaCILeZlONatmmaak from drgCpostiorewdth ige dett@'mmet@atﬁmk portion

102 to th fth t.. 100 | Ly depi t hi
rethod | n alo0 HAREThPOROR ALK P B Rantine cyRCgGRRe W3 Bied, 30053
- 13 PCTI S840 ModuleTot ﬁ?ea‘lﬁ@%@c&ﬁﬁdﬂx@%t%t@ﬁll pbRioRssp MR tticlORAvet he

phot ograph or depiction [22 of the person can be used as information to
gener at b(?a heaneraeasied; the artiede bh‘mg deroﬁed ﬁsr%leg]@matﬁ? atigleifig] crypwgraphic exanpl e,
a bionetricsg _gecoanitio d with the person's face

cont ai ned |§ eQ%ﬁa beﬁ% th é%% ? ne(gp nore invariant features of 5
t he person. One of the |nvar|ant features al one, or several invariant
features conbined, can be encrypted (for exanple, by hashing). The
encrypted nessage is used to generate the second watermark based on a
second sel ected watermark generating mechanism The second generated
watermark is rendered or printed onto the third portion 140 of the passport
| 00) where the person's fingerprint picture and 10 associ ated nessages are
| ocated. Anot her arrow 162 extending fromthe second portion 120 to the
third portion 140 of the passport 100 generally depicts this process.




In turn, yet another bionetric recognition engine can be used with the
fingerprint 142 to extract its invariant features. Again) one of these
invari ant features alone or several invariant features conbined can be
encrypted (for exanple, by hashing) with the 15 above nessages. The
encrypted nessage is used to generate a third watermark based on the third
sel ected wat ermark generating nmechani sm8 The third generat ed lhdumer 203k i s
printed onto the first portion 102 of the article 100. In this manner, a
cryptographic watermarking link is formed between the various portions 102,
120, 140 of BRIEFBPESCRIPTION OFXTHEPRAWINGSdes a synbolic depiction of
the nmethod in accordance with the first enbodi nent. Various portions of an
article requjring protection against forgery, or, unaut hori sed di fication
are depi ct e&nﬂapgaa%ﬁ%@ftﬁf: Hyegten %reﬁe%gr%zggyremﬁ%wah zfzfer,en%ea@ﬁﬁgf which is

| abel | ed ar 2r.area 3) ..., area n. The nunber n may be dependent
on the part?%h %$gg§gP%3ation of the nethod and can be sel ected by the
user. 25 Each area 200) 220, 240 is depicted containing a circle 202, 222,
242 repr esehig. igs eblockdidgoam dluserafigpaniarticleaccardimgdo e fancenebelimpitiodn of t he
extracted feat.ure.. The area 200, 220, 240 al so contains another circle 204,
224, 244 deﬁFEPYﬂﬁ“ﬁrinting or rendering of a waternark from another area.
The area 260 is neant to be a general depiction of another area and
therefore i Fg. dad akymbalicdid@amsdepiving Thefostasiacoal dropogRdphiexiadadialg bet ween
t he areas 200)  220) 240, 260 indicate the relationship between 11 June
2003 WO 001 Yok gBagordagensith theofdrst embgdiment; es extract ed and encrypted 202,
222, 242 fromone area being used to print or render a waternmark 204, 224)
244 of at | . i 20, ' ference
to the spec? .tg1%%?11%“%E%?ﬂﬁlﬁgﬁfaﬁﬂgﬁgﬁ%ﬁ%@%gﬁégg gg@%""%‘gg égfetcr)ﬁa% 5 Fig.
2, a procesin adcorlahéewith dat fimgerabodiments| e enmbedded with |i nked wat er mar ks
according the first enbodinment is explained. During the authentication
process, . pottiqns of the artijcle 100) for, exanple, are scanned an

G o 1 oA Eig 335 g Howldiferhin i ufidg s meibi Soflenbinbbdn SN G BB et her
or not an empeddeddiadn@r mark is located in the relevant portion. If an
enbedded watermark is not detected in one or 10 nore of the portions 102,
120, 140) this result indicates that the article is a forgery. Furthernore,
an ext ract edigpya ot diegram ilpsirating ddyrieal aacthod of exbrpetingrinvarinat biosetai¢ ny i s
checked a9aifiirea WRH £3PBI P h FASRERDINY 19Bs 3% el bygd on the fly

usi ng a conbined’and encrypted nessage obtal ne rrom anot her rel evant
portion of the article. If the watermark rendered in the portion does not
mat ch t he ofig. l6as & flpwldiagrametlnstraking bhysical mikithad efgentating hevatarmiadd,e is al so
a forgery. The .foregoing.authenticatio r yerification process is carried
out unt w af‘%“ﬁ’o‘?‘ﬂ’ ?.lgragt'is H’é%%FrIPFt P‘iﬁ (rl}(fggﬁﬁéméﬁecked. This nethod of
verifying the legitimacy of an article against forgery or fraud does not

af fect any conventional or existing security features or nmeans used in the
article to protect against forgery. 20 Fig. 3 is a flow diagram
illustrating the method of form ng and enbeddi ng |inked watermarks in an
article in accordance with the first enbodi nent of the invention.
Processi ng conmences in step 300. In step 302, a "working area" or portion
of the article is selected for processing. For exanple, the first portion
102 of the passport 100 in Fig. 1 can be selected. In step 304, an
encrypted nessage extracted fromthe 25 portion is generated. In
particul ar) sub-step 304A extracts a feature fromthe portion.



Preferably) this involves extracting a bionetrics feature. In sub-step
304B) one ore nore extracted features are selected for encryption and
encrypted. One skilled in the art will appreciate that the sub-steps 304A
and 304B can be inplenented as separate steps. In step 306) a watermark is
formed or generated using the encrypted nessage. 30 Wile steF 306 as
depicted in Fig. 3 only indicates that & waternmark is fornmed)l!junegdo 11
June 2D03 WD 001 39953 PCT/ S8/ 00108 -15 be appreciated fromthe disclosure
herein that one or nore watermark generation techniques can be enpl oyed.
Pref erabl y) DERTAHEDIDESCRIPIEIONgENer ati on techni ques are utilised to
generate each watermark in different "working areas". One nethod of form ng
a watermark is to produce a noi se-1ike random g;ttern using the extracted 5

message and/cHRBPHAPPABIISy Ml GORPULS Pregiemaedych for yeHbrRg B apthentdsly efnder
the conditi @éﬁ fofer=Yelo) I ily
percei ved bgﬂfﬁ %(aoAn exgﬂpmgfeo eg{lﬁglﬁbéz}atlre n#gﬁgh @8‘.‘5@?‘%‘?@% by Cox,
1J) Kill an ddcurimzn't ngsmosear &mtheShdowing deSripBen ummeBpusespeciSp detailsisnch as

Wat er mar for La, Tech Res rch Institute

o ot oS00 Bautilaf BALTRRIE ST dhss e despanedah SH O BRNER RO tp0oueh | oaet
one ot her %gchbﬁsn 8f @8 invehibn. €2 AN b8 aphdrentBEWEVER IS oﬁ@ﬁle&ﬂmfthé’Hﬂtftﬁh@
portion 102 can be rendered or enmbedded in the second portion |20 of the
arti cl e 100 the preststinyentipnhaycke practised vothoukthose snedidictdgtaile: brothere i f all
portions of .the artigcl.e have been processe essin | et e?).
"7 deci oi on breR Sl el Pl AL Ry iorbut R SSCSRHI BT o)
302, and anohbebeeh@esdridBd af ddthiescuid idt k€ obeuahefiveitias the "working area”
for processing. Clhermnse if decision block 310 returns true (YES),
processing termnates in step 312. Thus, the enbeddi ng nmet hod of the first

enbodi métt i1’ brogd fera, @membﬁ@imenmf thip I ERHPRpTaYide g sysiedenvesifyagdited. The

met hod prod e ai nst
undet ect ed ?Ec%iger or ot{cgrdﬁ%dﬁ%&ndgg% 6&%?2%591‘20%(5*{'% gaﬁpgﬁmﬂé@gﬁﬁﬁfﬁéﬁ% fl ow
di agram of dnmehtion cancliel usgd to verdy ithieyautigentinityof articles éorined dieeai wliettioniic nked

wat er mar ks accor d e first e odlrre Proce ng co ces in.step
500 1 st egetiopehulfheidimeiicaion G uid GRtrseBits Foltg s DUBT R Bf oot o
for pr Ocesstpﬂﬂiucp StRit AR B gl)ot&:tté%ﬁﬁclﬂgépé’s@gorﬂso@reﬁﬂ chrdg, &?%nﬁﬁ'ﬂ@ntﬁw&t@ﬁ eps 410
and 412 on the other are erformed substantially in paral | el as

i ndi cat 8 grandhi kaaknates, nhﬂlkg or Aegatiable instaments, eartifipateso securispformeylatterar al | el
branches of .gperati f ol te one skilled.in the art
w11 appr oc USPES AR TR Gt oA m ek U iy PR GHrsuS o b e eps can
be carried elétrsfigeephysidal Moduﬁﬁdntb&@latlhgt(%&ﬁrn@lo a waternmark is extracted
fromtile "working area" selected in step 402. In 30 decision block 412, a
check is made to verify the watermark obtained in step 410. If 11 June
2003 WO 001 39953 -16 PCT/ S8/ 00108 decision block 4 |2 returns false (NO,
processing preferably continues at step 420, in which a warning nessage is
i ssued, before processing termnates in step 424. Step 420 is indicated

wi th dashed lines to show that the step is optional and different
processing may be inplenmented or omtted altogether w thout departing from
the 5 scope and spirit of the invention. Otherw se, if decision block 412
returns true (YES), processing continues at step 414.



In step 404, one or nore features are extracted from anot her worki ng area,
different fromthe one selected in step 402. The working area for step 404
is the portion of the article fromwhich the watermark extracted fromthe
selected working area in step 410 10 is derived. Preferably, a bionetric
features) is extracted. In step 406, one extracted feature or_a conbination
of features extracted fromthe working dPea of step 404 are sblee093and
encrypted. Processing then continues at step 414. In step 414) a
correlation is carried out between the verified watermark extracted from
t he sel ect eth owr dmhinglimesaredevant informatipnin pirtiensey ad@ectrbnicgecdwst ave bl ock
416, a chec 5, 1s made to,determ ne whether ar not the correlation result
exceeds a phe%f@rﬁoﬁélaerfws%th%ﬂp&rtlw Of i doemem b T RteETARe AY PASHCRD ( Noy |
this indi calRgsibiBat visiHle Matchfhks! That if, ShEHNoIRNAGRSSHdort B QE&TRAD! Y
continues at step 420, and a warning nessage i s given before processing
termi nat es docusent, fapexan@léias einbedded as arvivesible walteswkrkiing seeandrpostion o

(YES), procegssjng contipues.at. decision bl.ock 418 . .In decision,hblock 20
415, n Checl umee tofRERAerBE petosf porSf i srapegeefa’ ShefmBRITRC o 100
have been puRfesEtsh. LikedRe] infdmalb® fikihé ifrd Sridbmsan B &EbdEY as HT OCessi ng
continues at step 402 and another remnai ning working area is selected for
processi ng. Wetaraark indks first pemtien.dBamsrais ophes eRmbingtipns and srapgeraentsigs) )
processi ng B{)&fb%ably continues at optional step 422. In this manner, the
aut henti catfon process is carried out until a selected 25 working area
fails or all working areas are processed. In step 422, a nessage that the
article is Ruférably| thatpesiuet hdsasudiguesfestdie represettytioh. of Sthégmétriz i s al so

i ndi cat wi th dashed lLines to shaow.that the, step i opti.onal , and
di ffereﬁ‘ﬁJI pFRAractenistiy ofdly opmer (- afpsitldmags) nsmt%dt@ba ﬁw Bwﬁ@f thei t hout

departing fPfH&‘u&@QJsﬁrx%)E?acmgec%Eﬁiﬁbﬁ nhdd) v ANR Tt @ds ol BESIBIRT ffagn
termnates Iin step 474. 11 Jtine 2003 WD 00/ 39953 PCT/ SG8/ 00108 -17 Fi g.
5 i s a fl| owthtifagtmpresdrtatitnrtatfomythesceondnpprasentatioo of benwhriesharatdristigs

i nvari ant bi trics ature, which can. be acgtised wth the e di ments
o e T mvonl TERwrsp o HECkN bfeeme G e o0l A8 et sh St Forihy BB ot o

such as a pat@mark deAciabdr. THBERst IMertarkl bRRRHRT %IEB thirl @6preseatidios of &t her
types of bionmetrics data may be 5 practised with the enbodi nents of the

i nvent i &h woiomsitic ehapaateristig of therawnes) is poped ontp sssicend pestion REtherpredict.on. | n
step 504, the bionetrics data (e.g. facial imge 500 or fingerprint 502) is
el ectronica : | Qg ' |4, rried
out 11 necolibsOBEcANE il ol b} KOT drtunthBReat ARG BARR
filtering, ofamitabiomeritbhardettdsticaftiendwndrpsuckasmplioture Of tierpeesonisent i onal

t echni ques gf grqcessi ng 1 di%t al data_can he practised, w thout departing
fromthe scdfé TRHAt Iérfﬂt‘!" en be s dRRTatY i N § HE rgggtgsgngtﬁgl ‘BF%P@’aI dat a
(i.e. image)njafatqeatBics Sa0bd SxthRidd ARARR MR HRE RPRdstNahSS Q. filg Aatef i ned
rules and | andmarks. In step 510, one or nore features are extracted from
t he nor 2@l i pisthrdrtogforn thesseeqndSepsentavagdithd binmgirisocbgricienisid of the owBer.

extracted features.is carri.ed.out to identify invariant. features. Any of a
number of 1 SBSEPE SPrAERRER isthitn frsiel Ad perkped BEMPEORA S8R L i on
met hods, t hevateemamgkddneRforDBEEsdoddd Waerigrkgefietated dithe ShitdiptestBatiieof a
recognition engine in step 512. For exanple, in a facial recognition

system an Biogeaifieekaracierihic §f thecayvnopkis printediostap thindgoaiqneefithe pepduct.
(recognitio i L ral Aci npl es. The
20 invari anltCIL hggg@uers gé&c%ll%ﬁéea%(j%%rr?n{ng%gSﬁgmg%lrlr]p%%nﬂlap %S%rggjhc%]c%tl ‘%n of an

i nput f28&i abpottivagef thetpeoduce Fhigprucasadntifsestuftiba cwledphd enakpwépendent upon

the recognition nmethodq used, it i.s depicted usi dashed, |ines. Finally, in
step 512, trré)r?ﬁwfal%%p%ﬁﬁs#éf PoTEen ffny %ng‘féﬂgrp@%%ﬁtk’eﬁmég?tng t he
recognition engine. The invariant features S 16 can be output to the

wat ermark generator. Normally, these features 516 have a size of a 25 few
hundred bytes. Fig. 6 is a flow diagramillustrating a nethod of generating
a watermark) which can be practised with the enbodi nents of the invention.
Bi onetrics data or information 600 and ot her appending information 602

al one or together can be provided as input to the procedure. Such
information is derived froma portion or working area of an 30 article 100.
In step 604, after the invariant bionetric information and/or other

C




1 ~ June 2003 WO 00/ 39953 -18 PCT/ S8/ 00108 appendi ng i nf bPHRR 2P are
obt ai ned, Wwheoispdser mati on is encrypted. Any of a nunmber of eagFyYRLHAbS

t echni ques can be practised wi thout departing fromthe scope and spirit of
the invention. The particular encryption technique is represented as the -
al gorithm sel ection 606 that is provided ad-i nput to step 604. The
encryption technique may be fixed or selected on the fly dependent on the
data to be encrypted. Exenplary encryption techniques include secret

mappi ng, hashifrgyPRBEPRIC kIS HhesthydopBeh o dhe GERLYRf thhBoduel s thrndgatiap

Schnei er, Br i i, - e f
SEhne er B U ARG U RRERE B Aeond 0K, 0 SAURE
al gori t hns caby erifyny thelcbadctdepef denformpd orypeographid Bmk. aiprefdratdy,ithes and 10

security requirenent to increase qverall .seceg{,i ty. In itep_ 608, a random
pattern is geRBPHRERPIRERECHNPLIMMUeBEeRed iR Sdi-fETIR WGEndhat s ridNsc hani sm

010. The sl ehihaf Al BRANNAGH atgdgﬁﬁ,gﬁd L RBHRPORGIER] Mok RYDERL B O

dependent ‘upon extrac nessa erent ran nunber generators
can be chosenembeddedrinmstie same portios ec pratécy thelfortion fbepal@tRiona fi nal
watermark is fornmed dependent upon perceptual analysis 614 an the area to
be enbedded based on {he Human Visigon System (HVS). The strength %f t he
watermark is MEEs B HBOIePEReTgiane! tambiicahareeric EHubAN mags offhe
application o » r i t J

wat er mar k genk’?’?{ﬁ%?‘f‘gﬁ cgg Eﬂéémedz%giﬁgﬂg%i’g%ﬁﬁ%ﬁg" gﬂ’i‘é@gﬂ#ﬁ%%&?ﬁﬁ ysi s
614 and syst efieateguof thadimstge@eGntdtion. Jhediadydpessematiohsckwatgrmark generated

Di screte-Cosine TransforméDCT or Fast Fourier Transform (FFT) conponents
within a g}es omLthe SeEAMGIRPIEFSTEAUG e content of the affected area can be
roughly classified. A stronger or nore noticeable watermark can be enbedded

in an area of gyti@hallyeetnsr tafoRNstich reRER0 tRE plodast dWergedditity, Wadlgdii@ e can
be enbedded in'a |l ow texture or perhaps blank area. 25 In step 618, the

adj ust ed wat erpExgpk’SiIB nywmber duiith datepbirthplacetand thg ke, ésappgadad ﬁlonhq sourcesef| gned
Pel at L onani pe UsdedESirRion § adrireCRPESHIE o by s ARfeddntorndib Sk 07 .

and the enbeddidibretited ddevNEIE opératidn,isicioannthbembaddiag tifeeandnh¢ smbéddmgused in
the first enbodiment is used not only for the purpose, of conceal nent but

al so for dhe plAcpsa be@ppendedity thecsaiicspfdhe Kepeesentation b differspppitiensiafishe As
bi onetric f ea;)gciraglg% f@ﬁﬁ?ngii&hgﬁg %ﬁﬁQéh"on‘éQn%%%ﬁﬁé?diﬂgﬁfﬁgg{s %Qée%n‘d}&%rem

recognitionle ues are known, ose inthe art wll
appr eci at e t hagquiemens! afplaitivilanagpléoatiount i on of the extracted biometrics
i nformati on 600 and ot her appended nessages 602 are hel pful to guarantee

the security qf rnprk generators and the whole system Meanwhile, the
aut henti cati o?‘T%@wngut using 5 the encrypted sel ected message and

extracted watermark. This is like verifying a digital signature. The

wat er mar ki ng [g©aqes % bidkk diﬁlgliaﬁﬂﬁe?ﬁﬁilﬁg R 2AGCIVA0G EbR AR deb @ty IRArMARMmARS
according to the first enbodi nent of the invention can be inplenented in

hardwar e 89 sa@teardanseiwitng first embodiendns phthetipventionh d'hp depieied exergplaryasticle

| npl ement ed 2306 Iis.e & {)gs?;{)"or?. ﬁrowever, the article can be any of numerous products requiring

protection against forgery, including a credit card, a bank note, a lottery ticket, a legal

document, a driver’s license, a birth certificate, etc. Forming linked cryptographic

watermarks in several portions of the article increases the verifiable authenticity of the
25 article 100 requiring protection against forgery or any other unauthorised

modification.

The depicted passport 100 of Fig. 1 includes three regions, areas or portions 102, 120
and 140. For example, the portion 102 of the passport 100 is the cover of a passport,

which normally is a separate sheet. The other portions 120 and 140 of the article or



| O software nodul es) the latter capable of being carried dUYURBSZIP a
computer. bayofxaspl e, the enbodi ment can be inplenented as I%Tm}b?ﬁfs
program product. A conputer programfor protecting the legitimcy o n
article can be stored on a conputer readable nedium Likew se, the conputer
program can be one for verifying the |egitilpacy of an article. In each
case) the conputer programcan be read fromthe 15 nmedium by a conputer,
which in turn carries out the operations of the conputer program |n yet
anot her enbodiBredect 10Rsambe srparafepi eeddpping prigs ofdhe sgmpeheemyihicheistdiiderant an
Application Specifi r d W [ le. T ds
are capabl e oft?% idr"l% Ollf@%ﬁg)r@&)f% 'eé\falnﬁl&gﬁsnol}ﬁ%?rog:#lllgg %ﬁ‘%ﬁsa&%‘r&#ﬁlr ®be

apparent to thes@lpiipaletd thodeskiltdinitiie att Bvwiol of tHesdishlsur®provRied Mefdip Ut
departing from 20 the scope and spirit of the invention. Al so, conmercial

printers and sadfigehshepertipes 12endi ld0gloget p¥&laphe enbodi nents of the
invention and satisfy the requirenents of the system For exanple, an HP

Laser Jet Pr+ . - AnitnBrkL Pl e j

ennancenen t ooy s BRafs o fiedeiE R ot Bhhd i iR b haycan pe

t he snooth. A usefos tvaeimarkage o2 maye athet portieat $200dndAiOraf shaurtidleO@OGTH¢scal e
Scanner, for exanple, qoi nts out that trt],i s.scanner can achieve a greyscal e

range about 200ferEaEPE 184 inclndesa firstudentifigption pasthen L% andthe mame @f ths cqupiry
type is readi I%(rs@%ggbgr&ew}ﬁ& fh@}a?@%ﬁiiﬂssﬂg&? foregoing is nmerely exenplary
products t n be

of the range o at ¢ used to practice the enbodi nents of
the i nvention. -20- 11 June 2003 The foregoi ng enbodi nents of the

i nventi on pr ovThkieseaondpertipn G0 of theglasspbris®bicentaimyg awpleisoh’ saphosdgeayihr arotheror
printed dqgunent .can he certified,as authentic. In rticylar, articles
provi di ngqér ot Sigton of gheinlikeness l o2 VYIS RECes pf ala }li‘fl tt rPaéi?ﬁgraé’@dge and
a conput er progdrgdh, BR@Mtheri@dntc@i &Fpdrion 196 TRV 4B Bk f&tﬁm flee have
been 5 descri g%g_. -21- 1elrlJune 2003}BA correspondi ng Eetchoo, apparatus and
conput er pr ogr@picelipdssotiatedwetiathe petsor andiinchidode this example Heypassportaimber,
legitimacy of an article. \Wile only several .enpodi.nents have been set
forth. e shal Be A sf Sienetstn, e R Cip REH S5SEP o ErPAamdlof 1 he

di scl osure herein, that nunmerous changes and/or nodifications can be nade

wi t hout depar t TRgthiddPortiditofBO P spért 1 OB corranbiofidtric dat® 143 subling tROPeYsdazdl M5
A met hod of enbedding |inked watermarks in an article requiring protection

agai nst f ddgerfingespiint, personshipatHenlatsi g anda thirdisdentification pogtian H®. iTeor mat i on
froma first ' - ' 1 o r i »SA r .
information f Plgér#; %“%?H‘%‘Fr gtsq?)gﬁ F’gArﬁp lag‘ﬁ%tt?{ﬁgérg&mg%egr?ar i %?Es;‘uipﬁg“% glel&ht‘
encrypted information; rendering said watermark to a second portion of said
article; and Inthe article 100, one or more messages or pieces of information that are likely to be

included in the article 100 (e.g. the passport) can be utilised to generate the linked
watermarks or cryptographic link. Watermarking links formed in this manner

20 significantly increase the security of the article or product 100 against undetected
forgery. At the same time, the conventional means employed in the article 100

against forgery can be retained.

In the first portion 102 of the passport 100, the message to be extracied can be the
“Name of Country” 108. The extracted message is encrypted. The encrypted

25 message is then used to generate a first watermark based on the first selected
watermark generating mechanism. In tumn, the first watermark is printed or otherwise
reproduced in at least the second portion 120. An arrow 160 extending from the first
portion 102 to the second portions 120 of the passport 100 generally depicts this

method in accordance with the first embodiment.



repeating the extracting, encrypting, generating and rendddiHge 48@bs with
anot her powld @Reexs said article until all rel evant infornatb@@£§5wﬁﬁhg
article has been 10 processed and a cryptographic link is formed thereby.
2. The nmethod according to claim 1, wherein said watermark i s generated
based on a sel ected watermark generating Jygchani sm dependent upon said
encrypted information. 3. The nethod according to claim?2, wherein each of
said watermarks is 15 generated based on different waternark generation
nmechani sm 4. Imthe s¢aond partiaac0cdfribe passearhl 08, the niwerzsanh yelsgistipad 2y ehtheat i ng
a watermark ar on ' ' | Ly S r el ected
portions of s%%%&g%gh%‘%¥dggﬁ$ﬁgﬁﬁgﬁﬁ%g&§%§%? i%%ﬁ@%F%?QFH$¥?°ah5$ein sai d
i nformation i poriOneK40,a0L eHoréyadeiit e VisrmericercogfitionBigginetdiotst wed o/ thg t o
claim1l, wherein said information is extracted fromone or nmore invariant
features of aPerporagace pontrinedpptiivdmage L34 Wi GXagtPng IOAMATE invigFaRtdpaiuEesof
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10  associated messages are located. Another arrow 162 extending from the second

portion 120 to the third portion 140 of the passport 100 generally depicts this process.

In turn, yet another biometric recognition engine can be used with the fingerprint 142
to extract its invariant features. Again, one of these invariant features alone or several
invariant features combined can be encrypted (for example, by hashing) with the

15 above messages. The encrypted message is used to generate a third watermark based
on the third selected watermark generating mechanism. The third generated
watermark is printed onto the first portion 102 of the article 100. In this manner, a
cryptographic watermarking link is formed between the various portions 102, 120,
140 of the passport 100.

20  Fig. 2 provides a symbolic depiction of the method in accordance with the first
embodiment. Various portions of an article requiring protection against forgery or
unauthorised modification are depicted by dashed-line ovals 200, 220, 240 and 260,
each of which is labelled area 1, area 2, area 3, ..., area n. The number n may be
dependent on the particular application of the method and can be selected by the user.

25  Each area 200, 220, 240 is depicted containing a circle 202, 222, 242 representing
extraction of a feature for the area and encryption of the extracted feature. The area
200, 220, 240 also contains another circle 204, 224, 244 depicting printing or
rendering of a watermark from another area. The area 260 is meant to be a general
depiction of another area and therefore its details are not shown. The dashed arrows

30 extending between the areas 200, 220, 240, 260 indicate the relationship between



means for repeating the extracting, encrypting, generatinl #® 4¥dering
steps 10 wwmidng@ayother portion of said article until all rel eNENEG98/00108

i nformati on of said article has been processed and a cryptographic link is
formed thereby. 10. The apparatus according to claim9, wherein said N
watermark is generated based on a sel ectedjjat ermark generating mechani sm
dependent upon said encrypted information. 15 11. The apparatus accordi ng
to claim10, wherein each of said watermarks i s generated based on

di ff erent wat ceamres egearedindancppoldii2s 222,242 fidne oap peradteing wed do drimgprt o

claim 11, wherein seeds for,_generating a waternmayk e from y..Qn
portion of sail8Nds @i AlermsFk %@%gggﬁ“éégé‘&{e@éf %roﬁtﬁ‘?{rﬁﬁff@fen&%"ﬁaﬁbt%& 2‘}0,20
13. The appar ajg4s according to claim9, wherein said information is
extracted directly fromtext. 14. The apparatus according to claim9,
wherein said information is extracted fromone or nore invariant features
of an image. 1VWithTeéfereapptortht specHomxatiphmof igel andrithtdnongabserast depicdon nhge

depicts 25 .bi tric dat f ' |t h ticle. 24 11
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readabl e medi um havi'ng a conputer programrecorded therein for enmbeddi ng
| i nked wat er mepdtgorisrof dire aticle d 0@, foeepamplegarg seanoed aodh digitideds Fifsdy.gacly, sai d

conput er program.pr includi ng:, means for extracting Jnformation,froma
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sai d encrypted information; o
10 more of the portions 102, 120, 140, this result indicates that the article is a forgery.
Furthermore, an extracted copy of the watermark detected in a portion under scrutiny
is checked against a corresponding watermark, which is derived on the fly using a
combined and encrypted message obtained from another relevant portion of the
article. If the watermark rendered in the portion does not match the on-the-fly
15  watermark, this indicates that the article is also a forgery. The foregoing
authentication or verification process is carried out until all portions of the article 100
are checked. This method of verifying the legitimacy of an article against forgery or
fraud does not affect any conventional or existing security features or means used in

the article to protect against forgery.

20  Fig. 3 is a flow diagram illustrating the method of forming and embedding linked
watermarks in an article in accordance with the first embodiment of the invention.
Processing commences in step 300. In step 302, a “working area” or portion of the
article is selected for processing. For example, the first portion 102 of the passport
100 in Fig. 1 can be selected. In step 304, an encrypted message extracted from the

25  portion is generated. In particular, sub-step 304A extracts a feature from the portion.
Preferably, this involves extracting a biometrics feature. In sub-step 304B, one ore
more extracted features are selected for encryption and encrypted. One skilled in the
art will appreciate that the sub-steps 304A and 304B can be implemented as separate
steps. In step 306, a watermark is formed or generated using the encrypted message.

30  While step 306 as depicted in Fig. 3 only indicates that a watermark is formed, it will



neans for rendering said watermark to a second portion of 15d#Re 443 cl e; and
10 nmeans f o g6t i ng the extracting, encrypting, generating slofydering
steps with another portion of said article until all relevant intornmation
of said article has been processed and a cryptographic link is forned

t hereby. 18. The conputer program product.-@@ccording to claim 17, wherein
said watermark is generated based on a sel ected waternmark generating
mechani sm 15 dependent upon said encrypted information. 19. The conputer
pr ogr am pr odu®e appresir@ddepre hecdisplopungnergindhatione enEwroMateamark generaiiar ks i s
gener ated bas | ffare fer ' i . 20. . Th
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generating a wal@ili¥ed to ganerdid €ath etsinorieinpdiffeiedn Workssg stedt iGleam@hoserer al
20 sel ected portions of said article. 21, The conputer program product
accordi ng to &pranng a watgimapkeisio Beadyce aneisentike sMdom paticrausing)theiex&eeed f r om
text. 22. ZFhe r d C ' i ein said
it or mat | on | SGvRr At PR AARH ChaRAF AP BBl Bl g R, 00
25 11 June 20@8ndifon tHaene ohgigt & thieropigiitindecunsing tarfbe fyadily ferceived Bl the? 2,
wherein said image depicts bionetric data of a person associated with the
article. 24. cOmsutaplest sufumicshaue s disclased by & oxells Kallan, 1.4 cighten.cl n
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portions for ©6ri0aNBERedeaichinaituten, said i nformation including text,
bionetric data, or both; and

10  Instep 308, the generated watermark is rendered or embedded into at least one other
“working area”. For example, the watermark derived from the portion 102 can be
rendered or embedded in the second portion 120 of the article 100. In decision block
310, a check is made to determine if all portions of the article have been processed
(i.e. is processing complete?). If decision block 310, returns false (NO), processing

15  continues at step 302.and another portion of the article is selected as the “working
area” for processing. Otherwise, if decision block 310 returns true (YES), processing
terminates in step 312. Thus, the embedding method of the first embodiment is
carried out until all working areas have been processed. The method produces a more
secure article that can be better protected against undetected forgery or other

20  unauthorised modification.

Fig. 4 is a flow diagram of authenticating or verifying an article embedded with
linked watermarks according the first embodiment. Processing commences in step
400. In step 402, a “working area” or portion of the article is selected for processing.
Preferably, steps 404 and 406 on the one hand and steps 410 and 412 on the other are
25  performed substantially in parallel as indicated graphically in Fig. 4 where the two
groups of steps form parallel branches of operations following step 402. However,
one skilled in the art will appreciate that this need not be the case, and the groups of

steps can be carriéd out sequentially instead.

In step 410, a watermark is extracted from the “working area” selected in step 402. In

30 decision block 412, a check is made to verify the watermark obtained in step 410. If



two or nore waternarks, each watermark printed in a respetty4n® 8 of said
10 porti onwoaoadedssi ng dependent upon information in a diffepefisch9idio®n,
whereby a cryptographic link is forned between said two or nore portions.
26. The article according to claim25, wherein said article is an

el ectroni ¢ docunent. 27. An article requirﬂhg protection agai nst forgery or
fraud, said article 15 forned by the steps of: extracting information from

a first portion of rticle, | ticle havi.ng, two or nore i.ons
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upon i nf or mat iposcessig aarttaaies at3@pMlidJune 2003 froma different portion,
wher eby a cryptographic i nk is formed between said tmp or nore portions.

28. A nmethod qf ver y|n t he |t|mac artl ai nst f
cai d nethod i AEFERINY icrapap SRt R R aE Bofl dnolief MEPEnE Fep BRI o o
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a vvatermark frominformation in each portion;
article from which the watermark extracted from the selected working area in step 410
10  is derived. Preferably, a biometric feature(s) is extracted. In step 406, one extracted
feature or a combination of features extracted from the working area of step 404 are

selected and encrypted. Processing then continues at step 414.

In step 414, a correlation is carried out between the verified watermark extracted from
the selected working area and the output of step 406. In decision block 416, a check

15  is made to determine whether or not the correlation result exceeds a predefined
threshold. If decision block 416 returns false (NO), this indicates that the article is a
forgery. Processing then preferably continues at step 420, and a warning message is
given before processing terminates in step 424. Otherwise, if decision block 416
returns true (YES), processing continues at decision block 418. In decision block

20 418, a check is made to determine if all working areas of the article 100 have been
processed. If decision block 418 returns false (NO), processing continues at step 402
and another remaining working area is selected for processing. Otherwise, if the
decision block 418 returns true (YES), processing preferably continues at optional
step 422. In this manner, the authentication process is carried out until a selected

25  working area fails or all working areas are processed. In step 422, a message that the
article is authenticated or has “passed” is output. Step 422 is also indicated with
dashed lines to show that the step is optional, and different processing may be
implemented or omitted altogether without departing from the scope and spirit of the

invention. Processing then terminates in step 424.



conparing said extracted watermark fromone portion with J3iJdneiéP@} ni ned 10
wat er mar k W@y posi fferent portion to determne if a correspRdidagooros
cryptographic link is found; and repeating said conparing step unti? al |
portions of said article have been processed, said article being verified"
as a legitimate article if all cryptographi7zc |inks are found between said
two or nore portions. 15 29. The nethod according to claim 28, further

i ncl uding the steps of: scanning said product; and dividing said scanned
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forgery, said apparatus 1nc
enhancing the data content, for example. Other conventional techniques of processing

10  digital data can be practised without departing from the scope and spirit of the

invention.

In step 508, the digital data (i.e. image) is normalised in both space and intensity
based on predefined rules and landmarks. In step 510, one or more features are
extracted from the normalised data. In step 512, recognition processing of the

15 extracted features is carried out to identify invariant features. Any of a number of
recognition methods can be practised. For some recognition methods, the recognition
base 514 may be required as input to the recognition engine in step 512. For example,
in a facial recognition system, an eigenface technique can be practised. The
eigenfaces (recognition base) are previously produced by training facial samples. The

20 invariant features can be determined by computing a projection of an input facial
image onto the eigenfaces. As this is optional dependent upon the recognition method
used, it is depicted using dashed lines. Finally, in step 512, the invariant biometrics
features 516 are obtained using the recognition engine, The invariant features 516 can
be output to the watermark generator. Normally, these features 516 have a size of a

25  few hundred bytes.

Fig. 6 is a flow diagram illustrating a method of generating a watermark, which can
be practised with the embodiments of the invention. Biometrics data or information
600 and other appending information 602 alone or together can be provided as input
to the procedure. Such informiation is derived from a portion or working area of an

30 article 100. In step 604, after the invariant biometric information and/or other
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10 security requirement to increase overall security.

In step 608, a random pattern is generated based on a selected watermark generating
mechanism 610. The selection can be done so that the random pattern is controlled or
dependent upon the extracted message. Different random number generators can be

chosen to increase overall security.

15 Instep 612, a final watermark is formed dependent upon perceptual analysis 614 on
the area to be embedded based on the Human Vision System (HVS). The strength of
the watermark is also controlled by the requirements of the particular application or
system requirements 616. Thus, step 612 adjusts the watermark generated in step 608
dependent upon the area embedded analysis 614 and system requirements 616. For

20 example, by checking Discrete-Cosine Transform (DCT) or Fast Fourier Transform
(FFT) components within a preselected block size, the content of the affected area can
be roughly classified. A stronger or more noticeable watermark can be embedded in
an area of high texture, and a weaker or less noticeable watermark can be embedded

in a low texture or perhaps blank area.

25 Instep 618, the adjusted watermark is printed, output or otherwise embedded in the
assigned portion or working area. In this connection, Figs. 1 and 2 illustrate the
relationships between the generation of watermarks using data from one area and the
embedding of the watermark in another area. The encryption used in the first
embodiment is used not only for the purpose of concealment but also for the purpose

30  of verification of the article or product 100. As biometric features and
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further includgiggal siasef or scanning information froma portion of said
product to reconstruct a 5 seed to a generated watermark using a
cryptographic technique carried out in a process of enbeddi ng a watermark
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software form. The functionality of the processes can be implemented as electronic or

10  software modules, the latter capable of being carried out using a computer. For
example, the embodiment can be implemented as a computer program product, A
computer program for protecting the legitimacy of an article can be stored on a
computer readable medium. Likewise, the computer program can be one for verifying
the legitimacy of an article. In each case, the computer program can be read from the

15  medium by a computer, which in turn carries out the operations of the computer
program. In yet another embodiment, the method depicted in Fig. 3 can be
implemented as an Application Specific Integrated Circuit (ASIC), for example. The
methods are capable of being implemented in a number of other ways, which will be
apparent to those skilled in the art in view of this disclosure, without departing from

20  the scope and spirit of the invention.

Also, commercial printers and scanners can be used to practice the embodiments of
the invention and satisfy the requirements of the system. For example, an HP Laser
Jet 5 Printer offers true 600-dpi printing with resolution enhancement technology
(RET), MicroFine toner, and 120 levels of grey of the smooth. A report on image

25  quality tests of Primascan 5100 Greyscale Scanner, for example, points out that this
scanner can achieve a greyscale range about 200 levels and a resolution about 500
dpi. Equipment of this type is readily available to the public. The foregoing is merely
exemplary of the range of products that can be used to practice the embodiments of

the invention.



46. The conputer program product according to claim45, wherein said
extracted, invariant feature includes bionetric data. 47. The conputer
program product according to claim44, further including: 15 nmeans for
decrypting said scanned information to reconstruct said seed. 48. The -
conput er program product according to claim42, wherein a cryptographic
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5  departing from the scope of the invention.
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generating a watermark using said encrypted information;
rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been

10  processed and a cryptographic link is formed thereby.

2. The method according to claim 1, wherein said watermark is generated
based on a selected watermark generating mechanism dependent upon said encrypted

information.

3. The method according to claim 2, wherein each of said watermarks is

15  generated based on different watermark generation mechanism.

4. The method according to claim 3, wherein seeds for generating a
watermark are from only one portion of said article or several selected portions of said

article.

5. The method according to claim 1, wherein said information is

20  extracted directly from text.

6. The method according to claim 1, wherein said information is

extracted from one or more invariant features of an image.

7. The method according to claim 6, wherein said image depicts

biometric data of a person associated with the article.
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protection against forgery, said apparatus including:

5 means for extracting information from a first portion of said article;
means for encrypting said extracted information from said first portion;
means for generating a watermark using said encrypted information;
means for rendering said watermark to a second portion of said article; and

means for repeating the extracting, encrypting, generating and rendering steps
10 with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby.

10.  The apparatus according to claim 9, wherein said watermark is
generated based on a selected watermark generating mechanism dependent upon said

encrypted information.

15 11.  The apparatus according to claim 10, wherein each of said watermarks

is generated based on different watermark generation mechanism.

12.  The apparatus according to claim 11, wherein seeds for generating a
watermark are from only one portion of said article or several selected portions of said

article.

20 13.  The apparatus according to claim 9, wherein said information is

extracted directly from text.

14.  The apparatus according to claim 9, wherein said information is

extracted from one or more invariant features of an image.

15. The apparatus according to claim 14, wherein said image depicts

25  biometric data of a person associated with the article.



10-u 10-u 10-u&9' ! 10% u& ()-L2 10% u& ()-0s! 10% u& ()- 9s*z 10%5& ()- (@

10% u& ()-[[[E\\\\}2?YNC 100 109& ()- f109& ()-109& ()-!f!109%& ()-!~f! 109K

K& ()-1-10% ()-\D]*. } adEYNC 100 10%&' ()-F109%&' ()- Yf

109 ()-F! 109%& ()- @ 10%& ()- 10%: ()- ab@gcdWIddEYNC 1006 109& e 20041
1098 ()-2109%& ()-31"10%& ()-*10% ()-3( ! 109 ()-dzZe[e\e] ej eef I gr P1

y"109& ()-!y" 10%<& ()-!ky"10% < <& ()-!-10%& ()- 10 10
10! NF7" 109& () - ! g6hi 5j } kki }A<rP1 T

T 10%<=<& () - sub#10%ke z&htﬁbh&b@&l’ Maiﬁﬁ9zwhel&%aﬁ)aﬁiélé is'al0% </ <& () -
g 10%& ()-I nnnnnnnnrS4 1 /o<&' ()-Ifl =& ( 12 109<& ()- 10<< 10<< 10<<!I'S

f 8, #10%x<& Electrgnicdoqngntc<& () - sanJppqoqurS4 10L, g 10%& () -
L10%& ()-1S"10%& ()- LT 10%& ()-, #y10%& ()-oqqrtrrssdBrS4

L10%<& () -

17. A computer program product having a computer readable medium

having a computer program recorded therein for embedding linked watermarks in an

5 article requiring protection against forgery, said computer program product including:

means for extracting information from a first portion of said article;

means for encrypting said extracted information from said first portion;

means for generating a watermark using said encrypted information;

means for rendering said watermark to a second portion of said article; and

10 means for repeating the extracting, encrypting, generating and rendering steps

with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby.

18.  The computer program product according to claim 17, wherein said

watermark is generated based on a selected watermark generating mechanism

15  dependent upon said encrypted information.

19.  The computer program product according to claim 18, wherein each of

said watermarks is generated based on different watermark generation mechanism.

20.  The computer program product according to claim 19, wherein seeds

for generating a watermark are from only one portion of said article or several

20  selected portions of said article.

21.  The computer program product according to claim 17, wherein said

information is extracted directly from text.

22.  The computer program product according to claim 17, wherein said

information is extracted from one or more invariant features of an image.
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5 25.  An article requiring protection against forgery or fraud, said article

including:

two or more portions for containing information, said information including

text, biometric data, or both; and

two or more watermarks, each watermark printed in a respective one of said
10  portions and being dependent upon information in a different portion, whereby a

cryptographic link is formed between said two or more portions.

26. The article according to claim 25, wherein said article is an electronic

document,

27.  Anarticle requiring protection against forgery or fraud, said article

15  formed by the steps of:

extracting information from a first portion of said article, said article having
two or more portions for containing information, said information including text,

biometric data, or both;
encrypting said extracted information from said first portion;
20 generating a watermark using said encrypted information;
rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been
processed so that two or more watermarks are formed, each watermark being rendered

25 in arespective one of said portions and being dependent upon information extracted
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28. A method of verifying the legitimacy of an article against forgery, said
5  method including the steps of:

inputting said article as two or more portions;
extracting at least one watermark from each portion;
determining a watermark from information in each portion;

comparing said extracted watermark from one portion with said determined
10  watermark from a different portion to determine if a corresponding cryptographic link

is found; and

repeating said comparing step until all portions of said article have been
processed, said article being verified as a legitimate article if all cryptographic links

are found between said two or more portions.
15 29.  The method according to claim 28, further including the steps of:
scanning said product; and
dividing said scanned product into two or more portions.
30.  The method according to claim 29, further including the step of:

scanning information from a portion of said product to reconstruct a seed to a
20  generated watermark using a cryptographic technique carried out in a process of

embedding a watermark in said portion.
31.  The method according to claim 30, further including the step of:

extracting an invariant feature from said scanned information to reconstruct

said seed.
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self-circle.

The method according to claim 38, wherein a cryptographic link is a

35.  Anapparatus for verifying the legitimacy of an article against forgery,

said apparatus including:
means for inputting said article as two or more portions;
10 means for extracting at least one watermark from each portion;
means for determining a watermark from information in each portion;

means for comparing said extracted watermark from one portion with said
determined watermark from a different portion to determine if a corresponding

cryptographic link is found; and

15 means for repeating said comparing step until all portions of said article have
been processed, said article being verified as a legitimate article if all cryptographic

links are found between said two or more portions.
36.  The apparatus according to claim 35, further including:
means for scanning said product; and
20 means for dividing said scanned product into two or more portions.
37. The apparatus according to claim 36, further including:

means for scanning information from a portion of said product to reconstruct a
seed to a generated watermark using a cryptographic technique carried out in a

process of embedding a watermark in said portion.
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40.  The apparatus according to claim 37, further including:

means for decrypting said scanned information to reconstruct said seed.

41.  The apparatus according to claim 35, wherein a cryptographic link is a
self-circle.
10 42, A computer program product having a computer readable medium

having a computer program recorded therein for verifying the legitimacy of an article

against forgery, said computer program product including:
means for inputting said article as two or more portions;
means for extracting at least one watermark from each portion;
15 means for determining a watermark from information in each portion;

means for comparing said extracted watermark from one portion with said
determined watermark from a different portion to determine if a corresponding

cryptographic link is found; and

means for repeating said comparing step until all portions of said article have
20  been processed, said article being verified as a legitimate article if all cryptographic

links are found between said two or more portions.

43,  The computer program product according to claim 42, further

including:

means for scanning said product; and
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means for scanning information from a portion of said product to reconstruct a

5  seed to a generated watermark using a cryptographic technique carried out in a

process of embedding a watermark in said portion.

45.  The computer program product according to claim 44, further

including:

means for extracting an invariant feature from said scanned information to

10  reconstruct said seed.

46.  The computer program product according to claim 45, wherein said

extracted, invariant feature includes biometric data.

47.  The computer program product according to claim 44, further

including:
15 means for decrypting said scanned information to reconstruct said seed.

48.  The computer program product according to claim 42, wherein a

cryptographic link is a self-circle.



