1 Messaging System And Met hod For Communi cating Wth Heal thcare
Personnel In A Healthcare Environnent 5 FIELD OF | NVENTI ON The
present invention relates to nessaging system and net hod for
communi cating with heal thcare personnel jin a heal thcare environnment
and to a data storage nedium having stored thereon code neans for

instructing a comessagiiy SysteimtAnaetheds srCHmanieating With

comruni cating with e, [ hpek ment .
BACKGROUND 15 For ma%yi decrgpéﬁéfggﬁﬁgi%é‘?/ﬁ%gs ha&g%“gﬁsﬁm‘frﬁged in

the medi cal community to deliver information in the form of nunbers
or words to healthcare personnel (e.g. Doctors, Nurses,

Physi ol ogi st s5 orpiEhg JF INQENTIdNEVEr, pagers have brought about
certain process inefficiencies and resource wastages. 20 For

i nstance, the person paged woul d encounter responding to engaged
phone | ines andhenatdsemdeavepfronesiateIest messabing kesiam slaown ndifatd  for

heal t hcare houseconﬁljnicﬁﬁﬁgswﬁifﬂ?éith@&eap\é?sroﬂgﬁ ik r@gltrfgicu@senpﬁfnrr%ﬂb’and to a

answeri ng pages S Is use our%ﬁut t o wast
Furt her nore, ne<sEiRgRoraghnedian GBV'%%’IOTR%HW&PF cp ?anstf‘%{ﬁr&é’t"ét'”g aEampdsr
t he pages noro camstehetor exeantget snebeagiigr eetHodt foa comesaigetingadit2 Sealtdesd

been sent to th %&%aﬁéﬂt%ﬁe@%ﬁiﬁ&ﬁgre personnel have the dubious
as

option of claimng that no nessage een sent despite having in
fact received one. Despite existing problens, the gl obal nedical
comunity did n@BaGkGRODNDL O resolve 30 the problens and chose to
accept the shortcom ngs of the paging technology as a way of life. A
need therefore exists to provide a nethod and system for

comuni cat i ntf wifioh NMeer Kersigs coaging sleyiers hava baernetiipechip dheemedioa! commenity

that addresses iglyeliepfilorfRgordh thderald \wamBBRtdr abedh BrHealiesBs personnel
(e.g. Doctors, Nurses, Physiologists or the like). However, pagers have brought

about certain process inefficiencies and resource wastages.

20  For instance, the person paged would encounter responding to engaged phone
lines and unattended phones. Test results have shown that healthcare house
officers spent an average of 86 mins per day answering pages, this is useful
working hours put to waste. Furthermore, message senders do not know if their
targets received the pages nor can their targets be sure that a message had

25 indeed been sent to them. Also, errant healthcare personnel have the dubious
option of claiming that no message has been sent despite having in fact

received one.

Despite existing problems, the global medical community did not attempt to resolve
30 the problems and chose to accept the shortcomings of the paging technology as a
way of life. A need therefore exists to provide a method and system for
communicating with healthcare personnel in a healthcare environment that

addresses at least one of the above-mentioned problems.



2 SUMVARY In accordance with a first aspect of the present invention
there is provided a nessaging system for comunicating with
heal t hcare personnel in a healthcare 5 environnent, the system
conprising a nessaging server for facilitating sending and receiving
nmessages to and from nobile comuni cation devices over a nobile
communi cati on nefWMMARYa nessage | ogger dat abase coupled to the
nmessagi ng server for |ogging the nessages for verification of
messages sent and received; and one or nore healthcare information
dat abases coupl dd a6epreanee 1al s fjish gsrsst dleie Aresah&Veitian tihree e SEN PG
server facilitatresssidify s@ishh iY camehuhiegiligwiththealthdane psressapies hdaaisach

on [nforrmti an iohkReA e dsdRESHIEAL LIRRLE A '

server may escalate the néssages fs%ﬂ%?@?%gipt%ﬁ@g@ﬁ@if&!etg

devi ces. 15 The reasyysiagheapagesr peandniigm updbile SemmEiEation | devipess avares §RgE

escal ation al gorcoinRiiBicdtRn RefM; 3t Reédage MRESAERSasd REUTIRSBAGE NMEesS&IiNE T
may utilise Extensi

ble M i P ] Pr ot | .20, ( XNPP. d
e A e
system may furt pee chenosg heaihemle frdormelipniatabbsrg cooplethéo the messaging syaial

systems in @Qf hefheRBahd ReddaBing B QTR sShe Zendihh @nd bsbiiRy HaNe MYsdabay
conpri se authenticati server for

Qn neans._coupled to .t nessagi n
facilitating sed@F§4qp IQBrH@f‘?rb'Héhea‘E@85‘?13?@8‘;‘&%% d?tﬁgasﬁgssages. I'n
accordance wth a second aspect of the present invention there is

provided a rres%gi@ﬁ%&%&%@%@%@%&ﬂ LitoRtBREN 6R bR-defined

personnel in a he are 30 environnent, the nethod conpri sing
utilising a mes<¥g#H§S®rver for sending and receiving messages to
and from nobid e conmuni cati on devices over a nobile conmunication

network; utilisifg o MRSSaQ8 .l AIPERIsHALARRSSsE HERERE bQudiB® aigorithms to

escalate the messages.

The messaging server may utilise Extensible Messaging and Presence Protocol
20 {XMPP) and employs ubiguitous short message delivery transport support.

The system may further be arranged for connecting to one or more external systems

in other healthcare environments.

25  The system may further comprise authentication means coupled to the messaging
server for facilitating security functions associated with the messages.

In accordance with a second aspect of the present invention there is provided a
messaging method for communicating with healthcare personnel in a healthcare
30 environment, the method comprising utilising a messaging server for sending and
receiving messages to and from mobile communication devices over a mobile
communication network; utilising a message logger database coupled to the
messaging server for logging the messages for verification of messages sent and
received; and utilising one or more healthcare information databases coupled to the



nmessagi ng server for |ogging the nessages for verification of
nmessages sent and received; and utilising one or nore healthcare

i nformati on databases coupled to the 3 nessaging server; wherein the
messagi ng server facilitates sending and receiving of the nessages
based on information in the one or nore heal thcare databases. The
nmessagi ng ser vermasaygirgseakaivbereinehamessagiasseast Bnilitniea séngingand receiving of
pre-defined 5 ttﬁw@ésa&%\ﬂagfo%mfﬁ% HESi8 #3108 0SRENY AballiBire Hhthbds 88
heuri stic base nessage escal ati on eﬁ gorithms to escalate the
nmessages. 10 The messagi ng server may utilise Extensible Messaging
and Presence ProtheomdssadingVidR)er amg esngphioyis: obsxgyed eusnaptvosly tarpeskieed
del i very tra%quérget%g\gge%_rt. The met hod nmay further conprise
connecting to one“or nore external methods in other healthcare
environments. 15 The method may further conprise utilising

aut henti cati on MeansessRinal Bblet Maf Didise AABISIANIaBE meesage feséaiiion algorithms to
facilitating secegg%#%“ythf %ggaig s associated with the nessages. In
accordance with a Trd aspect’ of the present invention there is
provided a data 20 storage medi um having stored thereon code neans

for instructiong TheGRIEBALIRS serd ShEMIiS BXERINIEMsdHRRG 2@t Fedvid Pebdoolr
communi cat | ng w a envi r onnent ,

eal .t hcare .personnel in a healthcar
t he net hod conpr(%gfﬁ)ganﬂtempﬁ’g? %bdé)uzmusr’%'g'g%fsﬁae %egpr"\a/r %rar]asgrr:r?gueuﬁ i'ng and
recei ving nessages to and fromnobile comunication devices over a

nobi | e communi cathi GRLtHRABLNBY Hithdd lcbhbrise RENRCITRSS BEE o2 Mol08@Ral dRirdBare
coupled to the nessa IB% server for logging the nessages for
ELasH)

verification of "SENFOUNES ecei ved: and utilising one or more
heal t hcare 15nformati on dat abases coupled to the nessagi ng server;

wherei n the nessggiRGhodSHLY BirnbAEIhdrt&URARING R tHeRBtaftdmESREiNbIBE Wihe

t he messages based on information in the, one or nore hﬁztahlthcare
dat abases messaging server for facilitating security functions associated with the messages.

In accordance with a third aspect of the present invention there is provided a data

20 storage medium having stored thereon code means for instructing a computer
system 10 execute a messaging method for communicating with healthcare
personnel in a healthcare environment, the method comprising utilising a
messaging server for sending and receiving messages to and from mobile
communication devices over a mobile communication network; utilising a message

25 logger database coupled to the messaging server for logging the messages for
verification of messages sent and received; and utiising one or more healthcare
information databases coupled to the messaging server; wherein the messaging
server facilitates sending and receiving of the messages based on information in the
one or more healthcare databases.

30



30 4 BRI EF DESCRI PTION OF THE DRAW NGS Enbodi nents of the invention
will be better understood and readily apparent to one of ordinary
skill inthe art fromthe followng witten description, by way of 5
exanple only and in conjunction with thg drawings, in which: Figure 1
is schematic drawi ng of a messaging system for communicating with
heal t hcar e per s@RIEF DESCRIFHANIOFCHHE DBAWINGSent according to the
exanpl e enboﬂinent. 10 Figure 2 shows a flowchart illustrating a
nmessagi ng method for comunicating wth heal thcare personpel in a
heal t hcare envi ﬁ&?ﬂ?éme”é?c‘?fd%i”ﬁ‘ﬂ“‘g'& wilkpe Retterpnerstee e | ‘E}B’.apﬁre“t to
DETAI IaED DESCRI Bt GhoAimaex siipinehe ah ddirmer tfololvirigheritien elseartptiom \bgnyayoet
provi des a bi | I 5 C I ; i.tal setting as
g ?%rﬁ@la %&fy%&% II'LIL%F'IE ncgl%ﬁ Rnﬁtmi%é)&a\hﬂgé’%lrh\gﬁpﬁ g

illustrated in e 1. e system 100 conprises a nulti-role
Agent Server 102 serving as a Patient Information Agent, a Bl ood
;est Resul ts i\g@r@reand; sh&egic o Svirbcdiedinkb esahpg iy stefrter commnposeing fwith
gent server | e m.f espect.

dat abases. For TRESHEPotHsBhE FIRe R bRy MEFAT aeRiid £ REChuHRe
activated to retembedi@mentor store newy created Patient Information.
The Agent Sepver 102 is connected to 25 the Hospital Fast Ethernet

Local Area Net k ( 104. 1ng operation, on. activation e
Agent Server 1\6%93580%&[\9&? atfﬂ%m%@hlfsg 5t|xr%0aarpg%s§grgg r?eéhord‘e:fioF F%r{‘/rgur(')[?at'tsng ore
i nformati on. Hogyththehithtateatrasoegelar @ healipeass enirenmem astogiingdo thesaxappleod

Test Results SygfeimiR6, Doctors Schedul e Information System 108 and
Patient Information System 110. 30

15 DETAILED DESCRIPTION

An example embodiment of the present invention provides a mobile point-of-
care system 100 in a hospital setting as illustrated in Figure 1.

20 The system 100 comprises a multi-role Agent Server 102 serving as a Patient
Information Agent, a Blood Test Results Agent and a Doctors Schedule Agent. One
purpose of Agent server 102 is to retrieve and store records from respective
databases. For instance, the Patient Information Agent can be activated to retrieve
or store newly created Patient Information. The Agent Server 102 is connected to

25  the Hospital Fast Ethernet Local Area Network (LAN) 104. During operation, on
activation, the Agent Server 102 accesses the hospital databases to retrieve or store
information. Hospital databases are represented in Figure 1 as Blood Test Results
System 1086, Doctors Schedule Information System 108 and Patient Information
Systern 110.

30
The system 100 further comprises two multi-role Servers, a Primary Server 122 and
a Secondary Server 124. Both servers 122, 124 serve as a Jabber eXpilicit Control
Protocol (XCP) Server, an Over-The-Air (OTA) Server and an Application Server.
The Primary Server 122 and Secondary Server 124 are connected to the Fast

35  Ethernet LAN 104. One purpose of the Primary Server 122 and Secondary Server



The system 100 further conprises two nulti-role Servers, a Primary
Server 122 and a Secondary Server 124. Both servers 122, 124 serve
as a Jabber eXplicit Control Protocol (XCP) Server, an Over-The-Air
(OTA) Server and an Application Server.. The Primary Server 122 and
Secondary Server 124 are connected to tﬁe Fast 35 Ethernet LAN 104.
One purpose of tibeisRe i‘amsmra}e |ﬁi@|‘o\ba’eb|ﬁigzBnmmtégﬁenmﬂmdastynd%rmmﬂe&chﬂsﬂdgieiss

to facilitate in hgr %b Joh t2% |ﬂ§l h?és%?%n‘?ﬁ larl%g PY&SE&eSé%gélgﬂﬂPngéﬂoﬁ

technologles oco S suc resence

|
Service (I MPS), @ﬁ@ﬁgﬁ S%@%a@MSSeWP'é@ (ABR}B?“"”V\PFO%? g bl §ea BrISIPN
Protocol (WAP), IailoSe®tconsiP) fr tnsahi IagsskYied mrea(e'ﬁbﬂevfemgmg iEsteasidns

Vessagi ng_and PIERRIES KOYEN 30 Blufa SShPES il MBF Bhe ARt g

exi sting Sec heration ener néerati
net wor ks. A pl u@herayondﬁGhma@ ng clients is connected to the Fast
Et hernet LAN 104. Messaging clients are categorised into two

categories, nane skto Messagjng .10 Clie 11 i
Messagi ng O | ent‘%%lf%i ﬁ?%%%/%k?%gisn&o'ﬁ?tgmo ﬂ?lgasg %\:r/gén}n!“ec e1_84'i n
an Et hernet LAN !V.bzﬁagmMuII@‘rhs pre categerisedh intoima esgtegelios onantely lP%sétop Bdeseaaet

LAN 104 backiponeielVobid &dWrstia theBihgid bﬁémssﬂhléemo% mam@@n@m@m
Cener al Packet Radi o Ser vij

connected to th&OHEEEd ”E?%%ﬁﬂ@?tN%‘kﬂzﬁo‘ﬁh'grﬁiMf” CsonB?Ctel\%[Blﬂle al%&lh aiestné
Clients are, JavaN21i0dbivickieona5Meliet Mensadidt? VBntsSUisporet eodnddssi toea Pigoerals,

Personal Digit al&g@k?e% hﬁ&@%&ﬁucé?Q@t)NorkNQQ‘tﬂa?ns inf ﬁfreigéryr%ﬁr%rcﬁed% theeamt e

Deskt op/ Lapt op Conput er s w rel ess connection E h‘
like. A Message &W#Aﬁai%%ém&'% of Mopilsn Hedseeino i CH'e'E‘t é’"?fa‘gaf’a@t BPilget
LAN 104 and {55 EdfliotlGRRES Suppogedsiesttile @nhches eteesonedigiebsAagestsf(POM), Mobile

nessaging cli ent‘{%me{%&bﬂu@gga %T?w IfRsdlfL %ﬁt erJ%Q; dith \Hrﬁﬁ&stcgnnecnon

provi de network securi out aut sed material to the
hospital Fast EtSHlé‘?QFFe‘?rﬂl'_eAll*ﬂe104 25 The exarrpl e enbodi ment may
conprise one or nore of the follow ng

A Message l.ogger Database 120 is connected in the Fast Ethernet LAN 104 and is
20 used to log sent and received messages from messaging clients.

A firewall 116 in the system 100 is used to provide network security and block out
unauthorised material to the hospital Fast Ethernet LAN 104.

25 The example embodiment may comprise one or more of the following
components:
« Jabber Extensible Communications core (XCP)
« Relational Database Management System
e Mobile Message Delivery Engine via Mobile Communications
30 Networks such as GPRS, 3G, WiFi or Text Push transport
« Multi-mode Mobile Messaging Clients — delivered on Desktop
Computers, Java 2 Mobile Edition (J2ME) Supported Mobile Phones,
Personal Digital Assistants (PDA), Mobile Tablet Computers or the
like.
35 e Web administration and configuration sub-system



conmponents: Jabber Extensible Comuni cations core (XCP) Rel ati onal
Dat abase Managenent System Mobile Message Delivery Engine via Mbile
Communi cations 30 Networks such as GPRS, 3G WFi or Text Push
transport Milti-node Mobile Messagi ng ients - delivered on Desktop
Computers, Java 2 Mobile Edition (J2ME) "Supported Mbil e Phones,
Personal Digital Assksthaical RHipB&kns Nb&tbdirg ahal¥crédulagpubgs®nor t he

like. 35 Wb adm nistration and nfi qugation -system 6 Medi cal
Physi ci ans Fostering® aP&Eaég’ﬁreeﬁaﬁeﬁ‘ge%ﬁﬁg% é&x“@‘i“@r%“g %P %ﬁ/'%?ue i)
Message Auditing ande RépdifactngVghile-Segstite and Alhénticatfcactbisy®emi | e

Security and Aut hent|catj i ' MUl ted - .
o o VesSagrno ) et AapSRLTLAINCEN QU ol i

specific dat& (e.g. Bl &i§8/ay gktysieasgnecitc daipde-g- Bipodyp f5end
instructions for worKkf kauing inEmdctiom foseorkidvegr at i on sub-system via web

services o Patient I.nfEL%ger;r&Itsge%q%%?\%%rr\ttsug_sg&grggiawe%tseg%gI ts Agent 10 o
g o Pr e

Doctors Schedul e | nformation _ SCription r System Agent
The system 100 i s devel opedPatgndnfoengfiondgedava t echnol ogy and

includes heuristic base Jresisageeeseali@tdgem al gorithms and quality of
care measur eraent capabilities. to in.a reliable and scal abl e

15 att
system ar chi Pect ure. Beside °@ﬁ§crﬁe&u%dpf§rnlaf’§? Af;ﬁrg system 100 may be
extended to deliver nessagelresaiphrbPider Meteadoey Cients over 3G
networks, Wreless Fidelity (WFi) wireless network, Bluetooth or the

like.
The system 100 is developed in enterprise Java technology and includes heuristic

base message escalation algorithms and quality of care measurement capabilities to
15  attain a reliable and scalable system architecture. Besides GPRS network 118, the
systemn 100 may be extended to deliver messages to Mobile Messaging Clients over
3G networks, Wireless Fidelity (WiFi) wireless network, Bluetooth or the like.
Delivery of messages to Desktop Messaging Clients 112 is over the Ethernet
networks, but may be over other network technologies in different embodiments.
20
The system 100 provides instant messaging services utilising open Instant
Messaging standards and employs ubiguitous short message delivery transport for
real-time user communication. The Primary Server 122 and Secondary Server 124
are in control of the messaging functionality of the system 100. The messaging
25  {unctionality is implemented using open Instant Messaging standards e.g. Extensible
Messaging and Presence Protocol (XMPP) and employs ubiquitous short message

delivery transport support.

A computer program running on the Primary Server 122 allows messages to be sent
30 to and by Messaging Clients and logs the time and contents of the message replies
received from the Messaging Clients. Messages logged are stored at the Message
Logger Database 120. Being Ethernet based, the computer program can be
accessed by any authorised personnel from any Desktop Messaging Clients 112 in
the healthcare environment premises that is connected to the Ethernet LAN 126 or
35 Fast Ethernet LAN 104. Mobile Messaging Clients 114 can also access the



Del ivery of nmessages to Desktop Messaging Cients 112 is over the
Et hernet networks, but may be over other network technologies in
di fferent enbodi nents. 20 The system 100 provi des instant nessagi ng
services utilising open Instant Messagiyng standards and enpl oys
ubi qui tous short nessage delivery transport for real-tinme user
comuni cati on. ThepdReri pregrym Sér GERS, 1R Fi, cktB¢T onidariye. Sée vempdi@dprogree

in control of thgr %Eﬁ?@érﬂ@scglh‘ﬁyﬁq RAGH thé%uf%orﬁcﬁﬁl %\ééatla@ég rl)%ed%sage

messagi ng 25 functiona I'S |ng enent e u3|nq | nst ant
Messagi ng st anddt ealtBcae F’ES?P%W% Pigher dealyihae 'éﬁﬁj Ffroé§é"f‘{ﬁ%e Pr6RIBEsI
(XMPP) and enpl aysrattingisbdges $o Shet fosteas@giectodlgl tb vat of atooasndtpaiirt charge

SUppOrt A CBTPY Sl GURRY UANNGAAR hISe LBEI BN s o2 TLONE

nessages to be sen ssaging dients and
and contents of h#nGiedsage replies received fromthe Nbssaging
Clients. Messages |ogged are stored at the Message Logger Database

120. Being Et hery @esmcweg,%argooheeerﬁgaa%geﬁqggd\%%géo%qg%%a adlS coR RSk

any aut hori sed persohne i"ent
t he heal t hcar e €pVINKeRYRM DY pRakfigswvgilablsatsei o BersAgied tghrapoyhier Er#eRPet

LAN 126 or 3p Fapbn ﬁb&ﬁ@uﬂ@%aﬂvb&l@Mtadﬂﬁ@édﬁMMﬁr&@dﬂQM@&a&@ Sé\%esl ggan

| th
R Smes S omahned FRP Ko fea Bl LT Betweth Teaitous pafireoh I,
aut ononousl y esobailthtass endwaineeid Alnssssages ser and agaelvediaee jgegasio herde, tie

hi gher authorit )ﬁwe‘s%g@@%’o%é\ﬁe@ﬂmgfa@ﬁ b8 XeHARk &nd @ﬁ@ra.lea&.reagmo P RMAR on
nmessages to a nex nost senl or oCcto nsul <’T’t

Charge s of a t ELTRIRG (o aroiPG ool Pt B iedis gl cabala g Hones
al gorithns dibe wblylte secbunter etdrged Punmetlinem or Asatignried, phoies. dleasagk dogging

embodi ment  advaniageitid maf.ﬁ&ggge%%n@@@mefsmwr n%gég'ég to tﬁ&ﬂiﬁ}é@{s%ﬁ igon

by meki ng avail abl e use of nessag |n% technology &é%

Short Messagi ng "88P)iTRRY PSRSYSBEWREA SEIPONLY %chate g%g at‘ﬁfts Pave

Servi ces (MVB) receive the message. As such, errant healthcare personnel cannot claim that no
message has been received despite having in fact received one. It is noted that

20  such mobile messaging methodology has not been officially tested or utilised in the

healthcare environment due to fallacies of interference of mobile network signals
with sensitive medical equipments.

The system 100 may be further extended to a more complete mobile point-of-care

25  solution, for example, by making available decision support functions to healthcare
personnel by carrying out system-to-system integration of clinical and enterprise
systems of participating hospitals, medical centres and auxiliary clinics, indicated at
numeral 128 in Figure 1. The suggested systems of the parlicipants to be integrated
together with the messaging services and healthcare personnel's roster include the

30 SAP (Systems, Applications and Producis in Data Processing) systems for retrieval
of patients’ information, the Laboratory Information Systemns (LIS) for retrieval of test
results and the Prescription Order Systems (POS) for submission and tracking of
orders.



or the like for real-tinme comunication between heal thcare personnel
in the healthcare environnment. Al nessages sent and received are

| ogged, hence, the nessages, however |ong, can be read as and when
required. No time is wasted on attenptigng to answer pages through
conventional neans of calling via tel ephones 15 only to encounter
engaged phone | isuels systemnatysendeceghiamnesiay Msss tigathl bggl rgpvel ( (667), an
confirms that NggSAGRNIHSH2EbMEE SERBLrabdish Ylsﬁ?ﬁéﬁgga?re E;fénaah@brrotocols

targets and a nanua a systemini response b
i ndi cate that tf8d %%@&Sga%@éesewd@?w&t%eﬁ@eﬁ%ésg’%egr ”Q%tH“ayeﬂer At
heal t hcare persaanenh @nmomhucml abmarinbataskso (e.gresdegel bhhpabed) inloetiovad

despite having i-fofa6k.cef honefluden, il he re%waL@ELSFe EriPachitidlye B Rhche

nmessagi ng net ho&o s not been officia tested or utilised

the healthcare ae’ﬁi’ﬁg y%ﬁﬁ%ﬁ?”% 3PEropgll FacioN8 n@pwy,lrﬁqr@pqrﬁigyh@galqﬂhty and
mobi | e network ségbiflssusM th sensitive medical equi pnents. The system
100 may be further extended to a nore conplete nobile point-of-care
25 solution, for exanple, by naking avail abl e deci si on support
functions to hedl syiiem-to-syplenseaieed By bartlyi Wgcawectsiysine miies - epliicar

integration @f Gldaheaucad L@?tﬂrtﬁﬁ’tlrﬁﬁnts %M@ tPeIsiop fordea iratkigp ahé MYctors
o e n AtheE o R Sy e & S AE pop R BRRES Shoaue of

nunmeral 128 in ens o} I'cip to
be integrated tcbyet teieswihich ata@ceﬁé@mpm@qs@t vihe é@t%@ ﬂyetamtcnwﬁ@ﬂ

personnel ' s rostgf plotaé Hdenidel o?@orﬁeﬁﬁ’méaﬁﬁl$E%aes@ﬁ@h\‘dﬁﬂ&ﬂo@ﬁ@th@%ctors
Products in Data Processi

i nformation, th&PaBér &F of 2Iaﬁfﬂfynﬁ‘t°|"l§ﬂt S@'écb ﬁféa“é?ﬁ’l“gﬁ P8?"d?s t“f5§m 'me
of test residl t swilitdtidnk@ndPrescadcpssi orDdiad @rdeSyademesults POSdifigy prescription

subm ssi on and ts‘Eef'f\%kfaB(gatQFy tePFBESs, afd reﬁlé@h &Xﬁo%r? Rubsbigm
integration may use Health Level Seven % , an International

Organi zation for Standardi zation (ISO heal t hcare standard protocols,
and XML msssagi rBpsipeceehagingitfenradéén gethel rcedde n&woiis, Inteengt sarvicas npayi bet

may be built s@@toag,enénge\mrﬁenmwpréﬂﬁ drapK etdefal®r DoBlols QYR !iisCind
patients' | nf ormat |
patients’ ‘information. These along with the Doctors Schedule Information System

provide comprehensive information to drive a more complete mobile point-of-care
application. Further customization can be made to the system to better suit the
specialty and workflow of each hospital as needed.

25 In the example embodiment, mobility advantage, mobile security and privacy
management are also key areas addressed. Mobile security is closely tied to
positive authentication of the caregivers on the devices at the point of transaction.
Privacy management can ensure conirolled access of the patient information to
authorized healthcare personnel.

30
In addressing privacy issues, multi-factor mobile authentication is employed in the

example embodiment. Examples of some factors are:

« Patient identification, where the patient's Radio Frequency IDentification
35 (RFID) is automatically pushed to the physician’s mobile at the point of care



5 autononously or upon activation, to the respective systens. The
advant age of such a nodul ar and standards approach can sol ve many
interoperability, scalability and reliability issues. A
systemto-system protocol nmay be HL7 togconnect to the other
heal t hcare 10 systens, such as LIS for test results and PCS for
order tracking. The Gobe patentSedrendalveistbaichis waptived bEplysiiansanokie ghone

contain the Doctors' c4mh4 RleVics &adMES B pafidnt Diifidaibil 11/€3his Wedaed) iBfse
accessi bl e upon request. ,Thethgm_lt emto-system @onnectl on rovi de

an
the channel of conmuffREHHEHh e JBLEAES B Ky UF fPTRR et”l?oﬁ'ﬁﬁn Y%
who are on shift at piniyremoeseages. Such arrangenent provi des
just-in-timegl5 notifications and easy access to Doctor orders and
results, including prescription status, |aboratory test requests,
and revi ewi ng of [abBfgicERy dendiicalionsgf qridcal peigy of dngaeleafgichgnay require
information via the fabitkepatiDeks: alpites Peiswdes Ui SRSNPERIN ede s et

t o exchange i nfornmatj on_w. %PL .the retrieval of Doctors' work
list and 20 patient bsrﬂic?l\#?'hror];a eitrgngc lese al ong with the Doctors
Schedul e I nformati on System provi de conprehensive information to

drive a norejgconpl et godiRbi hRdiegiont i@htieaioR aBPR | Satti ON. admiiétR@n by

custom zation can be de to the systemto better suit the specialty
and wor kf | ow of eachatﬁges“ﬁ?alt'ﬁrl" OQQG ?%@ggg%beifégfeﬁr%ghe exanpl e
enbodi ment, nobility advantage, nobile security and privacy

managenment are ahgQ k¥ MRV ARM eFaRbge MARIBoRRECHEdbAtNI 18 RhOSAY
tied to positive authentication of the car

) ﬁ?(lj vers on t,hq deV|t.ces at
the point of tr AR ABTFionsy B G3RY VSR LG VLR WALAIERSHEFBM ed
access of thes patient information to authorized heal thcare
personnel . 30 In ad rgééb@&_a%é VB ¥orlaBSddRBinalBhl di lanhafikQon MWRhbEes may
authentication is e oyed i n the ‘exanple enbodi ment. Exanples of
some factors ar @ SebAei @heffehiPPle ROPHYE ewREicRIPFIINHAY! BrFes RAdito
Frequency | Dent iridoi@bhécmncaraferddiréiD) i s automatically pushed to the
physician's nobile at the point of care

20 Figure 2 shows a flowchart 200 illustrating a messaging method for
communicating with healthcare personnel in a healthcare environment according
to the example embodiment. At step 202, a messaging server is utilised for sending
and receiving messages to and from mobile communication devices over a mobile
communication network. At step 204, a message logger database coupled 1o the

25  messaging server is utilised for logging the messages for verification of messages
sent and received. At step 206, one or more healthcare information databases
coupled to the messaging server are utilised, wherein the messaging server
facilitates sending and receiving of the messages based on information in the one or
more healthcare databases.

30
The procedures described in the example embodiment may be implemented as
software, such as a computer program being executed on one or more of the
components of the system 100, and instructing the system 100 1o conduct the
method of the example embodiment.

35



9 or the patient's barcode wistband is captured by physician's

nobi | e phone canera device to request the patient's information. In

this regard, it is appreciated that the nessages sent in the exanple
enbodi ment maybe picture nessages. 5 Rhysician's identification at

critical point of transaction, which may require that the physician

enter a privat e Thasppiratoroprogeturs typicRiyNsupplies tt theheser off ithd exiterpdlicAt

of the transact i;Qfbded®n aRRS dib e MRdiureducR s L dgNkbh &&fa‘sl@&e%rﬁ&@me
poi nt of adm nistration_ b cation of the barcode | abel

aut hent of
the drug.  her SIS PRRRIPY21 Sath SR Qeeok e gRE & more o
approach for ratdonomezhenisestsdrabystpme stodonbe clppication euogran ienretdheand

mobil e devi cg f QbR Sl fio bt #EbI@Bseol & th ohordRite 86hAkRM L hat

t he appropriate conbination of authentication techniques may be set
for an effective "renote positive e-verification/signatory" process
for the nobil eTheadshimarenbpdmsanaethe fdOwiky charatedistth ans advahtageac har t
200 illustrating a messaging nethod for comunicating with

heal t hcare personnel in a healthcare environnent according to the
exanpl e enbodi néh¢ degyibed embodipent pdyayagegrFly Wkses gpohile @{GFPW%EI'C?‘I@F‘
sending andgr e&emmagana&me&sga@@dolé kOPROE® b | restb@ RN ye R N real-

devi ces over a %e cqmmdm{ca :c{nh Caé{egl%cggtenwré(nmep‘% wﬁﬁ %?d:g Aﬁweamtgﬁ%g%ge

| ogger dat abase cou server is ut

| oggi ng the nes§ﬁg@@eF@@mWebFWm@&ﬂW@m9@$ messages sent and received.
At step 206, one or nore healthcare i nformati on databases coupled to
t he nessagi ng Sgﬁﬁ are utilised server

facilitates sen eSg fred eeé*ébo\‘?i”??&t bsfw'f‘%ee fir?@sggsgése %gléog%ormat'on during

i nfor mati on 1Bn chemonieation ismsheridned! tMatatioss daidaalswsns such as whether
healthcare personnel have replied or whether messages have been sent are

removed. Productivity has increased as any messages logged can be retrieved
promptly. Response time for healthcare personnel is decreased due to ability for
them to reply messages almost instantly. There is also no occurrence of adverse
20 event in relation to signal interference to sensitive medical devices caused by

use of the mobile devices.

The described embodiment can improve quality of care, enhance patient
services, increase productivity, lower costs, can improve cash flow, as well as

25 facilitate other critical delivery processes.

The described embodiment takes an integrated approach to refine and expand
the mobile point-of-care solution at the cluster wide level. This approach can
provide greater synergy and effectiveness. This can help to create a seamless

30  mobile healthcare delivery system.

Observational experimental data from the described embodiment indicated no
serious consequence caused by interference with a blood pressure (BF) monitor.



30 The procedures described in the exanpl e enbodi nent may be

i npl enented as software, such as a conputer program bei ng executed

on one or nore of the conponents of the system 100, and instructing
the system 100 to conduct the nethod ofi4t he exanpl e enbodi nent. 35

10 The application programis typically supplied to the user of the
system 100 encdtbod modificatides 20dsther egodimsiitsananda otadat the CBNROMGSYstem

fl ash nmenory de%y%oseaaqleaeadmytarﬂ h&iddgna &%Fs%%@iﬂ@dﬂf NGe GBb SbRFBGE
nmedi um dri ve of 0, . The

appl i cation pro&FﬁW?V%“F@gﬁrgWB”? %@W ﬁﬂ86<*%'H?§°§§é%§?F%ﬂ& t {iite
processor of theedceany itnditiy ic ostpoie finged toThe ablys cieédipiinershiadiedbatein
has the follaw g, Caﬁa%%ep'obs%lé %dﬁeﬂloﬁ@\é?m@g@sm@@@ HQﬁ&rcla}Rﬁ*éjof the
enbodi nent a vantageous y utilises nobile tel ecommunication

net wor ks and i n§{s8AtUfressagi ng tools to provide a nethod and systen1
for real- time communication in a healthcare environnent with radio
wave interference sensitive nedical electronic equipnents. The
descri bed enbodinment is tinme efficient as the tine-to-information
during 15 comunication is shortened. Variations and unknowns such
as whether healthcare personnel have replied or whether nessages
have been sent are renoved. Productivity has increased as any
nmessages | ogged can be retrieved pronptly. Response tine for
heal t hcare personnel is decreased due to ability for themto reply
nmessages al nost instantly. There is also no occurrence of adverse 20
event in relation to signal interference to sensitive nedical devices
caused by wuse of the nobile devices. The described enbodi nent can

i nprove quality of care, enhance patient services, increase
productivity, |lower costs, can inprove cash flow, as well as



25 facilitate other critical delivery processes. The descri bed

enbodi nent takes an integrated approach to refine and expand the
nobi | e point-of-care solution at the cluster wide level. This
approach can provide greater synergy anpg effectiveness. This can
help to create a seaml ess 30 nobile healthcare delivery system
Qobservational experinmental data fromthe descri bed enbodi nent
indicated no segf)ifis consequence caused by interference with a bl ood
pressure (BP) nonitor. 11 Many nodifications and ot her enbodi nents
can be nmade to the nethod and system by those skilled in the art

havi ng t he underist andinngsading Bgstéarb decot@amicatiredwitid haalthaster merédongetiner
with the draywn ref. it 0 . erstood that the device
and its util :@t yqﬁgglth};%? eﬁ%r%h@e:?ti tFr'r? %’ét&hcgpﬁﬁﬂ above description

contai ned herein 5 onlmessaging sefyat fopEsdiatceseRBiay AN ECPYAS Merwoed iopand

i ncl Ude? in the tehahdthe &fmrﬁ&]ﬁzaﬁnﬂi (ﬁa@iﬁ@.ﬁ&é% mdiie cohMuMBatibn ndwoRssagi ng
system for comruni cating w e care r . ; re
envi ronnent, the sys?1 gﬁ?scagﬁ;)otgp%ri ﬁ&?’asae Cﬁ%%és)agtaﬁrﬁegﬂ gges? J\;/@? 9?%8? fJP%%bIEQ%
facilitating serlsprgesivdveriicaion pirgessedss 46w end @oeivry: a#d om nobi | e
comuni cat i ofy devi CegeO¥ehoR HERMdR BRI GakbiRs RELNEY kb, tha MEsaRge

| ogger dat abase coupled to the nmessagi ng server for |ogging the
messages for verfffcation of messages sent and received; and 10 one
or nore heal t hcare iwnfioeinsitd orsstghalsasesiacgiaps d¢ seoding anvresssizig v the

server; wherein e, IRSAMIAHIGREYNR N hachd brlnih&Bedithéurs 8808, and
recei ving of the nessages based on information in the one or nore

heal t hcare dat abases. 15 2. A systemas clained in claim1l, wherein
t he nmessagi np sex ver Aegtah a$ elsimted & claim 1, wherein the messaging server escalates the

messages autonomously to pre-defined target devices.

3. A system as claimed in claim 2, wherein the messaging server utilises
heuristic base message escalation algorithms to escalate the messages.

20
4, A system as claimed in any one of claims 1 to 3, wherein the messaging
server utilises Extensible Messaging and Presence Protocol (XMPP) and employs

ubiquitous short message delivery transport support.

25 5. A system as claimed in any one of claims 1 to 4, wherein the system is
further arranged for connecting to one or more external systems in other healthcare

environments.

5. A system as claimed in any one of claims 1 to 5, further comprising
30 authentication means coupled to the messaging server for facilitating security

functions associated with the messages.

7. A messaging method for communicating with healthcare personnel in a
healthcare environment, the method comprising:



nmessages autononously to pre-defined target devices. 3. A system as
claimed in claim?2, wherein the nessaging server utilises heuristic
base nessage escalation algorithnms to escal ate the nessages. 20 4. A
systemas clained in any one of clainms I3to 3, wherein the nessagi ng
server utilises Extensible Messaging and Presence Protocol (XMPP) and
enpl oys ubi qui t ous @itiging a messsaigesetedrifor eendingraad syveiving SwpEges to 228 frsm A

system as cl ai ”?r%bile%oﬂﬂ%nf&%n%w&és%\zéﬁa odil® cémmUMieri& ﬁbt\k&}@ systemis
further arranged for connecting to one or nore external eg/stems in

ot her healthcare en‘%ii"‘?"%?ré“?ﬂs?gedoggﬁr gabask curleq o i SSRAIGY SBIRE 1Y+
clains 1 to 5, iagglh@me noeEyes Bir ngificadion eluhdseages cattiaodrengeatsasbupl ed to

the messaging_Server.fighe 5ASId 1AL NANASRUEdaich UBR00S ARRCIRHE

wi th the nessag ssagi ng mnet comuni cating Wt
heal t hcare per smﬁﬁgmigﬁe%(ef heal thcare environment, the method
conprising: 13 t| | wisdrdig) tiee mreass@glgngermrmeltaté@rsesm@dhmg régething of the

recei ving Ui E:{ Qdfm’i ‘R@nﬁ&{%h‘%&?ﬁ@&%%&aﬁéa agee&élta%gg%sover

nobi | e connunlca I'sing a nmessage | ogger abase
coupled to the nessaglng server for 1ogging the nessages for

verificationgof srres SAgRM0E Q@&Iaiﬁh@d Enrc%ﬁﬁi?V\@iﬁbrelﬂfhd nfestgingi sshvBBeseagtedthe
nore heal thcare inf ormatlon i

S n dé S&SinSP F fé%wco the messaging
server; wherei n"he et %é’l r?& %&p PECPIS L At €€ sendi ng and
receiving of the nessages based on information in the one or nore

hﬁal thcare databasesp rﬂ@hc{% asPcliBich Ofl csn &, aiheRe e rﬁésaagfmg;?sermemmda
bro- def 1 nod ar JE SURARE BogE o3 A RLe O REeat AT RE T EIoRPTH
wherei n the 1fhessagi ng server utilises
10. A method as claimed in any one of claims 7 to 9, wherein the messaging
server utilises Extensible Messaging and Presence Prolocol (XMPP) and employs
ubiquitous short message delivery transport support.

20 11. A method as claimed in any one of claims 7 to 10, wherein the method
further comprises connecting to one or more external methods in other healthcare

environments.

12. A method as claimed in any one of claims 7 to 11, further comprising utilising
25  authentication means coupled to the messaging server for facilitating security

functions associated with the messages.

13. A data storage medium having stored thereon code means for instructing a
computer system to execute a messaging method for communicating with
30 healthcare personnel in a healthcare environment, the method comprising:
utilising a messaging server for sending and receiving messages to and from
mobile communication devices over a mobile communication network;
utilising a message logger database coupled to the messaging server for
logging the messages for verification of messages sent and received; and



heuri stic base nessage escal ation algorithns to escalate the
messages. 15 10. A nmethod as clained in any one of clains 7 to 9,
wherein the nessaging server utilises Extensible Messagi ng and
Presence Protocol (XMPP) and enpl oys ubjquitous short nmessage
delivery transport support. 20 11. A nethod as clainmed in any one of
clainms 7 to 10, whergilising hee et ihoe hdaiindahe infeoejxmi d@sbasenmeaiedny the
one or nore extg&g&bwﬁggnggs in other healthcare environments. 12. A
met hod as clainmed 1n any one of clainms 7 to 11, further conp[|S|P%
utilising 25 authentMUEEiBh MESHEC ST eotiBier REHRS S48 "REF YK flefie
for facilitati ngnesemes bised of infieihbitndn e swcoraicee hedlthdard deeatreass ages.
13. A data storage medi um having stored thereon code neans for
instructing a conputer systemto execute a nmessagi ng net hod for
communi cating with 30 healthcare personnel in a healthcare
environment, the nethod conprising: utilising a nessaging server for
sendi ng and receiving nessages to and from nobile conmunication
devi ces over a nobile comunication network; utilising a nessage

| ogger dat abase coupled to the nessaging server for |ogging the
messages for verification of nessages sent and received; and 14
utilising one or nore healthcare information databases coupled to the
nmessagi ng server; wherein the nmessaging server facilitates sending
and receiving of the nessages based on information in the one or
nore heal thcare databases. 5



