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(85-1) Adding a PUF to a physical object to be marked

v

Apply challenge acc. to predefined challenge-
(S5-2) response authentication scheme to the PUF in order
to trigger a respective response by the PUF

v

(85-3) detect the response by the PUF and generate data
representing said response

v

S5-4 apply predetermined cryptographic hash function to
(S5-4) the data in order to obtain hash value
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(S5-5) sign obtained hash value with a digital signature
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add representation of a
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Access Monitoring Step
Evaluate sensor outputs in order to detect, as a security event, an
attempt or actual act of physical intrusion into the reader device, or an
attempt or actual act of locally or remotely accessing an internal control
functionality of the reader device

yes

Security event detected ?

Information Monitoring Step
Receive a signal from a trust center over a communication link and
evaluate same in order to detect whether a security event is indicated by
the information contained in the signal

yes

Security eveW

Y

no Security Defense Step
output and/or send over the
communication link an error message
indicating the security event, and locking
the reader device and/or self-destroy it or
data stored in the reader device

Y

Authentication Step
Authenticate a user of the reader device

no

Authentication successful ?

Stimulation Step:
Create and apply a physical challenge to PUF, e.g. a UCD mix,
comprised in a composite security marking

v

Detection Step:

Detect a response generated by the PUF in reaction to the challenge in
accordance with challenge-response authentication scheme and
generate a digital signal, e.g. a spectral barcode, representing the
response

& Fig. 7A
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Processing Step:
process the digital signal in order to generate a hash value of the
response by application of a predetermined cryptographic hash function
to the digital signal

'

Output Step:
Output, e.g. on a user interface or in a data stream or file:
- data representing the hash value generated in the processing
step; and/or
- arepresentation of a first digital signature generated by digitally
signing said hash value

as a first reading result

Fig. 7B
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Access Monitoring Step
Evaluate sensor outputs in order to detect, as a security event, an
attempt or actual act of physical intrusion into the reader device, or an
attempt or actual act of locally or remotely accessing an internal control
functionality of the reader device

yes

Security event detected ?

Information Monitoring Step
Receive a signal from a trust center over a communication link and
evaluate same in order to detect whether a security event is indicated by
the information contained in the signal

yes

Security eveW

Y

no Security Defense Step
output and/or send over the
communication link an error message
indicating the security event, and locking
the reader device and/or self-destroy it or
data stored in the reader device
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Authentication Step
Authenticate a user of the reader device

no

Authentication successful ?

Stimulation Step:
Create and apply a physical challenge to PUF, e.g. a UCD mix,
comprised in a composite security marking

v

Detection Step:

Detect a response generated by the PUF in reaction to the challenge in
accordance with challenge-response authentication scheme and
generate a digital signal, e.g. a spectral barcode, representing the
response
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Processing Step:
process the digital signal in order to generate a hash value of the
response by application of a predetermined cryptographic hash function
to the digital signal

v

Acquisition Step:

- Acquire a first digital signature comprised in the composite security
marking, and a pointer indicating a source were a particular second
digital signature pertaining to the marking can be accessed;

- Read said second digital signature from said source

- unset matching flag

(S8-10)

(S8-11)

Match of
hash value signed by the acquired
first digital signature and hash value generated
in the processing step ?

no
(S8-12)

(S8-13) set matching flag

Y
Output Step:
Output, e.g. on a user interface or in a data stream or file:
- data representing the generated hash value as a first reading result,
- arepresentation of the acquired first digital signature
- arepresentation, e.g. as a barcode, of the read second digital
signature
- a matching output indicating (i) a match, if the flag is set and (ii) a
mismatch otherwise.
v

Storage Step:

Store a first reading result comprising data representing the hash value
generated in the processing step into a block of a first blockchain and
the second reading result obtained in the acquisition step into a block of
a second, separate blockchain, and store related cross-blockchain
pointers into each of the two blockchains

Y

Communication Step:
Sending the data output in the output step, including the matching
(S8-16) output as a security-related information, a time stamp and a current
location and of the reader device over the communication link to a
predetermined central server

Fig. 8B
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