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to the device 310 in response to the authentication
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¢ elrstvla{l(li %ging a[c)ertlflcate revocation list (CRL) stored therein. If the device certlflcateD
is registered in the CRL, the multimedia card 320 may reject the authentication with
the device 310. If the device certificateD is not registered in the CRL, the multimedia
card 320 verifies that the device certificateD is valid and obtains the device public keyD
from the device certificateD.

The multimedia card 320 verifying that the device certificateD is valid generates a
random nurnberM in operation S25 and encrypts the random nurnberM using the device
public keyD in operation S30. Thereafter, in operation S40, an authentication response
procedure is performed by sending an authentication response from the device 310 to
the multimedia card 320 or from the multimedia card 320 to the device 310. During the
authentication response procedure, the multimedia card 320 sends a multimedia card
public certificateM and an encrypted random nurnberM to the device 310.

In operation S50, the device 310 receives the multimedia card certificateM and the
encrypted random nurnberM and authenticates the multimedia card 320 by verifying the
multimedia card certificateM based on the CRL. In addition, the device 310 obtains the
multimedia card public keyM from the multimedia card certificateM and obtains the
random nurnberM generated by the multimedia card 320 by decrypting the encrypted

random nurnberM using its private key.



[66] The multinmedia card 320gverifying that the device
certificate is valid generates a random nunber in
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device public key in operation S30. Thereafter, in
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keé/octnponents, processes, functions, attributes, procedures, subroutines, segments of

program code, drivers, firmware, microcode, circuitry, data, databases, data structures,
tables, arrays, and variables. The functionality provided for in the components and
modules may be combined into fewer components and modules or further separated
into additional components and modules. In addition, the components and modules
may be implemented such that they execute one or more CPUs in a device or MMC.

[74] To implement DRM, the multimedia card 400 needs a security function, a function
of storing content or an RO, a function of exchanging data with a device, and a DRM
function. To perform these functions, the multimedia card 400 includes an encryption
module 430 with a security function, a storage module 440 with a storage function, an
interface module 410 allowing data exchange with a device, and a control module 420
controlling each module to perform a DRM procedure.

[75] The interface module 410 allows the MMC 400 to be connected with the device.
When the MMC 100 is connected with the device, the interface module 410 of the
MMC 100 may be electrically connected with an interface module of the device.

However, the electrical connection is just an example, and the connection may indicate
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[117] In the illustrated table, 'Seq' denotes a sequence, 'Oct’ denotes an octet string, 'Int’
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denotes an integer, and 'Bin' denotes a binary data type.
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permits the copy or move only when the authentication has been done.

[126] In another example, an access condition for a certificate or a CRL will be
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the entire RO may be encryptgd. Wien RGCs are entirely
encrypted, the control nodule 420 nay map an | D of
we@25/0930r an | D of content that can be pl ayeRPCHKR2@S1000546
RO to an FID and separately store a table of content
IDs or ROIDs to facilitate searching for a particul ar
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f ofcriptiverbanse aply and agsfor @u@%qswé lignitstien in a mul ti medi a
card according to an enbodi nent of the present
invention. [131] In operation S3 10, a request for
access to the storage nodule 440 (FIG 4) of the

mul timedia card is received froma device. In
operation S320, the control nodule 420 (FIG 4) of the
mul ti medi a card determ nes whether an access condition
for a particular file that the device attenpts to
access is satisfied. The access condition has been
descri bed above. [132] Wen it is determned that the
access condition is satisfied, in operation S330, the
control nodule 420 pernmits the device to access the
particular file. The device's access may be indirect
access in which the device sends a command to the
mul ti media card and then the control nodule 420 of the
mul ti medi a card accesses the file and inputs/ outputs
necessary information. Alternatively, when a table in
which a content ID or an ROID is mapped to an FID is
used, the device sends an ID of an RO that the device
attenpts to access or an ID of content that can be
executed by the RO that the device attenpts to access
to the nultinedia card. Then, the table is searched
for an FID to which the received IDis mapped, and the
RO is found using the FID and is accessed. Industria
Applicability [133] As described above, according to
the present invention, files can be securely nmanaged
to be suitable to DRM I n concl uding the detailed
description, those skilled in the art will appreciate
that many variations and nodifications can be nmade to
the exenplary enbodi nents wi thout substantially
departing fromthe principles of the present

i nvention. Therefore, the disclosed exenplary

enbodi nents of the invention are used in a generic and
de scriptive sense only and not for purposes of
limtation.Clains [I] A portable storage device
conprising: a control nodule sorting digital rights
managenent data fromreceived data and formng a file
conprising the digital rights managenent data; and a
storage nodule storing the file. [2] The portable
storage device of claim1, wherein the control nodule
sets a restricted region in the storage nodul e,
allocates a file identifier mapped to the



restricted region to the filg conprising the digital
ri ghts managenent data, and stores the file in the
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claim2, wherein the file stored in the storage nodul e
has a tree structure. [4] The portable storage device

of claim2, wherein the d4rqit ri ghts managenent data
is one of a rights obj ecmhgﬁhﬁt henti cati on

| nf or n@t Oggbleggg)g@g} (flece%Hmipﬂﬁﬁg-l cation with a device.
[5] The e of claim4, wherein

abl e stor
fhe aut KK emlwortm%f el righiSirRang e dalacERTD el data and

and a feemirgfd Gletcempeiviag alid dipitliriphts héjagdinentatad; abd e
storage, device 0 mhereln the file conprising

t he di% tf’aﬁgerm [esg%nrgané nt data conprises a rights
obj ect Thtepmtadvteesﬂorhgd: dewangrdlaimny vdreraeh gremonaiolyméddle sets a

for a fek&%{eﬁ rQ%bﬁﬁ{ th@g%é dfi](? l%lb@é iaofale dedhieat ﬁlgpped to the

file conprising an ary

aut hentepigicdgpeiph it %ﬂmpr]_lsn}g thp €ligdst tighyp eragagseggée data, and

devi ces@ies BlcilBNiBthe Wafi@bdrdeft. cont rol  nodul e
Conprl es an CCessS ﬁond|t

on for restrictin
devi celEe pEEBEIEEs Ve 9l Tpch ageran fh*?efﬂsf@rf‘é]gls the storage
nmodul emo{ldE hihe rposihadlre. st or age device of claim 7,

wher el {lhei g(lma%?e % r?lgg 8&}1 ¢d Afocli]%l;ﬂ% whlg?enﬁ h{ee 1 atn.ﬁﬁrgiéﬁs:nga%{agement

t he di hahagemne aut
[ 9] Th@atptsrqnamf@ rg&ltﬁr@g@t a!@i/auﬂ@erm‘patmnamfnrmatloméwémh for au-

when tfen@ayibs §idccRIRes the file conprising the
aut hentication i nfornmati on tofnei)date one of t

certi f I RaPUtaRIPIPIIES deies aficka w@w&%fhe&ﬁthepg%ewoa Aformation is
a]g: c SﬁSonﬂ dertﬁtbtateSarﬂLa: dﬁﬁﬁﬁdaﬁ?@h@&ﬁu@ﬂ tstval i dt dur at ion

(0] (S cat e ofr, e r.t1 evqQcati on .

O o "I Bl e e o G Wit Ry E SopRsing e digica
the c onghts mamagbnleat geneompesesa rightd abjean dedicaed Ale comprising an

| dent i EIE@E {52 %%%‘ftpélgjlg&aaﬂdgﬁ ?ﬁgﬁtlr[gaﬁﬁt gé,(dl%engd file. cornpnsmg

rights ' ‘or_an ntirrrer o ect
mappedat @e@elﬂtﬁWefﬂPcﬁ@fﬁh@ ﬂvtbﬁntkflallmaltf@@laﬂént he ri ght s
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restrighadob el Aindiarl e, sbdreh & ARPlabRI BBithe rights object that the
device attempts to access, and allows the device to access the rights object.
The portable storage device of claim 10, wherein when the device accesses a file
in the portable storage device, the device sends a command to the control

module, and in response to the command the control module accesses the file and



the digital rights managenenig data and storing the
file in the restricted region. [14] The nethod of
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nodul e has a tree structure. [15] The nethod of claim
13, wherein the digital rights nmanagenent data is one
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wher ei §ni-hge. access condition for the file conprising

the digital ghts. managenent data is authentication,

[20] Thee Wéthﬁé @f eire (14 wherein thidiglalvishiemnanagsmgat dasis one of a

acces Sﬁghtﬁ bBjctti dn@ aG@ERIidaSion thibAeatimtndeddd feRkitBéhtication with a
|nforn$t|on to update one of the certificate and the

certi fYe4% revocation list, the access condition is
authenThmammmdoﬁﬁﬂnﬂ&ﬁ;ﬂhdumahémnh@ﬁmmhﬁnnﬁnﬁMﬁmmﬁkmeofa

or_the SRR LERL & fIRVRCRVLOpIRT . [21] The rethod of

generates a table
| n whi The @nthpd@ﬁt:hafm ap, wheregiprihehile qomlsmgrﬁh%@géalercglmt%d

by 't hemﬁh@%hr%n?@dt?%mﬁ‘ise@ﬁ rigﬁ%%hefct §8diQfied 1R cBh@ﬁEﬁg an

obj ect |s nmappe identifier allocated

ri ght scleBfaty félF éwwwlwwt@n dBarbRRicating dedippted ﬁ]&rcompﬂsmg
the ri QhélSm@ﬂith@Qﬁlelf&&he hiBetiRviiGeinddrhRNphs t o access,
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acces Sasacaesf& doadittion fheepdctﬁmﬂle detior' agpecgdv itleefile tstoged in the
devi ceg gﬁggﬁwguféorrrrand to the control nodule, and in

response to the command the control nodul e accesses
t he fi Tk @madhodof Flaime arhapiarthe asassxonditign hef the fijqgomprising the

commangigital rights management data is authentication.
The method of claim 17, wherein when the device accesses the file comprising
the authentication information to update one of the certificate and the certificate
revocation list, the access condition is authentication and valid duration of the
certificate or the certificate revocation list.
The method of claim 17, wherein the control module generates a table in which
an identifier of content that can be executed by the rights object or an identifier
of the rights object is mapped to a file identifier allocated to the rights object
elementary file, searches the table for the rights object that the device attempts to
access, and allows the device to access the rights object.
The method of claim 21, wherein when the device accesses a file in the portable
storage device, the device sends a command to the control module, and in
response to the command the control module accesses the file and performs an

operation according to the command.



