WO 03/ 021376 PCT/ SE01/00176 -1- Title COVPUTER SECURI TY EVENT MANAGEMENT
SYSTEM Field of the Invention 5 The present invention relates to an event
noni t ori mgoYgseBms f or nonitori ng conputer security event #CTRBaokgrigand of
the Invention Conputer related security breaches are becom ng nore common.
Just a few exanples are 10 denial of service attacks, viruses, worns and
hacking. In addition the consequences and_ costs of security breaches and
attacks is ever increasing. However, sinply providing a firewall machine
alone is insufficient. It is just as ingQrtant to protect the conputer
system from backdoor entry and m suse b 11t hor i sed personal . Furt hernore,
even with securi tycymm@smmmgggh:M%m ﬁ?gTEﬂrft rusion
detection systens, VI ; st ens
generate vast logs of data in a variety of formats tha i's not useful for

macr o anal yi'.s”aag! oiten.results in after the fact detection. This makes
real time inft ERE9% i cult or inpossible. Summary of the Present

I nventi o8 20rpEhfrefing Si@htidd ¥eités @NarsS 8RN mioRitBriMY ydRn fErOMBAitdIng Shi iR

moni toring and provides better security protecti'on than existing systens.
Accor di ng t ceetdy pyamésent i nvention there is provided a conputer security
event nonitoring systemconprising at least: 25 a trigger for generating a
security event alert when a security event occurs; and an event manager
responsi ve tBackbrougdufitkd Inventidn @ security event alert, wherein the alert

I's converted to an rncident record, the incident record being stored in a
storage medrMnpHies relatedsecyaty breaches asg basomingamete SAMFORn Just gfew gxamples #ren of

a reactign tR,bhge se?ﬁgéjﬁt.{atcﬂs, ele-ﬁsQ:Ts,' worms and hacking. In addition the consequences and

~ costs of security breaches and attacks is ever increasing. However, simply providing a

firewall machine alone is insufficient. It is just as important to protect the computer
system from backdoor entry and misuse by authorised personal. Furthermore, even with
security products in place such as firewalls and instrusion detection systems, antivirus

15  software and the like, these systems generate vast logs of data in a variety of formats that
is not useful for macro analysis and often results in after the fact detection. This makes
real time intervention difficult or impossible.

Summary of the Present Invention

20  The present invention seeks to provide a computer system monitoring and provides better

security protection than existing systems.

According to the present invention there is provided a computer security event monitoring
system comprising at least:

25 a trigger for generating a security event alert when a security event occurs; and

an event manager responsive to the generation of a security event alert, wherein

the alert is converted to an incident record, the incident record being stored in a storage
means and forwarded to an event reaction means for instigation of a reaction to the
security event.

30
Preferably a plurality of triggers are provided for generation of security event alerts, each



30 Preferably a plurality of triggers are provided for generation of
security event alerts, each WO 03/021376 PCT/ S&1/00176 -2 trigger
responsi W¥ot0s/0213dé f f erent type of security event. PreferalpCy/Seoe0diage m of
trigger is an intrusion detection system Preferably another form of
trigger is a firewall software application. 5 Typically each trigger
generates a security event alert in a different format and the event
manager converts a plurality of formats of event alerts into a uniformy

formatted ingj rd.. I lv..the event nmanager perforns an
assessnent gﬁbgﬁ?g&é’%@%‘%ﬁ?g dbéleg?rﬁﬁg\%gg °“§F7e°r"§mand prioritises incident

records accordingly. Preferably the assessnent is nmade by checking the
al ert against one or nore rules for, determ ning severity. Preferably the

assessnent ideferpblyconsformaldrpers iy HeinEpsien detession systash cProferablyr anothgt fosmiafy
determ ni ng § ANg fy event that triggered the alert. 15
Preferably ttﬂ%éeg\%én{&?%%ggl onea@gﬁgﬁ(}né renotely | ocated. Preferably the
event naBager is a software application running on a dedi cated conputer
connected by.a,network to a conaout er systembeing npnitored. In one

enbodi ment  t H@ical) A tHaReE BeRsrae Asrlribhevsat aled in 8 diffeeeny fmatandthe swgntt er
by a local gh8asQebRH a didaldyF & 'dggjg Fgmj S Jinel udes
a plurality of %onputergﬂconggcte ayrmg%m ehﬁdgag@ mrﬁfanﬁ%ﬁf&&ﬁﬁ%{ié}@el y
the conputeme®ydtemis a plurality of conmputers connected by a gl obal
conput er network. 25 According to another aspect of the present invention
there is provided a nethod of conputer security event nonitoring including

the stepg OfprefBraBlyithd S@nPmbidoBIORIfolRE alt)BRESALAIYT i SREHY bf the eaf Aert and

prioritises incident records accordingly. Preferably the assessment is made by checking

the alert against one or more rules for determining severity. Preferably the assessment is
made by checking the alert against one or more rules for determining a reaction to the
security event that triggered the alert.

15 |

Preferably the event reaction means is remotely located.

Preferably the event manager is a software application rinning on a dedicated computer
connected by a network to a computer system being monitored. In one embodiment the
20  computer system is connected to the dedicated computer by a local area network. In
another embodiment the computer system includes a plurality of computers.connected by
a wide area network. Alternatively the computer system is a plurality of computers

connected by a global computer network.

25  According to another aspect of the present invention there is provided a method of
computer security event monitoring including the steps of:
providing a trigger for generating a security alert;
providing an event manager responsive to the generation of a security alert;
generating a security alert when a security event occurs;
30 converting the alert into an incident record;

storing the incident record;



provi di ng an event manager responsive to the generation of a security
alert; generating a security alert when a security event occurs; 30
converti rgotobem@lert into an incident record; storing thecCirrsGodenyesrecord;
WD 03/ 021376 PCT/ S&1/00176 -3 forwarding the incident record to an event
reaction neans; and instigating a reaction to the security event.. .
Preferably the security alert is generatgd by a trigger in the formof a
intrusion detection 5 system Preferably the security alert is generated

by a trigger in the farmof. a firewall software application. Typically
security event aI@W@‘%ﬁg}g‘cd’é%@lnii’fe&\é\f%it%a'hevﬁpttf?aaq“f’{‘9{‘)’895’ mats and the event
nmanager converts jhdgafthgl Rhdtlod t@the s@ufiBievef event alerts into a single.

format incident 10 record. Preferably an assessnent of the severity of the
event alert is conducted to prioritise incident records accordingly.

Preferably ssessnent . s conduct hecki he ert,  agaj nst. one or
rore rules A3FREDaPTEA R PRER AR BY R e . B sk
triggered 1pstefie BtRfdbly BeiseduriBealesiip pérRpated by Aeridden he Fornh 00 b dREWALD

provi de a better understandi ng, preferred enbodi nents of the present

i nvention wpftvarg@pplicatiescri bed in detail, by way of exanple only, with
reference to the 20 acconpanying drawings, in which: Figure 1 is a
schematic representation of a conputer security event nonitoring systemin
accor dance Wybltallji@equriey @nént i alerSndre @eherbted Uni @ pluratityn of ¢brants bl the event

representation of an event manager of the_system shown in_ Figure 1; 25
Figure 3 is managercienvers the mlwalithof forapatoef avent aletts indq @ single format jagident

managerlgf I%éogw'e

Preferably an assessment of the severity of the event alert is conducted to prioritise
incident records accordingly. Preferably an assessment is conducted by checking the alert
against one or mmore rules for determining the reaction to the security event that triggered

15  the alert.

Brief Description of the Drawings

In order to provide a better understanding, preferred embodiments of the present invention
will now be described in detail, by way of example only, with reference to the

20  accompanying drawings, in which:
Figure 1 is a schematic representation of a computer security event monitoring

system in accordance with the present invention;

Figure 2 is a schematic representation of an event manager of the system shown in
Figure 1;

25  Figure 3 is a schematic representation of a first level of the event manager of Figure
2
Figure 4 is a schematic representation of a second level of the event manager of
Figure 2;
Figure 5 is a schematic representation of a third level of the event manager of Figure

30 2;

Figure 6 is a schematic representation of a fourth level of the event manager of



2, Figure 4 is a schematic representation of a second |evel of the event
manager of Figure 2; Figure 5is a schematic representation of a third

| evel of wbessyesné manager of Figure 30 2; Figure 6 is aPSTIS&owbIC6
representation of a fourth level of the event manager of WD 03/021376

PCT/ S&01/ 00176 -4- Figure 2; Figure 7 is a schematic representation of a
master slave relationship between a plugality of event managers; and
Figure 8 is a schematic representation of a hand-off process between sl ave
event 5 nagggg 5. Referring to Figure 1 there is shown a conmputer security
event nmonitortng system 10 that includes a plurality of triggers 12 that

provi de secWigiry7evenis alselidnsatic représeditioh ofed ageer $ve rellionsHS Yetw@pager 14
converts the event alerts to incident records and stores these in a 10

dat abase 16 phsalifisof eveat mapagemsindg t hem to an event reaction neans in the
formof a gleohglg comy gch%ﬁlgglé ?ep?&@?tlg!i&l &f p hyl]c?—oﬁ‘ f 'r&:%gsr %@%{wggveggfﬁ\gﬁg

of an intrusion detection system a rewa prograPm n
an appl i sat intanageps.t war e and/ or operating systens | ogs. Each of the triggers
12 15 are configured to send an alert to the event manager 14 if a

security event occurs. A security event is an event that is a real or

potential tlN.Gafin PIB e RTRRELs sHBHK ia'&xrrgﬁfér YR6riQevert n%ﬂ?tﬁ#gre%?sgxgin@{ﬂat For

exanple, a firewa tecting a corporate network that s
| nt er net Comchales dphisaigreofRriggars IR thad eviAYle Sdcority eserd alergiosinevantandnagdr 1df

violations wll trigger an al ar An intrusion, detection systemthat
detects a sm:l}erﬁye%m 124d“s‘m'?’ f &¥ems glerts to Incidentpcnrds and storepigss rdyr ¢ he

purpose; Of @xibAk b agwallEl RirvhidRperR $E &P fehctibh hBIRY in Wk fofth 3F Halobal
Antivirus software residing on a file server that detects an unknown

vari ant of gommand centre console 18.

The triggers are in the form of an intrusion detection system, a firewall program, antivirus
softivare, an apf)lication software and/or operating systems logs. Each of the triggers 12
15 are configured to send an alert to the event manager 14 if a security event occurs. A
security event is an event that is a real or potential threat to the proper working and use of
a computer system. For example, a firewall protecting a corporate network that suffers an
Internet Control Message Protocol (ICMP) flood and registers a list of violations will
trigger an alarm. An intrusion detection system that detects a string of commands targeted
20  at a corporate mail server for the purpose of exploiting administrator access will trigger an
alarm. Antivirus software residing on a file server that detects an unknown variant of a
virus and is unable to cleanse the infected file will trigger an alarm. Operating systems,
such as Windows NT or Unix, that have a login violation in the middle of the night will
trigger an alarm. Security flaws can be causes by software defects (bugs), security holes,
25  incorrect system setup or deliberate backdoor openings. A trigger is aimed at detecting
poor security or security breaches by detecting misuse or patterns that indicates real or
potential security problems. Sometimes, only a macro analysis will reveal a security

problem.

30 The event manager receives event alerts from a distributed security monitoring

environment and is able to analyse various forms of communication and in particular



virus and is unable to cleanse the infected file wll trigger an alarm
Qperating systens, such as Wndows NT or Unix, that have a login violation
i n the mwolog/oaf37¢ he night will trigger an alarm Securi PgTiSIGawsoican be
causes by software defects (bugs), security holes, 25 incorrect system
setup or deliberate backdoor openings. A trigger is ained at detecting

poor security or security breaches by def&cting m suse or patterns that
indicates real or potential security problens. Sonetinmes, only a nacro
anal ysi s wi | TOPAPewdffiaswhas raw TCPomdbUBMcodikcitis a8 walit asroalisr edtod A€ Qichas

event alerts | st riut securjty nitoring environnment and is
able to anal §Ma%sﬁt&ns% aE&rﬂ’ttEﬁﬁiatPH 1735An Aoa-Strearpiag t pretgrels apd non-

03/ 021376 PCljrHeRridfredfing I fd i

connectionscgé vvellcf as ot t%elrﬁ o%%:)fé'o)g%élséa%udgﬁv%a%%wﬁ%'gmﬁﬁ%ﬁ%ﬂaﬁnd
ot her appl i ctransportahde: incidestifirmgt (F16) oevotds thatchre storedainpthe clatabase 16, ISpacitiog
protocols5 Theﬁﬁl arg' onverted into a unifoighforn;?t referred to as

t r anspor t-abl BOPWEF §L1PC FYTiRanagsrHay b Jpjfalled, depending onqthe Fomputen systalabase
16. Speci fi crequirgdetites of the event nanager may be installed depending on

the conputer systens requirenents. The TIF records nmay al so be assessed to
determ ne an appropriate reaction to the event that triggered the alert. A

dj d r ovi ded b .set of 10 | es. |
ror 6 ser  ous TR Rt ind) ARE bl Bl S a BB i edsn P b vers,
security brethahtriggéred theaddrt. t AfespoRimayUsitiased el #taddingdbrdbr Prévidedrtyl &/ sedlor 2

conputer systemcan be nonitored, thereby allow ng the ability to provide
a real ti%re Biesedn mose sTionerrsey husean intsrvention eanchednstigatpd tmequatenct a security

Eur th | . eT TR .
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requests or an intrusian detection system (IDS) that nonitors the activity
of a conput e %@PVVB?’I(‘?’“Q%“E?&F‘FWFFB s?‘/’F‘F‘é\r%lr‘F dn g pgiform format enables reporting
capabilities, trend analysis, and vulnerability analysis of the recorded incidents.

15
Monitoring devices include firewalls that report rejected requests or an intrusion detection
system (IDS) that monitors the activity of a computer hetwork. Generally the firewalls and
IDSs are configured to send alerts to the event manager by providing a directly resolvable
IP address rather than relying on DNS resolution. This is done to prevent reliance on the
20  DNS service and to reduce vulnerability in the system.

Referring to Figure 2, the event manager 14 receives alerts 20 from monitoring devices 12
(triggers). These alerts are streamed into input/output (I/0) plug-ins 22 that communicate
with the monitoring devices. An alert from a technology specific monitoring device is
25  received by each I/O plug-in 22, which forward the data to technology specific plug-ins
26. A technology specific plug-in 24 appropriate to the type of monitoring device
interprets the data and converts it into TIF records. The plug-ins 26 then broadcast the TIF

record.

30 The I/O and technology specific modules broadcast raw data and TIFs respectively, such

that other modules can receive them, process them or ignore them as per their



IDSs are configured to send alerts to the event manager by providing a
directly resolvable |P address rather than relying on DNS resolution. This
i s done twOopseyBMmé reliance on the 20 DNS service and toPCE®GOE00176
vulnerability in the system Referring to Figure 2, the event manager 14
receives alerts 20 fromnonitoring devices 12 (triggers). These alerts are
streaned into input/output (1/0O plug-ins622 that comunicate wth the
nonitoring devices. An alert froma technol ogy specific nonitoring device
i's 25 recei vesfigyragiggh 1/0 plug-in 22, which forward the data to technol ogy
specific plug-ins 26. A technology specific plug-in 24 appropriate to the
type of nonitoring device interprets the data and converts it into TIF

records. Th | ug-ins ,26,then broad t the TIF record, 30 The I/0 and
t echnol ogy ?ngé %%p lrge ’H&&gﬁgr‘:ﬁm‘&{%ﬁ%{hd paroug sndules \pushy thes ych

that other nmgilvih ¢ ffoRuNAhAt R BBnfiRlreE &S Prokéls Mheipedi r
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mechani s i nwhilg etheb medules igrioonthe Hata. vEeri exasipiepthe EF dats braabeast tiptthe @St h

only the no [ nfigured to pbrocess the speci.fic ta . pulling the
data, 5 m%é&g%{%%y % ﬁﬁ%({s l;)? ROPE ’?qﬁigfeﬁa?raa‘.n fen ﬁ%ﬁ’%fnogﬁé' ﬁpﬁerhg}ea
broadcast byinfefeicd Sngielid esed then the sirddegfodile Ehofea @R TOYMYJAR brBhdcait and

i nference engi ne mpdul e. When the inference engine is used then the

storage nmodultey PYisdnterenes,enging bigpdoasts- br oadcast and only pul I's inference
engi ne broadcasts. 10 Preferably, but optionally, an inference engine 30 is
provided. If the inference engine 30 is provided, it receives the TIF

record hooadRrefstably)duf eptionaltls ah inference engine 136 i pranilsd. s Hithdinfaemt @agine GEXP)
plug-in 28. [The ipference eﬂ_.gsi ne 30 ;ﬂ so filters TIF records according to
the degree dfP i tyecgives Hig WE feqord hroadeast and fagwardsi ifyipet seguterfeanamission wi t h

otorage.  The S (FRE) pluegn 28, THE RLGRS chgind 30 SR MEDHHRedcRs eotflre o -
26 and only the degres of Iséverige of tie szcuritycvent thyt friggered the alert, with only serious
incidents being'forwarded to a storage plug-in 32 for storage. The SXP plug-in 28 ignores
15  TIF records broadcast by the plug-in 26 and only accepts TIF records broadcast by the
inference engine 30. The storage plug-in 32 acts similarly.

If the linference engine 30 is not used, the SXP plug-in 28 receives the TIF records from
the plug-ins 26. The storage plug-in 32 also receives the TIF records directly from the
20  plug-ins 26.

The SXP plug-in 28 forwards the TIF record to a remote SPX plug-in 34 of the reaction
means 18 by secure TCP/IP communication. Again it is preferred that an inference engine
34 be used at the reaction means 18. Again the inference engine 34 is able to act

25  according to a set of rules to catergorise alerts with false alarms or low priority/severity
alerts given less importance. Filtered TIF records are then provided to a storage plug-in
38. If the inference engine 36 is not used then unfiltered TIF records are provided to the
storage plug-in 38. The storage plug-in 38 converts the TIF records into database storable
format for storage in the database 16.

30

The reaction means 18 is configured to detect false alarms according to a computer system



I nference engine 30. The storage plug-in 32 acts simlarly. If the

I nference engine 30 is not used, the SXP plug-in 28 receives the TIF
records fworms/oetses pl ug-ins 26. The storage plug-in 32 al secrseoin@set he TIF
records directly fromthe 20 plug-ins 26. The SXP plug-in 28 forwards the
TIF record to a renote SPX plug-in 34 of the reaction neans 18 by secure
TCP/ I P comuni cation. Again it is prefered that an inference engine 34 be
used at the reaction nmeans 18. Again the inference engine 34 is able to act

25 accordin . Of o1, tQ: QBH? rts with false al ar or
| ow pri ori t%?%&/‘g?l ylseafté%@géﬂ rggg : eés | rrp%rrt%élﬁg}ég. NERGHORy Ztlaa TRl s
are then prevémédddietal siudiiRg6f @ub@r imMeasudd. cah be idigatéd) TRERNISGURNGLMAL 6 | S
not used then unfiltered TIF records are provided to the storage plug-in

38. The storBde Roriuer blacking ap inteides by gdding the indmders [P rrddresmatoathe semputsr abl e
f f : geid . .
ormat Tor §%§?&?ﬁ'tgerohf3¥sta{:@%ggt%oﬂgglsﬁst;%?Qwﬁh@gﬁ%&m?cg(f@g Sﬁﬁonr#l 3&3 IP

configured t ect arns accordi ng a co
03/ 02137% Peddr&sGpédifiddr dn additierp eclidtion and acalysissdf indidentscan bé eoridactedj Sahe f al se

alarnms as requi.,ying no action. If a real securjty event is detected a
nunber of c8UHEETPT &%P@é’OE&rPelsl@teFW YH’ta@'EfP.a"‘f!B!é‘%e i ncl ude shutting of an
| P port or blocking an intruder by adding the intruders |IP address to the
conputer system s routers access control list. This will imedi ately bl ock
traffic frofncidest typeS canldeedefineb eciofdingl to Ithe aatdiet ofOthe aet.| &Buc raleatsdmay

anal ysis of .incidents c be conducted. Sone .securi,t robl e may only be
det e%:/t lad bylI IF% PLobEsy .Wﬁ?ﬁ“&&ﬁ“ﬂf p&k remgie ngccflg'f“%én ﬁt&?g‘rsﬁeﬁétsto %/he

nature of t RA@IE bf repSidsdthth@Fof the ¥amd IPCoUAR SaPbORSRitorEdldndaRRl up&H. i on

attacks or renote procedure call attack attenpts. 10 Multiple or repeated
threats fromthe sane | P source can be nonitored and acted upon. Incidents

pr obl oo el ehadedve trehofu iR iy BEGEAen ilf Pt W oG el Y
occur. An . problems being placed under observation to see if further recurrences occur. An
automated inference engine can deal with some security threats, but if the inference engine
15  cannot handle a particular security situations then it may be escalated in priority to dealt
with a consultant. The consultant may, for example, contact with a particular owner of a
domain or ISP to deal with the incident.

Records of incidents stored in the database 16 can be analysed to provide a correlation of

20  security incidents rather then multiple discrete alerts. A log of security incidents may be
useful for forensic analysis in case law enforcement is required. In addition, the database
16 may be useful in profiling of security incidents.

The event manager 14 is provided in a modular design with four levels, each level having
25 one or more plug-ins/modules. The event manager can be configured to operate in a
distributed environment with a' plurality of nodes, each node dedicated to perform a
different function. One event manager node is set up as a master to distribute the load

over various slave nodes.

30 Referring to Figure 3, the first layer of modules comprises input/output plug-ins 22 that
receive data in various kinds of format including , but not limited to, SMTP, TCP, UDP,



automated i nference engine can deal with sone security threats, but if the
I nference engine 15 cannot handle a particular security situations then it
may be eswaloavzd7é n priority to dealt wth a consultant. PCRSGoonHG t ant
may, for exanple, contact with a particular owner of a domain or ISP to
deal wth the incident. Records of incidents stored in the database 16 can
be analysed to provide a correlation of _g20 security incidents rather then
multiple discrete alerts. A log of securlty i ncidents may be useful for
forensic analysis in_case |aw enforcepnent is required. In addition, the

dat abase 16THE apd Fd8ef Eachi moglo s dedicgted to gd@nwr%ay iyt pteRam Brotork ddient
| |

navi g 25 GREFisRERSc & iy Jind br AASLAT, W OB R Mod SAT 1S

confi gured tseconddayat.eln additiondtheat is é)wppﬁcmn layenproxy (AMR)hn@dm)d atidad édnyendf

nodes, each node dedic erf different function, One event
manager nodéntpgxtgquegb?éléga[n & er '1%923.1} sqduls inierqedes beSween BostiSexvsr iapdis

sl ave nodes I I N ri ses
ot 1 ot g el Slidblnd % Bifbletoriici dut faffic BY Facitie A 6 O
i ncl uding , dbMedwd)rdlittr(ﬂibédmr)O or Sdfijplex rE@Rlar dﬂlﬁk,ssimmmm:{’iﬁnoﬂlﬂﬂ' bﬁ&t’bé 00176

-8 HITP and ch nmod is dedicated . to.a particul ar
pr ot ocol . ep‘i“ﬁ 2st HCt?”é’ﬁb&é! dl ﬂ%ﬁl‘&atéﬂ?dlg d’é‘?’gtOPﬁgl&B Pa oI ogy

specific m@ejk&ﬁmaﬁngea otnfwhst%ff?&md&@wefds wiicrAgka el s%mﬁélﬁr Thd é:m'}arotects
application l'ayer p rox?/ (ALP) nodule and a content “integrity agéent (ClA)
modul e. The pAtlulmwlab eldntaemb@es webditgelsrexposing & monitaredfodides ta @ciasy
cllents abl filterin t tra P.packets) based on a
user gfwtq%ﬂsgfl‘f%%?eﬁ?‘ vgﬁ‘ aé‘dﬂ%’ﬁa&ﬁpé%qﬁlﬂgaerwpr ession list. The
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I f tanpered w nchroni ses an 1 nsu
incident format and broadcasts it to the inference engine or SPX and storage modules.

15
Raw alerts mainly come from two types of device, these being firewalls and intrusion
detection systems. When an I/O module receives alerts it broadcasts the alerts to all TS
modules, which will listen at the same time. Each module takes the relevant alerts and
ignores the rest of them. Thus all the modules collectively process the entire data.

20

Intrusion detection system (IDS) modules deal with alerts from various intrusion detection

systems. Each TS module decodes and processes an alert from an IDS product or a

firewall product of a particular software vendor. ISS decoder module processes alerts

received from “ISS Real Secure”. NFR decoder processes alerts from “Network Flight
25  Recorder”. SW3 decoder processes alerts from “CA Session Wall-3".

FW1 decoder process alerts from “Checkpoint Firewall 1”. The net screen SMTP decoder
processes alerts from “Net Screen Firewall”. Raptor flight decoder processes alerts from
“Raptor Firewall” for Windows NT or Sun Solaris. Sonic wall decoder processes alerts
30 from “3 COM Sonic Wall”. Watch gﬁaxd SMTP decoder processes alerts from “Watch
Guard Firebox”. WebTrends SysLog decoder processes alerts from “Web Trends



Referring to Figure 4, a second technol ogy specific (TS) nodule |ayer is
shown including the TS plug-ins 26. Each TS nodul es 24 converts raw i nput
(al erts) wotogoenBansportable incident format and broadcasPETiSGoO/e1hHe

i nference engi ne or SPX and storage nodules. 15 Raw alerts nmainly cone from
two types of device, these being firewalls and intrusion detection

systens. When an 1/0 nodul e receives alets it broadcasts the alerts to all
TS nodules, which will listen at the sanme tine. Each nodul e takes the

rel evant al e9ykgog@nd ignores the rest of them Thus all the nodul es
collectively process the entire data. 20 Intrusion detection system (IDS)
nodul es deal with alerts fromvarious intrusion detection systens. Each TS
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70 of the event manager is shown. This includes the inference engine (IE).

The | E pér f onodules. pTh¢ iSEXnhmogule Heanrmith TR aeepzdsator theqglekal opunand egpte H8r t he
event shoul d | agged_or d et of user defined rules. A
basi c inf erélﬁgﬁasgﬁglgﬂgm t%{J@%R% %Egg‘?e%c‘\?#t@o%t altering it only renoving

unwanted alerts. Wiere an event manager is configured with an inference
engi ne nodul e, the TIF out put ) .
Referring to Figure 6, a fourth layer 80 of the event manager is shown which includes a
storage (ST) module that supports use of common databases for storing incidents. It
15  converts processed TIF events into data specific format and is easily retrievable table in

database, such as Microsoft SQL server.

General modules may be provided including a log master that logs all incoming traffic, if
configured to do so, and a device health check module that automatically checks the status
20 of other modules, and a device health check module that automatically checks the status of

other modules.

Referring to Figure 7, when a distributed event manager environment is used, as indicated
by 90, one of the event managers 92 is configured as a master event manager. Other event

25 managers 94 and 96 are configured as slave managers. The master event manager
distributes raw data equally among slaves and the local TS module within itself. The TS
modules only accept redirected raw data being broadcasted by I/O modules. The TS
modules of the master and each of the slaves then completes processing of the raw data by
converting all the data into 'I'IF records which then may be handed off.

30
A handoff occurs by providing an IP addresses specifying machines to which incidents are



fromTS nodules is ignored by storage and SXP nodul es. Only post inference
engine TIF data (those only containing serious alerts) is accepted for
processi nyoOlg/oet3es st orage or SXP 10 nodul es. The SPX nodulpeTiSGansmizé s Tl F
records to the global command centre 18 database in an encrypted fornat,
such as secure TCP. Referring to Figure 6, a fourth |layer 80 of the event
manager i s shown which includes a storage (ST) nodul e that supports use of
comon dat abases for storing incidents. It 15 converts processed TIF

events into,data speci.fi¢ fornat. I S, easi | [ievabl le ¢n.
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20 of ot her pigsensedincidsplg (AlRadeacdesignaied globd semmepd gentret ysat menagemfurther | y
checks the B}o%l:éé?\g%dst‘a ‘ércax{T&dﬁélx'ﬁﬁn eferring to Figure 7, when a

di st ri but ed”evént °manager envi ronnment i s used, as indicated by 90, one of
the everd nanagers 92 is configured as a naster event nanager. QO her event

25 managers 94 and 96 _are configured as slave manggers. The naster event
manager di sﬁrpw@mm@a{dadgagaqsw%éﬁg% QN PETIAAHNG MY RTeReATIngrSs Baldul e

wthin itse e F;g,géal red te |

broadcasted%dgt?ocaﬁo%u es. %ﬁ%ﬁ%{s&\%oﬁgﬁpéerg ﬁ%{agﬁg n}gsr%-g}r%gﬁ%j%eac ltglgﬁ?rthe

sl aves t henemdropmehts svidr @ degs amgurdfoftrive incidentia vhetolhy a cimgleseventnmasdger ishe

data into T|F records .which, then be handed of.f. 3Q A handoff occurs b

b ovi i g, alfwiBeiaty Bt exBisalt v B vat Ressact i ih ¢ AR gem g

03/0213/p PGl{e3{d( AdhEbrs shatglip Reckgngehgled. A handoff is useful where a
fhe g

client side event manager has |limted processing such as of 110 and TS
nodul es only. If SXP is configured to hand-off the processed incidents

(TLF) Lo & Seshana! o phabal, SOmENG, Cenl £5gHe B0 S88H A by
the I/O modules and transmits the incident to the machines listed under a re-direct list via
the SXP modulé. All the event managers to which the data is re-directed are configured

15  with exactly the same modules, typically, several technology specific modules. The
decision of which event manager to transmit to is done fairly and equally. The master
event manager keeps a journal of what has been transmitted to each event manager in the
group and transmits the raw incidents to one which reccive the least number of raw
incidents. Upon receiving the data the event maﬁager that data is redirected to processes

20 the raw data, converting it into TIF records. TIF records may be further processed by an
inference engine configured on the same event manager or may be stored in a repository
by an ST module. They can also be handed off the another event manager module to, for

example, be categorised by an inference engine.

25  Referring to Figure 8, TIF data is handed off to a master event manager’s SXP module.
The TS module within the master broadcasts TIFs and the master passes all data to the
storage module and inference engine. The hand-off event manager can be another slave
attached to the master or the master itself. Alternatively there may be two hand-off IP
address which could be the slave or the master. If the first hand-off fails then the second

30 hand-off is attempted.



5 Are-direct can be provided that passes raw data w t hout perform ng any
processing so that raw data can be shared anongst several event managers.
Are-direwpomwesuetable for environments with a | arge ampPemiSGoi/oo1asv

i ncidents, whereby a single event manager is insufficient. This is
typically used in an event manager farmw th a master and multiple 10

sl ave event managers sharing the processijng |l oad. The master event nmanager
receives raw data incidents fromthe security devices through the I/0O
nodul es and trapsmts the incident tg the nmachines |isted, under a re-direct
st via tHbeSklehadirsce wall apnreriae St Grpreat BVeRiopias yaiEees oier tae
re-directed J S\ v@‘s@ﬁfrﬂ o ele Ml ,
sever al tecﬁﬁgf%rg'gmsé eécrzkiE |ré‘;e‘r§% ufﬁebs. T ety?j‘;ee?iéstiégﬁgof V\m@ﬁ%g}gﬁf%ﬂgger
to transmt ab provadidg reemfeansr bfy amalykise qfiatduyity Tremtsrlstteand analysts, malnergbilitkeeps
a journal of Xihat hfas heen transm tlted 0 each event, manager in the group
and transni PRAYHEOTIQIENFIA aRalsi 18 cpsg 1, RAISEAE. t he east number of
raw incidents. Upon receiving the data the event manager that data is
redirected to processes 20 the raw data, converting it into TIF records.
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appreci ate tcﬁﬁ;,sthe present invention has advantages over the



prior art. The present invention allows security events to be dealt with in
real time, as well as providing a neans of analysis of security events for
trend anaw@B®213val nerability analysis or forensic anal yPc3/Scol/case | aw
enforcenment is required. 5 The skilled addressee will appreciate that

nodi fications and variations can be made to the present invention w thout
departing fromthe basic inventive concepf. Such nodifications nmay include
various forms of security event triggering devices, different nethodol ogi es

and rule se f?n dealing wiih and riorifisjng i nci dents. The system may
provi de a Ié@ﬁﬁﬂiﬂﬁgg¥Hﬂgﬁ§3£9§£hﬁﬂi#!$ﬁgﬂ§ﬁcurity system may be
distributed or may be entirely renotely based. Such nodifications are
intended to fall within the scope of the present invention, the nature of
which is tolbe déteamputesdedurityhevehemomstogige systentlesprispigiadteastnd appended
clainms. WO 03/021%36 PCT/ SQ01/ 00176 . -12 T‘ﬂe clai ns defini ng the invention
are as fol lows: I MEELEGERLIINEE ST, SEDEHET WEHI 3 PIRY ¥R PES 8R%r i si ng
at |easts a triggRlevém mMBApR radpondveitoSBe YehdritioR TNl sedhrfty levidd Aler@ wHRfi i t Y
event occurs; and 5 an event nmanager responsive to the generation of a
security evéstalert és¢onvoredrteian ingifent sgcord, thesingident aecordibeing staredriniadstorage
record, the_jngci bei din.a stor . nmeans_anpd forwarded
o an event M ARTEERA, I B HELER sl B4 TRAFFIoSOES hefton S3KT ¢
event. 10 ZsecAriogventi er security event nonitoring systemaccording to claim
1, wherein a plurality of triggers are provided for generation of security
event alerts, each trigger responsive to a different type of security
event . Ay conput i t j4ord S Xl claim 2,
wherei 62 15" forampe erlutty SNER! mERling e B WA Lot &
conmput er seplurdlity of\triggersrarei provided fery gérenatian cfr sdeurity tevernt| dérty) 2achwiiiger n

responsive to a different type of security event.

3. A compilter security event monitoring system according to claim 2, wherein one

15  form of trigger is an intrusion detection system.

4, A computer security event monitoring system according to claim 2, wherein

another form or trigger is a firewall.

20 5. A computer security event monitoring system according to claim 2, wherein each
trigger generates a security event alert in a different format and the event manager

converts a plurality of formats of event alerts into a uniformly formatted incident record.

6. A computer security event monitoring system according to claim 1, wherein the
25 event manager performs an assessment of the severity of the event alert and prioritises

incident records accordingly.

7. A computer security. event monitoring system according to claim 6, wherein the
assessment is made by checking the alert against one or more rules for determining

30  severity.



another formor trigger is a firewall. 20 5. A conputer security.event

noni toring systemaccording to claim?2, wherein each trigger generates a
security wompin2@lert in a different format and the event mamsget/o0iconverts
a plurality of formats of event alerts into a uniformy formatted incident
record. 6. A conputer security event nonitoring systemaccording to claim
1, wherein the 25 event manager performp; an assessnent of the severity of
the event alert and prioritises incident records accordingly. 7. A

conput er security, event noni torig‘g system according..to claim6, wherein the

assessment i% nmadt CHPPHFERIHY SVFE MINioRng SYste Acofting fo faims 1y whersing the
det er mi ni Ng s3QnsY & hialle W&W&%@f%@@# 8P nbfe rul fo%;deénﬁgwaer

security event nmonitoring Systemaccording to claim1, ereint
assessment ireactioni® thy sechmtylevery thah triggkred theadpad. nst one or nore rules for
determining a reaction to the security event that triggered the alert. 5
9. A conputer security event nonitoring systemaccording to claiml1,

wherei n the g event c5fpgtd 30ént inSorliBARS Sys¥erh Q6RERSL tolélainf\] CRIREMYhe
security event nonitoring systemaccording to claim1l, wherein the event

manager is &venteaghoremegnsiis reapotelhlogatedhi ng on a dedi cat ed conputer connected
by a 10 network to a conputer system being nonitored. 11. A conputer
security event nonitoring systemaccording to claim 10, wherein the

conput er sygoem iAs canpacieadity @vérd enchadin@kRebne AEHRHIIRY tddlait | 0RRdreialtRe
network. 15 12. A conputer_ security event nonitoring system according to
claim 11, wisEentimanages is &sofivare ppligationrunning on egledicyPd camputer connectaddut &r s

connect b i . . nputer security event nonitoring
system ggco%&%\ékg% c: gl %?%M\Aﬁeelrr‘%ﬁroln@{g& conputer systemis a plurality
of conputers connected by a gl obal conputer network. 20

11. A computer security event monitoring system according to claim 10, wherein the

computer system is connected to the dedicated computer by a local area network.

15 12. A computer security event monitoring system according to claim 11, wherein the

computer system includes a plurality of computers connected by a wide area network.

13. A computer security event monitoring system according to claim 11, wherein the

computer system is a plurality of computers connected by a global computer network.

20
14, A method of computer security event monitoring including the steps of:
providing a trigger for generating a security alert;
providing an event manager responsive to the generation of a security alert;
generating a security alert when a security event occurs;
25 converting the alert into an incident record;

storing the incident record;
forwarding the incident record to an event reaction means; and

instigating a reaction to the security event.

30 15. A method of computer security event monitoring according to claim 14, wherein

the security alert is generated by a trigger in the form of an intrusion detection system.



14. A method of conputer security event nonitoring including the steps of:
providing a trigger for generating a security alert; providing an event
manager rwoponsi3ve to the generation of a security al ert; PCESGOL/BG1761g a
security alert when a security event occurs; 25 converting the alert into
an incident record; storing the incident record; forwarding the incident
record to an event reaction neans; and -ifstigating a reaction to the
security event. 30 15. A nethod of conputer security event nonitoring
according to claim 14, wherein the security alert is generated by a
trigger in the formof an intrusion detection system W) 03/021376

PCT/ SC01/ 001166 - W meitfod of coRiphRel se2lirigQsvBntt ifoniforiap atdoydify Bélait 14, tvoldr&lf
according to claim 14, wherein the security alert is generated by a
trigger in thfeseewitnalert ingenerateddhy a Eiggenimthe forppef afirevalhsofsvargapphicationhod of
conputer security event nonitoring according to claim 14, wherein security
event alerts are generated in a plurality of formats and the event manager
convertss tH& pl ux alettiod offcofnputensesusity evurtnthomdioging acdording & dhingl£ virrsmt
incident record., 18. A nethod of Qonpyter sgcurity event nonitoring

accor di ng t G°UPE FeRyalerfsy generateron aipluraliy of rsmets and the evert manrgcy coverthe
event al er { epIGANGATIShQRURSIA 5 L BGLES Il BERLASecqapC0r 0 noly. 19 A

nmet hod of conputer “security event nonitoring accor 0 Claim 14, wherein
an assessnent it conducted by checking the alert against one or nore rul es
for determ npn 15 th eaction to the secuyrity event th triggered the
alert. % g Amefﬁlog o}: computer secu?ity event moantonn according to c?atim 14,\% erein

10  anassessment of the severity of the event alert is conducted to prioritise incident records

~ accordingly.

19. A method of computer security event monitoring according to claim 14, wherein
an assessment is conducted by checking the alert against one or more rules for determining

15  the reaction to the security event that triggered the alert.



