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A PRIVATE NETWORK SYSTEM AND METHOD
TECHNICAL FIELD

The invention concetns a method of sharing data, between a number of computers,
ot with other electronic devices, such as mobile telephones, personal digital assistants
(PDAs), or the like. The data is shated via an electronic connection between these devices,
especially via the intetnet, or via other means such as a LAN, WAN or wireless network,
for instance. In patticular, the invention concerns the sharing of data stored on separate
devices, in a secure manner, optionally using encryption, over the internet using a special
secure pattiion. The invention relates to the secure partiion, a method of creating a
secure partition and application software to petform the method of creating a secure
partition. The invention also concerns a computer system, method and interface to

provide access to data and functionality contained in one or more remote devices.
BACKGROUND ART

Many people use multiple digital devices that store information. For example, a user

might use a smart mobile phone, a laptop at home and a personal computer at work.

. Traditionally, this has been difficult to do, because the data must be manually transferred

from one device to another. There are other means available of synchronising the data

between two or mote devices, but these generally require a specific software application to
do this.

There is an increasing need to be able to access the information stored on these
devices securely from anywhere. This should be simple to operate and manage, and allow
any type of data, and the software application that accesses and modifies each tyt;e of data
to be available on any of a uset’s electronic devices. The data is accessed via a network,
such as the internet, or WAN, for instance, and the data sharing system should also have
effective secutity to allow only the owner of the data to access it, from whatever device

they are cuttently using.

Various systems and method have been devised in an attempt to link multiple
devices. For example GB2411092 to Changwen et al describes the creation of a secure
network path for a mobile node e.g. laptop The method involves sending a registration

reqﬁest to 4 home agent specifying permanent network address for mobile node and proxy
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cate-of address. The proxy care-of address is used for communicating with the mobile

node.

Another example is W(0O04081818 to Fontijn et al that describes a method of
transferring ownership change among devices in a peer-to-peer network. The method
involves propagating change to one or more devices for which change is televant. The

responsibility of committing the change is passed among the devices.

The term “comprising” as used in this specification means “consisting at least in part
of”. When interpreting each statement in this specification that includes the term
“comptising”, features other than that or those prefaced by the term may also be present.
Related terms such as “comprise” and “comprises” are to be interpreted in the same

mannet.
As used herein the term “and/or” means “and” or “ot”, or both.

As used herein “(s)” following a noun means the plutal and/or singular forms of the

noun.

It is intended that reference to a range of numbers disclosed herein (for example, 1
to 10) also incorporates reference to all rational numbers within that range (for example, 1,
1.1,2,3,39,4,5,6,65,7, 8,9 and 10) and also any range of rational numbets within that
range (for example, 2 to 8, 1.5 to 5.5 and 3.1 to 4.7).

The entire disclosures of all applications, patents and publications, cited above and

below, if any, are hereby incorporated by reference.

In this specification, where reference has been made to cxtetnal sources of
information, including patent specifications and other documents, this is generally for the
purpose of providing a context for discussing the features of the present invention. Unless
stated otherwise, reference to such sources of information is not to be construed, in any
jurisdiction, as an admission that such sources of information are ptior art ot form part of

the common general knowledge in the art.



10

15

20

25

DISCLOSURE OF THE INVENTION

The present invention is now desctibed in general terms. It is an object of the
present invention to provide an improved private network or at least to provide the public

ot industry with a useful choice.

In a first aspect the present invention consists in a method for forming a secute

virtual ptivate network (VPN100) consisting of two or more linked entities having internet

connectability where each entity has links with at least one other device on the VPN, said

method charactetised by the steps of:

(a) providing a lookup device having a known address with an updatable index
of entities known to be connectable to the VPN, which look up device accepts requests

from known entities (“joining entity”) wishing to link to the VPN,

{b) causing at least one pre-designated contact entity on the VPN to

petiodically poll the lookup device for received joining requests,

{c) said lookup device receiving a request from a joining entity to connect to
the VPN
(d) in response a poll for joining requests said lookup device notifying the

polling contact entity of at least the address of each joining entity,

{e) if the contact entity permits a connection to the VPN, the contact entity

supplies at least its address to the lookup device which passes this to the joining entity,

) the joining entity and contact entity establish a first link between them,

(g) the joining entity and the contact entity conduct an authentication process
over said first link,

(h) and if the authentication process is successful the contact entity notifies the

joining entity of at least the status of other entities belonging to the VPN and notifies all

entities on the VPN that the joining device is joining the VPN,
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(i} said joining device using the status of other entities belonging to the VPN
to calculate its node position in the VPN including the one or two neighbour entities it will

connect to,.

® said one or two neighbour entities initiating a process of the type specified
in steps (c) to (f) with said lookup entity to establish one ot more second links with said

joining entity and terminating said first link,

(k) and said joining entity and at least one neighbour entity conducting a

mutual authentication process which if successful sustains said one or more second links.

Preferably said method including an initial registration step whereby entities register
with the lookup device for access to one or more desired VPNs and only entities which ate
so tegistered are subsequently recognised ot known to the lookup device, said registration
step comprising: the entity sending to the lookup device registration information including
at least a username, a password, and the lookup device stoting said registration information
for identification purposes when a registered entity sends a VPN joining request to the

lookup device.

Preferably said registration step includes the lookup device sending to registering
entities a security key to allow such entities to access security keys unique to VPN for

which registration has been made and the other entities registered for that VPN.

Preferably in step (h) the contact entity further notifies the joining entity of the entity
identifiers of other entities belonging to the VPN.

Preferably in step (i) said joining entity additionally uses the entity identifiers of other

entities belonging to the VPN to calculate its node position.
Preferably said entity identifier is an address.

Preferably said authentication process consists of each of the two entities challenging
the other using a key unique to the purported identity of the other entity, each challenge
comptising 2 transmission to the other entity, a response from the other entity and

verification by the challenging entity that the response is correct.
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Preferably each challenge between a first entity and a second entity comprises the

steps of:

(a) the first entity generates a random sequence of data, stores it and encrypts it
with the public key of the second entity and sends the resultant cyphertext to the second

entity,

)] the second entity receives the cyphertext from the first entity, decrypts it
using the private key of the second entity, encrypts the resultant plaintext with the public
key of the first entity and sends it to the fitst entity, and

{c) the fitst entity receives the cyphertext from the second entity, dectypts it
using the ptivate key of the first entity compares the resultant plaintext with said stored
random sequence of data and if there is a match accepts that the second entity is

authenticated.

Preferably data traffic between entities connected to a VPN is encrypted using 2

symmetric key and said symmetric key is said random sequence of data.

Preferably said authentication process is pertodically repeated and the periodically

generated tandom data sequences are used as a dynamic symmetric session key.

Preferably said entities are devices having a processot that can be connected to the

internet.

Preferably said devices include computers, PDAs, PPC, mobile telephones or

smartphones, and embedded devices.

In a further aspect the invention consists in computer software for forming a secure
virtual private netwotk (VPN) consisting of two or more linked entities having internet
connectability where each entity has links with at least one other entity on the VPN and a
lookup device connected to the internet having a known address with an updatable index
of entities known to be connectable to the VPN, said software tesiding on each said entity

and comprising:

(a) a routine for connecting to said lookup device and making a request to said

lookup device to join to the VPN,
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(b) a routine for polling the lookup device for received joining requests,

(© a routine for receiving from the lookup device at least the address of each

joining entity,

(d) a routine for matching the address of each joining entity with stored ctiteria,

(e) a routine which allows matched entities to establish a first link between
them,

63} an authentication routine which enables entities which have established a

first link to mutually authenticate the identity of the other,

& a routine which if the authentication process is successful notifies the
joining entity of at least the status of other entities belonging to the VPN and notifies all

entities on the VPN that the joining device is joining the VPN,

() a routine which uses the status of other entities belonging to the VPN to
calculate the node position in the VPN and the one or two neighbour entities that the

entity on which the routine resides will connect to,

@ a routine which through said lookup device establishes one or mote second

links with said one or more neighbouring entities in said VPN and ends said first link,

§) a routine which invokes said authentication routine to conduct mutual
authentication between said linked neighbouring entitdes and which if successful sustains

said one or more second links.

 In a futther aspect the invention consists in a method for sharing functionality

and/or data between two or more linked entities using a netwotk comptising the steps of:

(a) creating on at least one entity at least one real object, each said real object

providing access to the functionality and/ot data of said entity;

(b) creating on each entity at least one virtual object, each said virtual object
providing access to the functionality and/or data of a real object on said entity, each said

virtual object containing at least one object actions; and
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{© creating on at least one entity at least one remote object for connection to a
virtual object on a remote entity via the network; said remote object allowing a entity to

access functionality and/ot data of a remote entity.
Preferably including the step of:

(d} creating on at least one entity a metaobject, said metaobject providing

access to the functionality and/or data of a plurality of virtual, temote and meta objects.

Preferably said metaobject can contain data and/or functionality independent of any

virtual or remote objects.
Preferably a list of the objects of each entity is synchronized between entities.

Preferably each of said virtual and meta objects may include security functionality for

controlling access to the object.
Preferably said network is 2 vittual private network (VPN).

Preferably each of said real objects are selected from the group consisting of File
Browser, Mail Browser; Calendar Browset; Music Streamer; Voice module; Video Streamer;
Chat module; MediaPlayer Remote; Remote Application Module; Advertisement Module;
Banking Module; Printer Module; Panic Module; Web RSS feed module; FTP Server
module; BLOG update module; Legacy module; Database module; Web camera module.

Preferably at least one of said entities is a device having a processor and that can be

connected to the internet.

Preferably at least one said device includes computers, PDAs, PPC, mobile

telephones or smartphones, and embedded devices.

In a further aspect the invention consists in computer software for sharing
functionality and/or data between two or more linked entities using a network, said

software residing on each said entity and comptising:

(a) a routine for creating at least one real object, each said real object providing

access to the functionality and/or data of said entity;



10

15

20

25

(b) a routine for creating at least one virtual object, each of said of vittual
objects providing access to the functionality and/or data of a real object on said entity,

each said virtual object containing at least one object action; and

(© a routine for creating at least one remote object for connection to a virtual
object on a remote entity via the network; said remote object allowing an entity to access

functionality and/ot data of a remote entity.

In a further aspect the invention provides a secure internet partition comptising: two
ot mote devices each containing data and a private key used for verification checks;
whetein, in use of the partition, each device is associated with one or more neighbour
device(s)§ whetein, in use of the partition, each device also contains a cryptographic key
used for encryption and/or decryption of data traffic between neighbour device(s), and
public keys of its neighbour device(s); and wherein in use of the partition, each device
opetates to petform a verification check of its neighbour device(s) using its private key and
public keys of its neighbours and if a neighbour device is verified, transmitting data to the

neighbour device using the cryptographic key.

The neighbourhood of devices may form a loop. Where the secure internet pattition

is comprised of three or more devices, each device may have two neighbour devices.

Vetification checks may be based on a challenge and response authentication. The
verification checks may be performed at intervals. The verification checks may be based

on a vetification sequence that is updated at intervals.

The cryptographic key may be a symmetrical key and each device may have

substantially the same cryptographic key.

The partition may further have 2 lookup point that maintains a list of devices that
l:omprise the partiion. A further device may join the partition by obtaining from the look
up point address details of a device in the partiion that will be the further device’s
neighbour.

A device of the partition may be comprised of a set of devices, wherein the set of

devices form a further partition.
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The invention also concetns a method of creating a secure internet partition. In a
further aspect the invention is application software installed on a device, to perform the
method of creating a secure internet partition. In yet a further aspect, the invention

concetns a lookup point to facilitate a further device to join a secure internet partition.

In a further aspect the invention provides a secute internet partition to transmit data
securely on the internet, the partiion comptising: a first device containing data to be
transmitted to 2 second device, a cryptograpbic key and a verification sequence; 2 second
device containing the verification sequence received from the first device in order to verify
the second device and the ctyptographic key; and wherein, in use of the partition, the first
device operates to encrypt the data using its verification sequence and cryptographic key
and the second device dectypts the data using its cryptographic key and verification

sequence.

The first device may operate to encrypt the data using the cryptographic key by
combining the cryptographic key with a partition sequence, and encrypting the data using
the combined cryptographic key and partition sequence. The data may be packetized into
packets and the combined cryptographic key and partition sequence is used to enctypt patt
of the packet. The packet may comprise a header and body and the part encrypted may be
the body.

The first device may operate to encrypt the data using the verification sequence by
enctypting the pattition sequence with the verification sequence and adding it to the data
transmitted to the second device. The data may be packetized into packets having a header

and a body, and the encrypted partition sequence may be added to the header.

The second device may decrypt the data using its verification sequence by using the
verification sequence to determine the partition sequence. Further, the second device
decrypts the data using its cryptographic key by combining the determined partition with
the cryptographic key and using it to decrypt the data.

The partition sequence may be dynamic in that it is changed at intervals. The
partition sequence may be randomly generated. The verification sequence may be dynamic

in that it is changed at intervals. The partition sequence may be randomly generated.
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The vetification sequence may be unique to the first and second device. The
verification sequence may be unique to data transmissions from the first device to the
second device. The verification sequence may be received from the first device as part of a
challenge/response authentication. The second device may contain a further verification
sequence, and the first device may contain the further verification sequence that is received

from the second device in order to verify the first device.

The partition may comprise further devices that all contain the cryptographic key.
The partition may comprise further devices and the partiion sequence is used by the first

device when transmitting data to any device of the partition.

In a further aspect the invention concerns a method of transmitting data securely on
the internet. In yet a further aspect the invention concerns a method of receiving data
securely on the internet. ln another aspect, the invention concetns a software application

to petform the methods of transmitting and receiving data secutely on the internet.

In a further aspect the invention provides a computer netwotk to provide access to
data and functionality contained in one or more remote devices, the computer system
comptising: two or more devices each containing a real object that allows access to data
and provides functionality; and whetein, in use, each device is able to access data and
functionality in a remote device by use of a pair of virtual objects, a first virtual object is
positioned in the device for communication with the real object, and a second virtual

object is positioned in the remote device for communication with the first virtual object.

The virtual object may extract data and functionality from the real object so as to
make the data and functionality independent of operating system of the real object. An
object may be a software application that can store data and provide functionality in the

manipulation of the data.

In use, each device is able to access further functionality in a remote device by use of
a pair of meta objects, a first meta object may be positioned in the device for
communication with the virtual object whetein the meta object provides further
functionality, and a second meta object is positioned in the remote device for
communication with the first virtual object to provide the further functionality with the

first virtual object. An object may contain multiple actions.
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In yet a further aspect the invention provides access to data and functionality
contained in one or more remote devices. In another aspect the invention provides an
interface for an electronic ‘device, so as to provide access to data and functionality

contained on one ot motre remote devices.

Embodiments of the invention provide a secure, flexible and simple way for people
to access data content stored on 2 network of multiple devices on a single interface. The
user of each device may be different allow a user of a device to control what content on

their device others can access using the single interface.

The data can be any digital file such as documents, music, pictures, e-mails, alerts,
and updates. Further the data accessed could be from dynamic sources such a digital input
card reading temperatutes, or a scteen shot from the device. Any device that is able to be
connected to the netwotk, such as the internet, may be used in conjunction with the

invention.

As used hetein, the term “internet” should be interpreted broadly, to include other
types of networks that connect together electronic devices such as computers, mobile
telephones, PDAs, and the like, and the term “internet” will include other electronic

communication networks, such as intranets, or WAN, LANs, wireless networks etc.
BRIEF DESCRIPTION OF DRAWINGS

Examples of the invention will now be desctibed with reference to the accompanying

drawings, in which:
Figure 1 shows a schematic view of the architecture of a single cloud;
Figure 2 shows a schematic view of the architecture of multiple clouds;
Figure 3 shows a schematic view of multiple entities that are centrally managed;
Figute 4 shows a schematic view of multiple entities that ate privately managed;
Figure 5 schematically shows the relationship between devices and entities;

Figure 6 shows how objects work to create a single view of data and functionality

that can be created actoss multiple devices;



12

Figure 7 schematically shows that relationship between real, virtual, remote and

meta objects;
Figute 8 schematically shows the relationship between actions and objects;
Figure 9 schematically shows how instances of actions are created in objects;
5 Figure 10 schematically shows integrity links in a cloud once an entity is lost;
Figure 11 schematically shows integrity links in a cloud once an entity joins;

Figure 12 shows the atrangement of keys on a device and lookup point during

registration of a device;
Figures 13, 14 and 15(a) show the arrangement of keys when a device joins a cloud;

10 Figure 15(b) schematically shows the establishment of an integrity link between two

entities;

Figure 15(c) schematically shows the process of sending data traffic between two

entities in a cloud;
Figure 15(d) schematically shows the process of an entity joining a cloud;

15 Figure 16 schematically shows the arrangement of modules for the software of the

invention;
Figure 17 shows the relationship between software modules in multiple clouds;

Figures 18, 19 and 20 shows examples of the relationship between devices that

share multiple clouds;

20 Figures 21 to 47 show sample graphical user interfaces (GUTs) that can be presented

to users of the invention;
Figure 48 shows a flowchart of a start-up procedure;
Figure 49 gives an example of a logon screen;

Figure 50 shows a flowchart of a device start-up procedute;
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Figure 51 shows a flowchart of a procedure for a join lookup request;

Figure 52 illustrates a cloud join process using a flowchart;

Figure 53 shows a flowchart of a cloud join procedure;

Figure 54 shows a flowchart of a cloud start-up procedure;

Figure 55 shows a flowchart of a cloud initialisation procedure;

Figure 56 shows a flowchart of creating a single view over all devices in a cloud;

Figures 56A, 56B and 56C show a schematic of the relationship between devices,

across a single view;

Figure 57 shows a flowchart of a cloud start-up procedure;

Figure 58 shows a flowchart of object communication;

Figure 59 shows a flowchart about device lookup and connection procedures;
Figure 60 shows a flowchart of a message switching procedure;

Figure 61 shows a flowchart of a cloud integtity maintenance procedure;
Figure 62 shows a flowchart of peer information synchronisation procedure;
Figute 63 shows a flowchart of a cloud information synchronisation procedure;
Figure 64 shows some details about lookup point message handling procedure;
Figure 65 shows some details about join query messaging procedure; and

Figures 66 to 70 provide some additional examples of screens that allow users to

opetate a softwate application that embodies the invention.

BEST MODES FOR CARRYING OUT INVENTION

Examples of a secure partition of the internet will now be described. In this

description a secure internet partition will be referted to as a “cloud”.
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Device - Any device having a processor and can be connected to the internet (such
as using TCP/IP) can be connected to a cloud to form patt of the secure intetnet pattition.
Such a device must also meet certain minimum system requirements. Examples of a device
include: PC, (with any operating system, such as “Windows”, “Linux”, “Macintosh”, or
open soutce operating systems); PDAs, PPC, with whichever operating system, such as
“Palm OS”, “Windows CE/Mobile” etc; Mobile telephones or smatrtphones, such as,
“BlackBerry”, Java phone, Nokia “Symbian” operating system mobile phones; and
Embedded devices.

Entity - An entity is the basic unit (or node) in a virtual private network (VPN) ot

“cloud”. An entity is a collection of objects and can be created by a device ot a cloud or

VPN itself.

Objects -An object is associated with an entity (ie., device ot cloud). The objects
contain functionality which allows access to data and functionality on the devices in a
cloud. That is, an object is a collection of actions. An object can create an instance of an
action. Objects can be added to the cloud from each device in the cloud so that the objects

in a cloud are available from all of the trusted devices.

Cloud - A VPN created between known trusted entities. The cloud is aware of
which devices are trusted and the status of these entities. Also a cloud can be a VPN of

devices and/or other clouds. Objects can be added from each entity in the cloud.

Lookup point - A lookup point is used in the system to allow the entities to find
each other. The shared lookup point allows centralized registration and control of clouds.
The lookup point can be located on one of the devices in a cloud. Alternatively, the

lookup point can also be on a separate device.
These concepts will be explained further in reference to the Figures 1 to 20

Figure 1 schematically shows the architecture of a single cloud 100. The cloud 100 is
created from four entities A to D. Entity A is a cloud that is itself comprised of a set of
devices including a desktop computer, notebook, PDA and smartphone. Entity B is
another desktop computer. Entity C is another smart phone. Entity D is a furthet cloud.
Each entity A to D is configured behind a firewall 106 and connected to the internet 102.
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There is a shared lookup point 104 for all four entities A to D, that is maintained on

another device.

Each entity A to D is associated with it different content labelled 108a to 108d
tespectively. Content 108a to 108d is shared on the cloud in the form of objects. On each
entity A to D there is full access to and manipulation of all the content 108a to 108d. This

is shown schematically with the reference numeral 110.

Figure 2 shows thtee separate clouds E, I' and G that use a shared lookup point 104.
Cloud H exists separately and has a private lookup point 105. The entities of clouds E, I,
and G use the shared lookup point 104. The entities of cloud H use a ptivate lookup
point. Cloud H is isolated and any device that is to be joined to Cloud H needs to be

awate of and registeted with the Cloud H ptivate lookup point105.

If all entities in a cloud 114 share a lookup point 104, the cloud is considered
centrally managed. There are four entities A, B, C and D that may each be a device or a

cloud, which togethet form a centrally managed cloud 114.

All traffic between entities is optionally encrypted. At the very least all entities must
be authenticated. If encryption is used the encryption is entity A, B, C or I specific as well

as cloud 114 spectfic.
Further details are shown in Figures 3 and 4.

The Integrity link is indicated as 120 in the Figures. Only a single link is ever
established between two entities but this link may be used for multiple types of information
links such as data and integrity. In this example, links 120 represents integrity links. These
integrity links 120 maintain a complete circle around all entities in a cloud. These integrity
links 120 are used to verify the credentials of each entity A to D in the cloud 116. Each
entity in a cloud is preferably verified twice by each of two other entities in a cloud. For

example, entity B is verified by A and C that are on the each side of B’s integrity links 120.

The verification is done via a challenge-response mechantsm that confirms that the
entity is who it says it is, and also that the entity knows who the user accessing the system
is. If A is challenging B, the challenger A creates a random data sequence that is then
encrypted using the public key of the entity being challenged B. Entity A sends this data to
entity B. The challenged entity B then dectypts the random data using its private key and
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re-enctypts it using the public key of the device that challenged A. The re-encrypted data is
sent from B to the challenger A for a match to be made. If matched, positive verification

has taken place.

Vetification is repeated at intervals, in this way if security of a device is compromised
ot a device goes off-line the integrity circle is automatically readjusted to remove that entity

(discussed in further detail below).

The Data links are indicated as 122 in the Figures. In Figure 3, the dotted lines
represent data links 122 that are used for communicating between entities A to D in the
cloud 116. A data link 122 is first established as an integrity link 120 to verify the other
entity. The data link 122 is not valid until integrity is established. Data can be transported

by relaying if no direct link exists between the entities wishing to exchange data.

These data links 122 atre created as needed and closed when idle. A direct data link
122 between entities is desirable when and occurs automatically when multiple messages
are sent between the two entities. The direct data link 122 is then closed when it is idle for
a predetermined petiod of time. To open the link between two entities that do not already
have integrity link between them, such as A and C, then the entities will verify each other
first.

This data links 122 may be used for synchronizing cloud state information such as
the current list of trusted entities. The data links 122 may also be used for keeping the
cloud 116 records synchronized across the cloud. The data links are used for transferting
all data between entities. Data sent over a data link contains header information identifying
the data type. Synchronization means that each entity is able to view an up to date list of
content available on all entities A to ID of the cloud 116. These records contain cloud
settings but can also be application specific. The data links 122 may also be used for
communicating with cloud objects. Header information in a packet sent over a data link is

able to address a particular cloud object.

The Lookup links are indicated as 124 in the Figures. The cloud 116 also comprises
lookup links 124 to the looi{up point 104. In the example shown in Figure 3, the lookup
point is a computer that has a DBMS on it. The lookup point should have a URL or a
fixed TP address so it can always be found. The lookup links 124 are used when an entity,

say A, attempts to tegister the curtent location of the entity A with the cloud 116. The
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entity A can find other entities B, C and DD via the lookup point 104. This registration
communication 1s encrypted using a public/ptivate key mechanism that exchanges

symmetric keys to use for the entity A’s session.

~ The lookup point 104 holds the locations of entities A, B, C and D. Lookup point
104 controls the creation of new entities for a user. It can also control the joining of those

entities into a cloud.

An device mastet key is held on the Jookup point for each registered device. This
key is used to lock all the private data for the cloudy application. If a device should be
stolen, for example, then by blocking receipt of this key from the lookup point 104, any

access to a user’s clouds using the stolen device is prevented.

The lookup point 104 is used to register the name of each uset’s clouds. Also it can
tegistet the invitation password that is a secondary password needed to join the cloud if the

user so chooses.

A Join Query can be performed on the DBMS stored on the lookup point 104 to
obtain the list of clouds a user can join. A Join Lookup can be petformed on the lookup
point 104 to connect to a cloud to petform a join. The lookup is performed by matching

the cloud name and optionally the invitation password.

A cloud 130 can also be privately managed and an example of this is shown in Figure
4. For simplicity, the same reference numerals have been used to represent the same items

as shown in Figure 3.

This cloud 130 is similar to cloud 116 except that the lookup point is located on one
of the cloud devices, in this case a device of entity B. In this arrangement the lookup point
may manage both the one cloud, or else multiple clouds. Unlike the cloud 116, entity B
should have a registered URL or a fixed IP address so that the othet entities A, C ot D can
find it to access the lookup point. The lookup point can be integrated into the same

software as is running the cloud.

The relationship between devices and entities will now be described in with reference

to Figures 5(a) to 5(c).
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In Figute 5(a) a device is able to create an entity. Once an entity is created (i.e., by
connecting a device to a cloud) then functionality can be added by linking to the entity
software objects on the device. In this example a real object 134 on the device 136 is
added to an entity 135 by creating a virtual object 138 that links back to the real object 134.
The end result is the entity I.

Multiple entities can be joined to create further enties. In Figure 5(b) entities I, J, K
and L have been joined to create a new entity M. There is no limitation that the entities I
to L must have been created from a single device. For example, entity M may represent
four devices joined together to create a cloud, or four clouds joined together to create the
cloud M. Alternatively, the cloud or two devices and two clouds joined together to create a
cloud, etc. An example is shown in Figure 5(c) where Entity X is created by joining entities
M and N. Entity M is comprised on entities I, J, K and L and entity N is created by joining

entitiecs O to R.

Figure 6 shows how objects work to create a single view across multiple devices. In
this example there are three devices 136, 140 and 142 that have been joined together to
create a cloud 144. There are three types of objects in Figure 6: Real objects 146, 148 and
150; Virtual Objects 152, 154 and 156; Remote Objects 158, 160, 162, 164, 166 and 168.

Real objects 146, 148 and 150 are actual objects on the device 136, 140 and 142
respectively. These objects allow access to data and functionality from the device. There

may be multiple real objects on a device, each providing a certain type of functionality.

Examples of real objects are: File Browser — allows access to files and folders; Mail
Browser — allows access to email content and functionality; Calendar Browser — allows
access to calendar; Music Streamer — allows access to music content; Voice module —
allows access to device mictophone and speakers for VOIP; Video Stteamer — allows
access to video content; Chat module — allows text messaging; MediaPlayer Remote —
allows remote control of a devices media player; Remote Application Module — allows
remote application viewing and interaction; Advertisement Module — has cloud user
specific information and can reach out to the web and pull in advertisements; Banking
Module — stotes bank credentials on a safe device and petfotms transactions remotely;
Printer Module — allows access to a printer from the cloud; Panic Module — displays panic

aletts from anothier device.; Web RSS feed module, FIP Server moduile — allows access to
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existing FTP setvers from the cloud; BLOG update module — allow updating of a BLOG
from the cloud; Legacy module — allow access to a legacy application over the cloud;
Database module — allow database access over the cloud; Web camera module — access

streaming video in the cloud.

Vittual objects 152, 154 and 156 are the objects added to an entity 135, 170 and 172
that link to the real objects 146, 148 and 150 respectively. Each virtual object linked to a
real object can have individual preferences set. This allows one virtual object in one entity
to allow access to different data then another virtual object from the same real object in
another entity. In this way, different folders may be shared in each of the entities from the

same file sharing object.

Remote objects 158 to 168 are objects that are linked to virtual objects via data links
174, 'The remote objects 158 to 168 are used to access a virtual object from another entity

on the cloud.

The sutface of a temote object and a virtual object is identical; only the undetlying
comtnusnication mechanism is different. Entity 135 has access to objects 152, 158, 160
which via the underlying communication mechanisms allows access to the real objects 146,
148 and 150. Similatly, entity 170 has access to objects 154, 162 and 164 which via the
undetlying communication mechanisms allows access to the real objects 146, 148, and 150.
And again, entity 172 has access to objects 156, 166 and 168 which via the underlying
communication mechanisms allows access to the real objects 146, 148, and 150. This
functionality and access method allow each of the entities 135, 170 and 172 to have access

to the same functionality and data using a single view shated actoss all three devices 136,

140 and 142.

Figure 7 schematically shows another type of object which is the metaobject. 'This is
similar to a virtual object except that instead of linking to a real object, 2 metaobject links
to other objects in the same entity; the linked object can itself be a remote object, virtual

objects or other metaobjects. For example a standalone meta-object could be implemented

‘using a real object-virtual object pair, where the real object is only active on one cloud.

In this example a cloud 176 has been created between the three entities 178, 180 and
182. 'The real object 184 on device 186 has been shared with the cloud 176 via the virtual
object 185. The metaobject 188 links to the remote object 190.
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There ate two remote metaobjects 192 and 194 which are identical in functionality to
normal remote objects 190 and 196. Here, metaobjecf 188 obtains its functionality and
data from remote object 190, The real object 185 obtains its functionality and data from
real object 184,

The metaobject 188 contains additional logic that is able to create additional
functionality not contained in the object(s) it links to. A single metaobject is able to link to

multiple {potentially all) other objects in the cloud.

Examples of meta-objects include: Alert object — watches one object for a change
and acts on another; Virtual Folder object — uses a File Fetcher object to add a virtual
folder so that any data saved to the virtual folder is automatically moved to a backup
location., and for example, on a mobile device with limited storage space this can be used
to allow for unlimited photo storage; Mail Attach object — link all the file fetcher objects
and a mail object to implement a Send Mail action that can attach files from anywhere in
the cloud; Backdoor Object — allow access to all cloud objects to implement a backdoor for
any legal requirements on the software; Panic Alert Object — links to Panic Module Objects

to systematically or simultaneously alert other devices.

Figute 8 schematically shows the relationship between actions and objects. Any
object contains actions. In this example, object 194 contains actions (i), () and (ili). The

meta-object 196 also contains actions (iv), (v) and (vi).

The use of actions with objects is now desctibed with reference to Figure 9. A cloud
198 has been created between two devices 200 and 202. A virtual object 204 has been
added to entity 206 from a real object 208 on device 200. A metaobject 210 has been
added to entity 206 on device 200. The real object 208 contains two actions (i) and ().
These actions are available on the virtual object 204 as (vi) and (vii) and on the remote

object 220 as (v1) and (vii).

An instance of action is created to use an action. On device 202 three instances of
action (vi) on the remote object 220 have been created as (pi}, (pii) and (piif). As an
example if the object 1s a “FileFetcher” and the action is “GetFile” then we tmay be doing
three simultaneous file requests (pi), (pif) and (piil). Action (vi) on object 220 on entity 226
maps to action (vi)on object 204 on entity 206. This maps to action (f)on object 208 on
device 200.



10

15

20

25

30

S0l

The action instance (ai) on device 202 maps to the action (mi) from the remote meta
object 232 on entity 226. Action (mi) maps to the action (bi) on the meta object 210 on
entity 206. Action (bi) creates an action instance (bii) of the action (vi) on the vittual object
204. Action (bi) in this example only interacts with a single object, though it is possible to

interact with sevetal action instances from different objects or the same object.

The use of the integrity links described above to detect a missing entity will now be
desctibed with reference to Figure 10(a). In this example, there are four entities 236, 238,
240 and 242 that have formed a cloud 244 that includes a look up point 246. An integrity
link is established by links 248, 250, 252 and 254 that completes 2 circle linking all entities
236, 238, 240 and 242 together. As shown in Figure 10(b), if entity 236 goes off line, then
a new integrity link 256 is established between entities 238 and 242. All other links remain

unaffected.

In the same way the links can be used to locate a new device that wishes to connect
to a cloud. With refetence to Figure 11, cloud 260 is established between entities 238, 240
and 242. Integtity links 248, 250 and 256 exists between these entities.

If entity 236 comes online, a connection 262 is established with the lookup point
246. Entity 236 requests the lookup point 246 for the location of cloud 260. The lookup
point 246 determines that entity 238 is the registered cloud 260 contact point so the lookup
point 246 asks 264 entity 238 if a connection from entity 236 is permissible. It has also
transferred location information about entity 236 to entity 238. If entity 238 replies 266
that the connection is permissible, the lockup point 246 communicates 267 with entity 236

the location of entity 238.

A connection 254 is then established between entity 236 and entity 238. Entity 236
and entity 238 challenge and verify each other (described in further detail below). Entity
236 has its cloud status information updated by copying the information from entity 238.
The update information is a synchronization of the status of the other cloud members and
the list of cloud members. This status update (including the online and verified status of
the other entities in the cloud) allows entity 236 to know where it slots into the integrity
link citcle and what is available to it on the cloud. Then entity 236 and 242 establish a new
integtity link 252 to complete the integrity link citcle.
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For increased security, befote a device can connect to any cloud it must first register.
This will be desctibed with reference to Figure 12. Using their device a user must enter
tegistration infortmation. The registration information can normally include: a username

and a password.

In this example, device 270 establishes a connection 272 with the lookup point 274.
A registration message is sent over the connection 272 containing: registration username;
salted hash of the registration password; unique identifier for the device; and local network

address information.

I£ the registration is accepted by the lookup point 274 then the following information
is returned 276 to the device 270: master key 278 used to unlock the cloudy application
information, (this includes: device information; device secutity keys; encrypted file system

key; cloud information; cloud security keys).

The cloudy application is unlocked on the device 270 by using both a locally stored
key 280 which nevet leaves the device and the lookup point stored information that is the

master key 278 which is never stored on the device.

The use of security keys when an entity joins a cloud as described in Figure 11 will
now be described with reference to Figure 13. A cloud 288 is established between devices
290 and 292. Device 290 contains the following security information: Cloud symmetrical

key 294; Lookup point public key 296; Private key 300; Public key 302; and Public key 304.

Cloud symmetrical key 294 is a randomly created sequence unique to each cloud. All
of the cloud specific portion of a data message is encrypted with this key 294 combined
with a randomly created seed that changes at timed intervals and is different for each entity
(described in further detail below with reference to Figutes 15(b), (c) and (d)).

Lookup point public key 296 is used to communicate with the lookup point 298.
Private key 300 for device 290 is used to unlock messages sent from other devices. It is
only used for initial integrity link establishment as symmetrical keys ate exchanged duting
integrity link establishment. Public key 302 for device 290 is handed to trusted entities so
they can communicate with device 290 during integrity link establishment. Public key 304
for device 292 is received from device 292 so device 290 can establish an integrity link with
device 290. |
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Device 292 contains the following security information: Cloud symmettical key 294;
Lookup point public key 296; Private key 306 for device 292; Public key 304 for device
292; and Public key 302 for device 290.

Each entity 290and 292 each contain further keys which are omitted in this example
for simplicity but are described in further detail below with reference to Figures 15(b), (c)
and (d).

Device 310 is not a2 member of the cloud 288 and only contains: Lookup point public
key 296; Private key 312 for device 310; and Public key 314 for device 310.

The lookup point 298 contains: Lookup point public key 296; and Lookup point
private key 316.

Based on the cloud 288 described in Figure 13 the method of device 310 joining the
cloud will now be desctibed with reference to Figure 14.

Firstly, the user on device 310 enters the following information into the cloudy
application: cloud name (C); cloud invite number (I); cloud uset name (U); and cloud uset

password (P).

The device 310 sends 330 to lookup point 298 a join lookup message containing
cloud name {C) and invite number (I). The lookup point 298 searches for this cloud and

retutns 332 the unique entity identifier for the cloud.

The device 310 then sends 334 a connection request for this entity ID to the lockup
point 298. Lookup point 298 sends 336 a connection request to entity 290. Device 290
replies 338 to lookup 298 with a connection accepted message. Lookup point 298 sends

340 to device 310 a request accepted message.

Next device 290 and device 310 establish a connection 342. Firstly, device 310
constructs a join message to send to device 290. The message is self encrypted using
hashed versions of C, U, P and I and a random sequence (S). Device 290 checks the join

message, and if OK, the device 290 requests information about device 310.

In response, device 310 sends the following information to 290: Public key 314 for
device 310; and EntityID for device 310.
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Device 290 receives this information and replies with an invitation containing: Cloud

symmetrical key 294; Public key 302 for device 290; and EntityID for device 290.

Device 290 and device 310 establish an integrity link and the cloud status are
synchronized over this link. Status information includes a list of the EntityTDs for each
member of the cloud. It receives the online status of each cloud entity. Cloud records ate
synchronized, these records contain cloud, entity and object information. The cloud
tecord contains a list of the entities in a cloud as well as cloud usets/pwds. The cloud
member records (one for each entity) contain a list of the objects for that member as well
as the display name for the member. The object records (one for each object) contain a list

of the classes the object suppotts as well as the available functionality types.

The synchronisation also includes the public keys for the other cloud entities. In this
way entity 310 receives the public key for entity 292 so that entities 310 and 292 can create
an integrity link and complete the integtity circle. Figure 15(a) shows the final state.

Device 290 contains the following security information: Cloud symmetrical key 294;
Private key 300 for device 290; Public key 302 for device 290; Public key 314 for device
310; and Public key 304 for device 292,

Device 292 contains the following security information: Cloud symmetrical key 294;
Private key 306 for device 292; Public key 304 for device 292; Public key 314 for device
310; and Public key 302 for device 290.

Device 310 contains the following security information: Cloud symmetrical key 294;
Private key 312 for device 310; Public key 314 for device 310; Public key 302 for device
290; and Public key 304 for device 292.

If there had been a further entity positioned in the integtity circle between 290 and
292, during the synchronization between entity 310 and 290, entity 310 would have also
received the public key of the further entity. In this way, if entity 210 and the further entity
wanted to share data, rather than relay it through entity 290 or 290, entity 310 and the
further entity could establish a direct integrity link by conducting a verification challenge

and request and transmitting data traffic over that new connection.
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Further to the cloud symmetrical key 294 that is a static key and common to all
entities in a cloud, furthet dynamic keys are used to establish integrity links and to
exchange data. This will now be described with reference to Figures 15(b), (c) and (d).

Refetring first to Figure 15(b)(i) the integrity link challenge and response method,
including key exchange will now be described. In this example, an integrity link is
established between entity A & B.

On entity A: a randomly created sequence is generated (and at intervals regenerated)
fot each challenge, called hete the integrity dynamic key. This integrity dynamic key is used
as a symmetrical key AB’ 600. AB’ 600 is encrypted using the public key of B 304 and this

enctypted version is sent 604 to B as a challenge.

On entity B: the challenge is received and decrypted using the private key 306 of B;
the decrypted version of AB’ 600, shown as AB” 608 is stored on B; AB” 608 is encrypted
using the public key 302 of A and the response is sent back 612 to A..

On entity A: the response is received and dectypted using the private key 300 of A; 2
compatison of the decrypted data and the otiginal AB’ 600 is made and if 2 match is made

the link is marked as validated; an accepted message 616 is sent back to B.
On entity B: the accepted response is received and the link is marked as accepted.

This method is for entity A to challenge entity B. There is also a challenge from
entity B to entity A in the same way, but in this case the integrity dynamic key used is
BA’620. This method is shown in Figure 15(b)(ii). The original challenge received on B
will trigger a counter challenge from B if B needs to verify A. The two challenges can

occur simultaneously.

Once an integrity link from A to B and from B to A is marked as accepted then the
data channel over that link is opened. The final state is shown in Figure 15(b)(iii) where
the above process is repeated at the next challenge cycle (for example, every 10 seconds).
There can be a temporary overlap period during which the old keys (AB’, AB”, BA’, BA™)
are still valid for the data link. Duting this ovetlap period both the old and new versions of
the integrity dynamic keys are valid. This allows the data-link to temain open duting

subsequent challenges.
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The method of enctypting data traffic between the two entities A and B will now be

described with reference to Figure 15(c).

The cloud desites to send data D from entity A to entity B. An integrity link has
been established as described with reference to Figure 15(b) so that entities A and B have

exchanged integrity dynamic keys.

For each cloud that entity A is a part of, entity A randomly generates a sequence R
that is used for sending data messages. This sequence is combined with the cloud static
symmettical key C to produce CA’ 650, a new data dynamic symmetrical key. R and thus

CA’ ate regenerated at timed intervals independent of any challenge-responses occutring.

On entity A: a new message is started 656; R is encrypted 652 using AB’600 and
added 654 to the header 660 of the message 656 which contains addressing information; ID
is enctypted 664 using CA’650 and added to the body 662 of message (56; the message is
sent 668 from entity A to entity B.

On entity B: the message is received; the header 660 is dectypted 690 using AB” 608
and R’ is extracted 692; cloud static symmettical key C 294 and R’ are combined 694 to
produce CA” 650; CA” 650 is used 696 to decrypt the message body 662 and extract 700
the data D.

Network optimization allows a flag to be set in the header to tell B to remember the
header. If the message header is the same for sequential messages between two distinct
peers a flag is set in the header to signal that the recipient (in this case entity B) should
cache the header. The next message can then have a flag set that tells entity B to use the

cached header.

If entity A wished to send messages to an entity C that also was a member of the

same cloud, entity A uses the same value R that was used in sending messages to entity B.

For simplicity this example has been described with entities A and B shating only the
one cloud. If entities A and B were both membets to a second cloud and entity A wished
to communicate with B, a further separate random sequence R would be generated and

used when communicating on that cloud.
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The process of joining a cloud will now be described with reference to Figure 15(d)
wherein entities A, B and C are members of the same cloud and have challenged each other

and exchanged symmetrical keys.

Entity D is in the process of joining the cloud. Entity D has received the invitation
containing the public key of entity C and the static cloud key and has sent its’ public key to

C in the join request.

A challenge has been petformed successfully and C and D have exchanged integrity

dynamic symmetrical keys.

Euntity D is in the process of requesting the public key of B from C so that it can
challenge B and complete the integrity link.

The methods of registration, joining, departing, creating a cloud and sharing content
on a cloud are controlled by application software that is installed on each device and
lookup point to cause the devices to operate according to the methods described above.
Examples of suitable programming language for this application software is C++ and Java,

but any other programming environment may be used instead, or in addition.

Figure 16 shows the main software modules of the software. The software is divided
into three parts: Graphical User Interface (GUI) 400, which is the user interface; Core 402,
which maintains security, device connections and clouds, and is the basic engine that

creates and links entities; and Objects 404, which add functionality and data to entities.

New applications can be created by changing the GUI and the Objects. For
example: File sharing by adding a file fetching object that can show and access folders and
files; Messaging by adding a chat object that allows one device to send messages to another;
Voice over internet Protocol (VOIP) by adding a voice object that can send voice data

from an attached device; and other applications.

The design of the softwate is shown schematically in Figure 17. The core contains a

Main Manager 410 that creates and initializes all of the subsystems and clouds.

The OSWrapper 412 is a software module that communicates with the undetlying
device. It provides encrypted file storage and a library of possible objects that

new/existing entities can use. The OSWrapper 412 is used to create virtual objects and
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temote objects. The Networking 414 is a software module that manages all of the
communications between devices, it performs: entity lookups; integtity link establishment;

message relaying; and device specific encryption.

The cloud 416 is a software module that manages a particular entity and its associated
cloud on a device. There is an instance of this module for each cloud. The cloud 416
petforms: Cloud specific enctyption; Cloud status synchronization; Cloud tecord

synchronization; Object and action messaging; and Cloud integrity link maintenance.

The instance of the cloud 418 shows the layout for a simple cloud on the device.
The OSWrappet 420 is obtained directly from the main manager OSWrapper 412. The
Entity Networking 422 is obtained from 414.

Cloud 424 is another instance of a cloud managed by the main manager 410. It

contains the same softwate as cloud.

Cloud 426 is 2 cloud that is built on cloud 424 that is an entity on cloud 426 is in fact
cloud 424. Cloud 426 refers to cloud 424 rather than back to the main manager 410. The
OSWrapper 428 is obtained from the OSWrapper 430 from cloud 424. Any saved non-
user data from cloud 426 is automatically propagated across cloud 424; this includes cloud
status but not data from an object data request. The libraries of possible objects that can
be added to cloud 426 are those from cloud 424. The Entity Networking 430 is obtained
from the entity networking 432 from cloud 424.

Further, cloud 434 is a cloud that is built on cloud 426. The OSWrapper 436 is
obtained from the OSWrapper 440 from cloud 426. Any cloud status information from
cloud 434 is automatically propagated across to cloud 426. Again, the libraties of possible
objects that can be added to cloud 434 are those from cloud 426. The Entity Networking
442 is obtained from the entity networking 444 from cloud 426.

With reference to Figure 18, the software in relation to two interconnected clouds
will now be described. There are in total five devices and two clouds. Cloud A contains
devices (in this case they are also entities) 450, 452 and 454. Cloud B contains devices 454,
456 and 458. The links 460 comprise the integrity link for cloud A. The links 462
comprtise the integrity link for cloud B.
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If a user on device 450 interacts with cloud B and data needs to be sent to a real
object on device 456. Entity networking message is sent from device 450 to Device 456.

This message is relayed to the cloud B contact point (device 454) for cloud A.

Softwate and links on three clouds A, B and C spread over five devices 470, 472,
474, 476 and 478 will now be described with reference to the schematic drawing of Figure
19.

Cloud A is comprised of entities existing on devices 470, 472 and 474. Cloud B is
comptised from entities existing on device 470, device 476, device 478, and Cloud A.

Cloud C is made from entities existing on device 472 and device 474.

‘The integrity link for Cloud A is comprised of the links 480 that connect device 470
to device 474, device 470 to device 472, and finally device 472 to device 474. The integrity
link for Cloud B is comprised of links 486 that connect cloud A to Device 478, cloud A to
device 470, device 470 to device 476, and device 4 to device 478. Finally, the integrity link
for cloud C is link 490 that links device 472 to device 474.

Sofiwatre and links on a further example will now be described with reference to
Fig.20. In this example there are four clouds A, B, C and D.

Cloud A contains devices 500, 502 and 504. Cloud B contains device 500, 506, 508
and Cloud A. Cloud C contains devices 502 and 504. Finally, cloud D contains cloud A,
cloud B and cloud C. Links 510 compurise the integrity links for cloud A. Links 512 form
the integrity link for cloud B. Links 514 form the integrity link for cloud C. Finally, the
links 516 form the integrity link for cloud D.

An application of the clouds set out in Figure 20 may be as follows: Cloud A =
Boss’s work cloud; Device 500 = Boss’s office PC; Device 502 = Boss’s Mobile phone;
and Device 504 = Boss’s Laptop. Cloud B = Boss’s Shating cloud; Cloud A = Boss’s work
cloud (Allows access to shared content from this cloud); Device 500 = Boss’s office PC
(Allows access to content on PC that may not have been shated as part of Cloud A);
Device 506 = Receptionists PC (Allows access to Boss’s schedule etc.); and Device 508 =
Assistants PC; Cloud C = Boss’s private cloud between his mobile 502 and laptop 504; and

Cloud D = Administrators cloud (It is possible to have no private data accessible to this
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cloud from it’s members, and this may allow only access to device maintenance and

monitoring objects).

An example of using the software will now be described with reference to Figures 21
to 47.

Figure 21 shows the GUI for the lookup point GUI. For example, this could be the
intetface presented to the user of the server that operates the lookup point 104 of Figure 2.
In this GUI, the devices registered with the Cloudy administrator are registered with the

system.

Figure 22 shows the same GUI but in this case all the users registered with the
administrator are displayed. Here, there is one user “Jason” that is registered and they are
associated with 39 of the 200 devices and 14 of the 400 clouds. This means that the user
“Tason” is able to register 200 separate devices with the lookup point, and create 400
clouds using those devices. Currently, 39 devices have been registered along with 14

clouds.

From the user’s perspective the interface presented to them on their device, which
could be any of the devices discussed above, is shown in Figure 23. In this example the
device is a personal computer and is referred to as “TELPAC-DEV”. This is the

introduction/welcome screen for the usert.

If the user is already registered with the lookup point the user can select “Old” to
indicate that they are an existing uset. As shown in Figure 24 they are prompted to enter
their username and password. Once the user clicks “OK” this information is then sent to
the lookup point as previously discussed with reference to Figure 12. The device then
teceives from the lookup point a key that unlocks the application on the device. Now the

full functionality of the software application on the device is available to the uset.

As shown in Figure 25 the application is running but the device is not connected to
any clouds. To create a cloud the user selects “Create New Cloud” and the dialog box
appears as shown in Figure 26. The user enters the name of the cloud, their user name and

their password. This registers the new cloud Demo with the lookup point.

The display is synchronized with the lookup point to cause a summaty of the cloud
Demo to be displayed to the user as a expandable tree as shown in Figute 27. Here the
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cloud is comprised of three objects: files, mail and devices. Currently no content is shared

and TELPAC-DEY is the only device on the cloud.

If the user wishes to share theitr mail on the Demo cloud they select “local mail
sharing” a pop up box that appears by clicking on summary of the Demo cloud. This
causes the dialog box of Figure 28 to appear and the user selects the check box “Share
mail”. ‘This causes the device name “TELPAC-DEV” to be listed under the “Mail”
heading in the summaty of the Demo cloud as shown in Figare 29. By selecting TELPAC-
DEV under the “Mail” heading a summary of the mail available on TELPAC-DEV is
displayed on the tight hand side of the interface. Using the summary the user can navigate
atound the mail folders stoted on TELPAC-DEV.

'The user can also share files. As shown in Figure 30 by clicking on the Demo cloud
summaty the user can select the option “local file sharing”. This causes the dialog box of
Figure 31 to be displayed. The user can select “Add” from the dialog box causing the
dialog box shown in Figure 32 to be displayed. Here the user enters the title the files
should be listed in the summaty as, and in this example the name “Docs” is chosen. The
user is also able to browse to select the folder to be shared. In this example the folder is
identified by the path name “C:\Documents and Settings\Jason\My Documents”. The
uset selects “OK” to return the user to the dialog box of Figure 31, but, as shown in Figure
33 the selected folder and share name is listed in the dialogue box. By selecting “OK” in
the dialogue box, the folder is now made available on the cloud. This is shown in the
updated summary of the Demo cloud shown in Figure 34 where TELPAC-DEV device is
listed under the heading “Files”. A summary of the foldets that are shared by
TELPAC_DEYV is/are displayed on the right hand side of the intetface.

The user tnay also use the cloudy application from a different device. In the
following example the user is now using a PDA called WM_Jason. Interfaces that may be

presented to the user on the PDA will now be described.

The user is presented with a welcome screen as shown in Figure 35. Similatly to

Figure 24 the user must login to unlock the application as shown in Figure 36.

As shown in Figure 37 once logged in no content is visible as the user has not yet
registered with a cloud. The steps of registering with the cloud is shown in Figure 38, 39

and 40. As described with reference to Figure 14, firstly the user selects to “join a cloud”
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and enters the cloud name (which can be from a pick list cteated from the inner join), their
uset name on the cloud, their password and cloud invite number. In this case the user has

selected to join the cloud called “Demo”.

The user’s device automatically joins the cloud by creating an integrity link to one or
more devices in the cloud and the status of the cloud are then synchronized over this link.
This synchronization causes the data that is alteady available on the cloud to be accessible

by the device.

As shown in Figure 41 the cloud Demo has content is available. By clicking on
heading Demo the content tree list is expanded as shown in Figure 42. This shows that on
the cloud Demo has two Devices that are connected - that is devices “TELPAC_DEV”
and “WM-Jason”. From the device TELPAC-DEV that is connected to the cloud mail,

contacts and files are available.

Figure 43 shows how the content on the TELPAC-DEV can be navigated using the
intetface on the device. “TELPAC-DEV” under the “Iiles” heading can be selected to
display a tree diagram of the folder shared under the name “Docs™ and all the subfolders
listed underneath. If the subfolder “Telpac” (not shown) is selected then a list of
documents included in that folder is then displayed as shown in Figure 44. By selecting any
one of these documents, the document will be downloaded to the device from TELPAC-
DEYV device using, preferably, a ditect data link between the two devices.

As a further example the user can select the folder “backups” from which contains

graphic files that can be viewed on the device as shown in Figure 45.

Referring back to Fig.42, TELPAC-DEV under the mail heading can be selected and
this presents the user with a summary of the mail folders on TELPAC-DEV that have
been shared as shown in Figure 46. Using the summaty tree a folder can be selected to
present the user with details of the summary of the e-mails that can be accessed using the

cloud as shown in Figure 47.

It will be appreciated by persons skilled in the att that numerous vatiations and/or
modifications may be made to the invention as shown in the specific embodiments without

departing from the spirit or scope of the invention as broadly described.
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For example, the shared interface viewed by entities on a cloud could be presented
artistically in way, say, a person navigates through a house to select devices such as

bookshelves and TV’s to access to shated content therein.
EXAMPLES
Some additional embodiments and examples ate now provided.

In Figure 48, a flowchart (600) is used to outline the start-up procedure of the
application, which in this embodiment is called “Razberry”. The start up is automated in
this embodiment. When the application is initiated on a device, a splash screen (601 -”A”)
is displayed, followed by a registration screen (602 — “B”), where a user must enter a user
name and a password in order to proceed; these details being confirmed by the program
from 2 lookup of this stored information. An example of a login screen is shown in Figure
49. The login scteen may also have a facility to manage a user forgetting their user details,

as shown in Figure 49.

Once the user successfully unlocks the application (603 — “C”), using secutity
information returned from the lookup following a successful registration (refer to Figure 50
for more detail), then the application checks to see if the initial “Razberty” cloud is
available on the device (604 - “D”). If not (605), the user is invited to create this cloud. If
the initial cloud is already available on the device, this starts (606). Once this occurs a GUI
is displayed (607), allowing the user to utilise the “Razberry” application.

A check of the unlocked data is made {(“D”), to see if the “Razberry” cloud has
alteady been set up on this device. The device has not yet joined the “Razberry” cloud
(“E”) so a request from the lookup is performed to find out which clouds the curtent
registered user has. (Refer Figure 51 for more detail). The results are checked (“F”), to see
if a “Razberty” cloud has previously been created. If it has (“G”), then an administration
password can entered by the user or a fixed one can be used by the application. This
password is needed to add a new device to a cloud. The unique Cloud ID is checked (“H”)
with the look-up. Whenever Cloud ID check fails (“I”), the local Razbertry Cloud data is
removed. A join is performed by the application (“]”) to tty and join the Razbetry Cloud.
If the join fails (“K”) the user is then prompted to start a new cloud. If the user chooses to
start a2 new cloud (“L”) then the look-up is told to delete the exiting cloud. A new

administration password is set (“M”) by the user or application. The Razbetry cloud is
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created (“N”) using the new administration password. The existing Cloud is statted up

(“O”) using the locally stored data.

As explained above, the cloud includes a number of devices, and details of the

tegistration of each device, is illustrated in a flowchatrt, as shown in Figure 50.

A device registets (“A”) with the look-up by passing a unique randomly generated ID
fot the device along with the registration user name and password. The look-up checks the
users registration (“B”) to confitm that this device is registered under this user. Whenever
this is an unknown device for the curtent user (“C”), then the look-up checks the
registration details for this user to see if they are able to add a new device. If a new device
can be added (“D”), a new registration record is created for this device, on the look-up.
The new registration tecord contains a randomly created security key. The randomly
created security key is returned to device (“E”). The device unlocks its local cloud

application data (“F”) using the randomly created security key.

As well, 2 uset may have access to a number of clouds, and the procedute for
obtaining their list is shown as Figute 51. The device requests a list (“A”) of available
clouds tied to a user’s registration. The loop-up receives the request (“B”) and retrieves the
list of clouds registeted for the requesting devices registration. The list is returned (“C”) to

the requesting device. The list of available clouds (“D”) is received by the device.

A process for allowing a user to join the clouds that they have pernliésion to access is
shown in Figure 52. The cloud name and invitation are sent (“A”) to the look-up to do a
join look-up. The look-up searches the registered clouds (“B”) for a match against the
cloud name and invitation for the cutrent registration. The unique cloud identifier for the
matched cloud (“C”) is returned to the device. The device receives the cloud id (“D”) and
performs a look-up using that id. A direct connection is established (“E”) to the cloud via
the Look-up (refer Figure 59).

A join request is sent to the contact device for the cloud {“F’). The contact device is
the current device registered with the preferred initial point of contact with the cloud. This
request contains the cloud name, invitation name and usethame /passwotd for an invitation
into the cloud. The received cloud joining credentials (“G”) are checked against any active
invitations for the cloud. The invitation (“H”) is verified by matching the cloud name,

invitation and user name/password. A reply (“I7) that the joining is accepted is sent to the
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joiner. A request (“]”) to the joiner for its device information is sent. The device
information (“K”) is sent back to the cloud contact device. This information contains the
identifiet for the device joining and the public key for the joining device. The recetved
device information (“L”) is stored in memory. An invitation (“M”) is set back to the joiner
containing the cloud identifier, cloud security keys, a list of the current device ids for the
devices on this cloud and the public key of this device. The joiner adds the cloud (N} to
the application data and starts up and initializes the cloud. The joiner (“O”) replies to the

cloud contact device that all is ok.

The cloud contact device (“P”} reccives the ok and loads the joiner’s information
that is stored in memory into the application data. The joining device (“Q”) is added the
list of devices for this cloud. A verification process (“R”) is commenced between the
joiner and the cloud contact device The standard synchronization process (“S”) between
peers updates the joiner with the security keys of the other devices on the cloud along with

the device and object records for the cloud.

A process for having a user to create a cloud is shown in Figure 53. A create
message (“A”) is sent by the device to the look-up containing the unique identifier for the
cloud, the name of the cloud and the invitation to be used to join this cloud. The lock-up
(“B”™) checks that the cloud name is not already used for the registration that the device is
undet. The same name can only be used for each registration. The look-up checks (“C”)
that the cutrent registration allows the creation of a new cloud. A record (“D”) of the
cloud is added to the tegistration database. The device (“E”) is told by the look-up that
they are allowed to create the cloud. Device (“F”) proceeds to start-up and initialize the
cloud. Each device (“G”) contains a list of the unique identifiers for the clouds that it is a
metmbet of. This list is updated with the new cloud identifier. A user is added to cloud
(“H™). An invitation (“I”) i1s added to the cloud which allows othet devices to join this
cloud. The creation of a new cloud (“]”) is notified to the GUI for presentation to the

uscr.

Once the clouds that the user can access are determined, the contents for each cloud
can be made available to the user. A flowchart for the start-up process fot each cloud that
is registered on a device is provided in Figure 54. The device (“A”) sends a message to the
look-up asking it to confirm if a particular cloud unique identifier is registered with the

look-up. A list of the unique cloud identifiers is stored by the application on each device
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for clouds that the device is a2 member of. The look-up (“B”) searches for the cloud
identifier in its database. The device (“C”) is returned the result of the look-up. Whenever
the unique cloud identifier (“D”) is found on the look-up then the device proceeds to
initialize the cloud. The GUI is notified (“E”) about the cloud being available for
presentation to the user. If the cloud unique identifier (“I'”) was not found on the look-up

then the cloud is deleted from this device.

An initialisation procedure flowchart is provided in Figure 55. For each cloud
already registered on a device, then a message to this effect is sent (“A”) to the look-up.
The cloud id is found (“B”) in the lookup database. If found (“C”) a cloud is initialised
(“D™). Each cloud (“ID”) has a unique symmetrical encryption key which is used for cloud
specific communications. Each cloud (“E”) has a integrity thread that is used to maintain
the integtity of the cloud, which includes: synchronization of cloud data; maintenance of
cloud state data; maintenance of cloud integrity circle; and maintenance of cloud secutity.
Each cloud (“F”) contains an object action worker thread that is used to process action
tequests for objects on this device. For a new cloud (“G”), cloud records ate then added
for the cloud, usets, invites and members. A record is added (“H”) for this device recotd.
Cloud records are registered (“I”) for synchronization. All active cloud invitations are

registered (“J”) with an inviter module to allow other devices to join this cloud.

In Figure 56, a flowchart is shown which indicates the steps in a process for
populating a single view across all the devices in a cloud object, which allows all the objects
within a cloud to be presented to a user, for their further interaction with these objects. As
illustrated in Figure 56A, the system has three main layers, a GUI, a communications core,
and objects, which represent data and functionality on a device. The diagram of Figure
56A shows the arrangement for three devices. The first device on the left operates as
though its cote extends across all three devices. This allows the GUI on the fitst device to
access all of the functionality and data enabled by objects on all thtee devices. This

situation is repeated for all of the three devices.

As indicated in Figure 56B, the linking between cores is maintained across the

internet, ot other network that connects the devices.

As indicated in Figute 56C, for a particular grouping of devices (ie., a cloud) the

above data records are maintained on each device. These records are kept synchronized by
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a recotd manager in the cloud. Each record is identified by a unique identifier which is

different for each cloud.

The “Cloud Recotd” is a master record for a cloud, which contains a reference to the
devices record, usets record and invites record. This record is kept synchronized across
the cloud and does not change after a cloud’s initial creation. The “Devices Record”
contains a list of references to the “Device Record” for each device in a cloud. The
devices record is updated when a new device joins the cloud. The “Device A Record” is
the recotd maintained for Device A. Device A creates this record and is the only device
that can update this record. The record contains a list of references to the Object Records
that are maintained for each object on A. The “Object A1 Record” contains a list of the
possible actions that are performable on the object Al. Actions could be: get the list of
folders, get the list of files, send an email, add a contact, etc. The record also lists the
classes contained in the object. A class is a predefined set of required actions. Examples
of classes include: file browser, email browser, contacts, calendar etc. If an object has a
particular class then it can be assumed that it contains a particular subset of actions. This

allows for the standardization of objects.

A flowchart setting out the steps in object sharing is illustrated in Figure 57. The

steps refetred to in the flowchart (“A”) to (“H”) are followed to carry out object sharing.

A flowchart of some possible object communication is provided in Figure 58. This
also provides an example of interactions occutring via XML. Data in diverse formats is
managed by a common standard, which may be XML, as shown in this example, or may be
some other standard. However, because XML tends to be verbose and contain much
redundancies, a specific and more concise standard can be developed for use with the
“Razberry” application, that only contains the information necessary for it to operate. In
the example of Figure 58, messages are passed back and forth using XML, to allow

activities to occur, The steps (“A”) are carried out as shown in the flowchart.

A flowchart setting out a method for the device connection and lookup is illustrated

in Figure 59.This utilises a connection matrix.

In Figure 59, device R wishes to connect to device L (“a”) and sends a device
connection/look-up request to the look-up. The look-up searches its device registration

database (“b”) to retrieve network address information abut device L. This information is
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the IP addtess on device L as well as the IP address seen by the look-up for device L. The
look-up sends a request to the connection matrix for a new connection link. The
connection tatrix allocates two new netwotk ports (“c”) that are linked in otder to
transpatently transfer data between the two. These two linked addresses M1 and M2 are

returned to the look-up.

The look-up receives (“d”) the connection matrix. A connection request is sent {“e”)
to device L. This connection requests network address information for device R and M2
(half of the connection link). Device L receives the request (“f”) and decides if it wants to
accept the connection. This decision can be based on allowed or banned IP address lists,
Device L replies (“g”) that the connection is accepted. It connects to M2 on the
connection matrix (“h”). Device L attempts to establish (“i”) a ditect connection with
device R. This ditect connection attempt uses both the actual address of Device R and the
address as seen by the look-up. Look-up receives (") the ok from Device L for the
connection and passes the location of Device L along with the connection matrix M1 to
device R. Device R receives (“k”) the connection information for device L. Device R
connects (“I”) to M1 on the connection matrix using M1. In the connection matrix, the
presence of a connection to both M1 and M2 opens (“m”) the connection link. When this
is opened device R and device L receive a handshake message that they can use to begin
direct communications. Device R attempts to create (“n”) direct connection with device L.
If this connection is established, then the connection matrix link is released and all device

communications seamlessly switch to the direct link.

In Figure 60, a flowchart illustrating a process for the message switching in the
“Razberty” application. This is how the various subsystems in a cloud ate addressed.
Netwotrk data received by the Switching Communications box contains header information

identifying the tecipient of the data (see “(2)”).

Recipients could be an: (i) Inviter, which manages and processes joining requests for
clouds on this device and accepts or rejects the requests. (ii) Joiner, which manages cloud
joining requests to a cloud through the cloud contact device. (i) Mediator, which is a relay
point between Joiners and Inviters. (iv) Peer Communications, which manages device
challenge messages (H) and device/cloud messages (I). (v) Look-up communications,
which manages communications with the look-up for all clouds and also manages

connection request from the look-up.
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The device cloud communication contains a second header identifying the cloud
device pait on this device that the message is received by (see “(b)”). The message is

switched to the correct cloud.

Cloud messages contain a third header identifying their type and recipient of the
cloud message (see “(c)”). The recipient is one of: (i) The Integrity manager, where these
messages are petforming exchanges of cloud state and synchronization of cloud security
keys. (ii) Record synchronization manager, where these messages synchronize the cloud
specific recotds that are used to build up a single view. (iif) Queue for Action requests,

where these tequests ate received to perform actions on objects on this device.

Futther message switching is performed to target a message to a particular object
such as 2 file object, mail object, chat object. etc (see “(d)”). If it is a remote object the

message is switched to the particular action that was tequested from the remote object (see

“©)

A flowchart showing an example of some steps for the maintenance of cloud
integtity is provided in Figure 61. Cloud records that are no longer accessed (“(a)”) are
temoved from memoty to reduce the memorty footprint of the application. Whenever a
device is not aware of any other devices for a cloud (“(b)”), then it attempts to look for the
cloud. If the cloud is not found then the device registers with the look-up at the cloud
contact point. The list of devices identifiers for a cloud is kept synchronized (“(c)”). This
is desctibed further in Figure 63. Whenever devices come on- and off- line, a
determination (“(d)”) is made by each online device in a cloud to decide if they should
become the new cloud contact point. The lefthand integrity link is checked (“(e)”) at
intervals and if the link has not been challenged after a set period of time a new challenge is
performed. If the challenge has not been responded to, after another set petod of time,
then the peer is marked as offline and not valid. All other devices on the cloud are
immediately updated with the offline status of this device. The righthand integrity
link(“(f)”’) functions the same as for (“(e)”).

A flowchart illustrating the synchronisation of peer information is provided in Figure
62. Similatly, a flowchart illustrating the synchronisation of cloud information is provided

in Figure 63.
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In Figure 64, the message handling function of the lookup point is illustrated, as well

as showing a possible structure of a message and message header that is involved in this.

In Figute 65, the message handling function of a join query is illustrated, as well as

showing a possible structure of some messages that are involved in this.

In Figures 66 to 70, various screen shots of the “Razberry” application are provided.
Figure 66 shows the email sub-system, which has been selected from a list of buttons on a
toolbar at the top, and shows a number of devices containing Microsoft “Outlook” email
folders gathered together in a cloud. The emails for one selected device are shown in
Figute 67. Figure 68 shows one device being selected, with the file management sub-
system having been selected for that device. In Figure 69, the calendar function has been
selected from the top toolbar, which displays the Microsoft “Outlook” calendar data via
the “Razberry” application. Figure 70 shows one email having been opened via the
“Razberry” application.

Operation Example

As an example showing the operation of the “Razberry” application, let us assume
that John is looking for a file.

He starts the Razberry on his PDA and enters his user name and password to registet
with the look-up. The PDA requests the location of John’s Razberry cloud from the look-

up and receives back the identifier for his home PC.

The PDA connects to the home PC directly, and a security vetification and state and
header record synchronization occurs between the PDA and the home PC. The PDA
learns that the work PC is online and asks the look-up for the location of the wotk PC.
The PDA and the work PC connect together and now an integrity link is established

between the thtee devices.

John decides that he wants to view files on the work PC, and selects this function in
the Razbetry application GUIL The PDA retrieves the device record for the wotk PC and
uses this to obtain the objects on the wotk PC. The PDA seatches through the objects
looking for an object with the object class “file”. The PDA cteates a new object/action
addressed to the file object on the wotk PC and the sends the action request message. The

wotk PC receives the action request message, processes the action request and sends the
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teply message back to the sender. The PDA receives the reply to the action request
message and is able to display the list of folders on the work PC using the PDA GUL

Examples of Razberty functions:

File Browser — allows access to files and folders (see Figure 67)

Mail Browser — allows access to email content and functionality (see Figures 66 &
68)

Calendar Browser — allows access to calendar (see Figure 69)

Music Streamer — allows access to music content

Voice module — allows access to device microphone and speakers for VOIP
Video Streamer — allows access to video content

Chat module - allows text messaging

MediaPlayer Remote — allows remote control of a devices media player

Remote Application Module — allows remote application viewing and interaction

Advertisement Module — has cloud user specific information and can reach out to

the web and pull in advertisements

Banking Module — stores bank credentials on a safe device and performs

transactions remotely

Printer Module — allows access to a printer from the cloud

Panic Module — displays panic alerts from another device.

Web RSS feed module

FTP Setver module — allows access to existing FTP servers from the cloud
BLOG update module — allow updating of a BLOG from the cloud

Legacy module — allow access to a legacy application over the cloud
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+ Database module — allow database access over the cloud
e Web camera module — access streaming video in the cloud

To those skilled in the att to which the invention relates, tmany changes in
construction and widely differing embodiments and applications of the invention will
suggest themselves without departing from the scope of the invention as defined in the
appended claims. The disclosures and the descriptions herein are purely illustrative and ate

not intended to be in any sense limiting.
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Claims

1. A method for forming a secure virtual private network (VPN) (100) consisting
of two or more linked entities having internet connectability where each entity has
connections with at least one other device on the VPN, said method characterised

by the steps of:

(a) providing a lookup device (104,246) having a known address with an updatable
index of entities known to be connectable to the VPN, which look up device accepts

requests from known joining entities (236) wishing to connect to the VPN,

(b) causing at least one pre-designated contact entity (238) on the VPN to
periodically poll the lookup device (104) for received joining requests,

(c) said lookup device (104) receiving a request from a joining entity to connect to
the VPN (100)

(d) in response to a poll for joining requests said lookup device {104) notifying the
polling contact entity (238) of at least the address of each joining entity (236},

(e) if the contact entity (238) permits a connection to the VPN, the contact entity
supplies at least its address to the lookup device which passes this to the joining

entity,

(f) the joining entity (236) and contact entity (238) establish a first connection (254)

" between them,

(g) the joining entity and the contact entity conduct an authentication process over

said first connection,

(h) and if the authentication process is successful the contact entity notifies the
joining entity of at least the status of other entities belonging to the VPN and notifies
all entities on the VPN that the joining device is joining the VPN,
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(i) said joining device using the status of other entities belonging to the VPN to
calculate its node position in the VPN including the one or two neighbour entities it
will connect to,

(j) said one or two neighbour entities initiating a process of the type specified in steps
(c) to (e) with said lookup entity and then establishing one or more second

connections with said joining entity and terminating said first connection,

(k) and said joining entity and at least ohe neighbour entity conducting a mutual
authentication process which if successful sustains said one or more second

connections.

2. A method according to claim 1 including an initial registration step whereby
entities (270) register with the lookup device (104,274} for access to one or more
desired VPNs and only entities which are so registered are subsequently recognised
or known to the lookup device, said registration step comprising: the entity (270)
sending to the lookup device registration information including at least a username, a
password, and the lookup device (104,274) storing said registration information for
identification purposes when a registered entity sends a VPN joining request to the

lookup device.

3. A method according to claim 2 wherein said registration step includes the
lookup device (104,274) sending to registering entities a security key (278) to allow
such entities to access security keys unique to VPN for which registration has been

made and the other entities registered for that VPN.

4. A method according to any one of claims 1 to 3 wherein in step (h) the contact
entity further notifies the joining entity of the entity identifiers of other entities
belonging to the VPN.

5. A method according to claim 4 wherein in step (i) said joining entity
additionally uses the entity identifiers of other entities belonging to the VPN to

calculate its node position.



-45.

6. A method according to claim 4 or claim 5 wherein said entity identifier is an
address.
7. A method according to any one of claims 1 to 6 wherein said authentication

process consists of each of the two entities challenging the other using a key (304)
unique to the purported identity of the other entity, each challenge comprising a
transmission (604) to the other entity, a response (612) from the other entity and
verification by the challenging entity that the response is correct.

8. A method according to claim 7 wherein each challenge between a first entity
and a second entity comprises the steps of:

(a) the first entity generates a random sequence of data (AB'600), stores it and
encrypts it with the public key (304) of the second entity and sends the resultant
cyphertext to the second entity,

{(b) the second entity receives the cyphertext from the first entity, decrypts it using the
private key (308) of the second entity, encrypts the resultant plaintext with the public
key (302) of the first entity and sends it to the first entity, and

(c) the first entity receives the cypheriext from the second entity, decrypts it using the
private key (300} of the first entity compares the resultant plaintext with said stored
random sequence of data (AB'600) and if there is a match accepts that the second

entity is authenticated.

9. A method according to claim 8 wherein data traffic between entities connected
to a VPN is encrypted using a symmetric key and said symmetric key is said random
sequence of data (AB'600).

10. A method according to claim 9 wherein said authentication process is
periodically repeated and the periodically generated random data sequences are

used as a dynamic symmetric session key.
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11. A method according to any one of claims 1 to 10 wherein said entities are

devices having a processor that can be connected to the internet.

12. A method according to claim 11 wherein said devices include computers,

PDAs, PPC, mobile telephones or smartphones, and embedded devices.



