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ARCHI TECTURE CLAIM OF PRICRITY 5 This application
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U.S. Patent Application No. _ / ,  entitled DYNAMICALLY
CONFIGURABLE SERVICE ORIENTED ARCHITECTURE, by Paul B. Patrick et al.,
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U.S. Patent Application No. _ /,  entitled SECURE SERVICE
ORIENTED ARCHITECTURE, by Paul B. Patrick ef al., filed May 19, 2005 (Attorney
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shpuiE SR 9 B ARGNERE H@ﬁ@m‘:ﬁ(@e@ta Gtk et al., filed May 19, 2005

<AEEEW&%Q&%"‘M %@%&9 oLt by PAuI B,

Pat .8k Paterst/Applitatien Nday 19, ,2008Bn{jthed REﬂlM{BIEE(iN%IDATING FOR A
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Patrick et al., filed May 19, 2005 (Attorney Docket No. BEAS-01684USE);
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DEFINITION, by Paul B. Patrick et al., filed May 19, 2005 (Attorney Docket No.
BEAS-01684USF)

U.S. Patent Application No. _ / ,  entitled DYNAMIC ROUTING IN A
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19, 2005 (Attorney Docket No. BEAS-01684USG);
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SERVICE ORIENTED ARCHITECTURE, by Paul B. Patrick ef al., filed May 19, 2005
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ORI ENTED ARCHI TECTURE W TH MONI TORI NG RULES, by Paul
w®o00Patsusrk et al., filed May 19, 2005 (Att or PELUS2005/018183

Docket No. BEAS-01684USI); U. S3- Patent Application No.

/ entitled SERVICE ORI ENTED 5 ARCHI TECTURE W TH
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AR ST HREATHT HMONIPEIRIMG RO Baus. Paick of al. fled May

19%ep RS BRSBTS ATSBAUSTE 55 Wy ™10 5005

(At tLoBn Pﬂté?ﬁ@dq@dhcblﬂon BlAS- 01684 Usﬁhtltle'ld)SERS! ICBaORMENTED
i cati on No. entitled SERVICE ORI E
A%—E@WG@W NIRERENANGE &RNE@R&N’{SP(BWF%%OT@COLS by Paul

B. AR e M) 1S ey Rt G, BRA SIS,

ent iU.Se @atER\A[§pific@RbE-NDED_/ ARCHETEﬁﬂlRESBRWCEBSBMTED

ARE\%&U%W%@EW%?EESD&;E IH,%(atnékSefa/ Hed May 19, 2005
R AR LS e

ARCHI. BECEtER , AfiplicBtom NB. _PAt ri,ck entitdd SER\GEEMAORIENTED

AR TES URENITERERENTAf HANAIAER iy B Paifck et al,

ﬁléWa'ff'@EO@N A%rrt’éwboa(etﬁ‘@é fBEAsect1684usu‘)Hed May 19,
005 Attorney DocK EAS- 01 684USO); and U. S.

Pat dhB. R@mmtoﬂmph@atlmNOent/tl ed DENMAdCSBERYWRENDRIENTED

ARG TEk TRyt b sReE PHOCE SSnR RsELbESMRRsde. Patrick

etEttEfn@HS\%ﬁyRﬁoJ@@Amméwttocqtb@ NoOBEAS-0868418SM);

genera y to m ddl eware for services and, nore

par tU.SuPatent ApplicatienNoe hi Ag_f.abr potited/ ERROBSHANBLING FOR A

s SREN S AR GG T 05 Bl sl sttt Bt 8305 Mey 19, 2005
(Aﬁﬁﬁr@ymd)@@tw BEAS-CAIBBUIUSN O?rons to work together with
browser- based front ends |ead to the devel opnent

of é,b§| Petentdopdisatien do. ophl i cat i entitiad DYNAMIC PROGRAM
MODIFICATION, by Paul B. Patrick et al., filed May 19, 2005 (Attorney Docket No.

BEAS-01684USQ); and

U.S. Patent Application No. __/ _,  entitled DYNAMIC PROGRAM
MODIFICATION, by Paul B. Patrick et al., filed May 19, 2005 (Attorney Docket No.
BEAS-01684USP).

FIELD OF THE DISCLOSURE

The present disclosure relates generally to middleware for services and, more

particularly, to a switching fabric having message processing capabilities through

which clients and services can communicate.

BACKGROUND

The need for enterprise software applications to work together with web browser-

based front ends lead to the development of application servers. Application servers

provide a framework for integrating front-end web applications with back-end
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provide a framework for integrating front-end web
applications wth back-end WO 2005/ 114452
wEIDSWERSDS5/ 018183 -4 enterprise applicati onsPCBEymNH018183
sinmply invoking enterprise app4dications from
applications servers, a need arose to conpose pieces
erférpfibé PpRO4ticRTY. Baybhd simpRIhvekandg eAterpbA$® appaRABhE From
applications. One way this can be done is to expose an
applicaligis sarvelsp ki ead #9sado gogwmoserpieerssaldifernt winterprise

et s i, SoRPESs APRICHRG:0n3 Yy I an BB LR 136 expose an

ent@prise alpplicatid 8¢ havetef mabm ssrolpesdhaisothey systBARGh access.
These factors nmake the conposition effort prol?ml et ar
Haevesr epieaprnenaPrrlicaliens are spiqallydeptoyad intmeltigieiapplication
O "
DTN RS S THESEAS A bptihfosiion

eff@amrbpna and @rpgtantrinirig- dmmn inesulﬂmgm bﬂﬂtlemob@tpw\%ive
gure la

t hem Rl E CR| PTI
infegrabions| WIS 0P 69EG 1S 81 S5HPlerin A B S RATIaly Compose
seﬁh@ﬁ tgré%th%pgrél é”ﬁ&/a?gggr n@gﬂn@é‘ et rﬁgﬁgéﬁéé Se{%@eqsthem
Figure 2 is an illustration netric aggregation and

configuration
enbodi nent . F.@E\ 3 f
F.@ﬁf&ﬁ% 8 iIRisRetioA s al @s@é}ﬁm Qﬁ%ﬁbdd?n@ﬂt enbodi ment
ure is an illustration of pre and post pipeline
Flm&&g@ pn diustrating of & servioe dasarchikature iaracentdatioetotan
,F is an illustration of component architecture
'@88 dance to an enbodinment. Figure 6a illustrates
Flg\uf@i%ﬂﬁﬁ? iIRfseaash Inﬁ@tn@ra@@t’egmwn%oac&hfrg@h@non propagation in
i peline-pair node and a single routing node, Figure
aceprdance 4@ eatemsbedimaage processing graph with a

FUGALS B9 LR o B BB S IR B o on

embodiwent.dance to an enbodinent. Figure 8 is an
illustration of serV| ce providers in an enbodi nent.
Figuka4 &s an jllusiation of pre aﬂd BRSLPIPRENE MASSAGE PEARIMNY i accordance
to bﬁ l?c% nge to an enbodiment. Figure 10 is an

['ustration of rule triggering nechanisns in

Figueo$ iaas dlustration 30 cemipodeneachitéitors i ddcvrdanesto @t embodiment.

an ipitial core state that contains conponents A, B,
Figuyre @a [llystrates a message processing graph having a single pipeline-pair node

and a single routing node,

Figure 6b illustrates a message processing graph with a branching node in
accordance to an embodiment.

Figure 7 is an illustration of error handling scopes in accordance to an embodiment.
Figure 8 is an illustration of service providers in an embodiment.

Figure 9 is an illustration of monitoring components in accordance to an embodiment.
Figure 10 is an illustration of rule triggering mechanisms in accordance to an
embodiment.

Figure 11a illustrates an initial core state that contains components A, B, and C in
accordance to an embodiment.

Figure 11b illustrates an update in session data in accordance to an embodiment.
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accordance to an enbodinent. Figure 11 b illustrates

an update in session data in accordance to an
weedpsdiqasnt . WO 2005/ 114452 PCT/ US2005/ 018183 PEBUS2005/018183

Figures 12a-c illustrate addi tg-onal session scenarios

in accordance to an enbodinent. Figures 13a-c
Figlitdss12akalludiensd sidgitional §6sdieh vesmartbssSifsiceda cevtoaiif

a core state. Figure 14 is an illustration of update
emflagimeRbeuti on in accordance to an enbodi nent.

FIgHs Bag et iceriRiingReRiadh, B $ESTRR iy é@?a%?%fe state.

Figuid 14 & of ilgtraficidoe ugdate slanexeppliore it acodré2sePtd am embodiment.
Figure 15c illustrates failure of an update due to an

Iglérrevle‘ia & i Hustraionof ersuseersiiinindste o asserdance i@ earembodiment.
F|¢|§rel ’g @‘ﬁm%%?e% Iﬁ}fur‘@@éff M u géé‘@mﬁe #'gh nganééﬁowaéfxc%fptuon
I m e acco

Ion frgure anyl
Figumen 5 dlustratdsi falurel dfearr epeaterdiesto antlseaee ceagh. | ar
itens. References to enbodinents in this disclosure

are not necessarily to the sane enbodi nent, and such

references nean at @;AIEEB D%dmpq-mﬂl fic
i mpl ementations are der st ood t hat

Thetlingentondisrltustrated by watyr@ftexamnmiaramlsnm byavay of bmitation in the

ol SR RS imrtoms

Re‘#@l@@abbé i) eﬁibéia'lmbﬁtssiﬁ QR ASEloserdre it anSséé?H)‘?fB tfsame

In the foll ow ng description, numerous sgem
emmdaﬂest angd sush references neasvatdeast onen W ll@hpeCIflc implementations

orS BB 105 SRR YKl HRSHF sl EP e Apersr

skilledl if ehePreidiant eft odri RegniZeahat e chbhfporehty aisd cbﬁflguratlons
ot her 20 instances, well-known features have not been

mayeae HpeG withguiidepating gram the scers apd sairi of tthﬁslnventlon

o B b TR Lol o S e o

thdrbagh depcéistion of thefingdrtionoHoveseadec bkeippagentvilone skilled in the
servi ces, business-to- husiness (B2B) services gateway

art4hat @@rlov%som@ﬁa@@n@r@pﬂ%%w@bpgt ﬁhﬁts@ spegificAstais an pther
msgiﬁ‘\;géasr %Ilq{n%me%tdﬁégtrffgg et eeﬂtﬂeﬁchB% HVE%]G d 880t to obscure

ectory/repository conso service
thebm\sren’soran easy to use confl guratl on-driven

Wi ESTR TGP RIONR 18 BRI NG dEHabahghe SySIan ddgs a service
bu§QGbQHEi #elf%eﬁ}ﬁs LSRRI Of th¥ssa I&r B%ﬂgﬁn%r\ﬁe@%n}i’%@%ﬁgwess-’m-

ssage the sender 1 sen 'nd” what
busipees @ZB)Laervmepegateway\ anteseavieas Ufarmgemmw e:opceptcsanlq a

fran rot.ocol , .secu
colbTRR CerB B A uan & Tl so el an ARt iRiog irectoryirepository
106%@*&&&@@1 04. The service bus is an easy to use configuration-driven
intermediary that accomplishes (without limitation) the following efficiently and with

high availability, scalability and reliability:

‘@ Bridges the gap between what the message the sender 114 sends and what the

receiver 116 expects in the area of envelope protocol, transport protocol, security
scheme, payload contents, one way and request/response paradigms, synchronous
and asynchronous communication, point-to-point, and publish/subscribe.
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and asynchronous comruni cati on, point-to-point, and
publ i sh/ subscri be. WD 2005/ 114452 PCT/ US2005/ 018183

WO gooBnomszes additi onal conputing capability tBCPEs1005/mMS183
tasks such as (but not limteds-to) multi-destination
publ i sh, content based routing, authentication and

o Bkﬁ\)’dﬁs Zaditional cmtﬁfge@bmtbllﬂi/ torperiorng tasksr suchd@(but not limited
itoring cap with metrics collectjon and

toblmslﬁl Q@sﬂr@tl@ﬂtplﬁqllgm %qrﬁent basedyokfing awtBRRticaianeand awthorization,
an?gkﬁg\yéﬁnal'ﬁﬁgﬁgﬂg archiving and Service Level Agreenent

nmanag Figure 1 bis an illustration of a
o Bisiida® monitordiog dapakilityowithn nstiesicotisution lamdadieplay, alert displays,
enbodi nent the S%WS em i ncludes a, service bus, 100
tragkingrevert caliection and pee JNRBEAGE §rch NG Nq.avige dievehhgreement

Those of skill in the art wll
(Sgggrecqsage (%ﬁ'at the present disclosure is not limted
to or dependent upon any particul ar type of service or
serV| € service t / t echnol
Flgwa gL DR eI dhACaER e 8N AROGHE u one
l?od?ﬁ\eﬁ?"cﬁe g.g@fEm ﬁ{c%cfég 4 ¥eMiddblis 106 WHiGPEaR Bt 88 bhiiktermediary

e pres di scl osure. Messages to the service
bebusemardglieat and @ serwnepfﬁhosaoﬁslaihm tt@rarbwnllap;pmowéeﬂm:t the present

det ..b dest,i nat
disedosire S Apbfiiset i B cSprihht diRpany AR Aot Adfyign or service
tedtthdiSdy. CMé‘h)PQeMBé fyBESASEhnofiESinElB Mg thse that are known and
processing.” The message then 1s sent odt on transport

thaseothed arel yeblo ke develpped,aire fulhowitbin thersgope angsspiritrof the present

o RSB 19 RS Bk eV o R8P 3 0R B e

précaRedte toterinfife SBY Wag®fRUsxapapleba desfihgtigiceute and/or publish
partially or wholly on an application server 102 such

they;nessBO8 4P 7 frpNSiry@tion 4¢ aerfabm &nfthermessagsy andfas security
pr$ smngghﬁwo %%%g% eﬁﬁ%‘é%ﬂt BMt &? ﬂfghg%ﬁ%erbo[utqg for a service or

can speci rou

anotmfrl sgvies ibos/ Moomé embmghmemwe alresprisentu t«hb raessagéesardfoliow an
user interface for creating, nodifying and deleting

invesse Pl Kirowen the SeMveEi IS Al | aspects of the system
In %8 e%éoc?d’ﬂ%‘ﬁ‘t Ctﬂ!e's%r\ﬁeé‘fr)hg lé%ﬁ%e%mﬁ%ﬁm%i’eoo arfl‘ially y.pr wholly on an

ting 'exanpl e, a user 1nt ace ca
apphtmn $Em/er mﬂz sheh beIWem_cmgyc S)er\aargawtabdmfrousBEA Systems, Inc.

Th:ePety%rgegpagg H?rb rcg)g] Stru% p@tlnfﬁg{na%ﬁ gﬁﬁé{ﬂﬁ:’rﬂ E:gng;gecmed through the
col AR AL 904 RGN BB or resing
matdifyingeand eletetmgacornélgumt@n informationeAll asp@#ts ofthesystem are

dyﬁ%r’rgi téa L r rmt {ngly?,gf aﬁﬂfn Erpﬁbl | I&yélgsg%gﬁ?ﬁﬁgﬁgce can
inchdé bh¥ dr?ndr%sdﬂ‘@iﬁg fél[bmﬁﬁ’@”?@érap’ﬁ ﬁﬂu@eprrﬁél%cﬁe fGUF)rPSndered on a
same or another conmputin evice; and an abi

dispdaypdevice ob prcwpghedfcvrﬁmaai&aﬁw@tlea amrse dmfdfpcrespond to sounds
anlé%/rk%/%% OI(‘;orerasn H 55:' R 2 I‘ta'y Jco re%ponh ok lﬁpeuq ffom 8 Remote control device

(e.g., a cellular telephone, a PDA, or other suitable remote control); 4) an ability to
respond to gestures (e.g., facial and otherwise); 5) an ability to respond to commands
from a process on the same or another computing device; and 6) an ability to respond
to input from a computer mouse and/or keyboard. This disclosure is not limited to any
particular user interface. Those of skill in the art can recognize that many other user

interfaces are possible and fully within the scope and spirit of this disclosure.
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particul ar user interface. Those of skill in the art

can recogni ze that many other user interfaces are
w@omsitbi4e2 and fully within the scope and spi riPCDUS1005/618183

di scl osure. WD 2005/ 114452 PC¥7US2005/018183 -7 In

one enbodi ment and with reference to Figure 2, the
In onefénghuditient and withefér@ncedo Figete 2 thbardnfigutighduformation is
.an ent e{"pri %e by an admi nistrative server 112 to one
digiribuyigd dhrougheyban SBierprise RYAN aYnyustiative sanieis112 fp one or more

{ ' .
RS 0RO RS RIRAICL BEGHE e, managec
sefi@n icgn rtmljdiemoﬁed inf clusters as is:‘az?ll lka]?wu:inlmaé ialctany]figuration
intBipRvd S by 2P TRBEAIBSO0a0RIS oI ARROTR Eevess (i fasidoca
retfidV IR} é&@ldeyb%é]gl, W/Rfrﬁt@riﬁ% ‘Pﬁ%ﬁhé calHRPARBRICUR Soll¥ted from all
I sp t I I'n one

aggredgation an ay o e consol e.
mandgedi seeviers foragdregationtand digplapendbedonsoleus
"servic roxies") ,and seryices . nqt hgsted by the, X
In g3 FiodiBnt. Seffies kPR NecSStyich Husiseriiogfoxies") and services
not RYSHEE hytrietdRpyidd bR (¥hEEmBN S&ivRTEsEY KLRARiEh BREH\RRedDy the
services. Service proxies act as stand-ins for, or
sepigenpiexiasf areseath insedeled as. serdgesrSeivicegrrokisssaciag stand-ins for, or

ryice ' . of. a non- limtin X | e,
ra el Ses L T6e el 'selyioBs 30T;nerub Prdites BYRLSY of'a non-
limétrld exhriple} a serlis® caalihglddendpoi nts), each with a
transport address and associ ated configuration. In one
° %ﬁﬁb@‘{) GRnpretetinteriases sallpd peds (alsoceled iendpeints)ogach with a

. . ve e

raH RO LA B A RIREIRELBGORENER ¥ ohBRGBREN, i sotof poris

condtittitesddad bantigeand failovenaiteratiidofbriBesehicaland are identical in
definjtion of the structure of nessage parts in the

chargctanisiie® possi bly broken down by operations. A

* /1) BBl LBStralithidt e Wic 3 3 b olinfEEe R4 Befifiaf o1 the
struttarérohnliesgage patatn thesinderéadeopdssibly basiearoddwn by operations.

NIRRT TR R —
o o dnduhe BRI Bf et ecsBoB 0 ¥ Mafigport, )
e Prjicies emWainBedicasnBecurity§W Sy and-BetDBsvicest Relable Messaging

W5 g tati f bst t
WREH bresln edies A e Bha Teedprde B Tt pasparently by
thef BIhdiRgTaY&r (S, ey in_lpg_cess Protocol (SOAP) web services
based on Hypertequ ransfer Protocol (Security)

HTTP(S) or Java Messagi ng Service (JMS) transports. In

in G0 85bRaPheh b oB 35BS HsafotiSPLah T8I B Heregentation o
thedistrzict Interfade, RoNEMELS RiteIfaEE BintMidihgepoddiBle for Simple Object
supported are email, file, Ws-RM and™ File Transport

AceRsst Brodpcql KIPAR) veels pevices hasesen blypedexietranstanérotocol
(SN HPrPdE) B YWala Messaging Service (JMS) transports. In aspects of this
embodiment, a WSDL resource or an existing service could be used as a template for
a definition of a new service’s interface. Also supported are email, file, WS-RM and
File Transport Protocol (FTP) transports. In one embodiment, the service bus could
periodically poll a file system directory to determine if a file is ready for processing in
the case of a file transport. The service bus can support request/response and one-

way paradigms for HTTP and JMS asynchronous transports. It optionally supports
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periodically poll a file systemdirectory to determ ne
if afileis ready for processing in the case of a
wWo pdos/1144ansport. The service bus can support PCT/US2005/018183
request/response and one- way-8paradi gns for HITP and
JM5 asynchronous transports. It optionally supports WO

ord2f&xb déliveth of RicksEgad irhe LintieAyingGramsperteslippeltsueny adhrther
nmessages | f the underlying transport supports it. In a

empgdineit, sevicedPYRsHPP feeng) Makypdanosiagg(&Mia) non XML

(otfBffe RepGrsea ARnIMP, byt iiouosa sty MR ELERSons (vime)
withmttEnlsrinents (evhaiB) and\/SquaipbakégingI s (emmil), and ﬁOAP
ag ing. 5 A service/service praox rocess can have
A SED("E‘?’%P@/?%PWW%PCQW%MV% M&lﬁ@%%é@@theﬁﬁm@ binghing. These
| j: f aj er j 3 .
porl ol B b SRR A B Rl NIEU B Reriice provy
carpdefirgythedoad dalancing polpsy tosusd for ia@oeisb rdome etbddiraent, the

olicies can include roupd robin and random (wej gh
polBfes G efiah oo ol S teridddn Pudoied G i ahiéng he ports
serf€elsi16ad barhchiy %%ﬁ}[ﬂ\gﬂbﬁ@ bBEENH aR0ASerlRElast4flover alfernatives on

alternatives on ilure. The two concepts are

faildreu Jlhedwommtcepts arercauphedytogeifagn fabalhighy-avaitability load balancing
s bal anci ng schene. A service proxy can al so define the
Chl%'?‘?'y policies on failure and (for request/response)

A sanfitaTBrRIky d Alsy defifle HIRS Hath) Tﬁolﬁﬁéé 6h €4ilur8 din R rléqgtést/response)

nessages in its interface. is can be specified
a timgeut peligycand seeurity pplicice shatwpply toesageey indis interface. This can

be SBRIEHPNS BERE TR Mhente® b PRSI R 4RlgbRLmgssages for
theldpepatorey offthegepdt@gory schemes. For  exanpl e,
categories can be key nanmes and category val ues can be

In apg eabodimenthseviops aig pategerzed\nycene ahMmess eatagory pelemes. For

, i ol '
o B3 AR o 9L 5 oy o e oy
name) A skendee canthale ghtiplecmaliss fornagtiple c&ﬁé’@l?ﬁ)arﬁél&lategories are

?efing_the key name 3nd al | oned hierarch% of val ues..
usefyf opgisepyary drurppses- d seriArAmumMbaofwalblgiowm ogtologies (or

cat?@érg%ghé gz Fl?neg%{é?ﬁn@rtﬁe 'R%? thahi SR SHGWEE ﬁi%ré%h‘g &Values. In

a service consuner ca
aspeatsofthiszermbbdimerdaleahvalges irBarcategorg hisrarshysarearsdoeto categorize
an _organi zat 'boa. or .an application and gan end. .
serfigeg e SapoRiBiRIL R SefiEe FRRpERELEIN b Falrgorizrgfprsearching.
SerfIFBUINEBHers Raf HleVArt BrdeiEioR or &h dppIREHeA 'a?‘\tde(%nv‘éérﬂi messages
credentials and is tied to a user so It can belong to
(or resiedee $yC responses)z lt yefranotivererabedinuetitpe service satswher is

assEE Rt it GRaciielt 0 EEfin .8 o8 PR, Hhreetng i Pl for

autiRer@dtidar for a service is optional and there can have
st andal one services. For exanple, these can either be
In ongtembedlimant, a set of services can be provided by an organization or an

application called a service provider. Defining a provider for a service is optional and
there can have standalone services. For example, these can either be internal sub
organizations in an enterprise or external partner organizations or even individual
applications (semantics is up to the user). Also a service provider can be categorized
like services for searching. A service provider can be associated with credentials and
could be tied to a user so it can belong to roles for authorization. Service providers

can send and receive messages.
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30 organi zations in an enterprise or external partner
organi zati ons or even individual applications

W@ s@yanM4srs is up to the user). Al so a servi ceP@r/081008018183
can be categorized |ike servbces for searching. A
service provider can be associated wth credentials

In gHdembedintertetto |ﬁ¢blél@eﬂtali‘e‘>ﬁroffaosér’vlc©8moh¢indlgjé@air lehstsone
for authorization, Service providers can send and

Mepsags RECEESIBgJRRS!INAI ST T sxample (1BIS0eR) helides defnition of a
requg{i@ﬁ Iﬁ{g)agfnﬂﬁgﬁ a H%erésg%ggﬁgat HeOIB Minds SfL He%%age processing

SRRV LK brocess|
noddsptpkt sgecifwhat actionskre pexfarped, ort ﬂaqﬂes’amelsaagesim the service

definition of a request plpellne finition g@]
proxg HgfHe dnynkieg an&xtwab(qrﬁ@gﬂbﬁr@r s%ﬁ\é'CEr 8 a?grocessmg is
perBiR (%ﬁ‘ s %‘ééf%rﬁ"ﬂzée s&&t deQH% 32 ge&gdrée&%xy before the

reques sages t service
servi@équoxw retorrexa esspinsedo aaarlxmhe&aqh plpyre)lnes eaniincydeaadequence of

stages BEaeHURISHeDs @ RGBT PIeTAEA ARG A pidtoco! that s
corlﬁoﬁ%t‘i‘t?lé W’d‘hrtﬂéyplﬁéfrié’ 'M;es'%ag% rEd frfto ttl‘ila 6lrﬁe|llh§§taxe Eéérﬂ}npanled by a

I ne can 1 NncC uence of St ages
setuamhmsages:oant@rto@rlab‘mt(lthatnmledéa\z@n@bids; mata:qmaun dsh,@ message

coneils) i v risoar o' MeindhP e Byl G3TaER. o °

lms%ﬁbﬁX& YAidraPibeind tRglesiimglbgstes var i abl es
By%gt gont ain % rresngllgilp nco%?eﬁtlszﬁ t hat can be

e Aditanrsforndation at@gefa"@wsn‘ w h@ntpmlpéf pinecturesjiosbe Bgsigdyioselect a

va S 1 P SRR B0 BRI i senvbes ctouto

datﬁbéé@lﬁddikﬁﬁ do@ hean eftbathtive t6 eineXVLaQuéfyaxeirppot Bricheible
perfornmed that affects the context. A web services

Sty{gﬂne@thaaguagesTw%aﬁlqndW )deamskarmation) toseh g Qutput context

var[a% n XM. Query (XQuery) or Extensible Stylesheet
r%uage Transformation (XSLT) transformation to set

oA mnﬁgfs@a{je aloweXf” starctireb @nd “cése’esttuctgrestiade edmbined (and
structures and "case" structures to Re conbi ned
neqtamjto dpfinecaipingls aedpeiat and prgratioaiagevier thgiaessage to. A set of

trar‘?é?ﬂrﬁ‘%ﬁ&% t{h%t éﬁé*%t% %){f‘?/ﬁﬁéglgstc%n Ko 8§ﬁné¥{)}>@@re the message is

tTanstor mat i ons context vari ables can
pulslishied ed ebeh @nelpbirg. Amsstaggrvices galloli eihdatabase bodkup can be an

ateraAve G an Ry Racald Ferareii jp 85t Racpntext VarBble.
o A @%}%ﬁt?@% iaﬂ@w% GirS&thucdtiiRs Gt %é%e"’ﬁ?u&m& to He 88HRbing8 (and
stage allows "l

structures and "case" structures to
neéied):tmﬂnfmmotheaaw of redpeidjs and dpéiations te psblistothe message to. A set

o 39S LA ot O P g RS tndhnessage

puM%ﬁb@% @ach @hd?%lrﬁeﬁ\ WRgfsdrelcasealibet sregsapasé fookup can be an
ed to each endpoint. A web services callout or

alteraa‘a‘tm’sleam Sugry caXSie tiansiorraatien tq/ee&tbemnt&alie/rayabhe The
chg|<18<_:;|‘e13- to'the Scfoﬁ{en?tls |%8Iatted ’?oe(taaéhh;%ut?l WRe8n %rﬁtaat?idedoe hﬁot affect
subsequent processing by the pipeline.

¢ In one embodiment, WSS processing as well as authorization can be performed in
the binding layer.

e A tracking stage allows writing a tracking record with user defined information so the

tracking system can be used to search by a user defined criteria.
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changes to the context is isolated to each published
endpoi nt and does not affect subsequent processing by

wo b@spigstine. 30 In one enbodi ment, WSS pr ocEGHUR0HB18183
wel | as authorization can be.qgerfornmed in the binding
| ayer. A tracking stage allows witing a tracking

o Ah&FERIding étﬁ%éJWﬂeéjﬂfé Medsadé & BRbreHIvs fortistoritaleatd Rgtord
system Can be used to search by a user defined

keeping purpasesid 2005/ 114452 PCT/ US2005/ 018183 10 An

o 14l A8 85050 285 bR Yl aobussing

pur?égﬁ al  ows | ogging of selected context to the system
o<]:1_ for debugging purposes. 5 A validation stage
o Angllifatiere stagedatidatas a dgaument agairsi an KMiFof emay

o AP 8 e O A PR R S

conpatiblewdhigipélingsl | ustration of nessage processing
pi pelines in accordance to an 10 enbodi nent. An
oper ati onal pipeline can process a nessage based on an

PO 338 PR ot R dhob i sPESE8AEe o an
embadipmmt.chmegetaiionappipelins ean pebezdseal massbge ibasedarhan operation
indiBaled pfe gnis et die gissaae, [foars UL BN dié deterinination of

. . -' | H e . .
o BReLi s RN LAy Oy e pluna i e con ncuce
onepoomess stagest(ard s30@, 1304, BO8r 31@) Ansinglpereavice e s peduien pipeline
300 GLpraretuiidutn ik St 3aerali el Srdlit R A 912 Thg response
pro&é‘sﬁn%&té}‘&%itl"{‘% RSVt iopepatifi ﬂ?eiirﬂé’ @<l 318 hich then joins into

response pipeline is executed wth an enpty nessage.

a sinplesserwica level aespepasnpipetine 848 clorig ambediment, {mibie case of one-

service pro 0 i dgi bet . t
wa RRSBrR kS B ki, e Eono e PRI R RGP RIS oty
meSR3e T2 pafkits 8 Pedsbrive B ¥astiMetddforttiie 8BS praky so bridging
request/response or vice versa). The service prox

The. / y
beteieehdpquesitesRONSEaNG epeTERY PPRMIORR i PRestE (8&rviheservice proxy

. t of [ j

inp s e e ED S is 2Bt ERestBs i P8P IR Tea), Fhe

servies ppoReeithdredbisoehs thedregpbase fross thgeinpoked seivitg orogErerates one
and its value includes 25 individual request/response

for heseligids. 1 n aspects of this enbodi nent, the context

n %, 55, BLEFEH: Rt el Bne by il anc
respors@pipdiine nad othier engssagei rbtessimanedey, amyitovalae includes
indir\]/?drl]fall Iré?q&els?/?esponse messages. In aspects of this embodiment, the context is
a set of predefined XML variables. New variables can be added and deleted to the
context dynamically. The predefined context variables have by way of a non-limiting
example, information about the message, the transport headers, security principals,
the configuration information for the current service proxy and the configuration
information for the primary routing and subscription services invoked by the service
proxy. In one embodiment, the context can be read and modified by XQuery/Xupdate
expressions by the stages.

By way of further illustration, the context can include the variables $header, $body

and $attachments. These are wrapper variables that contain the SOAP headers, the
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exanpl e, information about the nessage, the transport
headers, security principals, the configuration

wo pdosninesl on for the current service proxy andP€hEs2005/018183
configuration 30 information1ifler the primary routing
and subscription services invoked by the service

SOAP dgy domtemte agwitthediVIMIE atthblements mspectivelpeT ieaohtertigives the
expressions b

nodi fi ery/ Xupdat e t he stages.
'mpﬁﬁ%ﬁ’@ﬁ a¥ lmmg)éﬁ|ar9ﬁaam%ﬁsagpﬁ@r@om%ép&%messages are
Ao r
Jd aﬁtﬁl??g?’ﬁ{ﬁ]e | B e RR_M bin A WPV ?es a,the XML element that

se are Wrapper varia
reprelsenﬁ@h@ duzadesrtd in $htaddn20R0rShoty2eRES (08RO AGMALEBdAEANent with

P bo cont ent ttachnment g
a urigids, ANJRTA timaase At SPAR I thhBody aneasie selhairapper
elerféht tﬂﬁﬁé@r%ﬁwsathé t?;ﬂé’cléRWEé%ﬁet@Péj non SOAP nessages

are napped I nto paradigm In the case of binary
In ooe enmhodianeat, thasystem baemeitilt-imtyipe systeradbat is aviadable for use if

docupent. i n. $at.tachnent.s or refers.to. the a
desiif ARRbOR e VIR FF e B AR ey P sidrbingh S ghof or
tran§@ﬂ?1a|ﬁ8§ at'desigroshie Ct%@tv%rr‘?éblescérﬁ 58|dfecharifl 40 BeIof one or more types
el ement that contains the typed RPC paraneters. on

in ap@giar feeassistin @a§g}$peeatlnastha Aldieny. ima tfbyfﬁ@rsajnb@dimdm,tthe types

can gfeesg%q%ﬁge@lh%% esrcﬁagléﬁr es¢{r W#[gf Eegsreg)zl: 4 rE,jhg%,styp\é\hdee%laration

prodgsars bwaralof ¢ abtude s Bie Yarible tdbe tasddps @ W@@pbﬁfer elements
decl ared to be of one or nore types 10 in an editor to

of thestypes or the hgesythemsatvesy It ﬁ'éOXJ@\élﬂ?S aphistariogriorascess SoAP

ecified in XM
Rchgﬁe %/E[H%uﬁ%@gfmr esoMrces This type declaration

In ope @nﬁ&ﬁum@n&mt@gefcahhmvre% sequaicd biesteps tabkectte iftn error
is a wapper for elenments of the types or the

Occ‘ﬂ@ﬂaéh@th%?@%-l -U@'S‘)Seqygn%ﬁ Qbsteps wrastituta; an &gk pipelige or handler for
thaté%g%ﬁ:‘.;p%?@ﬁpn%’rpe%rrﬁg@&lrﬁéé?ﬁ Be%?éﬂﬁ@ﬁ”fb?tl*ieﬂg@@l%g%pelme ora

n one e stage can
who@qemusepr@b(ysﬂa@iaow«mtemeped ernoir handmrrtlmmt exists is mvoked on an

errorJ tﬁsefqrg) gyanf;j[gﬁg Ilg?vglfﬁg (r:r?qq%fgggtgg Cl?qqs itggélgpge,%dgﬁgn% formulate
an eﬁ‘Fdr%sBé‘ﬁéﬁ flesSade R?bg?ét'uﬂ?&i fd’fhetlhﬁom(ﬁhé’b@ﬁ)léé‘ﬁr&& log the

whol e servi ce proxy. | onwest scope error
mesl$agell emnttrh@t aftexirsodifyiing thwo@ﬁdxb or s@ise anr@«cepﬂ‘hm sRaising an
er.ror ha e to be gubllsh to an

ot Tenserapafdions nogt naner donmk e Lafie. o he
Figure! 4 f'86l iIlustrbfién bhpakanRd pbst hifemfs Mics8age %Gesls% ihecordance

message, continue after nodifying the context,
to an gnzkodimenk e prosessiag of agegtiestesansiats oh lrrb@nnd rtaampert 402

procaRgice Mol teindiid eyt At R R8Sa hBling bRE R 498, outbouna
bindifs Bye£ 408 cm@@e?ssmg iamdaseeoGied rnspért ﬂl‘lofid?fbéébs!@tln aspects of

The groce55|n request consists of i nbound

theserembpdiments. @é)lrpdlag@@r@ltomatmﬁmn@pﬁmeh@rqcsy@ngztwpe
perfBFrﬂ&? $8ER%s rﬂé&%b e %%%Hbé ?8/1‘%%00%%\9%!%, packaging and
un-packaging messages and performing WSS security and authorization. Both
primary routing destinations and publish destinations can operate in this paradigm. In
one embodiment, after the primary routing endpoint is invoked, the response pipeline
processing follows a similar model. In yet another illustration, a web services callout
420 from a pipeline stage goes through a binding layer 416 followed by the transport

layer 418. In one embodiment, the callout response follows the inverse path.
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bi ndi ng | ayer 408 processing, and outbound transport

410 processing. In aspects of these enbodi nents, the
whrediingst ayer aut omates some of the processi nBCT/0S1965/018183

performed such as mappi ng t heg2aessage to/ from cont ext

vari abl es, packagi ng and un-packagi ng nessages and
In opere‘mhscrdim@nm&essgem 'se(yur&y\@riauipgmwglatcbﬁreéthsobb Hibnans,

rimary routin estinations_ an i sh destinations

organiEaligsIS A IOPRSIER & RBTAANRINET NV aked!SEAIGAERS (console user) or
me@a&;ﬂ&iﬁfbﬁf&fés@é%r rididkldiash %@?\h% cbﬁsdrﬂé%?ﬁmvﬁd@h A service

response pipeline processing tollTows a simlar nodel.
consumge and poovider can betasaociated withvalu serfor aetheoticatmn of messages

420 from,a pi peline stage es through a binding | ayer

frony et PGP HRRE R i fie A v SHt Gt e es Bladb anfl &, 4Bup TR aiso
| fig) b Vi : :

DeldHEPR BRfp, SRS 20T Users BRABBERG, G QT WL, ARGt to which
accesmidhtsdatresaiyees ame assignead. inyorer embpgdimnentwiie resources,

ei,t her be hunmans or gani zations or Qcesses. A user
ProviderSepoRme AL seBieS i piB balhe Sradiey g set of
projBBE&S agtndith™ Rick&Chy of fsleersmsteleavAg nmainkeEdhffigts but also provide

consuner or provider). A service consuner and
a conveniané vaydn ayganizs seseureds andrsesvice pefopging to some department
andgstétg\llpﬁﬁgfedﬁﬁlé“)n of nmessages 5 fromthat

/'consuner. A user can belong to a group and a

In ofe @nfbatiiment, the chabkoleguppots Jaskilevelaothpsizatich. Beway of
. can belong . to roles, which are the unit to whjch
illusiatieRsa FERISsbYS CPRIAIE USEE Oh A PIERSSIFRILOPE LS Heone or more of the

fonogvrm@g}é@éfhedt‘ﬂpestesources, provi ders, consuners and

services I n the Systemcan be organi zed into a set of
o Tl djtegriasion erletinistratords e senvideybus stipedrdeses andtcanodo anything.
avoi d nane conflicts but. al so @égvi de th a Qonﬁeni e

. . t
o ThR{Nteera6p0 ARCRIOF 636 HBe S SARSAE QRN SPBASR RES AGIVIY,
per@&ﬁﬁg?ﬁ%ﬁ% ﬁ?ﬂgn%ga;@oﬁé?% dridfiresRTE s%r(}ic%l'éeand change their hours

supports task leve
of opatdiioni zati on. By way of illustration, a service bus

Tl AR b e o s
resdd?&@,gééfgicgpﬁm&l ebhsrRér, bf j?kijéc_:ﬁ* ervi ce bus super

user an an do anyt hi ng. he integration operator
¢ Thaintegratioh aeptoyes hastcomleic: read socess &0 buerything aindycan create,

erfarm nessage tr.acking, and can suspend/ resune .
delciy ok Sk THRATIHRRd ConUite s Be RS I EIS: fafsMers cor projects.
o ThéirRehatibA %eﬁumyféﬁmmréi@mérﬁie%dt @%ht@,cwé%,fe@lit.ACLs,

everyi hing and can export an% I20 resource, service,

creganiiald &eystooess Weers, a5pups. & es.The integration
depl oyer has conplete read access to everything and
can create, delete, edit, or inport/export resources,

In opelerhisefiment, Feb0gices ¢ newsaEblS commadl defititions and/e descriptions of
integration security adm nistrator can read, create,
prograsesentitigs {e.ggieenfiguration information for that entity). Resources are
typically used by multiple services and are standardized definitions or descriptions
across an enterprise or department. Examples of resources are category schemes,
MFL schemas, XSD schemas, XQuery maps, XSLT maps, WSDL interfaces, and
WS-Policy files. Category Schemes define a single category name and a hierarchical
set of values for the category name. Services, providers and consumers can be
categorized using a registered scheme. They can be categorized with multiple leaf

values for a category scheme or leaf values from multiple category scheme. In one
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credentials, keystores, users, groups, and roles. 25

I n one enbodi nent, resources are reusabl e common
waledosni44sons and/ or descriptions of processesPEnUB1008618183

(e.g., configuration informatiBen for that entity).

Resources are typically used by nultiple services and

embodimehfalacdbareds @efhmsystenmscam bel tsakiedpip by sanee 119§st another
an_enterprise or departnent. rgrl es of resour es are

embostiragk, ;Fe%ﬁéﬂ‘é§a”@@|ﬂﬁk_e‘i.b'ﬁéwa%° WD seafriniliers fegatggory
SCh‘;’mE XSLT maps, WSDL interfaces, and WS5-Policy

il eés. Category Schenes define a single category nane
Schenthsaddsceibartyhestar pnsmtlveabr sinlictased datat MFLcsd:rmgnas describe types

S d d
for i Kl $38aE; SEhGR aipecriBre b e ana Mty Bfnsehema type can
mp&ﬁb‘?%lu&@? thtlr tSEh?Hatﬂl $ e raf orm‘éﬂbH%%aéé’&eé’crfb%ttﬁ%%é(ppmg

schene or rom mul ti pl e category schene.
betweerntveo WPeBOBESLT 142 dB@'ﬂibﬁﬁtﬁWl@BSbeXML diata using the XSLT

stariigri X, ™R fleEcao i mapeiisdoh . 2raden il ) data

usm@qhbg(@ggg?gqama,gppl ying search fil ters to cat egory
Schenes hemas describe types for primtive or

An 8§D inferdacalistanternplatesion anservige dalerfase @pgdetescebes therghstract

- inteffile AR Rpprct iU AT OB atRle I BER ifrectirndthehes o

mesbagB PRt TRtthe BpBRRRNMRGHAtURS |t BStidTRIIPIaND d8sEriRRthEWhding of
types. XSLT maps describe mappings for XM. data using

the ressage partstta ta messxge dpgckaghRo)anstiegunding qfﬁrp@mwage to the

rarkin b S M B AR YN o
A WsePvlieedesdritidsasseuitydancks ssliable mesbagiaggidliegt It describes what
interface of a service including.the ogeratl ons in

showie signes 0seacTyaief ifha Messagedioingubaha@opkms. It Alsprdescribes
wha&%ﬁ’gfénrg%g iGh ﬁ-ﬂé?:‘h%%m EﬁoG’IBtBé’ﬁ?éd ﬁ@h%&%%g&'vﬁ?én tRived.

nessage parts
Figuneas isagn iifly)stration oh eorlnnpoden’gamhlted:te reresscapedancd tvean embodiment.

transport. It also o |onaII descri he concrete
TheiSePAPP B G b dRlyoR 58 & H15016 oV RhiNeS plcasvonas the admin
serv%‘?%?' ryorf"?gl A P drB & 'é‘%llﬁ%d"cﬁ%npﬁstesdcﬁséélhgfe?ed set of
shou e signed or encrypted 1n a nessage using

mandw:l sdrgensi 500)sA dmflglfmneweldmdmponameﬁm can provide CRUD
nt i, cat i, on nisms sed t he .. .
(Crepts Bt biee PERlE AR e sos SFafhietion ntoriatosyelgng with
obJéE,‘PEHQVWé‘Int@@rﬂ?'p‘r@t%bﬂéﬁ dd%hﬂfﬁf@rﬁdjm&&lﬁgo ré‘f@ré?ﬁ@ﬂ"\t@@t"lﬁl and
he service bus can be depl oyed on a single server
conﬁgwnatlan propagaiies. dbe Edminserverz@nsyopegatedhegonigueation

o ABAElo e BRI iy o0l LSS s of @

In ohé @Wlﬂﬁeﬁt) RSBk edmponent 8§86 eBkBrovide operational undo
and serialization capabilities for tasks or composite tasks (task of tasks), which are
config operations consisting of multiple CRUD operations on individual config objects.
The unit of config propagation is a task and a task could involve execution of special
code and could involve deployment of EARs or WARSs in a managed server (primarily
used for automatic database or light weight webapp deploys for transports) and
supports coarse-grained concurrency control (task execution is serialized).

In one embodiment, aggregation framework component 524 can provide the

capabilities to collect metrics and propagate them to the admin server for cluster wide
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(Create, Read, Update, Delete) capabilities for
configuration information along with object and file

WO ni08gL446y protection, caching and indexing, PCT/US2005/018183
referential integrity, and danfiguration propagation.
The adm n server can propagate the configuration 25

aggretfaRibRBIN efe bmﬁdmannm@dggﬁgﬁ@é@ datanggtsecardmrim@enhs of
task framework conponent 5 can provi de operati onal

duratiego, thermiderihedata alr eiorraraplarier the last her, thesragregation interval is

s QERE A B3 oL oSl S il oo
for thedastiweeK, theabyeegatioadhterval The day stof config

propagation is a task and a task could involve L
In ogg eFRRqdimest. alpd syalens 818 gnalyzgra agsiegpted vestiies to determine if

I I L 0 n : r ;
SerflEB1 FRUrSmENTELE MBS DohEB IS SEE i gont ey ar. I
on embgdimemtbalprt distinationd cain be @nsaih med) semvite, Yipdogger, queue, etc.

coars%i-egr | ned concurrency control (task execution is
(mogg Fag| ﬂgﬁ%e_d Vhegheeeaasatinent, aggregati on framewor k

In oR8 BB IINePEAhE RBNBH RIS iﬁt@ﬁ’acégﬂggmdrﬁﬁdr%ﬁt 592G95P%ased
me d h h f

trics and propagate themto t dmn server for
porttdts thatrinteigdate\Witp o pral J4E2carEdlesh posvidas sgsport for both

aggregatjon.. ln one enbodi ment, the aggregated data
mog@?@g%ﬂﬁ %%’?f'g(‘ﬁrﬂt'qr}sp%rw%wnﬁ‘?'at i on), g?hegol der the
In ofl@letnbdfimep anBlcxtdrhbl AMEséRide ﬂsmt? cohfl§ casrgicr@at 594 defines the

Interval is 5 mnutes. Before that, for the |ast day,
abstraet, sgueretatdesnritynard agsessspalicy@and bipdingriafarmationffes a proxy or

t he | ast week h jon i . .
ortd 8, LR ok SRS BRI TR oy She service
busa@&aiRdex@iial Gerlifeslgteesxtental ehdpoity towhichvabssages are

Agreenent (SLA) rules are violated, and raises an

routgdldhat residenigysaine other sesyereiBbAISPENES PEPE it defines the sequential

dest.i ' i ' .
megE e 0G0 &Tio BEflofiied B she shlles Bfokh/iBr flt ahBffEyt messages
based @rearbipdling rchitdvtures it presides search @apabilitigs when there are a
conmponent 512 is JSP based 10 portlets that integrate
|larggi numkenRfrsadyice§he consol e U provides support for
TS A ADE SRR 216 AR I bt
usetDapagarith sitdbutes| ard ciduentialsshabtge withdhet eser,in accordance to an

e, oo ShbH e i i SR RRE, LRluped
gro@Sé),)gn%S BUBs AN B8PS oah bRforid Dl £ FbI8YwhIth i§ BFaMtes ateess to a
us ser%er whi | e external se€rvices are exteérnal
resaurdpoMessagiogwsiech cam sithgiise aewica constunensawvhe esn gend messages
sonme ot her server. Far,_a servi it .defi h
or &R Riagersilieh peovile SelieR MBL BeBd i coor)Ve is¥Sages®

In one'ethBEdiRIENt YrelsBlirde dBHfigadtin et 5 18RS AISE Bise® 85 66figd shared
a pipeline architecture.” It al so provides search

reseurpedislich iaegbuheet limitectad temalate Y §ELA RN Services Definition
Lan%(ara\g”ef, Ws security policies, schemas, ontologies (category schemes to classify

services and service providers) and transformation maps that can be leveraged by
multiple services. It also provides search capabilities when there is a large number of
resources.

In one embodiment, the monitoring component 520 provides the monitoring Ul for the

service bus system to show alerts and metrics.
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20 The user and credential config conponent 516 can

define both U and nessaging users along with
wa@edaositbuses, and credentials that go with thatPCEER2005018183

accordance to an enbodi nent-15kn aspects of this

enbodi nent, users can be hierarchically grouped into

In cae®Hbedifdmt qheumommmmpmmamlm movehnt of services
whi ch is granted acces [

resource. Messagi n .
and pibpEraseHreas: brivess S?éY'G?glé'SdB%h%Q@ ReSiQih S13ga and Production
are %ﬂss%%gga‘;tet%%nﬁl% s%‘?{n\‘:bcb%sﬂﬁgt\é'll%n% WBBE{ a‘?lf)g)é'osﬂf(;ecification of

Servi Or recelve nessa
enviroho@intrepécific eenﬁgu:retlolm parametempandrthe Eﬂ)ﬁraanm tbausgsibthe

'mpE’OFgef : ne@i gg@@%&ﬂ% &EB %E?Qﬁ%%g) ggﬁﬁsﬁu%lliog\f%t resoliltion of
unreSEIPR St rentBs 38 GHikipbrieel dtﬁé&soglelﬁﬂdﬂ?d"’ﬁ%o ag PG Sfect of the

category schenmes to cl assi rvices and service
sanpe typeder s) and transfornmation maps that can be

In ogg FrEROR st PR Feesrise! 2P sBmuiiL) Phvides a
frarﬁé\ﬁemt%qﬂu i newarHEpRAs N alsb Bapa@ﬂs \me)cmsoamam FTP,

O provi des he nmonitoring U for the service bus
file sW§t—BM Web rﬁmmaee ReliabledMeesagiog) awlm@/\/@mmgasports out of the

UsS2005/ O 15 |
box; JTEr e Eorparbie: ST RS bl e
req§@:§t¥’rb§?§nsea@ﬁ’d @hbﬁw‘/ay ERQUAGES aREs\ERITHeRRT Vi Ce bus
installations. Desig St age and Production are all

In osermbedimeit heieeling BalipiEantstage | ®4% compesent provides a

rorBy B 58 4R oS RERE 0EfHg e v

maha§erbehin@ed h@és@?@ flotv takagptithearsiqatst 4riccrspoaserpipelines in a
keep). It also allows resolution of unresolved

seryiee@@ftes in an inmported object by linking it to an

In (ﬁ%&bbg@m@’lt §érvf§e ﬁrgﬁ\g Bgﬁﬂﬁgﬁﬁgﬁ i%tleﬁae@ it hed Ry grt at either

ransport and tra onent provi
ends thtsugresvbirding layen §30 rihatecart hmcﬂpmm@ssageopaﬂkagmg, logging WSS

progesaIng a5c B foTiARoREssg BRoliRe deid Wi the SeRite ploxy
(mt}du%zeﬂaﬁﬁvd%éb (@}tn[t{d1 d) BRern NS R BEe RR&KES! €.

mng, rel Ity, message ordering and
In mmqembbdmm‘ﬂpm endpdinbhas weynifrss Rgesursed dsotiffrir(Lil)-based

ad 9%3 d}ﬁeﬁanq%&d{'{l% tg,ggvé(éesmg Wh‘gﬂﬁqﬂrf# %tu Qy%aﬂ%nqsqplrﬂte%gf is registered
witht 5Pt S bitee &?M:drr@(alrﬁ;ﬂé 268N PEQY iafessdoarate@ W SRL, d&curity

managenment and nmessage fl ow through the request and
sethrm;@rh@d\ puyter isreepaimedzcolleetian ekpipelings. A pipstiee is a named

s % TS R R YRR e RS bt A st
is 2DBSeridoatigird hracebsingRisRescpas FeansiormatwyiReLtngSetc.

A pipeline is a message processing node that can be part of a message processing
graph. Below is a very basic overview of how messages flow through the system from
an inbound endpoint (a service proxy) to outbound endpoint (typically an external
service or another service proxy):

Transport Layer = Binding Layer = Message Processing Graph = Binding Layer 2
Transport Layer
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processi ng and aut horization based on policies defined
W th the service proxy 20 (inbound) and invoked
w@ ouwshounszl) external or service proxies. |n onkCT/US2005/018183

enbodi nent, an endpoi nt has geUni f orm Resource
Identifier (UR)-based address. For exanple, a

In of€eMlimeEnathe MRsssaGeProosd ey BeasHIdRehere mBQéageSprocessmg
registered wth a service director For _exanp

and saanipulasionrcandelse ipkaced AllBough ﬂ&@mc{ iRg agdtﬁranggprt @cy@rs primarily

deafluff b EcBid ABH riebecbl ARty Ml TesPoeprpesgping and

marfiptil@tio can Vtcuginhesaayaps @sedsll. ng path. A stage is a
user -configured processing step such as

In one gRdastivent.dhe tlROSPPF (aYeastie rewoasm forehangling ppgyryaication
wnthpcfll‘éﬁte Shd %sﬂﬂgt?orf]gﬁ%o@% R&ahadu rp%frtbé'lvgﬁétg/"%ﬁ%ommumf:atlon

foceSsing owis a vV asi c OVervi ew o
protb@@lsnwdaeeﬁﬂl%anﬂ MSigind |beespr6|1i$hieffbogen@ratmg leonfiguration

ST NN A S E MR T ———
noaff i K38, gt BByt RS cogpyin v

byte2(A3hé faiad 2f IPOULOSPDOSIreassesd tratspart-specificrinetisagatobjects such

.the ness r,ocessi raph is V\,here ssa
as iGpEas Pha SIS SaaR PSS, R cBH ArebGT Rt tap tregsgart laver i
SImélg%nté‘tﬁh Inésihgbs ISR outadd’ﬁthé s éﬂeﬁWf—'li Joed8&d peMdrth any
nnunlca ion and nmessage packi ng/ unpacki ng, nessage
marppldehslsoﬁglasagemntqml ation can occur in these layers
on di ment trans t. layer. is
in opg ehhrmeot o ok s Bohiimhn GERBRRERIA for B¥Ekinp Bne
unp8&king #8é hiealshga. I%ﬁﬁ%ilsm §ervbtascm@ uﬁwm@ata@ béavder vhew‘ransport
communi cation” protocols, such as HITP and JMS, and
layer eabishsiaslenostly yaihepide isiigastsn angdharoder, WWﬁbmﬁtuS@rﬁ richer

e RBE b B EReMBA e ph SR Bt BB yer can use

on-demard prodessirg terseid tnpasiang Rrmessagedead anmiarshdliay deda until it
bytes in the form of input/output streans and

is N@GRE$GN6It - speci fi c nmessage objects such as instances

In aﬁ&t&%ﬁgﬁ@%m %@%ﬁﬁ?nr%'éye?‘ﬁoélgc‘?;wiﬁ%%%ggﬁf;ltgpro&@ |ng is

perfandeduOndhe tiftouiyissies) sedutitydpesessing ps démrmlmd/ by the

mani Bul ation of nessage contenE) b g .
contigidalp @f e 1egpdling §er8@qenarﬂxvy pd QH $! @ WQ@EF%‘QQ is
det&ﬁﬁné&bgrﬁﬁé’%g@r‘ép& Bﬁﬁ'%at%stlnlahoﬁ%@ é% 5 ment,

I nternedi ar ween the transport ayer,

the binsling/layet is mrtneesspeedixranchrredies loa aomﬂrgaratnoni*parbrr@ers to perform
., .use a richer nessage context representation. For
its t formance reasons, the binding | ayer can use

In oR8 Mﬁeﬁg g;ﬁeZé Bk fé%p@ﬁgib@e FHIRRPIdEnthdBie88e 8 %hd
response logic of a service proxy. Request and response paths can be implemented
using one-way message processing pipeline nodes that manipulate the message
content. Conditional execution is made possible by using branching nodes to
determine which of several pipeline paths to follow. The request path typically ends
with a routing node that dispatches a request to another service or service proxy. The
response from that service initiates response path processing, after which a response
may be sent back to the service proxy client. The response travels the reverse

direction through the message processing graph.
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IS necessary. 20 In another enbodi nment, the binding
| ayer is also where security processing is perforned.
wa@rooshesnbound side, security processing i s deCEURI008018183
by the configuration of the-f7eceiving service proxy.
On the outbound side, processing is determ ned by the
In omerdrhigodifidrepipélindrodes tamakitpped ity one.of ithreeneditbgdries:
enbodi ment, the binding |ayer is service-specific and
reqyest; EspenRSe ahdi JRTatiesHepbpinptnes are lbse&eﬁgr Gregessing the request
el ' o r I LD r
path 8F i robfer MtrEHD RERT S e pig IteS oo Ueld TGP AIRELENG (héesponse
patl;.ﬂfr;r@m@ppﬁmare?@ssmé% earod hardipsiard jpae Miscuasedhin dclet_ail ina
[ ement e usi one-way K message prqocessin [ ine
Sepﬁbn%@s‘sef?ﬂ%@ %ﬁkﬂw -p@ﬁq‘é% gr OfTh @%.'Fg@sége Pﬁtﬁﬁ'ﬂ"@fﬁ PU'%Oge’pt?‘e type may be
» . a . I . a v
usef A0 el A ages By TRl BREDB|ie Mk S estriction s ot up
to tipe pelivideals=ades implefrartation. The request path typically
. ends_ w tg?a. royt{enrg node that di spat crl?es a request. to
Figyrest fia andR [lILgirate MepsaqePcssS NI BraPns Kagrlgance g an
eml\%@heﬁ%rﬁ(é RfeNtiBhEH 2hR%e! RURSHRTRNAATeRERERTSeRfles?risBbnse logic
Ich a response may be sent back to the service
of apsarxige @rownhusingiieessagsoprocessing gipelings. Fae seguest and response

o T R TETHSE PSSR A
(“piPEIRR pAIE nBAEYBNEsrgBRIZNG BB iMt® a00gicaf trédkRacture or message
categories: 'request, r esgonse and error. Request

progegsing geaphalre ons embagimenb cesede npleaants aqyegrasamatie interface

andor g lcEiop B wbBREA Bef MebPids BlsftstBieuBhp,A branching
nodésélibwasfor toaditibaak:escationdndrreutihg audesat thie dedsbf therbranches
a 5 separate section below., Aside fromindicating the

perigrpeanheasiestiraspease dispatgieg.taypnsempedimeny, thesmessage

P o . : o , _ _
profisily SleRALS IR o BRGGEr ol & BSGIVIES preRY kihvior, making
both rputingeadtrinsamd bispehieg domditiohsGdxplitit patts aif ¢heressm elesign,

[ hs, i di t. As
rat%%ﬁf@ﬁh&?ﬁ% %@Igatirgq?i 8 [9 %nq?%{rén%ggefﬁgqﬁgs‘%r}nessage follows a
path FPH 5Lt dikRBASougithe n?r@ss%e%é@éé@irﬁ(_zg%ﬂﬁ HéSad¥ciated

message processi ng pi pelines. e request and response
respatse/cgrsiravel apetitiadhéyeyase idirgctiaythrsuglatiie messages grocessing
Eipeline nodes together ("pipeline pair node") and
gragi-gani zi ng t hem into a logical tree structure or
In 5FS SARJIrRERC @SPHEEShgH BRItessiRg YrSpIe CRAMAIBHE ond dPeRre instances
I mpl enents a prograrmmatic interface and/or protocol
of thieattopdeval pompdrientsKigurés6addyage processi ng graph.
AA.brIanchi.n as gﬁgi all ows for conditional execution
* ARREGEPRh O 8& t the ends of the branches perform

o AMPANERAY Vel €SRYNse di spatching. In one embodi nent,
the nessage

e A routing node (“RT").

Figure 6a illustrates a message processing graph having a single pipeline-pair node

600 and a single routing node 602 which is configured to forward messages to service

603. The pipeline pair node ties together a single request and a single response

pipeline nodes into one top-level element. In another embodiment, a pipeline-pair

node may have one direct descendant in the message processing graph. During

request message processing, the request pipeline node can be executed when
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processi ng graph allows for a clear overview of a

servi ce proxy's behavior, making both routing actions
wae@shraszhi ng conditions explicit parts of theCDUS2085/018183

desi gn, rather than buryi ng-18aem deep inside of a

pi peline stage. A request nessage follows a 20 path in

visiﬁng arpipeliie-pait node tWhengBvéisingriespdath for espdasaprocessing, the
aph. The associ ated response can travel a path in
res @f@%%h@%naﬂ@@@f\.h%@s h the nessage processi ng

Thegfoft‘:‘ﬂHﬁ r'd&igodb% 58088y E@E&rfoﬁn 'F@@? gﬁ&iﬁs%sﬁrﬂ&u% ever' with a

can | ude one or noreé | nstances ree top-
servoejroaecdrdafée mJansenﬁmcﬁM)snt 25 asAep’nsrtfﬂthls&arplaodlmmﬂi ethe routing

node1prdsents i RSGIAY RaiPaR B skaad SRSISSLIBERRGng for the
ser\%é‘groﬂﬁwn&l %éidggllng RIdREdisPSchas 5 ﬂggst rﬁ@ é’g#bgréglrj%st

sin routing no which I's con I'gure
proo@ssing) sscansidarediover. WDeBOBe rd'lhtmgomcpﬂﬂ remelm a respb@se message,
uest .and

resnpiish PRESKOBELRAMS, ToRePrBRS PevBitcef shsminppH ah GoRgHonal
routm@as Weinds o@tb@hﬁ@ lanBeeBpbise fRARSTOFRMtIGRY ewaeme@llcbﬁamons
descendant in the nessage processing graph. During

appeatinside H’@sw@egmoa@emm@ thermearsag@a@pc ssieg |gn@pfnaa@ranchm9

nodéds JP4B IR o8P 1B afbbestinf afé vl %@88%’?%& ffge any

des@ahdaritarin lueé;gmm]e processing, the response pipeline
node can be executed. The routing node can be used to

Figges Pbrilsi@ies atnessageryecessing ararit wih apranchingsradg ife

acch LTSk Al TR e T hoos Bo82RGHb D Prelchdto procoed

dovirpexatiiyorieetVesveralgupssile paths 66§1dn seppidafihesy ehbodiments,
the service proxy. Wien the routing node di spatches a

bra?%"ﬂﬂ@%nlh@s@ré\@ bY agireple logkyp takle M‘@thl fachbrsingd fagoed with a
sim Téeﬁut LW?&u”e L vaid N9 VARSI iS IR MRSsa %BH %an be designated
8spo Re°rou ode

r nse processing begl ns.
as mESebl{um»aa;nasbl@ fanrthat mde:,mmﬂ its wiab canche umﬁ ttsdmermlmwhlch

t bo respo f or mat i Wet
bragelhf taloMe s BEDeRRiERaEN KAUP St lpOkdAS Agiabls then a defaul
braﬁ&%s%ﬁé@@& Qéﬂiﬁg%ﬁé N[ é\‘ﬁhe@éol&!lgﬁ\%l‘étf@ cafl ‘B‘ée&odesbé’rere
he user. ne enbodi nent e routing node does
reaohmg tilaey branoh natks debisnching modenmayrhgie. seviegalrdesgendants in the

illustrates nessa [ ogessi ra wth a

arap i fohseRndene ARG aRE ARl At ot oot

In oﬁéaéiﬁbbdiﬁ\é?@%qﬁgﬁt @bb@@%g rb@gmsatrtaetr@oﬂ%f%éeﬁessh@e processing
down exactly one of severa possi bl e paths 608. In

grapl pdensa gquese iseresatyedi myeaservice proxy. At some point, the request
message is conveyed to a pipeline-pair node where the request pipeline node is

invoked to perform processing. When the request message is conveyed to a branch
node, the request is further conveyed along the selected branch. When the message
is conveyed to a routing node, routing is performed along with any outbound/response
transformations. When a response message is received by the service proxy, it can
be conveyed along a path which is the reverse of the path taken by the request
message. The same thing occurs for any request path that simply ends without a
routing node — the service bus initiates response processing and walks back up the
graph, but without waiting for any response. During response processing, when we hit

a pipeline-pair node, we execute the response pipeline node. When we hit a branch
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branchi ng can be driven by a sinple |ookup table with
each branch tagged with a sinple but unique string

wWQo 200814482 vari abl e i n the nessage cont ext can PET/US2005/018183
designated as the | ookup varjgebl e for that node, and
its value can be used to determ ne which branch to

nodepitlioWeatdd 89 alirog andehe heSpdrze i @oneepdd idhd sleiént that

variable, then a default 20 branch is foll owed.

precrdad the braachal\hendhetrpeponssdiinallydepahes theaipab of thengraph, a

os188 B AP RS RIaRFD FRBF UG AR o o

senfic@pedxy)ncl udi ng the default branch. In one
enbodj ment, request processing begins at the root of )
In ongeempadimpnt pRr): elegien may aahew@%ha reelefdbe message processing
, i T AL ot
arapleGhE Tt ya¥ siaEstorBul dbkiont'ie 15 EUE it rolilig nods ot the top
reprgsenting lifee eatilteegnapﬁi Phérenis atswiro irsstrictiom badvial ﬂgere‘l@m@hts may
rqocessin n the request nessage i s conveyed to a
be fﬁ?aaﬂ%ﬁoqéh%r%ww&ﬁe SiRPSneck rneéﬁ%awd arBaiged together
witHod a3FBRERIRE iceRbenVBER WA rBESRAAB brafciREYEYGfblhch may
e, rmed al ong Wt h any

a routing n routing 1s per
starb withcaudifferestpiement +omediranaamaynismmediately teresipateswith a routing

nodgo ey ea MAbfis Tl e uitReI e RelcaPe Vel aroter firy o
dest@k@hthvhit8BeVérd e e 1aftBSEREE a DraRch 3 hd UBSCAFEIHS simply
for any request path that sinply ends wthout a

meansuthab fgespsnse-propessirg Pegiashimnediatelyaif §atrrapanissselected. In

geri fRgLPe: Als 48 aRRassiHE o 1N o St h bl fyms: for non-
opevédtihaMeehiides, T bRAIH BEKBRItb JPERE oNVE sPXRE WitlinBEpair at the root
ol resEonse pi pel i ne node. en we hit a branch WO

by a498tingopdesboneperationa serqigepdiie message prosassidg graph

s o B985 S5AREPA SRS BBk ok b Eanching.
nodeezseesor bperratioh, with telaeh ramth censistirPons ipetinggidir followed by a
back to the requesting client (which could be another

routing DPeR or service proxy). 5 In one enmbodi ment, any

In oﬁle%?ﬁ%diﬂ@ht,%ﬂgﬁg ca]eﬂegl?sétcﬁ\%h s L‘?lgég'(;ef%sé’"&@{ es so there is a

processing gra e sinples rou
needdosipgn®rinsprocessing thatds operation-spedifivd Rathert thantreguiring users to

representin he entire graph. There js SO no .
mar;lgﬁlyrq lggﬁegg r ing fgd pg%gﬁpg qﬁ%yatl%%ﬁﬁyﬁ’@ﬂn can provide a
zer A ATarof AP 1R AL 3R B85y bporetion.
bramitt ban bgareatet dobeactt bpergtion atefinbd amctherssyvit€ antdhé branching

fererBt \fl ene - one branch may i nmmedi ately

W!élt h a d]j f lnt
VangRie faheiColeR Pq YBHA Y node, another may be
Errdr8lcafREuPYuAng nR&dsage @&éssﬂqifdf%rienetrsﬁéoﬁsaoé. \3¥thsport

no o_Iescen_dar]t@what sgeyﬂér . Inthe latter case, a_d] sport errors
whilerranting walidation egocewhile transfargling, seearity eters whitpemmarshalling
etc.gélygggqsaillg?ﬁ]e%%ge'rposrs'orrTiTgTFn%téa %r%lrﬁ/ a'sfpetcn i%tstgégnrgntiﬁgs node or from the
binding layer, as that is where most of the router logic can be implemented. In one
embodiment, the system provides a mechanism to handle these errors by allowing the
user to define error handlers. In one embodiment, an error handler is essentially
another pipeline node that allows the user to perform various actions such as logging,

transformation and publish to handle the error as appropriate.
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general, however, a nessage processing graph is likely

to cone in tw forns: for non 15 operational services,
wob@sgreaph is likely to consist of a single  PCT/US2005/018183

pi peline-pair at the root fe2d-omed by a routing node.

For operational services, the nessage processing graph
In oree émbedimertd, anrsics haadkrcanfbeacanfiyyired forthkiomtireeétvice proxy as

t the root, followed by a branching- node based on _ .
welgﬁgg’%&@\@w pipslirediqds ap ﬁt@ged@ﬂgm & nH@n grror occurs, it is handled

. Lo i _
oy BEBRABCRPblCSbSESRE chty hantl, ool 2 LanBfnaton oror
occsles in thedrarsfomeaton stage, ihead bedaneliédbyntipatategs’s rgror-handler. If

o S0 eMPERERAL 8 99 TEGRed i Besk oo BRNIGCRIbeL b evoh orror
harfiisy, #hicHis thﬁﬁoﬁt}’lét;ﬁﬂélﬁ'@thﬁf @Uhtggmsftﬂgttransformation ?tﬁge. If that

zer o-configuration branching no aut omat | ca
errgirhancihersldsssrat existoibés teindrandied by dme houtarldyvel erreahandier. If that

. ach .operation defined on,the service.and the
failg, A i g S 8 A PaBLoB RN GRS keSS BE P on,
FighFé 71i§ afausiftioh fWrfdthdheiifg86oPePFESSIoNdand to/ah bRIbbdiment.
reasons (e.g. transport errors Wwhile routing,

Eaciagneesing boxirepresents ae ermomhendling Bgope ctsican peaeeorin the figure,

) . : h _ .

tno BB N RPN bBybny SRS Ph{ ot 3 T0EE S04 s o

the rbeterdevet sogpé AP6! If tiasretiere nehahdieeatss sedpd, Rehandler at the
router |ogic_can be inplenented. In one 30 enbodi nent,

systara lavpl epRe 7 B8 widd Rertavatee. Sor ecoinsling stagradd that dees not
ca LIRS, 16 38 e B BI0EIDA e 165, o aror

harpligrds defined teerthtie efrbreveant repagete todhp&ystenmiawdl s6oise 708.
actions such as | ogging, transformation and publi sh
EVery CRERONENT (b b {agh: RYPCHPS 05 pRuter 6an Wave euspriauigdier. In one

om T RPN Ecynd B BT N DB H, per
stagssor pipelinaserfans tbakogoypiipdie biedmgdayemcars badmndigdbyithe router-
oval e Ml S Ceol s isra plaaes,
depnbiry st AhEREREY i§béﬁ‘|brm91@%5nﬁmyﬂidaﬁén.,t E&nesthpPR! bflling layer

stage, it can be handled by that stage's
errags that-asgnddering routhigearsbe isaeghtovy theniutinginede’s error handler.

sim iR, R P TP Ret QCti AN08 % S SBeTARDR frcg Publish stage
[ 1 . ¢ i -
o110 PO RSB, i S o

e
configyriedrerrenhandierisidentical ter notiHavingaan eregir lhandtereat afl. In our

orof8ahs YT B0H SRS i JAGE) o 5P REBFER Sl Fgroc bt
neveropeiyured abeartHereor icanabulstibag” 18 e netOekaidtandler.
encl osi ng box represents an error-handling scope. As

In opgremodigent,iwhemanfarihandler gandisighing pegcassing with one of three
cctlE g oA SAYSRALE T o BB el hibor s
rethvewe and i &nbe drandied by theseoxtdevel cnen gttt Uhlk®s specified, the
default behavior of an error handler is to rethrow, which is why an empty error handler
behaves like a non-existent error handler. The reply action means that a response
should be generated immediately for the service proxy client. All further pipeline
processing is immediately halted and the response message is sent based on the

state of the message-related context variables. It is therefore up to the user to
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system | evel scope 708 woul d be invoked. For a

pi pel i ne stage 700 that does not catch its own
W@R0I06M$4452 he errors can propagate to the pi pel POIEFUSOP@18183

702. If no error 15 handl er i&1-defined there, the

errors can propagate to the systemlevel scope 708.

configary teoemonkaidieP® frinsforgtheqs yearidbies as necvssdryt@generate a
have an error handler. I n one enbodiment, since the

meapingfiH deBHRABEHeredds- i s not associated with any
Thé’ﬁbﬁt’rﬁ%& Qéhorfn%%%d% oBEugﬁllg]% Eme(lelﬁé 6@’6?%%'}?%3?“ h |1r8r pocurred at

|nd|ng ayer can Peve
all. &omsdmdbnehnue@ﬂtbmatdvm painbthel eryerwas soccessiyllyconsumed. This

| aces, 20 dependi ng, on mh t.entit
mal; e d ST the e GarieuEs O Lh TIPS B-Haithe cPRipet variables as
thefrn'iév Be &t té’thfHét id Yot %pr&%ﬂ'ﬂi&{m%%@g re?rtﬁéﬁ‘a rOWHdRSN error

out’i ng no error hand bi ndi ng
harldigreconsunuessan keabr,quoaessing resyraespab lifi tlab copgrartenbassociated with

the %ﬂ%‘;?]l Pﬁﬁt@%upﬁ: rﬁglégcz %g.ﬁ L}lcctglﬁsefgﬁ%algﬁrg:ex%rﬁﬁle if an error
occtf fri a%fe@ﬁa &hd ah erﬂlﬂﬁwaﬁﬁlérsas'sg&@iéocﬂlth 192t Rhg A BYhEYMBS the error,
error handler at al I'n our 25 previous

then m@@&ﬂlnmccprﬁmt@sawm the nextistrgesindje-pipslisie as if dhe stage has

flnu%']} cg{sl%cg\r%@ﬁ%l Iﬁ%@%gsp LllfttgeFehe el{?eéﬁof h%%clqlgﬂg?mh ene& r\]/\ﬁ’th the stage

or iPthe SFRasHTReT retho@/3 thB e?forOit cbalddetorsiméd By&he pcpenne Jevel
processing wth one of three actions: rethrow, reply

errgiriansien Ifrige pragessing 1esymescas bithatsniise pipgline HT@defrmshed

exec? mé %h@&? lﬂ)q% %%(éﬁ]gp ec'h@ bﬁ)@ ﬁéé V\%% adggélﬁﬁét ree est pipeline,

thebW@mayrproée@dmmhrthe operdgtiopral request ppigineWromihieabuter-level error
enpty . error handl er behaves |ike a

nandh. GRIHERER e RRaleRs R dexbpeipraaitsronIcreasfylly executing
thetrﬁt’i‘tter?s §&§d¥ﬁg%eres§89él% & He GHERET ated immediately for

e service proxy client. urther pipeline
Sinpe ot ens iengbodimientrad ieatoe hantkr ieplisharothee pipedipent €an be

corfgucust Braa oS RnaIesF oasraBP, e BUBHL SegRanapbe used to
sen'doeli'&end’cﬁi%é ibs W%t%@ﬁanérﬂée%\r’%wé: @ﬁé@fﬂgﬁéﬁ) %Eaé%%nay%% used to

conlguret e error to transtormth
modify thebtegexisvanabies aty Iamgestages; boweverané ngt allowed to appear in
used

Th t
an GERE R 7Iane AP BL A8 RGN BLSH ekl ispe FSdindsipes:
In aRiditicH fo- thBssrRfErt ROnf VhALBIRs aﬂ1e‘f‘@ QF@W aB8itiBhaf &htext variables
error was successfully consumed. This may require

available toran @@@w hamﬂew )] uéhehasmeqt@rTh%ﬁeo\raaabdes alrexsaiptvhen the error

haridh, i§ Fokh ARl A R0A FRm Rl b Tied f pifhoft Sblife hittessing is

res@imedlvia B RS. THRNWO RsHiableLaFOSfaul PelesaliRdclics TMRSSfault
as if the conponent associated with the error_handl er

variggle helds informatien abielcthei avgpranscwhereul pocurred. Eiairariable may be

oo B ST PESHER by BEFah SOp6R0 AHAOEL pgpes sucr
as pulsistig) agd transfonueations. t'ﬂ’hd @ﬁorﬂlﬁaﬁdlét 29 dventriedify the contents of

eline as if the stage
$faBIt Before rethrowing the error%p to the next-level error handler.

$faultAction is a special variable that determines what action can be performed once
the error handler has finished executing. It is a simple string-valued variable that may

LI 11

take on one of three values: “rethrow”, “reply” and “continue”. When the error handler

finishes executing, this variable is examined to determine whether the service proxy
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finished successfully. However, if there is no error

handl er configured with the stage or if the error
whardliensz ethrows the error, it could be consur€rUB3005/018183

the pipeline-level error hanmgler. If so, processing

resunes as if that entire pipeline had finished

shoile fathidvd tissle e R Teplyl ithmddlatepx @mpleclient ot baitinuedslocessing. This
was a service request pipeline, 15 then we may

varigbls isdpitiglized tha Vapia @ r@thmw b éa@ekr@n@‘pﬂ@ﬁn% o rRgessar to

t r“ ({3 tH
cnd VR o HIGcoA or AV IR Uy IBREA Gl e
defbbi¢ rétordve behavive oflan@rorhesdizrse to the client. Since
in one enbodi nent an error handl er E%P{TUSt ano

In %%@mbﬁelmwt tencoyuexids o PrgREEY PRgs EaC |REORRRY %‘Vﬂ@@ble has a
narﬁé%?lg asE iUV E ! rErbeefﬂgaldo?ﬁb)&R/%ﬂﬁbf@%yarg%s‘éaqghgpresent

send error notifications to other services,
pietesaosther metsage Btﬂugq)lpeimebas webdstto hmmilrﬁgrmatmmammxhe inbound
arj abl es, etc. onre sta however, are al o

and eutgﬁﬂaarsarwcegn 8P Aitnal VaRebleh s ABatbe 1niEdECed during
ppoLﬁ‘g g ngt f96nd enidtRtimet, iBeteid 98Rablk8 cafdid indRidutated with

tan context variables, there are two
XQaery expreasioosnipeling stagssi regy inteeniallyhanipulate ther entext as part of
the ﬁ gl er |n further aspects. These variables are set

“error 25 handler is invoked and are

Beld |§'§3ﬁét‘b$|tﬁé/sflﬁ€ﬁ¥ééfméd EOHteRY vetiabRdd Mcord 86®%8lirént fong with a
resuned via continue. The two variables are $fault and

brigffdasictipiion imaccamdageeaata an egnbhadipest. hol ds i nf or mat i on

o 1R BFE S RSl SO ot S £
® b@@gtﬂédﬁtﬁm@dhélmﬂ’ baellyifonS OAP ﬁte%sege§uch as
| i shing and transformati ons. The error handl er may

. aétaéhmﬁﬂéﬁ  goptaing BiAssAYS aipchments: aul t bef ore
o RSO Rt 120 AT 2 R th recuest.

e oUehR/l -hesntalirad ln&mnattimncahmmmepmrge’r sadicenuieeretdnmessage is to be

error handl er has finished executing. It is a sinple
sert ri ng- vaI ued vari abl e that may take on one of three

ooé%yéfﬁﬁr i (ﬁ‘?ﬁhég\fﬁ?e Se d% ro 'Hberéﬁ’éﬁ EQM@ |nvcym=gfg1t+”\§plicable).

rror han n|s utlng I'svari
° faﬂﬁmcoatblmsun’d@trmtmmabcvmmyemrarrthaisleasmcwrped)dyriivg)processing
row t

114452 P (01 18 -22.sh d t
e TN B i Do erte
In éﬁé’éﬁﬁ%ﬂﬁﬁenﬁ%édaﬂ %U?%'nﬁ atfachimdritarépradehtthd éié‘t'eLtﬁ‘ the

) 'so a transformation i s necessary t
meshag@esnﬂﬁ)\nmthneugrotrm miessage pradesaisty graphr M@Idy‘ymgfthe message

t th t e g
carh B 20pampl etk by e esP VageBlsds thebgalities ere injtialized
u&ﬁ@@ﬁ@meés’é &h%ﬂrrédelmbyﬁ@éﬁeﬁf i@PSioxy dndvarel @dldeto)construct
and an associ ated val ue. Preée-defined

an ougtgaing message vderadispalshingtto atber eeywices (piged&r%ﬁinghéll

e8I AR5 5o E3pb AT 8 stges.

Thégdiihblesdre \catirap irkfepehde &% Ay 5d rrm@mdmdeMy.

When a message is sent by the service proxy a choice can be made as to which
variable’s content to include in the message. That determination is dependent in one
embodiment upon whether the target endpoint is expecting a SOAP or a non-SOAP
message. In the case of SOAP, header and body are combined in a SOAP envelope

to create the message. In the case of non-SOAP, payload is the entire message. In
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pi pel i ne processing. In one enbodi nment, context

vari abl es can be mani pul ated with 10 XQuery
wepsassgsons. Pipeline stages may i nternal |y npei/psioas/e18183

the context as part of theirofpehavior. Belowis a

list of the systemdefined context variables in one

eitfdriRdeFiie sbRiE W dxXpeting BtBEheRE, tidr aMIME pack%ge can be
accordance to an embodi nent. header- contains SOA

creptaghievtofithe remmiingessges andithe aftaefimessavariaklet he

TheHeRdBR iaeie R BT SRS heaBblrfaltRlSq i b hfSsage.

poiatiiata kKBOARHIaEerpeehthvath hesderéerd duteelc@srres! If the case of
out bound - contains information about the target

noR-SQAR dneisages £rabBJeessages that hawnpo h@@detspéla@ﬁSQAP Header>
eleméfn‘?%gh tfé&‘?‘n {g{]ﬁﬁﬁ{g\ﬁcfgupr%ﬁe&geratl on being i nvoked

applicab --contains information about
Thamodgwanablbhfapretmt@ttwcmredndssagegpwmaad m@ints to a

<sofRodvs el Fihths: Gase SmaRBrmeSsagtn e SRAR PO is extracted
froﬁ%g%nvepag)@/arﬂf‘gsﬁbﬁ%m ! ﬁodi é‘tlf tHEms8h8e ¥ non-SOAP or

e as It e nmessage
no@(Mteﬁmmgeg‘uHap’ressugdldoyltmgs Bh@ ptae:ed agthi2 a nawly loeeated

lLish di fyi th i ab
<sBAFPEBAS Sfirasitn Thisy ediore §8) g L R BRESSQAE B3 PBRSOAP
mes85§dy/ RBulybd Boaifsly VELthR tife QQHa@lé%ddSﬁ@h e same packaging

construct an outgoi ng nmessage when dispatching to
(e. g;tmtappedrlmac@%O(\E Gody# element).ng) . Al l

TheRaaagrHD Vol Bl e RER R GaREL N 37 ressage. in a
furlpef efrflodireAE e deaEhMBHLs R bR 1508l sihgRArdA18d wébéacbﬂ XML that has
30 When a nessage is sent by the service proxy

one Rab-elervant foe eagléndiwdual aftachmentalfhase eua e:l,fameeh;thr@aln

inf i tiGaol i aTECRARS cRERbe HEhE MIMEhefdersEas woj qs the

attsdHipentrdonitente i Pag ddig ofthROAMboUine o An SAACHMERE Shetfent can
In the case of SOAP, header and body are conbined in a

inclyderthe fQllovipa elempeptseat e t he message. In the case of

* OBBes R AR Bne Biei B RREAARS M atbhment,,

° &nﬁamteﬁlpes— sppeifies e atddia typendrsd stivéypeeoMhiviatzohkeegt.

can be ated oyt of th sul ssage and t he
AN TaRE BT GoM T SPRUTIRS Hau thodHaRBr B % caedstny
SsS It points
C%%t e SRR of SoRhaecBiib B HRScident
o Cuutterftleration — & lodaiig-urage URIbased r&@iéhcae Hed gientidies the
S%Egﬁessages t hat have no headers, the <SOAP: Header >
attag t can be enpty, having no sub-el enents.

e Content-Disposition — specifies how the attachment should be handled by the
recipient.
e Body - holds the attachment data.

In one embodiment, inbound and outbound variables contain information about the
inbound and outbound endpoints. The inbound variable contains information about
the service proxy that received the request message, whereas the outbound variable
contains information about the destination service (e.g. the route) where a message

can be sent. The variables have the same XML schema and contain "service",
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The body vari abl e represents the core nessage payl oad

and points to a <SOAP: Body> elenent. In the case of
wWENR1IMmassages, the SOAP body is extracted frpOT/UR®05/018183

envel ope and assigned to the-Bédy variable. If the

message i s non-SOAP or 10 not XM, then the full
“tramsperttyand dalient! sulsctemértsers well hisingle fiesving” attelbtitecthat identifies

<SOAP: | enent .,  Thus, core payl oad for both
thogTape SR, SRTROREDS it SSLisler i 1 DeReTba TSI vi 5 t he
In GETEBm Hirﬁgﬁte agsg‘g‘ﬁ%'vgnéﬁl% oA nQ@‘é‘ﬁ%ﬁél'?Hforﬁﬁtlg% talsaout the service

vvrappe In a < y> el enent).” The attac
and/aana’unlled@m&jﬁnllawmgaelem&ants associated with the
enbodi nent.,, the attachnents

th
pr o\ygﬁ@%mp T Qogjs‘s&'ﬁdpé{’? BE{%S%V@@eO 'BYIQKL t hat has one
ve:@iwr@baﬁen’uehﬁre%érgiéh\@rauaIof fd gelgent . These

sub-el enents contain information about the attachnent
versiper+ idsemtifies Hﬂwmlcneambsy otthevgsrvicagelative tathevénsion group.

on T ch AR in® b Sp AR oL il servie

Content-1D - a globally-unique reference that
identifies the attachment. Content-Type - specifies

In enreemberinentp thentianseast egemerﬁfcontﬁn%traa@mﬁletalls about the service

-. specifies how the
anéj??agr#tl ‘%mlézfogé\gggégglﬂ%%ont ent-Description - a
o uriexIdentifiees e URY iof theoéndisink Glor évioundCis énthellORAbY hich the

- a | ocal uni que URI -hased reference that identifies
megprge ag’ 'VQP%/ E6h ﬁ’éffhounddhﬁ sriheyRhigsiise when sepding thegnessage,

I
wh@@‘é&k‘?ﬁd% éﬁ% %H%F%y %ﬁ@a??ggﬁ%&%?ggapgo%o I n one
° reqﬂ&sil—nmmspcmbmmnb eofiquration mfovaationod sut dlea reguest including

i nfo tion about the . inbound and outbound endpoints.
traﬁfmé’r{ H%%Hﬁfa éaﬁ BNEPRS May have i BWHH?tHe&f?‘q'EBB‘BR O?t he

éé‘tb%ﬁﬁ?ﬁl%r‘%nﬁ%?mg%ﬁ' Pl Q%&%Uﬁthsrﬁéﬁ%% ultimately depends

ereas the outbound varia cont ai ns i nformat
upcﬂbmﬂtramﬁpmrblsemgalsedn service (e.g. the rout e) V\,here a

o rESE S an e e e e s BioGa S tnairt abas (& Tespdnse including
trarPs%UrH%’éEb%oA&«ﬁt% Reééestbbﬁﬂ@@t%‘i‘lbn Wﬁﬂnaﬁéh &R strHcture of this

sub- el ements as wel a single "nane" attri bute
elemgab ultimately depﬁnwbrupcm‘ thteﬁmramﬂcbmng aseflt is

o i aRRtes T bAoAt ER B B, Yot Rierupy) or reauest

resPBﬁ@é ([wd_wg?,pbout the service and can i ncI ude the
ol | owi n enments: 5 providerNane - hol ds the name of
° seﬁ@rlty@'ype cdn@icatasdbe type of security for the transport. In one embodiment,

LU 14

the possible values are “none”, “basic”, “one-way-SSL" and “two-way-SSL".

e accountAlias — This element identifies an alias to an external-service account
registered with the credential manager. The transport layer can use this value as the
key in a credential manager lookup to fetch the username/password to use on an
outbound HTTP/S connection.

e qualityOfService — specifies the quality of service expected when sending a
message. In one embodiment, possible values are “best-effort” and “exactly-once”.
e retryCount — number of retries to use when sending a message.

e retryinterval — the interval in seconds to wait before attempting to resend a

message.
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version Goup - identifies the version group of the

service version - identifies the version nunber of the
waerdilcasz el ative to the version group. oper ap€DOS2005/018183

identifies the name of the opgg-ati on bei ng i nvoked on

the external service. 10 In one enbodi nent, the

transport el ement contains transport detalls about the

service  and can include the follow ng el enents:
In ang gIRPAiMeRt, ArBesRadePIOCRESIBG Girgenean HHlize X%@mand/or XUpdate

to @%?@ulaﬁe the ﬁWe%{;?)E#H \a}elatbt@ in t'f'i% ¥ Sen'dtﬁ? Peqrggénted as an

ound, use
XQueq,smjable wht@smerrrardea‘: Wauﬁilembmao@glwtlablectambe

t he, erV| direcgto request -
acqe,sglpi% B@é??%&’eééﬁ?l guration information about the
In d@%ﬁbdln’%tugb%xt Qér"f’élﬁg%ﬁiegec%‘fineéesgeﬁéﬁ%libd bARRIMAAD and

may have its own speciallzation
streRaged as Coudh gsipassiole. |Hm‘r@o<ampl@r‘(he drwanhiegsequestuarel @isponse

metggz;\gf’gggéﬁggr}tetﬁgé% ﬁa{gﬁe ¥r S?M%’up%é‘r}‘\lqu%c n pu?Sc'tIO é)értn In the case
of pﬁéé%fthﬂﬂbﬂide%mbnﬂf& é‘t?éélﬁrﬂs ﬂ@%ch@@ uh@Fi e'fBHh‘édéé}glce proxy

20 transport headers. As w th RequestConfiguratio
to senddt ipsanather servios: erigarvice pooxy. tias S@ABmessages, thaa beqders

v AR R YRR RLL RS e o R s Licwse

atteobterit@tin Oe wrgsHoket-if thesdiRiththdityDaMaes is accessed In the case of
securityType - indicates the t¥ pe of security for

operatier goiop. shoyld Higgeninspestion of rmsraqu@sbmsaget@detmmme the

n way- SSL"
op R AR ineo KB e e RE B B ocdp ey 3L
In aelditivnntel roating ttansfeenatidn ane gatitering, thietdertide bus includes various
credenti al manager. The transport Iayer can use this

featyges thal snalait PRESiDIento-seauER BIRSSADE PRRaRaes belgen dients, service

t t b
prokfEhahd'Ayias! MU BRBaURicht tha @fviR A oftfhPMdltage
confilentiplay, imgssﬁgesm:t%gmy, mcatﬁﬂemlw‘t. e |0$1@1Tiﬂ oliera authentication over

a ne e ssj bl e values are .
TLSTERL; Héisctne 1ova Gontsaiab. dRiganty and sehdasaihentinatigaor soap
t . ;
mebiag B85 g BB, S8 AR SR 508Spg0 o gl

mamgempmh agdtsecustyemaiing.nessage. WO 2005/ 114452
enbodi nent, a

05/
In o SIEREH NP Dy ecHB ierlirSs TXEHRIGF BiuskexGeaBe pluggable
secURfy Wb@b?aﬁ‘&ﬁte@ﬁﬁb%’ﬁd sdedgify ¥&ricaB! su g‘%.:tﬁﬁﬁﬁcedﬁon identity

can be represented as an XQuery var| a
assagion, apthorigrtion rele mwph‘@@adltmgr cwdeatlebmapplr@ and certificate

lool&xcpcgl’?dS {/gllaeatlon égi)wc doldc éjke Use of all these providers as building
blocks to provide higher-level security services. Users can replace any of these out of
the box providers with third party providers or their own custom providers. In one
embodiment, service bus security can be provided by BEA WebLogic Enterprise
Security™, available from BEA Systems, Inc.

Figure 8 is an illustration of service providers in an embodiment. One or more
external services 808 are provided by external service providers 804. Intermediary
service bus services are termed service proxies 806 which can be provided by proxy
(or local) service providers 802. Service providers are applications, organizations or

departments that have a security identity. Clients that invoke a service proxy and have
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In one enbodi nent, context variable values can be
generated on-demand and streanmed as nuch as possi bl e.
wo-o0058xE8pl e, the incom ng request and responsECT/US2005/018183
nmessage can be returned by thgstransport |ayer as a

Java(r) InputStream In the case of pass-thru

a sBEOG9SGemay afd eerfiddeservice dupisubriaiis 180d. Brtorhali dervise tprowders are
for the service proxy 10 to send it to another service

inhgrenily sgngige sEBRYMErH AlSSEAIC Sy fgeisrespard gyaghrpaously or

' mar shal ed wi t hout having to

as@b&@ﬁ&ﬁ'i@%?@%&y. Li kewi se, attachnents can be
In vegmxsl@fﬂbbc]gim@ms aht @ghmbﬁilluahrétﬁdﬂ,ﬁlze sendecbss add external

the case of operation, |t too should trigger )
senvieep &an; ki ingheisaene BN, %@ﬁﬂ@eﬂrpwaﬂe&)regrﬁqdﬁf@rewenetworks with
_ . . . ¢ i . .
FreQARS BphiEeSe Akl YRFAgH ! Sl s i soposbuses ana
exterrat sEoviced. ilo ona e ibadient | segyice peoxies anddatyet services are

i ncl udes vari ou f eat ur es .t hat . it possible t
collgeatatRribe SR deERihdbePeRieliiss G el DS BigIness Process
MeRagehiht @Fwﬁgmh%e&he# En@BEHRIGREIRA serliB8 RAMMb%Rs receive

ssage confidentiality, nessgc?e o
meissages from, os coutermassagestipchiadiog pammers patside of the organization.

in G BiReRnant LsS" Franagemiept ralbSERLTe SBAI datg pRd delete
Opér‘éﬁoﬁé’éf’ug&sg@ﬁﬁﬁﬁeérid RASE FSa gRehr Rlthahtidioh prbfider. These

transport and nmessage |evel; Credential nmanagenent,;
proaiters ace pattyof delsecuriy fiamemerke rbadditiens Useriaaragementalso

BRI g B S 1585 S A i s coniaur

with W§d) cofsolar8 ekl §art therautheitivatiby of 28aHlei W¥Rrs and message
aut hori zation, role mapping, auditing, credential

sendaipi ng, and certificate 25 | ookup and val i dati on.

n G BB g S50 Bn RBOY e

authenticstim pridvitiess e suppdréae fagsouplistanlegizabgtoupling vhesers whose
box providers with third party providers oi; their o

megiharshipgs Siatiscand assionpr-to By HRRRRITISITaEF of that graup. A role is a

ook L B PIRY s DB U R L1 R 8 pamicaly
baged en avlei ddnditionstorqolioiess Anadmeinstratorderscreatemead, update and

del%?%&g%rggaaypgg @@@@%We%@%%%h%g%kiggirg\%e? Sipported. Access

conthd! %Q@%&W%ﬁw E&sRlisn BSEY] ces are termed service

pr oxi es can be provided by proxy (or |ocal)
In ere embediment, e sed2. biSesupptypirans et levek eonfidentiality, message

SRS L S e RO S o
clidHt® XY sefte1BYS oler ?Wé.l#ﬁg?semé Yo AR/ %ﬁﬁpoli&%@a@ed

security i1dentity are ternmed service consuners 800.

acgeasesandiol and wanaystitautaenticalios andwidherizatiprsevantseAlarms can be
trig@%@%@ ﬂlﬁrgsﬂ cﬁilgﬁ%ntf’cig\rﬁéﬁrc%%%@qcr%ﬁ{)ﬁ ?ﬁ?sr.]% N8 %Wit%ﬁ%%lnx When a
service proxy is activated, the service bus can generate and deploy a thin
web-application on the fly. An application server (e.g., WebLogic® Server) can
provide server-side SSL support, including session management, client certificate
validation and authentication, trust management and server SSL key/certificate
manipulation.
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In various enbodi nents and by way of illustration, the
service bus and external 5 services can be in the sane
woedosardds2 behind a firewall, or on different nRPCTMOSI095/018183
wth firewalls between servi-ge consuners and service
buses and/or service buses and external services. In

In mteembbdﬁhéﬁlnthe applivatien epvdraanagehd it getifisgtetodes cllent in the
collocated in the sane domain. A special case

st ipratacah Ib@tsrerordssthe @@@é@uthﬁaﬁa@f&%h@ sepray) In a@dlt%to that,

du@@”ﬁ‘{e §8f h%fn Ghake Hweecééﬁg} n%&rr)égﬁgsﬁbé o‘%ﬂf(fg?éerfoe’fsebé{r%ﬁcate to
sages rom or route neéssdgés to, trading

themm&rcsﬂmﬂttlse dervef autrenticgtesithatclient. Thisisdpsically called 2-way

N L A R
ng@%'r?év r&o@bl\éed’h ﬁ)‘btc?@%L Al +reg té’H% hé ®eir & ﬂ/ﬁsﬁjthentlcatlon

rovi s are part'o e security ranrevvor
meatidmrslmNVlttmkHrTH&,rfagemplealosoe tia SShshdrmshiake is completed clients
cre erties ﬂs@ers roups _and ro

cargaReRt RIS SaRies By sar e e e R e ot dugrd i dhe WWWY-

Auﬁféh'ﬁ@é‘lfe' H‘ﬁTP%aQ{fer CPHIS ¥ BallREBASAPAuiTiiedfion. Senders.
I'n one enbodiment, a user Is an entity in the

In eng embodiaentoif the sehice proy| haisghaen eonflgemed daréquire client

aup R’ i Sa v 8hBR PterfiofledP cdieRis BHhETeped o endpoint.

ForbBAsm aamamicatm@tmé sefvdrittin AlitRgRticate 1t elidrt afga%%t the
| ogi cal grouping of users and groups whose nenber shi

authgntication mpweﬂsy aanfigied jn theasaimon. o M%%MIVSMWQTQ%V etc. For
CL%%T—CG(@Q d@%égrgfrysaﬂbﬁt %Lés)éléﬁﬁalpgcgazwt Ia#dgﬁ@fhef &Fa%gcsmﬁcate Once

trugtui Itmt:enmbawham beferﬁi @éta@ﬂﬂmj tted cefilficatsis ¥Rkt ab the identity
policies are typically based on roles. In gne

asmpr@mersm@xyapwh@é:hsntsldwﬁ%m 3specis o s embasiment, the
|deﬁf?&fés‘l rf’ﬂ)tlo'\/}’c%erg'%?ec' af6the? BohHondht bYihedMvEl 4ttty framework.
a of “onée-way requests or

hen i C

Idehﬁ@tmtalrllee@ prnsenflduredito ekiracttsomefislerofithe cbttiﬁ)catn/’&f use as the
The seiV|ce

TPS. f d
clle&& iqesdity, dyRicaly %\@&@2@0&%@9 NEIENBRE: @ 3/ B4 By
Su@‘éﬁﬂﬂ&h;@i&%ﬁéﬁﬁ@tﬁt é\rtlﬂ§at%ap%r#éﬁ}/ ﬁk' SARERSLalBR broviders are

ntication or aut ori zation I'n one
invekdrbtt callect alMgeous theeusar belgrgsxp. The &0 reauktds a skgmed Java

e S A58 L RSB e it i
the(cfﬁeﬁt bdem{y-élg:? Sﬁé riRBip4Efor &RA greliP MelBsseb8hgStdie

L support ncl udlng sessi on nanagenent cllent
In Qm!embodnmmt thel $ericedousaaldo supperts B@iﬁICo(rllent authentication on

HT R RGRa: TR 90 oGy T ThssB Opdes tishioBRleiess an acosss pgpro

polRyFoLtReosE IR B prok N BIRARP blotad irPtheSAltHBFiz&tRh SrRUMert 1 one
cértificate to the client in the SSL protocol. In

embodisnentoseryicet bites suppaits XHEMnti cates the server. In
In oandedé%'bgaurﬁé)ntt, I??ﬁe service proxy does not require client authentication then the

initial access control policy grants access to all requests. If the service proxy requires
client authentication (BAS/IC or CLIENT-CERT) the initial policy grants access to all

authenticated clients (but anonymous requests are rejected). Security administrators

can change the access control policy on the service bus console. In service bus, the
user can choose between the following policies: Unchecked (all requests are granted
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during the SSL handshake the server may request the
client to send its certificate to the server so that
w0 b@saenser authenticates the client. This is PgPUSHNNG/18183
called 2-way 5 SSL. Wien the-ggient is not requested
to send its certificate it is called 1-way SSL.
acddsgNeExdigiR] (drret0esisaretejeefed)f AShlendtgtelrfrrs o(anonymous
define their own authentication mechanism Wth
reguestsarerrgiectadirpne a satcd reles. SSL handshake i s

n G e, BRSSP R A JRa bt wrps

theAsliehe rRicntigt Srintigdl dirboies pnffﬁgal fos eash lgesliBNG Gser belongs to. Users
aut hentication. 10 In one embodinent, if the service

carpb@ﬁy%swae e &fouRmiRelas sanbe deftgdria tempsaf groups (or other criteria,
t
o.of HirRESH AP, TR sl BFtoHEL ¥ ocl BBIGRHE 15T LRI @ynamically at
rundinrtd) ¢thecaricess cohtrel alicyds acset ofirslesthenatisersttraichelony to one or

st the aut henti cati on rs conf| gured in
mof%é erfples. Ggn begpant ﬁ@ﬁ%@gﬁj%’%‘&g% ationsugegeds, the ‘
hend |
wel ko EITToRey e bdrige b %Z?E’@&FF’CQ*q%@?oﬂﬁbwﬁe{-hﬂom there
thearessdgecpitoeehds i Hensavicadiusbiadingt Iagerc dinel Bindiagdayer stores the

clidpf BPEFpab oM g ayentont Sl 1S STBH e etrasronioxt and
invbkés tHeOH%@]hbwplﬁéﬁﬁé tPipaliks @l‘é’g@§rc‘énq‘ﬁ§k@[l§é B?ﬂ}edcllent p;lnCIpal in

conponent e server securi ty ranewor k
busisess tues Em@xamﬁle @urll@ﬂt-spe@ﬁc fraosfosmation inedyibefapplied, or the

rouffa ke Bie B i M elbfitnd SRy gl !
At tﬁétérﬁ%ﬂ:b pédurat pRIEiARHRI, Prdiés dell?'ré@ﬁeetheﬁ'héﬁd@é to a target

t he authentication provi ders are  invoked to col
seryice. dhedpget Benvigaeambe sigiermioed Dha wyding stage in t@eaplpelme The

roufind ABelf it R SR Rl 8 o BVhERucl Bse the
tardgéterdrvity bagdd onesdme @Ohambné OFitiesrada\g el kargee sesAde is specified as
el ongs to. In one enbodi nent, the service bus al so

a f%féfﬁf&etf@ gpnexternal isentice (RN ReivicR: PiexY biegistgradring service bus
1S f

SeRDRScH A ARSI et Ll bIAEHLANE o toma

sergicesed i n the aut hor| zation provider. In one

enbodi msnt se |ce bus SUP orts  XACNL (51 Ene _
In Qng,eeRoRgReNt W Hé R G %f%@? '%%S‘i%% (18§ $epdce transport and
onG B} ke DA LS So0d ARToMORA, < IS YRR URLLs) the
SErEiCexyroxe qam uss to 36utel nequestado tieatt particulanextBAgR @ennce If the

CLI - C he init lic S access,t
trangRAb T Fraih of P BBl Al albE g Tan be
spécﬁﬁé?ﬁtB%&lC %Q_QENTtﬁEm%PhébréﬂtCHu%henﬂ%tléhal'?ﬂ?e erﬁsport is HTTP,
access confrol policy on the service bus console. In

BASEC or pe dlient atuihentlc@tmn l@aﬁhlppbdedelfﬁm authentination method is BASIC,

thelyy SeloTRL S ausr Adcesth CAE pE Rl KEABAING (et sagprony)

authisalicstim d be EOMMRELSte © rej ected); Authenti cat ed
users (anonynous
In one embodiment, the service bus supports transport level security for one-way and

request-response messages sent over HTTP(S), between service bus proxies and
external services. HTTPS offers confidentiality and integrity. It also allows service bus
to authenticate the target server. Additionally, if required, service bus proxies can

authenticate to the external service. This is similar to inbound transport security, but in
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requests are rejected); and a set of roles. In one

enbodi nent, successful authentication results in a
WJ2mS18ub2 ect that waps the client identity pei/mstoosbisiss

and one principal for each grpgp the user bel ongs to.

Users 5 can be assigned to groups. Roles can be

thigleddenesivioe buﬁ ENitibtieg WPE TIPS edmesctiohl Nete that irftH® outbound
The set of roles a user belongs to is

time-of-da
Ca%fr&nhﬁﬁe%é{ldpffaﬁp@laqq"yt Qftviewirtherervice proxy iscanting as the client and

the“s%ﬁéﬂjupgmgﬁ% thrgel s%ﬁ}lct-?faf; [’g@% gél;vel? h‘gﬁ% gﬁﬁﬁe é f;ltTg' IPS transport

proardreesendk HTER heidstaibvemars HITRSIsonhditionB hhé e4vgat Q@r’ver and
I nyokes {1‘ serV| ce bus HTTP/ HTTPS transport provide
acqep&f’rr{ﬁ%'é & P1I§SPARS I AIGERfr eI LA Senchis SSlLieartieate to the

serpgfdi ng layer. The binding |ayer stores the client
princi pal fromthe authenticated JAAS Subject in the
In msmgedmmmtetwo aleht dutiveritizativh enethqdes:tan Hepedddwith HTTP/S:

CLIEN PRI 20 B SE Tr B St Penvie i comiGugsskyih CLIENT-CERT
authéﬁ‘t"t%fﬂ%h”mérpdh th*éeSQE PainBehals tI-Lehfervfc%tﬁer)? céﬁ%l&ﬁp its SSL

condi tions may take Into account t
clienbcedtificate tortbe dsargat geryeesn @meﬂnbndlmmﬂeserprcs»(pmxms are

||
optplBlg BsadiGRE i Rea S SRR wiokichrty T FrogRiigl Beagge pinds
cred&etidté BeldcaEserVite progidierion Hc%ggeﬁ/ﬂﬁa p‘Sr%Wo%rtcgntHé%esé‘Hﬁvate key

tarr?‘et service or can dynam cally choose the
andsegrifieate fas 88 Laiepbautheptichtiaroddis Elthh éoeyﬂmytlﬁdaltﬂethe service

orok b8 s Hlrbiok S 9P REh B S} B Geb e St same
SSis elistitd@yrusstifeat SN Wirkee B fefsiePicig tﬁ@@arhhétdc@! 8&®/idéSSrovider.

the service bus console to register external
In oggrgmbedimant, amexiaimadandae Maheaauinedhe sesvioa prearto awdhenticate

o A e L0 ARATS, ABIERR oErTT ot s
bustalsm spppoﬁam%umhemﬁwtloa@ver ¢ TR AXVTR8provides an encrypted
route reguests t at articular external service. |f

chapRel; seere ﬁétp'érsla the pagswasd©ver HINES.dPn #he ather hand,
HTWW@%'&\%%&R&Q isC&b %@ é‘doe%dbefcgﬁhcf‘he password goes

or no c ent au
in cleaatexidbases4-Emddied RASING wire. no client authentication

On bRe SRR autersBR THAGE RIS Srtepeal dgecics iseonfigured with
BASKS BomBdticidre % acﬁilﬁbnd@ s8/ce éi‘:’é(ﬂﬁﬂtcbﬁ?és@ho‘?%qy I%Eecmed If no

covered later. 30 In one enbodi nment
sendeppoceunttis spegified, thendhe seniice psoxiyaranatetemaineadhd username and

paskiPtf it EORT Bi5 AESERIN raditdlisra Sk aneBdaupipdion the service
pro@f SSLsclléﬁf‘f(éyﬂ%%h‘fé\ﬁeHYt@‘%r‘v% bk§/Ys addoctaq vt £¥kal service

service bus " to authenticate t target server
provider andaalseyname/pasquwordis, a@@lcmte@\l\méhpﬂ@oal sennwprov:der If the
rv ce. This is siml

th t |
oI yoR A rrliRe s dntoLyt Tt Siserpe D cRiinapmibrd for that
seréel a&EBLHIF 8tbPd@h the credential manager. In this case the service proxy

does not get the username and password from the local service provider; instead the
service proxy sends the username/password of the service account.

In one embodiment, the message context has an element that allows pipeline node
designers to specify the name of a service account to use for retrieving

username/password credentials. A transformation stage in a request pipeline can set
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-29 this case service bus is initiating the HTTPS
connection. Note that in the outbound case, from an
weasatasncol point of view, the service proxyPCEHUS2005/018183
acting as the client and thejgerver running the
target service as the server. The service bus HITPS
thid' 18RRI bF theP@$sa8E coRRAE HHJdLifierf) URisiserave acadumfioMefrides both
connection to the target server and 5 accepts the HITP
therlecgl sesdce Praviderr gedesdalver can send its SSL

in 14 ebbifanfhet Svish Bl Tuneo s RIASEE WEEh Biiped ¥ Bppey (s or
WSS-drNhoflERT S8 defifsy &frahiewdik fexinessage &@hﬁ(ﬂé}ﬁlah%{ integrity and
confi gqured wi th CLILENT- CERT authentication,

sergler iangharication forap@aramessagess &Y 9BAPRIEs 9 Irtfawdgék#JOAP
erigpei S e S ATLR  BSIEAS OB k! e s

run8iffoen &teﬁdlemtelncl'ym@bnd)eﬂ‘dugiallprscgnwkﬁrisor fﬁme mdividual message
credenti al manager bi nds redent i al é%gﬁ% servi

parfﬁ 0 opembodiment a 8eMS PAFIRAARIds 2 %“Yﬁ“?%t e WSS
#fqéf mcﬂﬂ&i?iﬂ{e{(}(f\ﬂ/l_cﬁé%fo‘? ta$§|qr%ltur%§t sé’éﬂrﬁ)‘?fﬁl{e‘f@téﬁbﬂother
i's s the kKey/c

ert|f| at e Sefvice ~ proxy can use
combitnuictsy Thiese S8utigridkenk ean lban;sedefor/ seledeprraj.lthestl@amn
share th&ﬂsﬁa 15 SSL cli ent e ceréecg cate b virt ﬁ
KeVanrARRIRG o RV S g TR Ve et DGR eRarvbiih key

en diviFBhe @BiISHE %\%Ilcﬁ@w é‘a@rﬂﬁd tH@QI@héﬁJré Rerification certificate,

service proxy to aut ticate sendi Ng a user nane

or fanthghadisgwarakrtifidate with ﬁwmmﬂyptpnomﬂﬂlcd\ﬂyroﬂtﬁer B8ndéeufso that the
service bus o) su BASI| C .aut hen i on ver
rechat e e TR RO, Fad PRI 8 %%#é?ﬂ (et when the

SMEtH akibA
g . e

pe@mmdgweue@@cmrdgg end tee sac\ity Hiw@aggs isviempugsle d heirgcipient then

o3t B A 2 BT UL B e s wero

sighéd bhaloremonpted, BaBIred askdrenireqaesent, wmtrﬂﬁﬂ; lr@dailalms and
servi ce account can be optionally specified.

MOER¥ vi ce account is specified, then the servi ce proxy

t
i GEeAPLAEAS PG 205 RARHANS ol SBhec
and/er Bhegptea. (T)hya r§§bltmblrﬁd§$sd®yi3|s$|ll wetalideS@AP der’mselope For example,
service proxy is cia with a I ocal servjc

thedheshi may DerRIGAYRISE: ¢ ANSAGdreRping heedgt By Be slgnadand vet another
heésclfolgcﬂlw?f Bb meRhyk E@neﬂ%\ﬂr%'bryﬂté%tms X ShBAlelP SR YW S&Rure channel.

€S a service account en a usernane -an
Instests woedrimore parts obiadividusl QAR enveDpes@re protectdte This SOAP

NGRS RecT ool ROALE MEnSInG T alesalranprosh & Bere Josp. for
exaaﬁgfé' I‘f?TPrd?‘UI\H@rEh% ?é{:tﬁrgg mdsurés hid sautnﬁ@@t}ﬁesrﬁ@ys%géwself the

rrnanme/ passwor service account. In one
mesabgelisyeotectet dbeyesd ﬂg@treommprd’casolaall theewayitio thmapphcatlon

Iaygll'. ?%e@@%ﬁ%é@ﬁ o{qriequéjrg(s neiaeytt% %%agfé/ anle preservmg the
security properties of confidentiality, integrity and authentication. Thus end-to-end
confidentiality, message integrity and sender authentication can be achieved.

By way of illustration, an inbound WSS-secured message can be:

e A request from a service consumer to a proxy. The service consumer applies WSS
to the request and the service proxy processes the security header and enforces the

security policy.
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user nanme/ password credentials. A transformation stage

in a request pipeline can set WO 2005/ 114452
wWEONSWSRSD5/ 018183 -30 this el ement of the neBSHYS2005/018183

context. If specified, this sg{.vice account overrides

both the local service provider credential In one

’ . r . .

* ATERPRLRO 2 SORIGAImEN S SHIRRY: Vg PRI [ibumer applies WSS
to the frequrestdouk the senvigesprgxy coesingt procasstthe senudtyrhaadessimd does

ot e S ey e S D0 B S B A Gicerna
serdied. TheE REraPserbide! ftbBesS8sapk Seclify NRier aHatdrTBre@s the policy.
the client encrypts and/or digitally signs one or nore

This iglavequest passdhprighpsean@riol n one enbodi nent, a new

* A1RPaRee oM A JaeherRich (1 RieRSF gfBitardit Sellicy pPEEvss to the
resh8ks& and e bRfde plOxyProtEsEIshe BeeaRtyIRsuddr andtdrfertes the

can be used for sendér authentication, key-w apping
sequiitspeligyy carrying a randonly generated symmetric

o A SRR By AteraR SR #bhoky) TRedStel seRlied ppHEq ss to the

responé®but thel sEtvicg proxedbes notipmcess the beciaitg hgatiepand does not
public key of the sender (so that the reclpient can .
enfarre thgtsachaty %@'Mngb?ﬁe’f\ﬂ_@e Pé@i)’l forwards theyespepse to the service
0
corfiforo P e PR bifidmiel BRIcBLEa: 1R REHIRE hhaBa RS biforces the
policy. Thigds saespdrse pass-tHreugksuensjo.header is renoved.
The recipient then verifies that the nessage conforns
toits policy (e.g. required nessage parts were
) i , b t esent
By YA RRED, SRGURAG WERRNLARES RESRRY R BE
o Aemizssageefrom a pddxyi iduat eptermal sefviee SiPsemvice poxy cppliee WSS to

theripdsenps Fu U oot Sy 26 s B The spelit S e i gtorces the
ponbcg_e body may be encrypted, a W5- Addressing header may

signed and yet another header ma_[y be neither _
e Asiegpedsafomea@roxit tda seddaioensuroer. Tekysasvica psexuapplies WSS to

the SPRBER 2 i oo R Bl Site Sy it G arpenorces

theg®ilicyover what ever underlying protocol/transport is
bei ng used, for exanple HITP or JMS. The security
nmeasures are built into the nessage itself, the

e o _
oy SR AESHARL® S BVBLRchAGbE A5 R8h A Bla5flon s sonp
mek8ags ted isarvice proxXyebayouting, ﬂ‘&ﬁmﬁzevmbkfe rgutes ¢y message,

the security properties of confidentiality, i nte%i tX .
perhARs haene N Batbie oisaEe sl exidiradss, for example a WS-Addressing

fi.dentdiali i ' :

ne SR SECIAh ok PRSI SIEGEAI 8 SEMEEncrypicd message,
dedrlptsst arad protesses thbmouds\Ihessanvicedher seads acaspbese, encrypted
with the client’s public key. The service proxy delivers the response to the client. The
service proxy doesn’t need to decrypt the message. The service consumer and
back-end service can be assured that the service proxy is not able to read sensitive
data (because the service proxy does not have the decryption keys). Similarly, the
service consumer may include a security token for authentication purposes and the

service proxy can relay the token to the target service.
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A request froma service consunmer to a proxy. The
servi ce consuner applies WoS to the request and the
W@ 003i1t-5Ppr oxy processes the security header apdr/us2005/018183
enforces the security policy32WD 2005/ 114452
PCT/ US2005/ 018183 -31 A request froma service

In SENEMBBHIrhentta QYWadefQIltﬁsQfaYlbﬁeséﬁ KiesRddn 58 c¥¥ifyured to
to the request bu he service proxy does not process

proches S WSS ierdatien the incoouBg rewiess iosn servicecenraumensy for

oxffolerihen SEalH S BT BULETaLR, BEHReeleR fgm oxtoma

bugiessl parné&eatals rhay benisengas dffttadda lbagk-endSselbice fiom a
request @?ss t hrough scenario. A response froma

comau@épna m‘r%r@w%dacrp(paw SIgm@tur%vgréfﬂc%@n\ﬂmﬂea@bpntl@@on
op%’?ﬁ ons, vbﬁ‘&? tr{eﬁéé%g[b%epré {3 @%"t%{eﬁﬁc@é%é!olfbrcgfeeds%%nforce

O er an Security poli

aco@ssmtms at ﬂ'feogatewhyr ged vmenvthe ¢atget sepiaxdoes het support WSS. In
ar get serV| ce applies W8S to the 10 response but the

0”%@ 0@’&“9?5 a‘é’é’écwnsé‘W@@WW@ @Q&ﬂﬁ' ABa @ MYRParts of
theqﬂ§§sé§% an@%ﬁﬁ@ﬁd&@%nsﬁﬁh@ﬁticﬁt@ﬂ thich. Tﬂ@sé’@fc\é Spﬁ’SX¥

€ response e service con
auﬂﬁbatlwesr ithee takeng deenrypts tbxeaneemgdwanet gerifies thehdigilalrsigmature.

enforc?r&I %h e@yn\&hﬁ/}gﬁg qsfug@q%tl?)gﬁglg%igaﬁ%ﬁéﬁﬁ@&%oc%%tent can
hapferr ﬁ@r‘éu“l"ﬁg d@%gﬁm‘é%a@@therf% #2861 [I’%‘Eéélu V\Sgibehﬁe At the

an external service. The serviTe proxy applie
end bietheaspalgm 'eiwdneaeageusg@ute;bh/hhedamem@emw t he

securl and .enforces the ' .. A response
AR he 3o0ucd pERS San iy Y9SRAY the PreS3BRAR, pehalf of
ser@ié@'do%%u?ﬂ%?’ frothis?Eadd e BRFvies Dréifrdcaf ez Ml'e‘é?‘-text message from
consuner processes the securlag hHeader and enforces
[

thetaeéwpelcpcyumsy e mefssage flaws qug@tthatrequestepus@m asusual. At

thoZRE9tTEe skl BRcf But PRGEPISTR s oo, B MG Betore

actbliey s@sdiagthe AlzsBagEahe Jeavied pedxy Siecryplsigndlbr SIGAT and/or adds an
cl €ar-text header, for exanpl e a W5- Addressi ng header

authenticationt tokeh éathe MessaodaldNs 8rw sasuied SQAR envelopetie delivered

totﬁgﬁé%gﬁgg sage, decrypts it and processes the
K& service then sends a response, encrypted

n oMe @mbbdmémte’me Systerdl supplogty thd IBASIS WebeServiveySecurity standard,
delivers the response to _the client. The service

as Webep thaééﬁemaw&eﬁp&e@ Rrefile ard K-R0SrEqken Erofin Badend services,
chef\ﬁ%ﬁfg’a;rg\élp@%ﬁjgﬂl&a&% Bg%oﬁﬁéﬁél‘etﬂ%| 8@ A5 8L Hick e%a odeled after

roxy I's not a read sensiti've
the(Web@eaeicebddiey Framepook WEeBslicy) tspkaifieatitve developed by BEA,

iBM MiorSaore SASYSdnic Rokwate, did Vafsign. This framework defines an
extensible architecture for specifying and configuring web service requirements and
capabilities.

In a given request/response round-trip, all four messages can be individually
protected. Each of the four messages in the overall message path is potentially
subject to the requirements specified in WS-policy. The sender can apply the
necessary steps to produce a message that conforms to the policy, for example by
signing and/or encrypting one or more message parts, and/or including the required
authentication tokens. The recipient can perform the necessary steps to consume the

message, that is, decryption, signature validation and token validation/authentication.
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service consuner may include a security token for
aut henti cation purposes and the service proxy can
WO edoas 14482 t oken to the target service. WO 200B¢ /082062018183
PCT/ US2005/ 018183 -32 I n one3gnbodi nent and by way of
illustration, service proxies can be configured to
In KIAHES I h@cMﬁﬁt Raaderifpthat it Mee8ah e doks Y it cbhfdin to the
service consumers, for exanpl e when service bus is
polis¥ed as a gateway for incom ng requests from externa

In grgé Eﬂﬁ)%ghrﬁgrﬁ ﬂier §?rvbc% Eéué"%%%gg é}%ﬂﬁég chﬁtrﬁ r&lgl%\géeﬁtlals it needs to

sedleelyipteract, with sa@ice congimdrserid eemizd sarlidiNn pakticamar, on
operations, when the service proxy and target service

inbgHBd EeAsSaEREcHe SSVIERTRIISIBAY RECOINOEEH 1%] at { he
o JRFISorA ohEAILRE HadBlo SRR HffeMoke FHPBGIce bus

servi ce consuner enc

semuapll(fovgr]I exargpke dmﬁwgaithE h@adsialcé) L he nessage, and/or
i ncl ude aut henti cati on token. The service proxy 10
o Avithericeie femesnace éﬁeﬂer wapﬁée\f@ﬁ@%sm level.

* DS AT, sl 1AL o pISSGrTRTEHESlnged

o \eailfly aldigitae signatere Gfhan dhcaamingenessegesage t hen goes

through the request pipeline. At the end of the

pi peline the nessage is routed to the target service.
On%utwynopﬁqésbég@é i s@ﬂ.cte%ssmbyltféecdﬁf@ﬁye&ﬁﬁ apply WS

to the nessage on 15 serVice consuner. In
° Nﬁh@tm@theh@eryer al e gthexend et thevesnrectibs dfortexemple during the

SS rrom the service consuner. The nessage fl ows
Sspﬁw}ﬁgﬁ leHe request pipeline as usual. At the end of

o AlufiSeriticRed ite\sif t&ﬂh@erebibﬁbﬁt%"t Wé tréﬁgyéﬁ %v'éﬁér RR28age level.
deternm ned and before actual sendi n e nesSage,

o Ema/rgéhe/ mﬁ,ssgggwtfeth@rmml@ k@Nd-?fdhe mtgngeﬁmm@lentadds an

ST RGP a2 Rr bl 2B ¥y T4 er v e
I n one enbodi nent, the system supports the OASI S Wb

Ser vi ce Security st andard, as well as the Usernane
A sepriembys Gredentigl Managsy crskanent 60 |péow%@ua Qagations,

adrﬁﬁﬁ%ﬂa‘ﬁ%ﬁ a&&h’aﬁﬂéﬁ?ﬁé@AF?%&i %eruﬂ'h% Eﬁl I %‘?a ing credentials and

ure I Ona I Cl es ﬁD el e

retridm@/‘éf@d%ﬂtmﬁsc %ecﬂ@itlabs/ c&m %TE!MU twd YieloliesyExternal credentials
[ BEA, 25 I1BM M crosoft

speci [:‘let:):éltl on devel oped
(cregigntiatshglengippdexier ah%ewpsgr@ﬁrw%pgnwraﬁﬁaﬂks\akmteract with
serdleél;ﬂ >3yr)aand %C[;)Si”érbﬁbﬁné\é g&veuéﬁf.é«g%eﬁa{r%ﬁ@f&géaohdéqp.%&%s or the

conf I ng web service requirenments
semlapéjmslsylst&m aslawwhol;ga)yen request/response round-trip,

in eb#ul f our e saag &!j%@e t@% I nd 4 dgag;olrégggygt&sgfge §§?V|ce bus can

mtrmg_égg ,{nz% és_@r,wgvg ep;rglgrté ggzbg%%§ %éhﬁn%ﬂféf‘ér%nﬁ RREthitéd X509
certificates. A CredentialManager can be extended to support other credential types.
In one embodiment, credentials, whether external or local, can be bound to a service
bus resource. For example, if the web service security policy of a proxy requires the
SOAP body of inbound messages to be encrypted with RSA, there can be a
private-key and X.509 certificate chain bound to the service proxy. The
CredentialManager manages these bindings between service bus resources and
credentials.

In one embodiment, the CredentialManager manages these credentials:



10

15

20

25

30

necessary steps to produce a nessage that conforns to
the policy, for exanple by signing and/or encrypting
WOR@s5a1448Dr e nessage parts, and/or including tPer/US2005/018183
requi red authentication tokegg. The recipient can
performthe necessary steps to consune the nessage,
» Fob g SerdSERIA8 E R PR SEBILNY rabidiGrivac o
DightalTéigsatuos poivatesidy arﬁBcertiﬂDat&awermame/ptasewoat|Sp$le ptivate key and

cerfifigaté 35t bl Shics oURRD ArRebT Shecleaf ppfientgaia Priyate key
an(fe&ftl'ﬁeéﬂreel%rWSQ duterfticatden (X H0® Tékeﬂﬂeds to securely

Interact wth service consuners and external services.
o Fon eptarnakadraice praviders fognyptignseaitiicater IB@Italesslgnawr@u@rlﬂcatlon

cortaRESE B8t i, SS it B SCEHER bfter x 5

authBhNEdtidH edrtifeerERio? WISBI X 80bTkehlalnassdaaien). -
Aut henticate the nessage sender at the transport |evel

* For spademgenswsvers: Encogdiopmerdfivaieidigiieksignasa yerifigation
cerﬁﬁ%%t{%aﬁ gi’hsargﬁ?/ﬁ%é/ o%l% a%%ﬁ%éélgétrﬁt %@rtﬁ@étea %QO%%EH%%CQ“W certificate

forWSS@ﬁBeﬁthﬁtlSﬁr(Xlﬁﬂg Polerijry be confi gured to:
Aut henti cate the server at the other end of the

connectl on (for exanple during the SSL handshake). 15

In '%Hfrﬁéﬁt LtSkl ik b%{%léaw Erselﬁfe?h&?tthéf eValGates 3PS %&Hr%ssmn and

eveé or nessage nessage Wt
(ushaly)iyteldea cholbha remlem&de lcanumladle a llsSogas:tdwated actions that

areexesac & T eV o TaithoEre ConblRen inaudet ey i could
ran?% J&Rﬁ rc@?ﬂeﬂ?ﬁmﬁgﬁ t?% :Hagaéttﬁéﬁdé%% GREnaRY, %reélggqs rWime context

a runtine nagi ng credentials a
dataetsérepriofike amdadem Blyswamfa@enmlmmng arample, rulescanviee used to

trigge SEa 41516 fasxd o sys i entth &g reb g iived dynamically adiust the
co%ﬂﬁéal'tﬂ’tcﬁ‘rs%?\hcé\’bhg sepfted S@séﬁ 8t ekita®ébridi§cts, raise notifications in

credentials (credentials belonging to service proxies
casg oft seeurifeviolationbuand getashdesiahofbeiviee. attkenFar example:

further enbodi ment, credentials can be categorized by

type. The service bus can support username/password,

Rulf 1: Vit ¥@rhde 59%&%’9*—1‘11%& GRFereibeirdanRoliter st efeatepfan” 350
certificates. edenti al Manager can be extended to

milksgnemds toem&otiff edenti al types. |n one enbodi nent,
credentials, whether external or |ocal, can be bound

to a service bus resource. For exanple, if the web

RuRe2:Mf Betwesn OahWarm)Bpnmhefrespmspcymeeﬁﬂﬁerre@etmedaaheck “s
SOAP body of inbound nessages to be encry ?t ed wth
grerten thapdflesegandsdhan Invoke Web Service “Log a trouble tlcket

In one embodiment, rules can be created via the console and represented in XML. An
XML configuration schema can define the rule format. The service bus rule engine
can support several different kinds of rules, depending on the location of the rule. The
various rule types are described in further detail later in this document. In one

embodiment, service bus rules have the following format:

If <set of conditions> then <perform a set of Actions>
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private-key and X 509 certificate chain bound to the
service proxy. The Credential Manager nanages these

wbrondiings2 bet ween service bus resources and  PCT/US2005/018183
credentials. In one enbodi nengs. t he Credenti al Manager
manages these credentials: W 2005/ 114452

By W&?ﬂ@@r&?&ﬂ%ndn%s’i@h BePBade P8R Vﬂnﬁ@ (Eél@HHngrild monitoring

EnCryption certificate and correspondi ng privat
datpiagigregated gqyatherreormmwfeamewoem dl hie can foieczasily extended to include
nane/

e SRR RES STch Aeiser hLalli PufBiiss’ Binelihp Eohfext runtime
dat3Hrides8 bk ahl s eﬂbbﬂﬁ“héntk B¥ch éﬁﬁdlﬁéﬁ tydd FRjistefLORsBRith the rule

aut hentication (X 509 Token). For ‘external service
frarpewwrldene pr@ndesy ptqomﬁgua’clonfanﬁaare evgiugtioalinterfgeatThie can allow
eri f| t .on

plugihig ib S8y cfiilibh ifbSas (REBFT IPRAEE % oo

In o S@bbUraémt FuIES thh Heastbadlyf skl Ktd b ffﬂlbﬂﬁhg two categories:
aut henticatio qj)R |E,(sl:or servi ce consuners: Encr
Y

ypt
SL/éé%Ltleep ppddrlin aPL& Grigs @re prigrarily vaed @mevaluate SLAs and

I
trig§F plefts 38 cBtor PEEARETH AR ites BRkalidrfile, s gan pg done by
aggh&gating hromitorng iinforra2ticGh foroéieod thel service prodiediatesgulagintervals
rul e i's basi cal l{ a statenent that evaluates an

angeghedkdng Hie aereratassstals ip) ensuse thataliBpifarrpncescanstrajgts are met,
. i i t
RS LG8 Ao o RN Ao ffoass o
requairedulesdadbei tng{f;erﬂbinlollme anosﬂkl)yefromjﬂhé érﬁcl)rrmgglme‘)lfrasrthe pipeline
t, t t Ca , .
exegilgs; wibouble oy oh (R onag 2t GoRredsBn et efgﬁr‘wtufy the
cus‘?&neﬂhé"ﬁ%s% é‘oﬂg akéc{"f cﬁﬁ%’%&mt&lﬁe%%n %tﬁrc‘ In this

used to trig ased on system heal t
caseeﬁm)nmmct mﬁ}rmﬁtjonefm the! d:qstmipuaeed@m_ bé taskedhgafrotd'the User

MafagdBerth OrRIE T tediTes cgeChAnsila Sbed PRLHIdRE points inside
of @@\u’%@téﬁ‘d altebakinabs 81861 ©asRbERE $ule§ WithSha8e ifgget? at runtime.

. If the average response-tinme of Service
Such udeRaisogequise goame rinimahamogbbof mintime eentedbdatadn be passed to

fhe%&i‘%@%@ﬂﬁ@s&* bl Rt B A B Lo 25 gr eat er

Rulebaah e sartstngted Miarht vaieRyeftdntnebRe Ededdult fsraddbLidted with a
ticket" | n one enbodi nent, rules can be created via

singlgespesiicopntityn ﬁsqrélgeeg?@geeéﬁlilﬁ reggurcaetc. X vh rule schema can define

the‘f8ﬂ?‘ﬁét%fregat&§°rﬂ gﬁ]g e‘ﬁ%bﬁl% H] |th§ Phﬁé@' eﬁr%%@@{sfq %Elifﬁend for

rvice ngi ne can suppor

users telsomdtructlaasile Efl pangl touetioer lhthe éléﬁién@rél{uifbﬂetofdd)hgtruct arule.
The 30 varioqus rule types are descrlbed in turther

Thigdnvaives Saesilying 4 File NaBIa AeH 8 binging rethecs iy (yafvice, stage, JMS
resSEIE &E.) Ry WHidH &% ARV R BAthd Y WihB% 5848 implies that the rule can

be constructed using the monitoring elements available in the pipelines, routers and
transports. In one embodiment, the binding provides a “context” for the rule in terms of
clearly identifying what runtime data, if any, is available to the rule.

In one embodiment, a rule’s trigger can be specified: a rule can trigger actions once
and await manual reset or condition automatically resets; a rule triggers actions every
time rule evaluates to true; and a rule triggers actions every ‘X’ minutes if the rule
evaluates to true, etc.
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If <set of conditions> then <performa set of Actions>
WD 2005/ 114452 PCT/ US2005/ 018183 -35 By way of a

WO bdogat4at i on, conditions can be based on: ti nBCT/US2005/018183
(cal endar) and nonitoring d&6a aggregated by the
nmoni toring framework. This can be easily extended to

In oneCdrHBedinariya Mlle&aandiutiecrrd vpawore ld;@hdﬂ@nssebndltlons can be of
profile attributes, pipeline context runtine data

differenbtypeshBusiaesssaiendar Manierng Hadat Reﬂtlmﬂﬁontext Varlables and

so G e S rehfyon e KBs HRed Y sBafy DR A oifion fypes from a

runﬂ'ﬂweSpergpecal\/eow pl uggl ng | n as rrany condi ti on types as
necessary in future. can
Depgnsiipg 9néhe§§tw tethlﬁh ie Rdefs PBWnﬁbe tuie %eﬁésrgl&qré@terface can

allowﬁfﬁ@éorgcpﬁori g}p'gﬁx) anlc?lﬁwtdrélbéré gk’é gﬁ% ‘?fcgr %dr@@[e' EKA rules can
be ¢pefirat o thesywndorihgidata ﬂmtmamilaMe at et specific bandig Rules

assgp e e NS EogLie s Lt indiud paRafigne gSed SR th WS tesource
meﬁf&% Qf@ﬁﬂ@d h8 BRI BBwehaF ShéR éé}?Hé @cHARM c];éHd ition types like

ormancé constraints are net. Inline Rules are
Buams@aJCaleﬂdatBswalt ben @siseciatadeyyiih raee mteptayedup@iirhinding points. This
use-cases that wrerulesto e tri red inli
s bERgLTS perpia It R OR Y sopclE conteiBlkiing et data. Each
conitRAUE @ mpHselBflonehsr rﬁ@f@ex&%s%ﬁstﬂ%t'd% s ebitrarily joined and
aggregation. For e.g. Notify the 15 custoner the
nesmecgyalgg the QR SaANB operateBober exammplersansidardbie fellowing rule:
m smatch”. In this case, the contact information for
t he customsr needs to be | ooked up fromthe User

If “BEWReANRIM aNt®Bpne” théTagerageyl rémnee nEmbaTisenvite ABG eslceeds 2
rule "trigger points" inside Q\Eellnes and al | ow

secpuds kR &he §ew1tmwel§§em@@wramg phthereelifyme yig a-mail
ngém% np%epﬁ: ?5&& c{:l‘één?f“ﬂlt@nsd&{tb%‘f/c §/29Rs»m ni mal

passed to 20 the
actions (current user profile, current nessage, etc.).

Rul es can be constructed via the na, t consol e.
In tha@Roye re; fiese 262 e candliioR typessT Rigs B8} belanas and Monitoring

DataCThs Monifotig ds ba%%é%?nd&%ﬁg a{r@?&b&lg&&u(ﬁh%c? Fothd'hBove rule to

schema can deé&fi ne ormat o n one
be #ubotieramtent aystehetiiei Hatelve petvezar Sam dndbpmehNDf either the

Vel g RO MR BxEer 2 Seets ARt B ST wioldtidhs can exceed
25, 'C‘EBHH&Y&% Sreeq AMD% 3t th t%gﬂé\?@ maridudlicediiiens cbh&rst of

entity (service, stage, resource etc.) to
exnrmslmms that sab herarbitGelly combines ara nestedi (upinge@rst &ANDs).

the r ca nstructed usi t he ni t e .
in ccerphediniEid o 55 & FHO0R SoBianbPrivee) T ol Bidheeires actions
thaf h@&S RPBE Bxetited WhaRAUIEBYalubies teltmél MheRlisdY ISP cRoose not
‘context” for the rule in terns of clearly

mcluderanwfqutlngs Wntite mﬂnmeoembodlmerﬁng ruledagatileasiiane eondition

the r e enb I . Can,.
ORygtie Al Ubars HaffBE SR8H Yo PRty i rdessangSiydiaton
paréM@térs'Fﬁé@:@@éar@t&éﬁetxe@ﬂtém@dadtlbﬂnlrﬁelﬁ@ BRibogiahbit, BeE6"S can vary
arule trlg?ers actions every
from simple tasks like sending out a notification email to invoking a remote web
service to log a trouble ticket that gets routed to a specific worklist. The following are a
few of the actions that can be available in the Service bus alerting framework: notify
via email; invoke a web service; and set Service Cost — sets the “cost” of a service in

the service directory. The cost of a service can be used to make routing decisions.
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time rule evaluates to true; and a rule triggers
actions every 'x' mnutes if the rule evaluates to

wWo pas/11sz. WO 2005/ 114452 PCT/ US2005/ 018183 PGB UKI005/018183
one enbodinent, a rule can imyude zero or nore
conditions. Conditions can be of different types:

In oﬁé%rﬁﬁé@m@iteﬂh@%le il atof bOQIu@?ésaﬁulé%Jthﬁer%@é‘r%)ﬁy an event.
Variables and so on. The rule frameworKk esi

Thig car &¢iVig dp’ngAPhlﬂV@ﬁﬁ’&lehdl'ﬁheoRUb@‘@uaﬁobm&vlde& Pl methods that

caniff 385EH Kfbige” rite S AflsBn? Pk Mgt ihadafphHeRdmbtefs can contain

infofinbvh 36 RIEMIRE0RS BE idrenule kst ided® baelHilatkd. errfee(ample the
rul e. For exanple, SLA rules can be defined on th

MoniincoPateyAaaregataracan inveokeithasule eyalyatak AEb&-evaluate SLA rules

ass%l%?éd;ﬂnth%u%&?nce%ﬁ asg‘gy oﬂmtté]rjiehg]\]%@ rl?&%‘r’ﬁ&seﬁvéi%[%le for that

ude condrtions resource

serdleé Rele dalidtibrsedr glso bdoingyered byreventcaubseiptien taha evaluator
condition types |ike 10 Busi ness Cal endars that can
coulgksschibedodn aventneechasism wed trigoar fule exa lugtiop yhensan event is

ralsga' ?h?'eileﬁgg @{ngéﬁﬂgrrf%lfﬂ'{ée@ gﬁtéelﬂ%épr{%i%ﬂ hat couid be used in

rulei ewatmtnm sedl aoﬂoma&emlamoﬁ&smm:t)esmgerralsﬂr@a seauorityeviolation
arbitrarily joined ar nested using.the OR & AND

eveBhgpub digodie BYAlBRe LORGHHan B THIBiIRGis Grample, the

eveht coRBkVE&Id L3MmARthe H{stégélgs 3@ 'ﬂ?ﬁ Seh@SROAGE <6 WatWan help

service ABC exceeds 2 sec e security
the \admnamlemlyademmyéhe seudrcezi the ipeoblsibt. iTipenbased rdeseolld be

viogB35te $1hisndl Ui 8t 5 SRR T ! 1 one
embodifent, BY SEMSARnGHPRES ol dthieoti maﬂevé’l@cs EHfi‘ét&\’uIe-l_Jé‘\‘i‘aluator is
moni t ori ng data based conditions are | ogical

subsombedwtp andWiskraff thetrwle gealuatien praness Lwhemﬂwes@mrém ralsed

ks AR T 32 R 5 o monitor e

heaRR®fthé s%/ytem .AHeORfhoriift RxterS ofdhis fFAMEWbHOMSILRIE Aflblv users to
AND ed at the top level. Individual conditions consist

easily embgsk @@Wm@qelmpnwramélcahws inde spyvieehbs pedyicasavia

T e e e
agghegatetiata bhatcongade talerbetoenstify Ledrandigsotehtal reybem fallures and

eval uates to true. The user may choose not _incl|ude
pro\élﬁ? basiq BeligsHeitheminimaim, ayRUBBRIPER MiC.) anthe agaeagated
datt | east one condition OR one action. Users can be

asked to specify all the necessary configuration -
In operemeodirenm chesaanijoring fermewbek the dafibe arist bimuomitoring

oo b oA Bl oD LRI iR
Moﬁlgm@gel@ﬁ*ént@ §Fé’ ﬁeﬂ@eﬁ%ﬁé E%éﬁoﬂe ¢85 btyrbii&wo%e\t/a?lety of

toaspec |c wor OW ng~are
conipowents.tTres kisttaf omenitoniag etemebts carabé altensibie Bhd more such
elerﬁceamlsl é:aen 83 %dggg Iratsi rre]auifrégqﬁm&rekémggaiinggnt, the framework can currently
define the following monitoring elements:
e Counters: provide a mechanism for users to define and use counters in their code
to keep track of things like number of requests processed, number of error, number of
messages processed etc. Counters can provide methods to increment, decrement

and reset the current value of the counter.
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via email; invoke a web service; and set Service Cost

- sets the "cost" of a service in the service
walkoosai«sy. The cost of a service can be used POT/IE065/018183

routi ng decisions. WO 2005/ 113452 PCT/ US2005/ 018183

-37 In one enbodi nrent, the rul e eval uator eval uates

o TE{HE éﬂk fBafidriOc ase Bhhers t®HsRt speciit sperations A/tlmer can provide
Ire i nvocation - The Rule Evalu tor OVI he i
metNéldsnetstmﬂsstmmaEset;amd sheck the amoupt of ?P? me since the timer

eval u ti on. The nethod invocation par arreters can
wag g information to identify one or nore rules

Fi h'i‘éb |§%Cillt§é1rehﬁ)necwahbﬂitcﬁmg E@rhpeumtslneaccwance to an embodiment.
Moni toring Data Aggregator, can IB oke thetrul "
A cenﬁguratlcn mamages Bdon adeinsearven PR caplrss tag sgniigyratign

lnfqr long%gg%&%ﬂ%‘h\toﬂftbﬂﬁg fahRikorBSeRetAple2 i€ chRlinclude a

eva on can al so be triggered
list BY nffitoring Wigibuta fopeach tdpphewtajm the datactype df calbb @tiribute,

whetheamaniicnog s anablsd. s regusoran el nicitatfid dita WagRs to be
agér\gg?{?gﬁog %Egh %\fpgflﬁidno Btd. hfaéxt@ﬂ'iﬂl @pbﬁcétﬁﬁ‘@ ard iderestbe in

on execution. A security stage
mohftbfng data theywaint alsmreglatera\nth tbeemnflgumt@ntmaggw fupae

eng;laglfggl&l, org}qétgrlggtéﬁ@ g@? r@hsm@tng:%%ﬁrﬂggé %e['\@ré 902. In one
t 5196 ext Il
emﬁ%ﬁﬁgﬁl{ earﬁ?/) itdfin ﬁn |fy iqe e?c@ﬁq{eeéﬁds@a theauyHeBean externally

e source of the problem
and rthibﬂghashdtowhrﬁerrcailul Theis prlmarg @m@@nﬁll’%{ is to ranagedhe

el BESRF h  , 1P A B phi08 o

tisvdkEnonitben Y@idﬂl@h@ﬁonmelrmettnbatdzsto and
ap&hd‘%irons;ﬁ%ﬁ évru | e eval u%tl on grocess when the event
I

In Dae sethodimeohea @atﬁcaggﬁ@mtor 9190 rdnse@pthe ng@ §PE(ES at regular

S5 A 0 B A3 G g om manageo

seh/&rs §t18 giviir @d\‘néﬁr\e Thelaygregatedatataesl ppcme‘seedmmdeclassﬁled into
moni t or a plications into service b Vi

speoifit tigue intersels g% @waf@cblm@@w&mﬂgmq B eash analgRigh The

coggglle:cs%rn't (ﬁgp]l%sl r{u@ﬂ{dr H\%‘tl@ﬂ ks ‘iﬁé g?ﬂ%&é’cﬂrﬂékﬁ At regular

pot enti al em failures;
int@RAI tHs mdrm@nhgsjlam rmblﬁshes (et sg\o,wnhpublhahqzs data touegistered

exesmalapRIGEIoRn o1 bR PRS0 BRI R R FEmp Ut A ule
mg@ﬁ@ﬁ%'c{ﬂ% g%g&oﬁ#t%ﬂﬁﬁoﬁles Mpi dvilhates PliIeERRIY ﬂh@%@regated

orlng nmetric. Moni torin
d=th SRRsHeserbedinseTe| ber ol issevalimpd dadruest oalisothsyalert manager
w de variety of

WA T e e
e%wgulfggﬁt% %‘é‘\' érﬁgrl ahﬂ/d?;b%sﬁabﬁ&dﬁy@ on hhgielieaeortikg to the

efine the | owi ng noni toring
acﬂlbﬁmbsratéww:t@dhemles provi de a nmechani smfor users

Intoonedgr%gdem?enn andebf \(/)vlég]/to ﬁlﬁjsitrgtig)n,ethre a%‘?&' %ggregator 910 keeps less and
less data in memory as the data get older. Windows can be defined to view the data
with different precisions on different periods of time. For example, we define the
following windows: 5min, 1h, 24h. For a counter it means we are going to store for the
last 5 min the all variations (may change that and decide to get variations by second
for example or by 10 seconds). For the last hour the variations by 5min. For the last

24h the variations by hour. For any larger period the variation by day (implicit). With
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to keep track of things |ike nunber of requests

processed, nunber of error, nunber of nessages
w@eesasssr etc. Counters can provide nethods tBCT/US2005/018183

increment, decrenent and resgt the current val ue of

t he counter. WO 2005/114452 PCT/ US2005/018183 - 38

thisTédFﬁgaratfém{ feRhs WS nead té‘%ﬁ)ré iRy drl ORdSBARIFednumber of
oper t1ons A tinmer can pr0VI de met hods to start

valus fi the éast5 raing +ch2valuehdoninedast auret dsealues far the frst day and

t h 9 |
nﬁp@wﬁa St &8ss FalleboT 0 anar Rl b et bo
dls;ﬁage aﬁbwsairi PR dBHIBREANPbAuSEd BsltFigyes alilesr 900
tures the configuration information necessary for

In omeembodmntn@lefummrmtera@rveéxw@mfd rutessiig thegonsole. For

e (8 ol s e et VN FBceer by

serﬁ@éé/%ﬁﬁgé%ﬁréﬁsp@ﬁ?@a?@ of §&rvideadhien @andie @Vraggbd and dropped inside
nonitoring data needs to_be  aggregated for

an XQhlery: gxpressiostier the ruds funedions ganialsa P@ﬁ’éa%ﬁ?%dc and dropped into
S O nonitoring data the I
the?@gﬁé&e%\?ﬁﬂo%he conf i gurgtl on manai:?e?anlﬁl gge
In cﬁi@@dbﬁaiﬁrﬁentn@ppltoatlong tnatrveayetrts U3eGhe umoritorimgrfearaeiwork to capture
servers 902. In gne enbodi % hﬁﬁ
MORQTiRgEAaiafaEPasiy 8 st eiraltl m@w ®B @eggéogaaf@gﬂﬁweg and
1}
opt@ﬁ%&l ?gnaﬂr? %ll?lgﬁmﬁﬁ%wggfnﬁéhé{ thd ﬂ@gﬁeﬁ’éy SRliYdates W|th|n that

nmonitored 1 nformati o
wmdo\/\ﬂaafapﬁma!;&d. \Bveniea slidiiy svicdow ains!mrbmt@wak/wdbm tbat window are

s P S5 S PR NS
wh@ﬂ% QQEF 8f ?@%{ﬁtHﬂﬁ %tﬁé@th@@WePe fdoEinThaimosigetart tlme interval

I nterva con |gur and aggregates data from all
that isecanfigaredhtin @nefemmdrmwfq,ethe ystere sgppertamynitenng using

mai n. , The aggregated data are processed and
Co‘m?%@s"i“?q%@ [hto specific time intervals as specified

In o éh\l%oem%htgtﬂeaédrﬁ@u@éucﬁaﬁtbrmioh@éfin@@ thd st &(bthrlbutes that

consol e can ay nDnltorlng i nformati on uses
eaciygpRlipation mjmoautomgx@wapphpm@ (atlapphisatighinstanceg as in the

caq%:é r&%{g’ syga? ggg?% e?&%%ﬁllv&@ﬁ ﬁﬁ&ﬁ H@ne rbgwork Reoqlstratlon can

mv@lﬁléfhrMMGB\ ufijueriithe eadrulidtRg atﬁbuwsqandﬁhe@erregﬂﬁndmg data
is charged of storing rules and eval yates rg‘es usi n

typea)eﬂ@@ gae §etraaniterad and time yéndew sertiiationgh di f@ﬂ\}ﬁw%fk can

ey t Ils the alert manager 25
pu@%&i %@&é?g?ﬁﬂﬁac:?gg PFarEg)?l fies other processes when a
In éng embddenent, tHecddinin senver ln"cwdes@lamfnhe,ruhﬂimedunstizm;hlity provided

an email and/or post. a ness e on, a, gueue accord 0
by fhairamencth Q8 S5ACDE S ST e INCLLG FOgRoatng data from all the

e SR ol B LA LR, il Bows: comput
statibifcsdan megaggregelmd datandefivse anMBeanl afteriace toopravide aceess to the
agg(;jr%tggted data; notify the Alert Manager of changes in data so rules can be
triggered (or evaluate rules at regular interval); and provide a mechanism to publish
monitoring data to external archival systems. On a managed server, the monitoring
manager can: defines APIs for applications to record monitoring data; provide a
runtime store for data; and expose its data through MBeans.

In one embodiment, in order to log monitoring values, applications (e.g., transport,

pipeline stage) need to first retrieve a monitoring context for the respective application
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30 wth different precisions on different periods of

time. For exanple, we define the follow ng w ndows:
woems11dsh, 24h. For a counter it means we ar ePQDURZ)OS/018183

store for the last 5 mn thgaqll variations (my

change that and decide to get variations by second
Dy RS 8 LR o SRl RARAS e rAbgh g ESteRHiovicRS access to
nanbgd houmters-and zbimers &hafepropideimeitholds to dog dafaorobexdaple, sample

i, n‘g i, Ci t th %D 2005/ 114452 PCT/ US2005/ 018183 -39
soufgh CodR FRi (RAKHESNS t means we need to store in menory

an undeterm ned nunber of value for the last 5 mn, +

12 values for the last hour, + 24 values for the | ast
ctx.gatMenmitbringServiag() geblimen("exsoyticno tims b sthat(); - - =400

ot YR Btos R AR e COuiRl Gt Bedaess FRsBRerFes. s
ctx.§BtMOALRTHISEVIES().get TithatPekeSitidn_BhRI"ASIdpYE! ¥ speci fy

rules in the console. For exanple, the console can
display a tree of nonitored vari abl es organi zed by

Thep S CEaYS BRRRIESEIaR Y dd BlRtor Dol poUS Bt Lidhadd server
on d spetifie pollihg.intewsl tinadnsygrégatel Tt HET 5k ag?r%@aeédidata is sorted and

. dropped into the XQuery expression. n one
binngehivin mamorysipladeing aeganiad Mﬁpph@twam@ and the respective

BRI B0 S, S RIS 8 .

Mommmngdkmhrae tBeamm1 Gmah bifow pppli€ationsstol aicegs \this da@‘g’r@jated data.
dthefre é Edates wthin that w nd
In afie'f'eap{hﬁ %dram%p ohes Roulyit £ fgleVinARRYeMS 5 thenfules, gan be run

ed, the systemcan al so
(ﬂgaﬁ‘ISEconﬁ5 ure dg%%ﬁgﬁﬁf%bﬁ@ﬁ&ggéem Activity Wndow', 15

If tha/morntiltmn af d rde iofrualhe assod]atedrag:uen(sr)loaﬂ tidﬁpérfwmeﬂ In one
recent | nterval , t

te‘n%ﬁeigthetm)st € D‘Pt is )
EMRPITEHLAEECHAR GHEDR BB 8d apiEsyicee N QRSIRPediment, rules
can/BéddNiAted wio@q:auy%w%tﬁé-s@a@ﬁburrﬁt@vm' M %ﬂ@embodlrﬂent alerts

enbodi nent, the configuration infornation defrnes
are implemginted esisenviees daabyeé@@tthamelwlcebuenThs framework provides a

conﬁ%ftaﬁﬁr | ngq?%\(ﬁn %frﬁ)gﬁ) %ﬁbé%tgrqéi &%ac%no se to have the

aggfefitsd Bforiiforialdath phbhidiedthERT ¢ blﬁ‘@l SRRV -topic.
Regi stration can involve providing a unique nane and a

In ope embgadigent.imles a stalement tmtleefgb@ﬁeﬁ mge eamoretexpeagsions and

ylelﬁgﬁoﬁgﬁrﬁ&s@ﬂcmg ?@ﬂ&%@?ﬂﬁé&ﬁ% Pq}’gs fgfs'; 5?‘13 Of'Sssociated

actiGmfriay aF@ bketutel 1if theaesuibebevaBAting AELQH@baanbMQEncluded in the
includes all of the runtinme functionality provided

rulegsulifeintg ¥alR@EH Kiruen E%ﬁn?id%’ af eenditiens Hias could bwﬂcw@d in a rule
are‘ﬁﬁfe‘?‘@%%engf flatd pr aocEUI es I(?%Iepﬁ?@ Lzrqe et%s(fg\;\)ioflly L 38R ation

data 1nto re
respomspUinges (atathén eenitoring dargoasd atsedudat doladeh ieheoamtered by an

applic a(%l%rﬁ ?(g%rpfléascgf ég’uo%%latdgou?g %gslﬁclhged rl1|$ a rule are: notify an email
address; send a message; create a new task entry; invoke a service; and
enable/disable a service.

Rule examples:

e A simple action - send a notification to administrator when the average response

time of a particular service exceeds a certain threshold.
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aggregated data; notify the Al ert Manager of changes
in data so rules can be triggered (or evaluate rules
wa@roosagubar interval); and provide a nmechani snP€DUS2005/018183
publish 30 nonitoring data to4external archival
systens. On a managed server, the nonitoring manager
¢ Betneefiedamend/Bpim, éwerydapraisatarpaleritibmoee dah 10 security violations

m)nltor|n datg row?ea runtinme store for data;
areAACANY INtas d‘é‘gHQWQ{M@h MBeans. |n one enbodi nent,
o ITdI};anSQﬁfr}/‘iPa hfé%s?@& Iof g\{ﬂé‘ﬂ WAl Y& ctedPPble HarPTS tlﬁ%sgn the last 10

por pI pe age) need to first retrieve
minmiest ori ng context for the respective application MD

005/ 114452 PCT/ US200
o (it ooes s Brotke obRgenas hecr R LNOMNGE o8 later théh 12 hours,
créé"t@‘é!\ﬂ%ﬁd%?fa%‘kser{t@ I naned counters and tiners that

provi net hods t og data. For exanple, sanple
source code can look like this: 5

In g@%re?r(etao men rrbfé %%hvﬁé: 8)(<Breg Enrrsee\feraf(g ﬁeren ways nzafural

r@?’éﬁgﬁ’(?f‘w S1HEYASRIsY et (THEed ARSI 841 albw TRePAELSdhirister rules.

Thetundgdymmgriutes ¢ayse perystey . ageX Vi rdaqunesids @niddhe tschempg. for this

0 58 e TR B 2R SRy BIP LD P G PR RARIRE oo consume

thi® XML dgcurneat yed etaldatdthcotidsest idatime. The Xadurdeahesht can be
data is sorted and binned into nenory storage bins

coyejtas toean pprrapsiaie Bintivie fFumat aden %@Iu@m&ﬁsaéule@; enitoring
mefliG BASeF EONABNS or kDR, AT Bl (o BRI KBl By way of 2

noadlintith@ipktratidn and with kferesse th Figneot ®gatetiigdatacan bs of various
addi ti,on, the admin server can potj f t he rul e manager

kingsgavgjlapiity plivrdatedmepitar(ng rstrigsal 03 anf@’%%agflg'da process
traﬂé‘ﬁl@niﬂgdfécﬁﬁ o‘?ﬂé@tét%hto dihet b & (H%%g%c?ﬂ%é laQQr b r‘%sgb’ﬁf‘e time of a
'S trug the

associ at e action can be or nme
semice; aemmai mes$ageanf acertain typa 104 2; apd armmeeldlnag sarvice 1018 that
service c{je enbodi nent, rules can be eval uat ed

trigoers BJP@aWriP ¢ally- yser-specified interval. In one
In SH@%HiU%J%en@a%Tescorﬂbﬁt éﬁ@&%&?%@&rﬁi‘?ﬁé’ Uéfasthgt is consumed by

ep oye on t e service r anewor k provi des a
theo@le whehgaviaditating conclitionissand actinnshnclbdedtnethmrule A rule context is

applications hoose to ha t he at
veRiiotdf pSota i wib Arefe el The ABrE St Riinggin the rule
cohteRrt §e éﬁd@é\?tlﬁﬂ?@@'dﬁﬂé trigyer UF 6r e%rﬁpl%t atr@@éﬁntéﬂ%}enerated by a
eval Uates one. or Jhore expressions and yield

trlgg@olaea@ma@ﬁuwh thenchange inHbe ayerrad rasponsa tmﬂ ef alsepvice can

cop3h Peulibe 8 1B SPTIE Al 1B ORI T B ARG GEEgSS tme. A

rulé Bohtest BAsédbA a”rﬁé\kéﬁtﬁrl%gma:a‘haédtﬂamfthewaﬂﬁe offt@@eRBand data
of conditions that could be included in a rule are:

asgqfiatedtwith thet speeifie edapt. (a busi ness Cal endar); current
RSB i 398 458 RRRL P RHBSE hiES I Shedhfbgimprt, e
bindyhgataptures information about the entity that a rule is associated with. The rule
binding influences the rule context in terms of clearly defining what, if any, runtime
data is available to the rule. Each such entity with which a rule is associated can
provide the rule with a set of data that can be used to build conditions and actions.
For example, an SLA rule bound to a service proxy can include conditions based on

the monitoring metrics available for that service.
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appl i cation. Exanples of actions that could be

included in a rule are: notify an email address; send
W@20m4asHGE; create a new task entry; invoke a BET/VSe5/018183

and 30 enabl e/disable a servige. Rule exanples: A

sinple action - send a notification to adm ni strator

As BREBr hEhtBKes a@‘?ulé%%?ﬂﬁélﬁdetd R Rl 8ﬁd@%ﬁ% 88@ /%fisi PLactions. Each

service exceeds a certain threshol

rulerET W20 s llews®) structu®et ween 9am and 5pm  ever yday,
raise an alert if nore than 10 security violations
are encountered in a5 mnute interval. Log an entry

If <sbt 8f BBSHEAGSOhehyRfriorites sdebeatshsyor e than 10 tines
in the last 10 mnutes 5 |If a process instance of

type P has been "RUNNING' for |onger than 12 hours

A ri S QS 2B riPE SR ey RS BREpee . s it 8 not
inclL@@anaddndifdnerate b pIROE Bndehe acTBﬁ i 8REQItEd @R time the rule is

allow users to admnister rules. 10 The_underlying
triggeneds Conditioas gandiesefiediffarenkirpaso Business Galandare K/im@lmag Data,

User il e el 80 s, THESra SuBhe s SPGghE Bhon kg ne
condmdmetypésu she bbhamsilyz Ipmigwd inwttruntime T ac¥dintsuzieely condition
converted to an appropriate runtime fornat

typ@??r}a‘gﬁs'@pabhﬁwtﬁ@‘qrﬁese rules. Monitoring netrics based
In o&%&@hﬁb(ﬂ@%ntf’[ﬂé tw @oncﬁ glﬁ\afﬁé‘rl)'t’) t.ﬁ& g"thhe rule are

mtn Ius ion an

dictatednby tHecruéan bimding. Eﬂlrgemepllﬂn to whie state%it ar@ aonditions like a
[ npni tori ng

vari ou i nds; . availability of upd
busifidos lendsTOWNsh G Saeacated WibabEes S PhgAessy calendar
defihfieRi® ”@oﬁélataﬁdtrﬁ)t §Ba%H %{na/ éﬁarﬁ&ﬂﬁﬂﬁllnb Ihg rétﬁnﬁ“é%{cﬂ%ndltlon
response tine of servi arrival a nessage of a
comyiseaial ongpar MorkZexprassians tiradaini eyaddtranily eoti®ed bad nested

osid o RBE AR U BSAN Bt 7 B HRALSTor ar
ANDRAE{RE t@p’ levteh exlrﬂhb%dfﬂﬁrbrﬁwabluaéd ) aqelé%ééd)fbse\s%?@ate to “true”
actions incl uded he rul e. rul e cont ext very

for 2 rgedo ;evaw&;tcatr@el JMsfc lasme\mcendltlorg@mes carebe addechto the rule

ronf AT B o0 s A8 SRR 855 M i e

embdiment, the st RSmRNGHK edn\WefiRetdreS Pha2d alloWs Féethe addltlon of new
average response tine of a service can 25 contain the

actipR$randconpdiiossr vi ce and the new val ue of the average

A ERRRER HBosie SR the SRR 0 AARIRR e A
meriipned diove, tid tulé baaluatien pfocese\int be triggered by several different
mechanisms. In one embodiment and by way of illustration, these mechanisms can
include: availability of updated monitoring metrics; event subscription — the rule
evaluator could subscribe to an event framework and trigger rule evaluation when an
event is raised; and timer based ruies - a scheduling service could generate timer
events that the rule evaluator is subscribed to and kick-off rule evaluation at fixed
intervals.

In one embodiment, evaluating a rule involves evaluating each of the conditions
included in the rule and if all of the conditions evaluate to true, the included actions
are invoked. By way of illustration, the rule evaluator walks through each condition

included in the rule and invokes the corresponding evaluator associated with each
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Rul es can be defined and associated with various
entities. In one enbodi nent, rule binding captures

WO pdosnnEtt on about the entity that a rule i s aBEDUSEN®OIS183
with. The rule 30 binding imd uences the rule context
in ternms of clearly defining what, if any, runtine

con@ﬂfo’h tyée% @K/b@%’t@tﬁ@cdﬁtﬁtldﬂﬂlﬁ a fﬁﬂﬁ@r égﬂﬁtdﬁ‘géhtt Yatth Q:Bﬂdition type

a rule i's associated can provi rul’e
reg@t@etalmvaimt@r thaitcapavabste codd ltlonb wf thatdypeli Régisteriagd

S bqu
con R P BB ES BT PO Basue” SHeMer PHBITES, Y e alert
frari®l/bikcs avail able for that service. WD 2005/ 114452

PCT/ US2005/ 018183 -42 As earlier mentioned, a rule
In opgrembedimeant atheirate Bamevndk praidesadenvice provider interface (SPI)

thropha@iiEn artftbnal fofiie aHE ol fndaodtf bETeghlatid Hhiine
emBodimient, eeauinadtionl artEcaid |ﬁbmfyp@é %Pmﬁerﬁtb@@s a bép@%@e web-
embodi rrent rules that do not 1nclude and conditions

appiisation- Wiben the apalicationds depioyadi a listesen clagseagistars trese

r gered. Conditions can be of different
conPﬁi%néH u%tlﬁ)r?eé@b | endar, Monitoring Data, User

In oﬁem‘mﬂ)@dlmwm hee bindihg i entifigp edocdlien Withvehieh kules can be
des CBUCh th new 10 condition types can be
ass@eig qu%gﬂ ﬁ&'c? %&h PHipTEahand Praso sardirfine enrawor more binding

powﬁﬁb'&S’g\erlréelﬂruléé( a8 b@eo% Icg}ge Con@Hﬁhg:félﬁ%c%chﬁﬁge the monitoring

metrios registéreah byth thelpq)eimes stageaed tkanspbetsrintleat service proxy.
tat ement are cond]

o BTSSR b AT MBS
bmd@hé boﬁ‘it Icah HePgsetd fbctﬁ)r%tr*&%ﬁb&%ﬁﬁoﬁé’"Iﬁ%%rer%%&#ﬁgérﬂ' 4 li@8ner

@é:; and not tied to any particular
reg!ptﬂr WltEath aspifigutation manageriis estifiéd eaeh (hmenmservme proxy

bi t I nbj. ned
crefi8h BBl th griyctEndiotn pRinetind Ritsiag BrR¥bintherservioe
and1Bgis&FRENTRIA antA8d bindmg nirager! AND ed at the
top-level. Al the conditions i'ncluded in a rule need

In opg e@%@djmeet,teyew remity” (sefvice euproess kihal cantainsoa ruleebmding

i) 5 251 T 0 MRS 2 RS B5h¢ Sy comes

into r“e)gsmeéch&tSérvmblb"t% sFvioes | thid MeaRe thathe dimdng potrﬂ@ are
alert framework can define an SPI that allows for

regigigded WheNst sevige igcrealrd. BauBPYharacesses, thlSrr@wtratlon happens

' | £ . f .
whe@{/’[gﬁu {)?éﬁs} I%f%%?l)&fﬁob.lﬁgég%n%% g%‘félggég&lﬁ{g%fﬁf’ng‘?ng points
can degparsistaxhand cande aaable for bagesing vitya I8Meirérface that the

di fferen 25 mechani snms. I n one enbodi nent and by way

congglejgnd INPRIQOHCan HE&e mechani sms can i ncl ude:
In oY @nBtRiitnkehy. thé ﬁq‘ﬂéé’r‘fl %&ﬁ%g@? Bhh Prévide TRAPFiat B@8khe

subscription -
service/process name and a rule context that contains the new monitoring metrics.

The alert manager can then look up all the binding points registered for that service or
process and evaluate all the rules bound to each binding point.

In one embodiment, in addition to all the information populated at configuration time,
the rule context can include all the runtime data generated by the rule binding.
Condition and action evaluators can extract this runtime data and embed the
corresponding values in the alerts generated. The following table lists fields that can

be available in a rule context:
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eval uator coul d subscribe to an event franmework and

trigger rule
wWo povsnidassed r
generate time
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[ ypes can be 7
é%%kgc ?%h and condi ti

IStrimgwor k. 5 In one
i des a service

vhi ch addi ti onal
egi stered. In one
on type is

Entitymypgent ed 4
application i

these condit

STlee Bgieasdfahe “Babiy appl
S deplgygd, a |istener
iBaurthdOact i on types.

igratrhon. \Wen the
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10 I'n one
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1 Ment, d
En@%i rul es c
external and

points to whi

pstity) can define one

ch rules can bhe denlo

RN RAT S

Focatiom wth
h™'servi ce (both
or nore binding

Dateddleogidsir e t
t he pi pelines
proxy. Rules
nmoni toring ne
can be used t
enbodi nent, a
configuration

ha ligbel meniterdng deter i cs

tvalgss forahé @draents dthi

thesasspsiateqd BEANGr ed
is notified

SRS alnd aRRRRC 3

0 construct conditiong.

Lisidpsa erepiessntad as
ce

Salrin% MITS@%COI{?% Nt?a nd

s 15 bi ndi ng poi nt

In one

with the

dach tinme a service

ger
bﬁﬂggated/deleted. Thi

proxy create s listener can
extract the brnding points in the service and
register themwith an alert binding manager. I n one

enbodi nighle teRumfime Ruie Daty nehetareance i ar &sahodiment
contains a rule binding 20 point can register these

bi ndi ng poi nt

In SrBSbotithént;
this means th

s with the Al ert

at the binding points

Manager when the entity
e cilefBmewdTRicah@xpose abset of IMX @®3s to configure

are registered

ruleshdiese Aftlgicen nrevidedasestion Asitrieyal yrlidatias agd persistence

reql rati . SS, Ik .
fun eI Bl nei 8P g 18 o doR B Rrh HoBRA Mkt fieract with
theRIMR ¢4 \dr3d ednsinidteranldsearal eorhplettely byrpdesaiveiWh | 9i0zadministration

JMX interface that the
console.

Multiple rules can be associated with a single binding point. Rules can be executed in
the order in which they were deployed. Users can change this order at any time. In
one embodiment, creating a rule involves associating a rule with a binding point. For

example, two ways of doing this:
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25 consol e and other tools can use. |In one enbodi nment,
the Alert Manager can provide an APl that takes the

W@ e003ilcaspr ocess nanme and a rul e context that PONMUStN5018183
the new nonitoring netrics. e alert manager can
then look up all the binding points registered for

- boBrouRing BfdRlg PAMSEThe HBKAEIS fisfhiosBs ditki$fe binding

boun to “ea I'ng pol o one 2rso
ponaédrdm time bimdirld rapository,, seleats one pap Wradted aatule associated with that
. configyration time, the rule context can include all
b‘“‘%ﬂ%ﬂoﬂﬂti me data generated by the rule binding.

2. Comthivs EHﬁlé%Ct i@&éﬁé‘,%@ra%nﬁﬁfétr% ' Raits Pg IfSst identifying the
runtime data and ed the " corresponding valles in
ntitW(@exVisettmsg&amcatda@ctom or BRI M procasst délver) witt svhichehelshe wants

to asgasiate,an 830 pERs LaS0B4hBR Préseried 2 1k el iiRincing points available
in tl@&gﬂd%ﬁhg(\)eg%%ﬁd C¥Rfets Bb of H'?é@lnahwg% &d Etté%téél{h Rule that is

that String is currently executing ng Poi nt
aSSﬂ@Jﬁéed)WIthIﬁeattblm@ihlg)odntrl ng Nane point that the rule

is bound to. Entity Bound To The name of the entity

with String which the binding point is associated.

In oRBtdrhbodiftieat, ldeht MRE cOnditite anErHictibi Eﬁw&m BeHRd |t§_%wn schema to
Entity URL The di splay URL of the U entity

represgRtthesaction; @thmdltmqrﬁngun@thmd@taﬂbls qomdgtlon or actlon

conf AR P Ao TR s AT e

marEgeticag peﬂ@i'sﬂthls datzl £ partlalﬂlfﬁe Fate Defigitibat Thé fule context is passed
Accordance to an Enbodi nent I n one enbodi nent, the
to epgh sondisipp\andadciion taRﬁm%C%GUGﬂQJMCAW@OH ®r actlon This allows

the EBH(fjthH ﬁnflg aﬁén rﬂ&ﬁ%sﬁ‘ﬁ rﬂr\}éﬁbgf% {Q{S?@%Lg?.ﬁp?t the

ation an SI SIEnée
momtmrmgrdaia slements| aailablel ot thahbladir@vpdlhﬂ ard-inelutigd i tHes condition

con%igural‘uroﬁm ly interact with

In one embodiment, rules deployed to a particular binding point can include
monitoring data elements available at the specific binding point. For users that use the
WLI console to administer rules, this validation can be automatically performed by the
console. The console can easily ensure that the data elements available at the
associated binding are used to construct conditions and actions included in the rule.
In one embodiment, a Monitoring Manager aggregates cluster wide metrics for
monitoring data and triggers the evaluation of rules associated with each binding point
for each service/process that has updated monitoring metrics available. The Alert
Manager can first construct a rule context for the specific binding point. Then, all the
rules deployed to that binding point can be fetched and each one can be evaluated in
the order in which the rules are configured. The rule context is passed to each
condition and action evaluator. If all the conditions in the rule evaluate to true, the
actions included in the rule are executed. A rule runtime state object keeps track of
the result of firing each condition and action. This information is used to ensure that
alerts are not fired repeatedly for a pre-existing condition that the user has already

been notified of.
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the JMX [ ayer to adm nister rules and conpletely
by-pass the W.l 9.0 adm nistration console. 10
wo/mbosiipd4e2 rul es can be associated with a singl BChURZNOSQI8183
poi nt. Rul es can be executed #48- the order in which
they were depl oyed. Users can change this order at any
In bhemmbbodimeng, the‘mol@i rmatlme sta'@abbjegt ia pasked toeathy astlon and

copa@om 2 %l? 13‘5 pgn a%bcﬁrjl {%gggflg(gder E)?reac ’con ltlon and
acl] ﬁl céﬁ%@ %Q&t%@é”ta wifieh %gn %‘e%(ﬂ% @)@?Léga Er:éggllhﬁ grecord for each

mnistrator first rowses al.
rulp @vatuatéd.ohm ahest lmgr&:htnglsrgem\@satedrqs a $rackiopslada elenent that can be

inciidib el dB et iabkinplotdds Bl e Hisplavaaiei i odfisole.
In 8héehthdimbeht, rdﬁuﬁgtriaonél pevides reéu@éﬂrbéyoﬁs%eémﬁghmlon for a

service di rect ory or pr ocess Vi evver
massAgheoroeessing gmr&séfds |uaed tadispateh am@saa@ertma;selbehed service

di lable. i, .
anf E36BGHE bt abhFB] G- BBb Aol R B figd € considered
paRQFhG pARthrg hesdsegedpdttlof thid18érvice p@s(s‘rogmatéaénmot Hés,ponse can

t hat b| ndi ng point. 10 In one enbodi nent,” each rul e

usedAGithe GPSREATPEIDERLATR iesPansRIBrIaessings Ibane gmmwneat a routing
noE}%ﬂ’icﬁﬁ&&l O{ g%GPSF ll'O é)rA qu}g%ﬁdélngﬁﬁg :’]lfgr‘%{SS%ﬁ’V@% r(% 4 % %GI'VICG

isTcondrtion or ac 1on

prdﬂya)raéreektemlqgeky)@wosmblualbs:s@daé%@duﬁﬁdal@@ﬁghﬁtton options that
manager can persist this data as part of the rul
det%mmﬁ& hew theressage c@oreRackagesaabaentty tba*«;sﬁrvrce Outbound

traﬁgf%g;iln%wﬂ i2g &b {I’Qﬂsfiﬁﬁ‘ﬁgtleﬁ] ?@Ma? %ﬂb\mh%l fessage and context

Ion or action € con

to benfiodifiec before litgs lsant tmhhbcta@tfser\nmef.akéastainsertrarmformat:on is
moni torjn ts avail abl

ST &SRR AR AToBR daaearer ARINEd o fFesived response. In
acEES NS ORbobians, RIROLIEENS) ¢ a8 UpBliptEny ang

partic ndi ng poi nt can i1nc nmoni t ori ng
combmﬂnnsofafvﬂmehaj‘se bh:tcksimdsrpetmg tables.ndi ng poi nt For

WHET &S alithg & Butaanefiisaiio S SOISH seavihg shegahmte called
skIByun@smw%%ate il déeﬁ%gtrﬁn% ansfRasivel @ﬁéhtrréu%h 8kipt Béhaves like

data el enents available at t associl at ed bi I ng are
a raglednttbalcibnan becelegiediand@as pravenican osighdaquient editeés from being

coheliielenedtod o ERGe Rbeodbd i BE sBHL PRI g8 G5spnses can be

expetted Withds bRiptroate IHelekip esutethasHERIrRes @@hﬁétﬂﬁtlé\h t'l’he purpose
each binding point 25 for each serV|ce/grocess

of skiB isifsoaliav Users theraptignrad explieitln definiapitee care \Ameewﬂwey do not

{baggq can first construct a rule context for the
WaE(Pem i'C binding point. Then, all the rules depl oyed

In %nze S\Ijgiloggpggt I@%\ ReIboinE BanSerhatieh frusstiteamionme ®@shape of
the message that can be sent to the target service. This potentially involves modifying
the message itself (e.g. payload, SOAP headers) as well as transport-specific details
such as transport headers, retry counts, alternate URI, etc. This can be done using
the standard set of transformation actions currently exposed in the transformation
stage. In addition to assign, update and delete, outbound and response
transformations can also be able to use conditions, WS-Callout and raise errors.

In one embodiment, a response transformation is used to customize the shape of the

response message before it is turned over to the pipeline for response-path
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the order in which the rules are configured. The rule
context is passed to each condition and action
we@buat4er . |If all the conditions in the rul e POBRUSED®E018183
totrue, the 30 actions inclpgded in the rule are
executed. A rule runtime state object keeps track of
[
probefind e nfontldr A8, ISH SR8 B e Pihsidhdtions can be
usefli togethee fee affectively translate beigrest thegeqosstiresponddidrmiai@sed by
user. has alr been notified of. WO 2005/114452
the SeMieEPEVS AnhieealigBYIesPERsS KHEAIUSEHDY hRdarast service. The
reshofits (TORIBUAPPAS isol ERSSE o b AARE iR 1808 faults such as

SOAPardiusintss faakt. lEachessags fautins detbcted; tif could caipkameerror
generate a tracking

e
conpgpgr H‘S?&t‘e @J@gulgrd'ags&; adﬁ[‘égeg%n alert |og ent ry is
In oBBNSHBS@ifhets, 1B Perfsrki EShdigd il 86 trolﬁttégtméy?B gﬁeg in if-then-
included in either a data set. [racklng recor
elseiblogkayEie epnditiens 6ar beany Bodaanvatusmd Xenery axpreamongand

o3 e YB3 T SRR ST b i o  rovto o

a roERgadisle! I éné ehfidaflefe B\obfing Blfle indlud@ePhiseabr R)utes wrapped in
wai t for a response. Since in one enbodi ment routing

a switchesiiyls erndition table. lbfs a Beorhandropnstrastitet phows differeet routes

to bR BB npBRng FoINect 4 SRBRIRGuERLp e iR ne
In oastembaotinient,aa fautingrtablensuisists of Hdasgiewtbrs @laude and a set of one

routes. A route identifies a tar)ngt service (e.g.,
Or MYIE\GISES. hhewnese C@vseﬁ%\taiaﬁ aﬁr YSIyeuPrEsgipn @ad rgaymeference

a4 318000 el ERCARLAOTSIL AN o SRS ot o

vaIL@Em“\slon lamdrmﬂ@astﬁdneanute; s@rvmgt a®thd cagtshetiormiSiege the entire
tions that ab)l ow t he nessage and context 15 to be
rOUmej“@ READESHE N OneTouis Peing saireiear gettipieFartes per case are not
supbFSEEQN% et < (B b %dHéd ot tHE LAg lv\)ho%esrgh eglfs selected if none of
ransformation actions that are ap
the pmnedv@campsrsahsﬂem aspects of these enbodi nent s,
route selection i.s de .cqndi tj.onal any .
An ESHIPIE R0 RblerS SHBH e bR o HoBs ot Rgorssarbsrepresent
hoth@"raEl‘éQfdrﬂMé‘s@ﬁte@ ihQHé %onf@ﬂ"aﬁoh ToRSI8, R'&ﬁféjﬁéfa%‘ at@also
speci fy the special route l'ed 20 ski
Omlﬁemfﬂr)ﬁla’ltb/oute t hat does nothing - effectlvely a
non-route. Skip behaves like a route in that it can
« be selected and can prevent any subsequent routes from

wheb&i Ng  Copaiigmedsafe/oRI?Hriduntylovever, no nmessages

can be sent and no responses cah be expected with a

compargior oMallE The skeyieBoute has no further

>= Che ope 10807 exp i S BIREIRR ng The”cace vinon they:
>= do not 2600@nt t 0 SilegiSBrvics rene enbodi nent, an

out bound transformation is used to custom ze the shape
othegyise StandardService route

The routing table supports several different comparison operators in addition to
equality. Furthermore, the value expression in a routing table is an XQuery expression
and need not be a simple constant value. In aspects of these embodiments, the
routing table is evaluated by first evaluating the XQuery expression in the where

clause. Each case is then examined in the order listed by using the selected
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t he nmessage that can be sent to the target service.
This potentially involves nodifying the nessage

wo ewsli44fe. g. payl oad, SOAP headers) as wel | aBCT/US2005/018183
transport-specific details such as transport headers,
retry counts, alternate URI, etc. This can be done

nYSariidn éraf%)r% BBRMaTe ?r?é wﬂ%ré BNSE PLLH wﬁﬂ tﬁ’&ttdfqﬂé case’s value

curren?(ﬂi/ exposed I'n the trans?orma tron
expaehsion.dhtheccasganigon rsmwsﬁecb,rtuedéheterreepm’uhugrdolaec&s) can be
|%rcgs(gonse transformati ons can al so be able to use
o itions, W5-Callout and raise errors. |In one

In oﬁ@t&ﬁbwﬁ{ent &né§§é§€‘§@phfoﬁﬁ§ P@rﬁﬁhb@ hd &ar%reﬂlb r%utrng node’s

custom ze the shape of th esponse nessage before
runtirset The @@S@@tecutlon lowpis ;tbah firet ﬂwrcomﬁmmsmcbmutrngﬁebles are

ovo K 48 SRR RS0 e routng e
is conSInEiedf cBthpleis ahi@fedfonseSHEceeaRg Begrnfsqrrﬁa\ﬁécﬁaféryﬁﬁm )’Ehe current

transl ate between the request/response format used
stateed the Massagp(oyedntf a raite insriseiedespy sorrespeonding vsitzbund

f
rarorfigh S B5in 3851 ind DR PR AR o the sorvi
by veacbf the BinGinG@Na tean lagers. ifadd fespohsé niessaRess fe&lde&ted then
is detected, it coul raise an error condition,

the routingnqde,isi cansidesed fipishadiass resagese proasseing begms Otherwrse

the STRAY B4R s, it BRGIRREN SRAA bhitRe ré ity GlodRiat occurs,
the t@meBmis&Hmat@hue@ph@@eyrd ehe rastiigomodi$ considdfed finished.
In Ocan bheqfﬁ ra Itl nes gﬁ further enbodi nent ,
PREMROAIMentg batc éJan% AUty 3 !ngSacfraﬂﬁaSrrg exvce busn
eﬁf?&%é"ﬁ‘%&ie ifd %%Eér%ﬂ” qui’r*ér@ Héipér‘é uﬂuﬁ?ltggloéen_d ¢an be

outes wa a swtc e condi tion
apphed togettioert Bryaway@ﬁ niktsrtrehbntﬂhatuﬂrl(mw&hellcbhsmlembr pmdess creates

to.be se ect ed ba ed the results a si
2 sPRdIRL bAEh SESEnoATere Hi Ehdiies A Rding & b6 accHgales cThe
chaﬁ@é‘éShﬁd% iRfthé bétdhgée%smﬁél% GOtERRIROTha %}s@éteo Mt rther, they

nmore cases. The where clause contains an
are eam@gsﬁhers@ﬁ@nw@ylangeependm revipveaty befare “aimutitting” them. In one

e FEHEHE A8 Bal he PRERPER oRiAg oroads PO anGi: Bor example

conBSittitigne nds allbRed FdbiRG bb WoulPirdsiat ’hrbﬁ‘r T @coré%%temg g., if it
node can result in one route being selected, mil

creates cuelepetausas ensesolved refetassest efe). Assusiagithe bam gaasion can

dypd I | f f

ve PRyARRELR oA o0 P By o RS 1S e R 0E
In oneehibglimaht, @ batck kevsiondeeys trick T witatichbnfRfentPire deleted,

represent how the table can presented in

necessarjly
cre @fi alrd W thersessiesioiata. Roistdatads persisted sodhatdt survives
sorfi® atﬁiﬁ%%%isgé/“%‘h%%ﬁeg“n@ﬁ%%we 51812 5 the, el qayeeton which the
serveobusss running on. Changes that are made within a session are reflected to the
core state when the session is committed. Core state ultimately defines the behavior
of the service bus. A session view is the state of the configuration as observed by
someone in a session. Session view is not a physical data entry. It is derived by
taking the core state, and applying the session data to. Batch update is the activity of
modifying the service bus configuration in a session, and then committing these

updates.
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>= 100000 Col dService route >= 10000 SilverService
route otherw se StandardService route 30 The routing

wo almsa1sspports several different compari son OPET/ABTNG018183
in addition to equality. Furgternore, the val ue
expression in a routing table is an XQuery expression

In &elenRdirment, Bebaick SEBENBRSINlY seasion) is mea;sme@moefof batch
t hese enbaodi nents, the routing table is eval uated

updatesupeEH 0 Ahe sgriisrbya RSt REsErated by pg@rs\,a{gl%r processes.

o3 F38R008 5o S A 8 et 3 ve o

diffeféhtaemaf tieosysiper détermineddnnipermodificatidres perlfdnmmbln that
result with that of the case's val.ue %%%ses& on. )
sessiRN. (PGS data isPessisiedt ARE capRUAVIVR or e%rﬂSﬁtﬂrﬁgA session

ke%&‘t‘r&é%l?ﬁf\‘fvﬁat aﬁérgﬂé;azgu b3t %ﬁéf@&%ﬁélm@?@?@% ser. This is

I'S pe P Rt 5 rout’ing no
calredﬁﬂhlemess'b‘rredétas iTheesessidgn dataftbgethies withathefwittsthet dare state

condjtions, and routing tables ar eval uated to,s
defipaibecassiau ien: 8- Wrabcanieasnts b viiipetad e Helye they
coﬁtgﬁ FOWdtReshRAe s considered conplete and response
éessn ng gegl ns imediately with the current state

In @nie ehmbadiraeaye@ semsianxis.crédted bydoveking ssmietraceon agygssion Manager
v SpRSBRNHR: A5 eat i8LAEHEY 4 bk fatihe”
Se§§bHMBéa¥p OPYt CeRYbOErdaied I th@i dithsard Gorligeirfion ¢HfRies. (updates,

no response nessage i s expected, then the routing
deletain crsatee)wsambemrﬁqrmegwwttmaﬁosassmb%@ gardee HeisijBean methods

thep GeR i e Eoan bRng ey REpBRER 4 Softnd hersp, g.0-

that occurs, the response transformation is applied
and the routing node is con3|dered finished. In one

i,ment dat e f pLe. a I cha
puB Vo &t St ol psion e YebBerel §oRAgIgiprRition)
where they are accunul at ed and can be applied
together. By way of illustration, the user (via the

e kBB AR G5B B
up&gt%ggfe?fdi‘ﬁ%% by‘thta'ﬂ?né%ﬁé&‘ Bag %%Sédi’:ﬂmﬂﬂ&teﬂ% tﬁélvs%%sth 18 possible

cor tate' but rat are saved
that @sclienb peGbemg esuliiple Umelatef,valbuvediffbeﬁrfo rseSS|oom1Intthe rﬁcgﬂowmg

ex%rgle o o%%@ﬁ% %fsetgvvg? in '§8¥Sl8Qi‘ﬁBEéPe?eteS Y Servike provider
in §é’é’§’6r§2 'lﬂ%s'e%w@‘%es&dr@% hdved difebre Rt el |of wae hd comfiguration

an |nvaI core state" if it creates cycles,
locxkadlkesSaas&leeiblcaedhlnkftba e@rwee erovigerssifli existshand session2 can

n can te th hanges are accunul at ed
th"&lf at ?'é? ﬁg@@%ﬁ?%ﬂ]q@d&ﬂ%@lg fagpg': In one enbodi nent, a
bat ch session keeps track of what conponents are
del et ed,

servicembean.updateService(“session1”, service1, newServiceData);

serviceprovidermbean.deleteProvider(“session2”, serviceprovider2),

In one embodiment, a console user enters a session when he creates a new session,
or when he picks an existing session to work in. The same user can switch between

different sessions, and different users can work on different sessions simultaneously.
The view of the configuration as seen by a session differs from that of others, and the
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25 created, or updated in the session data. This data

is persisted so that it survives service bus restarts
war@sareshes. The core state is the main confi BOT/EB20051018183

which the server bus is run_'djg on. Changes that are

made within a session are reflected to the core state

X . : f ot o

coSHIsLNS 8851 8 R, BRI BLAnd b TBI By rcuoss

list of smwcestheesMLAd seofthathk icionthidist, atridoB I@EOD Ther atdaltdonfiguration
one i1 a ses Session view is not a

(comyaRTerotiars. SaRrothave A b‘&éﬁ'\/@%"%? unfik hengpssin iscrammitted.
In oﬁbaérﬁbocﬁﬁﬂsrﬁ,ﬂﬁbld\m@aﬁ rr‘@a ﬂ‘%g&fcﬂ 3 et%r‘schstlméjt%ﬁs search
y| ng t

is the activity of ervi
metbods) ean aceept amola‘lmsesmon padarnbtar. I tmersessiog palaaeter is null

t 2005/.114452 PCT/ ,US2 /018183 -49
the BRfE¢Th g OtnEd ol é’é%g‘?@rﬁt?@r 36 P35S BRIATSS TG nul, then
a VieRTIfeh cBARyWhtiBA G sedh SEHIRAT 15 rs rh8§. P& ddrfple, lets

bus. Sessions are create by users and/ or processes.
assime thahihercare stategtantaing senticescB eade@. Burtinért asmmmesthe user

oredi88 3 SRR B B EeR seBl LA 5Pl b Mot S s
sessieAshindodsenst ommittthcss cﬁ@ﬁ§é§ﬁ1§ﬂyetaWﬁeQ|§fSéerc\éb§?rlng session)
crashes or restarts. A session keeps track of

metbeﬂﬁaﬁéﬂtlgn éiﬂféerapbl%ﬁsy&s depeadiag amihedzgssiand by t he
user. This is called the session data. The session
data together with the with the core state defines
t he session view, e. what conponents are visibl e,

Iist&wimnume\wnsr%gng&m ain, in that session. 10 In

: : b s sessjon is created by invoking a
“S§%$ﬂ§%3g%ﬁg¢§@@@?@ﬁ”ﬁﬁﬁager via a SessionMBean. A
sessi on can be created by any process using the
Sessi onMBean, or it can be created in the console.

e ORI o AR s haabn o
satistRINOIS hist dindeRdRE 8ark EBE'nQHﬂétéHHEE%%nSLt@ SP(% vdiigdtide.
pu

accept a session nane, e.
Conajnémga&pliﬁi&f@@&franggsi‘@slgaSDmadRem thxee s@$sion éb the core state. Once a

B i A e ——
discaptiatsessipar Thissaaphydélbris tﬁé%@@&oﬁ&ﬂat@ %teﬂé CHAY hé& f@ |ﬁj§>act on

that session. It Is possible hat a client
the ‘Fﬁf?tﬁt@ﬂeeTde@ﬁé§aall$a\l%th§| mmﬂe isecLTenily. lnlvnthdmé commlttlng or

0 tes a.service
it DBipgI R o b 848 12854, B shyB L B session
F lguT‘essla a-biiustrase thscoransthey theassisidrenant ahé%%s@fonV\’ﬁéW after

the configuration |ooks |ike. Sessioni can think t

variqusmegigaians, Aes, Perdernaed in a sgssier angrid as@tyenmzcermnce to an
embboBimént! BifterbRfgS&hElicBI BRSpdd Sl ELRMLRNSI it dent values taken

on by the components. The shapes with thick lines in the session view indicate that,
that component was modified by the session and thus its existence and value differs
from the same component in the core state. Shapes with regular lines in the session
view indicate that, that component was never modified in the session and thus its
existence and value is obtained from the core state.

Figure 11a illustrates an initial core state that contains components A, B, and C.
There has not been any updates in the session, so the session view reflects exactly

what is contained in the core state. Figure 11b illustrates an update in the session
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25 servi cenbean. updateService("sessionl ", servicel,
newSer vi ceDat a) ;

W@ e003i1capr ovi der nbean. del et eProvi der (" sessi on2PCT/US2005/018183
serviceprovider2); In one e di mrent, a consol e user

enters a session when he creates a new session, 30 or
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an eansé of as'eonfiict betweern arsession dataNiewishdibe dore 8tte. Such

session. Once the user is  satisfied with his changes

SCepRNQS,Arise,ithe same i RyEedifiggypgempatibly i e sessions. Unless one
of tHeP§&idd g rH&§, LORfiE Be Résdhis WRER tbé‘ sbB&nd session is

session to the core state. ce a session
compwitedt ted it is deleted, since it is no |onger usable.
The yser. cap al so 20 discard a, sessiop. This sjnply.
in opg BB ITREL SESSPp AR ISCSTnEIY B RLieasEds HplaEabin) for allthe
confpoRehty hab bt ModifieRl Cé?@éte&,%%daﬁéd,%ﬂd@e@%?gi it RBséidn. There is
currently in without conmtting or discarding it.
exaciy one ecad feveadh suahocavponed evendf i issmedifiad many times in that

sesiPnfE Y- Fis SEEHo Mo A4St neeBieBing obaly) i ecord s reated
the ik tiRieSa BBMPbheAt isAUbtatEEbP ehid 968N 1 (PistuSRTEH @8 faifer

in a core in accordance to an 25 enbodi nent. Different
modificatiensiacaipesneped oartbe saae comppyant. gie racorfdiseramoved if all the

up e RSSO SRTRP BTk ol APS bbbl Sossion
data is persisted on the file system. Notice, also that, the session data is not a
snapshot of the configuration data as of the time session was create (the server uses
snapshot based session data

In one embodiment, the following provides logic for Create, Update and Delete
operations.

1) Create A in Session S:

a) if A was deleted in session then CREATE (update the existing session data for A)

b) else if A exists in session data then ERROR (cannot recreate)
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that conponent was nodified by the session and thus
its existence and value differs fromthe sane

wa@eopanant in the core state. Shapes with regub@r/ubtmneeisiss
in the session view indicatedhat, that conponent was
never nodified in the session and thus its 30

c) e‘?é% ﬁ%@é‘ﬁ@tsﬂﬁ%o\‘@%féﬁ? ‘tﬁer?ﬁh@é@ﬁ%%ﬁl%f‘ rbBfasgy € state.
Figure 1la 1llustrates an core state that

d) atbenvdse CRIohPEr{ersade A,neby revild @r A Theessibagata)t been
any updates in the session, so the session view
reflects exactly what is contained in the core state.

2) L@&{égﬂ;\l Sbsdibh ¢strates an update in the session WO
005/ 114452 PCT/ US2005/ 018183 -51 data. Conponent B

a) If A isdateted in sesdien ﬁmEBRORI(lAsideamotiexist gceesioh) n

b) el A B9 o B B8 T UPDATE it b s Sessipn data for
A) view Figures 12a-c illustrate additional session

scenarios in accordance to an 5 enbodinent. In Figure
c) eismiif Acexiplsria sorethen PB4t Tdw (draateha: newgecorsd fordt inckession data)

u he session view, it is

d) e&%éﬁ@%ﬂg\cﬁﬂ c%étee%%tzﬂl]gbfq #af'-‘gr)gure 12b, conponent A
Is deleted in the session therefore the session view

no | onger contains conponent A. A user that is not in

)I%ﬁi?t%i%SQﬁS'ﬁB\/%ver sees the core state and observes

t Y,
a) AT ASRBT Rty PR ERROR BF B85 el bRsEin et
b) edsesif moexus'ﬁsaws@%sleh daw)thmﬂDEiLEa'tE[ after proped paferdritial fegrity
core state (possibly due to commtting another
chegkSsj on): Component B is deleted and Cis updat ed.
©) efgRER B D T SRS el HerDEL FTENSRec 78pCh (ehEHeRal Miqdhty checks.
d) ed&sERﬁt)Rl(dmes aohemsﬂnvmelstate) nodi fied by the
session. The deletion of B, however is not visible in
the session, because B was nodified by 15 the session,
In oher&ﬁbodlhfenv el dperafird @9@ tr% ruggrdnythéf ) (6 i§ 888ingfthe
data. This case i an exanp conflict"” betweén
sesaloge&@wdratberdbﬂaa/the e:mrea&ﬁate)hérhey)de ItbﬁUeingShehsession data and the

cor§ SRR Gt lasie dEetRhé ibletadigilion §f agad (get) operation

in aﬁ%ﬁﬁb&ﬂﬁqdrﬁ_ di scar ded, conflicts can be resol ved when
the second session is commtted. 20 In one
1) RaasbhiimSessiogeSsi on data is essentially a list of

a) R0 B bl PEpaefln Pl 0o cioq) im that -

b) efR5if N0EXistENR s@ssiBn texRrdtlibh BHalledRtisisesidAach such
onent even if it is nodified many tinmes in that

C) e@@snEAcﬁmtg iny corq stafesthengatwa, ltSt\f?élhe Hee@eadate: hen
&ﬁ&% ?I This record is created the first tine
conponen |s updat ed by the session. It is updated

as further 25 nodifications are perforned on the sane
conponent. The record is renoved if all the

In one embodiment, batch Sessions allow users to undo operations they have done in
that session, in a strictly reverse chronological order.

In one embodiment, when a session is being committed the system can reflect the
changes to the core state appropriately. The commit essentially resuit in a sequence
of updates, deletes or creates to various components that are modified by the

session. In one embodiment, the commit of a session can be atomic. In other words if
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updates that are perfornmed by the session on that
conponent are undone. Session data is persisted on

w0 b@sfli4462 system Notice, al so that, the sessiPOT/U81085/018183
is not a snapshot of the conggguration data as of the
time session was create (the server uses snapshot

it fAiRSIAdhS esiddieromiftire Sévice uzecrashes]ithe chanyée narld swfargan be
provides logic for Create, Update and Del ete
rollegiagki ons. 1) Create Ain Session S a) if A was

In ngé gﬁﬁ)%d C[ﬂ?ﬁfe% dmgr—)fh E’E Eﬁp&t%ﬂqﬁisecérlhﬁi?%ill%dtr?@sult in an

exi sts I n session
incdasistdriteoreBRER (rtane emboztiment, @) cOMNRGS Rl allased if any one of the
PCT/ US2005/ 018183 -52 c) else if A exists in core
followingeisttitdy ERROR (cannot recreate) d) otherw se CREATE

1) §8f1‘%a@2h@ d&%sér?égﬁé fhe[t%rre 'Pefe 395 cBipgdnentin ﬂ%d@s%lon are

ssion e eted in session then
deleRRCOR tha cdmestatetTlelx;l |sillustramlslslﬁlg)1r¢))1 38l €oniponant is created and

refgg):e:nictpg ﬁlé)rrlrg,czgefqﬂg% g? Eg,aqlge:?adglA I?IE? Eg{eégt%gqa tﬁﬂe&lﬁgﬁ deleted from the

co%oétg d. W’iﬂoUﬁP’?ﬂ_@cb% %&@IS&/E‘]@MH@%@OI{ ebntAirsars /#vali@ feference

does not exist in core state)
from)A?@EDeI ete Ain Sessn on S: a) If Ais deleted in

2) S50 U EITe Aol SE0Rh Rl BeBERR-G  session view

ThR i RRIstratdEinEPigurb 13N, €bnniitin Egli_B@@HKS .sebBioh) welilgeanirbdute the cycle
exists in core state then DELETE after proper

to thef enrerstatel andthegeethe sa@enitis naiyallewed. ém@@ (Sda’@i@dwad in the
ol pbibeE oL Biind P 21 B FRAEH IR R AR BJg s n the

co@ﬁaté@s@f@@nme @ Althaugarsonieghet lbekmgra thé abe staTél esn see the
do it by usi the session data and the 20 core

reference. fram& toh Bwsehin B wes§iscEameae pakh B referencing A and A

tatlon of a Read (get) operation in an
refb%cﬁ{% 1) Read Ain Session S a) if Ais deleted

3) FlgtﬁessimmusﬂnatnsmmrentnuIﬂtegﬁtyeﬂudatldaris due ko scbmpbnents that can be
session then return.its value in this session

delgtad When a:5erapanery ig deleted it @ SERYANY '@ﬁﬁ%ﬁﬁlq%n\?&?g r checks to
maKe SREGhSREFe are no references to that component. After the delete the

component is no longer in session view. However since this component is visible to
users outside the session because the session is not yet committed. It is possible
that, a component in core state is modified to point to the component that is deleted
by the session. Such a scenario means that the commit cannot be done because
doing so would result in invalid references.

4) Conflicting modifications in session and core state. It is possible that the same
component is modified in a session and also modified in the core state (due to the
commit of another session). For example a session may delete a component, while
the same component may be updated with a new value. Such conflicting updates can
be resolved explicitly by the user. This issue is explored in more detail later in this
document.

5) Conflicting the server change list in progress. Certain operations performed in a
session result in modifications to the server. For example, creating a service usually

deploys servlets or Mdatabases. These changes however require a the server lock,
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d) else return null In one enbodi ment, batch Sessions
al l ow users to undo operations they have done in that
wa@emsilons2in a strictly reverse chronol ogi cal pPeTiEs2003018183

I n one enbodi ment, when a seggion is being conmtted
the system can refl ect the changes to the core state

and HBBHYB rbeastlfﬂ |tte§ b I%§ gtﬁats'eﬂ}é%a'ﬂﬁh’élff sbsiéns change
seéquence ate or creates to various

lists anfonenaislyt ﬂhvetsemvesr drmia moteailobwnultmle sbasgelists| I there is already
enbodi commt of a.session ca

a the eRBIer RBRGUS TP INGToBRSSL SAMISP PesrseRoabes gofBarommi ks own

chaﬁgﬁ]esff?)'tjh% dotvdihe middle or if the service bus crashes,
changes nade so far can be rolled back. In one

Tabhn® tidisneontfljct scspariomand AowdBesystdm can automaticallynigisplve such

I
confisdaeenidaniecds o SMpe RN BiGE Indt M P8 R st fllEe
concurt&it rR¥iNSatich $daifiriobthS0d® nef leblao Q@ﬁﬂi@&eﬁééadé@athe exact

are referenced by a conponent in the session_ar
samgeahetididation dhee dbbethsthetsessinm and the ¢orgstats: @beutﬁble has four

ool 8t By BT 5SSO LSS e
modified A LR Y198 ths colai Bidivates e d:m‘agdanértt&im @oeexist original.

state is valid, the session contains an invalid
Thersecend g third colusmn reprgsentsthe waiigyeithe sonmongiit i the core state

o 35k LTI o BRI ol e

con@@?ﬁ@ht Isi deletedqbr ﬁoBmt@aMl)l The |ﬁd>umtiwl nolelmrhexpﬂgmlsdhe conflict
the core state, and hence the conmit is ,not

andfasetibes hawdpeicenflist can pedigerlyernn ore emhodipenand with
refe%]en Pabibd el‘é%@ﬁch{%e\ﬁ?gé’céﬁm&s' darf 158 REINRFbPthe system,

'S nmodi core state to reference
defifed AbtA@@Eﬁ’TsSEﬁSI‘@NL AGCHERT 40RRe andy o the sase ef soplisting
the l%ggence fromB to A a user in the session can
updates referencing A and A referencing B. 3)

Fi gure 13c illustrates Referential Integrity
vi ol ations due to conmponents that can be deleted

ORMArALA soymementyVAsUEel et @DNRLICTBESCRIPTION ABESRESOLVING
managefr checks| to 20 ke sure that th
VAYBr epcedNt o hat”\’corrponent. Af ter theséi.@@gthe
corrponerkt;dR% nostg@g@N i n session view. However
since'thi's conmponent visible to wusers outside the

sessi on EXEEISE t he SE‘SSI on is not yet conmitted. It

is poskible that _a conponent—nA—eore—state—s
Coﬂﬂﬁiml@PC!JUeﬁbﬁ}ﬂd'ftQ@t'Pﬁéceﬂﬁﬁ%ent that is deleted by

VB o B e R MO ToEr e an roslv T
invalid referepces. conflict by doing one of the following:

a) ACCEPT SESSION: Commit overwrites value

in core with the value in session

b) ACCEPT CORE: Commit preserves value in

core state (effectively throwing away his changes)

¢) MERGE: merge the updates in both of them.

This requires support from the console’.

\Y NULL Vs Update in session, delete in core state: Ways of

11 don’t know if we can ever do this.




4) Conflicting nodifications in session and core

state. It is possible that the sanme conponent is
worR@sfli|ad2 i n a session and al so nodified i n t heRCVUR®05/018183

state (due to the conmt of -gpother session). For

exanpl e a session nmay del ete a conponent, while the

Same cqgnmponent Win&tﬁ a New var ue.  Such
conflidting upgates can e resolved explicitly by

the usdr. This |issue is eapAWTSEﬁBI@Ni@ahhii ’-G&feates the
in thid documgnt. 5) Ccnfllctlng & server chan%)ia )

list in progregs. Cert ailFOIRANN gheeorestategvithing value in the
sessiorn result [in nodifi %@g Rs to the server. For

exanpl @, creatilng a seryice usually depl oys servlets

or Mlatlabases. |These cha@é’@@ﬁﬂé’@@%@mmmﬂd@d@thecomponent

server |l ock, WD 2005/1144 PCT/ US2005/ 018183
need tq be subrfitted in fiq{g%grﬂpﬁpom%o Eee"i*‘\%ﬂn Rl V|olat|on)

v calls tiheyr segyps Chdrl!ﬂéfeﬁe' lh%re%éronU[]PBéﬁeLiH?:;o‘?ég ﬁtgtg.eways of

server |does not| allTow mjltiple change’lTsts.
is already a tlhe serverll reselvigg: | i st in progress,

service bus can not be dbl

to the|server. |5 Table 2 ?QQEE’iﬁég 6@ @Hmﬁgeﬁaﬂ%sthe
how t he system|can aut Orr%bh?p’ﬁdeht el Mte TUnB

confligts in agcordance|{to an enbodi nent. Notice that

the tabl e also|lists thié AGORRICERE: Ganmitdeavesithe
scenarijos that [do not | ¢ fI icts becaﬁag t he
‘0

exact |same nodification %gm#’é’“eﬁ wo?q{etsﬁ%t €JB n and

NULhe cone/cstate| vEne tabl qviagorfieting @r%btéﬁqw ééﬁr’esolvmg
colum|represemnts the ofiginal val e of a conponent

beforelit is 10 nodifieda) AGREPT\SESSION: Coimenit osesrthe value in
i ndi cates the ¢onponent gég' ﬁt exist original. The
second|and thind col um ? ents the val ue of the

conpongnt in the core sip) AC@@HT@@RE@@dmn%bs\tﬁéwalue in

A NULL[value in these cplumms indicates that the

conponént is deleted (orCA® created at aII) The

fpurth Fomm—exphgzrs 1 Hct—and—deseribes—how_—
NU[‘Ee COHM&I ct chn P es JF’\H?QBWT‘Q cg(%%te U(Ereﬁrg%f' déﬁﬁie' In this case

with 15 reference to Taatht-e é’omEbﬁéﬁt i8lcPedtBH 9¢ s¥BYISN and core

confli¢ts can be resol ve e syste defi ned as

ACCEPT| SESSI ON] ACCEPT :@aﬁecaﬁ@lrmmﬂw weves, the component is

SO 8 0 S MR RO et o

OPTI ONB CORE SESSI ON  STATECCEPT ISHSSIQN:cDemkiiEdéletes the
nodi fi ¢ation s¢enarios ¥V Vc Vs Two conflicting
updat es: The user can r eSYNPENER] iy core

b) ACCEPT CORE: Commit keeps the value in
core state intact.

Non-conflicting concurrent modification scenarios

Vv VX Vx Two updates with same value
NULL VX VX Two creates with the same value
\Y NULL NULL Two deletes never conflict

Table 2:Conflict Resolutions in Accordance to an Embodiment

* In this case the component is created in session too, but then it is deleted.
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conflict by doing one of the follow ng: a) ACCEPT
SESSION: Commt overwites value in core with the
WO 2008814482 sessi on b) ACCEPT CORE: Conmit preseP@EES2005/018183
value in core state (effectiggely throwi ng away his
changes) c¢) MERGE: nerge the updates in both of them
In onl® '(?%Hcﬁﬁlrweh??arﬁhmétpléﬁ R BBjcePiep H@scﬁbé@%ha?’éctions are to be
Update 1 n session, delete in core state: Ways o 11
perfdomed biyreosernver. erCbamg@vana@er that exisivonEeshisbrads responsible

PCT/ LUS2005/ 01818 .esol vi ng; PT. SESSI O\
for SHHITES HEE e A 4esgibedds Mo Heltte piEd ENE Hpbal Bla xecuted on
an awnﬁm deferiby Rliffet fidiR that@s@cattd & aAkhiTded SEer. Commi t

keeps the conponent deleted (unless doinhg so results
Thisg seqiongivesa iven) hrghvgvmum_erw@waféwqm updateis@re pepigamed. It is not

ol 0% i M) ety 5T, S

In oACERbJIRBRt, dhoupddte lis mitkaed hethe:mmwrr@w:ases core
state intact. NULL Vc Vs Two conflicting creates:

o Usar yndatesi Si It UsHr cenumils adpatel ordates MR pdaiePlamis g,%neurated and
ool e SRR, M EFERRe ST GTIRR pHORs el 08 o i

senvéebatien manbbed seasks. t he conponent is created |n
session and core state concurrent I%ﬂal—lovvever

© MaGRGRABRIVST ESCRIREY A BIAREERS Soreicih aHolg érapnged disconnection
fron{ ﬁ%oéd’mmgsél’(/@r tﬁ‘ét iR ESHTGurktion §a iSo0TbLE déit%l RitRds FYuests an

mponent 1 n
update plan from the admln server, that can be executed on the managed server and

can bring the managed server configuration up-to-date. The updates are essentially
the “deltas”.

In the case of user updates, the update plan is first executed on admin server, and if it
succeeds it is sent to managed servers simultaneously (and asynchronously) for
execution there. in the case of ménaged server recovery, the managed server first
sends a digest of all resources that it knows about and their version numbers. The
admin server then compares this with is own data and if there are any discrepancies it
prepares and update plan that can be executed on the managed server.

In one embodiment, the update plan is sent to managed servers using a well-known
JMS topic specifically configured for service bus. Each server (including admin) has a
change manager component that is responsible for receiving the plan, executing it
and, reporting the result back to the admin server. Each server is responsible for
executing the update plan it receives. If the plan execution fails due to an application
failure (e.g., an exception, not a server crash), the server is responsible for rolling it
back all the changes that are performed by the update plan, to the state of the
configuration that existed prior to executing the update plan. In other words the
execution of a plan on a server is atomic. it either succeeds or fails. In either case the
outcome is reported to the admin server.

It is possible that the updates succeed on some servers, but fail on others. When this

happens the updates on the successful servers can be rolled back, or undone. A
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b) ACCEPT CORE: Conmmit keeps the value in core state

intact. Non-conflicting concurrent nodification
wee@satd4es V Vx Vx Two updates with sane val uePCMUE1005/#18183

VX Two creates with the sane g2l ue V NULL NULL Two

del etes never conflict Table 2:Conflict Resolutions in

sep%@c piglacrash tdariag thetexdcotist of @n Update, YVieas this hQPpens it has to
onponent is created in session too, but then i

ped@wretr@@vewﬂguog/slm i poe/anshedisent anddy way of ustation,
is an object that describes
rec%]%ﬂpfng?ponsﬁ%rﬁe{&q@ﬁgsgp%grformsd by a server. A

1) Rbiibaek amnkgal wbHathaehesttmenrpemIrme@ebut&Tot iIcdmmitted. Since there
responsi ble for ex&cutln the actions described in

wap @SeI¥ane@shl Barsisiae detridties)mesd lokatacoverms, and raliad Rack to

thehSBMBFe- [,I@ggl%l ffer fromthat executed on a managed
server. is section gives a very high-|evel

2) budheineavepif dmoa\mmmee&awer performed. It is not
f tes and , |
a) 58 e%@efﬁwestm% UBih e Ref s ofgonfghaton i theadminsgrvar, and

recbh)% d&tdowi ng cases: User updates: The user commits a
bat ch update. An update plan is generated and
b) Arplydbest daltasilvically el brieg e thanaged rserveftuesdigu patimnasp-to-date with
th %(flcall occur on admn 10 server and on nmanaged
CEMEE rMsmaged server recovery: A managed server
finds, after a prolonged disconnection fromthe admn
server, that its configuration data is out of data. It

~ In enriembegiraents annpdaiialas gesoibes shanpes thitiane needed fo be applied

to 95hfies TR LGRS A Ol QG RO ERo el B By e e

managéﬁ eenars, &bk abhiling a lisbot skt ehdtarescribg n‘id]@idﬁélséhanges In
of user updat es, the update plan is first executed on

On%@mh@dﬁ“éemeiherarﬁie|fwe|tvpe%9f:f@§&§;sCretat¢ somwenenbtask; Update

coffGRAIESETIAR SUFLONERLE' ko AR SR R v Dot
foldam\peopct tdsk. Imegagadl merumiraté pleat firdDegendes tagkisae Hreate folders
of ., all sourges t hat |t ows about and their version

or pQiRsts.do Y@y nusph "x‘/re(? qORRRPRES I FTKSs and iendgiwith tasks to
del@i@‘foﬂ?éréaﬁag)rbegwere are any discrepancies it

prepares an ate plan that can be executed on the
In metgbddmenteeach taskrie teernpdatespian providesy ted fbllpMMg fLEnctlonaIlty

o VEidies Vel %o afiifiet s #s e futhout pkindtaet, maditions in the

SyS(é,ﬂcI uding adm n) has a 15 change manager component
that is responsible for receiving the plan, executing
e Eixecute: once validated, execute simply performs the conflguratlon change. Namely

it creates, updates, and deletes stuff.

Figure 14 is an illustration of update plan execution in accordance to an embodiment.
This figure describes how an update plan 1402 is executed and what
modules/subsystems are affected. This figure shows three major players that can
participate in an update: various Managers in the configuration framework that
specialize in certain things (1400, 1404, 1406, 1408); data structures, such as update
plan, tasks, etc.; and various stateful entities (1410, 1414, 1416, 1418): These are

various pieces that hold some state. These are runtime caches, persisted data, and
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and, reporting the result back to the adm n server.
Each server is responsible for executing the update
WQ@b@s/114452 ecei ves. | f the plan execution fail sPCYES1005/018183
an application failure (e.g.-58an exception, not a
server crash), the server is responsible for rolling
other dasttatad keptitsy othengesiuidsin theesystarm ¢suatdad XQuery manager

dat I t th fi ti t hat
Whidh KHGRS B ARER 06 CORBIRE KR aSTar o bl an 1 n ot hor
In 9% gm&gﬁmeﬁ% %%Opsdag? ‘B%gﬁ\smvﬁéh Bk @haRgY *R)iarﬁaiheﬁ‘q‘l%’bcgets an

sudcee I'n el ther~case
UpdatecBlan 1402 epdexecutes it reaspiedts of this embddimest, an update plan is

sinkisly & i o laege SN B 20 BR EREedn SR I FedS Bsksvoke
megpgkg@segﬁma eI SESerCRIb A6 CopeAchtkanagEr Y406 iforddr 10

144 PCT/ US2005/ 018183 -57 server may crash
updarhe/crgatdﬁ@ebteémmﬁrrmcmﬁpanenﬂsdhtw falders emprojacippéh8. Project

MaskgBt FRe rorBRen By MEGEGH nyindite ShRVaHEstgldy (Brites, such as
rudtrarY@ bé(@ﬁ’eé *Mmi qjel’éiéhé@ ?ﬁé;ﬁ%s and ile1 41829k aamythb@@ﬁibodument file
wor k that has been ormed but not committed Si nce

Updh@ﬁ@refimndiﬁdav@éh@@ﬂeM%ﬁéﬂﬁerperS| sted data (files)

i 55 Bl ghE G AR o g bl cppagnont o

exdmpResengcaMagsiyenf1410e Thiese enddules tegister &dr changes that occur on a
configuration to the adm n server, and receive

padisutascommonent s, yandrasg eogified ihanpainsiancs %frthﬁgwrn@onent type
s SRR GeROEy oo hableRh e g b Balt bk e own ntera

state frcrdspense e tigas tdtiicatioes. Fardaadnipe tite apsped marager
service bus configuration. An Update Plan is execut

ed
depleysiuir dPRISYS/Svsnatdsieses JEnsPeradpoints dased on changes made
to ﬁ‘%ﬂﬁé’ﬂrﬁﬁofo‘# 4 $bnide. ﬁl%%ﬁshstéﬂ@% h@ﬁf%té) a't Qgh‘ﬂe%ﬂég back when
changes. |n

one enbodi nent ere are ve
anteaticcrseat e conponent task; Update conponent t ask;

In glﬁ% %@o&?rgggpem gierzp f%q%tfa%c[%roipgg Egéqv%r% ﬁ{ge*:lgzﬁ%q%@anager can
petiéighty Féc%i;d thd mlgﬁgfg%abééﬁﬁet&eﬁﬁﬂ&ﬁ Bf bQIdiprs or

proj ec any nunber of onent tasks,
1) Ahthesbeginningroftpdark sxecutph, wite aeetoldden theadisk finalj indicates the

exe T SRR s R At Yot o8 PS PARTEE i enough.

2) Aﬂblr Q@ééésfshﬁ eSatatidm aritb . RIbRE bRAhYIIRAHAL Blidaids MdYexecution
nodi fications in the system Execut e: once

hay suceeasidly finighed. A simyle gling yalpasuchasc SMGgabat isanough.
ﬁﬂ er gppllcN?"Tﬁ fhilure, write a record on the disk that indicates the execution has

failed and recovery is in flight. A simple string value such as “FAILED” is enough.

in one embodiment, recovery is initiated after an application failure or a server crash.
In the first case the update is stopped after the application failure and recovery is
started immediately. In the second case the recovery is performed when the server
restarts after a crash. Rollback means undoing the effects of an (group of)
operation(s). Whereas recovery implies a more general activity that may involve many

rollbacks, and potentially many other kinds of activities, such as exchange of data
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15

25 it creates, updates, and deletes stuff. Figure 14

is an illustration of update plan execution in
waewsndasre to an enbodi nent. This figure deseei/bem05/018183

how an update plan 1402 is exgcuted and what

nodul es/ subsystens are affected. This figure shows

bet\/\tlégé\eg SR R eritigy %5 oﬁﬁﬁbut‘éﬂ@trﬁﬂoﬂﬁ{ tcérpﬁcétgnﬁé\lyai%do operations.

vari ous Managers i'n the confi’'gur
Nevértbelew thesehtwro tespwsccanl be ased iterdhangebhbliyngs (1400,

1404, 1406, 1408 ta struct h dat
SupBpsesof kurieraioh O Sherass Neucales of BREP 4 iRid [og. State) from V

to V%.}ﬁi'ié) ogé(fjgtl%n dehiBe réiféb?% ackliNGW® 4 1:}(3/dl@é‘§a§éc?555roach
hat hol d sone state ese are runti caches,
(physimas raltbadk i Save \dhas\Wie betieimdagsIortid osaaibh)asd 8%n revert

oack i I bl B oien b sosh el ibaciy
App@qﬁﬁ'lh\%*ségﬁ %E BraitlohoP. (ddN IPGPR?B'HQ% CBRent @QuéW?E&‘obtam Vi.
begi ns when the Change nager 1400 gets an

In ome embpgipeat dhogdx spprasshes can rbea@pebwgdcﬁemndmg on which stateful

entity ] BEInG Pl FhckPFE! Eindl iLibarda SefiBe Yo e bifugimages (value

baséc&ébprda&h?’ftﬁ' fileLpagdesoThisr Aot criybh 286dveky &t sidfiply replace all
Manager 1406 in order to

affe@pd eﬁﬂ%ﬁ’ wrtb dhelr Befoasedmpgaanen deerpthiashandl irporder &0 sritback state

charfiesh8 &f€ Berliieq Rl PaMphs sbERERE uPBRRPRERRT fplizeations, we use

openttiohalgpprodoiti me caches 1414, reference graphs, and
files 1416 In a further enbodinent, file 10 updates
Figuree! Sadis anellustrationef ¢§F@Q§§ﬂﬂg’@ﬁja q i Qﬁ?@"@@fﬂﬁﬁjéot@hﬁmbomment

In ggriétab B1d GeCybB tatihel ¥iter thah BlaqtLaBis Sk afier ap aplication
exceptidal es’rheegaméemdycmasﬂn dogeg r%¢mxery>aﬁar ?%va(h start. The filled

, tj.cyl ar, conponent t are notifie en an

circl %Eﬂdéﬁ%% vgrerefbe sys ﬁgwtc"?% is created, delete,

In F%@W% eRbclh gdu%‘ténta?l' %ﬁlc%\ﬁd% %%é%tidfpgﬁrﬁ fh b8 bMmbodiment

i ntérna tate onse to these
reconety $tadannnmt-:s:ilaﬂém MImgpbaacktﬂhre axegntipoof arpdamgaies mainly on the

n-de suspends/resumes transport
oper@ﬁgﬂ%lyr Ié &&m)éﬁ(‘changes made to the definition of
In or?e léﬁfbbhﬁﬁent-rmﬁe?l 4 pRineB @xecliedt §lhﬁ5|)¢ek8éﬁte§ %8H%f rl1ttS tasks in a

| ed back when an error occurs. Inh one
sequemcer Before@ taskiis exacuegappinda taskve c;eata@fmﬁlaa’g’@sk Notice that
the fo

ths IR 8R40/§ Hsically B BB oudreliB Rat calfoofsed b Filback the

effetﬂ@@'f arthse [Afaspbefs PtRESE ERIbodIMER, thdsRAMdd t@@ké Bf}e accumulated
di sk that indicates the execution has started

in memapy-aVeenianigskdailctheupan gxecdionrateps ang tbﬁ@@gumuzqted undo
sk RETIIN B AP O e BPa T, b Ao
taské i marﬁélt?(;iupéel%l palice Fstorédte serlive Ssemld dsleteXIQLGESSK andl deletion of
XQuery fagls The following list enumerates what is executed:

1) Obtain undo task for Update Policy P. Lets call this UndoTask1.

2) Execute “Update Policy P”. This succeeds.

3) Obtain undo task for Create Service S. Lets call this UndoTask2.

4) Execute “Create Service S”. This succeeds

5) Obtain undo task for Delete XQuery X. Lets call this UndoTask3.

6) Execute “Delete XQuery X”. This fails.
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25 3) After application failure, wite a record on the
di sk that indicates the execution has failed and
woewsueny2is in flight. A sinple string val ue BODDSHS5/018183
"FAI LED" is enough. In one enrt@®di ment, recovery is
initiated after an application failure or a server
7) Roltsaek is ktartdte first case the update is stopped after

th i.cation failure and recovery is 30 started
ﬂ&%ﬁgg‘t:&e'ﬁ Xefytethe second case the recovery is
l9ﬁ -pég@s\@(@eu@ae server restarts after a crash.
Roﬁbac nmeans undoi ng the effects of an (group of)
10)dprdaiasii(is exevliedeas recovery inplies a nore general
activity that may involve many roll backs, and
potentially many ot her kinds of activities, such as

In cﬁ?@é‘rﬂﬁ@@m@éntdﬂieaum m&&&%@@aﬁ’@'ﬂe@@%@é@@@é%d créfte tasks.

between different entities in a distributed

Foreqivupdaiedask, tbe unsiodask atn perantshepepdate dask that updates a

oo MRS aligRRENE. SR BP P el Fi s g tosisan be

anotBétRnaindipkehal rehdhfed eGomsdriEre batk thybrrgtrfal ¥dme. The task
This operation can be rolled back in two ways: 1)

franggwgeK ﬁlﬁ@@ﬂloa@mr@gtammer@twgusiamlzaaunmta@ks Save V1 as
In ci) H@B& n‘?e t'g ﬁﬁr‘ﬁléé dﬁgghg{ Bg%&ke'eaan - @@Un&S\éﬁfré as the

en ro

ex@ueoabftamds pipcéemodnta(ékqsle&ebuﬂedl labddhkihe cd’SHJbﬁ’rdllbéck its undo
I nverse of operation on the curren

task iy Gescuyed (R ETES & MTUPdata i Ftst SPASBATSRneNd Bate Snd of the whole
h
pla@%é@lﬂﬁf@?%%ﬁﬁd? el dag%rﬁﬁ@gpdyrxgmfngdmc& ngggega 8hWhether the

plaserxeeuiicm haesbecfemdedr ffagezarpid s@pkﬁebasﬂ@uaq:tmmﬁdehﬂ and F2
for file updat i.s,all ows sh recovery to s
arert@ heindatpllcreatRudRIRid Bt amufte! SRBTa CoiYalion desge to
corfBoriéHis @51h§rr kong e'faucsw.ﬂ@rh chg! | back state changes
t are orrre various nmanagers in response to
1) (h@mpbnelatﬁlbnsphamamb é‘ hinpauseas thadile &fdo decprepBraflwith relevant
da t15a is an illustration of a successful update in
8%ccordance to an enbodinent. 15 In general it is
2) COmPbRERt CP A chiryetr MHK cé@éescthéf’rﬂ‘e Forth e srebatdP@ftk relevant
after an application exception, the server nmay
datgr ash during recovery after a server start. The filled

3) k5Bl EROFUIIES s TR Rl REs R 5.2 Bl b e o
a) GovAniinusdites E AL FrENt recovery starts i mediately.
Rol I i ng back the execution of a plan relies mainly on

)Q%m'h@dﬁj@ﬁimfl@n%? rol | back approach. In one
d |
eacﬁgr@gg q/gggﬁfsi%”%apwlesdoexecute it sinply executes

Ssequence. Before a task is
a) I%al&xamke@dategmmﬁntask is created for that task. Notice

this undo_task is basically the inverse
b) '%@@}aé?kl%’ﬁia% can be used to rol | back the effects of
Thétargcfslléz)ﬁaqr fa‘BIéag ;%r%}r@mp{:jreta%ﬁ Eusde nidtiStiort 8F5 fid'BidReeds in an

€ ac
embodiment. Columns named prepare, commit and rollback describe what happens

in those phases. (These actions also apply to creation, or deletion of folders)

OPERATION PREPARE COMMIT ROLLBACK

CreateFile(X) Assert X does Rename X.new | Delete X.new
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;5 1n menory. When a task fails the plan execution
stops and the accunul ated undo tasks are executed in
WO b@snemsr se order. For exanpl e suppose the plBOT/OS®05/018183
three tasks, nanely, updategolicy P, create service
S, and delete XQuery X and del'etion of XQuery fails.

||i§ Frortowrity aTrTeT at Ut o CACTGUTCT: EYi

ot ai n undo ta§'ﬁ’??5ir§} Updat e 3\ cy P. Letg call this

UndoTaskl. Of2ledi¥efdikenewddate Policy P'. This
succeeds. 3) taln undo task for Create Service S.

Uptetefile@X) thi srematogaéke. 4)DéeteMtad " Cr gddeleReXiave
S". This succe;ggsl 5) Obtain do ta% for | et e
XxQuery X. Let$ A this UnddTeiaae X-geWeyfefiame Xold

"Del ete XQuery create fild X el s> YO 2005/ 114452«
PCT/ US2005/ 018183 -60- 7) Rollhack is stdrfed. 8)

Delateloird(Xk3 i s ¢RenanwiX >9) UrdeldtsXDlds eXdenade X.ald)
UndoTaskl i s eage@ ted. 5 In one enbodi nent e)ghe undo
task for creaté-and delete gre del ete and c? te

RehafeFileOy) anpy Ead #¥Nis |{OEMHICSS FAEK [FaAIIN2Ek as, ity

anot her "updat ¢ task that updates a conponent wth its
ori gi nal val u¢cresited laadYisf dris ceaaied andsk | i$ beeatedand X

task can be another renane [t.ask, that renane he
conmponent bacl| ﬁ?t?t?(?s ori gi naf 9fiERd The ta\%ae%ed

fTaneEwork al SO alf OWS progranmers (0 Cust ol Ze undo.
tasks. In one enbodi nent, updating of files does not
pr oceedTablea3ddiler@peratiphs irrActdreanes ¢ ahiEmbodimergks
proceed. A task is executed, and in the case of
rol I back, its undo task is executed. Wth files a

The fdohfimiRHRUBILSK ddetbtiont fitEdlare fiiforRled fferifid SUCERSS or
whol e plan execution, the update is either
FAILEKD recerdeate parsisten todtie hASKT _TRANSAGTIGNtINEO filbeThiS is a design

decigigﬁfquﬁglgﬁ%?@nqqr\}gégg@%r?ae g%&%ﬁ@s&} @(r?r{? %@ ﬁgﬁaqse?(ecution or
rollbdBR @keeltidreatrs s &t pdy ddt BeHpakdntdd y%Qd'WnCeZn you dig into the

configuration change to conponents Cl’an
detajlglof §vé ngxitrestiens: 1) Conponent Cl is changed. This

Fio 5355 5 o B ErReR R St BT i B ater

serveprditan! AREr £ deier Rrdsh ®isadHangdattd thé petdistbAath @ §., files) need
pl an execution succeeds (e.g., conmits) then as a

to be repgvesed dn@eedgmbodiment, this can be accomplished by the system as

follows:

1) Determine whether the last update was successful or not, using the

LAST_TRANSACTION_INFO file.

2) If the last update failed or was in flight (LAST_TRANSACTION_INFO contains

FAILED or START) then we need to rollback file updates as outlined in the previous

section. Basically we search for any files named “X.new” and delete them, and

rename all files named “X.old” to “X".

3) If the last update was successful we may still need to do some work. It is possible

that the updates failed after writing the “SUCCESS” record, while still committing the

file updates. Thus we simply search for any files name “X.old” and delete them, and

rename all files name “X.new" to “X". This is kind of like a “Redo” operation.

4) Once all the files are recovered simply remove the LAST_TRANSACTION_INFO

file (or put some empty string in it).



10

15

20

25

30

a) Conmmt updates to file F1 b) Conmmt updates to file

F2 25 4) ... otherwise as part of rollback we do a)
wRodoshaak2 updates to F1 b) Rol | back updates toPERUSI0E018183

followi ng table gives how cregpi on, update and

deletion of a file proceeds in an enbodi nent. Col ums

named prepare, commit and rollback describe what

happens . 30 in those phases. I?e acti ns al so aPAon
ThtSdﬂ@P@%@lsmqallqws the tstem t@fremeag 8 eyergbiengeyRr crashes many
tIIT‘E r-{} ROLLBACK CreateFile(X) Assert X does
enane new’Del ete X. new WO 2005/ 114452

In 6’!&3 /etﬂmﬁﬂ,mgecﬁﬂemet rwoivsty is~hax1dlem‘ mathe fblldmng way:
new&g Fl|e%| renamaX- eI old Del e
RupiBg,s RECSk SRE(F RERATD %’%'1‘ JeCRYRI%ES mPWéO”ed in the
S5V - X DeleteFile(X) Renane X - Delete X old
%(Ienarree%y(%ﬁl d Xold- X RenaneFile(X Y) Prepare as if
2) Yhes it@ontacts dke afimih Rehidbackl ssendisfa dgestinfartation a2bdud the

T O I N —

kn@ﬂs%‘ﬁ’%%ﬁ@ﬂﬁelﬂ_@@rsm&\béféd rol | back operations for
les are perfornmed after the SUCCESS or 5 FAILED

3) Adoin geares commpares duis Wigash withABT-coRfigRGTNINhaswem! determines

whigh pmobrefis Befadd ¥R W0 ey s, SSRGS Shouid no

haV®! TRt theca@nii $80ef fliparé@dn@updBie piah jhst fapvrit emdndged server
you when you dig into the details of the next

whigk whem exacyded cepcbring {hetmanaged gepigr upriordate wyith rgspect to the
{. jery starts after 10 server
m@@gﬁgﬁ@ﬁéﬁ%@?ﬁggé@?@g; @?ash the changes to the

persisted data (e.g., files) need to be recovered. In
one enbodi nent, this can be acconplished by the system

In are eahasiment ayd bymaneilusiaiione exesdind.ereratiaas & ! adgosely
fecﬁl‘?%%sifs'tgm%qw%s W5 bREsd BEmntit@PARANSACTI ON- | NFO

1) Each participant (resource manager) prepares the operations, but does not yet
commit. If the prepare succeeds it sends OK message to the 2PC coordinator.

2) If 2PC coordinator gets OK from all participants it sends a commit signal. Otherwise
it sends a cancel (rollback) signal.

3) Each participant gets the decision from the coordinator. Whether to commit the
prepared changes, or roll them back. ‘

Although a diagram may depict components as logically separate, such depiction is
merely for illustrative purposes. It can be apparent to those skilled in the art that the
components portrayed can be combined or divided into separate software, firmware
and/or hardware components. Furthermore, it can also be apparent to those skilled in
the art that such components, regardless of how they are combined or divided, can
execute on the same computing device or can be distributed among different
computing devices connected by one or more networks or other suitable
communication means.

Various embodiments may be implemented using a conventional general purpose or
specialized digital computer(s) and/or processor(s) programmed according to the

teachings of the present disclosure, as can be apparent to those skilled in the
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.5 2) If the last update failed or was in flight (LAST
TRANSACTI ON- | NFO contai ns FAI LED or START) then we
woe@d/ 11452 ol | back file updates as outlined i n PEEUS2005/018183
previ ous section. Basically gg search for any files
named "X new' and delete them and renane all files

cormpiRg ar%ﬁ(ﬂp‘i‘opr‘ié’te s%ftwa?é cbblidg&rl %?Jdﬂ#éb@%r@gé% by skilled

successfu stil need to do so
Prqgsariigre based rout theﬁeaolpjdgs of tifeaptesenhéliselosure, téisnzprt be apparent to

thogssRTed in 0 SBliracs Bty §nd vanof ek plsird ESpipmanted by the
pre}?érﬁt'édhl oﬁﬂﬁbl gie%t @Irdd‘t@rﬁnd%}%y |h%@8ﬁn@étlnaf%ﬁo§§p@i‘iﬁte network of

. This is kindof lik
Corm\{ﬁ‘rt@nab@omnsvnemmrcunts ashean begeadicapparentiathosermsiilied in the art.

Valifile Fuiobfpgaing e 2isnibier Piograt plrBluBlit § Hewoe
medfin Thicdidyaviny meatrabliovsstobed feseéemint @hichcaitebe Usb@%o program a
even if the server crashes many tinmes durin

geneigbpempse|ar speeiatinnd grmawting rmﬂ@w@r@é/deénce?séd@mrm any of
the f%aﬂﬂ@g ?éjsaérﬁea Berdig! h?or fe Qj\% qo%r?'l)camhhrﬂlgesbﬁf i5Ht limited to,

e an server per ecover

onerenmmeexﬂ thenfdlloavingr eny oy efgshyistosl n@dlé’ hﬂﬂudlhg floppy disks,
contacts_the adm.n server and sends

op§eH gisce DY elTRGNE: Migiafives, dagislamiicnt diske plographic
stog%#j;tROM%' RA%Q%SRAWt@%M&ﬁELﬁﬁO% Hiahfey \Ms, flash

onents It ’'knows about and eir veérsion hu
mehtbrg desibesnmegnetic ocoppeal&mrtﬂmlrmmhsgs&my\(m&udhg molecular

etk JS8): DaPRE T PebaF-aer L Me: a9t any URaial Maagr fsvipe suitable

for %tb?mgqngﬁ’& ctld?%vﬁndlahﬁﬁortrﬁﬁloﬂd Vafios§ %Yr‘?dod?rh\/\ﬂt%r ﬁélu@%da computer

dat'e plan just for that managed server
progwnmreductdbat ¢an hg tntamsmm\rbgewmelermen paptstanddaver ariet dr more

pu@@f@gﬁér é@ve{tﬁ r@ﬁ\ggr s Conﬁgﬁ gféposg‘g,lg%gbqﬁcplugg Pnstructions which
can bé WSkH /i sHb oeMRed bidtdseBly t@trbéﬁb?rrri anyof fPféSf%bMJres fresented
federated systemrequires two phase commt (2PC):

hereir; in yarieus epbedimeatso thetansmisgion mpy éneuds atpierahty of separate

ns, but does not yet commt. If the prepare
trarisﬁrj%g%)& it sends OK nessage to the 2PC coordi nator.

Sto?éd 3he ldr nr2dte dfape doRrfudér @RHablmbaRM thedl@?)rﬂw'ecprééé‘rﬁtsdlsclosure

it sends a commt signal. Oherwise it sends a cancel

includgp ispEfwrye iqrgmrtroll@g oth the hatdwareaafigegera puipose/specialized
corﬂﬁ@ﬂgg(’rsggn&fo? rééb%s%?)@ deﬁbafoﬁ enaégﬁ{heer cORpGRNY) bnkiks

changes;
processor(s) to interact with a human user or other mechanism utilizing the results of

the present invention. Such software may include, but is not limited to, device drivers,
operating systems, execution environments/containers, user interfaces and
applications.

The foregoing description of the preferred embodiments of the present invention has
been provided for purposes of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms disclosed. Many modifications
and variations can be apparent to the practitioner skilled in the art. Embodiments were
chosen and described in order to best explain the principles of the invention and its
practical application, thereby enabling others skilled in the relevant art to Understand



Al t hough a di agram nmay depi ct conponents as logically
separate, such depictionis 25 nerely for

WO bdoagiqat i ve purposes. It can be apparent to PEDES2005/018183
skilled in the art that the ggnponents portrayed can

be conbi ned or divided into separate software,

; ’ )
I e S RSN ivgrith LEFASTRICE o) by following
clagns landdheiveguivajentegar dl ess of how t hey are conbi ned

or divided, can execute on the sane conputing device

or can be distributed anong different 30 conputing
devi ces connected by one or nore networks or other
suitabl e conmuni cati on nmeans. Various enbodi nents nay
be i npl emented using a conventional general purpose or
specialized digital conmputer(s) and/or processor(s)
programed according to the teachings of the present

di scl osure, as can be apparent to those skilled in the

WO 2005/ 114452 PCT/ US2005/ 018183 -63 conputer art.
Appropriate software coding can readily be prepared by
skilled programrers based on the teachings of the
present disclosure, as can be apparent to those
skilled in the software art. The invention may al so be

i npl emented by the preparation of integrated circuits

and/ or by interconnecting an appropriate network of 5

conventional conmponent circuits, as can be readily

apparent to those skilled in the art. Various

enbodi nents i nclude a conputer program product which
is a storage nedium (nedia) having instructions
stored thereon/in which can be used to program a
general purpose or specialized conputing
processor(s)/device(s) to performany of the features
presented herein. The storage medi um can include, but
isnot limted to, 10 one or nore of the follow ng:
any type of physical nedia including floppy disks,
optical discs, DVDs, CD ROV, mcrodrives,
magnet o- opti cal di sks, hol ographic storage, ROVs,

RAMs, PRAMS, EPROVs, EEPROVE, DRAMs, VRAMs, flash

menory devi ces, magnetic or optical cards, nanosystens

(i ncluding nol ecular nenory |1Cs); paper or

paper - based nedi a; and any type of nedia or device

suitable 15 for storing instructions and/or

i nformati on. Various enbodi nents include a conputer

program product that can be transmtted in whole or in

parts and over one or nore public and/or private
networ ks wherein the transm ssion includes

i nstructions which can be used by one or nore

processors to performany of the features presented

herein. In various enbodi ments, the transm ssion may
include a plurality of separate 20 transm ssions.
Stored one or nore of the conputer readable nmedi um
(medi a), the present disclosure



10

15

20

25

30

i ncl udes software for controlling both the hardware of

general purpose/specialized conputer(s) and/or
w@e@sasssr (s), and for enabling the conputer (shCENS2005/018183

processor(s) to interact w thgfa human user or other

mechanismutilizing the results of 25 the present

i nvention. Such software nmay Ajfpggude, but is not

limted to, device drivers,” operating systens,

Whek iscalainued savi ronnent s/ cont ai ners, user interfaces and
applicatiqns. The f.oregoing description of the ..

1. pf oh b dREBIACREFING USSP 66 SBIFhpEHws SAmpssing:
beeghRePiis thd<¥agByh BARSEdirdctionl aishd alfirepatAdn a message
description. It iS not intended to be 30 exhaustive or

processingigrapmwhiensisibne firstipath nelydescatdeastnasmessage pearessing
c{\/any nodi fications and variations can be apparent to

NoG%he practitioner skilled in the art. Enbodi nents were
chossrdifes@sené bEthd 4t I8a8iednd Mdseage prddctisihd Mede the
principles of the invention and its practical

oprgitinitydeipsacesshibednoseagsmanhyhsereis ooesifithe &l least oRe message

prop8ssitaaeR noristat ¥ Sedh AR AntoR el oif ieast ape pyipn of the

meb&ade;tdirl scope of the invention be defined by the
folTowng clains and their equivalents. WO .
2008Nereia e pdeREkR B1aFE8I8 Procassing RedsiMplkatents an interface
andibfh BRGholBi bt i udTRb e bith BEATBLBOKRES 208 Tor
Servirce proxy, conprising: conveying a-nessage in a
first direction along a first path in a nessage 5
processin raph.wherein.the first path includes at
2. Iea_g‘f‘e%%ﬁagg pkWRE®IN'ng node; affording each one

of %@%&hubﬁ@@bﬁeﬁ% EBSANG B BE REEEShE Of: NPy, decrypting,

opportunit process the nessage and wherein~-on
digitaley signingadtgitahsigmatse yerifipatore ssihenticatien pavaluating & policy, and
security functi,gn based on at | east one portion of the
det?ﬂ“méﬁ%‘?ssarr‘@ erein the at |east one nessage

processi ng node inplenents an interface and/or a
protocol that is conpatible with the service proxy. 2.
3. TheAmaethod fof cemaunicatings? B1assage te Reroeess, icoynprising:

function is capahl f I t - [ .
decrinsting B <SaPaf iefocdlnefal g GeRhs rEpERA s 4 acade for afirs
intétfddeh i cation, authentication, evaluating a policy, and

determ ni ng access rights. .

accepting the message via the second interface;

selecting the process;

providing the message to the process via the first interface; and

wherein a change to the first interface does not require a change to the second

interface.

4. The method of claim 3 wherein:
an interface includes at least one of the following: a message format, a

transport protocol, an address, a service definition, and a security scheme.

5. A method for processing messages for a service proxy, comprising:
conveying a message along a first path in a message processing graph wherein the

first path includes at least one message processing node;
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3. A nethod for conmmuni cating a nessage to a process,
conprising: 20 exposing a second interface wherein the
waeewsndusnt erface is a facade for a first i nteef/As®)5/018183

accepting the nessage via theggecond interface;

sel ecting the process; providing the nessage to the

Pr oga8éting & rbhie tbld 8éstiriki F\fvﬁfégéirﬁm@ destifBibs idlofe of: another

change to the first Interface does not require a
sergicarpexy endlzesarwioendndi nt erf ace. 4. The net hod of

clai m 3 wherei Nhed interfgﬁe in{:I des at | east one of

t heCIBMUNGEIGY the fRessade P IPGLestinatiofy ¢ r anspor t

protocol, an address, a service definition, and a

security schenme. 5. A nmethod for processing nessages
6. f or The swthod of plabxyb wbergini si ng:  conveyi ng a message

el Piogtd s BRsea dh ot AR PARERRL “one. mossage
processi ng node; WO 2005/114452 PCT/ US2005/018183 -66

selecting a route to a destination wherein the
7. desthemetbed of claie DWhemidt her service proxy and a

ser ; : :

deed iiorBR brogs R UL BFis i PEER G reSshlE procesping node can
referetoestis tvambge bkt tnessageireoessing hbdestrs frost least onBmessage

nmet hod of claim5 wherein: a nessage processi ng node
Procas$ifg N9de} east one nessage processing node can 10

refer to one or nore other nessage processing nodes in

the at | east one nessage processing node. 8. A nethod
8. f orAmoethbd fomanoaitpfing al pltsalityf ofsservice @rpxiesj eamprising:

co rll'@sj(.n : cPllectin data fromat |east one of: a

ser&q! @'B&S‘%ﬁ? rgmsal IGRRoNs 8% @ SOIHICE BPOhhBerVIGRIPraXy

S ARSIV I "

e T L R Al

ev ahggregatingtheadatal averdimeftamndnet hod of claim 8 wherein

t he .step of a@%{.eﬁagi n li ncludes: 20 retaining nore

r ecEAPPING SVALAIQE 0% 28!S han | ess recently col I ect ed

data. 10. The nmethod of claim8 wherein: the

triggering is based on a change in aggregated data at
9.as nigthed gf alaimdr wherein the step of aggregating includes:

retaining more recently collected data than less recently collected data.

10.  The method of claim 8 wherein:
the triggering is based on a change in aggregated data at a specified granularity.

11.  The method of claim 8 wherein:

the triggering is based on an occurrence of an event.

12. A method for processing messages for a service proxy, comprising:
conveying a message along a first path in a message processing graph wherein the
first path includes at least one message processing node;

publishing the message to at least one recipient; and

communicating the message to a destination wherein the destination is one of:

another service proxy and a service.
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25 11. The nethod of claim8 wherein: the triggering
i s based on an occurrence of an event. 12. A nethod
Wo evosprasessi ng nmessages for a service proxy, PCT/US2005/018183
conprising: conveying a nessage along a first path in
a nessage proceSS| ng graph wherein the 30 first path

3. pus et RSl 2 L A o re e prent; anc

Corﬁél’ébtﬁ\@tth@%tﬂé&tmgﬁnérﬁ basdain c@iteninnthe meessagee
destination is one of: another service proxy and a

service. WO 2005/114452 PCT/ US2005/018183 -67 13. The

4.oc /4 Befiog farTnBhitcing oSG BRAD, BabERRI! PrC' "0 "¢

e stFiggéring ﬂufle etahetibachyf orie oﬁmhé eeIVItE Prox§/ aliseevipe PROXY
conprisin 51trig gerlng rul e evaluatlon by one of:

comwes'éra/n 8 NIPesSs Capalle of MONiPERY the SRNITERIYand a
eﬁ—ﬁe%a@g&a%ﬂt mﬂmvh@h mﬁ%vﬁm%\té?r{é’ &, Proxy;

rati a context wt to eva uate the rule;
ev aé\lmIIatmg theauteubasdrhse theonontert anchiresespande itm the trlggering; and

response to the tri, and erfarm ng an action
hItQIRYRG ap Actine "g R%\gﬁht thﬁGe%‘a #¥e et hod of
cI aim14 wherein: arule i ncI udes one or nore
expressions that evaluate to true or false; and
15. V\heThB‘ mmlno(émpcleﬁsméanemairi ncl ude nested expressi ons
of claim 14 whe :
"t Gile IndR.d3¢ ol metodpeeshitioiat Piraludfe fORLE B fatse: and

val \WRereh 48 gfél;sﬁrhéaﬁﬂﬂ!ldt% h&&ted bkprddioriget hod of

clai m 14 wher 20 a service proxy |s an
|nter medi ary between a client and one of: a service

ano rvi . 18. A nethod for
pr gU% @O%gigl g'%i\&ﬁ%%%rw ce proxy, conprising:
CONY8ohge)a |ﬁ@§§@é}9t leastbofé Valuedii@ein the &t leagt end valat is used in
path, in a network of 25 nmessage processi ng nodes

thev@valustingt he fir st path includes at |east one of the
nmessage processing nodes; affording each node in the
first path the opportunity to process the nessage;

17.aCOPhé hitghed of eggntlidavhesdirevant to a resource and/or a
service identified by the
a service proxy is an in ermed|ary between a client and one of: a service and

another service proxy.

18. A method for processing messages in a service proxy, comprising:
conveying a message in a first direction along a first path in a network of
message processing nodes wherein the first path includes at least one of the
message processing nodes;
affording each node in the first path the opportunity to process the message;
acquiring a credential relevant to a resource and/or a service identified by the
message; and
wherein a message processing node implements an interface and/or protocol that is

compatible with the service proxy.

19. The method of claim 18, further comprising:
providing the message to one of: a service and service proxy.
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nmessage; and 30 wherein a nmessage processi ng node
i npl ements an interface and/ or protocol that is
wa@oeopdiddst e with the service proxy. 19. The neptmdSmn5/018183

claim 18, further conprisingggproviding the nessage to
one of: a service and service proxy. WO 2005/114452
PCT/ US2005/ 018183 -68 20. A nethod for dynam cally
repur posi ng an application having a first interface,

20. coApnethoddor dymarsically sepwposidgian applnationthavisigna fires interface,
second interface is a facade for the 5 first

COMPH$IEEf ace; accepting a request fromthe second
! négﬁ a se%gﬁa'iﬁtbﬂﬁcé Rheremuas isebend ieffaté is a fagade for the
interface; and wherein a change to the first interface

first tdedacmt require a change to the second interface. 10
21. The. nethod o fcl a{m 20wher.ej I"]f an interface
i nBPCRIEEIA rq%ﬁé rOALMGSGaRR e %P hg: a message
f OPﬂMdin@thé FEURROYS tHY sPR@drfacy apddr ess, a service
definition, and a securltééfscherre. 15 22. The net hod

of whkrimapghngediorihe fingt infeciess dogsdiat seeuire aghgage to the second
int |_?ervi ces interface. 23. The nethod of claim 20,
N3G ei n the providing includes: dynamically mapping
the request to the first interface. 20 24. The nethod
of claim 20, wherein the providing includes:

21. pefhemethgd & daims20wieieBY. t he fol | owi ng: converting
the r far . bl i
(1 FiE TG B of (8ot ol Fle (ERSRRG, 8 kdddd offhat,
tran€yprt pedtbtsinan Siddgessq at seavisp aefinition; andla sdwatrity scheme.
conpatible with the first interface, using a security
schenme as that is conpatible with the first

29 [ nq-ﬁéf Od%ﬁ.clwmepgr accessing information via
“an application having a rirst interface, conprising:
exthessewnd intarfaod is @t welb sericdseintdrfaaehe second

interface is a facade for the Wfirst interface;
accepting a request fromthe second interface;

23.  The method of claim 20, wherein the providing includes:

dynamically mapping the request to the first interface.

24. The method of claim 20, wherein the providing includes:

performing at least one of the following: converting the message format to a
format compatible with the first interface, sending the request to the application using
a transport protocol that is compatible with the first interface, using a security scheme
that is compatible with the first interface.

25. A method for accessing information via an application having a first interface,
comprising:

exposing a second interface wherein the second interface is a fagade for the
first interface;

accepting a request from the second interface;

providing the request to the first interface;

obtaining the information from the first interface;

providing the information to the second interface; and
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providing the request to the first interface;

obtaining the information fromthe first interface;
w@e@3ildi4any the information to the second i nt er P@r@s20asaisi83

WO 2005/ 114452 PCT/ US2005/ 01883 -69 wherein a change

to the first interface does not require a change to

t hewhewima chanigertbdhe fir Gnteifbee wetb ot oéquilead whahge to the second
. wherein: 5 an interface includes at |east one of the
intgriaGewi ng: a message format, a transport protocol, an

address, a service definition, and a security schene.

27. The nethod of claim 25 wherein: the second
26.i nt Einé atethod ofi claivh 2fewhesds: i nterface. 10 28. The

t hod of cl 5, t I di th t
o aiteitace Moficsatgastons oBeTo el frereacn Bat,
tra%ifbg-?éro%}?olfé% bemé& a%‘éﬂ)-itéiﬁbﬂﬁltlbheaﬁ@ﬁ‘é%‘éhnﬁﬂédf@iné 0

mat conpati bl e w th first interface,” sending
the request to the application using 15 a transport

protocol ibl.e with the first interface,
7 |ot eéé%@Pﬂ‘Pf?'@g?Wéeﬁ%%t is conpatible with the

f ! rtfhte datbhtfiftepfacéds aAversEnRitdsantapfaeeessi Ng messages

for a service proxy, conprising: conveying a nessage

inafirst direction along a first path in a nessage

3 oot ERIRESE BER 2 WD S Ronbitly RBPAYSEAARE 1Rt imertace

inckideghe at | east one nessage processing node to process
the rressage and wherein the at |east one nessag
inpast ppeahdhe llgwingiicanvating ths rsﬁuwrfoemat toa

for@%%@%@gtlﬁlg%lgﬁ (ﬁ;}eccl aﬁ%@%&m\@gbgmphtﬂg E%é : S?Qggéﬁpp%atlon using

met’ho [

a trayiBpoit padtogolddatisntomepatie edthahe fiesisiagefacenusing.a safurity scheme
31. The nethad of claim29 wherein: a nessage
thab%@@%e%@‘ethierf”ﬁﬂat aCPeast one nmessage processing
node can be added to or renoved fromthe nessage
processi ng graph dynam cally. 32. The nethod of claim
29.29 Ameetbod .foMirazessing MdssageSToiS2e08¢® bBLE3 comprising:

conveying a message in a first direction along a first path in a message
processing graph wherein the first path includes at least one message processing
node;

allowing each one of the at least one message processing node to process the
message; and

wherein the at least one message processing node implements an interface

and/or a protocol that is compatible with the service proxy.

30. The method of claim 29 wherein:

the first path is dynamically determined based on message content.
31.  The method of claim 29 wherein:
a message processing node in the at least one message processing node can

be added to or removed from the message processing graph dynamically.

32. The method of claim 29 wherein:



-70 a nessage processing node in the at | east one
nmessage processing node is capable of perform ng at
wo e@stiiane of the foll owi ng: nmessage aut henti cRCT/O82005/018183

message authorization, messgge validation, nessage
transformati on, nmessage routing, performance
no [
nes'é'srgggé{a%g BFB?:%%I R 398 nrﬁedsogﬁalg écﬂ% l%?%}g{%ﬁgnrﬁégﬁl%é PBcessing node is

capablpcrrftpaw@zrnmrgiahleas’eonei of theefbllpwinge ssessage authentication, message

authorization, message validation, message transformation, message routing,
performance monitoring, message tracking, message archiving, message logging,
message publication, error reporting, and a user-defined process.



