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‘firmvare system This larger scale of integration creates a need to be able
to update system BIOSs or elenents stored in the unitary firmvare w thout
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updatidfg fir to an enbodi nent of the present invention. 1
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20  BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a system BIOS according to an embodiment of the present
invention.

FIG. 2 is a usage model according to an embodiment of the present invention.

FIG. 3 is a high level flow diagram illustrating an embodiment of the moduiar BIOS

25 update (*MBU") process and interaction between the BIOS and driver during the
instaliation of a BIOS package.

FIG. 4 illustrates a method of updating firmware according to an embodiment of
the present invention.




15 FIG 1 illustrates a nenory space 100 storing a system BI OS 110
according to an enbodi nent of the present invention. The niegro e 100
may include a first nenory space 120 and a second nenory sp c&%l%&The
first nenory space nay store core BIOS 140 and one or nore ancillary
BIOS' s. For exanple, FIG 1l illustrates a core BIOS 140 and a video BI CS
150 stored in the first nenory space 120. The first nenory 20 space 120 nmay
be provided in firmvare but alternatively nay be provided in conventional
ROM nenory. %(‘é)rdj ng to an enpodi nent, the first penory space 120 need not
provi de for W% iTi§ NI FR) ‘t'ﬁ@“@%ﬁ?@"om@.cat&"rsiOEQaQiBé‘Ptﬁ-ti on, additional
BIOS' s may be witten to the firmvare 100. Regardl ess of whatever

addi tional Bl f.s6akea pheaeht map fiistrdting aessstfBledt BISS HRickiys ﬂt}?rvefll in
ermanently.

the firs nory spac 20 are expected to remain 25 therein

accor di nUMSITEEhE EPGE ohBRHADG YFIRRas oR0acepdinc ST R BBIeEt B PEPTRMs | he
"def aul tinggapm. " The second nenory space 130 may store the additional

BIOS' s. Therefore, it may permt witing of data thereto. The second .nenory

space_ 130 nay or e enhancene to the default system Bl OSs. Accordingly,
the stcond rreﬁfsf'-ﬁ %@ea 3%69*33@ PRiAge acagrdig te &h erfhoginest ab therpgosent
2

"enhancejmgaitioppace. " 2 1 ~ ~1~ 200 The enhancenent space 130 may provide
for storage of BICS elenents to suppl ement or substitute for those BIGS

el ements stored in the default space 120. By way of exanple, the
enhancenbETAHIED PEBTRIRTOMNt Ore:  microcode updates that correct mcrocode
errors in the agent, 5 BIOS updates or patches that fix bugs in the

default BICS g ; B E;,]pégﬁ . i Lyt r in the
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af ter f aWiBlceerhanisrhiprevidss, sayptihiadvardagesb eFist, arevd featureh end @B drgeless pace
130. The, phanGGiTEAL SRACHs(t: BS0 o B LG S.AMd Bilsv LABLSOE (AL JiBRS B 05

el emrents 1'n the enhancenent space and spaces us,

t he 15 atarmohteddentifiete AlS0, BIIS companentp onayt be provided aslentvalidptedhsethofsyst em
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t he el err%aniég%gm 'ﬁg'régﬁrtrt\gon%:(églr@r?i'&gﬁn%@{é&%ﬁ%ag%q?% %é?&%a@%ﬁa%g%asﬁgcor ding to
an enbodi nent of the present invention. According to this enbodinent, a
conplf er syst El.ripiffugiraées amentosespacsi 109 sBIrdg 26ysterh BHOS rdAtascondingrtormpus| y.

FIG 2 i : 2 995 j.ec inclayde one
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conput er megwreapadedl 2Qraridrepsegopdimermontepace 130 diedistanembrycspace atay stargnet i ¢
or optic i i | Catli int C: h _t hose
ot vl dedc s ISR Ak bt ool dnchefPBIOSL ol Boob! . Alist3Héeth Bie ety
r epr esenBEIS 440 26d 2 Mideo BIDS tithgtarteslin shyesfiretmempry spacaed@0aTherfasiahémpry220.
The ipst r i |, cation program

inte c?ac%!é(? r i\/zér?'%ﬁ@ga*é’g ﬁge ﬁiﬁﬁ@ﬁw%@@u&%é@eﬂpﬂ%veﬁéa%gg ﬁi%gd%gig c?’H?%@Sﬁtdance
wi t h t heROM onemayt dcdardingi twedn hemiodimetn tioan dirgininechone space H20I mssdahber 220
may inte i th. uf e t WO, uch as_an 30 ter 1o arch
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package into di,Sar kage, may i nvoke hardwar e, i ntetfaces
080" ger 406, b Bl BRESERTBeRE wiienkhracs 120 S Plrpepts gy Bhaln
enbaz methiereim p@infaeptht Kagordingly, the ittt enanedry ephoe 120atRintds Bay bpdetered tesel f -
but al so_asgsq ifatﬁ:d val,j dation and revision infornation. The installer 220
3 13 A Oégau space. ‘

The second memory space 130 may store the additional BIOS’s. Therefore, it
may permit writing of data thereto. The second memory space 130 may store
enhancements to the defauk system BIOSs. Accordingly, the second memory space 130

30 attimes may be referred to as the “enhancement space.” |




may have a role in validation and revision conparison. For revisions, prior
to installation, the installer 220 may conpare the revision{idnfigGnffkon of
the BICS update with revision information (if any) that nmay be associ ated
with previously stored system Bl OSs, those stored in the default- space 110
(FIG 1 ) and those stored in the enhancenent space 120 5 (FIG 1 ). In
this enbodinent, if the conparison determ nes that the BI OS update provided

nstall o 220 T Fheneien il tod 1R BrofRY P sidtedd' R B K et
enbodi nengypplemeent o tsabsidute o0 thoay BIOSralernbms Blab&d ratheatsfailnsmcst 990, nByor y
for inst i i r I set ertain flags in system 10
menory thv{a%I %%{ng]%"ﬁg% Q@@%{céﬁﬁeﬂe%%fzy 1§§8}agss?%{813l OS package. The installer
220 al so nmay di sable certain hardware security |locks that may attach to the
firmware that may pPéFesRIedipdatepthatssrred niprocede erpis i tamgaEt. nor nal
operat§ on. Typi cal | BIO$ hpddtes dpetenesanatrfixtbygh ke demyili BrOgispadd, @fdwi th a
S handlor 250 mayeS i ere caRa TS or YR e fori ?@ascgid%hié porit
updates to the Bl OS‘TFJ c ’tH installer 220 has stored the package in
system nenory, tile FP&%&I’%Y@%‘P\dﬁY%@ééaé"qt@'rqﬁt%Etb@; tahjestrevidiaéic| usi on of
the ipstallation prB@geters that corfiagrg e sape drgr todedised gerass sudtipr in such
a mantrer that the pPc¥ESSYPIOP®st arts but the contents of system menory are
mai nt ai newis HPecRYARB shy BIDS elBRENRSHhACHEHROiGREH thy dé@ﬁl@%@éﬁbﬁﬁ&wh['ﬂoﬁ on
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many | nte| 0ocC ( is a high-level flow diagra ustrating an

. 51? ﬁs?tor% FIG 3 C
enbodi nent® BfeTeh @RBFbFians Slopver, ppdates can bgstorad é theprhancementrspeerer al

phases of 13txequel ihiareeRet & a9 storeUsn tid 310,
a PabeS Y36 &Bol nfay StoreUan tihdk l%%%bj%_% &?p;s{ ég(??er
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driver 24%%lgaéédet erm ne an interface revision suppor _
handl er (BeReBi§2Nom the gefaultysracen12Rmserbsirg replaersl bydthey elemently iofdhe t he
driver n%p@hg@ﬁ@ntts@,abge SM handler with a command that creates and
returns a handle to be used for all calls during the MBU process 300. After

initializati i 3 tf Ol
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installer apPI‘icatlon 230. |If ere 1s an Insta ne,
i nst al | athesRrdingh P cis sAbodimely. er sampulan\syaieoe Jeay pregsamt self miht BEOS

packagwe féranBathéents HussheniRdiyneriel. B i e gé’ib | §htaSodidlat @l |
entry point (Box 303). The nguelié]ﬁ \r/?)elr"a%%éé@rrég @E\yeb%lﬁa in%rarrg%taoond}éab:fid
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install request ;O)end_i n % o ?gét%ﬂwégogﬁqﬁéldt{aﬂ%%%rai \g;ﬁe(drh gé ﬁég‘dglégﬂgggue
(Boxes 30B29ngdig)or apiisalveigrags device 40 vigag gommainicationarintedaee, siugh easutiosé t he
CS sends : [ ' ating
St ol B e Bt Dl el e e tonap 8L 7
driveé®s o0k notification list. The MBU driver 240 may be included on this
5 list. During restart, the MBU driver 240 may receive a MSG CLOSE nessage
and examne it eoﬁfhﬁb fQr; : ; t here
i's an update t-_(p;n be oﬁg%@ ﬁl\)g% J@fe%'g%llén%é%%lgsé%fgﬁéﬁmglllljjp?er in
syst em medfoPRRICAESN Peagiam HaO0uparh 8cBIRE indgtacer driver R40fdasignedtto nra¢essribeor y
-and may | DI REYorl ] hda is e
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| eavi ng s3ystesm Pepeithe MBUapackage 800 id iEteived ahe instalep P2 exayodisassenbie theot

vector a I ' i . al |
or ogr arm A2 TREk Al ARTHIBIDS Bikaltt SRURTINEKE BeRsullElndmels BT g
t he POST thétanay B20oscasganydmuptiais thmfirmvedrei eve t he package from system
menory, authenticate the package and wite the package into the enhancenent

space (Box 32 i t I DAy o Ssue a
Syetom roser Ayt B SR bEbeoe iy WILEHE G B BGR.
syst &n BlupSatseigelfbut mismassaciatedDBlidator and revisionyinfoematicnn s The irethllep 2pbe CS
Load phase 330 of FIG 3. In the OGS Lo phase 330, the OS | oads the
drivers in the "driver startup"” list (Box 331). One of the drivers in this
list is the MBU driver 240. When the MBU driver 240 loads, it may attach to
the SM handl er 250 and determ ne a version of the MBU-SM interface
-supported by the handler 250 (Box 332). If the MBU driver 240 recognizes
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13 ~U~ 2a0 executed, the Bl OS nay determi ne whether the BIOS indicates the
presence of a MBU package (Box 420). If not) the B105 may exit the nethod
400 and continue with the startup procedure, eventually resetting the
entire system (Box 430). If, however, the menory contains an identifier
that a BI OS package exists, the 5 BIOS attenpts to authenticate the MBU
package (Box 44D). The BI OS det erm nes whet her aut henti catd 8dGi2804successft ul
and the MBU package is valid (Box 450). If not, if the MBU package is
invalid, rhgxehﬂe%cf @hWaﬂéat%ﬂ M%\ﬁ&&ﬁ@éﬂnﬁéﬂéoﬁn%ﬁbhgbﬁs (p@i@P(to“iﬁ%lia%Bﬁ exits
the met hod (Box 4 31 val i dati on succeeds, egins to wite the
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wite, t hﬁfoﬁh%n%%%k)é@hﬁ?ﬁa%@Ta?@c{uét&?wﬂlﬁ’9%:%5%&%@6‘§Y4t§9>f3|6§9)thoéé not,
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flag frorft@edi thdiefaw@pac@ He (RlSs &) anch@oss eigradt) thieeenhaneeaanaRgesdd? f1 ag
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t er mi nat eXrovipshinitee pRek@OR dMN@MaraEurentiban acopy piesiosipsiaress thewstalleme
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pair. ey may be store space 110 (FIG
1). The mewryda@c@ﬂte%m ﬂkrsurrp\a@neaiyémmrrb@l apsraélpgn'efupwlbfhtf@ heardwaiee key.
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”ay ter dﬂ?@éé’s SUEGVELE ‘mg@é EorRIRAFSH thd g?&éﬂ&ﬁdﬂ >;ir&é’és'soﬂP1e fidthiRr 280 m rTaé - ~E“

2~~4 According to an enb ment, the p rivate key pair
based on reset tof pragessesiin Sl!@hl(ﬂmasﬁlejﬁmtdh@P@JI%SﬂQW’@ﬂW%MHh%SOmS@f DSA

si gnatur e, @éﬁf, F'n%ﬁT Q&;}&%aﬁ{ g#éﬁt o?eﬁérﬁﬂé'ﬁwmm fﬁ@a&%sh&’%ﬁeﬂgw 5

i npl enrent tion, her's packages are expect inta
cont r26| dNIBHJn/maeyll(églsorocma@rs a successful authentication against the

t | t |4 indigea
package or 1 g raced 37 ol Yoy dRAFIRARST MY dh R dr Wb MK pidiess
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pages. Thus, stor e I'n mai
determine an interface revision supported by the MBU SMI handler (Box 302). If the

revision number is recognized by the driver, the driver may attach {o the SMI handier with
a command that creates and returns a handle to be used for all calls during the MBU
process 300. After initialization completes, the driver240 may return control to the

30 installer application 230. If there is an install to be done, the installation application230
may create any necessary pointers fo the package fragments (discussed herein) and may
call the MBU driver’s install entry point (Box 303). The MBU driver 240 may save this
information and return to the installation application230 (Box 304). At this point in the
install process, the installation application230 can exit leaving the install request pending



by the installation application of the operating system 240 (FIG 2),
portions of the MBU 15 package nmay be stored in several discontinuous pages
t hroughout system nmenory. In an enbodi ment, the installation application
220 may interface with the operating systemto allocate pages to fragnents
of the MBU package. The installation application 220 also nay create a
fragment buffer table identifying nenory |ocations where Eh&¥G@p04t he
fragments may be found. By way of exanple, Table 1 bel ow represents

i nf or mat i@ ARV erBYpde seél}egua@ﬁ@g bd%, a06). THE MBS agnE a0 PhHy @MmalnaR! e:
Fragnment Base AddressButfer ragnment No. Fr a%irrent Si zeAddr ess of Next

Fr agnent srgdlectas ariddhe OBstender| dusg)rosssage tobeMBU driver240 during shutdown.
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is a flovnkedye andase is mrgplpieoﬁ@@/smB@ﬁ:maM|Ia$geta@yat¢nerﬂ§@tm¢e$wrt@f t he

| et | Orhop RS0 BT SARLSadas LA 8fcd e oY URBRe, BI0H FBXS0aN the

MBU bl ock for an existin ate e sp ecitic graphi cs
devi @@ ofconkel m%b@ﬁﬂb@‘em@tcameé)ﬁ)LﬁJadgaha;eé)B@mﬂﬁ the default video BICS

I mge. Before St bsNdabHhass 880, e DRG0MRYne drivers in the “driver startup” list (Box
331). One of the drivers in this list is the MBU driver 240. When the MBU driver 240
loads, it may attach to the SMI handler 250 and determine a version of the MBU-SMI
interface supported by the handier 250 (Box 332). If the MBU driver 240 recognizes the

25  version number, it may attempt to attach to the SMI handler 250 again by creating a
handle to the driver for use with future calls (Box 333). The MBU driver 240 then may
determine the status of the most recent update (Box 334). The MBU driver 240 may save
the status and remain idle until called by the installer application 230 (Box 335). The
update process is complete.

30 FIG. 4 illustrates a method 400 of updating firmware during the POST phase of
FIG. 3 according to an embodiment of the present invention. After the BIOS is restarted
(Box 410), the BIOS will undergo a startup procedure. At some point during the start up
procedure, preferably before any element of the ancillary BIOS in the default space is




20 bl ock, a system BIOS may check to make sure the MBU block is valid (Box
810). This can be done quickly by checking a header |D of 1@%‘!!@3‘@ ock. If
the MBU block is invalid, the default option ROM may be executed ox 820),
el se the BIOS checks for the depression of a predeterm ned bypass hot key
(Box 830). If a hotkey is pressed, it signifies a user comuand that the
default video BI'OS 25 shoul d not be executed (Box 820). Pressing the bypass
hot key, however, does not cause the systemBIOS to clear the CMOS bit

i detnti f;lgiI ngequtmi,ﬁhefmeean dit_bfmiﬁé meg%;ﬂa@ﬂo? E\nonug;%gqhgegyege@ﬁ@gﬁ%s,@gp t he

system C [ . e bit is enabled, system

Bl OS begi %Cﬁcaggkd%’é ‘&@P' t'ﬁ@%i"%%ﬁ%&%%h#@ MAthe f00EId rartiaue BGIh 880) .

At this psiartp proosdden cBriali wm%mbejmt | (Box 860). 30 After

the video BIOS is found in tggel\/BU Iocl?, eséygttegﬁég%?&?g};ray determne if the

vi deo Bl OS packa LS. C ressed ox 870). |f so, the system Bl OS may

search the Wuﬁbﬁgvgé&%rb&%g@@w gé’gF’Gﬁ %@@”tgl@é &at & BIPSvprepkageeexsigetiieB) OS

package (BEX@sat®mpts- t@ abthenti2f4h8 AABUBSAkage [(BEL 4961€ Tre BRI Letd ey St €M
deo Bl OS package 1's not

BI S may ef aul.t video Bl because the video E
avai | abl e%t{%tgépgﬂtg?g iGeflon i, suecgestilsand i VB Ragkaasyis dielid fBe¥e480)t HE noi, deo
Bl OS i magtheaViBU geekagesisiifvali@ake 8108 PetufEQh MﬁUtdﬂJMEaﬂHﬁlfhfﬁﬁ% XBO} K@)'\Q%H
regi on of f.%;rﬁrwar%@ﬁobe%g corrupt or 5 nonfunctioning. such‘a case,
the PoST ¥H J%I"l? K& ijnsst emto revert back to the default version of
the video BIOS option ROM s stored in system BIOS. Execution of the default
vi deo Bl OS naylfberiitiatisre dubdeedsSthd MIOE: bbdiné N8 Wt §19 ﬂ/?él?r;{gcﬂggge ttQaﬁlFaa

h y ot beTore

user S gressed thg@apre et erm ned bypass hotkey during ear
‘the Vitdeo™ JFLBTEPHSRACEERX 410)i A Predconchusionyaft then vBitestheaBI Qfirideterinamesc an

of the MBihetherthangdbrasucusediHoRash) Aebayd Blc;bjélfve?@fpefaﬁcmgl@@ogg?gma@& of

Accordi ng,t 0 emhodi nent, the bypass hot ke I sabl es the

t he enhan@tgﬁé%p) 5535863{%&%@%@%@ dag frem B'Idls ey 586} Qthemtises the RIS
boot s fr amapstitipténhantsmémamgqBbk 371 0RM - td res.
To conpl ett%péevgibntﬁe C%I‘ggpté?\gl deo%ﬁ@%ﬁ%‘%ﬁ“ﬁ%ggﬂd"\é@é‘ u%"llcﬁ%ésﬁri ng
POST, thé® (BR%5ED)- dPice theyenbaneeraantdablerhapsbecncarmpimieds dhel mettmdt mag.
When 1Bhe téldsiaatyBU Vi deo BI OS" CMOS option is set and no bypass keys are

pressed, the BIOS nay scan the MBU bl ock | ooking for a video BI OS update

nodule. If no L\[{i deo BJ update nodule is found, the BIOS nmay execute the
default Bl OS stRAFEFrENaHR of fe mrihogh400: #HaRISS neyhsel the, entine sBHEB. A

extract s dsybienvicdepndl HREEMsShEBIY .

remai ni n%gs%st em Bl %daﬁ(B x 920). Loggﬁsﬁ%gﬁﬁgtg%dét#ﬂ@emn%%@nwespace
al so may WESFLESHSi ﬁ"ﬁ@a/\p?.ck%é@?% bayinvekegrascdatertiinashiy, thebtomtenROM s nay
be di sabl ed by individual CMOS option bits. Prior to executing any option
ROM s, the sysiem BI@ .check for updated 25 option ROMs in the MBU -
bl ock and exed(iE5aP% éﬂ%qaﬁ'H"RO\/l s in preference to any option ROM stored

i.n the system BI CS i ma%e.
20 As noted, the MBU update process may include package authentication.

According to an embodiment, the MBU package may contain authentication information
that uniquely identifies the source of the MBU package. For example, the authentication
information may occur according to a public-private key pair. A public key may be stored
by the BIOS rin the default space 110 (FIG 1). The newly received MBU package may be
25  signed with a private key. Using the public key, the processor may examine the contents :
of the MBU package and the signature that accompanies the MBU package {o
authenticate the package. Success indicates that the MBU package was published by an |
authentic source. Failure may indicate that the MBU package was not published by an
authentic source, that the MBU package somehow was corrupted after publication or that

30 some other eror occurred. The BIOS may terminate the MBU update process if
authentication fails. ' |



CIVbS Options FIG 7 illustrates a nethod of updating vi d%g m?g@%nrdi ng

to an enbodi nent of the present invention. The system Bl de a
CMOS option to allow the user 30 the ability to disable use of the updated
video BIOS in the MBU bl ock. Herein, this bit is 9 ~ A~l~ .00f referred
to as the "Use MBU Video BIOS' CMOS bit. The "Use MBU Vi deo BI OS'" CMOS bit
I s set when a successful update of the MBU bl ock is pertornmed. By way of
exanple, for Intel processors, the systemBIOS nay set this bit fromthe

syst em managengnt nod "SMM'). environnent. Wien this CMOS bit is set,
subsequent bodt<oRHYY &%&%Wﬂ%msnkm%ﬁﬁkww@f% 2 R 'i“ﬁ\éb?/é?fefﬂs%R"? or an
g}odaL ed Vdfdﬁ? m%llmﬁohrafsa%rmmg@tgﬂrl % itHes Esilm Q@Fﬂew ((§j|j MSﬁﬁﬁgrﬁﬁ@.s&ténﬁNgaoi\\;ﬁg
ock is e Y, e. system E may cl ear e di sable e "Use | deo
tire ST e

Bl 0s' oM¥¥ Hypregr : an MBU package may include several BICS
packages for installation into the enhancenent space. The MBU package may

be colnlst ruct emm@mmemSn@tibm @mﬁlﬁﬁ@tcﬁﬂ\mﬂilﬂq%cﬁégd@ éueCéweeteHOtopujenén‘iitéint he
. Installer t nt | an rocess the C es constituent el enents.
Fl'e °8 SHgoboSaaIL B THBa Suoteyl g cs T oesn e S abre 1RBTRH o5 ent
i nvent i onwitiNthé i MBUhpadiBge pstedurRD endlédB9 thatl thep VBLBIHaSkaRC loagiRsted O 3R 20,
1030 may exj st, ,sone of which nay be conpressed and may vary in size. BICS
packages 38192459950, 1030 nay be | ocated adj acent to one another. Each
Bl OS package 1010, 1020, 1030 stored in the MBU package 1000 may i nclude an
obj ect header &O 1,.1021 irog that identifies the object and defines its
size. The data™% e(ﬁ@g&ﬁn& f y follows the object header entry. Several

.enmbodi ments of the present invention are specifically illustrated and 20
descri bed her efenverbioraligrwithin ogmputescsyaismse chemney snases sl be clioradad iand
vari atqd ons.af e | 1t i v -y Y | and
W thia1tr(13| t E@'%u?ﬁ?e@v’ggggﬁﬁ@egg%ﬁde c%lﬁ"r‘?gé’)w eﬁoﬁ %%%P?Pﬁgrﬁ?gr“g%g Q%Zpi rit
and i nt ensystenscopwentionaiy allosatetpages’ dfta pretistenuiBed Gize, vEy ¢lonB\kilobytes, fret hod
for updaty € d S | SLAGAUP t_of the
processor “,ngge? %Cﬁersha%i [?g'%\}hqg['%% bgytg % gfna%%e%%er’ yo? 35%%éa%k§gr§158| &%ﬁ@é%e ?RS

aut hent i cembedimehe MBILOSagkagk may, spandevgrahpapes cBst whengtonerhininaain imemory

storing tey Bl RapatkagRitdlion o A SEAMPRIERLYE (FIG. 2), portions of the MBU

15  package may be stored in several discontinucus pages throughout system memory.

In an embodiment, the installation appliéation 220 may interface with the-opefating
system to allocate pages to fragments of the MBU package. The installation application
- 220 also may create a fragment buffer table identifying memory locations where each of
the fragments may be found. By way of example, Table 1 below represents information
20  that may be contained in one such fragment buffer table:

e naress | o | et | Fragmentsize | Addressnex
0x80_0000 0x0 0x0 8180 (Ox1FF4) 0x12_0000
0x12_0000 ox0 0x1 8180 (0x1FF4) 0x09_2000
- 0x09_2000 0x0 0x2 8180 (Ox1FF4) 0xB4_6000
0x64_6000 ‘|  OxO 0x3 1583 (0x62F) 0x4G_A000
Ox4C_AC00 | . Ox1 0x0 256 (0x100) 0x00_0000

' Table 1

As shown in this example, the frégment buffer table may track multiple “puffers” for each

BIOS package. A first buffer contains the BIOS code itself and a second buffer contains

a digital signature associated with the BIOS code. FIG. 5 is a memory map 600
25 il!tjstrating the memory locations of the fragments 610-650 listed in Table 1.




menory space. 2. The nethod of claim11, further conprising: determ ning
whet her the BI OS package is successfully stored in the reprﬁ@rﬂﬁ@a -

Bl OS nenory space, if so, report a success flag identifying the B

package as successfully stored. 3. A conputer system conprising: a
processor, firmvare electrically connected to the processor, the firmware
conprising: 15 a first storage space to store a first systemBIGCS, the

first storage i n are oI ry, a second storagesaceto

slt(r)fe Z gecgnd’ﬁg SB%J‘ ﬂ\é'@xngg%é feagmant tableiamay Aganifyafos Racht i ng

el enent s @hgrhdre oseacmuﬁe@ taelmﬁBi' aﬁd Waéﬂﬂeﬁt' RIMEr Sorche rragmtemr albsa¥HdaRSE O5.
storage space is to

20 4. The_ conputer tem of wherein the firs

store a s\ ?f%f’ %ﬁ'agrggnqsegtggnqgh@ HAG MERPY. B) TES &?H“ﬂ%é’ep‘ﬁéé&t“@aﬁl@e

i denti fyi ﬂn@mém's&u@and 5n RRsODf O ASE HaBeRE TIQd mfs«ﬁm%h% be E?b%éfd' ng a
system BIOS from a def nory space, executi ngf an anci |

accor di ngMt®Pr gteﬂ'@{r@fjﬂ??ﬁt‘ﬁﬂ WA ﬂarrn%morarwpr toalhg TiTog asi Whgn ﬂl"ﬁ method
al t er abl e4QERUAWKEEAGR, prbées@er @aa%lgle{eﬁtrhme%%&@ ffelr ﬂa%@@n?ﬂaﬁ%r&@tseTﬂﬁmr y

nci | fromthe defau ace

Zﬁgcgom gg %4%3@5{5@@ MﬁU @Pﬁ'f%efffom thet véier tragments ids;gtlﬂadf Inalfﬂe tabls (AIGr §, BI OS
exi sts i npghe2e).t p1@bkas Saeﬁ{érﬁl:ﬁ*y eub 'ﬂPL@fréﬁf% gi%cllelag bI&Y %Snpécy&gge

al terabl e_nenory space. 7. od of fur er conprising _
det er ni ni HEErepitarHbe P&O‘iﬁ*?é@!eméy ﬁ?m@ﬂew@ﬂh%mlﬂnﬂakﬁas been entered and i f
no predeterm ned user conmand has been entered, .

10 ‘Post Flow Processing

To support MBU updates, a conventional system BIOS may include. additional
functionality to permit installing new processor microcode updates, loading an updated
video BIOS from the MBU block, checking for the video bypass hotkey, checking for
CMOS bits indicating flow options and the presence of option ROM’s or BIOS packagss

15 from the MBU block. These features are described next. FIG. 7 is a flow diagram of this
process 800 according to an embodiment of the invention. |

When preparing to initialize the video BIOS, a BIOS may scan the MBU block for
an existing video BIOS update for the specific graphics device of the system before
attempting to execute the default video BIOS image. Before starting the scan of the MBU

20 block, a syétem BIOS may check to make sure the MBU block is vé!rid (Box 810). This
can be done quickly by checking a header ID of the MBU block. If the MBU block is
invalid, the défault option ROM may be executed (Box 820), eise the BIOS checks for the
depression of a predetermined bypass hot key (Box 830).

If a hotkey is pressed, it signifies a user command that the default video BIOS
25  should not be executed (Box 820). Pressing the bypass hotkey, however, does not cause
the system BIOS to clear the CMOS bit identifying the presence of the BIOS package. If
no hotkey is pressed, the system BIOS checks the CMOS bit (Bbx 840). If the bit is
enabled, system BIOS begins looking for the video BIOS update in the MBU block (Box
850). At this point, a video BIOS is present in the MBU block (Box 860).

30 | After the video BIOS is found in the MBU biock, system BIQS may determine if
the video BIOS package is compressed (Box 870). If so, the system BIOS may search
the MBU block for decompression code associated with the video BIOS package (Boxes

8



5 executing the ancillary BIOS fromthe alterable nenory space 8. The

met hod of clains, further conprising: deconpressing an anciil] M 2li04s from
the alterable nmenory space and executing the deconpressed ancillary Bl CS.

9. An ancillary BIOS processing nethod, conprising: 10 determ ni ng whet her
an ancillary BlIOS package is present in an enhancenent space of firmare,
If the ancillary BI OS package is present, determ ning whether a

predet erm ned user command has been entered, if the predeterm ned user
command h&30, 880). e cede ierfeund, theeystemBlQSmanmnai theatefaulis/idiocCBOSalodcages f r om

t he enha g€ . WM Uh) 11l ary f a
doraul t - o5onuq HO8 eacka0e T hSE aERE HgRCeAt, Bk 5080 s it BT Py ng:
deconpr esdéapmpress tblaondeloeBiSDSEhm% andexdcute in(BoxeabD® HOkti on and executing
t he deconpressed ancillary BICS. 20 11. .An anci | lary BI OS processing

nmet hod, conpri def n t i1l ar
present in an girqﬁg"r?geneﬁlfemé zltaliég “)J#G p‘%'r?/va \gargnﬁnqyl ﬁ?géfg‘oggﬁ%tké’ée
i ncl ud ngnenf@iciBnimgddin eyich & ca$ﬁe tlleDBrraahyulBld%sqaﬂ'leI@/gtem B eveas batk to the

(1 cho. praqadFiaeh /e Rk ek BRrl RORS BRT RpviRln s Barlidh Bfe *°

package fdefmilt videe Bmammydmfosqsel(w uset ihputwilstee sgs:temdertmmm thatcd bderhas Bl OS

froma deé%g%ééj %B%?Sdé%&nﬁuhécf% a8 hdtkey Ei-unng earR/Qn of befBHAhT vidkio ad‘ép%er%as

conprisin
been initialized, the system BIOS may omit the scan of the MBU area and boot using the

10  default, integrated system BIOS.

According to an embodiment, the bypass hot key disables the system BIOS of the
~enhancement space for a single restart. It need not disable future boots from attempting .
to load option ROM updates from non-volatile storés. To completely prevent the cérrupted
video BIOS patch from executing during POST, the CMOS enable bits may be cleared in
15 the CMOS setup routine.

When the “Use MBU Video BIOS” CMOS option is set and no bypass keys are
pressed, the BIOS may scan the MBU block looking for a video BIOS update module. If
no video BIOS update module is found, the BIOS may execute the default BIOS stored as

- part of the system BIOS. Otherwise, the BIOS extracts the video BIOS update module,
20 executes it and runs the remaining system BIOS (Box 920).

Loading Option ROM’'s

The enhancement space also may store option ROM's. According to an
embodiment, option ROM’s may be disabled by individual CMOS option bits.

‘Prior to executing any option ROM's, the system BIOS may check for updated
25 option ROM's in the MBU block and execute those option ROM's in preference to any
option ROM stored in the system BIOS image. - '

CMOS Options

FIG. 7 llustrates a method of updating video BIOS according to an embodiment of
the present invention. The system BIOS may provide a CMOS option to allow the user
30 the ability to disable use of the updated video BIOS in the MBU block. Herein, this bit is

e



13 AUG 2004 deconpressing an ancillary BIOS fromthe alterable section and

executing the deconpressed ancillary BIGS. 13. An ancilla %!@ cessi ng
nmet hod, conprising: determ ning whether an ancillary BI OS%%C é‘ggﬁpg

present in an enhancenment space of 5 firmmvare, the ancillary BI OS package
including a BIOS update, if the ancillary Bl OS package is present in the
enhancenent space, deconpressing the ancillary Bl OS package, and executi ng
the ancillary BIOS package. 14. The ancillary BI OS processi ng nmethod of
claim 13, further conprising searching nmenory 10 for a deconpressor
associated wth the ancillary Bl OS package and, if the deconpressor is not
found, executing a second ancillary Bl OS package froma default space of
firmvare. 15. A video BI OS processing nmethod, conprising: during execution
of a system BI OGS, determ ning whether a video BIOS exists in an alterable
firmvare section of a nmenory system 15 if no video BIOS exist in the

| bl | ble fi
Secton | Fohed Bas MECENE N VideoiRs” CBAS BitoT e UserGE Vide BIGE" CMIOS
co(rjrpr i SB : niit is Setamher}jacsuats@@‘ueupaété of ﬂwetMB_LrJﬁ%Ib&{ ?ﬁie? ﬁ?&;{ IB;;\N éﬁg’?ﬁf‘b!ﬁ]ﬁet he
vi deo i . e ne cldim
conpri si %ﬁ"’ e e@ g?on%:ae rs{’lg ﬂ}?eﬂ? aé@rseﬁl’ét’e‘?rehﬂﬁédﬂhfé@ﬁ the S@Sﬂﬁm’an‘mnlag&nla%n
en'a er edl anbdei(fShid” )mrﬂdmmrlm V\ﬁdnﬂﬁ@(}l\/@gﬁﬁ[ﬁg th f,ggqq cgﬁsef i Eg a
vi deo al ter e nme 0 al i er
conpr ifi %’Sﬁ%ﬁc@dggeté’ss?aﬁ@a@ 3\("?1@3) ‘E?‘C@ R é‘ﬁﬁ@fﬁé vigsleo B! kefarecesesntiranthe
execut i ngdefaelt ddeo BYOS SIS thd MBU &MHRIIEEN 1%5th15 nﬁ?@ %%ap{h%%%gq?p&%

T TR B L eveE

As noted above, an MBU package may include several BIOS packages for
installation into the enhancement space. The MBU package may be constructed

10 according to a predetermined architecture to permit the installer to identify and process
the MBU packages constituent elements.

FIG. 8 shows a sample MBU package according to an embodiment of the present

invention. Within the MBU package 1000 multiple BIOS packages 1 010, 1020, 1030 may

exist, some of which may bé compressed and may vary in size. BIOS packages 1010,

15 1020, 1030 may be located adjacent to one another. Each BIOS package 1010, 1020,
1030 stored in the MBU package 1000 may include an object header 1011, 1021, 1031

that identifies the object and defines its size. The data of the object may follows the object
header entry.

Several embodiments of the present invention are specificaily iliustrated and
20  described herein. However, it will be appreciated that modifications and variations of the
- present invention are covered by the above teachings and within the purview of the
appended claims without departing from the spirit and intended scope of the invention.

10




13 13 AUG 2004 if the video BIOS package is present, determ ning whether
a predeterm ned user conmmand has been entered, if the predeterm ned user
command has not been entered, executing the video Bl OS package fromthe
enhancenent space, 5 otherw se, executing a video BIOS froma default space
of firmvare. 20. The nmethod of claim 19, further conprising: deconpressing
a video BIGS fromthe enhancenent space and executing the deconpressed
video BICS. 21. A video BICOS processing nmethod, conprising: 10 durin%
execution of a system BIOS, determ ning whether a video Bl OS pBcR&y€ts
present in an enhancenent space of firmware, the video Bl OS package in the
enhanceWEtCldIM:e i ncl uding a Bl OS update, if the video BI OS package is
present, determ ning whether a predeterm ned flag has been set in the

firmare, i { ] has n._set... executing the video

Bl OS pac 'aégn%tﬁgén%?ﬁgaen aaﬁéje&neeﬂﬁg Icigp@g ,p?%cg%éﬁvﬁog@r 'Slgﬂ'ecuti ng a video BICS
from a def aulupos pest@t of tiid provesser, d2@rmifing widtherdsyefent n@imon? dontdibg & B2OS
conpri sind”égk geconpressi ng a video BIOS fromthe enhancenent space and 20
executi ng t e’ deconpressed video BIOS. 23. A video BI OGS processing nethod,
conpisi si ng:  Guthenticatixg thd BIOS packayesyisd em Bl OGS, det erm ni ng whet her a vi deo
Bl OS package i s prese nhancerrea{?gs ace of firmvare, the video BIOS

t in a . .
package in tH@O%ﬁH%FﬁESEWﬁ%%&ﬁ&%@“i RN PP SHIEE 95 Eeprassammablg E105 deo
Bl OS packageryispadel esent in the enhancenent space, deconpressing the

2. The method of claim 1, further comprising:
determining whether the BIOS package is successfully stored in the reprogrammable
10 BIOS memory space,

if so, report a success flag identifying the BIOS package as successfully stored.

3. A computef system, comprising:
~ a processor,
firmware electrically connected to the processor, the firmware comprising:
15 a first storage space to store a first system BIOS, the first storage space being
a read only memory,
a second storage space to store a second system BIOS and an index table, the

index table associating elements of the second system BIOS with elements of the first
system BIOS.

20 4. The computer system of claim 3, wherein the first storage space is to store a system BIOS
and at least one ancillary BIOS and the index table identifying the BIOSs.

5. ABIOS processing method, comprising:
executing a system BIOS from a default memory space,
executing an ancillary BIOS according to:
25 determining whether an ancillary BIOS exists in an alterable memory space,
if no ancillary BIOS exist in the alterable memory space, executing an ancillary
BIOS from the default memory space.

11




vi deo Bl OS package, and executing the video Bl OS package. 14 13 AUG 2004
24. The video BI OS processing method of claim23, further conprising
searching nenory for a deconpressor for the video Bl CS package and if the
deconpressor is not found executing a second video Bl OS package froma
default space of firmvare. 5 15 _
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firmware,

if the ancillary BIOS package is present, determining whether a predetermined user
command has been entered,

if the predetermined user command has not been entered, executing the ancillary
15 BIOS package from the enhancement space,

otherwise, executing an ancillary BIOS from a default space of firmware.

10. The method of claim 9, further comprising:
decompressing the ancillary BIOS from the alterable section and
executing the decompressed ancillary BIOS.

20 11. An ancillary BIOS processing method, comprising:

determining whether an ancillary BIOS package is present in an enhancement space of
firmware, the ancillary BIOS package including a BIOS update,

if the ancillary BIOS package is present, determining whether a predetermined flag has
been set in the firmware,

25 if the predetermined flag has been set, executing the andillary BIOS package from the
enhancement space,

otherwise, executing an ancillary BIOS from a default space of firmware.

12. The method of claim 11, further comprising:

12




3"109%& ()- 109 ()-10%& ()- |"109%& ()-=d, Y }[9!8"10%& ()-\!; cL3$10%& ()-
010%&' ()- !,"10%& ()- @ 109%& ()- ! @S$10%& ()-fY [ \ ] A |

JU @i, 10%& ()-!i#3" 10%<& ()-yomo%a& ()-3"@o%a& ()- 10 10

10=V109%& ()-UQ "< @! U 94.09% <I <& () - p! UH, $10% <I <& ()- !U, $10% <I <& ()- L
109%<8& () -i 10%& ()-$10%& ()-Az[ PE:! 10< 10< 10<I P=10%& ()- H5
04098& ()-! U5 %40% <I <& ()-1\ H' Yd0%P<P<& () - p! GH' %0% <;

<& () - p4} ZX6PE: | KHE10%&! () - | HB109PP&! () - ! HE10000AWE ()-! SIOM N
& ()-11P 1098 ()- #10%& ()-

}#6} [ 9PE: | | dHeconossting aryarallaB1BIGE ftom YHacHt0ame ¢actibn aeb10%&' () -1 10%&' () - ! kH

$100@' ()-~\: 11 097 7& () -1 kcS$109& ()-! 10%& ()- 10 10
10:10%§e:) ()-! c%@%@ﬁ%ﬁ ‘J{gﬁoﬁpg%??‘if}z(%gﬁ‘\a% $i9(5$1ocy&' ()-11cS$10%& ()-! BcS$10% | &
()-cS$10% () -! kcSSLO%R' () -1 kcS$L0%& ()-1$% "' " S({\: 11 NSs$109%& ()-! 10%& (
)- 10 13. Anandillary BIOS processing method, comprising:

determining whether an ancillary BIOS package is present in an enhancement space of
5  firmware, the ancillary BIOS package including a BIOS update,
if the ancillary BIOS package is present in the enhancement space, decompressing the
anciltary BIOS package, and
executing the an;illary BIOS package.

14. The ancillary BIOS processing method of claim 13, further comprising searching memory
10 for a decompressor associated with the ancillary BIOS package and, if the decompressor is not

found, executing a second ancillary BIOS package from a default space of firmware.

15. A video BIOS processing method, comprising:
during execution of a system BIOS, determining whether a video BIOS exists in an
alterable firmware section of @ memory system,
15 if no video BIOS exist in the alterable section, executing a video BIOS in a nonalterable
firmware section in the memory system.

16. The method of claim 15, further comprising, if a video BIOS exists in the alterable
section, executing the video BIOS in the alterable section.

17. The method of claim 15, further comprising, determining whether a predetermined user
20 command has been entered and, if no predetermined user command has been entered,
execuling a video BIOS from the alterable section.

18. The method of claim 15, further comprising:
decompressing a video BIOS from the alterable section and
executing the decompressed video BIOS.

25 19. Avideo BIOS processing method, comprising:
determining whether a video BIOS package is present in an enhancement space of
firmware,
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enhancement space,

otherwise, executing a video BIOS from a default space of firmware.

22. The method of claim 21, further comprising:
decompressing a video BIOS from the enhancement space and
20 executing the decompressed video BIQS. '

23. A video BIOS processing method, comprising:
during execution of a system BIOS, determining whether a video BIOS package is
present in an enhancement space of firmware, the video BIOS package in the enhancement
space including a BIOS update,
25 if the video BIOS package is present in the enhancement space, decompressing the
video BIOS package, and
executing the video BIOS package.
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