RISK IDENTIFICATION METHOD EMPLOYING FACIAL IMAGE,

DEVICE, COMPUTER APPARATUS, AND STORAGE MEDIUM

This application is based on and claims priority to the Chinese Invention Application No.
201811535312.7, filed on December 14, 2018 and entitled "RISK IDENTIFICATION METHOD
EMPLOYING FACIAL IMAGE, DEVICE, COMPUTER APPARATUS, AND STORAGE
MEDIUM".

TECHNICAL FIELD

This application relates to the field of intelligent decision making, and in particular, to a
facial image-based risk recognition method and apparatus, a computer device, and a storage

medium.
BACKGROUND

At present, during face-to-face loan review of a customer, video data is recorded in real time
when the customer answers a question. Microexpressions of the customer in the video data may
be analyzed by using a risk recognition model, to determine whether the customer presents a risk.
However, the customer may occlude the face with a hand due to excessive tension and other
behavior during the face-to-face review. Therefore, analysis using the risk recognition model
cannot be performed by recognizing the microexpressions in the video data, resulting in an
inaccurate analysis result.

SUMMARY

Embodiments of this application provide a facial image-based risk recognition method and
apparatus, a computer device, and a storage medium, to resolve a problem of inaccurate

recognition caused by occluding a face with a hand during video data analysis.

A facial image-based risk recognition method includes:

obtaining video data recorded when a customer answers a preset question;



performing image recognition on the video data by using a pre-trained occlusion
recognition model, where a recognition result includes hand-occluded facial images and

hand-unoccluded facial images;

obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model

to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, where the video data is risk warning data if the risk

warning recognition result is greater than a first preset threshold.

A facial image-based risk recognition apparatus includes:
a video data obtaining module, configured to obtain video data recorded when a customer

answers a preset question;

an image recognition module, configured to perform image recognition on the video data by
using a pre-trained occlusion recognition model, where a recognition result includes

hand-occluded facial images and hand-unoccluded facial images;

a first recognition result obtaining module, configured to obtain a hand-occluded facial
position corresponding to each hand-occluded facial image, and obtain a tension degree
recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images;

a second recognition result obtaining module, configured to input the hand-unoccluded
facial images into a pre-trained security determining model to obtain a risk degree recognition

result; and

a risk determining module, configured to determine a risk warning recognition result based



on the tension degree recognition result and the risk degree recognition result, where the video
data is risk warning data if the risk warning recognition result is greater than a first preset

threshold.

A computer device includes a memory, a processor, and computer-readable instructions
stored in the memory and executable on the processor, where the processor implements the
following steps when executing the computer-readable instructions:

obtaining video data recorded when a customer answers a preset question;

performing image recognition on the video data by using a pre-trained occlusion
recognition model, where a recognition result includes hand-occluded facial images and

hand-unoccluded facial images;

obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model

to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, where the video data is risk warning data if the risk
warning recognition result is greater than a first preset threshold.

One or more readable storage media store computer-readable instructions, where the
computer-readable storage media store the computer-readable instructions, and when the
computer-readable instructions are executed by one or more processors, the one or more
processors are caused to perform the following steps:

obtaining video data recorded when a customer answers a preset question;

performing image recognition on the video data by using a pre-trained occlusion
recognition model, where a recognition result includes hand-occluded facial images and

hand-unoccluded facial images;



obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model

to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, where the video data is risk warning data if the risk
warning recognition result is greater than a first preset threshold.

Details of one or more embodiments of this application are provided in the following
accompanying drawings and descriptions. Other features and advantages of this application will

become apparent from the specification, accompanying drawings, and claims.
BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of this application more clearly, the
following briefly describes the accompanying drawings required for describing the embodiments
of this application. Clearly, the accompanying drawings in the following descriptions show
merely some embodiments of this application, and persons of ordinary skill in the art can further
derive other drawings from these accompanying drawings without creative efforts.

FIG. 1 is a schematic diagram of an application environment of a facial image-based risk
recognition method according to an embodiment of this application;

FIG. 2 is a flowchart of a facial image-based risk recognition method according to an
embodiment of this application;

FIG. 3 is a flowchart of a facial image-based risk recognition method according to an

embodiment of this application;

FIG. 4 is a flowchart of a facial image-based risk recognition method according to an

embodiment of this application;

FIG. 5 is a flowchart of a facial image-based risk recognition method according to an



embodiment of this application;

FIG. 6 is a flowchart of a facial image-based risk recognition method according to an
embodiment of this application;

FIG. 7 is a flowchart of a facial image-based risk recognition method according to an
embodiment of this application;

FIG. 8 is a principle block diagram of a facial image-based risk recognition apparatus

according to an embodiment of this application; and

FIG. 9 is a schematic diagram of a computer device according to an embodiment of this

application.
DESCRIPTION OF EMBODIMENTS

The following clearly and completely describes the technical solutions in the embodiments
of this application with reference to the accompanying drawings in the embodiments of this
application. Clearly, the described embodiments are merely some rather than all embodiments of
this application. All other embodiments obtained by persons of ordinary skill in the art based on
the embodiments of this application without any creative efforts shall fall within the protection
scope of this application.

A facial image-based risk recognition method provided in the embodiments of this
application can be applied to an application environment in FIG. 1. The facial image-based risk
recognition method is applied to a server communicatively connected to a client. The server
analyzes video data during face-to-face interview by using a pre-trained occlusion recognition
model, to obtain hand-occluded facial images and hand-unoccluded facial images from the video
data; and then analyzes the hand-occluded facial images and the hand-unoccluded facial images
to respectively obtain a tension degree recognition result and a risk degree recognition result, and
determines a risk warning recognition result based on the tension degree recognition result and
the risk degree recognition result, to improve risk recognition efficiency. The client may be but is
not limited to various personal computers, notebook computers, smartphones, tablet computers,

and portable wearable devices. The server may be implemented by using an independent server



or a server cluster including a plurality of servers.

In an embodiment, as shown in FIG. 2, a facial image-based risk recognition method is
provided. An example in which the method is applied to the server in FIG. 1 is used for
description, and the method specifically includes the following steps.

S10. Obtain video data recorded when a customer answers a preset question.

The video data is a video recorded when the customer answers the preset question during
face-to-face review. The video data includes at least one frame of to-be-recognized image. The
to-be-recognized image includes each frame of image recorded when the customer answers the
preset question during the face-to-face review. A microexpression of the customer when
answering the preset question is collected from each frame of to-be-recognized image.

Specifically, a question (i.e., the preset question) to be asked during the face-to-face review
is preconfigured in the server. During the video face-to-face review, the server invokes the preset
question and the customer can answer the preset question, and the server obtains, in real time, the
video data recorded when the customer answers the preset question. It may be understood that
only video data of the customer corresponding to a sensitive question may be obtained (for
example, the sensitive question is "What is your monthly salary?"), or video data corresponding
to a non-sensitive question and the sensitive question may be obtained. The video data includes
at least one frame of to-be-recognized image.

S20. Perform image recognition on the video data by using a pre-trained occlusion
recognition model, where a recognition result includes hand-occluded facial images and
hand-unoccluded facial images.

The occlusion recognition model is a classifier pre-obtained by classifying and training a
large amount of training image data. It may be understood that the pre-trained training image
data includes hand-occluded training images and hand-unoccluded training images, and the
hand-occluded training images and the hand-unoccluded training images are trained by using a
classification algorithm, to obtain the occlusion recognition model. The hand-occluded training
images are images pre-collected for training the occlusion recognition model and in which

different facial positions are occluded with a hand. The hand-unoccluded training images are



some images pre-collected for training the occlusion recognition model and in which a face is
not occluded with a hand.

Specifically, the server inputs the video data into the pre-trained occlusion recognition
model, and recognizes each frame of to-be-recognized image in the video data by using the
occlusion recognition model, to determine whether the to-be-recognized image is a
hand-occluded facial image or a hand-unoccluded facial image, so as to obtain the recognition
result including the hand-occluded facial images and the hand-unoccluded facial images. It may
be understood that the server processes, for example, binarizes, each frame of to-be-recognized
image in the video data, obtains a facial region corresponding to the to-be-recognized image,
extracts a histogram of oriented gradient feature corresponding to the facial region, inputs the
histogram of oriented gradient feature corresponding to each frame of to-be-recognized image
into the pre-trained occlusion recognition model, classifies the histogram of oriented gradient
feature by using the occlusion recognition model, and determines a recognition probability value
corresponding to each frame of to-be-recognized image. If the recognition probability value is
greater than a preset probability value, the to-be-recognized image is a hand-occluded facial
image; or if the recognition probability value is less than the preset probability value, the
to-be-recognized image is a hand-unoccluded facial image. The recognition probability value is a
probability value obtained by recognizing a to-be-recognized image by using the occlusion
recognition model, to determine whether the to-be-recognized image is a hand-occluded facial
image. Optionally, the preset probability value may be 0.6, and each frame of to-be-recognized
image is recognized by using the occlusion recognition model, to distinguish each frame of
to-be-recognized image in the video data as a hand-occluded facial image or a hand-unoccluded
facial image. This helps subsequently process the hand-occluded facial images and the
hand-unoccluded facial images respectively, thereby improving risk recognition efficiency.

S30. Obtain a hand-occluded facial position corresponding to each hand-occluded facial
image, and obtain a tension degree recognition result based on hand-occluded facial positions
corresponding to all the hand-occluded facial images.

The hand-occluded facial position is a facial position occluded by the customer with a hand.



For example, the customer occludes an eye, an ear, the mouth, or the nose of the face with a hand.
The tension degree recognition result is a recognition result corresponding to the hand-occluded
facial positions corresponding to all the hand-occluded facial images. The tension degree
recognition result may be represented by using a value from 0 to 1. A larger value indicates a
higher tension degree of the customer; on the contrary, a smaller value indicates a lower tension
degree of the customer.

Specifically, after obtaining the to-be-recognized images, the server may recognize, by
using the occlusion recognition model, whether the to-be-recognized image is a hand-occluded
facial image. When the occlusion recognition model is pre-trained, the face in the occlusion
training images is pre-divided into the forehead, the left eye, the right eye, the left cheek, the
right cheek, the nose, and the chin, and each position is pre-numbered, for example, the forehead
is 1, the left eye is 2, ..., the nose is 6, and the chin is 7. Therefore, hand-occluded facial position
numbers (i.e., the hand-occluded facial positions) can also be obtained by using the occlusion
recognition model. Each hand-occluded facial image includes at least one hand-occluded facial
position. A position number corresponding to each hand-occluded facial image is output by using
the occlusion recognition model. Each position number corresponds to one facial position. A
database is queried based on the position number to obtain the hand-occluded facial position
corresponding to each hand-occluded facial image. Then, the tension degree recognition result is
obtained based on all hand-occluded facial positions of each hand-occluded facial image. In this
embodiment, the server calculates an occlusion probability of each hand-occluded facial position,
inputs a hand-occluded facial image corresponding to the highest occlusion probability into a
tension evaluation model, to obtain a tension degree recognition result corresponding to the
highest occlusion probability of the hand-occluded facial position. The tension degree
recognition result is obtained at relatively high efficiency.

Further, a hand-occluded facial position with the highest occlusion probability is obtained
as a key occluded position corresponding to all the hand-occluded facial images, and the tension
degree recognition result is determined based on the key occluded position, thereby improving

risk recognition efficiency.



S40. Input the hand-unoccluded facial images into a pre-trained security determining model
to obtain a risk degree recognition result.

The security determining model is a model pre-trained for recognizing whether a customer
presents a risk, and is mainly a security determining model obtained by training image data
including a risk and image data including no risk. The risk degree recognition result is a
recognition result of the hand-unoccluded facial images that is output by using the security
determining model. The tension degree recognition result may be represented by using a value
from 0 to 1. A larger value indicates a higher risk degree corresponding to the customer; on the
contrary, a smaller value indicates a lower risk degree corresponding to the customer.

Specifically, after obtaining a hand-unoccluded facial image, the server inputs the
hand-unoccluded facial image into the pre-trained security determining model, and outputs a risk
degree corresponding to the hand-unoccluded facial image by using the security determining
model. It may be understood that the server first obtains a key frame image based on all the
hand-unoccluded facial images, inputs the key frame image into the pre-trained security
determining model, determines intensity corresponding to a facial action unit corresponding to
the key frame image by using the security determining model, performs classification based on
intensity corresponding to a target facial action unit, outputs a risk probability corresponding to
the key frame image, and uses the risk probability as the risk degree recognition result
corresponding to all the hand-unoccluded facial images. A larger risk degree recognition result
indicates a higher probability that the customer presents a risk. The risk probability is a
probability value obtained by recognizing the key frame image by using the security determining
model, to determine whether the key frame image is a risky image. It should be noted that the
key frame image means that all the hand-unoccluded facial images are clustered based on
intensity of a facial action unit (Action Unit, AU) in each frame of hand-unoccluded facial image,
some to-be-selected images closest to a cluster center are selected, and intensity of a facial action
unit in each of the to-be-selected images is compared with a preset intensity threshold, to select a
to-be-selected image whose intensity is greater than the preset intensity threshold from the

to-be-selected images as a hand-unoccluded facial image corresponding to a key frame. For
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example, if a to-be-selected hand-unoccluded facial image corresponding to a certain cluster
center is selected and intensity of each facial action unit specified in the to-be-selected
hand-unoccluded facial image is greater than the preset intensity threshold, the to-be-selected
hand-unoccluded facial image is used as the hand-unoccluded facial image corresponding to the
key frame. In this embodiment, the key frame image is input into the pre-trained security
determining model to obtain the risk degree recognition result, and the to-be-recognized image is
recognized by using the security determining model, so that the obtained risk degree recognition

result is more accurate.

S50. Determine a risk warning recognition result based on the tension degree recognition
result and the risk degree recognition result, where the video data is risk warning data if the risk

warning recognition result is greater than a first preset threshold.

The risk warning recognition result is a recognition result determined based on the tension
degree recognition result and the risk degree recognition result. In an implementation, the server
may determine the recognition result by comparing a total frame quantity corresponding to the
tension degree recognition result with a total frame quantity corresponding to the risk degree
recognition result. In another implementation, the server may determine the recognition result by
calculating the tension degree recognition result and the risk degree recognition result according

to a preconfigured formula.

Specifically, after obtaining the tension degree recognition result and the risk degree
recognition result corresponding to the video data, the server obtains the corresponding risk
warning recognition result based on the tension degree recognition result and the risk degree
recognition result. It may be understood that the tension degree recognition result may be used as
the risk warning recognition result; or the risk degree recognition result may be as the risk
warning recognition result; or weights may be configured for the tension degree recognition
result and the risk degree recognition result, and weighting calculation may be performed on the
tension degree recognition result and the risk degree recognition result to obtain the risk warning

recognition result. In this embodiment, the server compares the risk warning recognition result
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with the first preset threshold. The video data is risk warning data if the risk warning recognition
result is greater than the first preset threshold, or the video data is not risk warning data if the
risk warning recognition result is not greater than the first preset threshold. For example, if the
first preset threshold is 0.6, a risk warning recognition result corresponding to certain video data
is 0.7, and the risk warning recognition result is compared with the preset threshold to learn that
the risk warning recognition result 0.7 is greater than the first preset threshold 0.6, the video data

is risk warning data.

In steps S10 to S50, the video data recorded when the customer answers the preset question
is obtained, to help subsequently perform risk recognition based on the video data. Image
recognition is performed on the video data by using the pre-trained occlusion recognition model,
to distinguish the to-be-recognized image as a hand-occluded facial image or a hand-unoccluded
facial image, so as to classify the to-be-recognized image. This helps subsequently perform
respective processing based on a classification result, thereby improving risk recognition
accuracy. Then, the hand-occluded facial position corresponding to each hand-occluded facial
image is obtained, and the tension degree recognition result is rapidly obtained based on the
hand-occluded facial positions corresponding to all the hand-occluded facial images, to
implement risk recognition based on the hand-occluded facial images. In addition, the
hand-unoccluded facial images are input into the pre-trained security determining model to
rapidly obtain the risk degree recognition result, where the obtaining process is simple and
convenient, to implement risk recognition based on the hand-unoccluded facial images. Finally,
the risk warning recognition result is determined based on the tension degree recognition result
and the risk degree recognition result, where the video data is risk warning data if the risk
warning recognition result is greater than the first preset threshold, to implement risk recognition
on the video data. Risk recognition is respectively performed on the hand-occluded facial images

and the hand-unoccluded facial images in the video data to improve risk recognition accuracy.

In an embodiment, as shown in FIG. 3, before step S20, that is, before the step of

performing image recognition on the video data by using a pre-trained occlusion recognition
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model, the facial image-based risk recognition method further includes the following steps.

S201. Obtain occlusion training images including hand-occluded training images and

hand-unoccluded training images.

The occlusion training images are training images used for training the occlusion
recognition model, and include the hand-occluded training images and the hand-unoccluded

training images.

Specifically, about 720,000 images including hand-occluded training images and
hand-unoccluded training images are pre-collected as the occlusion training images. Attributes of
the hand-occluded training images and the hand-unoccluded training images are labeled, and a
number of a hand-occluded facial position in each hand-occluded training image is labeled, to
obtain the occlusion training images. It may be understood that facial positions are pre-obtained
through division and pre-numbered. For example, the face is divided into the forehead, the left
eye, the right eye, the left cheek, the right cheek, the nose, and the chin, and the number of the
occluded position in each hand-occluded training image in the occlusion training images is

labeled based on the facial positions obtained through division.

S202. Convert the hand-occluded training images and the hand-unoccluded training images
into binary images, and determine facial regions of the binary images by using a facial keypoint

recognition algorithm.

The binary image (obtained through image binarization) is an image in which a grayscale
value of a pixel is set to 0 or 255. The hand-occluded training images and the hand-unoccluded
training images are converted into the binary images, so that data amounts of the hand-occluded
training images and the hand-unoccluded training images can be reduced, to highlight contours

of the hand-occluded training images and the hand-unoccluded training images.

Specifically, the hand-occluded training images and the hand-unoccluded training images in
the occlusion training images are converted into the binary images, and a facial region

corresponding to each binary image is determined by using the facial keypoint recognition
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algorithm. The facial keypoint recognition algorithm may include but is not limited to CLNF
algorithm + LNF algorithm. In a patch model of a combination of a CLNF (Constrained Local
Neural Field, constrained local neural field) model and an LNF (local neural field, local neural
field), during fitting, an originally used uniform regularized landmark mean shift (regularized
landmark mean shift, RLMS) method is changed to a non-uniform regularized landmark mean
shift method for facial fitting. The fitting is faster and more accurate, so that more accurate facial
regions can be obtained. Obtaining the facial regions of the binary images by using CLNF
algorithm + LNF algorithm belongs to the prior art, and therefore is not described herein in

detail.

S203. Obtain histogram of oriented gradient features corresponding to the facial regions

based on the facial regions.

The histogram of oriented gradient (Histogram of Oriented Gradient, HOG) feature is a
feature descriptor used in computer vision and image processing for object detection, and means
that a histogram of oriented gradient in a local area is calculated to constitute a human body
feature, to well describe a human body edge. With the HOG feature, both boundary information
of a human body target contour and internal information of the human body contour can be

extracted.

Specifically, the obtaining histogram of oriented gradient features corresponding to the
facial regions includes the following steps: (1) Preprocess images of the facial regions to obtain
preprocessed images. For example, gamma correction is performed on the facial regions, so that
overall brightness of the facial regions is increased or decreased, to provide technical support for
subsequent extraction of the histogram of oriented gradient features (HOG features). (2) Divide
the facial regions into a plurality of cells. For example, nxn pixels are one cell; adjacent cells
may constitute a large block (block), for example, hxh cells constitute one block; and blocks may
or may not overlap with each other. For example, in a 216*304 facial region, if one cell is 8*8
pixels, the 216*304 facial region may be divided into 27*38 cells; and if 2*2 cells constitute one

block, there may be 14*19 blocks.



14

(3) Perform gradient calculation on the preprocessed images, to obtain a gradient direction

and a gradient amplitude of each pixel. Specifically, the gradient amplitude is obtained by using

G(xy) =[G, (x.)? + G, (x y)* |

a formula , where (x, y) is a pixel, and S(*Y) s a gradient

amplitude of the pixel. First, gradient amplitudes of the pixel in a horizontal direction and a
vertical direction are calculated by using formulas G, (x.y)= I(X+l’ y)—l(x—L y) and
G, (6 y) = l(x’y+1)_|(x’y_l), where G, (x.y) is a gradient amplitude of the pixel in the

horizontal direction, and G,(x.y) is a gradient amplitude of the pixel in the vertical direction.

Then, the gradient direction of each pixel is calculated by using a formula

0 (x,y)zarctan(l(x’yﬂ)_I(X’ y—l)J
HX+1Y)=1(X=1Y)) \yhere O%Y) s the gradient direction. (4) Divide a

gradient direction range of pixels in each cell into a plurality of specified directions, and
calculate a specified amplitude corresponding to each specified direction based on gradient
amplitudes and gradient directions of the pixels. (5) Calculate all the specified directions and
corresponding specified amplitudes of each cell to form a feature vector of the cell. (6) Combine
a plurality of adjacent cells into one block, and connect feature vectors of all the cells in the
block in series to form a feature vector of the block. (7) Connect feature vectors of all blocks in
the facial regions in series, to obtain feature vectors of the facial regions, that is, obtain the

histogram of oriented gradient features corresponding to the facial regions.

S204. Perform dimension reduction processing on the histogram of oriented gradient
features by using a principal component analysis algorithm, to obtain target histogram of

oriented gradient features.

The principal component analysis (Principal Component Analysis, PCA) algorithm is the
most commonly used linear dimension reduction method. The PCA algorithm aims to map

high-dimensional data to low-dimensional space for representation through a certain type of
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linear projection, and expects the maximum variance of the data in a projected dimension, to use
fewer data dimensions while retaining features of more original data points.

Specifically, the performing dimension reduction processing on the histogram of oriented
gradient features by using a principal component analysis algorithm, to obtain target histogram
of oriented gradient features includes the following steps: (1) Construct an original matrix X

based on the histogram of oriented gradient features, where Xi= {Xl’ Karoveen X”}’ 1=12... n,

X Is the first feature point matrix (a vector including pixel grayscale values in a histogram of

oriented gradient is used as one feature point matrix), X

X

2 is the second feature point matrix,

n js the n™ feature point matrix, and n is a total quantity of feature points. (2) Obtain a

c=23(x, - XX, - X

covariance matrix C by using a formula L , and then perform feature
decomposition on the covariance matrix C to obtain feature matrices A and B corresponding
to the covariance matrix C, where C is the covariance matrix (which can be obtained based on

the original matrix and an average of feature point matrices), X s the average of the feature

X==3"X,
point matrices (an average matrix corresponding to the original matrix), and N= (3)

Arrange the feature matrices A and B in descending order based on feature values, and

obtain the first 10-dimensional vectors of the feature matrices A and B as the target
histogram of oriented gradient features.

S205. Train the target histogram of oriented gradient features by using an SVM

classification algorithm, to obtain the occlusion recognition model.

An SVM (support vector machine, Support Vector Machine) is a common recognition
method. The SVM is a supervised learning model commonly used for pattern recognition,
classification, and regression analysis in the machine learning field.

Specifically, the target histogram of oriented gradient features are trained by using the SVM
classification algorithm, to obtain the occlusion recognition model. It may be understood that a
kernel function of the support vector machine classifier and a penalty parameter of the support

vector machine classifier are obtained. The target histogram of oriented gradient features are
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feature vectors. A Lagrange multiplier & and a decision threshold O are solved by using the

| i |
mi“[%ZZyiyjK(Xan iaj—Zai} st. iyi i =0
j=L j=1

following  formula: == : ' ,

|
b=y, :jz_llyiai*K(Xi’Xj) 1<a <c(i=1...1)

, and , where St. js an abbreviation of a

constraint condition in a mathematical formula, min is the minimum value substituting for the

%iiyiyjK(xi,xj)aiaj _lzl_llaij

i=1 j=1

mathematical formula ( in the constraint condition,

K(x,X.) . . . e .
( v ‘) is the kernel function of the support vector machine classifier, C is the penalty

parameter of the support vector machine classifier, C>0, % isina conjugate relationship with

the Lagrange multiplier & : X is a feature vector of an occlusion training image, | is a

quantity of feature vectors (corresponding to the target histogram of oriented gradient features)

of the occlusion training image, and Yi'is a label of the occlusion training image. The kernel
function is the kernel function of the support vector machine classifier, and is used to perform a
kernel function operation on a feature vector of a training sample input during training of the
support vector machine classifier. The kernel function of the support vector machine classifier
includes but is not limited to a linear kernel function, a polynomial kernel function, a Gaussian
kernel function, and a radial basis kernel function. Because the support vector machine classifier
in this embodiment is linearly separable, preferably, the linear kernel function is used as the

kernel function of the support vector machine classifier in this embodiment, and

K(X"X">=(X"Xj), where Yi is the label of the occlusion training image. Due to a binary

classification problem of the support vector machine classifier, i may be 1 or -1. If the
hand-occluded training image is a positive sample, yi:1; or if the hand-unoccluded training

Image is a negative sample, Yi——1. The penalty parameter C is a parameter used for optimizing
the support vector machine classifier, and is a determined value. It may be understood that after a
proper kernel function is used, a proper penalty parameter is set, and a formula is used to
perform a kernel function operation on the feature vector of the occlusion training image and the

kernel function, an optimization problem is resolved, that is, a value of the Lagrange multiplier



17

EZIZZyiyjK(xi,xj)aiaj ‘iai

i is obtained, so that a result [ =1 1= ] of the kernel function

*

a

operation is minimized, to obtain % = (a2 ) Then, components 2228 of & jn an

open interval (0, C) are determined. A value of b is calculated according to

|
b=y, =zyiai *K(Xi’xj)
1= , a critical surface 9(%) of the support vector machine classifier is

*

obtained based on the Lagrange multiplier % and the decision threshold b by using

|
g(x)zzyai*K(Xi’yi)_'_b ) L . .
=1 , and the occlusion training images are classified based on the critical

surface to obtain the occlusion recognition model without repeatedly training the model, thereby
improving model training efficiency. The critical surface is a classification surface that can
correctly separate a positive sample from a negative sample and make the distance between the

two types of samples maximum.

In this embodiment, when the target histogram of oriented gradient features are trained by
using the SVM classification algorithm, the hand-occluded facial positions in the hand-occluded
facial images are also trained. Different positions correspond to different position numbers.
Hand-occluded facial images belonging to the same occluded facial position are classified. If the
classification is incorrect, the images may be retrained, so that it can be subsequently determined,
by using the occlusion recognition model, whether the to-be-recognized image is an image in
which a facial position is occluded with a hand, a number of the hand-occluded facial position
can be obtained, and the hand-occluded facial position can be obtained based on a relationship

between the position number and the hand-occluded facial position.

In steps S201 to S205, the occlusion training images are obtained, to help subsequently train
the occlusion training images to obtain the occlusion recognition model. The hand-occluded
training images and the hand-unoccluded training images are converted into the binary images,
and the facial regions of the binary images are determined by using the facial keypoint
recognition algorithm, to obtain facial keypoints to provide technical support for subsequent

model training. The histogram of oriented gradient features corresponding to the facial regions
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are obtained based on the facial regions, to extract facial features. Dimension reduction
processing is performed on the histogram of oriented gradient features by using the principal
component analysis algorithm, to obtain the target histogram of oriented gradient features, so as
to implement dimension reduction processing to retain more original image features by using
fewer data dimensions, to help train the occlusion recognition model. The target histogram of
oriented gradient features are trained by using the SVM classification algorithm, to obtain the
occlusion recognition model, to help subsequently determine, by using the occlusion recognition
model, whether the to-be-recognized image is a hand-occluded facial image. The facial regions
can be more accurately obtained by using CLNF algorithm + LNF algorithm, edges of the facial
regions are described by using the histogram of oriented gradient features, dimension reduction
processing is performed on the histogram of oriented gradient features to greatly reduce a
processing amount of subsequent training, and the dimension-reduced target histogram of
oriented gradient features are trained by using the SVM classification algorithm to obtain the

occlusion recognition model, thereby improving subsequent recognition efficiency.

In an embodiment, as shown in FIG. 4, step S30, that is, the obtaining a tension degree
recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images specifically includes the following steps.

S31. Obtain an occlusion probability corresponding to each hand-occluded facial position
based on the hand-occluded facial positions corresponding to all the hand-occluded facial

images.

The occlusion probability is a probability corresponding to a hand-occluded facial position.

Specifically, the server obtains each hand-occluded facial image from the video data by
using the occlusion recognition model. Each hand-occluded facial image includes at least one
hand-occluded facial position. The hand-occluded facial position corresponding to each
hand-occluded facial image is obtained based on the hand-occluded facial image, and the
occlusion probability corresponding to the hand-occluded facial position in each hand-occluded

facial image is obtained based on the hand-occluded facial position corresponding to the
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X
hand-occluded facial image by using a probability formula. The probability formula is E,
where y is the occlusion probability corresponding to the hand-occluded facial position, X is a
frame quantity corresponding to each hand-occluded facial position, and @ is a frame quantity
of the hand-occluded facial images in the video data. For example, the video data includes 20
frames of hand-occluded facial images, where the facial forehead is occluded with a hand in 10
frames, the facial nose is occluded with a hand in 5 frames, and the facial chin is occluded with a
hand in 5 frames, and occlusion probabilities corresponding to the hand-occluded facial positions
are calculated as 50%, 25%, and 25% respectively by using the probability formula. Further, if
the hand-occluded facial image corresponds to a plurality of hand-occluded facial positions,
hand-occluded facial positions in each hand-occluded facial image are determined, and an
occlusion probability corresponding to the hand-occluded facial positions in each hand-occluded
facial image is obtained by using the probability formula. For example, the video data includes
20 frames of hand-occluded facial images, where the facial forehead and right eye are occluded
with a hand in 10 frames, the facial nose and chin are occluded with a hand in 5 frames, and the
facial chin is occluded with a hand in 5 frames, an occlusion probability of the hand-occluded
facial forehead and right eye, an occlusion probability of the hand-occluded facial nose and chin,
and an occlusion probability of the hand-occluded facial chin are calculated as 50%, 25%, and

25% respectively by using the probability formula.

S32. Input a hand-occluded facial image with the highest occlusion probability into a
tension evaluation model, to obtain a tension degree corresponding to a hand-occluded facial

position with the highest occlusion probability as the tension degree recognition result.

The tension evaluation model is a comparison criterion obtained through pre-training, and
different hand-occluded facial positions correspond to different tension degrees. In this
embodiment, the server pre-obtains different tension degrees of tension image data including
hand-occluded facial positions, labels each piece of tension image data with a corresponding
tension degree, and trains the tension image data by using a classification algorithm, such as an
SVM algorithm or a K-Means algorithm, to obtain the trained tension evaluation model. It
should be noted that the trained tension image data includes at least one hand-occluded facial

position, that is, images in which different facial positions are occluded with a hand or a plurality
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of facial positions are simultaneously occluded with a hand are used as the tension image data, so
that an image in which one facial position is occluded with a hand or an image in which a
plurality of facial positions are occluded with a hand can be subsequently recognized by using

the tension evaluation model, to obtain a tension degree.

Specifically, the server inputs the hand-occluded facial position with the highest occlusion
probability into the trained tension evaluation model to obtain the tension degree recognition
result. The tension degree may be a value from 0 to 1, and a larger value indicates a higher
tension degree of the customer. Further, the hand-occluded facial image corresponding to the
hand-occluded facial position corresponding to the highest occlusion probability is selected
based on the occlusion probability corresponding to each hand-occluded facial position, and is
input into the tension evaluation model to obtain the tension degree corresponding to the
hand-occluded facial position. If the hand-occluded facial position corresponding to the highest
occlusion probability corresponds to a plurality of hand-occluded facial images, one of the
hand-occluded facial images including the hand-occluded facial position may be randomly
selected. For example, if an occlusion probability of the hand-occluded facial forehead is 0.5, an
occlusion probability of the hand-occluded facial nose is 0.25, and an occlusion probability of
the hand-occluded facial chin is 0.25, any hand-occluded facial image including the
hand-occluded facial forehand and corresponding to the highest occlusion probability is selected
and input into the tension evaluation model. If a tension degree corresponding to the
hand-occluded facial image including the hand-occluded facial forehand is obtained as 0.7 by
using the tension evaluation model, when the facial forehead is occluded with a hand, it indicates
that the customer is relatively tense, and 0.7 is used as the tension degree recognition result. For
another example, if an occlusion probability of the hand-occluded facial forehead and right eye is
0.5, an occlusion probability of the hand-occluded facial nose and chin is 0.25, and an occlusion
probability of the hand-occluded facial chin is 0.25, a hand-occluded facial image including the
hand-occluded facial forehand and right eye and corresponding to the highest occlusion

probability is selected and input into the tension evaluation model. If a tension degree
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corresponding to the hand-occluded facial image including the hand-occluded facial forehand
and right eye is recognized as 0.8 by using the tension evaluation model, when the facial
forehead and right eye are occluded with a hand, it indicates that the customer is very tense, and

0.8 is used as the tension degree recognition result.

In steps S31 and S32, the occlusion probability corresponding to each hand-occluded facial
position is obtained based on the hand-occluded facial positions corresponding to all the
hand-occluded facial images, to determine one facial position or several facial positions occluded
by the customer with a hand in the video data at a higher probability. The hand-occluded facial
image with the highest occlusion probability is input into the tension evaluation model, to obtain
the tension degree corresponding to the hand-occluded facial image with the highest occlusion
probability as the tension degree recognition result, so as to use the tension degree corresponding
to the highest occlusion probability that the customer occludes the facial position with a hand as
the tension degree recognition result, to avoid accidental facial occlusion with a hand of the

customer.

In an embodiment, as shown in FIG. 5, in step S40, the inputting the hand-unoccluded facial
images into a pre-trained security determining model to obtain a risk degree recognition result

specifically includes the following steps.

S41. Perform clustering processing on the hand-unoccluded facial images by using a

K-Means algorithm, to determine a hand-unoccluded facial image corresponding to a key frame.

Specifically, because the customer may answer more than one question during the
face-to-face loan review, video data corresponding to a sensitive question is obtained, and
microexpression analysis is performed on hand-unoccluded facial images in the video data to
obtain a risk degree recognition result. An microexpression is a very fast expression lasting for
only 1/25 to 1/5s, and is a short-lived uncontrollable facial expression appearing when people try
to suppress or hide their true emotions. In video data in which a customer answers a sensitive

question, the customer is usually expressionless or shows some other common expressions, and
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useful information usually appears only in microexpressions that may flash by. In this case,
clustering processing is performed on all hand-unoccluded facial images by using the K-Means
algorithm, to obtain a hand-unoccluded facial image corresponding to a key frame in the

hand-unoccluded facial images, to improve risk recognition accuracy.

Specifically, the performing clustering processing on all hand-unoccluded facial images by
using the K-Means algorithm, to obtain a hand-unoccluded facial image corresponding to a key
frame in the hand-unoccluded facial images may specifically include the following steps: (1) If
the hand-unoccluded facial images have a total of n data objects and a cluster quantity is Kk,
randomly select k objects from the n data objects as initial cluster centers. (2) Calculate distances
of each data object from the centers, and classify the data objects based on a minimum distance
criterion. (3) Based on an average (a center object) of all objects in each cluster, calculate
distances of each object in a sample set from center objects, and classify the data objects again as
in step (2). (4) Repeat step (2) and step (3) until a cluster center change is less than a certain
given threshold, stop the operation, obtain a clustering result including a cluster quantity and a
cluster center, and use a hand-unoccluded facial image of the cluster center as the

hand-unoccluded facial image corresponding to the key frame.

Further, all the hand-unoccluded facial images are classified based on intensity of a facial
action unit (action unit) in each frame of hand-unoccluded facial image by using the K-Means
clustering algorithm. Specifically, one microexpression includes a series of facial action units, a
facial action unit number mapping table is established, and each action unit is represented by
using one pre-specified number. For example, a surprised expression includes inner eyebrow
raising, outer eyebrow raising, upper eyelid raising, and lower jaw opening, and it can be learned,
according to the action unit number mapping table, that action unit numbers corresponding to
these actions are 1, 2, 5, and 26, respectively. All the hand-unoccluded facial images in the video
are clustered based on the action unit in each frame of hand-unoccluded facial image, some
images closest to a certain quantity of cluster centers are selected (for example, four images are

selected if there are four cluster centers: inner eyebrow raising, outer eyebrow raising, upper
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eyelid raising, and lower jaw opening), and the hand-unoccluded facial image corresponding to
the key frame is selected based on a preset action unit intensity threshold pre-obtained based on a
statistical result. It may be understood that, if intensity of each facial action unit specified in a
frame of hand-unoccluded facial image is greater than the preset intensity threshold, the
hand-unoccluded facial image is used as the hand-unoccluded facial image corresponding to the

key frame.

S42. Input the hand-unoccluded facial image corresponding to the key frame into the
pre-trained security determining model, to obtain a risk probability output by the security

determining model as the risk degree recognition result.

Specifically, the server inputs the hand-unoccluded facial image corresponding to the key
frame into the pre-trained security determining model, and performs microexpression recognition
on the hand-unoccluded facial image by using the security determining model, to obtain the risk
probability corresponding to the hand-unoccluded facial image as the risk degree recognition
result. A higher risk probability indicates that the customer corresponds to a higher risk degree.

In steps S41 and S42, clustering processing is performed on the hand-unoccluded facial
images by using the K-Means algorithm, to determine the hand-unoccluded facial image
corresponding to the key frame, so as to implement clustering processing on the
hand-unoccluded facial images, so that an image recognized by using the security determining
model is the hand-unoccluded facial image corresponding to the key frame, thereby improving
risk recognition accuracy and increasing a risk recognition speed. The hand-unoccluded facial
image corresponding to the key frame is input into the pre-trained security determining model, to
obtain the risk probability output by the security determining model as the risk degree
recognition result, so as to implement risk recognition and improve risk recognition processing

efficiency.

In an embodiment, as shown in FIG. 6, step S50, that is, the determining a risk warning
recognition result based on the tension degree recognition result and the risk degree recognition

result specifically includes the following steps.
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S51. Obtain a first total frame quantity corresponding to the hand-occluded facial images

and a second total frame quantity corresponding to the hand-unoccluded facial images.

Specifically, the video data includes at least one frame of to-be-recognized image. The
to-be-recognized image is distinguished as a hand-occluded facial image or a hand-unoccluded
facial image by using the occlusion recognition model, and the first total frame quantity
corresponding to the hand-occluded facial images and the second total frame quantity
corresponding to the hand-unoccluded facial images in the video data are counted, to help
subsequently determine the risk warning recognition result based on the first total frame quantity

and the second total frame quantity.

S52. Determine the risk warning recognition result based on the first total frame quantity,
the second total frame quantity, the tension degree recognition result, and the risk degree

recognition result.

Specifically, the risk warning recognition result is obtained based on the tension degree
recognition result corresponding to the hand-occluded facial images in the video data, the risk
degree recognition result corresponding to the hand-unoccluded facial images in the video data,
the first total frame quantity corresponding to the hand-occluded facial images, and the second
total frame quantity corresponding to the hand-unoccluded facial images. It may be understood
that the first total frame quantity and the second total frame quantity may be compared, and a
recognition result corresponding to the larger total frame quantity may be used as the risk
warning recognition result; or corresponding weights may be preconfigured for the tension
degree recognition result and the risk degree recognition result, weighting calculation may be
performed, and a result obtained after the weighting calculation may be used as the risk warning
recognition result.

In steps S51 and S52, the first total frame quantity corresponding to the hand-occluded
facial images and the second total frame quantity corresponding to the hand-unoccluded facial
images are obtained, to provide technical support for subsequent determining of the risk warning

recognition result. The risk warning recognition result is determined based on the first total
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frame quantity, the second total frame quantity, the tension degree recognition result, and the risk
degree recognition result, to determine the risk warning recognition result based on the
hand-occluded facial images and the hand-unoccluded facial images, thereby improving risk
recognition efficiency and avoiding inaccurate risk recognition caused when the face is occluded

with a hand.

In an embodiment, as shown in FIG. 7, step S52, that is, the determining the risk warning
recognition result based on the first total frame quantity, the second total frame quantity, the
tension degree recognition result, and the risk degree recognition result specifically includes the

following steps.

S521. Calculate an absolute difference value of the first total frame quantity and the second

total frame quantity.

Specifically, the difference between the first total frame quantity and the second total frame
quantity is calculated based on the first total frame quantity and the second total frame quantity,
and an absolute value is taken as the absolute difference value. For example, if the video data
includes 100 frames of to-be-recognized images, the first total frame quantity is 20, and the
second total frame quantity is 80, the absolute difference value of the first total frame quantity

and the second total frame quantity is 60.

S522. If the absolute difference value is greater than a second preset threshold, use the
tension degree recognition result as the risk warning recognition result when the first total frame
quantity is greater than the second total frame quantity, or use the risk degree recognition result
as the risk warning recognition result when the first total frame quantity is less than the second

total frame quantity.

Specifically, the server presets the second preset threshold, compares the absolute difference
value with the second preset threshold, and uses the tension degree recognition result
corresponding to the first total frame quantity as the risk warning recognition result if the

absolute difference value is greater than the second preset threshold and the first total frame
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quantity is greater than the second total frame quantity; or uses the risk degree recognition result
corresponding to the second total frame quantity as the risk warning recognition result if the
absolute difference value is greater than the second preset threshold and the first total frame
quantity is less than the second total frame quantity. For example, if the absolute difference value
60 is greater than the second preset threshold 50 and the first total frame quantity 20 is less than
the second total frame number 80, the risk degree recognition result corresponding to the 80
frames is used as the risk warning recognition result. On the contrary, if the absolute difference
value 60 is greater than the second preset threshold 50 and the first total frame quantity 80 is
greater than the second total frame number 20, the tension degree recognition result

corresponding to the 80 frames is used as the risk warning recognition result.

S523. If the absolute difference value is not greater than the second preset threshold,
calculate the tension degree recognition result and the risk degree recognition result by using a

preconfigured result calculation formula, to obtain the risk warning recognition result.

Specifically, the server presets the second preset threshold, compares the absolute
difference value with the second preset threshold, and if the absolute difference value is not
greater than the second preset threshold, obtains the preconfigured result calculation formula to
calculate the tension degree recognition result and the risk degree recognition result, to obtain the
risk warning recognition result. The result calculation formula is a weighting formula. Weights
are preconfigured for the tension degree recognition result and the risk degree recognition result,
and weighting calculation is performed based on the tension degree recognition result, a weight
corresponding to the tension degree recognition result, the risk degree recognition result, and a
weight corresponding to the risk degree recognition result to obtain the risk warning recognition
result. For example, if the tension degree recognition result is 0.3, the weight corresponding to
the tension degree recognition result is 0.6, the risk degree recognition result is 0.5, and the
weight corresponding to the risk degree recognition result is 0.4, the risk warning recognition
result is 0.38. It may be subsequently determined, based on the risk warning recognition result,

whether the video data is risk warning data. It may be understood that the first preset threshold is



27

preset, and the risk warning recognition result is compared with the first preset threshold, where
the video data is not risk warning data if the risk warning recognition result 0.38 is less than the

first preset threshold 0.5.

In steps S521 to S523, the absolute difference value of the first total frame quantity and the
total frame quantity is calculated, to help determine the risk warning recognition result based on
the absolute difference value. If the absolute difference value is greater than the second preset
threshold, the tension degree recognition result is used as the risk warning recognition result
when the first total frame quantity is greater than the second total frame quantity, or the risk
degree recognition result is used as the risk warning recognition result when the first total frame
quantity is less than the second total frame quantity, to determine the risk warning recognition
result, thereby avoiding an inaccurate risk warning recognition result caused due to occlusion
with a hand of the customer. If the absolute difference value is not greater than the second preset
threshold, the tension degree recognition result and the risk degree recognition result are
calculated by using the preconfigured result calculation formula, to determine the risk warning
recognition result based on the recognition results corresponding to the hand-occluded facial
images and the hand-unoccluded facial images, thereby improving risk recognition accuracy. It
may be understood that, when the absolute difference value is greater than the second preset
threshold, it indicates that the face is occluded by accident in the video data, or the face is
occluded in most frames. When the face is occluded by accident, the risk degree recognition
result corresponding to the hand-unoccluded facial images is directly used as the risk warning
recognition result to avoid accidental facial occlusion; or when the face is occluded with a hand
in most frames, the tension degree recognition result corresponding to the hand-occluded facial
images is used as the risk warning recognition result. When the absolute difference value is not
greater than the second preset threshold, it indicates that there is a small difference between a
quantity of frames in which the face is occluded with a hand of the customer and a quantity of
frames in which the face is unoccluded with a hand of the customer in the video data. In this case,

weighting calculation is performed based on the tension degree recognition result corresponding
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to the hand-occluded facial images and the risk degree recognition result corresponding to the
hand-unoccluded facial images, so that the obtained risk warning recognition result is more

accurate.

It should be understood that the sequence numbers of the steps in the above embodiments
do not mean an execution sequence, and an execution sequence of each process should be
determined based on a function and internal logic of the process, and should not constitute any

limitation on the implementation process of the embodiments of this application.

In an embodiment, a facial image-based risk recognition apparatus is provided, and the
facial image-based risk recognition apparatus corresponds to the facial image-based risk
recognition method in the above embodiments. As shown in FIG. 8, the facial image-based risk
recognition apparatus includes a video data obtaining module 10, an image recognition module
20, a first recognition result obtaining module 30, a second recognition result obtaining module

40, and a risk determining module 50. The functional modules are described in detail as follows:

The video data obtaining module 10 is configured to obtain video data recorded when a

customer answers a preset question.

The image recognition module 20 is configured to perform image recognition on the video
data by using a pre-trained occlusion recognition model, where a recognition result includes

hand-occluded facial images and hand-unoccluded facial images.

The first recognition result obtaining module 30 is configured to obtain a hand-occluded
facial position corresponding to each hand-occluded facial image, and obtain a tension degree
recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images.

The second recognition result obtaining module 40 is configured to input the
hand-unoccluded facial images into a pre-trained security determining model to obtain a risk

degree recognition result.
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The risk determining module 50 is configured to determine a risk warning recognition result
based on the tension degree recognition result and the risk degree recognition result, where the
video data is risk warning data if the risk warning recognition result is greater than a first preset

threshold.

In an embodiment, before the image recognition module 20, the facial image-based risk
recognition apparatus further includes a training data obtaining unit, a facial region obtaining
unit, a histogram of oriented gradient feature obtaining unit, a target histogram of oriented

gradient feature obtaining unit, and an occlusion recognition model obtaining unit.

The training data obtaining unit is configured to obtain occlusion training images including

hand-occluded training images and hand-unoccluded training images.

The facial region obtaining unit is configured to convert the hand-occluded training images
and the hand-unoccluded training images into binary images, and determine facial regions of the

binary images by using a facial keypoint recognition algorithm.

The histogram of oriented gradient feature obtaining unit is configured to obtain histogram

of oriented gradient features corresponding to the facial regions based on the facial regions.

The target histogram of oriented gradient feature obtaining unit is configured to perform
dimension reduction processing on the histogram of oriented gradient features by using a

principal component analysis algorithm, to obtain target histogram of oriented gradient features.

The occlusion recognition model obtaining unit is configured to train the target histogram of
oriented gradient features by using an SVM classification algorithm, to obtain the occlusion

recognition model.

In an embodiment, the first recognition result obtaining module 30 includes an occlusion

probability obtaining unit and a tension degree recognition result obtaining unit.

The occlusion probability obtaining unit is configured to obtain an occlusion probability

corresponding to each hand-occluded facial position based on the hand-occluded facial positions
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corresponding to all the hand-occluded facial images.

The tension degree recognition result obtaining unit is configured to input a hand-occluded
facial image corresponding to the highest occlusion probability into a tension evaluation model,
to obtain a tension degree corresponding to the hand-occluded facial image with the highest

occlusion probability as the tension degree recognition result.

In an embodiment, the second recognition result obtaining module 40 includes a key frame

determining unit 41 and a risk degree recognition result determining unit 42.

The key frame determining unit 41 is configured to perform clustering processing on the
hand-unoccluded facial images by using a K-Means algorithm, to determine a hand-unoccluded

facial image corresponding to a key frame.

The risk degree recognition result determining unit 42 is configured to input the
hand-unoccluded facial image corresponding to the key frame into the pre-trained security
determining model, to obtain a risk probability output by the security determining model as the

risk degree recognition result.

In an embodiment, the risk determining module 50 includes a total frame quantity

determining unit and a recognition unit.

The total frame quantity determining unit is configured to obtain a first total frame quantity
corresponding to the hand-occluded facial images and a second total frame quantity

corresponding to the hand-unoccluded facial images.

The recognition unit is configured to determine the risk warning recognition result based
on the first total frame quantity, the second total frame quantity, the tension degree recognition

result, and the risk degree recognition result.

In an embodiment, the recognition unit includes an absolute difference value calculation

subunit, a first determining subunit, and a second determining subunit.

The absolute difference value calculation subunit is configured to calculate an absolute
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difference value of the first total frame quantity and the second total frame quantity.

The first determining subunit is configured to: if the absolute difference value is greater
than a second preset threshold, use the tension degree recognition result as the risk warning
recognition result when the first total frame quantity is greater than the second total frame
quantity, or use the risk degree recognition result as the risk warning recognition result when the

first total frame quantity is less than the second total frame quantity.

The second determining subunit is configured to: if the absolute difference value is not
greater than the second preset threshold, calculate the tension degree recognition result and the
risk degree recognition result by using a preconfigured result calculation formula, to obtain the

risk warning recognition result.

For specific definitions of the facial image-based risk recognition apparatus, refer to the
above definitions of the facial image-based risk recognition method. Details are not described
herein again. All or some of the modules in the facial image-based risk recognition apparatus
may be implemented by using software, hardware, or a combination thereof. The modules may
be embedded in or independent of a processor in a computer device in a form of hardware, or
may be stored in a memory in the computer device in a form of software, to be invoked by the

processor to perform operations corresponding to the modules.

In an embodiment, a computer device is provided. The computer device may be a server,
and an internal structure thereof may be shown in FIG. 9. The computer device includes a
processor, a memory, a network interface, and a database that are connected via a system bus.
The processor in the computer device is configured to provide computing and control capabilities.
The memory in the computer device includes a nonvolatile storage medium and an internal
memory. The nonvolatile storage medium stores an operating system, computer-readable
instructions, and the database. The internal memory provides an environment for operation of the
operating system and the computer-readable instructions in the nonvolatile storage medium. The

database in the computer device is used to store a correspondence between hand-occluded facial
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positions and position numbers, etc. The network interface in the computer device is configured
to communicate with an external terminal through a network connection. A facial image-based
risk recognition method is implemented when the computer-readable instructions are executed

by the processor.

In an embodiment, a computer device is provided, including a memory, a processor, and
computer-readable instructions stored in the memory and executable on the processor. The
processor implements the steps of the facial image-based risk recognition method in the above
embodiments, such as step S10 to step S50 shown in FIG. 2, when executing the
computer-readable instructions. Alternatively, the processor implements the functions of the
modules/units in the facial image-based risk recognition apparatus in the above embodiment,
such as the functions of the module 10 to the module 50 shown in FIG. 8, when executing the

computer-readable instructions. To avoid repetition, details are not described herein again.

In an embodiment, one or more readable storage media storing computer-readable
instructions are provided, where the computer-readable storage media store the
computer-readable instructions. When the computer-readable instructions are executed by one or
more processors, the one or more processors are caused to implement the facial image-based risk
recognition method in the above method embodiments, such as step S10 to step S50 shown in
FIG. 2. Alternatively, when the computer-readable instructions are executed by the processors,
the functions of the modules/units in the facial image-based risk recognition apparatus in the
above embodiment, such as the functions of the module 10 to the module 50 shown in FIG. 8,
are implemented. To avoid repetition, details are not described herein again. The readable storage
media in this embodiment include a nonvolatile readable storage medium and a volatile readable

storage medium,

Persons of ordinary skill in the art may understand that all or some of the processes of the
method in the above embodiments may be implemented by instructing related hardware by using
computer-readable instructions. The computer-readable instructions may be stored in a

nonvolatile readable storage medium or a volatile readable storage medium. When the
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computer-readable instructions are executed, the processes in the above method embodiments
may be implemented. Any reference to the memory, storage, database, or other media used in the
embodiments provided in this application may include a nonvolatile and/or volatile memory. The
nonvolatile memory may include a read-only memory (ROM), a programmable ROM (PROM),
an electrically programmable ROM (EPROM), an electrically erasable programmable ROM
(EEPROM), or a flash memory. The volatile memory may include a random access memory
(RAM) or an external cache memory. By way of illustration instead of limitation, the RAM is
available in a plurality of forms, such as a static RAM (SRAM), a dynamic RAM (DRAM), a
synchronous DRAM (SDRAM), a double data rate SDRAM (DDRSDRAM), an enhanced
SDRAM (ESDRAM), a synchlink (Synchlink) DRAM (SLDRAM), a Rambus (Rambus) direct
RAM (RDRAM), a direct Rambus dynamic RAM (DRDRAM), and a Rambus dynamic RAM
(RDRAM).

A person skilled in the art may clearly understand that, for convenience and brevity of
description, only the division of the above functional units or modules is used as an example for
description. In actual application, the above functions may be allocated to different functional
units or modules for implementation as required, that is, an internal structure of the apparatus is
divided into different functional units or modules to implement all or some of the functions

described above.

The above embodiments are merely intended to illustrate the technical solutions of this
application, but not to limit them. Although this application is described in detail with reference
to the above embodiments, persons of ordinary skill in the art should understand that they still
can make modifications to the technical solutions described in the above embodiments or make
equivalent replacements to some technical features thereof. These modifications or replacements
do not deviate the essence of the corresponding technical solutions from the spirit and scope of
the technical solutions in the embodiments of this application, and should be all included within

the protection scope of this application.
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CLAIMS

1. A facial image-based risk recognition method, comprising:
obtaining video data recorded when a customer answers a preset question;

performing image recognition on the video data by using a pre-trained occlusion
recognition model, wherein a recognition result comprises hand-occluded facial images and

hand-unoccluded facial images;

obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model

to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, wherein the video data is risk warning data if the risk

warning recognition result is greater than a first preset threshold.

2. The facial image-based risk recognition method according to claim 1, before the step of
performing image recognition on the video data by using a pre-trained occlusion recognition

model, further comprising:

obtaining occlusion training images comprising hand-occluded training images and

hand-unoccluded training images;

converting the hand-occluded training images and the hand-unoccluded training images into
binary images, and determining facial regions of the binary images by using a facial keypoint

recognition algorithm;

obtaining histogram of oriented gradient features corresponding to the facial regions based

on the facial regions;
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performing dimension reduction processing on the histogram of oriented gradient features
by using a principal component analysis algorithm, to obtain target histogram of oriented

gradient features; and

training the target histogram of oriented gradient features by using an SVM classification

algorithm, to obtain the occlusion recognition model.

3. The facial image-based risk recognition method according to claim 1, wherein the
obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images comprises:

obtaining an occlusion probability corresponding to each hand-occluded facial position
based on the hand-occluded facial positions corresponding to all the hand-occluded facial images;

and

inputting a hand-occluded facial image corresponding to the highest occlusion probability
into a tension evaluation model, to obtain a tension degree corresponding to the hand-occluded

facial image with the highest occlusion probability as the tension degree recognition result.

4. The facial image-based risk recognition method according to claim 1, wherein the
inputting the hand-unoccluded facial images into a pre-trained security determining model to

obtain a risk degree recognition result comprises:

performing clustering processing on the hand-unoccluded facial images by using a K-Means

algorithm, to determine a hand-unoccluded facial image corresponding to a key frame; and

inputting the hand-unoccluded facial image corresponding to the key frame into the
pre-trained security determining model, to obtain a risk probability output by the security

determining model as the risk degree recognition result.

5. The facial image-based risk recognition method according to claim 1, wherein the
determining a risk warning recognition result based on the tension degree recognition result and

the risk degree recognition result comprises:
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obtaining a first total frame quantity corresponding to the hand-occluded facial images and

a second total frame quantity corresponding to the hand-unoccluded facial images; and

determining the risk warning recognition result based on the first total frame quantity, the
second total frame quantity, the tension degree recognition result, and the risk degree recognition

result.

6. The facial image-based risk recognition method according to claim 5, wherein the
determining the risk warning recognition result based on the first total frame quantity, the second
total frame quantity, the tension degree recognition result, and the risk degree recognition result

comprises:

calculating an absolute difference value of the first total frame quantity and the second total

frame quantity; and

if the absolute difference value is greater than a second preset threshold, using the tension
degree recognition result as the risk warning recognition result when the first total frame quantity
is greater than the second total frame quantity, or using the risk degree recognition result as the
risk warning recognition result when the first total frame quantity is less than the second total

frame quantity; or

if the absolute difference value is not greater than the second preset threshold, calculating
the tension degree recognition result and the risk degree recognition result by using a

preconfigured result calculation formula, to obtain the risk warning recognition result.
7. A facial image-based risk recognition apparatus, comprising:

a video data obtaining module, configured to obtain video data recorded when a customer

answers a preset question;

an image recognition module, configured to perform image recognition on the video data by
using a pre-trained occlusion recognition model, wherein a recognition result comprises

hand-occluded facial images and hand-unoccluded facial images;
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a first recognition result obtaining module, configured to obtain a hand-occluded facial
position corresponding to each hand-occluded facial image, and obtain a tension degree
recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images;

a second recognition result obtaining module, configured to input the hand-unoccluded
facial images into a pre-trained security determining model to obtain a risk degree recognition

result; and

a risk determining module, configured to determine a risk warning recognition result based
on the tension degree recognition result and the risk degree recognition result, wherein the video
data is risk warning data if the risk warning recognition result is greater than a first preset

threshold.

8. The facial image-based risk recognition apparatus according to claim 7, wherein the

second recognition result obtaining module comprises:

a key frame determining unit, configured to perform clustering processing on the
hand-unoccluded facial images by using a K-Means algorithm, to determine a hand-unoccluded

facial image corresponding to a key frame; and

a risk degree recognition result determining unit, configured to input the hand-unoccluded
facial image corresponding to the key frame into the pre-trained security determining model, to
obtain a risk probability output by the security determining model as the risk degree recognition

result.

9. A computer device, comprising a memory, a processor, and computer-readable
instructions stored in the memory and executable on the processor, wherein the processor

implements the following steps when executing the computer-readable instructions:
obtaining video data recorded when a customer answers a preset question;

performing image recognition on the video data by using a pre-trained occlusion
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recognition model, wherein a recognition result comprises hand-occluded facial images and

hand-unoccluded facial images;

obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model

to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, wherein the video data is risk warning data if the risk

warning recognition result is greater than a first preset threshold.

10. The computer device according to claim 9, wherein before the step of performing image
recognition on the video data by using a pre-trained occlusion recognition model, the processor

further implements the following steps when executing the computer-readable instructions:

obtaining occlusion training images comprising hand-occluded training images and

hand-unoccluded training images;

converting the hand-occluded training images and the hand-unoccluded training images into
binary images, and determining facial regions of the binary images by using a facial keypoint

recognition algorithm;

obtaining histogram of oriented gradient features corresponding to the facial regions based

on the facial regions;

performing dimension reduction processing on the histogram of oriented gradient features
by using a principal component analysis algorithm, to obtain target histogram of oriented

gradient features; and

training the target histogram of oriented gradient features by using an SVM classification

algorithm, to obtain the occlusion recognition model.
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11. The computer device according to claim 9, wherein the obtaining a tension degree
recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images comprises:

obtaining an occlusion probability corresponding to each hand-occluded facial position
based on the hand-occluded facial positions corresponding to all the hand-occluded facial images;

and

inputting a hand-occluded facial image corresponding to the highest occlusion probability
into a tension evaluation model, to obtain a tension degree corresponding to the hand-occluded

facial image with the highest occlusion probability as the tension degree recognition result.

12. The computer device according to claim 9, wherein the inputting the hand-unoccluded
facial images into a pre-trained security determining model to obtain a risk degree recognition

result comprises:

performing clustering processing on the hand-unoccluded facial images by using a K-Means

algorithm, to determine a hand-unoccluded facial image corresponding to a key frame; and

inputting the hand-unoccluded facial image corresponding to the key frame into the
pre-trained security determining model, to obtain a risk probability output by the security

determining model as the risk degree recognition result.

13. The computer device according to claim 9, wherein the determining a risk warning
recognition result based on the tension degree recognition result and the risk degree recognition

result comprises:

obtaining a first total frame quantity corresponding to the hand-occluded facial images and

a second total frame quantity corresponding to the hand-unoccluded facial images; and

determining the risk warning recognition result based on the first total frame quantity, the
second total frame quantity, the tension degree recognition result, and the risk degree recognition

result.



40

14. The computer device according to claim 13, wherein the determining the risk warning
recognition result based on the first total frame quantity, the second total frame quantity, the

tension degree recognition result, and the risk degree recognition result comprises:

calculating an absolute difference value of the first total frame quantity and the second total

frame quantity; and

if the absolute difference value is greater than a second preset threshold, using the tension
degree recognition result as the risk warning recognition result when the first total frame quantity
is greater than the second total frame quantity, or using the risk degree recognition result as the
risk warning recognition result when the first total frame quantity is less than the second total

frame quantity; or

if the absolute difference value is not greater than the second preset threshold, calculating
the tension degree recognition result and the risk degree recognition result by using a

preconfigured result calculation formula, to obtain the risk warning recognition result.

15. One or more readable storage media storing computer-readable instructions, wherein the
computer-readable storage media store the computer-readable instructions, and when the
computer-readable instructions are executed by one or more processors, the one or more

processors are caused to perform the following steps:
obtaining video data recorded when a customer answers a preset question;

performing image recognition on the video data by using a pre-trained occlusion
recognition model, wherein a recognition result comprises hand-occluded facial images and

hand-unoccluded facial images;

obtaining a hand-occluded facial position corresponding to each hand-occluded facial image,
and obtaining a tension degree recognition result based on hand-occluded facial positions

corresponding to all the hand-occluded facial images;

inputting the hand-unoccluded facial images into a pre-trained security determining model
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to obtain a risk degree recognition result; and

determining a risk warning recognition result based on the tension degree recognition result
and the risk degree recognition result, wherein the video data is risk warning data if the risk

warning recognition result is greater than a first preset threshold.

16. The readable storage media according to claim 15, wherein before the step of
performing image recognition on the video data by using a pre-trained occlusion recognition
model, when the computer-readable instructions are executed by the one or more processors, the

one or more processors are caused to further perform the following steps:

obtaining occlusion training images comprising hand-occluded training images and

hand-unoccluded training images;

converting the hand-occluded training images and the hand-unoccluded training images into
binary images, and determining facial regions of the binary images by using a facial keypoint

recognition algorithm;

obtaining histogram of oriented gradient features corresponding to the facial regions based

on the facial regions;

performing dimension reduction processing on the histogram of oriented gradient features
by using a principal component analysis algorithm, to obtain target histogram of oriented

gradient features; and

training the target histogram of oriented gradient features by using an SVM classification

algorithm, to obtain the occlusion recognition model.

17. The readable storage media according to claim 15, wherein the obtaining a tension
degree recognition result based on hand-occluded facial positions corresponding to all the

hand-occluded facial images comprises:

obtaining an occlusion probability corresponding to each hand-occluded facial position

based on the hand-occluded facial positions corresponding to all the hand-occluded facial images;
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and

inputting a hand-occluded facial image corresponding to the highest occlusion probability
into a tension evaluation model, to obtain a tension degree corresponding to the hand-occluded

facial image with the highest occlusion probability as the tension degree recognition result.

18. The readable storage media according to claim 15, wherein the inputting the
hand-unoccluded facial images into a pre-trained security determining model to obtain a risk

degree recognition result comprises:

performing clustering processing on the hand-unoccluded facial images by using a K-Means

algorithm, to determine a hand-unoccluded facial image corresponding to a key frame; and

inputting the hand-unoccluded facial image corresponding to the key frame into the
pre-trained security determining model, to obtain a risk probability output by the security

determining model as the risk degree recognition result.

19. The readable storage media according to claim 15, wherein the determining a risk
warning recognition result based on the tension degree recognition result and the risk degree

recognition result comprises:

obtaining a first total frame quantity corresponding to the hand-occluded facial images and

a second total frame quantity corresponding to the hand-unoccluded facial images; and

determining the risk warning recognition result based on the first total frame quantity, the
second total frame quantity, the tension degree recognition result, and the risk degree recognition

result.

20. The readable storage media according to claim 19, wherein the determining the risk
warning recognition result based on the first total frame quantity, the second total frame quantity,

the tension degree recognition result, and the risk degree recognition result comprises:

calculating an absolute difference value of the first total frame quantity and the second total

frame quantity; and
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if the absolute difference value is greater than a second preset threshold, using the tension
degree recognition result as the risk warning recognition result when the first total frame quantity
Is greater than the second total frame quantity, or using the risk degree recognition result as the
risk warning recognition result when the first total frame quantity is less than the second total

frame quantity; or

if the absolute difference value is not greater than the second preset threshold, calculating
the tension degree recognition result and the risk degree recognition result by using a

preconfigured result calculation formula, to obtain the risk warning recognition result.



