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WHAT 1S CLAIMED IS:

1. A method comprising:

receiving, by a cloud computer system, from a mobile computing device, 2
request for a service from an enterprise computer system, wherein the cloud computer/System
is located at a first geographical location that is different from a second geographi
of the enterprise computer system, and wherein the cloud computer system and fhe enterprise
computer system communicate over a public communication network;

obtaining, by the cloud computer system, for a user of the piobile computing
device associated with the request, a security authentication to obtain afleast one service
through the cloud computer system;

storing, by the cloud computer system, informatiod indicating the security
authentication;

identifying, based on the security authenticafion of the user, by the cloud
computer system, a plurality of enterprise computer sysi¢ms accessible to the user through
the cloud computer system,

verifying, by the cloud computer syétem, that the enterprise computer system
is included in the plurality of enterprise compugér systems accessible to the user;

determining, by the cloud comiputer system, a security protocol for requesting
the service from the enterprise computer gystem;

generating, by the cloud computer system, a security token corresponding to
the determined security protocol fo'the enterprise computer system, wherein the security
token is generated based on the jhformation indicating the security authentication of the user;
and

sending, by/the cloud computer system, to the enterprise computer system, a

request for the requested service, wherein the request includes the gencrated security token.,

The method of claim 1, wherein at least one of the plurality of
enterprise compfter systems communicates using a different security protocol than a different

onc of the pldrality of enterprise computer systems,

3. The method of claim 1 or 2, wherein the request received from the
mobyte computing device and the request sent to the enterprise computer system conform to

different representational state transfer (REST) architectural styles.
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4. The method of claim 1 or 2, wherein the request received from the
mobile computing device includes a first hypertext transfer protocol (HTTP) message and

wherein the request sent to the enterprise computer sysiem includes a second HTTP meséage.

5. The method of any of claims 1 to 4, wherein the request receifed from

the mobile computing device includes user identity information of the user.

6. The method of any of claims 1 to 5, further comprisi
sending a request to an identity management system to detérmine the security

authentication of the user.

7. The method of any of claims 1 to 6, wherej the security token is

structured in a format using Security Assertion Markup Langydge (SAML).

8. The method of any of claims 1 to 7¢ wherein the plurality of enterprise
computer systems includes an enterprise computer systm having an on-premises agent
system, wherein the on-premises agent system inclyding a plurality of server computers, each
server computer providing a different enterprise gervice, and wherein the on-premises agent
system communicates with the cloud computgf system over the public communication

network.

9. The method of Any of claims 1 to 8, wherein the cloud computer
system provides an application programming interface (API), the API using a first
communication protocol to recgie requests for services, wherein each enterprise computer
system of the plurality of entgirprisc computer systems uses a second communication protocol
to receive requests for seryices, and wherein the second communication protocol is different

from the first communj€ation protocol.

10/ The method of claim 9, wherein the first communication protocol and

the second com#munication protocol conform to a hypertext transfer protocol (HTTP).

11, The method of claim 9 or 10, wherein each enterprise computer system
of the pirality of enterprise computer systems supports a different second communication

ol for receiving requests for services.
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12. The method of any of claims 9 to 11, wherein the API is configurable

by a user of the mobile computing device,

13. The method of any of claims 9 to 12, wherein the cloud comput
system includes a database that stores metadata corresponding to one or more configlirations

of the AP

14.  The method of any of claims 9 to 13, further comprisjdg;
converting the request from a format of the first communigation protocol to a
different format corresponding to the second communication protocol/wherein the converted

request 1s sent to the enterprise computer system.

15.  The method of any of claims 9 to 14, fipther comprising:

receiving, from the enterprise computer syst¢m, a response for the requested
scrvice, wherein the responsc has a format of the second/Communication protocol of the
enterprise computer system;

converting the response from the fofmat of the second communication
protocol to a format of the first communicationfrotocol; and

providing the converted respefise to the mobile computing device.

16. A computer systgfn comprising:
o1 OT More processors; and
one or more memofy devices coupled to the one or more processors, the one
or more memory devices contglming instructions which when executed on the one or more
processors, cause the one op/more processors to:
regeive, from a mobile computing device using a first communication
protocol, a regliest for a service, wherein the service is provided by an enterprise
computer gystem, wherein the enterprise computer system is located at a first
geograpMical location that is different from a second geographical location of the
compfiter system, and wherein the enterprise computer system and the computer

syétem communicate over a public communication network;
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obtain, for a user of the mobile computing device associated with the
request, a security authentication to obtain at least one service via the computer
system;

store information indicating the security authentication;

identify, based on the security authentication of the user, a plyzality of
enterprise computer systems accessible to the user through the cloud compfter
systcm;

verify that the enterprise computer system is included/in the plurality
of enterprise computer systems accessible to the user;

determing a sccurity protocol for requesting the/service from the
enterprise computer system;

generate a security token corresponding t4 the determined security
protocol for enterprisc computer system, wherein theccurity token is generated
based on the information indicating the security aythentication of the user, and
wherein the generated security token is included in the request sent to the enterprise
computer system.

convert the request receivgfl from the mobile computing device,
wherein the request is converted from A first format of a first communication protocol
to a second format of a second comphunication protocol, wherein the second
communication protocol is diffegént from the first communication protocol;

send the convefted request to the enterprise computer system;

receive, fro the enterprise computer system via the second
communication protocof, a response to the converted request for the service;

conveft the response received from the enterprise computer system,
wherein the respgfise is converted from the second format of the second
communicatioff protocol to the first format of the first communication protocol; and

send the converted response to the mobile computing device.

The computer system of claim 16, wherein the enterprise computer
system inclddes an on-premises agent system, wherein the on-premises agent system is
associatgd with an on-premises local area network of an entity, wherein the on-premises

agenySystem includes a plurality of server computers, each server computer providing a
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different enterprise service, and wherein the on-premises agent system communicates with

the computer system over the public communication network,

18.  The computer system of claim 17, further comprising:
a firewall connected with the computer system, wherein an internal nefgvork
and an external network are separated by the firewall, and wherein the firewall is cgnfigured
fo:
permit communication, conforming to the first comm
protocol, between the mobile computing device and the computer gystem; and
permit communication, conforming to the second communication

protocol, between the computer system and the on-premises gent system.

19. A cloud computer system to facilitate cofimunication between a
mobile computing device and an on-premises enterprise computer system, the cloud
computer system comprising:

a cloud computer device configured to;

receive, through an applicatigh programming interface (API), from a
mobile computing device, a message conforming to a first format of a first application
protocol; and

gencrate and send, t¢f the agent, a message conforming to a second
format of a second application pfotocol;

a firewall connected with the cloud computer device, wherein an internal
network and an external network dre separated by the firewall, and wherein the firewall is
configured to:

permyf communication of messages, conforming to the first format of
the first applicatigh protocol, between the mobile computing device and the cloud
computing deylce; and

permit communication of messages, conforming to the second format

of the sgfond application protocol, between the cloud computer device and the agent;
a metadata repository connected with the cloud computer device, wherein the

metadgta repository is configured to store metadata for implementing the API, the

imp}tmenting including translating between the first format and the second format, and
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wherein the metadata repository is modifiable by an authenticated user via the external

network.

20.  The cloud computer system of claim 19, wherein the on-premises
agent system includes a plurality of server computers, each server computer providing’a

different enterprise service, and wherein the on-premises agent system communicates with

the computer system over the public communication network.
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WHAT IS CLAIMED |S:

1. A method comprising:

receiving, by a cloud computer system, from a mobile computing device, a request for
a service from an enterprise computer system, wherein the cloud computer system is located at a first
geographical location that is different from a second geographical location of the enterprise computer
system, and wherein the cloud computer system and the enterprise computer system communicate

over a public communication network;

obtaining, by the cloud computer system, for a user of the mobile computing device
associated with the request, a security authentication to obtain at least one service through the cloud

computer system;

storing, by the cloud computer system, information indicating the security

authentication;

identifying, based on the security authentication of the user, by the cloud computer
system, a plurality of enterprise computer systems accessible to the user through the cloud computer

system;

verifying, by the cloud computer system, that the enterprise computer system is

included in the plurality of enterprise computer systems accessible to the user;

determining, by the cloud computer system, a security protocol for requesting the

service from the enterprise computer system;

generating, by the cloud computer system, a security token corresponding to the
determined security protocol for the enterprise computer system, wherein the security token is

generated based on the information indicating the security authentication of the user; and

sending, by the cloud computer system, to the enterprise computer system, a request

for the requested service, wherein the request includes the generated security token.

2. The method of claim 1, wherein at least one of the plurality of enterprise
computer systems communicates using a different security protocol than a different one of the

plurality of enterprise computer systems.

3. The method of claim 1 or 2, wherein the request received from the mobile
computing device and the request sent to the enterprise computer system conform to different

representational state transfer (REST) architectural styles.
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4, The method of claim 1 or 2, wherein the request received from the mobile
computing device includes a first hypertext transfer protocol (HTTP) message and wherein the

request sent to the enterprise computer system includes a second HTTP message.

5. The method of any of claims 1 to 4, wherein the request received from the

mobile computing device includes user identity information of the user.

6. The method of any of claims 1 to 5, further comprising:

sending an authentication request to an identity management system to determine

the security authentication of the user.

7. The method of any of claims 1 to 6, wherein the security token is structured in

a format using Security Assertion Markup Language (SAML).

3. The method of any of claims 1 to 7, wherein the plurality of enterprise
computer systems includes the enterprise computer system having an on-premises agent system,
wherein the on-premises agent system including a plurality of server computers, each server
computer of the plurality of server computers providing a different enterprise service, and wherein the
on-premises agent system communicates with the cloud computer system over the public

communication network.

9. The method of any of claims 1 to 8, wherein the cloud computer system
provides an application programming interface (API}, the API using a first communication protocol to
receive requests for services, wherein each enterprise computer system of the plurality of enterprise
computer systems uses a second communication protocol to receive requests for services, and

wherein the second communication protocol is different from the first communication protocol.

10. The method of claim 9, wherein the first communication protocol and the

second communication protocol conform to a hypertext transfer protocol (HTTP).

11. The method of claim 9 or 10, wherein each enterprise computer system of
the plurality of enterprise computer systems supports a different second communication protocol for

receiving the requests for services.

12. The method of any of claims 9 to 11, wherein the API is configurable by the

user of the mobile computing device.

13. The method of any of claims 9 to 12, wherein the cloud computer system

includes a database that stores metadata corresponding to one or more configurations of the API.
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14, The method of any of claims 9 to 13, further comprising:

converting the request from a format of the first communication protocol to a different
format corresponding to the second communication protocol, wherein the converted request is sent to

the enterprise computer system.

5 15. The method of any of claims 9 to 14, further comprising:

receiving, from the enterprise computer system, a response for the requested service,
wherein the response has a format of the second communication protocol of the enterprise computer

system;

converting the response from the format of the second communication protocol to a

10 format of the first communication protocol: and

providing the converted response to the mobile computing device.

16. A computer system comprising:
one or more processors; and

one or more memaory devices coupled to the one or more processors, the one or
15 more memory devices containing instructions which when executed on the one or more processors,

cause the one or more processors to:

receive, from a mobile computing device using a first communication
protocol, a request for a service, wherein the service is provided by an enterprise computer
system, wherein the enterprise computer system is located at a first geographical location that
20 is different from a second geographical location of the computer system, and wherein the
enterprise computer system and the computer system communicate over a public

communication network;

obtain, for a user of the mobile computing device assocciated with the request,

a security authentication to obtain at least one service via the computer system:;
25 store information indicating the security authentication;

identify, based on the security authentication of the user, a plurality of

enterprise computer systems accessible to the user through the cloud computer system;

verify that the enterprise computer system is included in the piurality of

enterprise computer systems accessible to the user;
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determine a security protocol for requesting the service from the enterprise

computer system;

generate a security token corresponding to the determined security protocol
for the enterprise computer system, wherein the security token is generated based on the
information indicating the security authentication of the user, and wherein the generated

security token is included in a request sent to the enterprise computer system;

convert the request received from the mobile computing device, wherein the
request is converted from a first format of the first communication protocol to a second format
of a second communication protocol, wherein the second communication protocol is different

from the first communication protocol;
send the converted request to the enterprise computer system;

receive, from the enterprise computer system via the second communication

protocol, a response to the converted request for the service;

convert the response received from the enterprise computer system, wherein
the response is converted from the second format of the second communication protocol to

the first format of the first communication protocol; and

send the converted response to the mobile computing device.

17. The computer system of claim 16, wherein the enterprise computer system

includes an on-premises agent system, wherein the on-premises agent system is associated with an
on-premises local area network of an entity, wherein the on-premises agent system includes a
plurality of server computers, each server computer of the plurality of server computers providing a
different enterprise service, and wherein the on-premises agent system communicates with the

computer system over the public communication network.

18. The computer system of claim 17, further comprising:

a firewall connected with the computer system, wherein an internal network and an

external network are separated by the firewall, and wherein the firewall is configured to:

permit communication, conforming to the first communication protocol,

between the mobile computing device and the computer system; and

permit communication, conforming to the second communication protocol,

between the computer system and the on-premises agent system.
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19. (Currently Amended) A cloud computer system to facilitate communication
between a mobile computing device and an on-premises enterprise computer system, the cloud

computer system comprising:
a cloud computer device configured to:

receive, through an application programming interface (API), from a mobile

computing device, a message conforming to a first format of a first application protocol; and

generate and send, to the an agent, a message conforming to a second

format of a second application protocaol;

a firewall connected with the cloud computer device, wherein an internal network and

an external network are separated by the firewall, and wherein the firewall is configured to:

permit communication of messages, conforming to the first format of the first
application protocol, between the mobile computing device and the cloud computer device;

and

permit communication of messages, conforming to the second format of the

second application protecol, between the cloud computer device and the agent; and

a metadata repository connected with the cloud computer device, wherein the
metadata repository is configured to store metadata for implementing the AP, the implementing
including translating between the first format and the second format, and wherein the metadata

repository is modifiable by an authenticated user via the external network.

20. (Currently Amended) The cloud computer system of claim 19, wherein the
agent includes a plurality of server computers, each server computer of the piurality of server
computers providing a different enterprise service, and wherein the agent communicates with the

computer system over the public cormunication network.
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