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METHOD AND COMPUTER SYSTEM FOR -coNTROL_Ll.NG ACCESS BY
APPLICATIONS TO THIS AND OTHER COMPUTER SYSTEMS

FIELD OF THE INVENTION

The present invention generally rejates to computer systems and associated methods and
more partrcularly to a system and associated method for protecting computer systems from
" unauthorized access by certain applications.

DESCRIPTION OF THE RELATED ART

© With the increasing sophrstrcatron of computer networks and the abrlrty of the public o

E access pnvate networks e g through the’ Intemet) there have been a number of recent systems -

and coinputer programs developed for protectmg pnvate nétworks from being 1mproper1y
accessed by the publrc For example, it is common to use Sophisticated passwords and other

- secunty devices to prevent unauthonzed access to a private network. However, the

sophrstrcatron of the password and the ability to break passwords is an ever escalatmg

competrtxon which quickly renders passwoid secunty applrcatrons obsolete. Therefore

“password secunty apphcatrons requrre corstant updating and mamtenance Further, all of the

users must have a password to access the system, whrch lmuts the effectrveness of password
secunty for Web servers.

 Anothe such security measure is known as a firewall: In one type of _ﬁrewall system, the .
‘users transfer files to a ﬁ_rew‘all host, and theh log into the firewall and suhsequently transfer the -
- file to the desired external paity. .' Using a firewall prevents users from making a direct | .
connection outside the privo'te network and also prevents the public from reaching the private - |
: network because information can only be transferred. by the firewall host. Other systems allow _
certain external users to “tunnel’ " through the firewall to allow direct access to the private

network. Such systems contaur hrgh levels of security to allow.the tunneling process to take
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place. However, firewalls and tunnels through firewalls-are very cumbersome because the
private network and the public need to deal with the intermediary firewall. This is a slow and
cumbersome process and adds to the cost and complexity of the system.

Other systems use a proxy server to hide the identity of the privatte network. Insuch a

system, communications are passed through the proxy server, which ai)pears to the public to be

" the private network. However, only the proxy knows the true identity and location of the private

network and the proxy does not allow the p_ublic-a'ccess to the private network. As with the

. firewall system, the proxy system is cumbersome, expensive and requires constant maintenarice.

Therefore, there is a need for a low-overhead system which limits access By an untrusted h

computer systern to a private trusted computer system, but which smultaneously allows the

trusted system full access to the untrusted system.

SUMMARY OF THE INVENTION

Accordmg to the present mventlon, appllcatton executxon contexts w1thm an untrusted

computer system are classified as either trustedor untrusted based on dlstmetwe apphcauon
. execution context names. A human administrator of the untrusted system ass1gns these
f 'dlstmettve application execution context names. _The apphcattons in the untrusted system cannot

* change the names of thejr own executton contexts {or preferably any other execution contexts in
‘the untrusted computer system) '

The untrusted application execution contexts are fenced off from certain parts of the

- untrusted computer system such that the untrusted appltcatton executton contexts cannot

mterrogate or.change cnttcal system data of the untrusted computer system
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Ouly applications on the untrusted computer system which execute in trusted execution
contexts can initiate a connection with a trusted computer system. The trusted computer system
can init_iate connections with any execut{on context on the untrusted computer system. Only the
nnt'msted application execution contexts on the untrusted system can initiate connections with an
external computer-system. The connections originating. on the external system can terminate

only at the untrusted system and can terminate only at untrusted execution contexts therein.
- BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages will be better understood from -
the foilowmg detalled descnptlon of preferred embodnnents of the invention with reference to

~ the drawings, in which:

. Figure 1 is a schematic diagram of the present invention. . -
Figure 2is a flow diagram illustrating.ope:htion of the present inyention.
DETAILED DESCRI_PTION OF -PREFERRED EMBODIMENTS OF THE INVENTION

Refemng now to the drawings, and more parucularly to Figure 1, a first embodlment of.

' the present invention is illustrated in- schematxc form, The trasted system 10 shown in Flgure 1

compnses a pnvate network to which users are pemntted access through some form of secunty-

. such as passwords, physical restnctmn, etc. The external system 12 shown in Flgure 1 represents
" computer networks owned by the public, such as the Intemet and other pnvate networks One

* -major concem is that the external system 12 may try to reach the trusted computer system 10:to
: mlsappropnate data or destroy the trusted system 10.
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To prevent this, the invention positions an untrusted computer system 11 between the

trusted computer system 10 and the external system 12. ‘The untrusted system 11 includes an

. operating system 14 which controls many devices such as storage device 15 (e.g., a disk drive).

" The untrusted system exists to host data or run applications which must be made available to

external system 12.

A key feature of the invention is that the untrusted system includes some applications that

run in trusted apphcatxon execution contexts 13 and other apphcatlons that run in untrusted

' apphcatton execution contexts 16. Wlth thie mventmn, the untrusted -application executlon

contexts 16 cannot initiate commumcattons with the trusted system 10. However, trusted
apphcatlon execution contexts-13 can initiate connections with the trusted system 10 Programs

running on trusted system 10 can initiate connections to any context on untrusted system 11

~ The invention' distinguishes between trusted application execution contéxts 13 and
untrusted application exeéution conte:tts 16 aceording to distinctive application execution

context names A human adtmmstrator of system 11 w1th operatmg system 14 ass:gns each

apphcatton execution context a dlstmcttve name, and an apphcatxon running in untrusted system

11 cannot tamper w1th the name of any execution context (i.e.,itsownor any others) The
creatton of the dlstmcttve names and the classification of the names as trusted or untrusted i is

performed w;th a control in the operating system 14. In one example, the_ preﬁx _fot the trusted -

names (user ids) is a specifically-chosen alphanumeric character string, (i.e., the:administrator of _

the operating system nght specify that all names begmmng with the characters “SFS”

. tmsted)

¢

"~ Certain applications running on behaif of users on extérnal system 12 are given names by

ahuman administrator of the operating system 14 which indicate that they ate'ruiming in _

- untrusted execution contexts 16. Other applications running on behalf of trusted system 10 are

given other names by the human administrator of operating system 14 which indicate that they
are running in trusted execution contexts 13. ' -
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~ Any application which is running iri a context that has been assigned. a “trusted” name by’

the system adrmmstrator executes as a trusted apphcatmn These “trusted” contexts (user ids) are

.'_unable to-communicate w1th the external system 12. By segregatxng the apphcatlon contexts mto
trusted and untrusted allowmg only the trusted application contexts 13 to mmate connections .

W1th the trusted system 10, and allowing the external network 12 to access only the untrusted
contexts 16 security is achieved.

In a preferred embodiment two distinct communications protocols are used to distinguish
between requests from the external system 12 and the trusted system IO.' Requests from the
external system 12 use one protocol (e.g., the TCP/IP protocol). Communications to/from the
trusted system 10usea different"nrotocol (e.g., the APPC commurtications protocol).- In this -
embodiment, the operating system 14 and the storage 15 are set up such that they cannot be
mampulated or admlmstered via the TCP/[P protocol (that i is, 'TELNET access is disabled).

.- Therefore, the operating system 14 and storage 15 canno,t be compromised by users on external

system 12. However, distinct communications protocols are notrequired to make the invention
operable. So long as:the operatmg system can determme the ongln ofa request through some
means Ce. g., by notmg the TCPIIP mterface that the. request came through) the invention will
operate properly

Therefore the invention provides amethod for connecti'ng two enyironrnents where there .
Cisa trusted side 10 and an untrusted side 11 so that the trusted srde 10 can have access to all of
" the data (ie., the tmsted network 10 1tself and the untrusted system 11), but the external system

12 can _access only a subset of such data (i.e., the data made avatlable through the apphcatrons

. runmng in untrusted contexts 16).

- For example, the invention is very useful where a business has an Internet web page - ]
(whrch would reside on the untrusted system 11) yet still wants to have the Internet web data (in

 addition to all of its internal business data) accessrble by employees who are on the trusted '



system 10. In the foreg_oing‘ situation, the business with the trusted system 10 woﬁ_ld need full *
control over access to the trusted system 10, through conventional security measures (e.g.,
passwords, physical isolation, etc.).

The security of the invention is achieved by the inventive ability of the operating system _
14 to decide which application execution contexts.are permitted to initiate connections to the

trusted system 10. The communications software on the operating system 14 is programmed so

that connecuon attempts with the trusted system 10 cannot originate from the untrusted

#pplication execution contexts 16. As mentioned above, the operating system 14 lets connection

. attempts to the trusted System 10 originate only from trusted execution contexts 13. The
-quntrusted computer system ilhasa communication software stack and operating system whose
cont:rols and conﬁguraﬁon paranieters- are adequately fenced from potentially untrustable
- .applications. In other words, the' operatmg system and ¢ commumcatlon stack are installed and
configured such that untrusted contexts do not have access to their configuratlon information and

are not authorized to control them. This is typxcally done with file permissions but each
operatmg system w111 have different means.

‘With the system descnbed above, 1f a user on the tmsted system 10 attempts to connect to

_ the untrusted system 11 to access some dara, the user/would be commumcatmg witha trusted:

apphcatxon execution context 13 and the connecuon would be allowed (and data would flow over

" the connectlon) However, if an extérnal user 12 (accessmg untrusted system 11 viaan untrusted

application execution context 16) tnes to initiate a connection w1th the trusted system 10, the

, connecuon is re_]ected by the operatmg system 14 Therefore, the invention allows connections
, between the trusted system 10 and the untrusted system 11 to be initiated only from the trusted

. system 10, or ftom an apphcanon running in a trusted eXecunon context 13.

Figure 2 is a flow chart illustrating such operation of the present invention. In step 20, -

: _operatmg system 14 determines the name of the context originating a commumcauon This

" determination i$ made by retnevmg the contents of the “context naire” ﬁeld of the data structure
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.(a k.a. “control block”) descnbmg the m1t1at1ng context. Next, in step 21, the, operatmg system

14 compares the context name to a list of trusted names (maintained in primary memory or in
storage 15) or to a convention for trusted names (such as a particular pret_ix indicating
trustworthitxess). Then, operating system 14 determines whether the application execution
context that is originating communication is trusted of untrusted. If the application execution
context is untrusted, the context is not permitted to initiate communication with trusted system

10, as shown in step 22. However, if the application execution context is trusted, the context is '

permitted to initiate communication with the trusted system 10, as shown in step 23. |

T

Asan example, programming implementing steps 2023 of the present invention could be -

. added to an e_xfisting IBM VM/ESA Version 2 Release 4 operating system to yield operating
system 14. In this s¢enario, untrusted system 11 would run the VM/ESA operating system

augmented with the present mvenuon and trusted system 10 would run the standard VMIESA

operatmg system without such augmentation. A networlqng connection between these two

VM/ESA operating systems could be an existing VM/ESA Inter-System Facility for '
'Commumcatmn (ISFC) link. When the augimented VM/ESA operating system 14 i in unttusted
" system 11 determmes that a connectlon isnot penmtted with trusted system 10 because the

connectlon request ongmates from an untrusted execution context 16, operatmg system 14 does

not et the nntrusted context 16 use ISFC. However, if operating system 14 detenmnes thata

. connection is pernntted with trusted system 10 because the connection request ongmates froma - _
* trusted execution context 13, operating system 14 lets the trusted execution context 13 use ISFC
"to initiate Advanced Program-to-Program Commumcatlon (APPC) connectlon to the trusted
.-system 10. The APPC protocol is described in IBM pubhcatlon SC24-5760 “VM/ESA Ccp

Programming Seivices”, and other references.

R



By allowmg trusted application execution contexts 13 in the untrusted system 11 fo

_ initiate commumcauons with the trusted system 10, various VM/ESA features requiring such

capability, such as the Shared File System (SES), are easily-enabled. The present invention '

would permit SES to initiate the connect:on to tmsted system 10 because SFS would be running

. in a trusted execution context 13..

'With the present invention, sysiem administration and overhead are reduced because only

one operating system on two (untrusted and trusted) computer systems are required (even though

one is modified). As explained above in the “Description of the Related Art", in order to

conventionally attain the results produced by the present invention, several servers running

maltiple conventional operating systéms would have to be utilized to ensure that users operating '

' the untrusted system were'denied access to-the trusted system. Each of these servers would

reqmre more code (which slows the system down) and addmonal adm:mstrator time to set up the

i "servers Further, such a conventlonal system would be substantlally more comphcated to
maintain than the present mvent10n

As noted above, applications running in untrusted execution contexts 16 cannot.

interrogate or update critical or sépsitive system 11 data, such asa password file, the set of

enrolled users, the list of trusted éxecqtion context names or the rsc':o_rd of the name prefix that
distinguishes trusted contexts from untrusted ones. This can be accomplished based on file

permission. and aoqess schemes-speciﬁc to the type of operating system 14. pr example, when

. operating system 14 is an augmented VM/ESA opera'ting system as explained ﬁi)ow_ie, applications

rum_iing in untrusted execution contexts 16 are denied kno_wlédge of and access fq the disk .

- volumes containing the CP directorjr, the TCP/IP cominunication stack cogﬁgﬁmﬁoﬂ files,and -
- the startup scﬁpt containing the commands that acﬁvate ISFC filtering and define the trusted

context name prefix. The CP directory contains the list of known users (that is, execution -

- ‘contexts) and their passwords. The TCP/IP communication stack configuration files list the

names of the contexts that are all_owed to communicate with extef_nal system 12. The startup.

_script, run automatically by VM/ESA at startup time, contains privileged commiands that activate
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tﬁe filtering of ISFC activity based on context name and define the name prefix that identifies

_trustcd execution contexts.

: 0 ‘ i
While the invcntipn has been described in terms of preferred embodiments, those skilled
in the art will recognize that the invention can be practiced with mbdiﬁcatioq within the spirit -
and scope of the appended claims.




CLAIMS -
] 0 A

What is claimed is:
1. A method for controlling.access to a computer system comprising:

‘classifying applications running on an untrusted computer system as running in one ofa

~ trusted application execution context and an untrusted application execution context; and

preventing an application on said untrusted computer system from iriitfating a conn'ection
with a trusted computer system unless said untrusted computer system is runmng sa1d

apphcatlon in sa1d trusted apphcatlon execution context.

2. The method in claim 1, wherein sald u'ustcd computer system can 1mt1ate co‘nnectlons

w1th any execution context on saxd untrusted computer system.

3: The inethod in claim 1, wherein only said untrusted application execution contexts on

said untrusted sys&m can initiate connections with said external computer system.

-4, The method in clalm 1, wherein said applications are cfassified as having said trusted

apphcauon execution contexts and said untrusted apphcauon execution contexts based on

distinctive application éxecution: context names.

5. The method in claun 4, wherein a human adnnmstrator of said untrusted system ass:gns

said dxstmctxve apphcatnon execution context names

6. The method in claim 4, wherein said applications cannot change the names of respective

execution contexts. in which said applications are running.

t
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7. The method in claim 4, wherein said apphcanons cannot change the name of any

execution context in Sald untrusted computer system.

8. The method in claim 1, whercm connectmns originating on said external system can -
terminate only at said untrusted system and only at said untrusted execution contexts -
.therein.-

9. The method in claim 1, wherein said untrusted application-execution contexts are fenced

~ off from said untrusted computer system such that -said untrusted application execution

application contexts cannot mterrogate or change cnucal system data of said untrusted
computer system.

10. A moethod for controlling access to a trusted computer system comprising:

determxmng a name of an execuuon context of an apphcatlon runmng on an untrusted -
system' '
determining whether said exccuﬁdn context is tru,st.ed'or untrusted based on said name; .

-

' if said execution context is trusted, penniﬁing"said application to initiate a connection
. with said trusted system, and . "

" if said execution context is untrusted, preventing said application from initiating a

_ “connection with said trusted computer system.

11. . The méthod in claim 10, wherein said trusted computer system can initiate connections

. with any execution context on said untrusted computer-system.

. * [ L | S *
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12.  The method in claim 10, wherein only said untrusted aﬁplication execution contexts on

said untrusted system can initiate connections with an external computer system.

13 The niethod in claim 10 wherein sald execution context name was prevmusly assigned
by a human adnumstrator

14, The method in claim 10, wherein there are a plurality of alﬁplications running on said
uatrusted corrlputer system, one of said applications having a trusted execution context

* _ and another of said applications having an untrusted execution context.

15. . The method i in cla1m 14, wherein said apphcatrons cannot change names of the respective

- executxon contexts in which said applications. are runnmg

16, ' The method in claim 14, wherein said applications cannot change the name of any

. execution context in said untrusted computer system.

17. The method in clalm 10, wherem conncctlons ongmatmg on an exterral system can -

. terminate only at said untrustcd system and only at said untrusted execution contexts
' therem ' '

18:  Themethod in claun 10, wherem said untrusted apphcatlon execution contexts are fenced
' off from said untrusted computer system such that said untrusted application executron

apphcatron contexts cannot mterrogate or change critical system data of sa1d untrusted
computer system.

19. A program storage. devnce readable by machme, tangxbly embodymg a program of-
- mstructxons executable by the machine to perform a method for controllmg access 0 a

e
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20.

21,

© 22

23.
24.

'.25."

classifying apphcatlons running on an untrusted computer system as runmng in one of a

trusted application execution context and an untrusted apphcatlon executmn context ‘and

preventing an application on said unitristed computer system from initiating a connection

with a trusted computer system unless said untrusted computer system is running said

- application in said trusted application execution context. . .

The progrant storag‘e device in claim 19, whereih said trusted computer system can -

. initiate connections with any execution context on said untrusted computer system.

The program storage device in claim 19, wherein only said untrusted application
execution contexts on said untrusted system can initiate connectmns with said’ extemal
computer system. .

-_ The -pro'gram storage device in claim 19, wherein said applieations are classified as

havmg said trusted apphcatlon executlon contexts and said untrusted apphcatmp

execut.\on contexts based on distinctive apphcatxon execunon context names.

The program storage dev1ce in claim 22, wherem a human adtmmstratOr of said untrusted T

-system ass1gns said distinctive apphcatxon execution context names.

The program s.tdraée devioe in claim 22, wherein said applications cannot change names - .

. of respective execution contexts in which said applications are running.

A

* The method in claim 22, wherein said app'ltcations cannot change the hame of any .

execution context in said untruste'd-'computer system.

. | |!I|I|j I O
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- 26.

27.

28

- 29.

'30.

The program storage device in claim 19, wherein connections originating on said external
system can terminate only at said untrusted system only at said untrusted execution
contexts therein.

_The program storage device in claim 19, wherein said untrusted application execution

contexts are fenced off from said untrusted computer system such that said untrusted

“application exécution contexts cannot interrogate or change critical system data of said
untrusted computer system

A system for controlling access to a network comprising:
a trusted computer system;

an untrusted computer system connected to said trusted computer system and to an
external computer system,

wherein said untrusted system includes applications classified as having trusted-

application execution contexts and untrusted application execution contexts, and

wherem only said trusted apphcatlon executlon contexts can nutrate connectmns w1th -
sald trusted computer system

I

The system in claim 28 wherem said trusted computer system can initiate connections

wrth any executron context on said untrusted computer system

The sjlstem in claim 28, wherein only said untrusted application execution contexts on

said untrusted system can initiate connections with said external computer systen_l.

ok < t ] S *
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31.

32.

33.

34.

35.

36.

The systeni in claim 28, wherein said applications are classified as having said trusted
application execution coitexts and said untrusted application‘execution contexts based on
distinctive application execution eontext names. :

The system in claim 31, wherein a human admtmstrator of said untrusted system assigns

sa1d distinctive application execution context names.

The system in claim 31, wherein said applications cannot change the names of respective

execution contexts in which said applications are running.

The method in claim 31, wherein said applications cannot change the name ofany .

- execution context in said untrusted computer system.

The system in claim 28, wherein connections originating on said external system can

"terminate only at said untrusted system and only at said untrusted execution contexts -

therein. .

The syétem in claim 28, wherein said untrusted application execution contexts are fenced
off from said untrusted computer system such that sa1d untrusted application execution

'apphcauon contexts cannot interrogate or change cnttcal system data of said untrusted

computer system.

-________..——————"—‘—
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