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METHOD AND COMPUTER SYSTEM FOR-CONTROLLING ACCESS BY 

APPUCATIONS TO THIS AND 0-mBR COMPUTER SYSTEMS 

FIELD OF THE INVENTION 

The p~ent inyentio~ generally relates to c~mputer systems and associated m~tho~ 8Jld 

more particularly to a system and associated method for pr~tecting computer system~ (rom . 

· unauthorized access by cert~ applicatio~s. 

DESCRIPTION OF THE RELATED ART 

~ . 
With the µic~qig sophistication of computer networks and ·the ability of the public to 

. . . 
. . access private n~~works (e;g., through theJ.ijt~met)"there ~ave been a nitmber ofrecent systems .. 

~d computer programs de~eloped _for pro~~g p~vate netW~rks from l?eing iI)lprope~Iy 
aceess~.by the public. ~or exainple, it is conii:non to use sophisticated passwords· and othe:w; . 

~ecurlty devices to prevent ~utho~d acces~ to a private netWork. However, the 
. . . . . . . 

Sophistication of the passw<>f!i arid ~e abili~ to brehlc passwords iS an _ever escalating 

"COIDPetition" Which q\iickly renders password Security applications Ob$Olete. Therefore, · . . . . . . -· : . . •. . . . . . 
· ~ass~ord security applications ·require ~nstant updating and· maintenance.· further, all of the 

users must fuive a pas~word to aecess the syst~ni..which limits the effectiveness of pas&Word · . . . ~ . . . . . . 

security for Web servers._ ., 

. . . 
· ~othet such security measure is_ known_ as a fir~w~: In one type of.firewall syste~ the 

users transfer flies to a f~wall host. and then log into the firewall and subsequently transfer the . 

· · file to the desired 'ext~m~ party. ·Using a firewall prevents usCiJ from making a direct 

connecti.q_n outside the private network and also prevents th~ pub.Uc from reaching the private . 
. . 

·• ~et\l{ork bCcause information .can only be transferred._by the .f~wai.l host.. ·other syste~ allow 
certain ·external users to· "tu_nilel~' through the fire~ail to allow direct access to the private 

n~tw~rk. Such systems contain_ high. levels of security to ailow-_ the tunneling pr~s to take 
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place. However, firewalls and tunnels through firewalls·are very cumbersome b~ause the 
. . ·• . . . 

private netwqrk and the public need to de.al with the intennediary·firewall. This is a slow and 

cumbersome process and adds to the cost and complexity of the system. . . 

. . 
Oth~r systems use a proxy server to hide the identity of the private network. In such a 

. . 

system, communications are p~sed through the pro'Xy server, w~ch appears to the public to be 

·the private networ~. However, only the proxy knows the true identify and location of the private 
. . 

network and the proxy does ~ot allow the public access to the.private network. As with the 

. firewall system, the proxy system i~ cumb~rsome, expensive and requires constant maintenance. 

Therefore, the.re is a need for a low-overllead system whic~·limits access by an untrusted .. . . . . ·. 

computer system to a private trus~ computer system, but which simultaneously allows the 

trusted system full access to the .untrusted system. 

SUMMARY OF THE JNVENTION 

· .. Accordmg to the present invention, 8:PPllcatiori execution contextS· wi~n an untrUsted 

computer-~stem are classified~ either tmsted·o~ unttus.ted based o~ d~sti~ctive applic~tiC?n . 

·execution context names. ·A human administr~or·of the untrusted system as~igns these_ 

: disQii~e application execution context names .. Th~ app~cations. in the untrust~ ~}'Stem cannot 

change. the n~es of thejr own execution contexts (or preferabl~ _any o~her execution contexts in 
. . . 

·the untrusted, computer system). 

~e untrusted application execution contexts are f~nced o~ from certain parts of the · 

.. u~tnisted computer system such that the untrusted .. application execution contexts cannot . . . 

. interrogate ~r .change cijtical system data of the unti-uste<;\ computer sy~tem. 

-. 
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O~ly applications on the untruste~ comp_uter system which execute i~ trusted execution 

contexts can initiate a connection with a trusted computer system. The trusted computer system 

can fuitiate connections with any execution context on the untrusted computer system. Only the 

untrusted application execution contexts on the untrusted system can initiate connections with an . . . . . 

external computer-system. The connections originating-on the external system can terminate 
. . 

ol)ly at the untrusted system and can tenninate only at untrusted execution contexts therein. 

BRIEF DESCRIPTION OF THE PRAWJNGS 

~e foregoing and otiier objects, aspects and advantages will ~~ better un~ersto?d from · 

the following detailed 4~cription of preferred· embod~ents of the "invention with reference to 
the drawings, in which: 

Figure 1 is a schematic diagram of the presel)t invention. 

·Figure 2 .is a flo~ diagram illustrating. ope~tion of tbe present inyentlon . 

. DETAILED DESCRIPTION OF-PREFERRED EMJ30D~NTS OF THE INVENTION 

. . . 
Referring n:ow t~ the drawings. and ~ore particularly to Fi~ 1, a ~t embodiriientof. 

. . . . . 

-~e present invention is illus~ted in:schema~c fonni· The trusted sys.tern 10 shown in Figure·l 

.co~prises a private network to which users· are permitted access through some form of sec;urity 

such as passwo~, physical·res~c~on; etc. Th~ external system 12 shown in Fi~re l_represe~ts · 
'computer networks owned by the p~blic, such as the· Internet and other private networks. One 

. . .. : . . .. 

: .~ - ·major concern is ~at the ext~rnal syst~m 12 may or to reach the trusted comput~r system 10. to 

. misappropriate data or destroy the tnisted system 10. 
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. . 
To prevent this, the invention po_sjtions_ an untrusted computer s~stem 11 between the 

tnlsted coi;npute~ system 10 aµd the external system 12. "The untrusted system 11 inclUdes an 

. operating system 14 which ccintrols many devices sucli as storage device IS (e.g., a disk drive). 
. . 

· The untrusted ·system exists to host data or run applications which .must be made available to 

external system ~2. 

A key feature of the invention is that th~ un~sted system includes some applications that 
. . 

nin in trusted application execution con~exts 13 ·and o~er applications that run in untru~ted · 

· application execution contexts 16. ··With the invention, the untrusted ·application execution . . 

con~ts 1~ ~annot .initiate ~mmunications with the trusted system 10. However, trusted 

application execution coniexts-13 can initiate co.nnections with the trusted system 10. ~gratiis 
. . 

mnning on trusted system 10 can initiate connections to. any context on untrusted system 11: 

The inv~nti9n. distinguis~es between trusted application execution contexts 13 and 

untni~ted application exeeution cont~xts 16 aeco~ing ~o distinctive application execution 

context .·~e~. A, human admbtistrator o_f system 11 with operating system i4 assigns each · 

-~ ·.. applicatio~ executi~n ~Ii~ext ·a diStinc~ve name, ~d ~ ~pplication ru~g in ~ntru~tetfs~tem 
. . 

11 cannot tamPer with the '~am~ Qf any. ~xecution context (i.e., its own or: any others) . .The 

tieation of the distiD.ctive names ~d the· classification of the n~es as trusted or untmsted is 
. . . 

peifol"m:ed w~th a control in the opera~g sy~tem ~4. In one example, th~ prefix for ~e trusted . 

'. .. names (user ids) is a specifically-chosen alphallumeric character string, (i.e., the:administra~or o~. 
. . . 

the operating system might specify that all-n~es begmnil)g with the characters "SFs~· are .. 

trusted)._ 

· Certain applications running on behaif o~ users on. ex~emal system 12 are given name8 by 
. . 

a human administrator_ of the <;>pera~i~g ~ystem 14 which indicate that they are ·running in . 

: ·untrusted ~xecution contexts 16. Other applicaµons running on b~half oftruStt?d system I~ ar~ 
giv~n other n~es by ·the ~umitn administrator of operating system 14 which indicate that they 

are running in trusted execution contexts 1-3. 
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. Any application which is running irt a context tl_lat ~as been assigned.a "trust".<1" n~e by. 

the sys~m administrator executes as a t~sted application. These "trusted" context~ (user ids) are 

:_unable to-communicate with the external system 12~ By segregating the ~pp~ication contexts into 
. . . . 

trusted· and untrusted, allowing only ~e trusted application contexts 13 to initiate connections . 
. : . . 

with the ~ted system 10~ and allowing.the external network 12 to access only the untrusted 

contexts 16, securitY is achieved. 

In a preferred .embodiment- two distinct communications protocols" are used .to distinguish 
. . 

between·requests from the_extemru system 1~ and the trusted system 10. Requests from the 

external sys~m 12 use one protocol (e._g ... the TCP/IP protocol). Communicatj<:>nS to/from the 

~sted system. i-0 use a different.protocol (e.g., the APPC ~ommunications protocol). In this 

embodiment, the operating ,system 14 and the storage 15 are set up such that they cannot bC 
inanip~ated ~r admiriistered via the TCP/IP protocol (that i~," TELNET access is disabled). 

Therefore, Ute operating syst~m 14 ~d storage 15 canno,t be compromi~ed by users on exterrial 

system 12. However, distinc~ communications prot~ols are notrequired to i;nake th~ invention . . . . 

OPe~ble.°:: So long as;the operating sygtem can detetjnine_the origin of.a request tbOOugh some . 

means (e.g., Qy noting the TCP/IP ~nterfaCe that .the.request ~ame thr~ugh) 'the invention will 

operate properly. 

Therefore, the invention provides.a·method for eoilnectirtg two environments where there . 
. . . . . 

is a·trusted side 10 and an untrusted side 11 so that the trosted side 10 can have access to all of . . . 

the data (i.e., the trosteQ ~etwo.rk lOitself and ·the untruSted system 11), but the exteriial system 

12 can.:access only a subset 9f such data (i.e., the data made available tbfough the applications. 

. ru~g in untiusted. c~ntex~ 16). . . . 

. . 

· For example, th~ invention is very useful where a business .has an Internet web page ·. : 

. ,·(which would reside on the untrUsted system 11) yet still wants to have the Internet w~b. data (in 

- addition to all of its intemai business data) accessible by employees who are on the trusted 
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. . 
system 10. In the foregoing situation, the business with the trusted system 10 would need full · 

control over access to the trusted system 10, tmough conventional security measures (e.g., 

passwords, physical isolation, etc:_). 

The security of the invention is achieved by the inventive ability of the operating system 

14 to decide which application execution conte~ts-are permitted to initiate con~ections to the 

trusted system .10. The communications software on the operating system 14 is programmed so 
. . . . 

. that connection attempts with the trusted system 10 cannot originate from the untrusted · 

app~cation executfon contexts 16. As mentioned above, th~ operating.system 14 lets connection 

attempts to the. trusted system 10 originate ~nly t;rom trusted execution contexts 13~ The 

. untrusted computer system 11 has a communication software stac~ and operating system whose 
' . . . . . . 

· · controls and configurati~n paranieters are adequately fenced from potentially untrustable 

. . .applicati9ns .. In other words, lbe' opera~g system and co~unication stack are installed 8nd 
configured such that ·untrusted contexts. do not hav.e access to their configuration lliformation and 

are not autho~ to control them. This .is typically done with fil~ permissions but each 

_operating system will have different means. 

With. the system described above, if a user on the trusted system 10 attempts to c01:111ect to 

. the U~trusted system ~ 1 t~ aecess some data, tl,e t)Seifwo~d be CODlDlwU~ting With a trris.~ed· · . 
. . .. . 

application e~ecution ·con:text 13 and the connection· would.be ~lowed (and data would flow oyer 

the conn~on). How~ver, if m external llser 12 (accessing urttrusted system 11 via an ~trus~ed 

application execution context 16) tries to initiate a connection w:ith the trusted system lO;the 

connection is· rejected by the operating system 14.- Therefore, the invention allows connections 
·~ . . . . ~ . - . 

. between the trusted sys~m 10 and the untru~ted system 11 to be initiated only.from the trusted 

·· . sy~tem 10, or from an appli~tion running in a tn,lsted execution context i3. 

Figure 2 _is a flow chart illustrating such 9peration of the present invention. ~ step 20, · 

. operating system 14 determines the name of the context originati~g a communication. This 
. . 

· · determination is _made by retrieving the contents of the "context name" field of the data structure 
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~(a.k.a. "control block") describing the initiating context. Next, in step 21, the. c;>perating system 

14 compares the context name tO a list of trusted names (maintained in primacy memory or in 

storage 15) or to .a convention for trusted names- (such as a particular prefix indicating 

trustworthiness). Then, operating system 14 deterinin~ whether the application exe~ution 
. . 

context that is originating communication is trusted or untrusted. If the application execution 

context is untrusted, the context is not permitted to initiate communication with trusted system 

10, as shown in step 22. However, if the application execution context is trusted, the co~xt is 

:permitted to initiate co~ui\ication with ~e trusted system 10, as shown in step 23 .. 

As an example, programming lm.plementing steps 20-23 of the present invention coul~ be 

added to an ~~sting ~M vMIBsA Version 2 Release 4 ope~futg sy~tem to yield ope~ting 
s)rstem 14. In this seenario, untrusted·system 1 ~ _wou~d run the VM/ESA operating system · 

augniented with the present.invention and trusted syStem 10 would run the standard VMfEsA 
. . . . ' . . . .. 

~peratin~ system without such augmen~tion. A networking connection between these ~o 
.· . 

. VM/ESA operating systeins could b~ an exis~g VMIESA.Inter-System Facility for 

·coiiinui~cation ~fC)_ llnk. When the auginented VM/ESA operating sys~m 14 in untrus~d 
. . 

.system 11 dete~es that a .connection is no~ permitte4 with trusted system .10 because the 

connection requ~st originates· from an untrusted·execution context 16, operating sy&tem. 14 does 
. . •.. ··~ . . . . . . .. . . : ~ 

no~.let the nntrusted context 16 use JSFC. However, if operating system 14 determines ~t a . 
. . . .. . . 

. connectjon is"permitted With truSted system 10 becaus~ ~e connection request oi:iginat~ from .a ... 
. . . 

· trusted ex.ecutj.on context 13, ope,:ating system ~4 lets the trusted ex~tion context 13 ~e JSFC · · 

· · to lmtiate Advanced Program-to-Program ~o~unicatioii" (APPC) connection io th~ tro~ted ' ~ . . 
• • • 1 

. · sysie~ 10. The APPC protocol is describe!! in IBM publicat~on SC24-5760, "VM/ESA CP 

Pro~g Services", ~~other references. 



. ;~· 
. . . 

By allowing tru~ted application execution contexts 13 in the untiµsted system 11 jo 

initiate commu~ications with the trusted system 10, vari?us VM/ESA fea~res requirin~ sucb 

capability, such as the Share~ File System (SFS), are easily.enabled. The present invention 

would permit ~FS to initiate ~e connection to trusted systeni 10 because SFS wquld be running 

. in a trusted execution context 13 .. 

. . 
With the present invention~ system administration and overhead are reduced because only 

. . . 

one operating system on two (untrusted and trusted) computer systems are required (even though . . . . . . 

one is modified). As explained above in the "Description of the Related Art", in order to 

conyentionally attain the results pr<;>duced by the present invention, several se~ers running 
. . 

InWtiple coi:iventional operatiiig systems W?Uld haye to be utilized to ensure that US~rs operating 

. tlie untrusted system were· denied a~ess to-the trusted system. Each of these s~rv~rs wou~d 

r~Uire mo~ code {~hich slow~ the ~ystem dawn) and a4ditional a~trator time to ·set ug the 

·. ··servers. Furth~r; ~uch a conventional system woul~ be substaptlally more complicated tp . . . . . . . . 

maintaiil than the present .~v~ntion. 

. . . 

As noted ~ove, ·applieations running iil ·untrusted execution. contexts 16 cannot. 
. . 

·interrogate or update ~tical or sensitive system 11 da~. such as a password file. the set of 

enrolled ~sers, the list of trus~ execution ·conte~t names or the record of.the name prefix that 
. . . . . . . . 

distinguishes trusted contexts from untrusted ones. This can be accomplishe4 based on file . . . . 

permission. and acces8 schemes specific to the type of operating system 14. For example, when . . . . . r . . 
operating system 14 is an augmented VMIESA operating system as explained abo~e, applications 

. . 
ru~g in untrusted execution .contexts 16 are denied knowledge of and access tq the disk . 

volu~es containing the CP alrectocy, th~ rcPIIP co~uni~ation stack confi~tion files, and . . 
. . . . 

the startup script containing the commands that .actjvate JSFC filtetin~ .. and define the trusted 
. . 

~ontext name p~fix. The CP directory contains the.list ofkno:wn ~sers (that is, execution · 

· · 'context$) .and their passwords. The TCP /IP communication stack _configuration files list the 

names of the contexts that are all~wed. to communicate with extei?ial system 12 .. The startup . 

. script, run.automatically by VM/ESA at startup time, contains privileged com1rumds.that. activate 
~. . . . 

g. 



. . 

the f.tlte~g of ISFC .activity based on context name and define the name prefix that identifies 

trusted execution contexts. 

I . 
~le the invention has been described in ternis of preferred embodiments, those skilled 

. . . . 
in the ~ will recognize that the invention can be practiced with modification within the spirit 

and scope of the appended claims. 

·' 
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CLAIMS 

111111111111111111111111111111; 
* C L M S * 

What is claimed is: 

1. A method for controlling access to a computer system comprising: 

·cl~si~g ajJplications rwining on an untrusted computer.~ystem as running in one of a 

trusted application exeeutlon context and an untnist~ applica~o~ ~xecution context; and 

preventing an apPlicatio~ on said untrust~ comput~r system·from initiating a connection 

with a ~~ted computer system unless said untrusted computer system is ninning said 
. . 

application in said trusted application ·execution context. 

2. · ~e metliod in claim l, ·wherein .S~~ truste~ computer system ·can initiate cdnn~tions · 
with ·any etecution context on said untrusted computer system. · 

·, . 

3; The method.in claim 1, whereil;i only said untrusted-application execution Contexts on 
. . . . . . . . . . 

said untrusted sysiem can ifil.tiate con,nectionS ~ith said external c~mputer systeID:-

.. 4. The method ind$ 1, wherein said applications .are classified as having said trustCd . 
. . 

application execution contex~ and said untrusted application execution contex~ based on . 

di~tinctive application execu~on ·context ~ames. 

5. The method in daim 4, wherein a hum~ admini~trator of said un~sted system ~signs 

said distinctive application execution context names. 

-6. The method in claim.4, wherein said applications cannot chang~ the· names of respective· 

execution cont~xts. in which said applications are· runniI~g. 

10 



7. The method in claim 4, wherein said applications cannot change the name of any 
. . . 

execution context in said untrusted computer system. . . 

8. ·The method in clailn i", wherein connections originating ori said e~~.temal system can 

temli~ate only at said untrusted system and only at said· untrusted execution contexts·· 

.therein.· 

9. The method in claim 1, wherein said untrusted application-execution contexts are fenced 

off from· said untrusted_ computer systeni such that ·said untrusted application execution 

application contexts cann<;>t interrogate or change critical system data of s~d untrusted 

comp~ter system. 

10. A method for controlling. access ·to ·a trusted ·computer system comprising: 

det~nnining a naine of an e~~utlon conteXt of an application running on an untrusted · . . 

. system;- . 

'· 

dete~g whether said ex~cuti~n _context is ~t~· or untrusted based- on said name; : 

. . . . . 

if said execution context is trusted, pennitting'said applieation to initia~ a connection 

with said trusted syste~. and 

. -
~if said execqtion context is untri.tsted, preventing said application from initiating a 

. · coimeetio~ with said trusted. computer system. 

11. _ The me$od in _claim 10, wherein -~~d trµsted comp~ter system ~an· initiate connect_ions 

. ~ith any execution context on said unmisted coniputCr·system. 

I 11111111111111111111111111111' 
* C L M S * 
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12. The method in claim 10, wherein only said untrusted application execution contexts on 

said untrusted system can. initiate connections with an extern~ computer system. 

13~ The.method in claim 10, wherein said execution context name was previously assigned 

by a human administrator. 

14. ·The method µi claim ~O, wherein.there are a plurality of applications running·on said 
. . 

untrusted computer system, one of said appl~catioil.s having a trusted execution context 

. and another of said applications having an untrusted executi~n context. 

15. Tb.e method in .claim 14, wherein said applications cannot change names. of the res:Pective . . . . .. 

execution contexts in which sa.id applications. are running . 

. 16. The method ;in_clilim 14, wherein said applications cannot change the name of any 

17. 

. exeeution con~t in. ~aid untrusted computer system. 

; ™"me~od" ~claim· 10, wheren'.i connection~ orl~nating. on an e~~rrial ~stem.'?an 
~nninate only at said, untrusted sy~tem an:d only at said untrusted execution cont~xts 

... 
therein. 

18~ The method in ~aim, 10, wherein said untrusted applicatic;:m executi,on contexts ~fenced 

off from said un~sted computer ~ystem such that said .untrusted application executi~n 

appli~tion contexts cannot interrogate or change criti9al system data of said untrusted . . . . . . 
M 

· co~puter system. 

19~ A prognµn storage.device readable by ~chi~e.·taµgibly embOclying a progr~ of· 
. . . 

instructions ex.ecutable by the ma~hine to perform a method fo~ controlling access to a 

computer system, said method comprising: · 

\ \11\11\ \\\I\\ Ill\\ \\1\1 \\ \ll\ 
* C L M S 
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. . 
classifying applications running on an untrusted computer system as running in one of a 

. . 

trusted application execution context and an untrusted application execution con~xt; and 

preventing an application.9n said uritnisted computer systein from initjating a connection 

with a trusted computer.system unless said untiu~ted computer sys~em is runnin~ said 

· application in said trusted application execution context. . . ~ . . . 

. . 

20. The program storage deviee Ill: claim 19, wherein said trusted computer system can 

initiate connections with any execution context on said untrusted computer system . . 

21. The· prog'ram storage device ·in. claim 19, where~ only said untrusted application 

22. 

23. 

. .. 

execution con~xts on said untrusted system can initiate co~ections wi~ $aid '.external 

computer system. 

.. The pro~ storage device _in claim l9, wherein. said applicati~ns ate_ classified as 

having said trusted application e~ecution cont~xts and said untrus~ed applic.~tiojl · . 

ex~tion context:S bast:d ·o~ distinctive application executj.on: context names .. 

. . . 
Th~ ~gram stor~e device i~ claim 22, _wherein a human administrator of said untrusted 

. . 
system assigns said ~stinctive applicati.ori.execution context names. 

• I , • 

24. The program storage device in claim 22, wherein said applications cannot change n~es · 

_of respective e:x.ecution contexts in which said 
0

8I,>plications are rimnii;ig •. 

25. · · The method in claim 22, wherein said aI>plica~ons cannot change the naine of any 

execution context in said untrusted comp~ter system. · 

. ' \111111111111 111111111111 Ill\ 
* C L M S * 
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26. The program storage device in c~aim 19, wherein connections originating on sa:id external 
. . . 

syste~ can temiinate only at said untrusted system o~y at said untrusted execution . - . 

contexts therein. 

. . 
27. . The program storage device in claim 19, wherein said untrusted application exeeution 

. . 
contexts are fenced off from said untrusteQ computer system such that said untrust¢ 

· application exec~tion contexts cannot inte~ogate or change critical system data of said 

u~trusted coipputer system. 

28. · A system for controlling access to a network comprising: 

a trusted computer system; 

an: ~trus~~ computer system co~ected to said trusted computer system and to an 

external computer system, 

wherein saj._d untrustCd system includes applications classified as:having .trusted· 

application execu\ion contex;ts and untru~ted application execution contexts;_ an~ 

wh~rein only said trusted application execution cont~ts ~an iitlµate c~nneetions w~th 
said tnlsted computer syste~. · 

· 29. The system in claim 28. wherem ~aid trusted computer s~tem can.initiate connections 
. . . 

with any execution context on said untrusted computer system. 

·30, The system in claim 28. wher~in only said untrusted application execution contexts on 

said untrusted sys~em can initiate connections with said external computer syste~. 

111111111111111111111111111111 
* C L M S * 
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3 L The systent in. claim 28, wherein said applic:ations are classified as having said trusted 

application execution ccinte.xts and said untrusted application·~xecution contexts based on 

distinctive application execution context names. 

32. The system iµ cl~ 31, wherein a human administrator of said-~ntrusted.system'as.sigils 

said distinctive application execution context nam~s. 

33. The system in claim 31, wherein said applicati<;>ns cannot change the names of respective 

e?tecution contexts in which sai~ applications are running .. · 

34. The method in claim 31, wherein said applications cannot change the ~ame of any 

· execution context in said untiusted· COJD.puter system. 

35. The system in claim 28, wJiereln. co~ections originating· on said.extern8I system can 
. . . 

· terminate only at said untrusted system and oniy at said untrusted executio11 contexts · 

therein. 

. . . 

36. The system in claim 28, wherein· said untrusted application executi.Qri contexts are fe11ct'.d 

off from ~aid untrusted computer system such tha~ said ·untrusted application execution 

. application contex~ cannot ~terrogate or chaµge .crltical sys~em data_ .of.said untrust~ 
computer sys~m. 

· \ \11\11\:\l\I\\ Ill\\ \\1\1 \Utl\· 
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